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1. Heap, 3a1a4M ¥ IVIAHUPYEMbIe Pe3yJIbTAThI 00YYEeHHUs 10 JUCHUIIIMHE

Lenpro ocsoenuss aucuuiauabl 51.0.11.03. "OcHoBbl HMH(DOPMAIIMOHHOM
oe3omacHocTH' SBIsSETCS (OPMHUPOBAHMS Y CTYACHTOB 3HAHWW W HABBIKOB TIO
BOMpocaM HMH(POPMAITMOHHOW O€30MacHOCTH, a Tak)Ke HAaBBIKOB IPAKTHYECKOTO
oOecrieueHus 3amuThl HHPOpMaIUU U 6€30MaCHOTO WCIIOIB30BAHUS MPOTPAMMHBIX

CpCACTB B BBIYUCIIUTCIILHBIX CUCTEMAX OpFaHI/IBaHI/Iﬁ u y‘lpe}KﬂeHI/Iﬁ.

3ajayaMy IUCLUUIUIMHBI SBIISIOTCS: NOJyYeHUE 0a30BBbIX TEOPETUUECKUX MPEJ-
CTaBJICHUM O COBPEMEHHBIX OPTaHMU3ALMOHHBIX M TEXHUYECKUX METONAX 3aLIUTHI
uHbOpMaIlnK, a TaKKe TEXHUYECKUX CPEACTBAX 3aIlUTHhl KOMIIBIOTEpHOU MH(pOpMa-
IUU THPOPMAIIMOHHBIX CUCTEM OpTaHU3alluil U YUpeKICHUH.

Komnerenumu u uHIUKATOPBI, (opMuUpyeMble y 00ydaromuxcsi:

KOI[ 1 HAMMCHOBAHHUEC KOMIICTCHII N

KOI[ N HAMMCHOBAHUC MHAHWKATOpa

OIIK-8. Crioco6en monumars npuHmnsl pa- | OI1K-8.2. Brnageer HaBblkamu mpuUMeHEHUS HUGPO-
0OTHI COBPEMEHHBIX HH(POPMAIIMOHHBIX TeX- | BBIX TEXHOJOTHHA JUIS pelIeHHs 3aaad mpodeccuo-
HOJIOTH ¥ KICIIOJTb30BATh UX JJISI PEIICHHS HAJIBHOW JICATEIILHOCTU C YYETOM OCHOBHBIX TPe0O-

3a1a4 MpoheCCHOHATBHOMN JICITeIIHHOCTH

BaHUI WH(OPMAIIMOHHOH 0€301MacCHOCTH

2. Mecto nucuunnHbl B cTpykrype OII

[IpeamecTByromue TUCHUILIMHBL (MOAYIH), npaktuku, HUP, ap.:

b1.0.11.01. UudopmaiinoHHbIe TEXHOJIOTUH
b1.0.11.02. AnropurmMu3zanus u IporpaMMHpPOBAHUE

[Tocnenyromue aucuuIuinebl (Moaynu), npaktuku, HUP, np.:

b1.0.11.04. IIporpamMmmHOe oOecrieueHre U MporpaMMHUpOBaHuEe B Tpodheccruo-

HaJIBLHOU NEeITEIbHOCTH

3. CTpyKTYypa M cofep:KaHHe IUCHUILTUHbI

3.1. CTpyKTYypa THCHMILIHHBI
Jist ouHOM PopMBbI 00yUEHHUS

Bun yuebHoit paboThl Bg(]azro E:Cegg 4CeMeC”5[p(LI) 5
OBIIAS TPYTJOEMKOCTbD AMCIHUITJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexun 0,44 16 16
[TpakTnyeckne (CeMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopatopHble paboThI 0,44 16 16
CAMOCTOSTEJIbBHAS PABOTA OBYYAIOUIET'OCA 1,12 40 40
IIpopaboTka yueOHOTO MaTepHaia 1,12 40 40
KypcoBoii npoekt 0 0 0
KypcoBas pabota 0 0 0
[ToaroToBKa K MPOMEKYTOYHOM aTTECTAIHH 0 0 0
[TpomerxyTouHas aTTecTalus: 3




Jiia 3a04HOM (hOpMBI 00yUEHUS

By yuebHol paboThl B(;:Ero nggg 3C€Meczp(H) 5
OBIIAA TPYJOEMKOCTDH JUCHUTTIJIMHBI 2 72 72
KOHTAKTHAS PABOTA 0,44 16 16
AYJIUTOPHAA PABOTA 0,28 10 10
Jlexnun 0,17 6 6
ITpakTrueckue (CEeMHUHAPCKUE) 3aHATUS 0 0 0
JlaboparopHbie pabOThI 0,11 4 4
CAMOCTOSATEJIBHA S PABOTA OBYYAIOIIET'OCA 1,72 62 62
ITpopaboTka yueOHOTO MaTepHaa 1,72 62 62
KypcoBoii mpoekt 0 0 0
KypcoBas pabota 0 0 0
[ToaroToBka K MpOMEKYTOYHOM aTTECTAIIH 0 0 0
[TpomexyTouHas aTTecTalus: 3

3.2. Conep:xkanve IUCHUIUIMHBI, CTPYKTYPHPOBaHHOEe IO pa3jgeiaM H

BH/aM 3aHATHH

Pacnipenenenue tpy- | ®@opmel u | MHIEKCH HHIUKATO-
JIOEMKOCTH BUJT poB popMHUpYyEMBIX
§ 10 BUJAM Y4€OHOH | KOHTpOJIA KOMIIETEHIIUH
Pazzennt = paboTel
o) . .
JUCHUITIITMHBI § § % % %
M 2 = 5| 9
2§ E| 3
Paznen 1. OcHOBHBIE TIOHS-
T aHAIHS yrpos MH-1 g o | g | o | 4 | TKI OI1K-8.2. 3
dbopmanimonHoi  6e3omnac-
HOCTH
Paznen 2. Opranusanuos-
oA/ MHHECDITIBLAIY 6 |2|0|0]|4| TK OIK-8.2.3
Mepsl  MHGOPMAIIMOHHOMN
0€30MacHOCTH.
Paznen 3. MmxeHepHo-
TexHndeckue mepol uHpop-| 40 | 8 |12 | 0 | 20 TK3 OIIK-8.2. 3YB
MAaIMOHHOM O€30MTaCHOCTH
Paznen 4. HopmarusHo-
npaBoBeie Mepbl uHpopMma- | 20 | 4 | 4 | 0 | 12 TK4 OIIK-8.2. 3YB
ITMOHHOM 0€301TaCHOCTH
3ader 0 0] 0]0]O0 OM 1 OIIK-8.2. 3¥YB
HTroro 3a 4 cemecTp 72 |16 /16| 0 |40

3.3. Conep:kaHue IMCUUIIMHBI

Paznen 1. OcHOBHBIE MOHATHUS U aHAIN3 YTPO3 UH(OPMAIIMOHHOW O€30MaCHOCTH.




OcHoBHbIE TepMUHBI U onpeneneHus. Obecneuenue MHPOPMAMOHHON Oe3omac-
HOCTH KOMITBIOTEPHBIX cHCTeM. Bumbl yrpo3. Tpu Hanbosee BhIpaKEHHBIE yrpo3bl: 1)
MOJIBEP’KEHHOCTh (PU3NYECKOMY MCKKCHHUIO WM YHUUYTOXEHHIO; 2) BO3MOXKHOCTh He-
CAaHKIIMOHWPOBAHHOW (CITy4altHON WJIM 3JIOYMBIIIICHHOW) MOTU(HUKAINN; 3) OMacHOCTh
HECAHKITMOHUPOBAHHOTO (CIy4aifHOTO W TPEAHAMEPEHHOT0) TOIy4eHUs] WH(POpPMAIUu
JMLIAMU, JJIs1 KOTOPBIX OHA HE MpeHa3HaueHa. XapakTep MPOUCXOKICHUS YIPO3: YMBbIIII-
JIEHHBIE (paKTOPBI, ecTecTBeHHbIE (PakTophl. Mcrounuku yrpo3. [Ipeanockuiku nosBieHus
yIpo3: 0ObEKTUBHBIE, CYObEKTUBHBIC

Paznen 2. Opranu3alimoHHO-aIMUHHUCTPATUBHBIE MEpbl WH(POPMAIIMOHHOW Oe3-
OIAaCHOCTU

OcHOBHBIE TIOHATHUS MOJMTUKU Oe3omacHoCTU. CTpyKTypa MOJMTUKU O€30MacHO-
CTU OpraHu3aluu: 0a30Basi MOJMTHKA OE30IACHOCTH, CHELMATU3UPOBAHHBIE OJIUTUKU
0e301acHOCTH, MpoLEAyphl Oe3onmacHocTH . Pa3paboTka MOMMTUKKM GE30IacHOCTU Opra-
HU3auuu. KOMIOHEHTB! apXUTEKTypbl Oe3omacHOCTU. Pomu M OTBETCTBEHHOCTH B 0O€3-
OITACHOCTH CETH.

Paznen 3. lmxeHepHO-TEXHUYECKUE MEPbl HTH(POPMAIIMOHHON 0€30MaCHOCTH

[lonsatne xkpunrtorpaguu. OCHOBHbIE MOHATHS KPUNTOrpapUUECKON 3alUThl UH-
¢dopmaumu. Kpunrorpadpuueckue amroputmbl. CHMMETPUYHBIE  KPUIITOCHUCTEMBI
mmgpoBanus. OCHOBHBbIE PEXHMMBI pabOThl OJOYHOIO CHUMMETPHUYHOIO aAJIrOPUTMA.
OcoOeHHocTH PUMEHEHUS AJITOPUTMOB CUMMETPUYHOTO 1 poBaHUsL.
AcUMMeTpUYHbIE KPUIITOCUCTEMBI M poBaHusl. DyHKIMU X3UIMPOBaHUS. DJIEKTPOHHAS
midpoBast noanuch. OCHOBHbIE MPOLEIYpbl LU(PPOBOM MOANUCH. YTIpaBICHUE
KPUIITOKIIIOYaMU.  Mcronb30BaHMEe  KOMOMHMPOBAaHHOM — KPHUIITOCUCTEMBL.  Meton
pactipenenenus kimoueil Iuddu-Xemmmana. MappacTpykTypa ynpaBieHUs] OTKPHITHIMU
kimoyamu PKI.

AytenTudukanus, aBTOpU3aluMs M AIMUHUCTPUPOBAHHE  JICUCTBUU
II0JI30BATEIIEH. MeTtonbl ayTeHTU(UKaLUH, UCIIOJIb3YIOIIHE MIapOoJIN:
ayTeHTU(UKallMsg Ha OCHOBE MHOIOPA30BbIX MapoJjieil, ayTeHTHUPUKAIUs Ha OCHOBE
OJHOpa3oBbIX mapoiyied. CTporas ayTeHTU(UKALMA: NPUMEHEHHE DSJIEKTPOHHBIX
UJECHTU(HUKATOPOB, MPOTOKOJIBI CTPOTON ayTeHTU(PUKALIUH.

buomerpuueckas ayreHTH(uKauus  noib3oBarenii. KoMOMHUpOBAaHHbBIE
CUCTEMBbl MJCHTU(PUKALUA U ayTEHTU(PUKALUU. DJIEKTPOHHBbIE 3aMKHU. YTIpaBJICHHE
JOCTYIIOM TI0 CXeMe OJHOKPAaTHOTO BxoAa ¢ aBropm3ammeit Single Sign-On.
VYnpasnenue uaeHTUPUKALIUE U JOCTYIIOM

BpenonocHble porpaMmbl U MpoOIeMbl aHTUBUPYCHOW 3amuThl. OCHOBHBIE
KaHAJIbl PacCIPOCTPAHEHUsI BPEIOHOCHBIX IpOrpamMm. AHTUBHUPYCHBIE IPOTrPaMMBI:
OCHOBBI ~ pa0OTBhl  AHTHBUPYCHBIX  MpOTpamMM, OCOOCHHOCTH  «OOJIAYHOI»
AHTUBUPYCHOM TEXHOJOTHWH, BHJBl AHTUBUPYCHBIX MPOrpPaMM, JONOJHUTEIbHBIC
MOJIYJH AHTUBUPYCHBIX IpOorpamm, peXUMBl  pabOTHI aHTUBHpYCA.
[Ipodgunaktuyeckue Mepbl 3auUThl. J[OMONHUTENbHBIE CpPEICTBAa  3aIUTHI:
obnosienust [1O, Opanamay’pbl, CcpeacTBa 3alllUThl OT  HEXKEIaTeIbHOU
KOPPECTIOHJECHIIMU. AHTUBUPYCHBIE TPOTPAMMHBIE KOMITJIEKCHI

Paznen 4. HopmatuBHO-TipaBOBbIe MephI MHPOPMAITMOHHON 0€3011aCHOCTH
Ponp crammaptoB wuwHpOpMammoHHON Oe3omacHOCTH. MeXIyHApOIHbBIC



ctangapThl uHopMannonHou 6e3zonacHoctu. Cranmapt ISO/IEC 17799:2002 (BS
7799:2000). I'epmanckuit cranmapt BSI. Mexaynaponusiid cranmapt ISO 15408
«O06mme kpuTepuu 0€30macHOCTH HMH(DOPMAILMOHHBIX TEXHOJOTHi». CTaHmapThl
IEEE 802.11 u WPA - crangaptel 1is OecnpoBOAHBIX ceTed. CraHaapTsl
nHdopmarmonHo Oe3omacHoctd i Internet. OTedecTBEHHBIE CTaHAAPTHI
0e30macHOCTH MH(POPMAITMOHHBIX TEXHOJIOTUH.

OpranuzanmoHHasi CTPYKTypa TOCYAapCTBEHHOW CHCTEMbl OOecCTeUeHHUs
nHpopmarmonHoit 6e3onacHoctu. CoBeT be3omacHoctu Poccuiickoit deaeparuu.
Komuccust Cosera ®@enepanuu 1mo HHGOPMAIIMOHHON MOJUTUKE U B3aUMOACHCTBUIO
co cpenctBamMu MaccoBod umH(popmaruu. DenepalibHble OpraHbl HCIOJTHUTEIHHON
BJIACTU B oOjacTu wHGOpMaTH3anud. MEXBETOMCTBEHHAS KOMHUCCHUS TI0 3alluTe
rocy/lapcTBeHHON TaitHel. @DenepanbHas ciayxkba Oe3zomacHoct Poccuiickoi
Oepneparuu. denepanbHas ciiyxk0a MO0 TEXHUYECKOMY U SKCHOPTHOMY KOHTPOJIIO.
denepanbHas cinyxk6a oxpansl Poccuiickoit deneparuu. Ciy:x06a BHEIIHEW pa3BeKu
Poccuiickoit deneparuu. deaepanbpHas ciry»0a 1o Hau3opy B chepe cBs3u, uHpop-
MallMOHHBIX TEXHOJIOTMI M MaccoBBbIX KoMMyHuKaiui (Pockomuanzop). denepaib-
Has cly>k0a MO MHTEJJIEKTyaJIbHOW COOCTBEHHOCTH, MATEHTaM U TOBAPHBIM 3HAKaM
(Pocnartent). @enepanbHOE areHTCTBO MO TEXHUYECKOMY PETYJIMPOBAHUIO U METPO-
norun (Poccrangapt). OOecnieueHne MHOOPMAIMOHHOW O€30MacHOCTH Ha YPOBHE
cyobekToB Poccuiickoit denepanuu.

3akoHonarenscTBO Poccuiickoilt @enepannu B 001acTH 3alUTH HH(OpMALUHY,
3alllMTHl TOCYJApCTBEHHOM TallHBI UM KOH(pUACHIMANbHOU WHGopMaru. Bunabr 3a-
mumaemMord uHdopmarnuu. Koncturyuust Poccuiickoit deneparuu. JloktpuHa WH-
dbopmarnonHnoi 6e3onacHoctu Poccutickoit ®enepanun. Kogekc Poccuiickoit dee-
paiuu 00 aJIMUHUCTPATUBHBIX NMPABOHAPYIICHUAX. YTOJOBHBINA KoJekc Poccuiickoit
Oenepannu. ['paxnanckuii konekce Poccuiickonn denepanun. HamoroBeld KoOJIeKC
Poccutickont ®enepanuu. Tpynosoit konekc Poccuniickoit @enepannu. denepanbHblid
3akoH "OO0 uHpopMauuu, UHPOPMALUOHHBIX TEXHOJIOTHSX M O 3aumuTe uH(popma-
nnn'. @enepanbHbiil 3aKoH «O rocynapcTBeHHOM TaitHe». DenepanbHblii 3akoH «O
KOMMepUecKkor TaliHe». DeaepaibHblii 3aKOH «O TEXHUYECKOM PETYIUPOBAHUN.
®denepanbublil 3akoH «O0 AmekTpoHHOM noAnucky. Penepanbubiil 3akoH «O nepco-
HaJIbHBIX JaHHBIX». Deaepanbubiii 3akoH «O cBsi3u». DenepanbHbiii 3aKoH "O cpen-
cTBax MaccoBoii mH(popmaruu". denepanbubiii 3akoH «O OGe3omacHocTHY. Deje-
panbHbIi 3aKk0oH «O JIMIIEH3UPOBAHUYU OTACIBHBIX BUIOB AEATEIbHOCTHY. Denepalib-
HbIll 3akoH «O0 apxuBHOM jnene B Poccuiickoii denepanumny. OeaepaibHbIN 3aKOH
«O TpaHCTIOPTHOM OE€30MaCHOCTIY.

3.4. TeMaTu4YeCKHl IVIAH NPAKTHYECKHUX 3aAHATHI

JlaHHbIi BUA pabOThI HE MPEYCMOTPEH YUYEOHBIM IJIAHOM.

3.5. TemaTuyeckuii jiaH JJabopPaTOPHLIX padoT



[Tponomxu-

No Homep
HanmMenoBanue nabopaTopHbIX paboT TEIbHOCTb,
/o pasjena
Jac.
1 Hactpoiika moauTuku 0e30MacHOCTH OIepaliMOHHON 3 4
CUCTEMBI
2 Opranuzanus 3amuThl JOKYMEHTOB CPEICTBAMHU I1a- 3 4

keta Microsoft Office

3 [IudpoBanne nHGOpMAITUE METOIOM TOJIHATI(DABUT-
HOM 3aMeHbl. [locTpoeHne u ucnoiap30BaHUE MaTpU- 3 4
bl Buxnnaepa

4 JoktprHa nHpopMarmonHoi 6e3omacHocTH Poccuii-
ckon Denepanum.

3.6. KypcoBoii npoekT /KypcoBasi pa6oTa

JlaHHbIi BUA pabOTHI HE MPEyCMOTPEH YUEOHBIM IIAHOM.

4. OueHuBaHUE Pe3yJIbTATOB 00yYeHUsI

OueHuBaHue pe3ysbTaTOB OOYUYEHHS MO JUCHUIUIMHE OCYIIECTBIISIETCS B
paMKax TEKYIIero KOHTPOJIS M TMPOMEKYTOYHOW aTTECTAIlMH, MPOBOJAMMBIX TIO
oabHO-perTuHroBoit cucreme (bPC).

[IIkana oneHKH pe3yabTaTOB O0yUEHHUS 10 AUCIUTUIMHE:

YpoBeHb ¢c(HhOPMHPOBAHHOCTH
WHMKATOPa KOMITETCHITUU
Kog 3aniaHu- Breicokuii | Cpennuii Hxe Huzkwuit
Kon MHIUKATOP pOBaHHBIE CPEAHETO
KOMITE- a PE3yIBTaTH ot 85 10 100 |ot 70 10 84 |oT 55 10 69 |oT 0 no 54
TEHIIMH KOMITETEHI] 00y4enus 110 IIxana oleHUBAHUS
un TUCIIUTUINHE Y10BJIET- HEYNOB-
OTJINYHO XOopouio BOPUTENBHO JICTBOPU-
TCJIIBHO
3a4TCHO HC 3a4YTCHO
3HATE:
3HATh [IPABOBbIC
aKTHI B 00J1aCTH
3AIIATEI
uH(pOpMaLHH,
OCHOBHBIE TIOHATHSA 1
YIPO3bI
OINK-8 | OIK-8.2 UH()OPMAITTOHHON 3HAeT B | 3HaerT 3HaeT 1MeeT
6630HaCHOCTI/I, COBCPIICHCT OCHOBHBIC OTACIIBHBIC MpeaAcTasiiC
OCHOBHBIC BC HpI/IHIII/IHI)I HpI/IHI_H/IHI)I HHUC
MEPOTPUSITHUS TIO
00eCIeYeHHTO
HH(OPMAIIMOHHON
0€e30IacHOCTH B
npodeCcCHOHATTEHOM
NIEATENHHOCTH




Kon
KOMIIE-
TEHIAU

Kon
MHIUKATOP
a
KOMIIETEHI]
5071

YpoBeHb chOPMUPOBAHHOCTH

HWHAUWKATOpA KOMIICTCHIINN

o Ny Hmxe o
3amniaHu- Beicokuii | Cpennuii N Huzkwuit
POBATHHIE 3570100 [oT 70 2084 Jor 55 10 69 o 0 70 34
pe3yIIbTaThI ot 85 1o oT o oT oo ot 0 1o
06yHeHHs 10 [IIxana oneHuBaHusd

HEYIOB-
JUCLIUILINHE yIOBIIET- YA
OTJINYHO XOpouIo JICTBOPU-
BOPUTCIILHO
TCIIBHO
3a4TEHO HE 3a4TEHO
UH()OPMALOHHO-
KOMMYHHKAIIMOHHBIC
TEXHOJIOTHH,
MpUMEHSIEMbIC IS
peleHus
3HaeT B | 3HaeT 3HAET uMeeT
CTaHIAPTHBIX  3a/a4
o COBEPIICHCT OCHOBHBIC OTACIIbHBIC IpeacTaBiiC
npodecCHOHATTBHOM
BE MPUHLIUIIBI TIPUHIIUIIBI HUE
JIeATEILHOCTH c
Y4ETOM  OCHOBHBIX
TpeOOBaHMI
MH(pOPMALTIOHHON
0e30IacHOCTH
YMETh:
HCII0JIb30BaTh
METO/bI M CpPEACTBa
obecreueHus
MH(pOpPMALTIOHHON
HC MOKET
0e30IacHOCTH c 5
eeT c CKaeT €3
LIEJIBIO yMeeT g | M ATy
HerI/ITI/I‘IH OTACJIBHBIC HOCTOpOHH
TPEIOTBPAIICHHS COBEPIIIEHCT N
BIMI rpyObIe el oMo
HECAaHKIIMOHUPOBAHH | BE
OIIMOKaMHA | OIIMOKHA HCIIOJIB30Ba
oro JIOCTYyTIA, T
37I0YMBIIIIIEHHOM
uHQOpMALMM WM
yTpaThl 3alUAIIACMON
uHpopMaLUH
OLIEHUBATh
OIaCHOCTD,
CBSI3aHHYIO c
yrpo3amu HE MOXET
HECaHKIIMOHUPOBAHH cor 5 | YMeeT C | amyckaer oe3
oro I[OCTyrIa K ™ HCKPUTHYH OTOCJIbHBIC TMOCTOPOHH
COBEPIIIEHCT N
I/IH(l)OpMaHI/H/I, Be bIMH II)Y61>I€ €1 IIOMOIIH
HaMEPEHHOU OIIMOKaMH | OMIMOKU HUCIIONB30Ba
MOTU(pHKAITT Tb
JAHHBIX W YTparshl
CITyKEeOHOM
uHpopmaru
BJIAJIETD:
COBPEMEHHBIMH BJIAJIEET
HE BIAJEeT
O6l|l[/]MI/I CHOCO6aMI/I BJIagecT B | BJIIaACECT OTACIIbHBIM 663
06CCHe‘leHI/I}I COBepIHeHCT OTACIIBHBIM 1 HAaBbIKaAMU
N MOCTOPOHH
uH(pOPMAITTOHHON BE Y HaBbIKaMH | C N
€M TOMOIIH
0e301macHOCTH HEJI0YETAMU




OueHouHble MaTepuanbl IS NPOBEAEHUS  TEKYIIEro KOHTPOJS W
MPOMEXKYTOUHOM aTTecTaluu npuBeneHbl B [Ipuinoxenuun k pabodeil mporpamme
JUCHUTUTUHBI.

[TonHBIA KOMILIEKT 3aJlaHU U MaTepuajoB, HEOOXOIUMBIX JUIsl OLIEHUBAHUS
pe3ynbTaToOB O0yUEHHUS 10 AUCIUIUIMHE, XpAHUTCS Ha Kadeape pa3padoTUHKa.

5. Y4eOHO-MeTOIMYecKoe U UH(POPMALIMOHHOE o0ecieyeHne JUCHHUILIMHbI
5.1. YueO0HO-MeTOOHYECKOE 00ecIIeueHne
5.1.1. OcHoBHas nuTeparypa

1. Mengenes, B. A., UadopmarmonHas Oe3zomacHOCTh. BBeneHne B crieruaib-
HocTh + ellpunoxenue: Tectsl : yueObnuk / B. A. Mensenes. — Mockga : KaoPyc, 2023. —
143 c. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870. — Tekcr : 311ek-
TPOHHBIN.

2. MenbhukoB, B. I1., Mudopmanmonnas 6e3onacHocts : yueOnuk / B. 1. Menb-
HukoB, A. U. Kympusuos, T. FO. BacunseBa. — Mockga : KauoPyc, 2023. — 371 c¢. — ISBN
978-5-406-11960-0. — URL.: https://book.ru/book/950148. — Tekct : 3neKTpOHHBIH.

3. 3ammra uHpopMmaru : yuebHnoe mocodue / A. I1. XKyk, E. II. XKyk, O. M.
Jlenemkun, A. Y. Tumomkun. — Mocksa : PUOP : UTHOPA-M, 2021. — 400 c. — URL.:
http://new.ibooks.ru/bookshelf/361250. - Tekcr : a1eKTPOHHBIIA.

5.1.2.JlononHuTEeNBHAS JIUTEPATYPA

1. KpbutoB I'. O., bazoBble noHsTHA WHGOPMAIIMOHHOM OE30MaCHOCTH : yueOHOe
nocobue / I'. O. Kpsunos, C. JI. Jlapuonosa, B. JI. Hukutuna. — Mocksa : Pycaitac, 2023.
— 257 ¢. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Tekcr :
AJIEKTPOHHBIM.

2. babam, A. B., Kpunrorpaduieckrue MeTop! 3aliuThl HHGOPMALIUK : Y4EOHUK /
A. B. ba6am, E. K. bapanosa. — Mockga : KaoPyc, 2022. — 189 c¢. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — Tekct : 3NeKTPOHHBIA.

3. OpraaM3anyoHHO-TIPaBOBOE OOecIieueHrue MH(POPMAITMOHHONH OE30MacHOCTH :
yaeOHoe nocodue 11t By30B / A. A. Crpensiios, B. C. I'opbatos, T. A. ITomnskosa [u ap.];
nox pea. A. A.Ctpensiioa. - M. : Akagemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TekcT : HerOCPEACTBEHHBIM.

4. WndopmarmonHas O0€30MacHOCTh: KOHIICTITyadbHBIE W METOJIOJIOTHICCKUC
OCHOBBI 3aIUTHI HH(OPMALKH : yaeOHoe mocodue / A.A. Maimok. - M. : ['opstuast TuHUS -
Tenexom, 2004. - 280 c. - TeKCT : HEMOCPEACTBEHHBIN.

5.2. MudopmanuonHoe odecrnevyenue

5.2.1. DNeKTpOHHBIE U UHTEPHET-PECYPCHI

l'JI\f_l)'[ HaumenoBanue SJICKTPOHHBIX U HHTCPHET-PECCYPCOB Ccpuika
1 [9bC IBOOKS.RU https://ibooks.ru
2 |9bC LANBOOK.COM https://e.lanbook.com




5.2.2. Tlpodeccuonanpapie 0a3pl paHHbIX / MHpOpMaMoOHHO-CIIPaBOYHBIC

CUCTEMBI
No HanmenoBanue npodeccnoHaabHbIX 0a3
0 /;1 JAHHBIX, HHOOPMAIIHOHHO-CIIPABOYHBIX Anpec Pexum noctymna
CHCTEM

1 |Poccuiickas HanmoHanbHas oubmmoreka  [http://nlr.ru/ http://nlr.ru/

2 Obmepoccuiickuii MaTeMaTHYeCKUI http:/Awww.mathnet.ru/ http://www.math

opTa net.ru/

3 |KubepJlenunka B https://cyberleninka.ru/ B. https://cyberle

ninka.ru/

4 Hauuonansuas snextponnas Guonouotexa https://rusneb.ru/ https://rusneb.ru/

(HOB)

5 |[Texnuueckas OubmmoTeka http://techlibrary.ru ?l'jtp://techllbrary.

6 |MCC «Koexen / «Texoxcrepm» http://app.kgeu.local/Home/Ap [http://app.kgeu.lo

ps cal/Home/Apps

7 |«KOHCYIbTaHT ILTIOCY http://www.consultant.ru/ ngﬁé/:\lj\;ww'consu

8 |«I"apanT» http://www.garant.ru/ ?ihp/:llwww.garan

5.2.3. JlunieH3MOHHOE W CBOOOJHO  paCIpOCTpaHAEMOE IPOTrPaMMHOE
obecrieueHue JAUCHHUITIIINHBI
PexBuzutsl
Ne | HaumeHnoBaHue nporpaMMHOIO Crioco6 pacnpocTpaHeHus
MIOITBEPIK TAFOIIIX
/a o0ecrieueHus (JTMIIEH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
Windows 7 TIpodeccuonanbhas|[lonb30BaTenbekas onepamoHHas "CodrJlaiinTpeiin”

1 (Pro) cHCTeMa No2011.25486 oT
28.11.2011 Hewucki.
npaBo. beccpouHo
3A0

. "Co¢rJlaitaTpeitn"
Windows 7 Tlpodeccuonanbhas|llonp3oBaTenbckas onepauoHHas

2 (Starter) CHCTEMa Ne2011.25486 oT

28.11.2011 Hewuck.

npaBo. beccpoyHo

6. MaTepuaJIbHO-TEXHHUYECKOE 0O0ecneuyeHUue TUCITUTITIMHBI

HaumenoBanue Buaga
yueOHO paboThI

HanmenoBanue yaeOHOI ayu-
TOPUH, CIIEHUAIU3UPOBAHHON
naboparopuu

[lepeuens HEOOXOIUMOTO 0OOPYAOBAHUS U TEXHH-
YECKHUX CPEIICTB O0YUICHUS

Jlexuun

VYuebHas ayauTopust 1uist Ipo-
BEJICHUS 3aHATHN JIEKITHOHHOTO
THUIA

CHCHI/IaJ'II/IBI/IpOBaHHaH yqe6Ha5{ MC6CJ'H>, TCXHHUYC-
CKHE CpeiacTBa OOydeHHs, CiyXamme JJIst
MIPECTaBICHUS yueOHO uHbOpMaIuu
OoibIION  ayauTopuu  (MyJIbTUMEAMMHBIN
MPOEKTOP, KOMIBIOTEp (HOYTOYK), OJKpaH),
JEMOHCTpPAIIMOHHOE 000pyJI0BaHUE, Yy4eOHO-
HarJsiiHble ocoous




Hammenosanue Buga | HaumeHnoBanue yueOHoli ayan-

. . | Iepeuenp He0OXOUMOTO 000OPYIOBAHUS U TEXHU-
y4aeOHO# pabOTHI TOPHH, CTICITHATN3NPOBAHHON

YCCKUX CpCACTB 06yqu1/I;1

naboparopuu

JIaGopartopusbie pa- |[KommbioTepHsli Kiace ¢ Bbixo- | Crnienualm3upoBaHHass ~— ydeOHas  MeOerb,
0OTHI nom B Unrepuer [1-418, [1-420, | texnnueckne cpescTBa 00y4eHus
A-424, 1-427 (MyJIBTUMEIMIAHBIA TTPOEKTOP, MOHOOIOKU 25
me. ), JIMIIEH3UOHHOE IPOTPaMMHOE

obecrieyeHre
KommerorepHblii kiace ¢ Boixo- | Crnernuanu3upoBaHHas yueOHast mebens Ha 30
nom B Uureprer B-600a nocagouHelx ~ MecT, 30  KOMIBIOTEpOB,
TEXHUYECKUE CPEICTBA OO0YYCHHUs (MyJIbTUME-
TUHHBIA TPOEKTOP, KOMIBIOTEP (HOYTOYK),
9KpaH), BUJICOKaMEPHI, IPOrpaMMHOE

obecrieyeHue
CamocrositenbHas |KoMIbrOTEpHBIi Kiace ¢ BbIX0- | Crienualiv3upoBaHHas ydeOHas meOenp Ha 30
paboTa nom B MuTepuer B-600a nocagouHelx  MecT, 30  KOMIBIOTEpOB,

TEXHUYECKHUE CPEICTBA OO0YYCHHUs (MyJIbTUME-
TUHHBIA  MPOEKTOP, KOMIBIOTEp (HOYTOYK),
JKpaH), BUJICOKAMEPHI, POTPaMMHOE
o0ecrnieueHue

Crnenmaii3upoBaHHas MeOellb, KOMITbIOTEpHAs
TEXHHUKA C BO3MOXKHOCTBIO BbIXxoza B MIHTEepHET
u obecnieuenueM aoctymna B DMOC, skpaH,
MYJIbTUMEAUMHBIN IPOEKTOP, IPOrPaMMHOE
obecrneucHue

YuraabpHbIH 3a1
OuOIMOTEKHU

7. OCo0eHHOCTH OpPraHu3aun 00Pa30BaTeJIbHOM 1eATEJIbLHOCTH IJIsl JHII C
OrpaHN4Y€eHHBIMHU BO3MOKHOCTSMU 3I0POBbS U MHBAJIU/I0B

JIua ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMH 370p0oBbsi (OB3) u MHBaNHIBI UIMEIOT
BO3MOKHOCTh OECHPENSTCTBEHHO IEpPEeMEIaThbcs M3 OJHOr0 y4eOHO-1abopaTOpHOTO
KOopIyca B JApYrod, MOJHITHCS Ha BCE 3TaXU Y4YeOHO-IaOOpaTOPHBIX KOPIIYCOB,
3aHUMaTbCd B YYE€OHBIX M HHBIX T[OMEIIEHUSIX C Y4YEeTOM OCOOEHHOCTEH
NCUXO(U3UYECKOTO PA3BUTHS U COCTOSIHUS 37I0POBBS.

Jnst o6yuenust mun ¢ OB3 v MHBaNWAOB, MMEIOIIMX HApYILIEHUS OMNOPHO-
JBUTATEJBHOTO anmnapara, o0ecleyeHbl yCIOBUS OECHpPEnsITCTBEHHOTO IOCTYIa BO
Bce yueOHble noMenieHus. Mapopmanus o cueruanbHbIX YCIOBHUSAX, CO3MAHHBIX JJIs
oOyuaromuxcs ¢ OB3 u wuHBanmuaoB, pa3MmenieHa Ha caidTe YHUBEpCUTETa
www//kgeu.ru. Imeercst BO3MOKHOCTb OKa3aHUS TEXHUYECKON ITOMOILM aCCUCTEHTOM,
a TaKKe YCIYT CypJOINEePEBOTUUKOB U TH(PIOCYPAOIEPEBOAUNKOB.

JUts aganTanuu K BocnpusaTHio Jimnamu ¢ OB3 u nHBaIMaMu ¢ HapyIIEHHbBIM
CIIyXOM CIIPaBOYHOTO, y4eOHOro MaTepuana MO JUCHUIUIMHE O00ecredrBaroTCs
CJIEIYIOLUE YCIIOBUSA:

- U1l JTy4IlIe OpUEHTAlUU B ayIUTOPHUH, IPUMEHSIOTCS] CUTHAJIBI OTIOBEILICHHUS
O HayaJjle 1 KOHIIE 3aHATHUSA (CIOBO «3BOHOK» MUIIETCS HA TOCKE);

- BHUMaHUE Cia0oCHblIamero Oo0y4Yarollerocss MPHUBJIEKAETCS Meaarorom
YKECTOM (Ha IJICYO KIIAJETCS pyKa, OCYIIECTBIISECTCS HEPE3KOE MOXJIONbIBAHUE);

- pazroBapuBasi ¢ OOYYarOIIMMCS, MEJAroru4eckuii padOTHHUK CMOTPUT Ha
HEro, TOBOPUT SICHO, KOPOTKUMH TMPEIIOKEHUSIMHU, OOecreynBas BO3MOKHOCTb



http://www.kgeu.ru/

YTEHUS 110 TyOaMm.

Kommnencanusi 3arpyiHEHH pPEUueBOro M HWHTEUIEKTYalbHOTO Pa3BUTHS
c1a0oCbIIAIMX 00YYarOIIUXCsl TPOBOAUTCS MTYTEM:

- HCTIOJIB30BAaHUS CXEM, JIMarpamMM, PUCYHKOB, KOMIIBIOTEPHBIX MIPE3EHTAIUHN C
TUIEPCChUIKAMU, KOMMEHTUPYIOIIMMU OTIEIbHBIE KOMIIOHEHTHI U300paKEeHUS;

- pEryJIsipHOTO TNPUMEHEHUs] YIPaKHEHHM Ha Trpaduueckoe BbIJCICHHUE
CYILECTBEHHBIX MPU3HAKOB MIPEIMETOB U SBJICHUN;

- obecriedeHrs BO3MOXKHOCTH JUJIsI  OOYyYalolIerocs IMOJYYUThb aapeCcHYIO
KOHCYJIBTAIIMIO TI0 AJIEKTPOHHOM MOYTE 10 MEpe HEOOXOANMMOCTH.

Jlnia aganTanuu K BocrpusaTuio uiamMu ¢ OB3 u nHBanuaaMu ¢ HapymeHusIMu
3peHUs CIPaBOYHOTO, yueOHoro, IPOCBETUTENBCKOTO MaTepuana,
PEeIyCMOTPEHHOTO 00pa30BaTEIbHONW MPOrpaMMO MO BBIOPAHHOMY HAIPaBJICHUIO
MOJITOTOBKU, 00ECIICUNBAIOTCS CIAEAYIOIINE YCIOBUS:

- BeJIeTCs ajanTtanus opUIHAIbHOrO caiiTa B ceTu HTepHET ¢ y4eToM 0COOBIX
NOTPEOHOCTEN MHBAJIMIOB 110 3PEHHI0, 00ECIIEUNBAETCS HATMYUE KPYITHOIIPU(PTOBON
CIIPaBOYHOM MHGOPMALIMH O PACTIHCAHUH YYCOHBIX 3aHSITHIA,

- IeJJaTOTUYECKU  pabOTHUK, €ro coOeceAHUK (MpU HEOOXOJIUMOCTH),
IPUCYTCTBYIOLIME HA 3aHATUH, HPEICTABIAIOTCS O0YUYaIOUIMMCS, TIPU 3TOM KaXKIbIN
pa3 Ha3bIBAETCs TOT, K KOMY II€1aroru4eckuil paboTHUK oOpaliaercs;

- IEHCTBUS, JKECThl, MEPEMEUICHUs MEJarornyeckoro pabOTHHKA KOPOTKO M
SICHO KOMMEHTHUPYIOTCS;

- meyaTHas HMHQpOpMalMs MpeAoCTaBisieTcd KpynHbIM mmipudrom (ot 18
MYHKTOB), TOTAJIHHO O3BYYHBACTCS;

- oOecrieunBaeTcsi HEOOXOIMMBIN YPOBEHb OCBEUIEHHOCTH MMOMEUIEHUH;

- IPEIOCTABIIACTCS BO3MOXKHOCTh HCIIOJIb30BaTh KOMIIBIOTEPHI BO BpeMs
3aHSTUN U MPABO 3aTUCU 00BSICHEHU Ha TUKTO(DOH (10 JKEeJIAaHUI0 00yUYarOITUXCs).

dopMa TpOBENECHUS TEKYLIEM W IMPOMEXKYTOUYHOM  arTecTaluu I
oOyuatomuxcst ¢ OB3 1 uHBaNMAOB omnpenesnseTcs: neaarorndeckuM paboTHUKOM B
COOTBETCTBUM ¢ y4ueOHbIM IiaHoM. [Ipu HeoOxoammoctu olyuaromemycs ¢ OB3,
UHBAJIMY C YYETOM HUX MHAMBHUIYaAIbHBIX MCUXO(PU3NUECKUX OCOOCHHOCTEH maercs
BO3MOXKHOCTh MPONTH MPOMEKYTOUHYIO aTTECTALUIO YCTHO, TUCbMEHHO Ha Oymare,
NUCBMEHHO Ha KOMIbIOTEPE, B (hOpME TECTUPOBAHUS U T.II., IUOO MPENIOCTaBISECTCS
JIOTIOJIHUTEIBHOE BPeMsI JIJIsl IOJTOTOBKHU OTBETA.

8. MeToauyeckue pexkoMeHJAlMHU /IJisl NpenojgaBarteseil Mo opraHu3auuu
BOCIIMTATEJIbHOH Pa0OTHI € 00yYAKOIMMHUCH.

MeTtoauueckoe obecriedeHre nporecca BOCIUTaHUs 00yUYaoIUXCsl BBICTYIAET
OJTHUM M3 ONPEIESIIOMNX (PaKTOPOB BHICOKOTO KauecTBa oOpazoBanus. [Ipenogasa-
TeNb BY3a, JEMOHCTPUPYS BBICOKUI MPOPECCHOHATHM3M, dPYIUINIO, YETKYIO TpaxK-
JAHCKYIO TO3UIINI0, CAMOIUCITUIUIMHY, TBOPUYECKUH MOAXOA B pelieHr: mpodeccro-
HaJIbHBIX 33714, B X0JIe 00pa30BaTEIbHOIO MpOIecca CIIOCOOCTBYET (POPMUPOBAHUIO
FapMOHUYHON JIMYHOCTHU.

[Ipu peanmuzanuu TUCIUIUIMHBI MPENOJABATENh MOXKET HCIOJIb30BaTh CIEIy-
IOIIIE METOABI BOCTIMTATEIHbHON PaOOTHI:



- MeToabl (hOPMHUPOBAHUS CO3HAHUS JTUYHOCTU (Oecena, AHUCIYT, BHYIICHHE,
UHCTPYKTQX, KOHTPOJIb, OOBSICHEHUE, NpPHUMEpP, CAMOKOHTPOJb, pacckas, COBET,
yoexxaeHue u ap.);

- METOJbl OpraHu3alUU ACSATEIBLHOCTU U (POPMUPOBAHUS OIbITA MOBEICHUS
(3amanue, oOIECTBEHHOE MHEHME, MeIarornyeckoe TpeOoBaHUE, MOPYYECHHE, MpPHU-
yY€HHE, CO3/IJaHNE BOCITUTHIBAIOLIUX CUTYallUi, TPEHUHT, YIIPpAaXXKHEHUE, U JIp.);

- METOJIbl MOTHBAIIMU JIEATEILHOCTH U MOBeleHus (0100peHue, MoolpeHne
COI[MAILHON aKTUBHOCTH, MOPUIIAHKUE, CO3/JAaHUE CUTYallUd ycrexa, CO3JaHue CUTya-
IUN 7151 SMOIMOHATILHO-HPABCTBEHHBIX MEPEKUBAHUNA, COPEBHOBAHUE U JP.)

[Ipu peanuzanuu JUCHUILIMHBI MPENOAABATENb JIOJHKEH YUUTHIBATh CIEHAYIO-
I[UE HAMPABIICHUS] BOCIIUTATEIbHON JIEATEIIbHOCTH

I'pasicoancroe u nampuomuyeckoe 60cnumanue:

- popMupoBaHHEe y OOYYAIOMIMXCS IIEJIOCTHOTO MHPOBO33PEHUS, POCCHICKOM
UJICHTUYHOCTH, YBaKEHHUS K CBOEH CeMbe, OOIIECTBY, TOCYAAPCTBY, IIPUHSATHIM B CEMbE U
00I1IeCTBE JyXOBHO-HPABCTBEHHBIM M COLIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAIIMOHATBHOMY,
KYJILTYPHOMY U UCTOPUYECKOMY Hacie/uto, GOpMUPOBAHUE CTPEMIICHUS K €ro COXpaHe-
HUIO U Pa3BUTHIO;

- popmupoBaHKe y 00yUarOIIMXCsS aKTUBHOW TPa)KIaHCKOM MO3UIIMK, OCHOBAaHHOMN
Ha TPAJMLUOHHBIX KYJIbTYPHBIX, JYXOBHBIX M HPABCTBEHHBIX LEHHOCTSIX POCCHICKOIrO
00I11eCTBa, ISl MOBBIIIEHUSI CIOCOOHOCTH OTBETCTBEHHO PEAIM30BBHIBATH CBOM KOHCTH-
TYLIMOHHBIE MpaBa U 00S3aHHOCTH;

- pa3BUTHE MPABOBOM U MOJUTUUECKON KYJIbTYpPhl 00YUYaIOIINXCS, PACIIUPEHUE
KOHCTPYKTUBHOI'O YYacTHsl B MPUHATUU PEUICHU, 3aTparuBaloIIMX UX MpaBa U UH-
TE€pechl, B TOM 4YHCJIE B Pa3IMYHBIX (opMax CaMOOpPraHHU3allUM, CaMOYIMPABJICHUS,
0OIIECTBECHHO-3HAUYNMOM JICSATCIIbHOCTH;

- (hopMUPOBAHNE MOTHBOB, HPABCTBEHHBIX M CMBICJIOBBIX YCTAHOBOK JIMUYHOCTH,
MIO3BOJISAIOIINX TPOTUBOCTOSATH IKCTPEMHU3MY, KCEHOPOOUH, TUCKPUMUHALIMU IO COIIU-
aJIbHBIM, PEJIMTUO3HBIM, PACOBBIM, HAIIMOHAJILHBIM MTPU3HAKAM, MEXITHUYECKON U MEX-
KOH(ECCHOHAILHON HETEPITMMOCTH, IPYTUM HETaTHBHBIM COIMATLHBIM SIBIICHHSIM.

LlyxoeHo-npascmeennoe socnumanue:

- BOCIIUTAaHHE YYyBCTBA JOCTOMHCTBA, YECTH U YECTHOCTHU, COBECTIIMBOCTH, YBa-
YKEHHUSI K POIUTEIISIM, YUUTEISAM, JIFOISIM CTApPIIErO MOKOJICHHUS;

- popMUpOBaHUE TPUHIIMIIOB KOJUIEKTUBU3MA M COJIMIAPHOCTH, JyXa MHJIO-
cepausi U COCTpaJaHus, TPUBBIYKUA 3a00TUTHCS O JIIOASX, HAXOMSAIIUXCS B TPYAHOU
JKU3HCHHOM CUTYaIlUu;

- hopMUpOBaHUE COJIUJIAPHOCTH M YYBCTBA COLMAIIBHOW OTBETCTBEHHOCTH IO
OTHOIIICHHIO K JIIOJSIM C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMU 37I0pOBbsI, MPEOAO0JICHHUE
MICUXOJIOTUYECKUX OaphepOB MO OTHOILIECHUIO K JIIOJSM C OIPAaHHUYCHHBIMU BO3MOXK-
HOCTSIMU;

- opMHpOBaHNE IMOITMOHATBHO HACBHIIIEHHOTO M JTyXOBHO BO3BBIIIEHHOTO OT-
HOIIIEHUSI K MUPY, CIIOCOOHOCTH M YMEHHS TiepefaBaTh IPYTMM CBOW ACTETUYECKUI
OTIBIT.

Kynomypno-npoceemumensckoe 6ocnumanue:

- popMUpOBaHNE ICTETUUECKON KaPTHHBI MUPA;



- hopMupoBaHUe yBaXKeHHS K KYJIBTYPHBIM IIEHHOCTSIM POJTHOTO TOPOJIA, Kpas,
CTpaHBI;

- TOBBIIICHHUE TI03HABATEIbHOW aKTHBHOCTH 00YYaIOIINXCSI.

Hayuno-obpazosamenvhoe éocnumanue:

- hopmupoBaHue y 00yUarOIIUXCSl HAYYHOTO MUPOBO33PEHHS;

- (hopMHUpOBaHUE YMEHUS MTOTyYaTh 3HAHUS;

- hopMHUpOBaHUE HABBHIKOB aHAIM3a M CHHTE3a MH(POPMAILUHU, B TOM YHCIE B
npodeccuoHanbHOM 00IaCTH.
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OreHOYHBIE MATEPHATBI MO AWCIUIUINHE, MPEAHA3HAYEHHBI ISl OICHUBAHUS
pE3yNIbTaTOB 00yUYEHHS HA COOTBETCTBUE MHAMKATOPAM JTOCTIKEHUSI KOMIICTCHIINH.

OueHuBaHue pe3yJabTaTOB OOY4YEeHHS MO JUCHUIUIMHE OCYIIECTBISETCA B
pamkax Tekymero koutpons (TK) u mpoMexyTodHoil aTTectanuu, IpOBOJAUMBIX IO
oamnpHO-perTunroBoi cucreme (bPC).

1. TexHnoJsiornyeckasi KapTa
Cemectp 4

PeiitnHroBBIE TOKA3aTENN
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Paznen 1. OcHOBHBIC MOHATHA U aHAIU3 YTPO3 HUH-
(hopMarmoHHOH 6€30IaCHOCTH TK1 9 6 9-15
Paznen 2. OpraHu3alliOHHO-aJMUHUCTPATUBHbIC
Mepbl HHOPMAIIMOHHOH 0€30I1aCHOCTH
TectupoBanue 9 6 9-15
P 3.1 - - 27-
a371en | HKCHEPHO-TEXHIYECKHE Mepbl HH(OP TE 27 18
MaIFOHHON 0€30ITacCHOCTH 45
TectupoBanue 9 6 9-15
18-
Brmonmsenne 1 3ammTa 1ab0paTopHOi paboTHI 18 12 30
P 4. H - - 15-
a3zen 4 OPMATHBHO-TIPABOBBIC Mepbl HH(OpMa TK3 15 10
IIMOHHO 6€30MacHOCTH 25
TectupoBanue 9 6
Brmonmsenne 1 3anmTa 1a0b0paTopHOi paboThI 6 4
ITpoMme:xyTouHasi aTTecTanus (3a4eT) OM 9-15
HrtoroBoe TecTHpoBaHKe 9-15
2. OueHOYHbIE MATEPHAJIBI TEKYIIIEr0 KOHTPOJISI U IPOMEKYTOUHOM aTTecTaluu
[IIkana oueHKH pe3yabTaTOB O0YUEHHUS 110 AUCIUIUIMHE:
YpoBeHb CPOpMUPOBAHHOCTH
HMHAIUKATOpAa KOMIICTCHIINN
. . Hwxe .
Kon 3arutanu- Beoicokwii Cpennuii CPEIEETO Huzkwmit
K MHTAKAT BAHHBI
Of  JIHAMKATOP POBAHHLI® 0185710100 |01 70 1084 01551069 | ot 0 10 54
KOMIIC- a PE3YJIbTAThL
IIkana OLCHUBAaHUA
TECHIIMHU KOMIICTCHI] 06y‘~IeHI/I$I 110 H B
nmn JHUCHHUITIINHE YAOBJICT- eyno
OTJIINYHO XOopouio JICTBOPUTCIIb
BOPUTCIIBHO
HO
3a4TCHO HEC 3a4TCHO
OIIK-8 | OIIK-8.2 | 3HaTh:




Kon
KOMII€E-
TEHIIUU

Kon
MHIUKATOP
a
KOMIIETEHI]
15054

3aruianu-

POBaHHBIC
pe3ysIbTaThl
00y4eHus 1o
JICIIUTIIHE

YpoBeHb chopMHUPOBAHHOCTH
HWHIMKATOPA KOMITETEHIIUU

Bricoknii

Cpennuii

Hwoxe
Cpe/Hero

Huszkuit

ot 85 1o 100

or 70 mo 84

oT 55 1o 69

ot 0 10 54

Ixama orieHnBaHus

OTJIMYHO

XOpOIIO

YIIOBJIET-
BOPUTEIHHO

HEY/IOB-
JIETBOPUTEIb
HO

3a4TCHO

HEC 3a4TCHO

3HATh TIPABOBBIC AKTHI B
oOJactu 3aAIUTEI
nHpOpMaITUH,
OCHOBHBIE TOHATHA U
yIPO3bI
nH(pOpMaAITMOHHON
0e30I1aCHOCTH,
OCHOBHBIE
MEPOTIPUSTHS
00€eCIIEYeHHIO
nH(pOpPMAITMOHHON
0e3011acCHOCTH B
npodeccuoHaIbHOM
EATEIBEHOCTH

110

3HaeT B
COBEPILICHC
TBE

3HaeT
OCHOBHBbIC
IIPUHIUIIBI

3HACT
OTACIIbHBIC
IIPUHIMAIIBI

UMeeT
HpeJICcTaBiIe
HHE

MH()OPMAITMOHHO-
KOMMYHHKAIIHOHHbIC
TEXHOJIOTHH,
TpUMEHSIEMbIC TUIST
pEIeHHsT CTaHAAPTHBIX
3a1a4
npoeccuoHanbHON
JESTEIIBHOCTH C YIEeTOM
OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHON
0€e30MacHOCTH

3HaeT B
COBEPILICHC
TBE

3HACT
OCHOBHBbIC
IIPUHIHUIIBI

3HACT
OTACIIbHBIC
IMPUHIMUIIBI

UMeeT
HpeJcTaBiIe
HUE

YMETB!

UCIIONB30BaTh  METO/IBI
u cpencTaa
obecrieueHust
nH(pOpMaIMOHHON
0€30I1aCHOCTH € LETBIO
NPeIOTBPALIECHUS
HECaHKIIMOHHUPOBAHHOT
0 JI0CTyIa,
3JI0YMBIILIJICHHOU
nHpOpMaLUH WIH
yTpaThl  3allUIaeMOM
nHpOopMaluH

yMmeer B
COBEPILICHC
TBE

yMeeT c
HEKPUTHYH
BIMU
OIIMOKaMH

JUTyCKaeT
OT/IEJIbHbIE

rpyobIe

OIINOKU

HE
0e3
MTOCTOPOHH
el TTOMOIIH
HCITONIE30Ba
Tb

MOXKET




YpoBeHb chopMHUPOBAHHOCTH
WHIMKATOPA KOMITETEHITHN
o o Hioxe o
Kon 3aruianu- Bericokwii Cpennuii CPEIHETO Huzkwmit
Ko, WHIVKATO OBaHHBIE
A JIMKATOP P 0185710 100 | 01 70 10 84 | 01 55 1069 | 01 0 10 54
KOMII€E- a pe3ynbTaThl
IITkana oneHnBaHMs
TEHIIMU KOMIIETEHI] 00y4eHHs 110 -
HEYIO0B-
15054 JHACLHUILIAHE YIIOBJIET- YA
OTJIMYHO XOPpOIIIO0 JIETBOPUTEITb
BOPHUTEIIBHO
HO
3a4TEHO HE 3a4TE€HO
OLIEHMBATh OIIACHOCTD,
CBSI3aHHYIO C yrpO3aMu He  MOWKET
HECAHKIIMOHUPOBAHHOT
KH p yMeeT C | Armyckaer 0e3
o JIOCTYTIA K | ymeer B
HEKPUTUYH | OTACNIBHBIE | MOCTOPOHH
nHpOpPMaITUH, COBEpIIICHC .
o BIMHU rpyobIe ell TTOMOIIHU
HaMEpEHHOM TBE 6 6
MOM(HKAIH JTAHHBIX OIIMOKaMH | OIIMOKHU HCIIOIB30Ba
U YTparhl CIyKeOHOM Th
uHbopMamm
BIIAJIETD:
BJIaJIEET
COBpPEMEHHBIMU OTEILHBIM
P BIIAZIEET . HE BIAMEeT
o0mmMu  crocobamu | BIageeT B u
OTAEIBHBIM oe3
ob0ecrieueHust COBEPIIICHC HaBBIKAMHA
. 51 MIOCTOPOHHE
nH(pOpMaAIMOHHON TBE C .
6e30MACHOCTI HaBbIKaMU — H ITOMOIIU
5

OlLeHKa «OTJMYHO» BBICTABIIACTCA 3a BIAJCHUE B MOJHONM MEpE MOHSITUUHBIM
anmnapaToM JAUCHUIUIUHBI « OCHOBBI HHPOPMALIMOHHON 0€30MaCHOCTHY, CIOCOOHOCTD
WUTIOCTPUPOBATh OTBET MpuMepamu, (akTamu, JaHHBIMH HAy4YHBIX HCCIEIOBAHHM,
MPUMEHSTh TEOPETUUYECKUE 3HAHMS JIJISl PEIICHUS TUIIOBBIX 3a/1ad M MPAKTHUYECKUX
3aJjaHuil 0oJiee BBICOKOTO YPOBHS CIIOKHOCTH.

Or1eHKa «XOPOII0» BHICTABIISIETCS 32 BJIAJICHUE TTOHSATUNWHBIM aImapaToM JIHC-
UUIUIMHBL «OCHOBBI MH(OpPMAIIMOHHAS 0€30MaCHOCTHY, CIOCOOEH HILTIOCTPUPOBATD
OTBET MpUMepaMu, (pakTamu, MPUMEHATh TEOPETUUECKUE 3HAHUS MPH PEIICHUHN TH-
MOBBIX 337a4, I0NYyCKAET HE3HAUUTENbHbIE OMIMOKH MPU PEIICHUH MPAKTUYECKUX 3a-
JaHui 0oJiee BBICOKOTO YPOBHSI CJIOKHOCTH.

OrneHKa «yI0BJIE€TBOPHUTEIbHO» BBICTABISIETCS 32 YaCTUYHOE BIIAJICHUE TEO-
PETUYECKUMHU OCHOBaMHU NUCHHIUINHBI «OCHOBBI MH(GOPMAIOHHAS 0€30MacHOCTH,
dbparMeHTapHyI0 CITIOCOOHOCTH WILTIOCTPUPOBATH OTBET MpUMEpaMu, (hakTamMu, B psiie
Clly4aeB 3aTpyJHSETCS NMPUMEHSTh TEOPETHUYECKUE 3HAHUS MPU PEIICHUH TUIIOBBIX
3aJlay, He BCErJla ClOoCOOEeH PelnTh MPaKTUYECKUE 3aaHus 0oyiee BHICOKOTO YPOBHS
CJIOHOCTH.

OrneHka «Hey10BJIeTBOPUTEIbHO» BbICTABIISIETCS 3a HE COOTBETCTBUE JIHOOBIM
TPEM U3 NEPEUYUCIIEHHBIX MOKa3aTened. OO0yyarouuiicss 1eMOHCTPUPYET OTPHIBOY-




HbIe, (pparMeHTapHbIC 3HAHUs, JOMYyCKaeT IpyOble OMIMOKH MPU PEHICHUH THIOBBIX
pacyeTHBIX 3a7a4 JM00 HE UMEET NPEJCTABICHUS O CIIOCO0E UX PEIICHUS.

3. IlepeyeHb O1LIEHOUYHBIX CPEICTB

Kpatkas xapakTepHCTHKa OLIEHOYHBIX CPEICTB, UCIOJb3YEMBIX MPU TEKYLIEM
KOHTPOJIE YCIEBAEMOCTM U MPOMEXKYTOUYHOM aTTecTalMyd O00ydYarolerocs Io
JTUCUUIUINHE:

HaumenoBanue Onucanue
OLICHOYHOTO Kparkast xapakTeprcTrka olieHOYHOTO Cpe/iCTBa OLICHOYHOT'O
CpeacTBa cpencTBa
Koncnekrupoanue | Kpatkoe TekcToBOE npeicTaBieHue nepepadoTaHHON [lepeuens paznenos
y4eOHOro uHpopMarmm
Mmarepuasia
[Iepeuens 3amanuii u
Or4er 110 Bemonuenue na60pan)pH01“4 pa69TLI, 00paboTka BOITPOCOB JIJIst
. PE3YIBTATOB UCIBITAHUM, W3MEPEHHI, 3KCICPHMEHTA. 3aIIUTHI
T1ab0paTOPHOIA . .
paGore (OJIP) OdopmiieHne otyera, 3a1UTa Pe3yabTaTOB 1a00PaTOPHOI J1a00paTOPHOIA
paboTHI 1O OTYETY paboTEHI, IepeveHb
TpeOOBaHHI K OTYETY
CpencTBo KOHTPOJIS, OPraHM30BAaHHOE KaK CIelUalibHAS
CoGecenopatie Oecena mperioziasatess ¢ 06y‘IaIOI£H/IMC$I Ha TEMBbI, CBS- Bormpock! o
(C6c) 3AHHBIE C H3YHaeMOH INCUMIIIAHOM, 1 PacCUTaHHOE Ha pazaenam
BBISICHCHHE 00beMa 3HAaHWK OOYYAroOIEerocs 1o Ompese- JCITUTITAHBI

JIEHHOMY pa3Jielly, TeME, IpoOIeMe U T.I1.

Cucrema craHJapTU3UPOBAHHBIX 33aHUM, TO3BOJIIOIIASL
Tect (Tecr) aBTOMATH3UpPOBaTh  MNPOLEAYPY H3MEPEHHs  YpPOBHSA
3HaHUI U yMeHU 00y4aroLerocs

KoMIuiekT TeCcTOBBIX
3aJIaHUI

4. IlepeyeHb KOHTPOJIbHBIX 33/IaHUI WJIM HHbIE MATEPHAJIbI, HEOOXOIH-
Mble VISl OLCEHKH 3HAHUM, YMEHUH U HABBIKOB, XapaKTEePU3YIOLIUX ITanbI Gop-
MHPOBAHUA KOMIIETEHIMI B Mpoiecce OCBOCHNUS JUCHUILITUHBI

IIpumepnvlii nepeuenv 6onpocos 0ns cobecedo8anus

1. Chopmymupyiite nonsitue nHGopmaronHoi o6ezonacuoctu UC.

2. OOBsSICHUTE MOHATHS 1IEJIOCTHOCTH, KOH(PUIEHITMATLHOCTH U IOCTYITHOCTH HMH-
dhopmarum.

3. VKaxkuTe OTIMYMS CAHKLIMOHWPOBAHHOI'O JIOCTYyMNa K MH(pOpPMALUM OT HECAaHK-
IIMOHUPOBAHHOTO.

4. Tlepeuncnute OCHOBHBIC MPHU3HAKU KIACCH(PUKAIMU BO3MOXHBIX yrpo3 0Oe3-
onacHoctu M1C

5. JlaliTe KpaTKyt0 XapaKTepUCTUKY YIPO3bl OE30MaCHOCTH, 0003HAYAEMOI TEPMHU-
HOM «TPOSTHCKHI KOHBY.

6. Jlaiite KpaTKyro XapaKTepUCTHKY yrpo3 0€30MacHOCTH, 0003HAYAEMBIX TEPMHU-
HaMU «BUPYC» U «UEPBbY.

7. HazoBuTe 1 0XapakTepu3yiTe HanOoJee paclpOCTPaHEHHBIE BUJIbI CETEBBIX.

8. Onummre araky «4esioBek-B-cepenuHe». Kakue cpenctBa mo3BosisitoT ddek-
TUBHO OOPOTKCS ¢ aTaKaMU TaKOTO TUMA?




9. Onummre aTaKky THIA «OTKa3 B 00CITY>KMBAHUM» U PACIPENIEIEHHYIO aTaKy «OT-
Ka3 B 00CITY>KMBaHUM.

10. Onummre ocobeHHOCTH (pUIMHTa U hapMUHTa. YKaKUTEe MEphbl IPOTUBOICH-
CTBUSI 3TUM aTaKaM.

11. KakoBbl MCTOYHMKM HapyIIEHU 0€30MacCHOCTH MPOBOAHBIX KOPIOPATHUBHBIX
cerein?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTH U YTPO3bl OECIPOBOAHBIX CETEH.

13. OObsCHHUTE IOHATHE KIOJUTHUKA OE30MAaCHOCTH OPraHU3aIN.

14. Kakue paznenbl Jo/bKHA COJEpKaTh TOKYMEHTAIBHO O(pOpMIICHHAS MOJTMTHKA
0e3omacHOCTH?

15. Kakuie mpobneMbl perraeT BepXHUM YPOBEHb MOIUTUKN 0€30MacHOCTH?

16. Kakue 3amauu peniaer cpeiHU YPOBEHb MOJUTUKHA O€301IaCHOCTH?

17. KakoBbl OCOOCHHOCTH HMYKHETO YPOBHSI TTOJTUTUKN 0€301MacHOCTH?

18. Chopmymnupyiite 00s13aHHOCTH PYKOBOJUTENIEH MOIpa3IeiICHUMA, aMUHICTPA-
TOPOB U TOJIL30BATENICH MIPU peaTu3aIiy MOTUTHKH O€30MIaCHOCTH.

19. Onuimre CTPyKTYpy MOJMTHKH O€30IaCHOCTH OpTaHU3aIHH.

20. Yro npencTaBIisitoT co00i CreUaTM3UPOBAHHBIC MTOJIMTHUKH O€30MaCHOCTH?

21. IlpuBenuTe HECKOJILKO PUMEPOB CIICIUATIM3UPOBAHHBIX MOJIUTHK OE€30IacHO-
CTH C OIIMCAHUEM UX OCOOEHHOCTEH.

22. YTo npencTaBIsitoT co00i Mpolieayphbl 6e30MmacHOCTH?

23. IlpuBenuTe HECKOJIBKO MPUMEPOB MPOLETyp OE30MaCHOCTH C OMMCAHUEM HX
0COOEHHOCTEH.

24, TlepeunciuTe OCHOBHBIC 3TaMbl pa3pabOTKH MOJUTUKH OE30MaCHOCTH OpraHU-
3aIH.

25. Chopmynupyiite TIaBHYIO 3a7ady CTaHIApTOB UH(DOPMAIIMOHHON 0€301MacHo-
CTH C TIO3UIMIA TIPOU3BOAUTEINICH U TTOTPEOUTENeH MPOAYKTOB MH(POPMAITMOHHBIX TEXHO-
JIOTUH, a TAaKXKe CIECIMAIMCTOB 110 CePTU(DHUKAIIMN ITUX TPOTYKTOB.

26. HazoBuTe OCHOBHBIE MEXIYHAPOIHBIC CTAHAAPTHI MH(POPMAIMOHHOW Oe3-
OTaCHOCTH.

27. JlaiiTe KpaTKyl0 XapakTepHCTHKy MekayHapoanoro cranmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl 0OCHOBHBIE OCOOEHHOCTH TepMaHCKoro cranmapta BS| «PykoBoacTBo
HO 3aI1uTe UHPOPMAITMOHHBIX TEXHOJIOTUM JI7Isi 6a30BOT0 YPOBHS 3alTUIIIEHHOCTI?

29. OrmummTe cofiepKaHne M YKOKUATE 3HAYCHHUE MEXTyHApOaHOTO cTamapra 1SO
15408 «O0mme kpuTepun 6€30MacHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHID.

30. [lepeunciute cTaHAApTHI AJisi OECIPOBOIHBIX CETEH M JTAalTe MX KPaTKyrO Xa-
PaKTEPHCTHKY.

31. HazoBute cranaapTbl MHGOPMALIMOHHON Oe30macHoCTH uist IHTepHerTa.

32. Yto Takoe kpunrorpadusi?

33. Jlaiite onpeeneHus CIAYIONMX MOHATHI: KPUIITOTpaMMa, KPUITOAJITOPUTM,
KPHUITTOCUCTEMA

34. B ueM cOCTOMT KOPEHHOE Pa3iniie CUMMETPUIHBIX U aCUMMETPUYHBIX KPHII-
TOCUCTEM?

35. OruimTe 1B€ OCHOBHBIE MPOLETYPbI, OCYIIECTBIISIEMbIE CUCTEMOI AIIEKTPOH-
HOU 1(POBOM TIOAMUCH [T IOATBEPKACHUS TTOIJTMHHOCTH ITU(POBOTO IOKYMEHTA.



36. Kakum 06pa3oM KOMOMHMPOBAHHBIN METO IIH(PPOBAHUS MO3BOJISIET COYETATh
JOCTOMHCTBAa aCCUMETPUYHBIX M CUMMETPUUHBIX KpunrocucteM? ONMIIMTE MPOTOKOJ
peanuzaiyy KOMOMHUPOBAHHOTO METO/A IIN(POBAHMUS.

37. Yto Takoe BpeoHOCHas mporpamma? OxapakTepu3yinTe OCHOBHBIE TUIIbI Bpe-
JIOHOCHBIX ITPOTPaMM.

38. YKaxuTe CyIIeCTBEHHBIE OTINYNS KOMIBIOTEPHBIX BUPYCOB OT CETEBBIX Yep-
Beil. Onuiere OCHOBHbBIE OCOOEHHOCTH TPOSTHCKUX MPOrPaMM.

39. OruimTe 1Ba OCHOBHBIX MOJX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX IPOTPaMM.

40. Kak BBIMONHSCTCS CUTHATYpHBINA aHam3? KakoBbI €ro JOCTOMHCTBA U HENO-
CTaTKu?

41. Yto mpeacTaBisIoT coOOW MPOAKTUBHBIE METONBI OOHapykeHus? [laiite xa-
PAKTEPUCTHKH ABYX HaOOJIEe MOITYJISIPHBIX IMOIXO00B.

42. OrnuimTe MPUHIMI JEUCTBUS, JTOCTOMHCTBA M HEIOCTATKH 3BPUCTHYECKUX
aHAJIM3aTOPOB.

43. Onuumre NpuHLIMI AEHCTBUS, JOCTOMHCTBA M HEJIOCTATKU IOBEICHUYECKUX
OJIOKUPATOPOB.

44. Ha3oBHTe 1 ONUIINTE JOMOJIHUTEIbHBIE MOTYIU AHTUBUPYCHBIX CPEACTB.

45. KakoBbl JONOJHUTENbHBIE MEPBI U CPEACTBA 3ALUTHI OT BPEIOHOCHBIX MPO-
rpaMM, pacIIMPSIIOLIME BO3MOKHOCTY aHTUBUPYCHBIX IIPOrpaMm?

46. OnuimTe Mepbl U CPEJICTBA 3ALIUTHI OT CIIAMa.

47. KakoBbl OCOOEHHOCTH PEATM3aALMH MMOJICUCTEMBI 3aIUTHl KOPIIOPATUBHON WH-
(dbopmaru OT BpEJOHOCHBIX MPOrpaMM U BUPYCOB?

48. KakoBsl Bo3MokHOCTH cepun TipoaykToB Kaspersky Open Space Security s
3aIIUThl KOPIIOPATUBHBIX CETEN OT COBPEMEHHBIX MHTEPHET-YTPO3?

Juisa rekymero konrpoJs TK1:
IIpoBepsiemast KoMIeTeHUMS:

Kozn u HanMeHOBaHNE KOMIIETEHIINH Kon v HanMeHOBaHNE MHIMKATOPA
OIIK-1. Cniocoben nonnmars npuHuunsl pa- | OIIK-1.2. Bnageer HaBblkaMu NpUMEHEHHUs LHU(pPO-
0O0TbI COBPEMEHHBIX HH(OPMAIIMOHHBIX T€X- | BBIX TEXHOJOTMM JUIsl pelieHus 3aaad npogeccuo-
HOJIOTMH M MCIIOJIB30BaTh UX JUIS PELLICHUSI HAJIBHOW JIeATENIbHOCTU C YYE€TOM OCHOBHBIX Tpe0o-
3a1a4 Npo(heCCHOHATbHOMN JIeATeNIbHOCTH BaHU MUH(GOPMAIIMOHHOM 0€3011aCHOCTH
Tect
Bonpoc Bapuanmur omeema
Ckomnpko BBIJIETIEHO | 3
OCHOBHBIX  COCTABISIOLINX | 4
HAllMOHAJbHBIX  MHTEPECOB
Poccuiickoit ®enepanun B 5
6

uHOpPMaLMOHHOM cdepe?.

3aKJII0YAeTCsl B YCTAaHOBKE IOJICIYIIMBAIOMIETO YCTPOICTBA B
anmnaparypy cpeicTB 00paboTku HH(opMauu

OCHOBaH Ha  (UKcaluu  DIEKTPOMArHUTHBIX  W3ITyYCHUH,
BO3HUKAIOMIUX MPU (QYHKIMOHUPOBAHUH CPEICTB KOMITbIOTEPHOM
TEXHUKH ¥ KOMMYHHUKAITHH

OCYIIECTBIISIETCS MTyTEM HCIIOJIb30BAHMSI ONTHYECKON TEXHUKH

AKTHUBHBII nepexBar
uH(pOpMalMKl 3TO MEpexBar,
KOTOPBIN:




Bonpoc

Bapuanmbl omeenma

HETIPaBOMEPHO UCTIONB3YyeT TEXHOJIOTHYECKUE OTXO/IBI
MH(OPMAIIMOHHOTO MPolecca
OCYIIECTBIISACTCS c HIOMOIIBIO HOKJIIOYCHUS K

TEJICKOMMYHUKAITMOHHOMY 000PYJIOBAaHHIO KOMITBIOTEPA

O0ecrieueHre HaAMOHAILHOM

HaJe)KHAs 3alUTa JJWIYHON ¥ MMYIIIECTBEHHOM 06€30MacHOCTH

o0ecrieueHre HAyyHO OOOCHOBAaHHOTO U TapaHTUPOBAHHOIO
rocyJapcTBOM MHUHHMMYMa MAaTEPUAIbHBIX M HKOJOTUYECKUX
YCJIOBUM

0e301macHOCTH Ha
MpEeoJoJIcHNEe  KOHPPOHTAMM B  OOIIECTBE, JOCTHUKCHHE
roCyJapCTBEHHOM YpOBHE
.. | HaIlMOHAJILHOI'O COTJIaCHS
OTIpeICNIAeTCS  CIEAYIOMEeH
N obecrieueHre MPU3HAHHBIX MEXKIYHAPOIHBIM TPAaBOM HWHTEPECOB
rpaxjan Poccuu, mpoXuBaIKX B 3apYOCIKHBIX CTpaHaX
obOecrieueHre CYBEPCHHTETa M TEPPUTOPUAIBHON MEIOCTHOCTU
Poccun
YIPABISIONINE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BbeKTaMHu
HEOOXOIMMO WMETh SIBHYIO M XOPOIIO OINPEACICHHYIO CUCTEMY
obecreyeHns 0€30IaCHOCTH
B cranpmapre «OpamxeBas | MHAUBHYaJIbHbIE CYOBEKTHI TOJDKHBI HACHTU()HIIUPOBATHCS
KHAT2»  (QyHIAaMEHTAIBHOE | BLIYMCIMTENLHAS CHCTEMAa B CBOEM COCTAaBE JIOJDKHA HMETh
TpeOoBaHMUE, KOTOpOE | ammapaTHbIC/TTPOrpaMMHBIE MEXaHHU3MBbI, JIOTTYCKAIOLIHE
OTHOCHUTCS K IpyNIIE | HE3aBUCUMYIO OIICHKY Ha MpeAMET TOro, 4TO CHCTeMa
ITomoTueTHOCTH o0ecIieuyrnBaeT BHIIOJTHEHUE U3JI0KCHHBIX TPeOOBaHUI
TrapaHTUPOBAHHO  3AIUIICHHBIE MEXaHU3MBI, PEATU3YIOIIHEC
MepEYHCIICHHBIE  TPeOOBaHMSA, JODKHBI  OBITh  ITOCTOSIHHO
3aIUIICHBl OT «B3JIAMBIBAHUS» W/WIH HECAaHKIIMOHUPOBAHHOTO
BHECEHUS U3MEHEHNH
MOJIYYCHUsSI  3amuiiaeMod  WHGOPMAalMd  3aWHTEPECOBAHHBIM
CyOBEeKTOM €  HapYIIEHHMEM YCTAHOBJCHHBIX  IPABOBBIMU
JOKYMEHTAaMU WM COOCTBEHHUKOM, BIIAJIENBIIEM HH(OPMAIHH
MIpaB WM IPABHJI JOCTYIA K 3alIUIIaeMOil HHPOpMAaIHH
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBJICHHBIX TPAB W/WIIH MIPABUI
Ha U3MEHeHHWe WH(GOpMAIUU, TPUBOMASAIIETO K HCKAKECHHUIO,
Bamura WHGOpMAKWK  OT | YHUYTOXKEHHIO, KOMHMPOBaHMIO, OJOKMPOBAHUIO JOCTyHma K
HECAHKI[MOHUPOBAHHOTO uHopMaluK, a TakXke K yTpaTe, YHHYTOXKCHHIO HIH COOI0
BO3IENCTBUSA 910 | QyHKIMOHMPOBAHUS HOCUTENSI HHDOpMAITHH
EeITEeIbHOCTD Mo | BO3ACUCTBUA  HA  3allUIIaeMyld  HHPOPMAIUIO  OIMIKOOK
MPEIOTBPAICHHIIO oJib30Bartens nHpopManuen, CO0s TEXHUYECKUX U IMPOTPAMMHBIX

CpCACTB I/IH(i)OpMaLII/IOHHHX CHUCTECM, a TAKIKC ITPUPOIAHBIX SIBJICHUMN

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHus 3alIUIIaeMOi
uHpOpPMAIIMM OT €€ pasrIAllleHus, HECAaHKIIMOHUPOBAHHOTO
JOCTYyTIa

HECAaHKIIMOHUPOBAHHOTO JOBEJCHMS 3allUInacMoil MHpOopMaluu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA Moydaresaei nHpopMaIimu

3amuTa HHGOPMAIUH 3TO

npo1ece coopa, HAKOILJICHHUS, 00paboTKH, XpaHEHHH,
pacmpesienieHus U Toucka nHGopManuu

npeoOpazoBanre  WHPOPMAIMK, B  pe3yidbTaTe  KOTOPOTO
coliep)kaHue HMHQPOpPMAIMU  CTAHOBUTCS  HEMOHSATHBIM  JUIS
CyOBeKTa, He UMEIOIIET0 JIOCTyIa

MOJIydeHHe  CyOBEKTOM  BO3MOXXHOCTH  O3HAKOMJIGHHUS  C

nHdopMalren, B TOM YHCIIe PU TOMOIIHM TEXHUYECKUX CPEACTB




Bonpoc

Bapuanmbl omeenma

COBOKYITHOCTb TPAaBHWJI, PETJIAMEHTHPYIOUINX MOPSIOK M YCIOBUS
JocTyna cyobekTa K MH(QOpMAaIlUY U €€ HOCUTEIISIM

NEATEIPHOCTh 10 TPEIOTBPAIICHHIO YTEUYKH HH(pOpMaIuu,
HGC&HKL[I/IOHI/IpOBaHHBIX nu HereHHaMepeHHHX BOSIIGI;’ICTBI/II\/'I Ha
Heé

[TaccuBHbIi nepexBar
UHPOpPMALIMU 3TO TEPEexBart,
KOTOPBIi

3aKIII0YAeTCsl B YCTAaHOBKE IIOJCIYIIMBAIOIIEIO YCTPOWCTBA B
anmnapatypy cpeicTB 00paboTku nHhopManuu

OCHOBaH Ha  (uKcaluu  DJIEKTPOMArHUTHBIX  W3JIy4YEHHUH,
BO3HUKAIOMIUX NPU (PYHKIMOHUPOBAHUH CPEICTB KOMITBIOTEPHOM
TEXHUKH ¥ KOMMYHHMKaAIUI

HCIIPaBOMCPHO HCIIOJIB3YCT TCXHOJIOTHNYCCKHUEC

MH(OPMALIMOHHOTO ITpoliecca

OTXOAbI

OCYHICCTBJIACTCA MYTEM MCITIOJIb30OBAHUS OINTHYECKOIN TEXHUKU

OCYILIECTBIIAETCS c IIOMOIIBIO MIOJAKJIFOYEHHUS K
TEJICKOMMYHUKAIIMOHHOMY 000pYOBaHUIO KOMIIbIOTEPA

Oo0ecrieuenue HallMOHAJILHOM

0€30MacHOCTH Ha
roCyJapCTBEHHOM  YpOBHE
ONpEeNeNsaeTCs  CIEAYIOIIEH
LEJIBIO

HaJieKHAas 3alluTa JUYHON U HMYHlCCTBeHHOﬁ 0€e30IacHOCTH

o0ecrieueHre HAyyHO OOOCHOBAaHHOI'O M TapaHTUPOBAHHOIO
roCyJapCTBOM MHUHUMYMa MaTe€pHaJIbHBIX M 3KOJIOIMYECKHX
YCIOBUI

MPEOJOJICHUE  KOH(PPOHTAMM B  OOMIECTBE, JOCTHIKCHHE
HAIlMOHAJILHOT'O COTJIaCUs
obecrieueHre  COLMAIBHO-TIOJIUTUYECKOH Y DKOHOMHYECKOU

CTaOMIBLHOCTHU CTPAaHbI

o0ecrnieyeHre MPU3HAHHBIX MEXIYHAPOJIHBIM IPaBOM HHTEPECOB
rpaxjad Poccuu, npokuBaromux B 3apyOeKHBIX CTpaHax

K ucrounukam 3ammiiaemMoit
WH(pOpPMaIIUU OTHOCHUTCS

QJICKTPHUYCCKHUC ITOJIA

CBIpBbE

MAarauTHBIC I10JIs1

QJICKTPOMAT'HUTHBIC T10JIS1

QJICMCHTAPHBIC YaCTUIIBI

AKyCTHYECKHE KOoJIeOaHus

EcrecTBenHbIe YIPO3bI
Oe3omacHoCTH UHGpOpPMaALUU
BBI3BaHbI

JACATCIIBHOCTBIO YCJIOBCKA

omuOkamu mnpu npoektupoBanun ACOWU, ee 37€MEHTOB WM
pa3paboTKe IpOorpaMMHOro 0OecTeyeHus

BOSI[GﬁCTBHHMI/I 00BEKTUBHEIX (1)I/I3I/I'-I€CKI/IX mponeccoB W
CTUXUUHBIX MMPUPOIHBIX HBJ'IeHPIfI, HC3aBUCAIIMX OT YCJIOBCKA

KOPBICTHBIMU YCTPEMJICHUSAMHU 3JIOYMBIIIIJICHHUKOB

olmnOKaMu Ipu AEHCTBUSIX EpCcoHAIa

3amura wHQOpPMAIMH  OT
HETpeTHAMEPEHHOTO
BO3JCUCTBUSI 3TO
eITeIbHOCTD 1o
MPEAOTBPALEHUIO

MOJIy4eHHUsl  3aluiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM C  HapyUIEHHEM YCTAaHOBJICHHBIX  IPaBOBBIMHU
JOKYMEHTAMU WJIH COOCTBEHHHKOM, BIAJeNblieM HH(POpMAIUH
TpaB WM IPABUII IOCTYIIA K 3alTUIIIaeMOi HHPOPMaITUH

BO3/ICWCTBUS C HApYIIEHHEM yCTAaHOBJIEHHBIX MpaB H/HIU MpaBUII
Ha U3MEHeHHWe uH(POpMaluU, TPUBOMASAIIETO K HCKaXEHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNMa K
nHpopMaluy, a TakXke K yTpaTe, YHUYTOXKEHHIO WU CcOOI0
(YHKIIMOHMPOBAHUSL HOCUTENSI HHQOpMAIHH

BO3JICHCTBUS ~ HA  3alluiiaeMyro  HHopmanuio  OmHOOK
noJib30Bartess HHpopmaruei, c6os TEXHUYECKUX U MPOrpaMMHBIX
cpeAcTB HHPOPMAIIMOHHBIX CHCTEM, a TAK)KE PUPOIHBIX SBICHUH




Bonpoc

Bapuanmbl omeenma

HEKOHTPOJIMPYEMOTO pacnpoCTpaHeHus 3aIUIIAEMON
uHboOpMalMM OT €€ pasMalleHus, HECAaHKIMOHWPOBAHHOTO
Jocryna

HECAaHKIMOHUPOBAHHOTO JIOBEACHUS 3alIHMIIAEMON HH(POPMAIIH
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MoTyvareaeii HHpopMaluu

WNudopmanroHnsle
HPOLIECCHI 3TO

mporecc  cbopa,  HaKOIUICHHsS,  OOpaOOTKH,  XpaHEHUs,
pacrpeieneHus ¥ morcka nHpopMauu

npeoOpa3oBanue  uHpOpMAIMK, B  pe3yjibTare  KOTOPOTO
coliepkaHue  MHGPOpPMAIUU  CTAHOBUTCS  HEMOHSATHBIM  JUIS
cyObeKTa, He UMEIONIEro JI0CTyna

IIOJIYYCHHC CY6’beKTOM BO3MOXXHOCTH O3HAKOMIJICHUA C
HH(bOpMaHHeﬁ, B TOM YHCJIE TP NTOMOIINW TEXHUYCCKUX CPEACTB

COBOKYMHOCTb IPaBUJI, PETJIAaMEHTUPYIOIINX MOPSAIOK U YCIOBUS
JocTyna cyobekTa K MH(QOpMalluy U €€ HOCUTEISIM

NEeSATENIbHOCTh 10  TPEJOTBPAICHUIO YTEYKH HH(POPMAIUH,
HECAHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEee

AynuonepexBaT  IepexBaT
uHpOpPMALUU 3TO IEpexBart,
KOTOPBIN

3aKIII0YAeTCsl B YCTAHOBKE IIOJICIYIIMBAIOIIEIO YCTPOKWCTBA B
anmapartypy cpeicTB 00paboTku nH()OpMAIUN

OCHOBaH Ha  (uKcaluu  SJIEKTPOMArHUTHBIX  U3JIy4YECHUH,
BO3HUKAIOIIMUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMIIbIOTEPHOM
TEXHUKHU U KOMMYHUKAIUN

HETIPaBOMEPHO UCTIONIb3yeT TEXHOJIOTMYECKUE OTXO/IBI
MH(GOPMAIIMOHHOTO MPOoIecca

OCYHICCTBJIACTCA MYTEM HCITIOJIb30BAHUS ONTHYECKON TEXHUKH

OCYHICCTBIIACTCA C IIOMOIIBIO TOAKJIFOYCHU A K
TCJIICKOMMYHHUKAIIMOHHOMY O6OPYI[OB3HI/IIO KOMIIBIOTCpa

B cranpapre «OpanxeBas
KHUTa»  (yHIaMEHTaJIbHOE

TpeOoBaHue, KOTOpOE
OTHOCHTCS K rpyrmmne
I'apanTun

YIPABJISAIONIMNE JIOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BEKTaMU

HEOOXOJAUMO HMETh SIBHYIO M XOPOIIO ONPEIACICHHYIO CHCTEMY
oOecrieueHus 0€30MaCHOCTHA

WHAWBUAYAJIbHBIC CY6'I>€KTBI JOJIZKHBI I/II[GHTI/I(l)I/IHI/IpOBaTI)CSI

BBIYUCIIMTEIIbHAS CHUCTEMa B CBOEM COCTAaBE JOJDKHA HUMETh
anmnapaTHble/TIpOrpaMMHbIE MEXaHU3MBI, JOMTYCKAIOIINE
HE3aBUCHUMYIO OLICHKY Ha IIpeIMeT TOro, 4ro CHUCTEMa
o0ecrneuyrBaeT BbIIOJHEHUE U3JI0)KEHHBIX TpeOOBaHUM

KOHTpPOJIbHAaA I/IH(i)OpMaIII/Iﬂ AOJDKHAa XPaHUTBCA OTACIBbHO U
3alluImaTbCsa Tak, yTOOBI CO CTOPOHBI OTBETCTBEHHOH 3a 3TO
T'pyHIIbL nmeiaachb BO3MOXHOCTb OTCJIC)KHUBATDH I[GI\/'ICTBI/ISI,
BIHAOIIMC HA 0e30IMacHOCTh

K Hocutensim 3arumiaeMoi
WH(OpPMAIIUU OTHOCHTCS

JTIOTA

CBIpbE

YCPHOBUKH U OTXOAbI IPOMU3BOJACTBA

JAOKYMCHTBI

AKyCTHYECKHE KoJIeOaHus

HckyccTBeHHBIE YTPO3bI
Oe3omacHoCTH UHGpOpPMaAUU
BBI3BaHbI

JACATCIIBHOCTBIO YCJIOBCKA

ommnbOkamMu mpu mnpoektupoBanun ACOU, ee 31eMEHTOB WU
pa3paboTKe IpOrpaMMHOro 0OecTeyeHus!

BO3IICI>1CTBPIHMPI 00BEKTUBHBIX (1)I/I3I/I‘ICCKI/IX nmponeccoB W
CTUXHHUHBIX MMPUPOJHBIX HBHGHI/Iﬁ, HE3aBUCAIIIHNX OT YCJIIOBCKA




Bonpoc

Bapuanmbl omeenma

KOPBICTHBIMH YCTPEMIICHUAMHU 3JI0YMBIIIJICHHUKOB

olMOKaMu Ipu ACHCTBUSIX NEpCOHAIIA

3ammra wHPOPMAIMK  OT
pasriameHus 3TO
IeITEIbHOCTD o
MPE0TBPALIECHUIO

MONyYeHUs  3alMIaeMoll  MH(OpMAIMM  3aWHTEPECOBAHHBIM
CyObEeKTOM €  HaApyUIEHHMEM YCTAHOBJCHHBIX  IPABOBBIMU
JOKYMEHTaMH WM COOCTBEHHHKOM, BIaJelblieM HH(POpPMaLUu
MIpaB WM IPaBUJI JOCTYIA K 3alUIIaeMOil HHpOopMaIiu

BO3/ICHCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MpaB W/WUIIHM MPABUI
Ha UW3MEHEeHHWEe HWH(OpMAalNU, MPUBOIAIIETO K HCKaKCHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHpOpMAIMK, a TaKKe K yTpare, YHHYTOXKECHHUIO HIH COOI0
(yHKIIMOHMPOBAHUSI HOCUTENS] HHQOpMAITHH

BO3/ICHCTBUSl  Ha  3aluimaeMyro  HHGOpManuioo  OmHuOOK
noJib30BaTess HHpopManuei, c00s TEXHUYECKUX U MPOrPaMMHBIX
cpencTB HHGOPMAIIMOHHBIX CUCTEM, a TAKXKE IPUPOIHBIX SIBICHUH

HEKOHTPOJIHPYEMOTO pacnpocTpaHeHuUs 3alIUIIaeMOit
uHpOpPMAIMM OT €€ pasJIAlleHHs, HECAaHKIMOHUPOBAHHOTO
JOCTYTIA;

HECAaHKIIMOHUPOBAHHOT'O JIOBEJICHMs 3alluIaeMoil MH(popManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyJaTeneii mHpopMarmm

IIpocmotp
nepexBsar
KOTOPBIN

Mycopa  3TO
nHpopmanuu,

3aKJII0YAeTCsi B YCTAHOBKE IMOJACIYIIUBAIOLIETO YCTPOWCTBA B
anmaparypy cpeincTB 00paboTku HHGopMaIum

OCHOBaH Ha  (uKcaluu  SJIEKTPOMArHUTHBIX  U3JIy4YECHUH,
BO3ZHUKAIOIIMUX MPU (PYHKIIMOHUPOBAHUU CPENICTB KOMITbIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

HEIPaBOMEPHO UCIIOJIb3YET
MH(OPMAIIMOHHOTO Tpoliecca

TCXHOJIOTHYCCKHUEC OTXOAbI

OCYHICCTBJIACTCA IMYTEM HCITOJIB30BAHUSL ONTUYECKON TEXHUKH

OCYHICCTBIIACTCA C IIOMOIIBIO TOAKJIFOUYCHUA K
TCIICKOMMYHHUKAIITMOHHOMY O60py,I[OBaHI/IIO KOMITIBOTCPA

K OCHOBHBIM
HeTpeTHaAMEPEHHBIM
HUCKYCCTBEHHBIM
ACOMU ornocutcs

yrpo3am

(u3nyeckoe pa3pylueHue CUCTEMBI YTEM B3pbIBa, OJKOra M T.II.

nepexBar MOOOYHBIX AJEKTPOMArHUTHBIX, aKyCTHUECKUX U APYTUX
W3J1y4YCHUIN YCTPOWCTB U JIUHUN CBSI3U

W3MEHEHHE PEKUMOB pabOThl YCTPOMCTB WM MPOTPamm,
3a0acToBKa, CabOTaX MepcoHasa, MOCTAHOBKA MOIIHBIX aKTHUBHBIX
OMeX U T.II.

YTEHHE OCTATOYHOW HHQOpPMAIMU U3 ONEpPaTUBHOM MaMATU U C
BHEILIHUX 3aIIOMUHAIOIINX YCTPONCTB

HEYMBIILIJICHHBIE JEHCTBHs, MNPUBOAAIIME K YaCTUYHOMY HIIU
IIOJITHOMY OTKa3y CHCTEMBbl WIM pPa3pyLICHUIO allapaTHBIX,
IPOrpaMMHBIX, MH()OPMAIIMOHHBIX PECYPCOB CUCTEMBI

3ammra  uHpOpMAIUH
HECaHKIIMOHUPOBAHHOTO
J0CTylia 3TO JIeATENbHOCTh
0 MPEIO0TBPAILIEHUIO

OoT

MOJIy4eHHUsl  3aluiiaeMod  MHGOpMalud  3aUHTEPECOBAHHBIM
CyObEKTOM C  HapyLIEHHEM YCTAHOBJIEHHBIX IPAaBOBBIMHU
JOKYMEHTaMU WM COOCTBEHHHKOM, BIIaJeNblieM HHQOpMAIUH
IIPaB WJIM MPABUJI JOCTYIMA K 3allUIIaeMoi HHPOpMaLuu

BO3JICHCTBUS C HapyLIEHHUEM YCTAaHOBJIEHHBIX MpaB W/WIH MPaBUII
Ha W3MEeHeHue MHGQOpMAIMKM, NPUBOJAALIETO K HCKAXKECHHUIO,
YHUUTOXKEHUIO, KONMMPOBAaHHUIO, OJOKMPOBAaHHIO JOCTyNma K
uHpopMalMK, a TakXe K yTpaTe, YHHYTOXKEHUIO WIH cOOoro
(YHKIIMOHUPOBAHMSI HOCUTENs HHbOpMalluu




Bonpoc

Bapuanmbl omeenma

BO3JICHCTBUS  Ha  3alMIIaeMyro  WHGOpPMAIMI0O  OMHUOOK
moJib3oBarens nHpopMaluei, cO0s TEXHHUECKUX U MPOTrPAMMHBIX
CpeJCTB MH(POPMAITMOHHBIX CUCTEM, & TAKXKE MPUPOHBIX SIBJICHUN

HEKOHTPOJIHPYEMOTO pacnpocTpaHeHus 3alIUIIaeMOit
uHpOpPMAIMM OT €€ pasMJIAlleHHUs, HECAaHKINOHUPOBAHHOTO
JOCTYyIa

HECAHKIIMOHMPOBAHHOTO OBEJICHHS 3alllUIIaeMoil HHGOpMaIU
JI0 HEKOHTPOJIMPYEMOT'0 KOJIMYECTBA MorydaTesieil mHopMariu

JocTyn k HHpOpMAaLIUHU 3TO

nporecc  cOopa,  HAaKOIUIGHUsS,  OOpaOOTKH,  XpaHEHWS,
pacnpezneneHus U moucka HHpopmanuu

npeoOpa3oBanue  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
cojepkaHne MHQPOPMAIMM  CTAaHOBUTCS  HETOHSTHBIM ISt
cyObeKTa, HE UMEIOLIEr0 J10CTyna

MOJy4YeHHEe  CYOBEKTOM  BO3MOXXHOCTM  O3HAaKOMJIGHHSI  C

uHpOopManKeH, B TOM YHCIIe ITPH TOMOIIY TEXHUYECKUX CPECTB

COBOKYITHOCTb TPaBHII, PETVIAMEHTUPYIONIMX MOPSIOK U YCIOBHSI
JocTyna cyobekTa K MHQOpMAaIUY U €€ HOCUTEIISIM

NEeSITeNbHOCTh 1O TPEJOTBPAICHUIO YTEYKH HH(POpMAIH,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPECHHBIX BO3JCUCTBUI Ha
Heé

AKTHBHBIN IepexBar

MaCCUBHBIN nepexpar

ayauorepexBaTt

BUOCOIICPEXBAT

MIPOCMOTP Mycopa

Ilepexsar, KOTOPBIN
3aKJIIOYAETCSl B YCTAHOBKE
MOJICTYIIMBAIOIIETO
yCTpOMCTBa B ammaparypy
CpeAcCTB 00paboTku
UH(pOpMaLUU Ha3bIBACTCS

B MEXKIYHAPOIHOM
CTaHzapTe «OpanxeBas
KHUTa» MUHUMaJbHas

3alrTa 3TO I'pYIIIia

m o0 W >

ITo xapakTepy BO3IEUCTBHUS
yAaJICHHbIE aTaKH JIEJISATCS Ha

YCIJIOBHBIE U O€3yCIIOBHbBIE

aTaku ¢ 00paTHOM CBsI3bIO U 06€3 00paTHOM CBSI3U

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBIC

IIaCCUBHBIC U aKTHUBHBIC

aTakH, KOTOPbIE MOTYT PEAIM30BbIBATHCS HA BCEX CEMH YPOBHSX —
(bU3uYecKoM, KaHAJIBHOM, CETEBOM, TPAHCIOPTHOM, CEaHCOBOM,
MIPEJICTAaBUTENHHOM U MPUKIATHOM

Cy0ObexT nocTyna K
UH(POPMALIH 3TO

¢u3nyueckoe U0, WIM MaTepUaJbHbII OOBEKT, B TOM YHCIIE
¢usznueckoe ToNe, B KOTOPHIX HHQOpMAIMS HAXOAUT CBOE
O0TOOpaKEHHE B BUJIE CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX
pELIEHUI ¥ TPOLIECCOB

CyOBEKT, OCYIIECTBISIOMNKA TOJIb30BaHUE HHPOpMAIE U
peaIn3yIOIMi TOJHOMOYMS PacHOpsKEHUsT B IIpenenax Ipas,
YCTaHOBJIEHHBIX 3aKOHOM H/WJIM COOCTBEHHUKOM MH(MOpMaluu

CyOBEKT, TMOJIb3YIOIIMKCA HH(OpMaIMel, MoIydyeHHOH OT ee
COOCTBEHHUWKA, BJAJENblla WA TOCPEIHUKA B COOTBETCTBHH C
YCTAQHOBJICHHBIMH TpaBaMH M MpaBUIIaMH JOCTyNa K WH(POpMaIUu
00 C X HapylIEeHHEM




Bonpoc

Bapuanmbl omeenma

CyOBEKT, B TOJHOM OOBEME pEATM3YIOMINH MOJTHOMOYHS
BJIQJICHUS, IIOJIb30BAaHMSA, pPACIOpsDKeHUs UWHpopMmanuedl B
COOTBETCTBHUH C 3aKOHOJIATEIIbHBIMH aKTaMH

YYaCTHHUK MTPABOOTHOIICHUH B MH(POPMAIIMOHHBIX MPOLIECCAX

Ilepexnar, KOTOPBII
OCYILIECTBIISETCS nyTemM
UCIOJIb30BAaHUSL ONTHYECKOI
TEXHUKH, Ha3bIBACTCS

AKTHBHBIN [1€pEeXBaT

MaCCUBHBIN IepexBar

AyaIuonepexBaT

BHUJICONICPEXBAT,

IIPOCMOTP Mycopa

OOecrieueHne HAIIMOHAIBHOM

HaacKHas 3aluTra JIMIHOH 1 HMYHlCCTBCHHOfI 0e30macHOCTH

o0ecrieyeHre HAay4YHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
roCyJapCTBOM MHUHHMyMa MAaTepUaJbHBIX U JKOJIOTMYCCKHX

0e30MacHOCTH Ha  ypOBHE 9
yCIIOBHH
IPaXXIaHCKOTO o01mecTBa
.. | moBbIeHHE (PPEKTUBHOCTU 3AIUTHl KOHCTUTYIIHOHHOTO CTpOS,
OTpeNeNsieTcss  CIEIYIOIICH 9
HENBIO MIPABONOPSIIKA, OOPBOBI C OPT. MPECTYIMHOCTHIO U KOPPYIIIUEH
peojoyieHne  KOHQPOHTaMM B OOMIECTBE, JIOCTHIKCHHE
HAI[MOHAJILHOTO COTJIACHS
A
B ME3KYHapOIHOM |-
CTaHJapTe «OpanxeBas C
KHHTa) MHMBUTYalbHAS [
3alMTa 3TO rPYIINa E
YCIJIOBHBIE U 0€3yCIOBHbIE
aTaku ¢ 0OpaTHOM CBSA3BIO0 M 0€3 00OPATHOMW CBSI3U
[lo wmenm  BO3HEHCTBHS | BHYTPHCETMEHTHBIC U MEKCETMEHTHBIC

YAAJICHHBIC aTaK! ACJIATCA Ha

ITIaCCHUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HAPYIICHHA KOH(l)I/IIIGHIII/IaJII)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

IIepexBar, KOTOPBI OCHOBaH
Ha ¢bukcauun
ANEKTPOMATHUTHBIX
W3JIyYEHUM, BO3HHKAKOIIUX
pu (GYHKITMOHUPOBAHHUH
CpeJlICTB KOMIBIOTEPHOMN
TEXHUKA WM KOMMYHMKAIUN
Ha3bIBAETCS

aKTHUBHBIN nepexsar

ITaCCUBHBIN ITepeXBaT

ayauonepexBaT

BUACOIICPEXBAT

HIPOCMOTP Mycopa

B MEXIYHAPOIHOM
CTaHJapTe «OpanxeBast
KHMTa» MaHJaTHas 3alluTa
3TO rpynna

m o0 W >

ITo YCIOBUIO Havasa
OCYILIECTBJICHHUS BO3/ICHCTBUS
yAaJICHHbIE aTaKH JIEJSATCS Ha

YCJIOBHBIC U 663yCJ’IOBHBI€

aTaku ¢ 0OpaTHOM CBsI3bI0 U 6€3 00paTHOM CBSI3U

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBIC

IIaCCUBHBIC U aKTHUBHBIC

aTakKu B 3aBUCUMOCTH OT HApPYLICHUA KOH(I)I/IJICHI_II/IaJ'ILHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

Cob6cTBeHHUK ~ MH(pOpMaun
3TO

¢usnyeckoe MO, WIM MaTepUalbHBIA OOBEKT, B TOM 4HCIE
¢u3znueckoe 1moJe, B KOTOPbIX HMH(OpPMAIMS HAXOAUT CBOE
oToOpa’keHHe B BUJIE CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX
penIeHui U IPOLECCOB




Bonpoc Bapuanmer omeema

CyOBEKT, OCYIIECTBISIOMNNA TIOJIb30BaHUE HWHPOpManuen u
peTM3YIONUI TIOTHOMOYHS PACIOPsDKEHUST B Ipenesax Ipas,
YCTaHOBJICHHBIX 3aKOHOM W/WJIM COOCTBEHHUKOM MH(pOpMauu
CyOBEKT, TOJIB3YIOIIMKACA HH(OpMaIMel, IMOoIydYeHHOH OT ee
COOCTBEHHHUKA, BIaJeNiblla WU IOCPEIHUKA B COOTBETCTBUU C
YCTaHOBJICHHBIMU MTPaBaMH U MIPABHJIAMHU JIOCTyTA K HHPOpMAIHH
100 ¢ UX HapyIICHUEM
CyOBEKT, B TIOJIHOM OOBEME peaTH3YIOIIHA MOTHOMOYHUS
BIIQJICHUS, TIOJb30BaHMs, pacnopshkeHUs uHpopManuend B
COOTBETCTBHUM C 3aKOHOJATCILHBIMH aKTaMU
YYaCTHUK MTPABOOTHONIECHUH B MH(YOPMAIIMOHHBIX MPOIECcCcax

ITepexsar, KOTOPBIA | aKTHUBHBIH IIEpeXBar

OCYWIECTBIIAETCA C MOMOUIBIO | 11accypHbIif MepeXBaT

MOJIKJIFOUEHUS K

TCIICKOMMYHHUKAIITUOHHOMY
O60py,I[OBaHI/II-O KOMIIBIOTCpa

ayauorepexBar

MIPOCMOTpP Mycopa

Ha3bIBaCTCS BHUECONEPEXBAT
B MEKTYHapOJHOM ';‘
CTaHJapTe «OpanxeBast C
KHUTa» BepUPUIIUPOBAHHAS D
3al[MTa 3TO TPyIIa E

[To wHamuuuio  oOparHOI
CBSI3U C aTaKyeMbIM
00BEKTOM yHAJICHHBIE aTaKu
JeNATcs Ha

YCJIOBHBIC 1 663y0JIOBHBIe

aTaku ¢ 00paTHOM CBsI3bI0 M 0€3 00paTHOH CBSI3U

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBIC

IIaCCUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HApPYIICHUA KOH(bI/IIleHLII/IaJIBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

Jluto, CaMOCTOSITEILHO
co3/1aBllIEe nH()OPMALIHIO
60 MOJTyYUBIIIEE Ha
OCHOBaHMU  3aKOHAa  WJH
JIOTOBOpa TIPAaBO pa3peliarh
WM OTPAaHUYUBATH JIOCTYH K

HCTOYHUK UH(POpMAIIH

nmoTpeduTenh HHHOPMAITUU

YHAYTOXXUTENIb HHPOPMALIUU

HOCUTENb MH(POpMALUU

HHBOPMALIHH o0ranartens nHGopMAaIH
Obs3atenpHOe AT | 51ekTpoHHOE COOOIIEHNE
BBITTOJTHEHUS JIULIOM,

MOJyYMBIIMM  JIOCTYII K | PacIpocTpaHeHHe HHOpMaluu

ornpezeneHHol nHpopMaluy,
TpeOoBaHUE HE TMepenaBaTh
TaKYIO nH(pOpMaIIO
TPETHHUM JTUIaM 0e3 coracus
ee o0Jragaress ATo

MPeIOCTaBICHIE NHPOPMAIUH

KOH(UIEHIINATHHOCTh HH(pOpMATIAN

JOCTYN K HH(pOpMAIIu

JelicTBus, HaNpaBJIEHHbBIE HA

YHUYTOXCHUC I/IH(i)OpMa]_II/II/I

MOJIy4eHHUE uH(popManuu

pacnpocTpaHeHne HHpOpMaLuu
HEONPENEIECHHBIM  KPyIOM
JU1 U repeaady | npeaocTaBlieHue HHPOpMauu
HHGopMaLH KOH(HCHIINATBHOCTE HHPOpPMAIN
HEOIPEIEIEHHOMY KpyTy
JIMI 5TO JOCTYT K HHPOPMAIUN
B03MOXXHOCTh  TIOJIYYCHHUs | COXpaHEHUE MH(OpMalyK
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uHpopmaruu u ee
UCIIOJIb30BaHUS ATO

pacnpocTpaHeHue HHPOPMaITUH

IIpeIocTaBieHre HH(OPMAITIH

KOHHJICHINAITBHOCTh HHOpMaLIuU

JOCTYN K nH(GOpMauu

[Tpouecc COOO0IIeHUs ABTOpH3AIAS
CyOBEKTOM CBOETO HUMEHHU
Wi HOMEpa, C  HCJIBIO | ayreHTH(UKAIMS
MOJIyYeHUsI  ONpeAeNEHHBIX
IOJHOMOYUH (IIpaB JOCTyNa) | 00e3mMInBaHue
Ha BBINOJIHEHUE HEKOTOPBIX
(pa3pelLCHHBIX eMy) | ACTIepCOHANM3ALINS
NEUCTBUIL B CHCTEMax C

uneHTudukanus
OTpaHUYEHHBIM JJOCTYIIOM
[Ipouenypa IIPOBEPKU | aBTOpH3AIMS
COOTBETCTBHS CYOBEKTa U | oGesmmunpanme
TOTO, 32 KOI'O OH IBITaeTCs

JeNepCOHaIN3aLNs
ceOs BBIIATH, C IIOMOIIBIO
HEKOM yHUKanbHOf | AYTeHTAHKAINS
uH(OpMaIU UIeHTUUKALHS
[Tpouecc, a Takke pe3yabTaT

aBTOpHU3alA
nporecca MIPOBEPKHU
HEKOTOPBIX  00s3aTeIbHBIX
apaMeTpOB T10JIb30BATEs 1, | WICHTHHUKAIIS
npu YCIIEUTHOCTH,
[IpEeNOCTABIICHUE eMy | ayTeHTU]uKanus
onpeAeNEéHHBIX TOJHOMOYUI
Ha BBITIOJIHEHHE HEKOTOPBIX | ofesnuiBaHme
(pa3pemieHHbIX emy)

WCTBUH B  CcHCTEMax

ACHC CHCTEMAX € | enepconanmsarus

OTpaHUYCHHBIM JOCTYIIOM

HecanknmonupoBaHHbIN
JOCTYT K MHPOPMALIUH 3TO

JOCTYN K MH(OpMaluY, He CBSI3aHHBIH C BBITOJHEHUEM (QYHKIIMOHAIb-
HBIX 00s3aHHOCTEH U HE O(OPMIICHHBIH JOKYMEHTAJIBHO

paGOTa Ha 9YKOM KOMIIBKOTCPE 0e3 pa3peuicHus €To BjiIaJC]Ibla

BXOJ HAa KOMIIBIOTEP € MCITOJIb30BAHNUEM JIAHHBIX APYTOr'0 IOJb30BaATCIIA

JOCTYH K JIOKaJbHO-WH(POPMALIMOHHON CETH, CBS3aHHBIM C BBIIOJTHEHU-
eM (QYHKIIMOHAJIBHBIX 00sI3aHHOCTEH

noctyn K CYBJI noj 3anpeiieHHbIM UMEHEM 0JIb30BaTeNs

JlokyMeHTHpOBaHHAS

uHpOopMaIus, JIOCTYTI K
KOTOpPOH  OrpaHUYMBAECT B
COOTBETCTBHUH c

3aKOHAaAeILCTBOM PO

nH(OPMALIKS COCTABIISIIONIAs] TOCYAAPCTBEHHYIO TaAlHY

WHGPOPMAIIUS COCTABIIAIONIAsE KOMMEPUYECKYIO TalHY

HepCOHAIbHAS

KoH(pUIeHIMaIbHas nH(OpMAITUs

JOKYMEHTHpPOBaHHasi HH(popMaLus

UndopmanmonHas
0€e30MMacHOCTh 00ECIIEYNBAET. ..

Os0KMpOBaHKE HHPOPMALMH

HCKaKeHUe WHPOpMAITH

COXpaHHOCTh UH(OpMAIH

yTpary nHGOpMaILuH

noJIeKy MHpopMamu

Xwumenne nHGOpMAaIH — 3TO. ..

HECaHKIIMOHUPOBAHHOE KOMMPOBaHHE WH(OPMAITUI

yTpara nHopMarmu

OyoKnpoBaHue HH(popMauu

HCKaKEHUE WHPOPMaIIH

npojaaxa HHPOpPMaIH
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Hoctym k na(DOpMAITUHN — 3TO:

00s13aTeNTbHOE JUISt BBIMIOJIHEHHS JIUIIOM, TIOTYYMBIIAM JIOCTYI K OIpe-
neneHHo mHpOpManuu, TpeOoBaHKME He TepelaBaTh TaKyr WHGopma-
LU0 TPETHUM JIMIaM 0e3 cornacus ee 00aaaTens

JEHCTBYsSI, HANPABICHHBIC HA TMOJIYYCHHUE HH(OPMAIUU HEONpPE/ICIICH-
HBIM KPYTOM JIUI] WM TIepeaady WHGOpMAIH HEOMIPEAEIIEHHOMY KPYyTy
JIUT]

JICHCTBYSI, HAMPABJIICHHBIC Ha TOJyYeHHE WH(POPMAIMU OIpPEICICHHBIM
KpPYyTOM JIUI] WJIH TIepeiady HHPOPMAIHX OTPeIeTICHHOMY KPYTY JIHIL

nH(popMaIus, epeaHHas WiId MoydeHHasl ToJb30BaTesieM nHpopMma-
LUOHHO-TEJICKOMMYHHUKAIIMOHHON CEeTH

BO3MOKHOCTB ITOJIYYCHUS I/IHq)OpMaHI/II/I 1 €€ UCII0JIb30BaHUA

Oo0ecrieuenue
MHPOPMAaITMOHHON
0€e3011aCHOCTH
obecreyeHue. . .

CCTh

HE3aBUCHUMOCTH MH(OPMALIUH

W3MEHEHUS HHDOPMAITIH

KOIMMPOBaHUs HH(POpMAIUN

COXpaHHOCTH HH(oOpMaIu

npeoOpa3oBaHysi HHPOPMAIMH

K kakomy BuAy Mep 3aIlIUTHI
uHQOpMaIH OTHOCHUTCS
YTIBEp)KICHHAsI MporpaMma pa-
60T B 001acTH G€30MacHOCTH

MOJINTHKA 0€30I1aCHOCTHU BCPXHECTO YPOBHHA

MOJINTHKA O€30I1aCHOCTHU CpCAHCIO0 YPOBHA

MIOJINTUKA O€30MACHOCTH HUYKHETO YPOBHS

IIPUHIOHWII MUHUMHU3aINH HpI/IBI/IJ'Iel"I/Iﬁ

3aluTa Nojiep KUBaroliel HHQPacTpyKTyphbl

I'apanTus TOrO, 4TO NPU XpaHe-
HUM WIM Tepepade uHpopma-
UM He OBLJIO MPOW3BEACHO He-
CaHKIIMOHUPOBAHHBIX H3MEHE-
HUN

KOH(UICHIINATBHOCTb

LEJIOCTHOCTD

AOCTYITHOCTDH

AYTCHTUYHOCTDH

aneJuIMpyeMocThb

K dynkumsam nHpopMamoHHoH
0€301acHOCTH OTHOCSTCS

BbBIABJICHUC NCTOYHUKOB BHYTPCHHUX W BHCIIHUX YI'PO3

CTpaxoBaHuE MH(OPMALMOHHBIX PECYPCOB

3alIMTa roCcy1apCTBEHHBIX HH(OPMALIMOHHBIX PECYPCOB

[MOJIFOTOBKA CIIEI[UAJIUCTOB IO O00eCHeYCHUI0 HH(POPMAIMOHHON 0e3-
OIACHOCTH

BCC OTBCTHI BEPHBI

K HamuoHanbHBIM HHTEpEcaMm
P® B undopmannonHoit chepe
OTHOCSITCS

pcam3anys KOHCTUTYIHMOHHBIX IPaB HA TOCTYII K I/IH(i)OpMaI_[I/II/I

3anuTa nH(OpMaIuu, 00eCreunBaroIIeH JTUIHYI0 0€301aCHOCTh

3aluTa HEe3aBUCHUMOCTH, CYBEPEHHUTETa, TOCYAAPCTBEHHON U TEpPHUTO-
pHATBHOH LIEJIOCTHOCTH

IOJIUTHYCCKAsE SKOHOMUYCCKAA U CONMaJIbHAsA CTaOUIILHOCTD

COXPAHEHHE U 03/I0POBIICHHU OKPY)KAIOLIEH Cpe/ibl

KOH(PHACHIIMAIBHOCTh
FapaHTI/ISIq) TOro, 4YTO KOHKPCT- [EIOCTHOCTD
Has HH@OpMaIuAa JOCTYIIHA
P & JIOCTYITHOCTh
TOJIBKO TOMY Kpyry JHLl, IS
KOTOPBIX OHA IIpEJTHA3HAYCHA ayTCHTHYHOCTb
aneIupyeMocCThb

COBOKYIMHOCTh HOPM, TIPABUI U
MPAaKTHYECKUX PEKOMEHIAIHH,
perIaMeHTUPYIOIUX  paboTy
cpenctB 3amutel AC oT 3amaH-
HOTO MHOXXECTBa yrpo3 0es-
OMAaCHOCTH

KOMILIEKCHOE oOecrnieueHre HHGOPMAIIMOHHON 0€301aCHOCTH

oe3omacHocts AC

yrpo3a HHPOPMaIMOHHON 6€30MaCHOCTH

aTaKa Ha aBTOMATH3UPOBAHHYIKO CUCTCMY

MOJINTHKA OE€30MMaCHOCTH

Haubonee pacnpoctpaHeHHbIE
yrpo3sl WH(OPMAITHOHHON 0e3-
OIIaCHOCTH

YIPO3bl LETOCTHOCTH

YTPO3bl 3AIUIIEHHOCTH

yrpo3bl O€30MaCHOCTH




Bonpoc

Bapuanmbl omeenma

yIpO3bl AOCTYIHOCTH

yrpo3bl KOH(UACHITHATIEHOCTH

[HelictBue, peANpUHUMAEMOE
3JIOYMBIIIUICHHUKOM, ~ KOTOPOE
3aKJIIOYAETCS. B TIOMCKE M HC-
MOJIB30BAHUU TOM WM HHOU
YSI3BUMOCTH CUCTEMBI

KOMIUICKCHOE obecrieueHrne nH(HOpMaMOHHON 0€30MacHOCTH

oe3omacaHocts AC

yrpo3a HH(QpOpPMAIMOHHOW 0€30MaCHOCTH

dTdaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTCMY

HOJIMTHKA O€30I1aCHOCTH

Cocrosnue 3aMIIEHHOCTH | yH(OpMaIMOHHAs 6€30MacHOCTh

MHOTOHAIMOHANBHOTO  HAPOJA | 5oy i o

KaK HOCHTENS CYBepeHHTETa U

€JMHCTBEHHOTO HCTOYHKKa | SoIHATa undopmarun

BIIACTHU HallMOHAaJIbHAs 0€301aCHOCTh

CBOICTBO JaHHBIX OBLITH 0- KOH(l)I/I,I[eHL[I/IaJIBHOCTb

CTYIHBIMH JUI CAHKLMOHHPO- | [16710CTHOCTD

BaHHOTO IT0JIb30BAaHUS B IPOM3-

. JOCTYITHOCTb

BOJILHBIT MOMEHT BPEMEHH, KO-

r1a B oOpanieHuy K HuM Bo3Hu- | 4YTCHTHIHOCTh

KaeT He0OXOIUMOCTb anmneaImpyeMocThb
KOH(HACHIIMAIBHOCTh

rapaHTI/IH TOT0, 4YTO HUCTOYHU- [IEJIOCTHOCTD

KOM I/IH(I)OpMaHI/II/I SABJIACTCA
JIOCTYITHOCTD

UMEHHO TO JIUI0, KOTOpOe 3a-

SIBJICHO KaK €€ aBTOp ayTCHTUYHOCTD
anmneaImpyeMoCcThb

[apantus Toro, 4ro npu HeoO- | KOH(MHUACHIIMAILHOCTD

XOJIUMOCTH MOXKHO OYIIET I0Ka- | [1e/10CTHOCTD

3aTh, YTO aBTOPOM COOOIICHUSI JIOCTYIHOCTD

SIBIISIETCSI UIMEHHO TOT YEJIOBEK,

- AyTEHTUYHOCTD
KOTOPBII 3asBIICH KaK €¢ aBTop
¥ HU KTO JIPYTOM anmneampyeMocThb

CooTHecuTe MHTEpPECH B 0O0ja-
cti  nHGOPMAIMOHHOW  0e3-
OTaCHOCTH:

1. HantmoHansHbIe MTHTEPECHI

2. lnTepechbl IMUHOCTH

3. MuTepeckl rocypapcTaa

4. Untepeckl ob1iecTBa

1. cocrosar B peain3aiii KOHCTUTYLHHMOHHLIX IIpaB U CB06OIL, B
o0ecneUeHUN JIMIHOU 6630H3.CHOCTI/I, B INOBBINICHHMH Ka4d€CTBa H
YPOBHA XU3HU, B (1)I/ISI/I‘-ICCKOM, AYXOBHOM W HHTCJUICKTYAJIbHOM
Pa3BUTHUU YCJIOBCKA U I'PAKAAHUHA

2. o00ecnednBalOTCS WHCTHTYTaMH TOCYJApCTBEHHOM BIACTH,
OCYILLECTBISIOUIMMU CBOM (DYHKIIMH, B TOM YHCJIE BO B3aUMOJEH-
CTBHHU C JeicTByrOmMMH Ha ocHoBe KoHcturynun PO u 3akoHO-
narenbcTBa PO oOuiecTBeHHBIMU OpraHu3alusIMu

3. COCTOSIT B HE3BIOJIEMOCTH KOHCTUTYIIMOHHOTO CTPOSI, CYBEPEHHU-
TE€Ta U TEPPUTOPUATLHON LETOCTHOCTU Poccuu, B MOJIUTHYECKOH,
SKOHOMHYECKON U COIUAIBHON CTAaOMIBHOCTH, B 0€3yCIOBHOM
o0ecrevYeHnr 3aKOHHOCTH U TIOJIIEpyKaHUH MPABOTOPSAKA, B pa3-
BUTUW PABHONPABHO T'O M B3aWMOBBITOJHOTO MEXIYHAPOIHOTO
COTPYJTHHYECTBA

4. cocTosT B YIIPOYCHUHN JEMOKpPATHHU, B CO3AaHUHN ITPABOBOIO, CO-
OUAJIBHOTO ToCyaapCTBa, B JOCTHMIKCHHU W IOAACPKAHHUN 061]_[6-
CTBCHHOI'O COrjiacus, B IyXOBHOM obHoBiaeHun Poccuu

CooTHecuTe OCHOBHBIE MOHATHUS
B o0nactu WHGPOPMALMOHHON

1. araka

2. yszsumoctb AC
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0€e30MacHOCTH

3. yrpo3a 6e3omnacHoctu AC

4. 3amuIenHas cucremMa

1. HekoTOpOE€ HEynayHOE CBOMCTBO CHUCTEMBI, KOTOpPOE MAENAeT
BO3MO’KHBIM BO3HMKHOBEHHE U PEIN3ALUI0 YIPO3bl

2. cUCTeMa CO CPEeJICTBAMH 3alllUThl, KOTOPHIE YCTICIIHO U P deK-
THUBHO POTHBOCTOSIT YIpO3aM O€30MaCHOCTH

3. Bo3MOkHBIE Bo3zeiicTBus Ha AC, KOTOpbIE MPSIMO WJIM KOCBEH-
HO MOT'YT HaHECTH yIepO ee 6e3011acCHOCTH

4. nelicTBUE, NPEIINPUHUMAEMOE 3J0YMBILUIEHHUKOM, KOTOpOE
3aKJIFOYAETCS B MIOMCKE U UCIIOJIB30BAHUM TOM WIM MHOH ySA3BUMO-
CTU CUCTEMBI

CooTHEeCUTE OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrpo3a HapyuieHusi KOHQHUISHIUATbHOCTH

2. yrpo3a 0TKaza CIy0

3. yrpo3a HapyuieHHsl IeTIOCTHOCTH

1. 1r060€ yMBIIIUIEHHOE U3MEHEHHE HH(POpPMAINH, XpaHsIIEHcs B
BC unu nepenaBaemoii OT 0JIHON CUCTEMBI B IPYTYIO

2. BO3HUKAET BCAKUH pa3, KOIZa B PE3yJbTaTe IPEIHAMEPEHHBIX
JEUCTBUN, NMPEANPUHUMAEMBIX JPYTHM II0Jb30BATEIEM WM 3J10-
YMBIIUIEHHUKOM, OJOKHUpYETCS JOCTYIl K HEKOTOPOMY Ppecypcy
AC

3. 3aKioyaercs B TOM, YTO MH(OpManus CTAaHOBUTCS U3BECTHOU
TOMY, KTO HE pacrnoJjiaracT MOoJHOMOYUSIMH JIOCTYTA K HEH

CooTHecuTe  KiIaccH(PHUKAINIO
yrpo3 1o psiy MPU3HAKOB

. 110 IPUPOAC BOSHUKHOBCHUA

. 1O HCMTOCPCACTBCHHOMY UCTOYHUKY

. IO cTereny Bo3aercTBua Ha AC

. TI0 cioco0y noctyna K pecypcam AC

. IIaCCUBHBIC 1 aKTHUBHBIC

NP~ WN|F-

. HalpaBJIEHHbIE HA UCIOJIb30BaHUE MPSIMOTO CTAaHAAPTHOTO MYTH
JIOCTYTIA K pecypcaM U HarpaBJeHHbIE Ha UCTIOJIb30BAaHUE CKPBITO-
r0 HECTAHJIaPTHOT O AocTymna K pecypcam AC

3. eCTECTBEHHBIE WIIH HNCKYCCTBCHHBIC

4. npupoaHas cpcaa, 4CJIOBCK, CAHKIUOHUPOBAHHLBIC IIPOTpaMM-
HBIC CPEACTBA U HCCAHKIIMOHHWPOBAHHLIC ITPOTrpaMMHBIC CPEACTBA

Yro Takoe cepTrdUKAIHS

TNOATBCPIKACHUC COOTBCTCTBUA IPOAYKLIHUHU HIIN YCIYTI YCTAHOB-
JICHHBIM Tp€6OBaHI/I$[M HJIKM CTaHJapTaM

MOATBCPIKACHUC COOTBETCTBUSA MPOAYKIIUHU, HO HEC YCIIYI' YCTAHOB-
JICHHBIM Tp€6OBaHI/I$[M HJIKM CTaHJapTaM

MMOATBCPKACHUEC COOTBETCTBUA YCIYI, HO HC IIPOAYKIUN YCTAHOB-
JICHHBIM Tpe6OBaHI/I${M WJIN CTaHJapTaM

Yro Takoe cepTudhuKaT?

JTOKYMEHT, TOATBEPKIAIOIINN COOTBETCTBHE CPEJICTBA 3aIIUTHI
uHpopManuu TpeOOBaHHIM 0 O€30MaCHOCTH HH(pOpMaLUU

JOKYMEHT, MOATBEP>KIAIOMINM COOTBETCTBUE CPEACTBA 3alllUThI
uHbopMaMy TpeOOBAHUIM 0 XpaHEHHUIO HH(OpMaLUU

JOKYMEHT, TTOATBEPKIAIOIINN COOTBETCTBHE CPEJICTBA 3aIIUTHI
uHpopManuu TpedoBaHMUsIM 110 00padoTke nHpopMaLUU

Kak Ha3zpiBacTcs JIMIo, CcaMo-
CTOATCIIBHO CO3JaBIICC I/IH(i)Op-
Manuro 100 MMOJIy4yuBIICE Ha
OCHOBAHHWH 3aKOHA WJIH JOIrOBO-

CyOBEKT MEepCOHATBHBIX JaHHBIX

orepatop HHGOPMAITMOHHON CUCTEMBI
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pa mpaBo pas3peliath WM Orpa-
HUYMABATh JOCTYNl K WH(OpMa-
ouu, OHpeI[CHHeMOfI 10 KaKuM-
60 npu3HAKaM? CcyOBeKT HH(pOpMALHH

obnagaTenp nHPOpMAITIH

Bonpocsl k kommiekcHomy 3aganuio TK1

1. Yro Takoe unpopmaimonHasi 0€30macHoOCTh?

2. llepeuncnure BaxkHeHIIME acTIeKThl UH(HOPMAITMOHHON O€30MaCHOCTH.

3. [lepeuncnure ypoBHH 3alIUTH HHGOPMAIIHH.

4, OxapakTepusyiTe yrpo3bl HHPOPMAIMOHHOW OE€30MaCHOCTH: PACKPBITHS
LEJIOCTHOCTH, OTKa3 B 00CITy>KUBaHUU.

5. O0BsACHUTE TPUYHUHBI KOMIIBIOTEPHBIX MPECTYIUICHUN.

6. OnumuTe OCHOBHBIE TEXHOJIOTHMH KOMITBIOTEPHBIX MPECTYIIIICHU.

7. Ilepeunciure Mepsl 3alIUTHl HH(HOPMAIIMOHHON O€30IaCHOCTH.

8. Ilepeuncnure Mepbl MPEIOCTOPOKHOCTH TPU PabOTE C IEIBIO 3aIMUTH WH-
dbopmaruu.

9. OnuiuTe OCHOBHBIE MEPHI 3aLUTHl HOCUTENEH HH(OPMaLIUK.

10. [Touemy mnonkiIO4YEHHE K TIIOOAIBHOW KOMIBIOTEpHOU cetu MHTepHeTr
MPEACTaBIIAECT COO00M yrpo3y st MH(PpOpMAIMOHHOM 0€3011acHOCTH?

11. Onumure, KaKk MCMOJIb30BAaHUE AJIEKTPOHHOM MOYTHI CO3JAET yrpo3y HH-
dbopmaronHoit 6e3ornacHoctu. Kakue mepbl o6ecreunBaroT 0€30MacHOE UCIONIb30-
BaHue e-mail?

12. Kakue cymecTBYIOT MEXIyHAPOIHBIE U POCCUNCKHUE CTaHIAPTHI B 00JIACTH
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM M HH(POPMALIMOHHBIX TEXHOJIOTUI?

13. Kputepuu 6€30macHOCTH KOMIBIOTEPHBIX CUCTEM MUHUCTEPCTBA OOOPOHBI
CIIA (“OpaneBast kHura”).

14. PykoBonsmme 1okyMeHThl ['octexxomuccuu Poccun.

15. MexayHapoHble cTaHaapThl HHPOpMAITMOHHOM Oe3omacHOCTH. CTaHgapT
ISO/IEC 15408 "O6mue kputepun". Onucanue TpeOoBaHUil 6€30MaCHOCTUA U XapakK-
TEPUCTHUK yTPO3.

Jas tekymero kouTpoJs TK2:

IIpoBepsiemast KoMIeTeHU S

Koa n HauMeHOBaHNE KOMIIETEHITUN Kon n HanMeHoBaHMe UHIUKATOpa
OIIK-1. Crioco6en morumath ipuHImiel pa- | OIMK-1.2. Biageer HaBblkamMu TMpUMEHEHHS TUGPO-
0OTBI COBpEMEHHBIX HH(OPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHHA ISl pelieHus 3aaad mpodeccuo-
HOJIOTUM U UCTIONB30BaTh WX JJISl PEIICHHUS HAJBHOM NEATETHLHOCTH C YYE€TOM OCHOBHBIX TpeOo-
3a1a4 npoheCCHOHATBHON IEITeTbHOCTH BaHW WHGOPMAITMOHHON 06€30MaCHOCTH
Tecr
Bonpoc Bapuanmur omeema

Kakoii o6mwuii ymep6 1o | 4

JTaHHBIM Hucruryra | 34
KomneroTepHoit
besonacnoctu nanecmn | 24

KOMIBIOTCPHBIC BHPYCHI 3a | 74
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nocienHue S5 ger, (MIIpI. 94

noiun. CIIA)?

ITo IAHHBIM )KypHana | 500000

«Security Magazine», | 1000000

cpenHuil pasmep ymepba oT

KOMITBIOTEPHOTO 1500000

Mowennnyectsa cocrapmser | 2000000

(IlOJUl CH_[A) 2500000
mporecc  cOopa,  HaKOIUIEHUs,  OOpabOTKHM,  XpaHEHHS,
pacnpezneneHus U moucka HHpopmanuu
npeoOpa3oBanue  WHPOpPMALUU, B  pe3yiabTare  KOTOPOTO
cojepkaHne MHQPOPMAIMM  CTAHOBHUTCS  HETIOHATHBIM  JUIS
cyObeKTa, HE UMEIOUIEr0 J10CTyna

HludpoBanne wuHPOpPMAIMHU | TOydEeHHE  CyOBEKTOM  BO3MOKHOCTH  O3HAaKOMJIGHHS  C

9TO

uHpOpManKeH, B TOM YHCJIe ITPH MTOMOIIN TEXHUUECKUX CPECTB

COBOKYITHOCTb IPaBHII, PETVIAMCHTUPYIONIMX MOPSIOK U YCIOBHSI
JocTyna cyobekTa K MH(QOpMAIUK U €€ HOCUTEIISIM

NEeSTeNbHOCTh 1O TPEJOTBPAICHUIO YTEYKH HH(POpMAIH,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPEHHBIX BO3JCUCTBUIA Ha
Heé

ITo JTAHHBIM ['maBHOTO
WH(OPMALIMOHHOTO  IIEHTpa
MB/] Poccunm KOIMYECTBO
KOMITbIOTEPHBIX
IIPECTYILICHUN €XKEroHO
yBeIMYuBaeTcs B (pa3a)

2

2,5

3

3,5

4

ITo JIAHHBIM I'maBHOTO
WH()OPMAITMOHHOTO  IICHTpA
MBJI Poccuu exeroaHbiit
pa3zmep MaTepuaibHOro
yimep6a OT KOMIBIOTEPHBIX
MPECTYIJIEHUA  COCTaBIISIET
OKO0JIO (MJIH. pyOIIeit)

6

60

160

600

1600

ITo JTAaHHBIM ['maBHOTO
WH(OPMALIMOHHOTO  IIEHTpa
MB/I Poccun CpeaHui
yiepo, MPUYUHSEMBIH
MOTEPIEBIIEMY oT 1
KOMIIBIOTEPHOTO
MPECTYIUICHUsI, paBeH (MIIH.
pyoeit)

7

1,7

2,7

3,7

4,7

OcHoBHOE
o0ecrieunBaroiee
KOH(UIEHIIMATbHOCTD
uHpOpMallUK, TOCHUIAEMON
0  OTKPBHITHIM  KaHajam
nepejayd JaHHBIX, B TOM
YHClie, 10 CETH UHTEPHET

CPEJNCTRO,

UICHTHPUKAIISL

ayTeHTU(UKanus

aBTOPH3AIIUS

IKCIEepTH3a

mgppoBaHue

Jns Oe3omacHOi mepemnauu
JTAaHHBIX o KaHajam
UHTEPHET UCIIONb3YETCS

WWW

dicom

vpn
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TEXHOJIOTHUS ftp

xml
Kommekc anmapaTHbIX

AHTUBUPYC
u/unm MPOrPaMMHBIX
CPENCTB, OCYLIECTBIAIOIINAN
PEACTB, yi Hl 3aMOK
KOHTPOJIb M (PUIBTPALHIO
CETEBOTO Tpaduka B

OpaHaMaysp
COOTBETCTBUHU C 3aJaHHBIMHU
MPaBWIAMHU Y 3al[UIIAFOLINI
p HUTHAToT Kpunrorpadus
KOMIIBIOTEPHBIE ~ CETH  OT
HECAHKIMOHUPOBAHHOTO

JKCIIepTHAs cUCTEMa
JocTyna
[pouenypa, mnpoBepsomas, | MACHTHQUKAIMS
UMEeT JIM TMO0JIb30BaTellb C | AyTeHTH(UKALMS
PEIbSBICHHBIM cTpaTuUKaIus
UJECHTU(PUKATOPOM IIPABO HA | PETUCTPALIHS
JOCTYTI K PeCypcy 3TO ABTOPHU3AIIHS

COACPIKATDb I_[I/I(bpbl u 6YKBBI, 3HAKU IIPCIIMHAHUA U OBITH CIIOKHBIM
IJI yraablBaHUA

COJIePIKATh TOIBKO IU(PEI

[Taponb MIOJIB30BATENs | COJEPKATh TOIBKO OYKBBI

JIOJKEH MMETh SIBHYIO MPHUBS3KY K BIIQJENbIly (€ro UMsl, AaTa POKICHUS,
HOMep TenedoHa U T.11.)
OBITH MPOCTBHIM M JIETKO 3alIOMHHATHCS, Harpumep «123», «111»,
«qwerty» 1 T.J1.

[TmactukoBas KapTOYKa, | TOKEH

cojeprkaras YUII US| password

Kpnnrorpaqlnqecxnx Hapors

BBIYHMCIICHUM W BCTPOEHHYIO login

3allMIICHHYI0 TaMAThb IS
XpaHeHHs HHPOpPMaLUU

cMapT-KapTa

YcrpoiicTBo JUISL
uAeHTU(DUKAITIH
MMOIb30BaTEeIIEH,
IpeJCTaBIsIoIIee coboit
MOOWJIBHOE  MEPCOHAIHHOE

YCTPOMCTBO, HAIIOMUHAIOIIME
MaJICHbKHI ~ TIeWIKep, He
MO COCANHICMbIE K
KOMIBIOTEPY W  HMEIOIIHNE
COOCTBEHHBIH WCTOYHMK
MMATaHUS

TOKCH

ABTOHOMHBIN TOKEH

USB-tokeHn

ycTpoiicTBo iButton

cMapT-KapTa

Hoctyn  mosb3oBarenss K
WH(OPMAIIMOHHBIM pecypcam
KOMIIbIOTEpa ©W / WIH
JIOKAJbHOM BBIUMCIMTEIbHOM
CEeTU TPEANPUATHS JTOJLKEH
pa3pemarbes TOIAbKO MOCIe:

BKIIFOYCHHUA KOMIIBIOTEpA

UJEHTU(DHUKAITAN TI0 JIOTHHY U TIAPOJTI0

3arpoca maCnopTHBIX JaHHBIX

3arpoca IOMECHHOT'O HMCHHU

3anpoca PO

ONEKTPOHHBIE
HpeHa3HAYCHbI IS ...

3aMKHU

obecrieueHrs JOBEPEHHOU 3arpy3Ku KOMITbIOTEpA U KOHTPOJIS I1e-
JIOCTHOCTH (DaiiJIOB B cCTEMax

CKaHHUPOBAHHUA OTIICYATKOB ITAJILIICB
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MIPOBEPKH CKOPOCTH U 3arpy3ku (haiioB

00I11er0 KOHTPOJIS

WJCHTH(UKAIUY TT0TH30BATEIS

ONEeKTpOHHBIE 3aMKH IIpeHa-
3HAYCHBI JIJIS:

XpaHeHus1 00JIBIIOro 00beMa KOH(UICHIIMATLHON HH(OpMaITuu

3alUThl IEPUMETPA KOPIOPATUBHOM CETU

HaJIeKHOW ayTeHTU(DHUKAIMY U UACHTU(GUKAIIUHN TI0JIb30BaTeIICH

OJIOKMPOBAHUS KOMITHIOTEpA BO BpEMsI OTCYTCTBHS ITOJIH30BATEIs
Ha pabodyem mecTe

Jloist 3aIUTHI
3JI0yMBIITUICHHUKOB
He00XO0IUMO UCIIOJIB30BaATh

oT

CHCTEMHOE IIPOrPaMMHOE 00eCIICUCHHE

IIPHUKIIAAHOC ITPOrpaMMHOC obOecrieyeHne

AHTHUBUPYCHBIE IPOTPAMMBI

KOMIIbIOTEPHBIE UI'PBI

MY3BIKY, BUIEO(DUIBEMBI

AnmnaparHble
JIOBEPEHHOM
«AKKOPI-AM/I3»
MPEJICTABIISIIOT COOOA. . .

MOIYJTH
3arpy3Kku

aIrnapaTHblii KOHTPOJIEP

BHCKTpOHHLIﬁ 3aMOK

CUCTEMA KOHTPOJISI

CETEBOM ajantep

KOHI/IpOBaJ'ILHHﬁ alirapar

[Tpocrefimmm cIIocoooM
UIeHTU(DUKAINT B
KOMITBIOTEPHOU cucTreme
SIBIISIETCSI BBO/J
uaeHTuduKaTopa

HI0JIb30BaTEIS, KOTOPBIN

HMCECT CICAYIOIICC HA3BAHUC

TOKCH

password

apoJib

login

cMapT-KapTa

YroOsl IOAIHCATL COOOIIEHHUE
AIIEKTPOHHOM 1 poBO
MOJIITUCHIO, UCTIOJIB3YIOTCS

OTKpBITLIfI KJIXOY OTIIPABUTCIIA

OTKpBITBIﬁ KJIFOY TOJTYy4aTCIIsd

SaKpBITLIﬁ KJIFOY OTITPABUTCIIA

SaKpBITLIﬁ KJIFOY ITOJIYYUaTCIIsA

KakoBa  mociieqoBaTelIbHOCTE
MOANMUACAHUSA  COOOIIEHHH ¢
oMo DIIT?

BBIYHCIIACTCA X011, 3aTEM XOII SaIHPI(l)pOBI)IBaeTCSI

coobmieHne  3amu@poBBIBAETCS,  IOCIE  YEero
XJLIUPYETCst

pe3yabTaT

IIpu IMoAINMCaHnun COO6H_ICHI/Ie 38.H_II/I(1)pOBLIBaCTC$I, IIpu IPOBEPKE
BBIYHCIIACTCA XOII

BBIUUCIIIETCST XOUI HCXOJHOTO COOOIIEHHUs, IOCIE Yero OHO
3amu(poBbIBAETCS

B uwem 3akmrodaercs Takoe
CBOICTBO byHKIIH
X3IMMpPOBaHUs H Kak cTOHKOCTh
K KOJUTM3USM MIEPBOTo poaa?

i mo0oro xsma h 10mKHO OBITH MPAKTUYECKH HEBO3MOXKHO
BBIYMCIIUTH WM 000paTh Takoe X, uro H(x) =h

JOJKHO OBITh TPAKTHYECKH HEBO3MOXKHO BBIYUCIHUTH WM
nogoOpaTh OOV Mapy pa3audHbIX COOOMIEHWH X U Yy IS
kotopbix H(x) = H(y)

JUIMHA XD3Ia JOJKHA OBbITh (UKCHUPOBAHHON HE3aBUCHMO OT
JUTHHBI BXOHOI'O COOOIIEHUS

Bupycsl, He  CBS3BIBAIOIINE
CBOM KomuH ¢ (aiiiamMu, a co-
3/IAI0IINE CBOW KONMU Ha JIWC-
Kax, He M3MEHssA JIpyrux (Qaii-
JIOB, HAa3bIBAOTCS

KOMITAaHbOH - BUPpYyCaMU

4epBHU

Mapa3uTHYCCKUC

IPU3PAKU

CTEJIC-BUPYCHI

AHTHBHpYCHAS nmporpamMma

PEBU30POM
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TIPUHITAT pabOTHI, KOTOPOH OC-
HOBaH Ha TpoBepke (haiios,
CEKTOPOB U CHUCTEMHOH MaMSATH
U TMOHWCKE B HUX WM3BECTHBIX U
HOBBIX BHPYCOB Ha3bIBaCTCS

MMMYHH3aTOPOM

CKaHepOM

JOKTOpa u (haru

YkazaTh HEAOCTATKH, UMEIOIIU-
€cs y aHTUBHPYCHON Mporpam-
MBI PEBU30P

HECIIOCOOHOCTh TOWMaTh BUPYC B MOMEHT €ro MOSBICHHS B
CUCTEME

HeOOJIbIIAs CKOPOCTB ITOHMCKA BUPYCOB

HEBO3MOXXHOCTh ONPEAEIUTh BUPYC B HOBBIX (haiimax

BCC BApHWAHTEI BEPHEI

K nocromHcTBaM TEXHHYECKHX
CpCACTB 3allIUThI OTHOCATCA

peryJsipHblii KOHTPOJIb

CO3JaHUEC KOMIIJICKCHBIX CUCTEM 3alllUThI

CTENEHb CI0KHOCTH YCTPONUCTBA

BCE BAPUAHTHI BEPHBI

OIIaCHbBIE
(aiinoBeie

B knaccudukanuio BupycoB mo | PE3MJICHTHBIC

crnoco0y 3apa>keHHsl BXOJST 3arpy304HbIE
¢ailioBo-3arpy304Hble
HEPE3UACHTHBIC
4EepBHU

K Bupycam usmeHsromuMm cpeny | CTyACHYECKHE

00HMTaHUS OTHOCATCA: OJMMOP(hHBIE
CIIyTHUKH

Bupycel, He cBs3pBatomue | KOMIIAHBOH - BUDyCaMu

cBou KomuM ¢ (aiinamu, a co- | 1CPBU

371aI0LIIME CBOM KONUM HA JMC- | CTEJIC - BUPYCHI

Kax, He M3MCHsS APYrux Gai- | MaxpoBHpPYCHI

JIOB, Ha3bIBAIOTCSA pu3paKn
4EepBHU

K Bupycam He wu3MeHsomuMm | CTCIIC-BUPYCHI

cpely oOMTaHUsI OTHOCATCS OJUMOP(HBIC
CIIyTHUKH

Hekortopoe cekperHoe Kommue-
CTBO HMH(OPMAIINH, H3BECTHOE
TOJIBKO TIOJB30BATENI0 M Ta-
pOJIBHOM  CHCTEME, KOTOpOE
MOKET OBITh 3aIIOMHEHO MOJIb-
30BaTE€IEM U IIPEABIBICHO IS
MIPOXOXKIECHUS MpOLEAYPhI
ayTeHTU(UKAIUU — ITO . ...

UICHTU(PUKATOP MOJIb30BaATENS

IMapoOJib MOJb30BaTCIIA

YUC€THAs 3alUCh ITOJIb30BATCIIA

napoJjibHasA CuCTeMa

UccnenoBanne  BO3MOXXHOCTH
pacudpoBanust uHGOpMALKU
0e3 3HaHus KIoYen

KPHUIITOJIOT U

Kpunrorpadus

KPHIITOAHAIN3

B3JIOM

HECAHKIIMOHUPOBAHHBIN JOCTYII

XpaHeHue  mapoJien
OCYILECTBIISTHCS

MOXET

B BUJC CBCPTOK

B OTKPBITOM BHUIC

B 3aKpPbITOM BUJIC

B 3a1IM(pOBAHHOM BHJIE
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BCC BApHWAHTLI OTBETA BEPHEI

CooTHecuTe OCHOBHBIE METObI
MOJTy4eHUs Maposeit

1. MeTox ToTaNLHOTO epedbopa

2. cloBapHasl aTaka

3. moJydyeHue mapoiieil U3 caMoil CUCTEMbl Ha OCHOBE MPOrPaMM-
HOW U anmnapaTHON peajn3ali KOHKPETHON CUCTEMBI

4, IIPOBEPKaA naponeﬁ, YCTaHAaBJIMBAEMBIX B CHUCTEMAX I10 yMOJ4a-
HUIO

1. nns mepebopa HMCHONB3YeTCs CIIOBaph HamOOJee BEPOSTHBIX
KJIIO4Yei

2. 1BYMsI BO3MOXKHOCTSIMU BBISICHEHUS MapOJisl SIBJISIOTCS: HECAHK-
LHUOHUPOBAHHBIM JOCTYN K HOCUTEIIIO, COJIepKaIlIeMy MapoJIH, JI-
00 UCIOJIB30BAaHUE YS3BUMOCTEH

3. oIpoOBIBAIOTCS BCE KIHOYM MOCIIEI0BATEIBHO, OJIUH 32 IPYTUM

4. mapoiib, yCTaHOBJICHHbIN (HUPMOK-pazpabOTUNKOM [0 yMOJI4a-
HUIO, OCTAETCs OCHOBHBIM I1APOJIEM B CHCTEME

CootHecuTe (DYHKIMH, BBINOJN-
HSIEeMBIE TEXHUYECKUMH CpeJ-
CTBaMH 3aIUTHI

1. BHELIHAS 3a1IUTa

2. omo3HaBaHUeE

3. BHYTPEHHSIS 3aIlIUTa

1. 3ammTa OT BO3ACHCTBHS JeCTAOMIN3UPYIOIIUX (HaKTOPOB, MPO-
SIBJISTFOIIUXCSL HETIOCPEJCTBEHHO B CpeACTBax 00paboTKu MHQOP-
MaIiu

2. 3aIUTa OT BO3JICHCTBUS JECTAOMIM3HPYIOMUX (PaKTOPOB, MPO-
SIBJISIFOLMXCS 32 ITpeesiaMu OCHOBHBIX cpeacTB ACO/]

3. crerduueckas Tpymma CpeacTB, MPeAHA3HAYCHHBIX IS OIO-
3HaBaHUA JIOJEU IO Pa3JIMYHbIM WHAMBUAYAIbHBIM XapaKTEepHU-
CTUKaM

OnektpoHHast TuQpoBas MoJ-
MUCh B 3JIEKTPOHHOM JOKYMEH-
T€ paBHO3HauyHAa COOCTBEHHO-
PYYHOH IOANMCH B JOKYMEHTE
Ha OyMa)XHOM HOCHTENE IIpH
OJTHOBPEMEHHOM  COOJIIOIEHUH
CIEYIOIINUX YCIIOBHI:

cepTU(UKAT KI0Ya MOJIUCH, OTHOCAIIMNCS K 3TOW 3JIEKTPOHHOM
uu(ppoBON MOANMCH, HE yTpaTWJ CUIy (IEHCTBYET) HA MOMEHT
IIPOBEPKH WJIM HA MOMEHT IOJIUCAHUS IEKTPOHHOIO JOKYMEHTA
IpyU  HAIMYUM  JOKA3aTeNIbCTB,  ONPENEISIOMMX  MOMEHT
MOANNCAHUS

NOATBCPIKACHA IMOMJIMHHOCTD BHCKTpOHHOﬁ LII/ICI)pOBOﬁ noaInuncu B
OJICKTPOHHOM JOKYMCHTC

QJICKTPOHHAA I_[I/I(l)pOBaSI MNOATIUCh HCIIOJIB3YCTCd B COOTBCTCTBUU
CO CBCACHUAMHU, YKA3aHHBIMHU B CepTI/I(bI/IKaTC KJIro4a rnmoanucHu

BCPHBI BCC BAPHUAHTHI

Cosnmanue KITIOYeH
3IEKTPOHHBIX UPPOBBIX
MOMKCEH OCYIICCTBISICTCS IS
HCIIOJB30BaHUS B

MH(OPMALIMOHHON CHCTEME OOIIETo MOJIb30BaHMs €€ YYaCTHUKOM
WJIH 10 €ro 00pallleHUI0 YI0CTOBEPSIOIIUM LIEHTPOM

KOpPHOpaTUBHOW  WMH(OPMAllMOHHOW  CUCTEME B
YCTaHOBJICHHOM B OTOH CUCTEME

MOPsIZIKE,

BEpHBI 002 BapHaHThI

Yem ompenenserci ypoBEHb
Ha/IeKHOCTU NPUMEHSIEMBIX
KpUnTOrpaduIecKux
npeoOpa3oBaHUi

3HAYCHUECM ,Z[Ol'IyCTPIMOfI BCPOATHOCTHU HCHCHpaBHOCTCﬁ nin

C6OCB, MMPUBOAAIIINX K MIOJIYUYCHHUTIO 3JIOYMBINIJICHHUKOM
JIOTIOTHUTEITHHON uHbOpMaIUU 0 KpunTorpaguueckux
npeoOpa3oOBaHMIX

CIIO)KHOCTBIO KOMOMHAIIMM CHMBOJIOB, BBIOpaHHBIX CIy4allHbIM
o0Opa3om

MCIIOJIb30BaHHEM OO0JIBIIIOTO YKCIa KIItoueH Jiis u(poBaHUs
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OTHOIIIEHWEM KOJIMYecTBa JemudpoBaHHOW WHPOpMaUA K
o0mieMy KOJIMYECTBY MIM(PPOBAHHOW WHOOPMAILINHU, TOJJICKAIICH
e poBaHUIO

Kak HHaue Ha3bIBAETCS
CHMMETPUIHOE TP POBAHNC

mH(poBaHUE C 3aKPHITHIM KIHOYOM

mmdposanue meronom belitca

1 poOBaHUE C OTKPBHITHIM KIIFOUOM

mudpoBaHue ¢ NEPEMEHHBIM KIIFOYOM

Kakoit aJTOPUTM HE
WCTIONB3yeTCA npu
CUMMETPUYHOM IHU(POBAHUU

MOTOYHOE MH(pOBaHHE

noOuTOBOE MH(pPOBaHUE

6s109HOE mudpoBaHUe

anroputm Jib-1"amans

Uro sBisieTCsl MPEUMYLIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOPOCTH BBIIIOJHEHUS KPUNTOrpauyecKux npeodpa3oBaHmi

JIETKOCTh BHECEHUS N3MCHEHUM B AJITOPUTM IHI/I(prBaHI/IH

CEKPETHBIN KIIIOY M3BECTEH TOJIbKO IMOJIyyaTeno MHpopManuu u
NepBOHAYAJIbHBIM 00MEH He TpebyeT nepeauu CeKpeTHOro Kioya

MPUMEHCHHE B CHCTeMax ayTeHTU(QUKANUUA  (DIICKTPOHHAS
TTO/TIVCH)

Kak Ha3bpIBacTCsl «MCTOpPHUEC- wndp Mapkosa

CKHit» mHpp, B KOTOPOM KakK-

nasi OykBa HMCXOIHOTO TEKCTa

3aMCHsTaCh OYKBOM, CTOSIICH umop Llesaps

Ha HEKOTOpoe (hPUKCHpPOBAaHHOE
YHCJIO MECT Jlajibllie B angaBH-

mudp DHUrma

T, O TPUMEHEHHH KOTOPOTO
UMEIOTCS JIOKYMEHTaIIbHBIC
CBUJETENLCTBA? wdp badumka

CUMMETPUYHBIE KPUIITOCUCTEMBI

KPHUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM

. | KpUOTOCUCTEMBI C TyOITUPOBAHUEM 3aLTUTHI

Paznens COBpPEMEHHOMU v =

CHUCTEMBI DJIEKTPOHHOU IHU(PPOBON MOATUCH
Kpunrorpaduu:

yTipaBJIeHUE MApOJISIMU

YIIpaBJICHUE NIepeadyel JaHHbIX

yIpaBJIeHUE KIYaMu

ABTOpHU3aLIMel Ha3bIBACTCS

npolece, MOCPeACTBOM KOTOPOro MAEHTH(UKAIMS Hpeironarae-
MOl JIMYHOCTH MPOBEPSETCS HAa OCHOBE JOKYMEHTA, YJOCTOBEPS-
IOLLETO JINYHOCTD

ayTeHTI/I(l)I/IKaHI/ISI OCHOBAHHAaA Ha ABYX pPa3HbIX THUIIAX I/IILCHTI/I(i)I/I-
Kalnuy.

4acThb WMJIEHTHUYHOCTH, KOTOpas OTPakaeT ONPEIEICHHYI0 BPOXK-
JIEHHYI0 0COOEHHOCTh JINYHOCTH, TO €CTh TO YTO CBS3aHO C KOH-
KPETHOM JIMYHOCTBIO

[Ipornece, KOTOPBIM naeT (WM OTKIIOYAET) MpaBoO JOCTymHa K (ce-
TEBBIM) pecypcam

AyTreHTHUKALHS - 3TO
IpoLecc IPOBEPKU
npeJnosaraeMol moAJIMHHOCTH
JUYHOCTH  HAa  OCHOBaHHUU
KaKoro-1m00  yJIOCTOBEPEHUS
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, YTO BBI 3HACTC

YTO-TO, YTO Y Bac €CTh

TO, YEM BHI ABJIACTECH

JIBOITHO 3a1IUTOI HA3bIBAETCS

ayTCHTI/I(I)I/IKaI_II/ISI Ha OCHOBC IIBYX I/IIIeHTI/I(bI/IKaTOpOB.
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ayTeHTU(UKALIUS THIAaX

UICHTH()UKAITUT

OCHOBaHa Ha  JBYX  pa3HBIX

ayTeHTH(UKAIMA, OCHOBaHHAs Ha JBYX WM 0o0jiee pa3IuYHBIX
TUTIAX UICHTHQUKAIIT

[lepeuncnuTe BasKHBIE Y4eTHBIE
3aMUcH AN TOJIb30BaTeNs
HNurepHera, rae HYKHO
HCTIONIb30BaTh  JIBYXJTAITHYIO
ayTeHTU(UKAHIIO?

YYCTHBIC 3alMMCHU IJIs BXOJid B 0aHK

ydeTHBIC 3aIlUCH, COJEepXKallie KOHQHUICHINAIBHYIO JHYHYIO
nH(pOpMaIIHIO

ajzipeca AJIEKTPOHHOM MOYTHI, HA KOTOpbIE Bbl MOXKETE 3aKazaTh
HAITIOMWHAHUS MAPOJIS IS IPYTUX BeO-Cpen

YYCTHBIC 3alIMCU COIHUAJIBHBIX ceTei

YUETHBIC 3alHUCU CIYKO C IMOMOIIBI0 KOTOPBIX BXOJAT B JIPYTHE
BEO-CITY)KOBI

Anroput™bl TIM(pPOBaHHA C OT-
KPBITBIM KJIFOYOM  TO-JIpYTOMY
Ha3bIBAIOTCS

ACMMMETPUYHBIMH ITOPUTMAMU K (POBAHUS

CUMMCTPUYHBIMU aJI'OPUTMaMH H_II/I(prBaHI/IH

OJJHOCTOPOHHUMH aJITOPUTMaMU H_II/I(l)pOBaHI/IH

[IOMEX0YCTOMYMBBIMH AJITOPUTMAMHU HIU(PPOBAHUS

ACHMMETpUYHBIE  AITOPUTMBI
mdpoBaHus MO-7IpyToMy
Ha3bIBAIOTCS

AJIropuTMaMu I_HI/I(l)pOBaHI/IH C OTKPBITBIM KJIFOYOM

CUMMETPUYHBIMH aJITOPUTMAMHU U (POBAHUS

OJJHOCTOPOHHHUMH aJITOPpUTMAMHU H_II/I(I)pOBaHI/IH

[IOMEX0YCTOMUYMBBIMH AJITOPUTMAMU HTM(PPOBAHUS

MaremaTtrnyeckast GyHKIHS, KO-
TOPYIO OTHOCHUTEIBHO  JIETKO
BBIYUCIUTD, HO TPYAHO HAWTH
Mo 3HAYCHUIO (YHKIMH COOT-
BETCTBYIOIIIEC 3HAYCHUE apry-
MEHTa, Ha3bIBacTCS B KPHIITO-

rpadun

Kkpunrorpadguueckoi GyHKIHeH

OJIHOCTOPOHHEHN (yHKLIMEN

¢bynkueit uddu-Xemnmana

bynkmeit Ditnepa

OpHocTopoHHUE (QYHKIUH, TO
ecTb (DYHKIIMH, KOTOpPBIE OTHO-
CHUTENIFHO JIETKO BBIYUCIIHTH, HO
NPaKTHYECKU HEBO3MOXKHO
HATH TO 3HaYeHHI0 (DYHKIHUU
COOTBETCTBYIOIIEE  3HAUCHHE
apryMeHTa, MOXKHO HCIIOJIB30-
BaTh JUIS

(I)OpMI/IpOBaHI/I}I XCII-KOa0B

mM@poBaHus cCooOIeHNI

(dbopmupoBaHUs UPPOBOH MOANUCH

KOHTPOJISI U UCIIPaBJIEHHUs OIMOOK MpH nepeaade nHpopMauu

Uro sBnsieTcsi OCOOEHHOCTHIO
CUCTEM INU(PPOBAHUS C OTKPHI-
TBIM KIIFOYOM TI0 CPaBHEHHIO C
CUMMETPUYHBIMH  CHCTEMaMH
umdpoBaHus?

BO3MOKHOCTh IIM(POBaHUs KaK TEKCTOBOM, Tak W Tpaduueckont
nHpopmanuu

BBICOKAsi CKOPOCTh MpOLieccoB MudpoBaHus/pacumdpoBanus

HCITIOJIb30BAHHUEC MAJIOTO KOJIMYECTBA BEIYUCIIMTCIBHBIX PECYPCOB

OTCYTCTBHE  HEOOXOJMMOCTH  IpPEIBApUTENBHOM  Mepenauu
CEKPETHOr'0 KJII0Ya 10 Ha/IEHOMY KaHaJly CBSI3U

Jnst  pemreHuss Kakux —3ajaa4
MOXHO HCIIOJIB30BATh aHI‘OpI/IT-
MBI IIU(QPOBAHUS C OTKPBITHIM
KII0YoM?

JIIA HII/I(I)pOBaHI/IH NnepeaaBacMbIX U XpPAaHUMBIX HJAHHBIX B HCJIAX
HX 3allIUThI OT HCCAHKITMOHUPOBAHHOT'O JOCTYIIA

s GOpMHUpPOBaHUS LUPPOBONH MOAMUCH TOJ 3JIEKTPOHHBIMU
JOKYMEHTaMHu

JUISL pacIpelesieHNs CEKPETHBIX KIIIOYEH, UCIOJIB3YEMBIX IIOTOM
1pH U(GPOBAHUN JOKYMEHTOB CHMMETPUYHBIMH METOJIaMU

JJIA HOMeXO}/CTOI\/’I'-II/IBOFO KOJII/IpOB aHUA nepe)laBaeMLIx
COOOIIEHU

Yro sBuseTcs HEJOCTAaTKOM CH-

HU3Kasi CKOPOCTh MPOLIeCcCOB MU (pOBaHUsI-paciiPpoBaHUs




Bonpoc

Bapuanmbl omeenma

CTEMBbI IIH(PPOBAHUSA C OTKPHI-
TBIM KJIFOYOM?

HEOOXOIUMOCTh OOHOBJICHHS KJIO4Ya IIOCie Kaxaoro (akra
nepeadyn

OTCYTCTBHE  HEOOXOAMMOCTH  IPEIBApUTEIILHON
CEKPETHOI0 KJIK4Ya 10 HaAEKHOMY KaHaIly

rnepcaadun

HEOO0XOAUMOCTh TPEABAPUTEIHHON Mepelaud CEeKPEeTHOro KIoua
110 HaAEKHOMY KaHaIly

YTto Ha3BIBAIOT 3aKPBITBIM KJIHO-

KJIFOY, KOTOPBIM JI0JKEH XPAaHUTHCSI B CEKPETE

KJIHOY, KOTOprfI HeOo0s13aTEIBHO XPpaHUTBb B CCKPETEC

4OM B AaCHMMMETPUYHBIX METO- | TFOOOW  KJIFOY, HCIONB3yeMBId  JUisi  MHUQPOBaHUS  WIA
Aax umpposanus’? pacumdpoBanus
KIIF0Y, KOTOPBIN MCIOIB3YeTCs JJIs1 BEIPAOOTKN HMHTOBCTABKH
KJIFOY, KOTOPBIN JOJIKEH XPAHUTHCS B CEKPETE
Yro HAa3bIBAIOT OTKpBITEIM | KJIKOY, KOTOpBIfI HE 0043aTeIbHO XPAaHUTH B CCKPETC
KJIIOYOM B aCHMMETPUYHBIX Me- | JIFOOOH  KJIFOY,  WCIONB3yeMbId  Juisi  MUQPOBaHUS WA
TOMaxX MUPPOBAHUS? pac]_]_[H(prBaHH;{

KJII04, KOTOpI:II\/JI HCIIOJIB3YCTCA IJId BI)Ipa6OTKI/I HUMHUTOBCTAaBKH

Kak Ha3pIBaeTCs KIIOY, UCIONb-
3yeMblii B  aCHMMETPUYHBIX
KpUNTOrpa)MIecKuX ajiropur-
Max, KOTOPbI MOXHO HE Xpa-
HUTH B cekpere?

SaKpBITLIﬁ KIJIFOY

OTKPBITHIN KIIFOY

TaMHBIA KIII0Y

SIBHBINA KJTIOY

KITI0Y MU pOBaHUS

CKOJBKO KIIFOUEH MCIOJb3yeTcs
B KpUNTOrpauyecKux ajiro-
PHUTMaX C OTKPBITHIM KITIOYOM?

WIN|FPLO

4

Yro 00I1ero UMET BCE METO-
Il 1I(POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX /IS IHUPpoBaHUS MHPOPMALIUU UCIIOIB3YETCS OAMH KITIOY,
a Juis paciipoBaHus — IPYTrol KITH0Y

B HHMX Juid MmudpoBaHUS U pacmiuppoBaHUs HHPOPMALUU
WCIOJIb3YETCS] OJMH U TOT K€ KJII0Y

B HHUX BXOHHOﬁ IIOTOK HMCXOJHOI'0 TCKCTAa ACIIUTCS Ha 6J'IOKI/I, B
KaXXJI0M 13 KOTOPBIX BBIITOJHACTCA NICPECTAHOBKA CUMBOJIOB

B HUX Juid onepanuui mudpoBaHHs U pacmudpoBaHUSL
HCIIOJIB3YETCS ABA PA3HBIX KJIFOYA — OTKPBITHIM U 3aKPBITHIN

Yxkaxure TpeOOBaHHA K airo-
pUTMaM MUPPOBAHUS C OTKPHI-
TBIM KIIFOYOM

BBIUMCIIUTENILHO HEBO3MOXKHO CO3J]1aBaTh Hapy (OTKPBITHIN KIIHOY,
3aKpPBITHIN KITHOY)

BBIYHUCIINTCIIBHO COO6H_ICHI/IG

OTKPBITHIM KJIHOYOM

HEBO3MOXXKHO  3amIugpoBaTh

BBIYUCIIMUTEIIEHO HEBO3MOYKHO, 3Hasl OTKPBITBIA KIIFOY, OIIPEIEIUTD
COOTBETCTBYIOIIMMI 3aKPBITHIM KJIFOY

BBIYHUCIINTCIBHO HCBO3MOXKHO, 3Has TOJIBKO OTKpBITBIﬁ KIIIOY U
3amuppoBaHHOE cooo1ieHue, BOCCTaHOBUTH HCXOJHOE
cooOrieHne

Ykaxure TpeOOBaHHS K airo-
pUTMaM MU(PPOBAHUSI C OTKPHI-
THIM KJIFOUOM

BBIYHUCIIUTCIBHO JICTKO SaLHH(prBaTB COO6H_[CHI/IC OTKPBITBIM
KIIFOYOM

BBIUMCIIUTENIFHO JIETKO pacmu@poBaTh COOOIIEHHE, HCIIONb3Ys
3aKpBITHIN KIIFOY

BBIYUCIIUTEIIEHO HEBO3MOKHO, 3HAsl OTKPBITBIA KIIIOY, OIIPEIEIUTD
COOTBETCTBYIOIIMI 3aKPBITHIM KJIFOY




Bonpoc

Bapuanmbl omeenma

BBIYHUCIINTCIBHO HCEBO3MOX>KHO, 3Has TOJIBKO OTKpBITBIﬁ KI4Y "

Kakue Kiarounm M Kak JOJDKHBI
MPUMEHSTHCS TIPU KCIIOJIB30Ba-
HUH aCUMMETPHYHBIX KPHIITO-
rpaduyYecKux aJroOpUTMOB IS
muQpPoBaHUsI  MEPEIaBACMbIX
JTAHHBIX?

3amQpoBaHHOE cooO1ieHue, BOCCTAaHOBUTH HCXO/IHOE
coo0IIeHnE
OTHpaBUTENb  MHUQPYET  COOOIIEHHE  OTKPBITBIM  KIHOYOM

MoJIydaTesisi, a MmoJjiydareib paciiupoBbIBa€T COOOIIEHHE CBOUM
3aKPBITHIM KIIFOUOM

OTIpaBUTENb  MHQPYET COOOLICHHE  3aKPBITBIM  KIHOYOM
HOJTydaTessl, a Mojlydareib pacuIu(poBbIBaeT COOOICHUE CBOUM
OTKPBITHIM KIIFOUOM

OTIIpaBUTENb MHUPPYET COOOIIEHNE CBOUM OTKPBITHIM KIIFOUOM, a
MOJIydaTeNib paciu(poBBIBACT COOOIICHHUE 3aKPHITHIM KIOUOM
OTIIPABUTEIISI

OTIPAaBUTENb MHU(PYET COOOLICHNE CBOMM 3aKpPBITHIM KIIFOYOM, a
nojryyareib paclIM(pOBBIBAET COOOIIEHHUE OTKPBITHIM KIHOYOM
OTIPABUTEIIS

KakuMm TpeOOBaHMSAM TOTDKHA
VIOBJCTBOPSITh  3JICKTPOHHAs
1u¢poBas MOJIMUCH?

IOAIIKUCh BOCIIPOU3BOAUTCA TOJIBKO OAHHUM JIMIIOM, d IIOAJIMHHOCTD
€€ MOXET OBITh YAOCTOBCPCHA MHOTMH

IOAIIKMCh BOCIIPOU3BOAUTCA MHOI'MMH JIMIIAMH, a €€ IMOAJIMHHOCTD
MOJKET OBITh YAOCTOBCPCHA TOJIBKO OJJHUM JIMIIOM

MOJITUCh HEPa3pPhIBHO CBA3BIBAECTCS C JAAHHBIM COOOIECHHEM U HE
MOJKET OBITh IIEpEHECEHA HA JPYTOM TOKYMEHT

MOJIIUCh HE CBSI3bIBACTCSI C KOHKPETHBIM COOOIEHHEM U MOXKET
OBbITh IEpEHECEHA HA JPYTOd JOKYMEHT

Kakum TpeGoBaHMSAM JODKHA
YIOBIETBOPATh  DIICKTPOHHAS
1u¢poBast TOJIITUCH?

ITIOCJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €TI0 HCBO3MOKHO U3MCHHUTD

II0CJIC TOI'0, KaK JOKYMCHT INOAIIMCAH, €TI0 MOKHO U3MCHATH

moATIMCh HCPA3PBIBHO CBA3BIBACTCA C JaHHBIM COO6HICHI/ICM n HEC
MOJKET OBITH IICPCHCCCHA Ha ,Z[perﬁ HAOKYMCHT

MOJITNCHh HE CBSI3BIBACTCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh NIEpEHECeHa Ha IPYToil TOKYMEHT

Kakum TpeOoOBaHUSAM JIOJDKHA
YIOBIETBOPATh  DIICKTPOHHAS
UQPOBast NOMUCH?

OT IIOCTaBJICHHOM IoANMCH HEBO3MOXXHO OTKa3aTbCsd, TO €CTh
JIMOo, moArnurcaBIIeC NOKYMCHT, HE CMOIXKET IIOTOM YTBCPIKIATh,
YTO HC CTaBHJIO ITOAITMCH

NOAIINCh BOCHPOU3BOAUTCA MHOTHUMHU JIMIIaMHU, a4 €€ NOAJIMHHOCTDb
MOJKET OBITh YAOCTOBEPCHA TOJIBKO OJHUM JIMIIOM

MOJINTMCh HEPa3phIBHO CBA3BIBAECTCS C JAAHHBIM COOOIEHHEM U HE
MOJKET OBITh IIEpEeHEceHa Ha JPYTOl TOKYMEHT

MOJINKCH HE CBSI3bIBACTCSI ¢ KOHKPETHBIM COOOLIEHUEM M MOXKET
OBITh NIEpEHECeHa Ha IPYTroil TOKYMEHT

s gero mpenHazHaueH LEHTP
CepTU(UKALNH KITIOUen?

JUTSI peTUCTpAIlii aODOHEHTOB

JJIs1 U3TrOTOBJICHUA CepTI/Iq)I/IKaTOB OTKPBITBIX KJII0Yen

JJIA BBIJACIICHUA CIICLIHMAJIBHBIX KaHAJIOB CBA3HU aboHeHTaM

I XpaHCHH A N3IrOTOBJICHHBIX CepTI/I(I)I/IKaTOB

Ul TOJJepKaHUsT B aKTyaJlbHOM COCTOSIHUM CIIPAaBOYHHKA
JeMCTBYIOIUX CEPTU(DUKATOB

JJId BBIITYCKA CITMCKA JOCPOYHO OTO3BAHHBIX CepTI/I(l)I/IKaTOB

Kak Ha3bIBaeTCsl CTPYKTypa B
cocTaBe OOJNBIIONW CETU CBSI3H,
3aHUMAIOIIASCS TEHEPUPOBAHU-
€M KJIIOUEeH, MX XpPaHEHUEM H
apXUBUPOBAaHUEM, 3aMEHOUN WUITH

YCTPOMCTBO pacnpeaeneHus Kitodei

LEHTP 3aKPbITOTO IN(PPOBAHUS

LIEHTP pacrpeieICHNs KIIoUei




Bonpoc

Bapuanmbl omeenma

U3BIATHEM W3 OOpaIleHUs CTa-
PBIX U HEHYXHBIX KITI0Ueii?

LEHTP OTKPBITOrO MU(POBAHUS

Kakum cBoWcTBaMH  JIOJDKEH
obmamaTh cepTU(HUKAT OTKPHI-
TOTO KJIF04a?

KaX/IbIil TI0JI30BATENb IIEHTPa cepTU(UKALINN, UMEIOIIUN JOCTYI
K OTKPBITOMY KJIIOYY IIEHTPA, MOXET H3BJI€Yb OTKPBITHIA KIIIOY,
BKJIFOYCHHBIH B CepTH(HKAT

HU OJIHAa CTOPOHA, IIOMHMO LIEHTpa CEepTU(PHKALUU, HE MOXKET
M3MEHUTH CepTU(UKAT TAK, YTOOBI ATO HE OBLIO OOHAPYIKEHO

JIF00O0H MOJIB30BATEb CUCTEMBI MOKET U3MEHUTE CepTI/I(l)I/IKaT

Ka)KbIi MOJIH30BaTElNb LIEHTPa CepTU(PUKAIIIHN, UMEIOIINA JOCTYII
K OTKPBITOMY KJIIOUY LEHTPA, MOKET U3MEHUTh OTKPBITHIN KIIIOY,
BKJIIOUEHHBIN B cepTudUKaT

Yrto o0IIero MMEKT BCE METO-
el TA(GPOBAHUA C 3aKPBITHIM
KITFOYOM?

B HUX JJIs IHU(PpoBaHUA MHPOPMALUU UCIIOIB3YETCS OAMH KIIOY,
a Juisl pacli(poBaHus — JPYTrol KIIK0Y

B HMX BXOIHOM IIOTOK HCXOZHOI'O TEKCTa IEIHUTCSA Ha OJIOKH, B
Ka)KJIOM U3 KOTOPBIX BBHITIOJHSETCS MIEPECTaHOBKA CUMBOJIOB

B HHUX IPOU3BOJUTCS CIIO)KEHHE CHMBOJIOB HCXOJHOTO TEKCTa U
KJII0Ya 10 MOJYJII0, pAaBHOMY 4MCiy OYKB B ajihaBUTE

B HHX Ui ImmdpoBaHUS W pacmuppoBaHUs HHPOPMALUU
HCIIOJIB3YETCSl OIMH U TOT K€ KIII0Y

Kakue oneparun npumMeHsroTC
00BIYHO B COBPEMEHHBIX OJ0dY-
HBIX aITOpUTMax MU POBaHUs?

BO3BCJICHHUC B CTCIICHD

3aMeHa OUT 110 TaduIEe 3aMEH

HaXoXJICHUC OCTAaTKa OT ACICHHA Ha 0oJIbIIOE IIPOCTOC YHUCJIO

TepecTaHOBKa OUT

CJIOKCHHUC I10 MOAYIIHO 2

CummeTpuyHble METOABI MIH(-
POBaHHUSA — 3TO METOHI ...

IIM(PPOBAHUS C OTKPBITHIM KIHOYOM

ckatus nHhopManuu

HOMCXO}/CTOI;'ILII/IBOFO KOIWPOBAHHUA

IIM(pPOBAHUS C 3aKPBITHIM KIIIOUOM

Kax maspiBaeTcst CcooOIIEHHE,
HOJIydeHHE M0Cie Mpeodpaso-
BaHUSI C HCIIOJBL30BAHHUEM JIIO-
ooro mmdpa?

HUMHUTOBCTABKOI

KJIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HaspiBaeTcsi OJHO3HAYHOE
npeoOpa3oBaHue BXOZHOTO
MaccuBa JaHHBIX IPOH3BOJIb-
HOU JJTMHBI B BBIXOJHYIO OUTO-
BYI0 CTPOKY (UKCHpPOBaHHOMN
JUIAHBI?

KOJIJIN3UA

XCHIUPOBAHUC

raMMHUpPOBAaHHC

HepecTaHoBKa

CJIOKEHHUE TT0 MOJYJIIO 2

Kak HaspiBaeTcsi GyHKIUS, KO-
TOopast JUisi CTPOKH IMPOH3BOJIb-
HOU JIJTMHBI BBIYUCISIET HEKOTO-
poe 1enoe 3Ha4YeHHe WIIH HEeKO-
TOPYIO JPYTYHO CTPOKY (hUKCH-
POBAaHHOM JITHHBI?

Kpunrorpaduueckas pyHKIUS

OJIHOCTOPOHHSAA QYyHKIIUS

xem-(QyHKIUS

¢byHkus Ditnepa

(GyHKIHS TaMMUPOBAHUS

Kakune TpeboBaHMsS IpebsiB-
JSIOTCA K KpUNTOrpaduyeckum
xem-(QyHKIusm?

Xem-QyHKIus JO0JKHA  OBIThH COOOIIEHHUIO

(UKCUPOBAHHOTO pa3mepa

INpuMCHUMaAa K

MIPU U3BECTHOM 3Ha4YeHHMU Xem-QpyHkiuu H(M)=m nomKHO OBbITh
TpyAHO  (IIPaKTUYECKHM HEBO3MOXKHO) HAWTH  MOAXOISALINI
mpoobpaz M




Bonpoc Bapuanmer omeema

MPU W3BECTHOM COOOImIEHHH M MOKHO OBITh TPYIHO HAWTH
napyroe coodienne M’ ¢ TaKuM ke 3HaYeHHEM XelI-(DyHKIINH, KaK
y UCXOJTHOTO COOOIICHHS
JUISE  COOOIIEHWH OJMHAKOBOTO pa3Mepa XemI-Koj JOJKCH
OJIY4aThCs OJTMHAKOBBIM

xen-QpyHKIus J0/KHA OBITh TNpPUMEHHMMA K  COOOIICHHIO
(UKCHPOBAHHOTO pa3zMepa

MPU U3BECTHOM 3HaueHnH xem-pyHkuuun H(M)=m nomxHO OBITH
TpyAHO (NPAKTHUYECKM HEBO3MOXXHO) HAWUTH  MOJIXOIAIINN
npoobpaz M

MIPH U3BECTHOM COOOIIEeHNN M JOKHO OBITh JIETKO HAHUTH JAPYyroe
coobmenue M’ ¢ TakuM ke 3HAU€HHEM Xell-(DyHKIUHU, KaK Yy
HCXOJHOTO COOOIIEHHUSI

JNOJKHO OBITH TPYOHO HAWTH Kakyro-muOO mapy CIIy4aiHbIX
pa3IMYHBIX COOOUICHNUH C OIMHAKOBBIM 3HAUYEHUEM Xel-(yHKIIUU

Kakue TpeboBanus mpenbsB-
JSFOTCSL K KpUNTOrpaduaecKum
xem-(QyHKIusIm?

JUIS IPOBEPKH LIEJIOCTHOCTH COOOIICHUS

JUISI IPOBEPKH aBTOPCTBA COOOIICHUS

U HOPMHUPOBAHUS SJCKTPOHHOM HU(DPOBOI MOITUCH
JUTS I POBAHKS COOOIICHUIA

B KaUeCTBE KJIF0Ya MPH MU(POBAHUN

Jns xakux nened mpuMeHseTCs
XelI-KoJ B Kpunrorpapuun?

Bonpocs! k kommiekcHomy 3aganuio TK2

1. Yto oOTHOCUTCS K CpEICTBaM HMH)KEHEPHO-TEXHUYECKOW  3allUTHI
uH(pOpMAIUK U 17151 Yer0 OHU NpeAHa3HAYEHBI?

2. Kakue crmocoOpl ayTeHTH(UKALMK TOJb30BaTENei MOTYT NMPUMEHSATHCS B
KOMITBIOTEPHBIX CUCTEMaXx?

3. B yem 3akitouaroTcsi OCHOBHBIE HEJOCTAaTKU MapOJbHONW ayTeHTHU(PUKALUU 1
KaK OHa MOXET OBbITh YCHUJICHA?

4. Kakue OMOMeTpHUYECKHE XapaKTEpUCTHKU IMOJIb30BATENEH MOTYT IpHMe-
HATBCS JUIsl UX ayTeHTHUuKauuu? B yem mpeumyiiecTBa nogoOHOro crnocoda mnoj-
TBEPXKACHUS MOJJIMHHOCTH?

5. Yrto Ha3bIBalOT ABYX(AKTOPHOU ayTeHTU(UKAIIEH?

6. B yem pasHuiia Mexay CUMMETPUYHBIMA M aCHMMETPUYHBIMU KPUTITOTPA-
(uyeckuMH cucTeMamu?

/. B ueM pa3HuLa Mexay MOTOKOBBIMH U OJOYHBIMH IH(ppaMu?

8. Uto Takoe snekTpoHHas Lu(poBas MOAMUCH, KaK OHA TOIy4aeTcs |
IIpOBEPSETCS?

9. Kakoga pois B cuctemax DI pynkmmit xemupopanus?

10. Kakyioo posp HCHOJHAIOT YAOCTOBepsitomie ImeHTpel? YTo Takoe
cepTu(UKaT OTKPHITOrO Kitoya?

11. Kakue nporpaMmbl OTHOCST K pa3psiay BPeIOHOCHBIX?

12. Yto Takoe KOMITbIOTEPHBIN BUPYC?

13. Kakue cymiecTByoT BUbl KOMITBIOTEPHBIX BUPYCOB?

14. B yem pa3zHuIla MEXTY 3arPy30YHBIMH U (PaillIOBEIMU BUPyCaMU?

15. Kak mnpoucxoguT 3apaxeHue u (PYHKIUOHUPOBAHHE 3arpy304YHBIX
BUPYCOB?



16. Kakue tumsl ¢aitnnoB MoryT 3apaxarbcs (paiioBIMU BUpycaMu?
17. Kak mpoucX0ouT 3apa’keHre IpOorpaMMHBIX (haiisioB?
18. [Touemy daitsibl TOKyMEHTOB MOTYT COJIEPKaTh BUPYCHI?

19. Kak
MaKpOBHPYCaMH?

oOecrneunBaeTcs

ABTOMAaTH4YCCKOC IMOJIYUCHHUC YIIPaBJICHUA

20. B dyem 3aknroyaercss MNpOPUIAKTUKA 3apaKEHUS KOMIIBIOTEPHBIMU

BUpycamu?

21. Kpunirorpadguueckue NpUMUTHBBL. X31I-QyHKIUS U €€ TPUMEHECHUS.

Js Tekymero koutpoJs TK3:
IIpoBepsiemast KOMIIETEHIUS:

KO[[ 1 HAMMCHOBAHUEC KOMIICTCHIIHN

KOII U HAMMCHOBAHUC MHUKATOpA

OIIK-1. CrtocoGeH moHuMaTh MPUHITAIIBI Pa-
OOTBI COBPEMEHHBIX HH(POPMAITMOHHBIX TEX-
HOJIOTHIA M CTIOJIb30BATh UX JUISl PELICHUSI
3a/1a4 MPOECCHOHATBLHOMN JIeATeTbHOCTH

OIIK-1.2. Bmaneer HaBbIKaMu TpUMEHEHUs UPpO-
BBIX TEXHOJOTHH JUIS penieHus 3aaad npodeccuo-
HAJIHOW JICATEIILHOCTU C YYETOM OCHOBHBIX TPe0O-
BaHU1 HH(GOPMAIIMOHHOIN 0€301MaCHOCTH

Tect

Bonpoc

BapuaHmbl omeena

pa3paboTka HOPMATHUBHO IPABOBBIX AKTOB, PETIIAMEHTUPYIOLIHX
OTHOIIEHHSI B UHPOPMALIMOHHOM cepe

CO3/IaHUE U COBEPILIEHCTBOBaHHE crcTeMbl obecnieuenus b PD

K MIpaBOBBIM METOJaM | pa3pabOTKa, HWCIIOJIb30BAHHE U COBEPIICHCTBOBAHUE CPEJICTB

3allInThI MH(OPMAINH | 3amuTHI pOLECCOB U IPOrpaMM

OTHOCUTCA: pa3zpaboTka mporpamm obOecrneueHuss b P® wu omnpenencHue
MopsAIKa X PUHAHCHPOBAHUS
dbopMupoBaHHE  CHUCTEMbl  MOHUTOPHUHTa  T[OKa3areiled u
xapakrepuctuxk Ub PO

Nudopmanus, npodeccnoHanbHas TaiHa

UCIIONIb30BaHUE KOTOpOH Oe3
corjacusi CyObeKTa MOXKET
HAHECTH BpEI €ro 4ecCTH,

rocyJapcTBeHHas TaliHa

NEPCOHAIBHBIC TAHHBIC

KOMMepuUecKas TaiiHa

JIOCTOUHCTBY, JIETTIOBOM

pernyTanuu ciy>keOHas TaifHa

B pykoBopsmieM 10KyMEHTE

®OCTOK CHCTEMEI, B 1A

KOTOpBIX  paboTaer OJUH

M0JIb30BaTENb, HOMymieHHsbIl | 11

KO Bced oOpabaTbiBaeMoi

uHpopMaun ypoBHA | 2A

roCyIapCTBEHHOM TaiHBbI,

pa3MEIIEeHHON Ha HOCHUTEISX | 3A

OJIHOTO YPOBHS

KOH(UICHIIMATFHOCTH ~ 3B

OTHOCSITCSI K TPYTIIE

K MPaBOBBIM MeTOoJaM | CO3JIJaHre U COBEPIICHCTBOBaHME cHCTeMBbl obecnieuenns b PD
3aIUTHI uHpOpMaLuH | pa3paboTKa, WCIOJIBF30BAaHHE UM COBEPIICHCTBOBAHUE CPEICTB
OTHOCHUTCS 3aIUTHI TPOIIECCOB U MTPOTpaMM




Bonpoc

Bapuanmbl omeenma

BHECCHHC H3MCHECHUI M JOIOJHCHHM B 3aKOHOJATEILCTBO P,
perynupyrone OTHOIICHHs B obnactu obecrieuenus 1b

paspabotka mporpamm obecreueHuss b P® wu ompenenenue
MopsAJIKa X (PUHAHCUPOBAHUS

¢dbopMHupoBaHHE  CHCTEMBl ~ MOHHTOPHUHTAa  TOKa3areiled |
xapaktepuctuk b PO

B pykoBogsmiem IOKyMeEHTe

OCTOK CHCTEMEI, B | 3A

KOTOPBIX pabortaer

HECKONIBKO  TOJIB30BATENCH, | 5 o

KOTOpBIE UMEIOT OJIMHAKOBbIE

mpaBa JOCTyla KO Bcei

uHpopManun ypoBHs | 1A

roCy/1apCTBEHHOM TaiHBbI,

obOpabareiBacMO u/unm

XpaHHMOM Ha  HOCHUTENSX 3B

Pa3IU4HOTO YpOBHsI

KOH(UICHIIMATEHOCTH - 1B

OTHOCSTCSI K IpyIne

K OpraHu3alOHHO-
TEXHUYECKUM MeTo/1aM
3allUThI UHPOpPMALIUU
OTHOCHTCS

CO3JJaHUE U COBEPIIICHCTBOBAaHKE CHCTeMbI ooecnieueHus b PD

pa3zpaboTka mporpamm obOecrneueHuss b P® wu omnpenencHue
nopsaka ux (¢uHaHcHpoBaHus; 3. (OPMHUPOBAHHE CHUCTEMBbI
MOHUTOPHHIA ITOKa3aTesied U xapakrepuctuk b PO

YTOUYHEHHE CTaTyca MHOCTPAHHBIX MH(POPMALMOHHBIX areHTCTB,
CMMU u )XypHaJIuCcTOB

B pykoBopsieM AOKyMeHTE
DOCTOK
MHOTIOIIOJIL30BATEIILCKIE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabaThiBaeTCs u/unm
XpaHUTCA uHpopmanus
pa3sHbIX YPOBHEU
KOH(QUJIEHIIMATBHOCTH 10
rpudpa  «Ocobo  BakHO»
BKJIIOYHUTENBHO, npuyeM
pa3uyHBIE  TIOJI30BATENN

UMEIOT pa3JInyHbIE IpaBa Ha
JoCTyn K HHpOpManuu —
OTHOCSITCS K TpyIIIe

1b

2b

3A

1A

1B

3amuInaemMpie TOCy1apCTBOM
CBEJICHUS, PACIPOCTPaHCHUE
KOTOPBIX MOXKET HAHECTHU
yiepo PO

npodecCuoHalIbHAs TailHa

roCcyJapCTBEHHAas TaliHa

TNICPCOHAJILHBIC TAHHBIC

KOMMepUecKas TailHa

ciy>keOHas TaiiHa

B pykoBogsmiem nokyMeHTe
OCTOK
MHOTOIIOJIL30BATEILCKUE
CHCTEMEI, B KOTOPBIX
OJTHOBPEMEHHO

1b

2b




Bonpoc

Bapuanmbl omeenma

obpabaThiBaeTCs u/unm
XpaHUTCSA uHpopManus
pa3HbIX YpOBHEMU
KOH(HICHIIMATLHOCTH 10
rpuda «CexpeTHO»
BKJTIOYHUTENBHO, npuyeM
pa3juyHble  MOJIb30BaTENU

UMEIOT pa3jInyHble IpaBa Ha
JoCcTyn K HHpOpMALUH —
OTHOCSITCS K TpyIIIe

3A

1A

1B

K »sxoHOMHYECKHM METoJaM

paspabotka mporpamm obecreueHuss b P® wu ompenenenue
MopsAJIKa X (PUHAHCUPOBAHUS

YTOUHEHHE CTaTyca MHOCTPAHHBIX MH(MOPMALMOHHBIX areHTCTB,
CMMU u xypHaJIuCTOB

3allUTHI UHPOpPMALIUU » v

OTHOCIICS BHECCHHE M3MEHEHHMH M JOTMOJHEHHWH B 3aKOHOAATENbCTBO PD,
perynupympoiire oTHOIIeHUs B obnactu obecnieuenus b
dbopMHupoBaHHE  CHCTEMBl ~ MOHUTOPDHHTA  TOKa3areiled |
xapaktepuctuk b PO
npodeccroHabHas TaltHA

Wudopmanus rocy/lapcTBEeHHasl TaiiHa

NPECTABIISAIONIAs CEKpET | IepCOHAIbHbIC JAaHHbIC

MPOU3BOJCTBA(HOY-XAy), 3TO

KOMMCPYCCKasA TaiHa

ciy)xeOHas TaiiHa

B pykoBogsamiem nOKyMeEHTe
OCTIK
MHOT'OIIOJIb30BATEIIbCKHUE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPaHUTCS uH(popmManus
pa3HBIX YpOBHEU
KOH(UIEHIIMATILHOCTH B TOM
qucie IlepconanbHbIE

JaHHBIC, MMPUYEM Pa3JIMYHBIC
IIOJIB30BATCIIN HMCIOT
PAa3JIMYHBIC IIpaBa Ha JOCTYII
K I/IHCI)OpMaI_[I/II/I — OTHOCATCA

K rpyIIe

1b

1T

3A

1A

1B

K CBEJICHUAM
KOH(UIEHIIMATLHOTO
XapakTepa, COIJIaCHO YyKazy
npesyieHTa pp ot 6 mapra
1997 r., oTHOCATCA

uH(popManys 0 paclpoCTPaHEHUH POTrPaMM

nH(popMalys 0 JUIEH3UPOBAHUU TPOIPAMMHOI0 00eCTIeUeHHSI

I/IH(l)OpMaI_[I/IH, pasMeiacMasd B ra3erax, I/IHTepHeTe

NCPCOHAJIBHBIC TaHHBIC

JIMYHasA TarHa

OTHOmIEHMsA, CBs3aHHBIE C
00paboTKON TepcoHaTbHBIX
JTAHHBIX, PeTyIHPYIOTCS
3aKOHOM. ..

«O06 I/IH(I)OpMaI_II/II/I, I/IH(I)OpMaI_II/IOHHLIX TCXHOJIOTHUAX)»

«O 3amuTe nHGOPMAITINY

CDCIICpaJ'ILHLIM 3aKkoHOM «O NEPCOHAJIBHBIX JaHHBIX»

®enepasibHbIM 3aKOHOM «O KOH(HIeHIIMANTbHON HHGOPMaITUN

«O0 yTBEpXKACHUU TIEPEeUHs CBEACHUN KOH(HUICHIUATHHOTO
XapakTepay

JlelicTBusA ¢ MEpCOHAIBHBIMU

HCIIPABJICHUC IICPCOHAJIBHBIX TAHHBIX
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JAHHBIMU (COTJIaCHO 3aKOHY),

BKJIFOYAst coop,
CHCTEMaTH3AIIHIO,
HAKOIUICHNE, XpaHeHHue,
UCTIOJIb30BaHUE,

pacnpOCTpaHEHHUE U T. JI 3TO:

paboTta ¢ mepcoHaTbHBIMU JAHHBIMU

peoOpa3oBaHKEe MEPCOHATBHBIX TAHHBIX

00paboTKa MepCOHATBHBIX JAHHBIX

HU3MEHCHUC MIEPCOHATIBHBIX TaHHBIX

HelictBusa, B  pe3ysbTaTe
KOTOPBIX HEBO3MO>KHO
OTpeIeNUTh
IIPUHAJIEKHOCTD
MEePCOHAIbHBIX JAHHBIX
KOHKPETHOMY CyOBeKTy

INEPCOHATIBHBIX TaHHBIX

BBIJICJIICHUC IICPCOHATIBHBIX TaHHBIX

oOecrieyeHne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX

JeayTeHTU(DUKAIIST

JieaBTOpU3aLus

JeTIepCOHU(PUKAITHS

IlepcoHanbHbIE TaHHBIE 3TO

mobas uHbOpMalus, OTHOCSIIAACS K ONpEACICHHOMY WIH
orpezeNieMOMY Ha OCHOBaHUU Takoil nHGopMaruu GU3NIECKOMY
h107000%

(dhamMuHsi, UM, 0TY4ECTBO (DU3MUECKOTO JINIIA

o, MeCial, JaTa 1 MCCTO POXACHUA, aAPCC Q)HSHHGCKOFO JIMIa

aJipec MpOoKUBaHUs (HU3NIECKOTO JINIIA

CBEICHMS O CEMEMHOM, COIMAIBbHOM, HMYIIECTBEHHOM
I0JIOKEHUU YeJI0BeKa, COCTABJISIFOLINE TIOHATHE
«rpodeccruoHalIbHAs TaltHaY

OenepanbHpii 3ak0H «O0 WH-
¢dopmaruu, nHHOPMATH3AINH U
3ammTe WHPOPMALUN» HaNpaB-
JIeH Ha:

pPETYJIMPOBAHKUE B3aMMOOTHOIICHUN B HWH(OPMAIMOHHOW cdepe
COBMECTHO C IpakTaHCKUM KoJieKcoM PD

peryaupoBaHie B3aMMOOTHOIICHHH B TpaxaaHcKoM oOiectse PD

perynupoBanue TpeOOBaHUN K pabOTHUKAM CITyKO, pabOTaromux
¢ uHopmanui

¢dbopmupoBaHHEe HEOOXOAMMBIX HOPM M TpaBWI paboTBl C
uHpopmanuen

(¢hopMupoBaHHE HEOOXOAMMBIX HOPM U TMpaBWJ, CBSI3aHHBIX C
3alIUTON JeTel oT MH(OpMaIK

ITepcoHanbHBIMU
BJIQ/ICIOT:

JaHHbIMH

rOCY/IapCTBO

PA3JIMYIHBIC YUPCIKIACHUA

rocygapcrBeHHas Jlyma

xurenn Poccurickoit Peneparuu

MCAUKO-COIMAJIbHBIC OpraHu3alnn

®denepanbhbiii 3akoH "O0 WH-
dopmaruu, nHHOPMATH3AIMH U
3amuTe HMHpOpMammMu' ~ aeT
omnpezeiecHre HHHOPMAIUH:

TEKCT KHUT'Y WK ITMCbMa

CBEJIEHUS O JIMLAX, IpeaMerax, (akrax, COOBITHSIX, SIBICHUSIX U
rpoleccax He3aBUCUMO OT ()OPMbI UX IPEJCTABICHUS

CBCACHUA O SIBJICHUAX U ITPOLIECCAX

(akThl ¥ UJeu B OPMaAIM30BAHHOM BUE

IJ_II/I(I)pOBaHHHﬁ TCKCT, TCKCT Ha HCU3BCCTHOM SA3BIKC

Vkaxure HOPMaTUBHO-
IIPAaBOBOM aKT, B KOTOPOM
pacKpbIBaeTCs MOHSITHE
«uH(pOpMaIIOHHAs
0€3011acHOCTh)

3akoH Poccuiickoit ®enepanyu ot 27 aekadpst 1991r. Nel224-11
«O cpencTBax MaccoBO MHPOpMAITII

DenepalbHbIi 3akoH oT 27.07.2006 Nel49-03  «O6
nHbopManny, WHPOPMANMOHHBIX TEXHOJOTHSIX W O 3alluTe
uHbOpMaLUN»

JTOKTpUHA MHHOPMAITMOHHON 0€30MaCHOCTH

BCC OTBCTHI BCPHEI

3akoH poccuiickoil (eaepaunn

1982
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«O ToCymapCTBEHHOW TaitHE)
OBUT TIPUHST B CIEAYIOIIEM TO-

Ay

1985

1988

1993

2005

BribepuTe, MOXXHO 7M1 B CIy-
KEOHBIX HeNsX HCIOIb30BaTh
ANEKTPOHHBIN azpec (MOYTOBBIN
SIIAK),  3aperHCTPUPOBAHHBIIN
Ha OOIIEAOCTYIIHOM II0YTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPU KAKUX 00CTOSTENLCTBAX

HCT, HO IJId OTIIPABKH CPOYHBIX U 0c000 BaXKHBIX IHCEM MOXKHO

MO>KHO, €CJIA 110 HEMY I0JIb30BaTeNb OyAeT mepechuiarb HH(OP-
MalMio, He COAEPIKaIlyI0 CBEACHUN KOH(UAECHIMAIBHOIO Xapak-
Tepa

MOJKHO, €cCJIi MH(GOPMALMIO NPEeIBApUTEIbHO 3aapXUBHPOBATH C
MIOMOIIIBIO TPOTPaMMBbI Winrar ¢ mapoJjieM

MOKHO, €CJIM JPYTUX CIIOCOOOB 3JEKTPOHHOM Mepenauyu JaHHbBIX
Ha TPEANPUITUH WK Y MOJb30BATENS B HACTOSIIIMI MOMEHT HET,
a MH(POPMAINIO HYXKHO MepeciIaTh CPOUHO

MoxeT JM COTPYAHHK OBITh
NPUBJICYCH K YTOJOBHOM OTBET-
CTBEHHOCTH 32  HapyIICHHS
npaBuil MHPOPMALMOHHON 0e3-
OTIaCHOCTH TPEATIPHATHUS

HECT, TOJBKO K aﬂMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTHU

HCT, CCJIM OTO IroCyaapCTBCHHOC NPCAIIPHUATUC

na

Jla, HO TOJIBKO B Cllydae, €Clid JEWCTBUSA COTPYJIHUKA HAHECIU
HENOMPaBUMBII Bpe

Jla, HO TOJIbKO B CIIy4a€ OCO3HAHHBIX HEMPABOMOYHBIX JCHCTBHI
COTpPY/IHHMKA

B naHHOM ciyyae COTpYAHUK
YApEeXISHUSI MOXKET OBITH TpH-
BJICYEH K OTBETCTBEHHOCTH 3a
HapyIlICHUsl MpaBwI WHpOpMa-
[IMOHHOM 0€30TIaCHOCTH:

BbIX01 B MIHTEpHET 0€3 pa3pelieHus: aIMUHICTPaTopa

IIPY YCTAaHOBKE KOMIIBIOTEPHBIX UT'D

B ClIydasiX YCTAHOBKH HCIIUIICH3MOHHOI'O I1O

B CJIy4ae He BBIX0Ja U3 HH(POPMAIIMOHHOM CHCTEMBI

B 1r060M ciyvae HEIIPaBOMOYHOI'O UCIIOJIb30BaHUsA
KOH(UIEHIMATIbHON HH(pOpMauu IpH YCIOBUM IUCHBMEHHOIO
PEIYNpPEXACHUS] COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapy1ieHus B cepe
uHpopmanuu,
MH(OPMaLMOHHBIX
TEXHOJOTUH W 3al[uThl
uH(pOpMAIMK  JTaHHBIA BUJ
HaKa3aHWsl Ha CETOMHAIIHUI
JICHb HE MPEJYCMOTPEH:

JAUCHUIITIMHAPHBIC B3BICKAHUS

aJIMUHUCTPATUBHBIN mITpad

YTrojJ10BHass OTBETCTBECHHOCTD

JIAIIIEHUE CBOOOIBI

CMCPTHAA Ka3Hb

HNudopmarueii, cocTtaBustomieit
KOMMEPYECKYIO TaifHy, BIaje-
OT

rOCY/IapCTBO

pa3JInYHbIE YUPEKACHUS

rocygapcrBeHHas Jlyma

rpaxxaane Pocculickoit @enepanuu

MCIUKO-COIMAJIbHBIC OpraHru3alnnu

Wndopmanueit, cocrasisiomiei

rocyJapcTBO

TOJIBKO O6pa3OBaTCJ'ILHBIC YUPCKACHUS

TOCYJIapCTBEHHYIO TaliHy, | TOoapKO Tpe3uanyM BepxosHoro Coeta PO
BJIAJICIOT: rpaxjane Poccuiickoit @eneparun
TOJIKO MUHHCTEPCTBO 3APABOOXPAHEHHUS
rocy1apcTBo
BrnagensiieM  wH(pOpMaIuu | KOMMEpPYECKask OpraHu3aIus
IepBOU KaTeropuy | MyHULIMNIAJIBHOE YUPEKIEHUE
ABJISIETCSL. ... J1000# rpa)KTaHUH

rpymna Jul, UMeIuX ob1ee 1e10
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IIPOCTHIC JTHOOU

Brnanensuem  mHpopmanuu | TOCyaapcTBO
BTOPOH KaTeropuu | KOMMepUYecKasi OpraHu3anus
ABJISICTCA. . . MYHHUIMIAIBHOE YUPEKICHUE
HEKOMMEpUEeCKasi OpraHu3alus
JOAU
Bnanensuem  mH(OpMaruu | rocy1apcTBo
TpeTbei KaTeropuu | MyHULIMIIATIbHOE YUPEkKACHUE
SIBJISIETCSL. . . yUpexACHUE
HEKOMMEpUEeCKasi OpraHu3alus
OcHoOBHEIM HOPMATHUBHO- | Crparerus HalMOHAJIbHOU Oe3onacHoCTH PO
PaBOBBIM JIOKYMEHTOM, o .
i — npaa, @3 "O rocyaapcTBeHHOM TaitHe"
cBOOOIBI W  0€30MacCHOCTb | KOHCTUTYIUS
4eJIoBeKa B CHCTEME | vr. 1B HEIH KOMEKC
UH(POPMAIIMOHHBIX

oTHoueHul, B PO sgBnsercs

JTOKTpUHA MH(POPMAITMOHHON Oe3omacHoCTH PD

CoBOKYMHOCTh  O(HUIHATBHBIX
B3JISIIOB  HAa II€NH, 3a/ayH,
TPUHIIMITBI u OCHOBHBIE

HanpasJIeHHs] 00ecrieyeHus! uH-
(dopMaroHHOW 0€30TacHOCTH
P® mpencrasiieHbl

B /[okTpuHe nHpopMannoHHo# 6e3omacHoctu PD

B Kourermu HanmnonanpHoit 0e3omacHoct PO

B Koncturynnuu PO

B buine o Haa3ope 3a JTaHHBIMU

B @3 P® "OO6 undopmaiuu, nHHOPMAMOHHBIX TEXHOJIOTHUSIX H O
3amuTe MHGopmaruu"

Ha wexnyHapogHoM ypoBHE
npefensl  BMeEIaTelIbcTBA B
YaCTHYIO JKHM3Hb CO CTOPOHBI
rocyaapcTBa M APYIHX CyObek-
TOB OIIpPEIEIICHBI

3aKOHOM O TaifHe 4acTHOM MH(popMaIuu

craraptoM ISO 15408

OpPAaHKEBOW KHUTON

OeKJIapaleil mpap yeJoBeKa

OuIIEM 0 HaA30pcC 3a JaHHBIMU

[pectymiennsim B cdepe
KOMITBIOTEPHON HH(MOpMAIK B
YronoBHOM KOJEKCe
IIOCBAILIASICTCA

2jlaBa

pazzgen

CTaTbs

ITYHKT

4acCTb

CTaHOBJIEHHE OTEYECTBEHHOI'O
3aKOHOJATEIbCTBA 110
WH(POPMATH3AINHN TIPOU30IILIO

B KOHIIE 60-X T

B KOoHIIE 70-X TT

B KoHIle 80-X IT

B Hayaie 90-x T

B Hayajie 70-X T

3amuTa KOMIBIOTEPHOM  WH-
(dbopMmaiuu BBeJICHa. ..

ceMelHBIM KojiekcoM PO

Koncturynueit PO

I'paxxnanckum konekcom PO

VYT0J0BHBEIM KOJeKCOM PD

Yro  mpencraeisier  coOoi
JIOKTpUHA  WH()OPMAIMOHHOMN
6e3omacuoctu PO?

HOPMAaTUBHO-TIPABOBOM aKT, YCTaHABIUBAIOIIUN OTBETCTBEHHOCTH
3a mpaBoHapymeHus B chepe nHPOPMAITMOHHONW O€30MaCHOCTH

(denepanbHBIA 3aKOH, PETYIHPYIOMIMA MPABOOTHOIIEHUS B 00Ja-
cTH HHOOPMAITMOHHON 0€30MTaCHOCTH
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1eneBas mporpaMma pa3BUTHS CUCTEMbI WH(OpMAIMOHHON 0e3-
omacHoct P®, mpencraistonas coboil MOCIIe0BAaTEILHOCTD
CTaguil ¥ 3TAIOB

COBOKYITHOCTb O(bI/II_II/IaJIbHBIX B3IV 0B Ha LCJIM, 3aJda4d, IMPUH-
LUITBI ¥ OCHOBHBIC HalpaBJCHUs oOecredeHuss HH)OPMAIIMOHHOM
6e3onacHoctu Poccuiickoii Penepanuu

OxpaHa TNepCcOHAJbHBIX JaH-
HBIX, T'OCYIJApCTBEHHOH, CIy-
KeOHOW M APYIMX BHIOB HH-
¢dopmManuu OrpaHUYEHHOTO JO-
CTyIa 3TO

3anTa THPOpPMauu

KOMIIBOTCpHAA 0€e30I1aCHOCTD

3alIMIIEHHOCTh HH(OpMaUU

3alMIIEHHOCTh MOTpeduTesiel nHhopMauu

0€30IaCHOCTh JTaHHBIX

HokymentupoBatHas — HHOOP- | rocygapcTBEeHHas TallHA
MAmud, — OCTYI K KOTOPOM | yoyiviepueckas TaiiHa
OrpaHn4nBacTCA B COOTBET- »
CTBUHM C 3aKOHOAATCJIBCTBOM 6aHKOBCKaH TanHa
PD KOH(pHUACHITHATbHAs HHMOPMAITUS
1. IpUHIIUI CUCTEMHOCTH
2. IPUHITAN KOMITJICKCHOCTH
3. IPUHIINI HEMPEPHIBHOCTH 3AIIUTHI
4. ruOKOCTh CUCTEMBI 3aITUTHI
5. pa3yMHasi JOCTaTOYHOCTh
1. mpaBWJIBHO BBIOPATH TOT JOCTATOYHBIN yPOBEHB 3AIUTHI, PU
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO T'0 yiiepda Obuin Obl
MIPUEMIIEMBIMH
CooTHecuTe NPUHIMIIBI HH- | 2. HEIIPEPBIBHBIN LIeI€HANPABICHHBIN MTpoLecC, Mpenoararnmi
(GopmaloHHOH 6e30macHOCTH, | MPUHATUE COOTBETCTBYIOIIMX MEP Ha BCEX OJTanax >KU3HEHHOTO
onpeneneHHsle  ['ocTexxomuc- nukiaa AC
cueit

3. mpeamojaraeT COrjacoBaHHE Pa3sHOPOJHBIX CPEACTB MpPH IO-
CTPOCHUHU LIEJIOCTHOW CHCTEMBI 3alllUThl, MEPEKPHIBAIOIIEH BCE
CYILLIECTBEHHBIE KaHAJIbl peAJIN3allui YyIPO3 U HE COJEpIKalllel cia-
OBIX MECT Ha CTBIKaX OTJCJIbHBIX €€ KOMITOHEHTOB

4. 0CBO60)K,Z[8.CT BJIaaciabla AC or HeO6XO,Z[I/IMOCTI/I IIPpUHSATHA
KapJAWHaJbHBIX MCP I10 IIOJTHOM 3aMEHE CpCACTB 3allIUTHI HA HOBEIC

5. mpenmnonaraeT HeoOX0AUMOCTh y4eTa BCEX B3aWMOCBS3aHHBIX,
B3aMMO/JICHCTBYIOINX M U3MEHSIOLINXCS BO BPEMEHU 3JIEMEHTOB,
yCJI0BUH U (PaKTOPOB

Conepxxanue W CTPYKTypa 3a-
KOHOJATeNhCTBAa B 00JIACTH WH-
(dhopMaIMoHHOW 0e30MaCHOCTH
BKJTIOYAET

Koncturynusa Poccuiickoit ®enepanuun - HopMatuBHO-IpaBOBbIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit ®enepanuu - [Togzakon-
Hble akThl [IpaBuTenscTBa Poccuiickoit denepanun - denepanp-
Hble 3aK0HbI - Konekchl

Koncturynusa Poccuiickoit ®enepanuu - HopMatuBHO-IIpaBOBbIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit @epepannn

[Tomzakonnsie akthl [IpaButensctBa Poccuiickoit ®enepanuu -
®depnepanbHble 3aK0HbI - Kogekchbl

HCT BEPHOI'0 OTBETA

3akoHOAATeNLCTBO Poccuiickoi
Oenepann 06 uHpOpMaIHy,
WH(POPMAIMOHHBIX TEXHOJIOTH-
X W 0 3ammre HH(DOpMAaIUu

¢benepanbHOro 3akoHa «O0 nHpopmanyu, UHPOPMAIIMOHHBIX TEX-
HOJIOTHSIX M O 3aluTe MHPOpPMaLuu» U APYrux (eaepaabHbIX 3a-
KOHOB, PETYJIHPYIOIUX OTHOUICHHUS B OOJIACTH HCITOJIb30BaHHS
uHpopMaIU




Bonpoc

Bapuanmbl omeenma

COCTOMT U3

(benepanbHOro 3akoHa «O MePCOHANBHBIX JaHHBIX» U IPYyrux ¢e-
JE€pPAIbHBIX 3aKOHOB, PErYJUPYIOIIMX OTHOILIEHHUS B OOJacCTH HC-
10JIb30BaHUs UH(OpMALIUU

denepanpHOro 3akoHa «O KOMMEPUYECKOH TaitHe» u Apyrux demae-
pabHBIX 3aKOHOB, PETYJIHPYIOUIMX OTHOIICHUS B 00JacTH WC-
M10JIb30BaHKs HHPOPMALIUU

¢benepanpHOro 3akoHa «O TOCYJapCTBEHHOM TalHE» M JIPYTHX
(benepanbHBIX 3aKOHOB, PETYIMPYIOUIMX OTHOLICHHS B 00JacTH
UCIOJIb30BaHUs MH(OpMALIH

[IpemMeToM mpaBOBOTO pery-
JUPOBaHMS B oOmactu HHGOpP-
Maryy, UHPOPMAITHOHHBIX TEX-
HOJIOTUH M 3alluThl WHGpOpMa-
WU SBJSIFOTCS

OTHOIIICHHSI, BO3HUKAIOIINE TOJIBKO IPH OCYIIECTBICHUH TIpaBa Ha
MOWCK, MOJTYYCHHE, TIepeady, MPOU3BOJICTBO U PACIIPOCTPAHCHHE
nHpopmaluu

OTHOIICHHS, BO3HUKAIOMIMEC TOJBKO IIPpU NPHUMCHCHUU I/IH(i)OpMa-
IIHMOHHBIX TEXHOJIOTHI

OTHOIICHHS, BO3HHUKAIONINE TOJBKO INPU OOCCIICUYCHUH 3aIUTHI
nHpopmaluu

OTHOIIIEHHUS, BO3HUKAIOIIUE MPU OCYIIECTBICHUH TIPpaBa Ha TOUCK,
MOJy4yeHue, mepenady, MPOU3BOJCTBO U PACIPOCTPAHEHHE WH-
dbopMaluu; mpu NPUMEHCHUH HWHQPOPMAIMOHHBIX TEXHOJIOTHI;
pH1 00ecTeYeHUH 3alUThI HHPOPMAIHH

B cTpykTypy rocyaapcTBEHHOU
CUCTEMBI 3alUThl WH(OPMAIUH
PO Bxomar

OCh PO

MB/]] PD

DOCTOK

OCHH

HopmaTtuBHO-1IpaBoBOil  akT -
3TO

MPABOBOM aKT, MPUHATHIA MOJHOMOYHBIM Ha TO OPTaHOM U CO-
JiepKallui PaBOBbIE HOPMBI, T. €. MPEANHCAHUS OOIIEro Xapak-
Tepa U MOCTOSIHHOTO JEHCTBUS, pacCUYMTaHHbIE HA MHOTOKPAaTHOE
MIPUMEHEHHE

[IPaBOBOM aKT, NMPUHATBHIA MOJIHOMOYHBIM Ha TO OPTaHOM U CO-
JepKalluii MpaBOBbIE HOPMBI, T. €. MPEANHCAHUs OOIIEro Xapak-
TEPA U MOCTOSHHOIO JEHCTBHS, PaCCUMTAHHBIE HA OJHOKPATHOE
IIPUMEHEHNE

HCT BECPHOI'0 OTBETA

Kax mnasbpIBaeTcsi 3aKOH, pery-
JUPYIOIIUNA JEATENBHOCTh TOC-
YAApPCTBEHHOM TalHbl Ha Tep-
puropuu PO

O KOMMepYeCcKoH TaliHe

O rocyaapcTBeHHOM TaiiHe

O cnyxe0HOI TaliHe

O BpaueOHOH TailHe

CyObeKkT mnepcoHaNbHBIX [aH-
HBIX 00J1aJjaeT npaBamMu

Ha JOCTYIl K CBOUM IICPCOHAJILHBIM NTAHHBIM

BO3Pa)KEHHE MPOTUB NPHUHATHS PEUICHUN HMCKIIFOYUTEIBHO HA OC-
HOBAHHUU AaBTOMAaTU3UPOBAHHON 0OpaOOTKM MEpPCOHATIOM JIaHHBIX,
MOPOXKJIAIOIIUX IOPUANYECKHE TIOCIEICTBUS B OTHOIIEHUU CYOb-
€KTa WM WHBIM 00pa3oM 3aTpardBarolIdX €ro MpaBa U 3aKOHHbBIE
WHTEPECHI

00KaJIOBaHUE JIEMCTBUN WM 0e31eiCTBUI

BCPHBI BCC BAPpMAHTEI

IIpaBoBOe perynupoBaHHe OT-
HOILIEHUH B 00JaCTHU HCIIOJIB30-
BaHUS SJIEKTPOHHOH IUGPOBOI
MOJIITUCH OCYIIECTBISETCS B CO-

I'paxxnanckum konekcom Poccuiickoit denepannun

®enepanbHbM 3akoHOM "OO uHpOpMaIM, UHPOpMATH3ALUU U
3anre nHpopmarun"




Bonpoc

Bapuanmbl omeenma

OTBCTCTBHH C

®enepanbHbiM 3akoHOM "O cBsizn"

BCPHEBI BCC BApHMAHTEI

Uro U3 TEepeyuCICHHOTO He
BXOJIUT B MEPBBIA YPOBEHbH Ipa-
BOBOTO obecrieueHust nHpopma-
ITMOHHOU 0€30TTaCHOCTH

Konctutynus PO (ct. 23, npaBo Ha TallHy NEPENHUCKH)

I'paxxnanckuii kogekc PO (ct. 139, Bo3menieHue yObITKOB OT yTe-
YEK)

®denepanbHbli 3aK0H "O rocy1apcTBeHHOM TaliHe"

ITocranosnenus IIpasurenscrtea PO

M3 CcKONBKUX ypOBHEH COCTOUT
MpaBoOBOE  oOecrieueHue  WH-
(hopMaIMoHHOM O€301MacHOCTH

JIBYX YpOBHEI

TPEX YPOBHEU

YEThIPEX YPOBHEU

IISITH YPOBHEM

IlepeueHs BUAOB HESTEIBHOCTH
B o0xacT 3ammTel WHGpOpPMa-
Oy, Ha KOTOPBIC BbIAAIOTCA
nuueH3ud, omnpeneneH Ilocra-
HoBienueM IlpaBurtensctBa PO
"O JMIEH3UPOBAHUU OTICIb-
HBIX BHIOB AeATEIbHOCTH" OT
24.12.94 Ne1418 x HUM, B JacT-
HOCTH, OTHOCHTCSA pa3paboTka,
NPOM3BOJICTBO, peanu3alus |
CEPBHCHOE 00CTy)KUBaHHE

¢ poBaIbHBIX CPEACTB

3allUIICHHBIX CUCTEM TCJ’IGKOMMyHI/IKaIII/Iﬁ

IIpOrpaMMHBIX CpECACTB

CIICUAJIBHBIX TEXHUYCCKUX CPCACTB 3allIUThI I/IH(i)OpMaLII/II/I

IIOATrOTOBKA M IICPCIIOATOTOBKA KaJAPOB

BCC BCPHBI BApHMAHTLI

3aKOHOATEIbHOW U HOPMATHB-
HOU 0a30i JUIICH3UPOBAHUS U
ceprudukanum B 00JIaCTH 3a-
MUTHl WHQOPMALUH  SBIISIOTCS
3aKOHbl PD

0 rOCYAApPCTBEHHOM TailHe

0 TEXHUYECKOM PETYIMPOBAHUU

O JIMOCH3UPOBAHUU OTACIIbHBIX BUAOB JACATCIIbBHOCTHU

0 3alllUTe NpaB MOTpeduTeNneit

BCC BCPHbI BAPpHUAHTHI

IlepeueHb BUIOB ACATEIHHOCTH
B 00JacTH 3amuThl HWHpOpMAa-
MU, HAa KOTOpPHIE BBIJAIOTCS
nuuen3uy, omnpeneneH Ilocra-
HoBieHueM IlpaBurenscta PO
"O NHIEeH3UPOBAaHWUU OTHEb-
HBIX BHOOB JEATEIBHOCTH K
HHM, B YaCTHOCTH, OTHOCHTCS
pa3paboTKa, IPOU3BOJICTBO, pe-
anu3anys U CepBHUCHOE OO0CIy-
JKMBAHNE

1 (POBATBHBIX CPEJCTB

3allUIICHHBIX CUCTEM TCJ'IGKOMMYHI/IKaIII/II\/JI

MIPOTPAaMMHBIX CPEJCTB

CIICHUAJIbHBIX TEXHUYCCKUX CPCJACTB 3allIUThI HH(bOpMaHHH

BCPHBI BCC BApHUAHTEI

Kakne xareropum mnepcoHaib-
HBIX JaHHBIX BeIgeisieTr O3 “O
MEPCOHABHBIX TaHHBIX 7

JIMYHBIC

00IIIeTIOCTYITHBIC

(bu3HnoNIornuecKue

CIICTIHMAJIbHBIC

6I/IOMCTpI/I‘-ICCKI/IC

B kakux ciydasx omepatop He
00513aH YBEJIOMIIATH PEryJsaTopa
00 00paboTke NEePCOHATBHBIX
JTAHHBIX ?

ecu aHHbple BKIIIOUaroT B cebst DUO, renedon u pazmep oxnama

CCJIM OoIcpaTopa CBA3LIBACT C CY6’I>CKTOM TPYAOBBIC OTHOIICHUS

€CJIM JaHHBIE BKIIOYAIOT B ce0s Toipko OUO

CCJIM JAaHHBIC KACAIOTCA 310POBbA CYG’BCKTa

€CJIM JIaHHBIE KaCalOTCsl CEMEHHOM KM3HU CyOBeKTa




Bonpoc

Bapuanmbl omeenma

€CJIM JTaHHBIC HEOOXOIUMBI JIJIsI OJHOKPATHOTO MPOITyCKa Ha Tep-
PUTOPHIO OTIepaTopa

Bribepute ciydan 00paboTKu
MEPCOHANBHBIX JaHHBIX, KOTJa
omepaTop He 00s3aH TOIy4aTh
MUCPMEHHOE COTJIacCHe CyOBeK-
Ta Ha 00paboTKY:

OpOHMPOBAHUE TOCTUHUIIBI TYPUCTHUECKON (hupMOi

rnepcjada JaHHbIX TPCTbUM JIMIAM

€CITH MEXY OIepaTopoM M CYOBEKTOM €CTh JOTOBOP, MpEeaycMaTr-
puBaromuii oopadotky I1]]

JIOCTAaBKa IMOYTOBBIX COOOIEHUI

OpraHu3aiys cocTaBisieT 0a3y JaHHBIX CBOUX KIMEHTOB, C yKa3a-
nuem OUO, TeneoHOB, aJPECOB U 3aHUMAEMBIX JIOJDKHOCTEH

Kakoil nOKyMEHT CcOmEpXHUT B
cebe CTpaTerHiyecKue HaIhuo-
HAJBHBIC TPUOPUTETHI, IEIU U
Mepbl B 00J1aCTH BHYTPEHHEH U
BHEIIHEH moauTuKn Pocchm,
OTIPEICIISIONTUEC COCTOSIHHC
HAI[MOHAIBHON 0€30MacHOCTH U
YpOBEHb YCTOWYMBOTO Pa3BUTHS
rocyJapcTBa Ha JIOJTOCPOYHYIO
MEPCIEKTUBRY?

®denepanpHbiii 3akoH “O0 mHPOpManuu, THHOPMAITMOHHBIX TEX-
HOJIOTHSIX ¥ O 3aniuTe nadopmanuu’

®denepanbHbli 3aK0H “O rocy1apCTBEHHOM TaitHe”

Hoktpuna uHpopmanmonHoii 6e3onacHoctu Poccuiickoit dene-
pauuu

Crparerus HanroHanbHOM O6e3omacHocT Poccuiickoit @enepanuun

Kakoli nokymeHT oToOpaxkaeT
oduIMaTbHbIE B3MIIAAB HA Iie-
JM, 3aAa4d, NPUHLOUANBL U OC-
HOBHBIE HampaBJieHHs olecre-
4yeHus: MH(POPMAIMOHHOW 0e3-
omacHocTH PO?

®denepanpHbiii 3akoH “O0 mHPOpManuu, HHHOPMAITMOHHBIX TEX-
HOJIOTHSIX ¥ O 3aniuTe nadopmanuu’

®denepanpHblil 3ak0H “O rocy1apcTBEHHOM TaitHe”

JlokTpuHa wHpOpMaMOHHONW Oe3omacHOCTH Poccuiickoit dene-
pauuu

Crparerusi HalMOHaAIBHOU Oe3omacHoCTH Poccuiickoit denepanun

Bonpocel k kommiekcHomy 3aganuio TK3

1. Yto Takoe «mpaBoBoe obecrieueHue UH(POPMAIIMOHHOM 0€30acCHOCTU» U B
4eM 3aKJIF0YAETCsl €ro npeaMer?

2. Packpoiite coaepkaHue MpaBOBOTO oOecteueHus: 6e30MacHOCTHA CBECHHH.

3. PackpoiiTe comeprkanne u CTPYKTypy 3aKOHOAATENIhCTBA B 00jacT obecte-
YyeHUs1 MH()OPMAIMOHHON O€30MTaCHOCTH.

4. OCHOBHBIE HOPMATHBHBIE PYKOBOJAIINE TOKYMEHTBI, Kacarolliuecs rocyap-
CTBEHHOM TailHBI, HOPMATHUBHO-CIIPABOYHBIC JOKYMEHTHI.

5. YpoBHH NpaBoBOro odoecrneyeHusi THPOPMaLMOHHON 0€30MaCHOCTH.

6. Mecto nHpopMaMOHHOI 0€30MMacCHOCTH HYKOHOMUYECKUX CUCTEM B HAIHO-
HaJIbHOM O€30ITaCHOCTH CTPAHBI.

7. OCHOBHBIE PUHIIUIIBI 00ecTIeueHUsT O€30MACHOCTH.

8. Konnerust nHdopMaimoHHON 6€30MacHOCTH.

9. loxTpuna uadopMannoHHo# 6e3omacHoctu Poccun.

10. YeThipe OCHOBHBIE COCTABJISIONINE HAIIMOHAIBHBIX HHTEpecoB Poccuiickoii
denepanuu B nHGOpMAIMOHHOM chepe.

11. OcHoBHBIE 3a/1aun obOecnieueHus: nHGopMaImoHHON Oe3omacHocTH. [IpaBo-
BbI€ METO/IbI 00ecreueHus] HHOOPMAIIMOHHON 0€301MacHOCTH

JlJ1st MPpOMesKYyTOYHOM ATTECTAIUM

1. UadopmarmonHas 6€30MacHOCTh YEJIOBEKa M OOIIeCTBa. YPOBHH 3aIlUTHI



UH()OPMAITMOHHBIX PECYPCOB.

2. Komnsrotrepusie npectyruienusi. OCHOBHbIE TEXHOJOTHUHU, UCTIOJIb3YIOIIHECs
IIPU COBEPUICHUU KOMITBIOTEPHBIX MPECTYTICHUN.

3. OOBeKTHI 3alUThl HHPOpMaLUU. 3amuTa HHGOPMAIIMK OIPaHUYEHHOTO J10-
CTyIa: TOCyJJapCTBEHHAs TallHa, KOMMepYecKas TaiHa.

4. OCHOBHBIE KaHAJIbI YTEYKU UHPOPMAIIUH.

5. Meroabl u cpenactBa 3amutbl uHGopmanuu. ConaepkaHUE CHOCOOOB H
CpeacTB obecrneueHus: 6e30macHoCTd HH(HOPMAIUH.

6. Kpuntorpadus. CuMmMeTpudHbIE KPUTITOCUCTEMBI.

7. Kpunirorpadusi. ACHMMETPpUYHBIE KPUTITOCUCTEMEI.

8. O030p u KiaccupuKalys METO10B MUPPOBAHUST HHPOPMAITHH.

9. DnexTpoHHO-IU(PPOBAsT MOAIHUCH.

10. UYto oTHOCHTCS K CpEICTBAM WHKCHEPHO-TEXHUYECKOW 3aIlUTHI
uH(OpPMAIUU U 1711 YeTO OHU MpeAHa3HAYECHBI?

11. B 4yem 3akitoyaroTcs JOCTOMHCTBA M HEJOCTATKU MPOTPAMMHBIX CPEJICTB
3aIUTh HHpOpMAIUK?

12. TlaponbHas 3amura.

13. IlonsiTre yrpo3sl. AHamU3 yrpo3 uHGOPMAIMOHHON Oe3omacHocTH. Buab
CHAPYIIUTEIICH.

14. TlonuTtuka 6e3onacHoCTH. OCHOBHbBIE TUIIBI MMOJTUTHKU O€30IaCHOCTH.

15. CrangapTsl uHGOPMAITMOHHON OE30MMaCHOCTH.

16. IlpaBoBoe oOecrnieueHre 3auThl nHpopManru. HopMaTuBHbIE TOKYMEHTHI.

17. Pazpymaromue nporpaMMHbIE BO3JICUCTBUS: BUPYCHI U 3aKIaJKU. AHTHUBH-
PYCHBIE CPENICTBA.

18. Ilcuxonornyeckue acnekThl UHPOPMAITMOHHOM O€30MTACHOCTH OpraHU3allUY.

19. HaCTpOﬁKa MMOJINTUKHU 0€30I1aCHOCTH OHepaHHOHHOﬁ CHUCTCMBI.

20. AHanu3 3alUIEeHHOCTH W30JIMPOBAHHOM MPOTPaMMHOM CpPEIbl.

21. UccnenoBanue cucteM UICHTU(DUKAIUU.

22. CTpyKTypa 3aKkoHO1aTeIbHOM 0a3bl mHGOpMaImoHHOH Oe3omacHocT PO.

23. Ctpaterus HaMOHAIBHOM Oe3omacHocTH. HazHaueHne, OCHOBHBIE TEPMUHBI.

24. Jloxtpuna Ub. Ee Ha3Hauenwue.

25. CTpyKkTypa ¥ BHUABl HOPMATHUBHBIX aKTOB, PETYIUPYIOIMHUX OOCCICUCHHE
nHopmarmonHoit 6e3onacHoctu B Poccuiickoii denepanuu

26. Ilonsarue o 3amure nndopmannu B PO (149-D3). 'ocygapcTBeHHOE pery-
aupoBanue. O6s3aHHOCTH 00J1aareneld HHPpoOpMaIu U OrepaTopoB HHGOPMAITHOH-
HBIX CUCTEM. Perynstopsl.

27. CucreMa HOPMATUBHBIX MPABOBBIX aKTOB, PETIAMEHTHPYIOIIUX oOecrede-
HUE COXPAHHOCTHU CBEJCHHM, COCTABIISIONIMX TOCYIapCTBEHHYIO TailHy B Pocculickoii
denepanuu
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