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1. leab, 3a7aum ¥ IVIAHUPYeMble pe3yJabTaThl 00y4eHHs 0 TUCHUILINHE

Lempro ocBoennss aucuuiuimabl 51.0.11.03. "OcHoBbI HH(MOPMAIIMOHHON
OesomacHocTH" SABIsETCA (OPMUPOBAHMS Yy CTYJEHTOB 3HAHUM U HABBIKOB IIO
BOIIpOCcaM HMH(POPMALIMOHHON O€30MacHOCTH, a TaKXK€ HAaBBIKOB IMPAKTHYECKOTO
obecrieueHrs 3alUThl UHGOPMALIMK U OE30MAaCHOTO MCIOJIb30BaHUSI MPOrPAMMHBIX
CPEICTB B BBIUMCIUTEIBHBIX CUCTEMAX OPraHU3alUi U YUPEKICHUM.

3amayamMy AMCLUIIIMHBI SBISIFOTCS: MOJIydeHHE 0a30BbIX TEOPETUYECKUX TPE.I-
CTaBJICHUI O COBPEMEHHBIX OPraHU3allMOHHBIX U TEXHUYECKUX METOJAX 3allUThl
uH(popMaIuK, a TAKXKEe TEXHUYECKUX CPEJCTBAX 3alIUThl KOMIIbIOTEPHONW MH(pOpMa-
MU UH(OOPMAITMOHHBIX CUCTEM OPraHU3alUN U YUPEKICHHM.

Kommnerenmu n mHANKATOPHI, PopMUpyeMbIe y 00ydatOIInuXCs:

KO,Z[ U HAUMCHOBAHUEC KOMIICTCHIIMHN KO,Z[ U HAMMCHOBAHUC MHAUKATOPA

OIIK-1. Crioco6en monumars npuHIUb! pa- | OIIK-1.2. Bnageer HaBbikaMu NMpUMEHEHHUS HHUQPPO-
00TBI COBPEMEHHBIX MH(OPMALIMOHHBIX TEX- | BBIX TEXHOJOTHHM Uil pelieHus 3aaad mpogeccuo-
HOJIOTUH U UCIIOJIb30BATh UX VIS PEIICHUsS | HAIbHON JEATENIbHOCTH C yYETOM OCHOBHBIX Tpebo-
3a1a4 Mpo(eCCUOHATIBHOU AEATEIIHHOCTH BaHMI HH(POPMAIIMOHHOHN 0€30MacCHOCTH

2. MecTo qucuuiiinibl B cTpykrype OII

[IpenmecTByromue TUCHUIIMHBL (MOyNH ), ipakTrku, HUP, op.:
b1.0.11.01. UudopmaninoHHbIe TEXHOJIOTUH

b1.0.11.02. Anroput™Mu3anus 1 mporpaMMUpPOBaHUE

[Tocnenyroume AMCUUILIMHGI (MOaYIH), ipaktuku, HUP, np.:
b1.0.11.04. [IporpammHoe obecniedeHre U MporpaMMUpOBaHue B mpodeccuo-
HaJIbHOU JI€ATETbHOCTH

3. CTpyKTypa ¥ coaep:KkaHue TUCHUILIUHBI
3.1. CTpyKTypa IMCHUIITHHBI
Jlnst ouHoM (hOopMBI OOyUEHUS

Bi yueGrHoii paGors Becro | Beero | Lo
OBLIAS TPYAOEMKOCTDB JUCLUTIJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexu 0,44 16 16
[IpakTHueckue (ceMUHApCKUE) 3aHATHS 0 0 0
JlaGopaTopHbIie pabOThI 0,44 16 16
CAMOCTOATEJIBHAA PABOTA OBYUAIOIIEI'OCA 1,12 40 40
[IpopaboTka yueOHOrO MaTepuana 1,12 40 40
Kypcosoii npoekr 0 0 0
Kypcosas pabota 0 0 0
[ToaroroBka K MpOMEXYTOUYHOM aTTECTAIIUN 0 0 0
[IpomexxyTouHas arrecTanusi: 3




3.2. Conep:kanue NUCHUILVIMHBI, CTPYKTYPHPOBAaHHOe IO pas3gejaMm M
BH/aM 3aHATHH
Pacnpenenenuie tpy- | @opmbiu | MHIEKCH HHAUKATO-
JOEMKOCTHU BUJI poB hopMupyeMbIX
§ II0 BUZIaM y4eOHOH | KOHTpOms KOMITETEHITHH
Paznensr S paboTsI
JIACIUTIIAHBI % = g z S
aa 5 =] 9 =
21 8| & &
Pa3nen 1. OCHOBHBIEC MOHATHUS U
aHanu3 yrpo3 uHpopmauuonHoit | 10 6 8 0 | 12 TK1 OIIK-1.2.3VB
0€301acHOCTH
Paznen 2. IlonsTue HanmoHab-
HOM Oe30ImacHOCTH, BHABI 0€30- 6 2 0 0 4 TK? OIK-1.2.3
nacHocTd.  MHpopManroHHas
6e3omacHOCTh PO.
Paznen 3. MexnayHnaponHas, Ha-
[MOHAJIbHAS M BEJOMCTBEHHAs
HOpMaTHBHas IpaBoBas 0aza B 6 2 0 0 4 TK3 OIIK-1.2.3
o0macti nHGOPMAIIMOHHON 0€30-
MACHOCTH
Pasnen 4. NuxxenepHo-
TEXHUYECKas 3amura | 24 4 8 0 | 12 TK4 OIIK-1.2. 3YB
uH(pOpMaIUU
Paznen 5. OpranuzaimonHo-
npaBoBoe obecrieyeHue 3ammTel | 10 2 0 0 8 TKS OIIK-1.2.3
uH(pOpMaIUU
3ayer 0 0 0 0 0 oM 1 OIIK-1.2. 3YB
Hroro 3a 4 cemectp 72 16 | 16 | 0 | 40




3.3. Conep:xxaHue TUCHUIIMHBI

Paznen 1. OcHOBHBIC IOHATHUS U aHATTU3 YTPO3 HHPOPMAITMOHHOMN 0€301MacHOCTH.

Tewma 1.1. OcHOBHBIEC TOHATHS UHPOPMALIMOHHOMN 0€30MaCHOCTH U 3alllUThI UH-
dbopmarum.

OcHoBHbIE TepMUHBI U onipeneneHus. Obecneuenre nHGOpMalMOHHON Oe3omac-
HOCTH KOMIIBIOTEPHBIX cucTeM. Bujbl yrpo3. Tpu Hanboliee BoIpakeHHbIE YyIpO3bl: 1)
MOJIBEP>KEHHOCTh (PU3NYECKOMY MCKAKEHHUIO I YHUUYTOKEHHIO; 2) BO3MOKHOCTD He-
CaHKIIMOHUPOBAHHOM (CITy4alHOM MM 3IOYMBIIICHHOW ) MOAU(UKAINAN; 3) OTTACHOCTD
HECaHKIIMOHUPOBAHHOTO (CIy4yalfHOTO U MPEAHAMEPEHHOT0) MOTy4YeHHs nH(DOpMaLuu
JMLAMHU, JJI1 KOTOPBIX OHA HE NpeAHa3HauYeHa. XapakTep NPOUCXO0KICHHS YTPO3: YMBIILI-
JIeHHBIE (paKTOPBI, ecTecTBeHHbIE (PakTophl. McTounuku yrpo3. [Ipenochuiku nosiBieHus
yrpo3: 00bEKTUBHBIE, CyOBEKTUBHBIC

Tema 1.2. Ilonutrka nHGOpMAIIMOHHON 0€30MTaCHOCTH

OcHOBHbIE TOHATHS TOTUTUKHU Oe30macHOCTU. CTPYKTypa MOJUTHKU 0€301acHO-
ctu. Pa3paboTka MONMUTUKY OpraHu3alii 0€30MacHOCTH OpraHU3aIHu.

Tema 1.3. CrargapTel HHGOPMAITMOHHOKW 6€30TIaCHOCTH

Ponp cranmaproB nndopmanmonHoit 6e3onacHoctu. Kpurepun Oe3omnacHoctu
KOMITbIOTEPHBIX cucTeM MunucTepcTBa 000poHbl CIIIA — «OpansxeBas kaura». EBpo-
NelcKre KpUTEepuH 0e30MacHOCTH MH(POPMAIIMOHHBIX TeXHOoJoruil. denepanbHble KpUTe-
pun O6e3onacHocTy. Kanaackue kpurepun 6€300acHOCTH KOMIbIOTEpHBIX cucteM. ['OCT
P NCO/M3K 15408-2002, kak ayTEeHTHUYHBIN BapHaHT OOIIUX KpUTEpUEB OE30MTACHOCTH
UT. OynkunuonansHbie TpeOoBaHus 6e3onacHocTU. TpedoBaHus 10BepUst K O€301MacHO-
ctu. Cranaaptel ISO/IEC 17799: 2002 (BS 7799:2000). CtanaapTsl IO MEHEHKMEHTY
uHopmanmonHoit 6e3omacHoctr ISO/TEC 27001-27040. Hemernkue cranmaptel BSI.
Cranpaptel SysTrust, SCORE, GIAC. CrannapTsl 11 6ecripoBOIHBIX ceTelt. OTeuecTt-
BEHHBIEC CTaHAApTHl MH(QOPMAIIMOHHOM Oe3onacHocTu. CtannapTsl odecriedenne nHpop-
MalMOHHOM 0€3011acCHOCTH OpraHu3anuii 0aHKoBcKoi cucteMbl. Poccuiickoit denepa-
un. 'OCT P 57580.1-2017 u 'OCT P 57580.2 — 2018. CtanmapThl HHPOPMAITMOHHOM
6e3onacHoctu B Untepuere (IETF, RFC)

Paznen 2. [lonsaTre HarmoHaIbHOW O€30MMaCHOCTH, BUIBI Oe3omacHocTH. MH)Op-
MarroHHasg 0e3ormacHocTs PO

Oprasbl, obecnieunBarolye HaoHaIbHYI0 0e3onacHocTh PO, nenu, 3agaun. Ha-
1uoHanbHbIe HHTEpeckl PO B nH(opmanmonnoii cgepe. [lproputeTHbie HanpaBieHus B
obnactu 3ammThl uHPopmaiun B PO. Tenaennnu pa3Butus HHPOPMAITUOHHON MOIUTH-
KM TOCYIapCTB U BEAOMCTB. | '0Cy1apCcTBEHHAsI TalHa.

Pa3znen 3. MexyHapo1Has1, HALMOHAJIbHAS M BEIOMCTBEHHAs! HOpMaTUBHAs IIpa-
BOBast 0asa B 00sacTi MH()OPMAITMOHHOM O€30MTaCHOCTH

OOume nonoxenus. KonmenryaabHble JOKYMEHTHI B 00J1aCTH HHPOPMALIMOHHOM
0e3onacHocTH. Baxkneime denepanpHbie HOPMATUBHBIE IPABOBBIE aKThl. 3aKOHBI, Ka-
CArOIIMECs OXPaHbl MHTEIUICKTYAIbHOM coOCcTBeHHOCTH. [lomoskenus ['paxkqanckoro xo-
nekca PO no 3amure nudopmanuu. MexaynapoaHoe cotpyaanyectBo. Kogeke o6 aj-
MUHUCTPATUBHBIX MMPABOHAPYIIECHUSIX. YTOJOBHBIN KOJEKC U 3amura nHpopmarmu. Oc-
HOBHBIE T0/I3aKOHHBIE aKThl B 0071acT MH(POPMALIMOHHOM Oe30macHocTH. Ykasbl [Ipe3u-
nenta PO, nocranosnenus [IpaBurenpctBa PO, BeqoMcTBEHHAs HOpMaTHBHAS 0a3a.



Pa3znen 4. ImxenepHo-TeXHUUYECKast 3a1uTa HHHOpMALUH

[Tonsrue kpuntorpaduu. Kpurepuii HagexHoctu mmdppoBanus. OCHOBHbIE KPHII-
TorpaduuecKue mpruemsl: 6J04HOe MHdpoBaHKe, cXeMa MOTOYHOro mHdpoBanus. Cum-
METPUYHbIE KPUIITOCUCTEMBI IIU(PPOBAHUS. ACCUMETPUUHBIE KPUIITOCUCTEMBI I (PO-
BaHMA. OyHKIMK X31HpoBanHusi. OCHOBHBIE TPOLIEAYpbI U(POBOI MOANUCH. Y IIpaBie-
HUE KpUNToKItoyaMu. Mnentudukaiys, ayreHTuukaiys u ynpapieHue J0CTYIIOM: Me-
TOJIbI ayTeHTU(UKAIIMH, UCTIONB3YIOIINE MApOIU, CTporas ayTeHThu(uKams, OuoMeTpu-
yeckas ayteHtudukanus. Bpenonocusie 3akianku (B3): onpenenenue, pa3HOBUIHOCTH.
Paspymatonue neiictBus 3aknanok OCOOEHHOCTH B3aMMOJICHCTBUS ¢ MPOTPaMMHO-
anmapaTHbIMU CPEJICTBAMU 3aIIUTHL. MeToInKa MpUMEHEHHs CPEACTB OOPHOBI ¢ BpeIo-
HOCHBIMHM 3aKJIaJIKAMHU Ha 3Tane dKCIuTyatauuu cucteM. CUCTEMBI pa3rpaHUYeHUs 10CTY-
na u 3amuThl ot B3. [IpeaynpexaeHne 1 MUHUMH3ALIMS MOCICICTBUIN BO3iecTBUs B3.
Kpatkas xapakrepucTrka Mep 3allUThl: FOPUINYECKNE, aIMUHUCTPATUBHBIE U OpraHU3a-
[IMOHHBIE, arnnapaTHo-nporpammusie. Komnbrotepusie Bupychl. Kinaccudukanus. 2Kusz-
HEHHBIN HKKI. OCHOBHBIE KAHAJIBI PACIPOCTPAHEHUS BUPYCOB U APYTHMX BPEAOHOCHBIX
nporpamM. CpenctBa 60pbObI ¢ BUpyCaMH: KpaTKasi XapaKTepUCTHKA MOMYJISIPHBIX aHTH-
BUPYCHBIX IporpamM. CpeJcTBa 3alIUThI OT KonupoBaHus. [ [puMepsl cpeacTs u TeXHO-
Joruid. Borpocskl mpaBoBOM 3aIUTHI

Paznen 5. OpraHuzanrioHHO-IIPaBOBOE OOECHEYEHUE 3alIUThl HHPOPMAIUH

CyIIHOCTh U POJIb OPraHU3AIMOHHO-TIPABOBBIX ACMIEKTOB MHPOPMAITMOHHON 0€30-
nacHOCTH. YelloBeK Kak IJIaBHOE 3BEHO B CHCTEME 3alllUThl HHPOPMAIIMK U KaK 3J10-
yMmbllIeHHUK. HopMmatuBHas mpaBoBasi 6a3a MHPOPMaMOHHOM 0€30MMacHOCTH. 3aKOH
P® “O6 nndopmarmn, nHHOPMAIIMOHHBIX TEXHOJOTHX U O 3amuTe nHpopmarmm”. Bu-
JIbl ¥ KaTETOPUH MH(POPMAIIUN OTPAHUIEHHOTO JTOCTYIIA: TOCYJapCTBEHHAS U APYTHe BU-
1bl TaliH. 3akoH PO “O rocyaapctBeHHOi TaitHe”, “O kommepueckoi Taiine”, “O nepco-
HaJIBHBIX JaHHBIX , “O HAIMOHATBHOM TIaTeXXHOM cucTteMe”, ““O 06e30MacHOCTH KPUTH-
yeckoi nHbopManimoHHon uHPpacTpykTypbl Poccuiickoit deneparun’. ['ocymapcTBeH-
Hasl cCUCTeMa JIUIEH3UPOBAHUSA U CepTUDUKAIIUU IEITETbHOCTH B 00JIACTH 3aIUThI HH-
dopmanmu. Ykas [Ipesuaerra PO “O mepax mo coOMOACHUIO 3aKOHHOCTH B 00J1aCTH
pa3paboTKu, MPOU3BOICTBA, PEATU3allMU U dKCIUTyaTally MG pOBaIbHBIX CPEICTB, a
TaK)Ke MPEIOCTaBIICHUS yCIyT B 00acTu mudpoBanus nadopmarmu’”. 3akon PO “O6
ANEKTPOHHOU 1TU(POBON MOAMUCH . YTOJIOBHO- IIPABOBOE PETYIUPOBAHUE 3AIUTHI MH-
dbopmaruu.

3.4. TemaTuyecKnH IVIaH MPAKTHYECKUX 3aHATHH

JlanHblil BUJT pabOThI HE MPEyCMOTPEH YU4E€OHBIM IJIAHOM.

3.5. TemaTuyeckuni nJiaH JJ1aOOPATOPHBIX PadoT

[Iponomxu-
No Homep poil
HaunmeHnoBanwue 1a60paTopHbIX padoT TEJIBHOCTD,
/1 paznena
Jac.
1 Hactpoiika monutuku 0€30macHOCTH ONepaliMOHHON CHCTEMBI 1 4
2 Opranuzanus 3alIuThl  JOKYMEHTOB CpPEACTBAMHU  IIaKeTa
. 1 4
Microsoft Office
3 Hacrpoiika mapameTpoB 0€30MMacHOCTH HHTEPHET-0pay3epa 4 4




ITponomxu-
No Homep PoaL
HaumeHnoBanwue 1ab0paTopHbIX padoT TEJIBHOCTD,
1/ paszgena
Jac.
4 [IudpoBanne nHGOPMAIMK METOAOM MOTHAI(PABUTHON 3a- 4 4
MeHBI. [locTpoeHue 1 ucnonb3oBanue MaTpuipl BrknHaepa

3.6. Kypcosoii npoekT /kKypcoBasi padora

JlanHbli BUT paOOTHI HE IPEYCMOTPEH YU4E€OHBIM IJIAHOM.

4. OueHuBaHue pe3yJibTATOB 00yYCHHS

OnenuBanne pe3yabTaTOB OOYYEHHS M0 AWCIHUIUIMHE OCYIIECTBISIETCS B
paMKax TEKYIIero KOHTPOJS W TPOMEKYTOYHOW aTTeCTallid, MPOBOJUMBIX IIO
oaubHO-perTuHroBoit cucreme (bPC).

[Ikana oneHKy pe3yabTaToB O0yUEHUS O TUCIUILTHHE:

YpoBeHb chOpMUPOBAaHHOCTH
WHIMKATOpa KOMITCTCHIINT

Kon
KOMIIE-
TEHLUU

Kon
MHIUKATOP
a
KOMITETEHIT
nn

3aruiaHu-

pOBaHHbBIE
pe3yabTATHI
00y4eHHUS 110
JUCLIMIIJIMHE

Bricokuni

Cpennuii

Hwuxe
CpEIIHEro

Huskuit

ot 85 1o 100

ot 70 no 84

oT 55 o 69

ot 0 no 54

[Ixana oneHUBaHUA

OTJIMYHO

XOpOLIO

YIIOBJIET-
BOPHUTEIHHO

HEYI0B-
JIETBOPH-
TEJILHO

3a4TCHO

HEC 3a4TCHO

OIIK-1

OIIK-1.2

3HATh:

3HATb ITPABOBLIC
aKThI B 00J1aCTH
3allIUThI
nH(popManuu,
OCHOBHBIE ITOHSATHS
YTPO3bI
MH)OPMAITMOHHOM
0€301acHOCTH,
OCHOBHBIC
MEPOIPHUATHS 110
00eCreYCHHIO
MH)OPMAITMOHHOM
0C30ITaCHOCTH B
npodeccCHOHATEHON
JCATEIILHOCTH

3HAET B
COBEPILIECHCT
BC

3HacT
OCHOBHBIC
TIPUHINIIBL

3HacT
OTACIIBHBIC
TMPUHIUIIBI

AMEET
TIPENICTaBIIC
HHE

nH(}OpPMAITMOHHO-
KOMMYHUKAIITUOHHBIC
TEXHOJIOTHH,
MMPUMCHSCMBIC
pereHHs
CTaH/apTHBIX 3aj1ad
npodeccCHOHATEHON
JEATETLHOCTH C
YY4ETOM  OCHOBHBIX
TpeOoBaHUI
MH)OPMAITMOHHOM
0€30MacHOCTH

IS

3HAET B
COBEpIICHCT
BE

3HACT
OCHOBHBIC

TIPUHITATIBT

3HAET
OTIEIbHBIE
TIPUHITHTIBT

uMeeT
TIpeJICTaBIIe
HIIE




YpoBeHb chOpMUPOBAHHOCTH
WHMKATOPa KOMITETCHIIUN
. o Hmxe o
Kon 3amnnanu- Bricokuii Cpennmii cpenHero Huzkwmi
Kon  mumukarop pOBaHHbIE
KOMITe- a PE3YITBTATEI ot 85 10 100 |ot 70 1o 84 |oT 55 1o 69 |ot 0 no 54
TEHIIUA KOMIIETEHI] o0y4eHus 1Mo Llkana oneHuBaHus
umn JUCIUTINHE YIOBIET- HCYZ0B-
OTJIMYHO XOopouio JICTBOpHU-
BOPUTCIILHO
TCIIBHO
3a4TCHO HEC 3a4TCHO
YMETh:
HCIOJIL30BATh
METOJBI U CPEJICTBA
obecreueHus
UHGOPMAITMOHHON
0e30macHOCTH c He - Moxker
yMeeT C | mmyckaer oe3
LIENBIO0 yMeeT B
HEKPUTUYH OTACIIBHBIC MMOCTOPOHH
MPeIOTBPALECHUS COBEPILICHCT .
BIMH rpyObIe et moMoIu
HECAHKIIMOHUPOBAHH | BE
OIHI/I6K3.MI/I OH.II/I6KI/I HCII0JIb30Ba
oro sloctyna, -
3JI0YMBIIIJIEHHOU
uHpopMaMu WK
YTpaThl 3aILHUIIAEMON
uHpOpMaIK
OLICHUBATh
OITACHOCTb,
CBSI3aHHYIO c
yrpo3amu HE MOXKET
HECAHKUMOHUPOBAHH | 5 | yMeer C | OmyckaeT 0e3
oro I[OCTyrIa K y HEKPUTUYH OTACIIBHBIC IMOCTOPOHH
COBEPILIECHCT .
uH(pOpMAIIHH, se BIMH rpyObIe eil momomu
HaMEpEeHHOU OLIMOKaMM | OLIMOKH HCIIONB30Ba
MO TU(UKAITUT Tb
JaHHBIX W YTPaThl
CITykeOHOM
uHpopmarmm
BJIAJCTh:
COBPEMEHHBIMH BIIaZceT
HE BJIaJIeCT
OGH.[I’IMI/I CHOCO6aMI/I BJIaCCT B | BJIaJ€€T OTACJIbHBIM 663
06eCHe‘IeHI/I}I COBCPLICHCT | OTACJIbHBIM 1 HAaBBIKAMU
. OCTOPOHH
MH()OPMAITMOHHOM BE Y HaBBIKAMHU | C N
€U IIOMOIIIN
Oe3omacHOCTH He0YeTaMU
OHCHO‘IHBIC MaTcpualibl JJIsL IMPOBCACHUSA TEKYLICTO KOHTPOJIA J51
MPOMEXKYTOUHOM arTecTaluu npuBefeHbl B [lpwioxkennn k pabouedd mporpamme
JTACIIUTLIINHEL.

[TonHBI KOMIUIEKT 3aJaHUN M MaTepUaiOB, HEOOXOIUMBIX JIJISi OIICHUBAHUS
pe3yJbTaToB OOYy4EHUS 110 JUCIUIIIMHE, XpaHUTCA Ha Kadeape pa3padoTyuka.



5. YueOHO-MeTOMMYecKkoe U MHPOPMALIMOHHOE o0ecrieYeHrue TUCHUITAHDI
5.1. YueOHO-MeTOAMUECKOE O0ecreueHne

5.1.1. OcHoBHas nuTEeparypa

1. MenaseneB, B. A., HnadopmanuonHas Oe3onacHocTh. BBeneHue B
criennanbHOCTh + ellpunoxenue: Tectsl : yueOHuk / B. A. Menasenes. — MockBa
: KuoPyc, 2023. — 143 c. — ISBN 978—5-406—11334—9. — URL:
https://book.ru/boolf948870. — TekcT : AeKTPOHHBIN.

2. Menbnaukos, B. I1., Uudopmanmonnas 6e3onacHocth : yueOHuk / B. I1.
MensuukoB, A. 1. Kynpusinos, T. FO. BacunseBa. — Mocksa KunoPyc, 2023. —
371 ¢. — ISBN 978-5-406-11960-0. — URL: https://book.ru/book/950148. —
TeKcT : 3JIEKTPOHHBIN

3. 3amura undopmanuu : yuednoe nocodue / A. Il. Kyk, E. I1. XKyk, O. M.
Jlememkun, A. . Tumomkna. — Mocksa : PUOP : UH®PA-M, 2021. — 400 c.
— URL: hnp://new.ibool<s.ru/bookshelf/361250. - TekcT : 31€KTPOHHBIA.

5.1.2. JlonosiHUTEJIbHAS JTUTEPATYpPa

1. Kpsos, I'. O., ba3zoBeie moHsTHs HHPOPMALMOHHOW O€30MaCHOCTH :
yauebHoe nmocobue / I'. O. Kpsutos, C. JI. Jlapuonosa, B. JI. Hukutuna. — MockBa
. Pycaiinc, 2023. — 257 c¢. — ISBN 978-5-466-01996-4. — URL:
https://boolc.ru/book/946979. — TeKcT 3MeKTPOHHBIHA.

2. ba6am, A. B., Kpunrorpadpuueckre MeToAbl 3alIUTHl UHGOpPMAIUU :
yuebHuk / A. B. babam, E. K. bapanoa. — Mocksa : KnoPyc, 2022. — 189 ¢. —
ISBN 978-5-406- 08880-7. — URL: https://book.ru/book/941751. — Texkcr :
AJIEKTPOHHBIN.

3. OpraHu3aimoHHO-IPaBOBOE oOecrieueHue nH(OPMAITMOHHON
6e3omnacHoctu yueOHoe nmocodue ais By30B / A. A. Ctpensiios, B. C. T'opbartos, T.
A. Ilonsixoma [u ap.]; mox pen. A. A. CtpenbiioBa. - M. : Akanemusi, 2008. - 256 c.
- ISBN 978-5-7695-4240-4. - TekcT : HENOCPEICTBEHHBI.

4. Nudopmanmonnass 0€30MaCHOCTh: KOHIENTYaJIbHbIE W METOJIOJIOTHYECKUE
OCHOBBI 3alIUTHl HHPOpMaNMK : yueOHOoe Tocodue / A.A. Mamtok. - M. : 'opsiyas tuHUS -
Tenexom, 2004. - 280 c. - TekcT : HEMOCPEACTBEHHBIH.

5.2 UudopmanuoHHoe odecniedeHne

5.2.1. DNEeKTpOHHBIE Y UHTEPHET-PECYPCHI

Ne HaumeHoBaHME 37IEKTPOHHBIX H HHTEPHET-
Cceblika
/1 pecypcoB
1 |9nexTpoHHO-OMOIMOTEYHas cucTeMa «JIaHby» https://e.lanbook.com
2 |DnexTpoHHO-0MbIMoTeyHas cuctema «ibooks.ru » |https://books.n




5.2.2. Tlpodeccuonanpupie 0a3zpl maHHBIX / MH(MOpManmoHHO-CIIpaBOYHbBIE

CUCTEMBI
Ne HaunmenoBanue npogeccroHaIbHBIX 6a3
. /1_1 JAHHBIX, TH(POPMAITMOHHO-CIIPABOYHBIX Anpec Pexxum noctryna
CHCTEM
1 |Poccwuiickas HanmoHanpHast Oubnmunorexka  |http:/nlr.ru/ http://nlr.ru/
) OO1epoccuiickuii MaTeMaTH4eCKUI htp:// mathnet.ru/ http://www.math
opTa net.ru/
_ . B https://cyberle
3 |KubepJlennnka B https://cyberleninka.ru/ ninka.ra/
4 g{a;g;)ﬂanbﬂaa SICKTPOHHA GHONoUOTEKa https://rusneb.ru/ https://rusneb.ru/
5 |TexHuueckas OMOIMOTEKA http://techlibrary.ru il;tp //techlibrary.
6 |MCC «Konexer / «Texokenepm http://app.kgeu.local/Home/Ap |http://app.kgeu.lo
ps cal/Home/Apps
7 |«KOHCYIBTAHT ILTIOCY http://www.consultant.ru/ hitp:// -consu
Itant.ru/
8 [«[apaHT» http://www.garant.ru/ ?;Lp/:// -garan
5.2.3. JlulieH3MoHHOE W CBOOOJIHO  PACIPOCTPAHSIEMOE  IMPOTrpaMMHOE
obecrieueHre TUCITUTITHBI
PexBuzuthl
Ne | HammeHOBaHME MPOTPaAMMHOTO Crioco6 pacnpocTpaHeHus
MTOJITBEPKTAFOTITIX
/m o0ecrieueHus (JTMTIEH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
Windows 7 Ilpodeccuonanbnas |[lonb3oBaTenbckas omnepanoHHas "CodrlaiinTpeiin"
1 (Pro) cHCTeMA Ne2011.25486 oT
28.11.2011 Hewnck.

paBo. beccpouHo

Windows 7 Ilpodeccronanshas
(Starter)

ITonp3oBarenbcKas OIr€paniuoOHHasd
cucreMa

3A0

"CodrJlaitnTpeiin"
Ne2011.25486 oT
28.11.2011 Hewuck.

paBo. beccpouHo

6. MaTtepuaJibHO-TEXHHYECKOe o0ecredeHue TUCHMITUHbI

HaumenoBanue Buaa

HanmenoBanne yueOHOM ayu-

yueOHOI paboThI

TOPUH, CIICIIUATU3UPOBAHHON
nmaboparopuu

[lepeuens HEOOXOIUMOTO 00OPYAOBAHHS U TEXHU-
YECKHX CPEICTB 00yUYeHHUs

Jlexnnu

Y4eOHas ayauTopust Juist Ipo-
BEZICHUS 3aHSITUH JIEKLIHOHHOTO
THIIA

CHCI_[I/Ia.TII/I?zI/IpOBaHHa}I yqe6Ha;1 MC6CJ'II>, TCXHHUYC-
CKHE CpeiAcTBa OOy4YeHHs, ciyxamue JJIs
MpeACTaBICHUS y4aeOHOH nHpopmarun
Oonpmiod  ayauTopud  (MYJIBTHUMEIMMHBIN
MPOCKTOpP, KOMIIbIOTEP (HOYTOYK), DKpaH),
JEMOHCTPAIIMOHHOE 000pYyJOBaHHE, Y4eOHO-
HarJISIIHBIE T0CO0OUS



http://nlr.ru/
http://nlr.ru/
http://www.mathnet.ru/
http://techlibrary.ru/
http://techlibrary/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/
http://www.consultant.ru/
http://www.garant.ru/

HaumenoBanue Buia
yaeOHO# paboTHI TOPHH, CIICITHATU3NPOBAHHON

nabopaTopun

HaumenoBanue yueOHoit aynu-

[lepeuens HEOOXOIUMOTO 00OPYAOBAHHS U TEXHU-
YECKHUX CPEIICTB O0YUICHHS

JlaGoparopHsle pa- [KomnbrotepHblii kiace ¢ Boixo- | Cnenuanu3upoBaHHas — yyeOHass — MeOerb,
0OTBI nom B Mutepuer J1-418, [1-420, | texunueckue cpencTaa 00yueHus
H-424, I-427 (MyJTBTUMEIUUHBIA TPOEKTOP, MOHOOIOKH 25
e.), JMLIEH3UOHHOE IIPOrpaMMHOE
o0ecrieyeHne
KommpioTephbiii kiacce ¢ Bbixo- | Crienuaau3upoBaHHas yueOHas mebenb Ha 30
nom B Muteprer B-600a nocajounbix  Mecr, 30  KOMIIBIOTEPOB,
TEXHUYECKHE cpefcTBa oOyueHHs (MyJIbTHMe-
JTUWAHBIA  TPOEKTOpP, KOMMBIOTEP (HOYTOYK),
9KpaH), BUJICOKaMEPHI, pOrpaMMHOE
obecrieueHne
CamoctosTenpHas |KommbroTepHblii kinace ¢ Bbixo- | Crienuanv3upoBaHHas ydeOHas meOensb Ha 30
pabora nom B Uurepuer B-600a HOCaZo4YHbIX ~ MecT, 30  KOMIIBIOTEDPOB,

TEXHUYECKHUE CPEICTBA 00y4deHUs (MyJIbTHME-
OUHHBIA TPOEKTOP, KOMIBIOTEP (HOYTOYK),
9KpaH), BUJICOKaMEPHI, POrpaMMHOE
o0ecrieyeHue

Criennanu3upoBaHHas MeOelb, KOMIBbIOTEpHAs
TEXHHMKA C BO3MOXHOCTBIO BbIX0OJ1a B MIHTepHET
u obecnieuenuem gocrymna B MOC, skpan,
MYJIbTUMEAUNHBINA TPOEKTOP, TPOTPAMMHOE
obecrieueHue

YuTansHbIHI 3a11
OnOIMOTEKHU

7. Oco0eHHOCTH OPraHu3anuy 00Pa30BaTeIbHOM 1eATEIbHOCTH ISl JIMI C
OrPpAHNY€HHBIMHU BO3MOKHOCTSMU 3I0POBbSI 1 MHBAJIU/IOB

Jlutia ¢ orpaHUYEHHBIMH BO3MOXKHOCTAMH 3710poBbs (OB3) 1 MHBAINIbI UMEIOT
BO3MOXKHOCTh O€CTIPEMATCTBEHHO MEPEMENIaThCsl U3 OJHOTO Y4eOHO-Tab0paTOpHOTO
KOpIyca B JAPYTrod, MOJHATHCS HA BCE JTaXH Y4eOHO-TaOOPATOPHBIX KOPIYCOB,
3aHUMAThCS B YYCOHBIX © MHBIX TOMEIICHUAX C YY4E€TOM OCOOCHHOCTEH
NCUXO0(U3UICCKOTO PA3BUTHS U COCTOSIHHS 37]0POBbSI.

Jnst oOyuennst yunm ¢ OB3 u WHBaIMIOB, UMEIONIUX HApPYIIECHUS OMOPHO-
JIBUTATEJIHHOTO arapaTa, 00eCTieueHbl YCIOBHS O€CTIPENITCTBEHHOTO JOCTYIa BO BCE
yueOHble momenieHus. MHpopManus 0 CHenuanbHbIX YCIOBUSX, CO3JAHHBIX IS
obyuaromuxcsi ¢ OB3 u wuHBamumoB, pa3MellleHa Ha calTe YHHUBEpPCUTETa
www//kgeu.ru. ImeeTcs BO3MOKHOCTh OKa3aHHUSI TEXHUYECKOM ITOMOIIIM aCCUCTEHTOM,
a TaKk)Ke yCIIYT CypAONEePEeBOIUYMKOB U TU(IOCYPAOTIEPEBOINKOB.

Jns amantarnuu K Bocnpusatyio auiiamu ¢ OB3 u nHBamuaaMu ¢ HapyIieHHbIM
CIIyXOM CIIPaBOYHOTO, Y4YeOHOro MaTepuajia MO JAUCIHUIUIMHE O0eCIeYnBaAIOTCS
CJEAYIOUIUE YCIOBHUS:

- IJIs1 JIy4IlIe OpUeHTAllMU B ayAUTOPUH, TIPUMEHSIOTCS CUTHAJIBI OMOBEILICHHUS
0 Hayaje U KOHIIE 3aHITHUA (CIOBO «3BOHOKY» MUIIETCS Ha JTOCKE);

- BHUMaHUE CJaboCbIIaIero oOyJaroerocs TMPUBIEKACTCS TEeaaroroM
YKECTOM (Ha IIJIeY0 KJIaJeTCs pyKa, OCYIIECTBIISIETCS HEPE3KOE MOXJIONBIBAHUE);

- pa3roBapuBas ¢ 00y4arouMCs, eIaroruaeckuii pabOTHUK CMOTPUT Ha HETO,
TOBOPUT SICHO, KOPOTKHMH TMPEIJIOKEHUSIMH, OOECrednuBasi BO3MOXHOCTb



http://www.kgeu.ru/

YTEHUS 10 Ty0aMm.

KoMrieHcanysi 3aTpylHEHM pPEYEeBOr0 M HWHTEJUIEKTYaJbHOIO Ppa3BUTHUS
ciabocabIanX 00yJarouuxcsi IPOBOAUTCS MTyTEM:

- UCTIOJIb30BAHUSI CXEM, IUarpamMM, PUCYHKOB, KOMIBIOTEPHBIX MPE3EHTALUN C
TUIEPCChUIKAMU, KOMMEHTUPYIOIIUMU OTJIEJIbHbIE KOMIIOHEHTBI U300PaKEeHMUS;

- pEeryJsipHOrO TNPUMEHEHMsS YIpaXHEHU Ha rpaduyecKkoe BbIIEICHUE
CYILIECTBEHHBIX IPU3HAKOB MPEAMETOB U SIBJICHUI;

- obecrieyeHUs] BO3MOXKHOCTH JJIsi  OOy4alolIerocs IMOJY4YUTh aJIPECHYIO
KOHCYJIbTAIIUIO 10 AJIEKTPOHHOM MOYTE 10 Mepe HEOOXOIUMOCTH.

Jns anantanuu K Bocnpusityio auiamu ¢ OB3 1 nHBanuaaMu ¢ HapyleHUsIMU
3pEeHusl CIIPaBOYHOTr0, yueOHOr0, MPOCBETUTEIHCKOI0 MaTepHralia, MpeyCMOTPEHHOTO
oOpa3oBaTelbHON MporpaMmol MO BBIOPAHHOMY HAIPaBICHUIO TOATOTOBKH,
o0ecreunBaroTCs CAEAYIOLIUE YCIOBUS:

- BeZIeTcs ajanTtanus opuIanbHOro caiita B cetu MHTEpHET ¢ yueToM 0COOBIX
NOTpeOHOCTEN MHBAJIUAOB MO 3PEHHI0, 00ECIIEUNBAETCA HAIMYUE KPYTHOMPU(TOBOMN
CIpaBOYHOM MH(OPMAIIMHU O PACTTUCAHUU YUEOHBIX 3aHITHII;

- MIeIarOrMYeCKUii  pabOTHUK, €ro cobeceAHUK (NMpU HEOOXOIUMOCTH),
IPUCYTCTBYIOIIME HA 3aHATUU, MPEACTABISIIOTCA 00YYaOIIUMCS, MPU 3TOM KaK[IbIi
pa3 Ha3bIBaeTCs TOT, K KOMY NE€Jaroruueckuii paboTHUK 00palaeTcs;

- IEUCTBHUSI, JKECThI, MEPEMEIIEHUs MMEJAarorn4ecKoro pabOTHUKA KOPOTKO U
SICHO KOMMEHTHUPYIOTCS;

- meyatHass WHGOpPMANKMS TPEAoCTaBiIsgeTcs KpynHeIM 1mpudrtom (ot 18
IYHKTOB), TOTAJIbHO O3BYyYHBAETCH;

- o0ecnieunBaeTCsl HEOOXOAMMBIN YPOBEHb OCBEIIEHHOCTH TOMELIEHU;

- IPEJOCTABIIIETCSI  BO3MOYKHOCTh HCIIOJIB30BAaTh KOMIIBIOTEPBI BO BpeEMs
3aHATHI U MPABO 3aMKUCH 00BSICHEHUHN HA TUKTO(OH (IO JKEJIAaHUIO0 00yUYaOIINUXCs).

dopMa 1poBenCHUA TEKyWIEd W IIPOMEKYTOYHOM  aTTeCTAalUu  JUIA
obyuaromuxcs ¢ OB3 u uHBanuI0B ONpenenseTcs neaarorudieckuM pabOTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM IuTaHoM. Ilpu HeoOxommmocTu obOywaromemycsi ¢ OB3,
WHBAJIMY C YYE€TOM HMX MHIUBUIYAIbHBIX NCUXO(PU3NYECKUX OCOOCHHOCTEN JaeTrcs
BO3MOXHOCTh IPOUTH MPOMEKYTOUHYIO aTTECTAllUI0 YCTHO, TUCBMEHHO Ha Oymare,
MUCbMEHHO Ha KOMIBIOTEpE, B POpME TECTUPOBAHUA U T.1., TMO0 MPEIOCTABISETCS
JOTIOJTHUTENBHOE BpEMS JIJIsl OJATOTOBKU OTBETA.

8. MeToauyeckne peKOMEHIALUH AJIs NpenojaBareieil Mo OpraHu3anuu
BOCIIUTATEJIbHOM PadoThI ¢ 00YYAIOLIIUMHUCH.

Meroanueckoe o0ecriedyeHre mpolecca BOCIUTaHUSI 00YYarOIUXCSl BBICTYIAET
OJTHUM W3 OIpenesionuXx (GakTopoB BHICOKOTO KauecTBa oOpa3oBanus. [Ipenonaa-
TEJb BY3a, JEMOHCTPHUPYS BBICOKMN TPOGECCHOHATN3M, IPYIULINI0, YETKYIO Tpak-
JAHCKYIO MO3ULIHI0, CAMOJUCUHUILINHY, TBOPUYECKUI MOJIXO0]l B PEIICHUH MPOPECCHO-
HaJIBHBIX 3a/1a4, B X0JIe 00pa30BaTeIbHOIO Mpolecca CocoOCTBYET (pOPMUPOBAHUIO
rapMOHUYHOM JIMYHOCTH.

IIpn peanu3anuu IUCUMIUIMHBI NPENOJABATENb MOXET HCIIONb30BaTh Cle-
JYIOILME METO/bI BOCIIUTATEIBHON PaOOTHI:



- MeTo/ibl (hOPMUPOBAHUS CO3HAHUS JIMYHOCTH (Oecena, MUCIYT, BHYIICHUE,
UHCTPYKTaX, KOHTPOJIb, OOBSICHEHUE, TPUMEDP, CAMOKOHTPOJIb, PAacCKa3, COBET, yOe-
XKIEHUE U JIp.);

- METOABl OpraHU3aAIMU JEATEILHOCTH W (OPMHUPOBAHUS ONBITA MOBEIACHUS
(3amaHue, oOILIECTBEHHOE MHEHHE, NeJaroruyeckoe TpeOoBaHUE, MOpy4YeHue, Mpu-
y4€HHE, CO3/IaHNE BOCITUTHIBAIOIIMX CUTYallUl, TPEHUHT, YIPaKHEHUE, U Jp.);

- METOJIbl MOTHBAlLIUU JIESITENIbHOCTH U TOBeAeHUs (0100peHue, MOoOoIIpeHne
COLIMAJIbHOM aKTMBHOCTH, MOPHUIIAHUE, CO3/IaHUE CUTYallMi ycrexa, Co3JaHue CUTya-
IUN JIJ11 SMOIMOHAILHO-HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE U JP.)

[Ipu peanuzanuu JUCHUIUIMHBI MPENOJIABATENb JOKEH YYUTHIBATH CIIETYIO-
I[ME HAMPABIICHHUS] BOCIIUTATEIbHON JIEATEIIbHOCTH:

I pasicoanckoe u nampuomuueckoe 6ochumanue:

- popMupoBaHre y OOy4YaIOIMMUXCSA IEIOCTHOTO MHPOBO33PEHHS, POCCHUMCKOM
UJICHTUYHOCTH, YBOKEHUS K CBOCH CEMbe, OOIIECTBY, TOCYIaPCTBY, IPUHSATHIM B CEMBE U
OOIIIeCTBE TyXOBHO-HPABCTBEHHBIM U COITMOKYJILTYPHBIM IIEHHOCTSM, K HAIIMOHATBHOMY,
KYJIETYPHOMY 1 HICTOPUYECKOMY Haclient0, (GOPMUPOBAHUE CTPEMIICHHS K €0 COXpaHe-
HUIO U Pa3BUTHIO;

- hhopMUpOBaHUE Y 00YUAIOIUXCS aKTUBHOM TPaK1aHCKOW TTO3UIMH, OCHOBAaHHOM
Ha TPAJAUIIMOHHBIX KYJIbTYPHBIX, TYXOBHBIX U HPABCTBEHHBIX IECHHOCTSIX POCCUHCKOTO
oOu1ecTBa, JJis MOBBIILIEHUS CIOCOOHOCTU OTBETCTBEHHO PEaIN30BbIBATH CBOM KOHCTH-
TYLIMOHHBIE MPaBa U 00S3aHHOCTH;

- pa3BUTHE MPABOBOM U MOTUTUUYECKONU KYJIbTYPhl 00YUaAIOIINXCSI, pACIIUPEHUE
KOHCTPYKTUBHOI'O Y4YacTHsl B IPUHSATUU PEIICHHI, 3aTparuBarollluX WX MpaBa U HUH-
TEpPEChl, B TOM YHCIIC€ B Pa3jIMYHbIX (HOpMAX CaMOOpPraHU3AIMH, CaMOYIIPaBICHUS,
00I111eCTBEHHO-3HAYNMOM JICSITEIIbHOCTH;

- popMHUpPOBAHNE MOTHUBOB, HPDABCTBEHHBIX U CMBICIOBBIX YCTAHOBOK JINYHOCTH,
MO3BOJISIIOIIUX MTPOTUBOCTOATH IKCTPEMU3MY, KCEHO(DOOUH, AUCKPUMHUHALIUU 110 COIHU-
QJIbHBIM, PEJTUTUO3HBIM, PACOBBIM, HAITMOHAJILHBIM MPU3HAKAM, MEKITHUYECKOU U MEXK-
KOH(DeCCHOHAIbHON HETEPITUMOCTH, IPYTUM HETaTUBHBIM COLMATbHBIM SIBJICHUSIM.

/lyxoeHno-npascmeennoe socnumanue:

- BOCIIMTAHWE YYBCTBA JIOCTOMHCTBA, YECTU U YECTHOCTH, COBECTIMBOCTH, YBa-
EHUSI K POJIUTEIISIM, YUUTEIISIM, JIFOJISIM CTapIIero MOKOJIEHNUS;

- popMupoBaHuE MPUHIUIIOB KOJUIEKTUBH3MA U COJMUAAPHOCTH, JyXa MUJIO-
Cepausi U COCTpaJaHusl, MPUBBIYKU 3a00TUTHCS O JIIOJSX, HAXOMAAIIUXCS B TPYIHON
KU3HEHHOMW CUTYyallUH;

- popMUpOBaHUE COJUAAPHOCTH U UYBCTBA COIMAIBLHON OTBETCTBEHHOCTH IO
OTHOIIICHUIO K JIIOJSIM C OIPAHUYEHHBIMU BO3MOXKHOCTSMHM 3J0POBbSI, IPEOIOJICHUE
TICUXOJIOTHYECKUX OapbhepOB MO OTHOIICHHUIO K JIIOJSM C OTPAaHUYCHHBIMH BO3MOXK-
HOCTSIMU;

- popmMupoBaHUE SMOLIMOHAIBHO HACBHIIIEHHOTO M JYXOBHO BO3BBIIIIEHHOTO OT-
HOIIICHUSI K MUPY, CIOCOOHOCTH M YMEHUS MepeaBaTh JAPYTUM CBOM ACTETUUECKUUN
OTIBIT.

Kynemypno-npoceemumenvckoe éocnumanue:

- popMHUpOBAHUE ICTETUUECKON KAaPTUHBI MUPA;



- bopMupoBaHUE YBaXKEHUS K KYJIBTYPHBIM [IEHHOCTSIM POJIHOTO TOpO/Ia, Kpasi,
CTpaHBI;

- MOBBIIICHUE [TO3HABATEIILHON aKTUBHOCTH O0YYAIOIIAXCAL.

Hayuno-obpazosamenvroe éocnumanue:

- popmupoBaHue y 00y4aromuxcsi HAy4HOTO MUPOBO33PEHHUS;

- popmupoBaHuE yMEHUS MMOTyYaTh 3HAHHS,

- popMupoBaHuEe HABBIKOB aHANIM3a M CHHTE3a MH(OpMAIK, B TOM YHUCIC B
npodheCCHOHAIBHOM 001aCcTH.
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r. Kazans, 2026



OueHouyHble MaTepualbl N0 JUCHUIUIMHE, NPEIHA3HAUYCHHBI ISl OLICHUBAHUS
pe3yNbTaTOB O0YyUEHHUS Ha COOTBETCTBUE MHAMKATOPAM JIOCTHKEHUSI KOMITETEHIIUH.

OrnennBanre pe3yabTaTOB OOYYEHHUS IO AWCIHUILUIMHE OCYIIECTBIACTCS B
pamkax Tekymero kKoutposs (TK) u mpoMexxyToyHO# arrecTainuu, IPOBOJAUMBIX MO
oamsHO-periTunroBoii cucreme (BPC).

1. TexHosoruyeckast kKapra
Cemectp 4

HanmenoBanue paszaciia

DopMBI U BUL
KOHTPOJISt

PeliTnHrOBRIC TOKA3aTENHN

[ rexymmit

KOHTPOJIb

JIOIOIHUTEIBHEIE
Oamnel k TK1

II Texymmii
KOHTPOJIb
oasutel k TK2
III Texymuii
KOHTPOJIb
oamel k TK3

ﬂOHOJ’IHI/ITCHLHBIC
ﬂOHOJ’IHI/ITCHLHBIC

HUrtoro

[IpomexyTounas
aTTecTalus

Pasnen 1. OcHOBHBIE TOHATUA U aHAJIN3
yrpo3 HHPOPMAIIMOHHON 0€30MaCHOCTH

TK1

ey
()]

15-
30

[TucpmMeHHBI onpoc

()}

3arura J1ab0paTopHOM pabOThHI

Ortyer 1o caMocTOsITeNbHON padoTe

Pasmen 2. [lonstue HanmoHasEHOI 0€30-
MAaCHOCTH, BHIbI Oe30nacHocTh. MH(popma-
MOHHAas 0e3011acHOCTL PO

TK1

10

10-
15

[TucpmMeHHBI onpoc

Ortyer 1o camocTosITeNbHON padoTe
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2. OneHOYHBbIEe MATEPHAIIBI TEKYIIET0 KOHTPOJISI K IIPOMEKYTOYHOI aTTecTalun
[IIxana oleHKU Pe3yabTaTOB 00YUEHHUS 11O AUCIUILUINHE:

Kon
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a
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3amnaHu-

pOBaHHbBIC
PE3YNBTATHI
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HMHAMKATOpa KOMIETEHUU

Bricokuit
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YpoBeHs chopMHUPOBAHHOCTH
WHINKATOpa KOMIIETEHIIUU
N o Huxe o
Kon 3arutaHu- Bricoknit Cpenuuii cpenHero Huzkwmit
Ko, MHITUKATO OBaHHBIC
A JIMKATOP P 018510100 |01 70 10 84 | 01551069 | 010 10 54
KOMITE- a pE3yIBTATHI
IIxama oneHuBaHUA
TEHIMHA  |[KOMITETEHI] 00yYeHHS 10
7171 JIACITUIUTHHE yIIOBJIET- HEYZ0B-
OTJINYHO XOPOIIIO JIETBOPHTENH
BOPUTETEHO
HO
3a4TEHO HE 3a4TEHO
OLICHMBATh OITACHOCTb,
CBSI3aHHYIO C YTPO3aMH He  MOMKET
HECaHKI[MOHUPOBAHHOT ymeer ¢ | myckaer 6e3
0 JOCTYyTa K | yMeeT B
HEKPUTUYH | OTJACNbHBIC | MOCTOPOHH
nH(popManuu, COBEPIIEHC .
. BIMU rpyoObIe eil momoru
HaAMEpPEHHOMN TBE
OIIMOKaMH | OIIMOKHU HCII0Ib30Ba
MOM(HUKAITIHN JTAaHHBIX
U YTpaThl CIIy>KeOHOH e
nHbopManmu
BIIAJIETD:
BJIaJieeT
BPEMEHHBIMH OTIENBLHBIM
CcoBpEME BJIaJieeT a HE BJIAJIEET
o0mmMMH  CIoco0aMu | BIAJAECET B u
OTEIHLHBIM 0e3
obecrieueHus COBEPILICHC HaBBIKAMU
. u MIOCTOPOHHE
MH(POPMAIIMOHHOM TBE C .
HaBBIKAMU 1 IOMOILIH
0e30MmacHoOCTH HeIoYeTaM ovott
u

OreHKa «OTJIMYHO» BHICTABISIETCA 32 BJaJICHUE B MOJHONW Mepe MOHATUUHBIM
anmnapaTtoM JUCUMILTUHBI «OCHOBBI HHGOPMAIIMOHHON 0€30MacHOCTH», CIOCOOHOCTD
WUTIOCTPUPOBATh OTBET NpUMeEpaMu, (pakTaMu, NTaHHBIMH Hay4YHBIX HMCCIIEIOBAHUM,
HNPUMEHSTh TEOPETUYECKHE 3HAHUS JUIS PELICHHUS THIOBBIX 33/1a4 U MPAKTUYECKUX
3a7jaHuii 60JIee BBICOKOTO YPOBHSI CJIOKHOCTH.

O1eHKa «XOPOLIO0» BBICTABJISIETCS 32 BJIAJCHUE MOHATUWHBIM amapaToM JUC-
mUIUIMHBL «OCHOBBI MH(OPMAIIMOHHAsE 0€30MacCHOCTHY, CIIOCOOEH MILTIOCTPUPOBATH
OTBET MpuUMepaMu, (pakTaMu, IPUMEHATh TEOPETUUECKUE 3HAHUS NPHU PEIICHUU TH-
MOBBIX 3aJ1a4, IOMYCKAaeT He3HAUUTEIbHbIE OIMOKH IPU PEUICHUH MPAaKTUYECKUX 3a-
naHui 6oJiee BBICOKOTO YPOBHSI CJIOKHOCTH.

OreHKka «y/A0BJIeTBOPUTEILHO» BBICTABISICTCS 32 YACTUYHOE BIIAJICHUE TEO-
PETHUECKUMH OCHOBaMH AMCHUILTNHBI «OCHOBBI MH(OpMAIIMOHHAsT O€30MacHOCTHY,
(parmMeHTapHyI0 CIOCOOHOCTh WILTIOCTPUPOBATH OTBET MpUMepaMHu, (pakTamu, B psije
CJIy4aeB 3aTpyJHSAETCS NPUMEHATh TEOPETHUECKHE 3HAHMS MPH PEHICHUH TUIIOBBIX
3aja4, He BCEr/a Croco0eH PelIuTh MPAaKTUYECKUE 3a/laHusl 00Jjiee BHICOKOTO YPOBHS
CJIO’KHOCTH.

OreHKa «HEY/I0BJIeTBOPHUTEIBLHO» BBICTABIIACTCS 332 HE COOTBETCTBUE JIFOOBIM
TPeM M3 MEPEUrCICHHBIX MokazaTened. OOyJaromuiicss 1eMOHCTPUPYET OTPBHIBOY-




Hble, ()parMEeHTapHbIE 3HAHUS, JOMYCKAeT TpyOble OMIMOKU MPU PEUICHUU TUIIOBBIX

PpaCUYCTHBIX 3aJa4 1100 HE UMEET MMpCACTaBJICHUSA O crocode ux PCUICHHA.

3. IlepevyeHb OLICHOYHBIX CPEICTB
Kpatkas xapakTepHCTHKa OLEHOYHBIX CPEJCTB, UCIOIb3YEMBIX MPU TEKYILEM
KOHTPOJIE YCHEBAEMOCTH U MPOMEXYTOUYHOM aTTectaluu OoOydaromerocs Io

JTACHUTUINHE:
HanmenoBanue Ornucanue
OLIEHOYHOTO Kpatkas xapakrepucTika OLEHOYHOTO CpEeICTBa OLICHOYHOTO
cpencTBa cpencTaa
KoncriexktupoBanue | KpaTkoe TeKCToBOE MpeIcTaBIeHHE IepepadoTaHHON [lepeuens paznenon
y4e0HOTO nHbopmamu
marepuana
Ilepeuens 3aganuii u
OT4er 116 Brimonaenue na6opaT£)pH0171 pa6(3TBI, o0OpaboTka BOIIPOCOB JJIs
. pE3yNIbTaTOB UCHBITAHUHN, U3MEPEHH, dKCIepUMEHTA. 3aIIUTHI
J1ab0paTopHOI . .
patote (OJIP) OdopmiteHne oTyeTa, 3aIUTa pe3yIbTaToB T1a00paTOPHOH nabopaTopHOit
paboOTHI IO OTYETY paboTHI, IepeUYCHb
TpeOOBaHMH K OTUYETY
CpencTBo KOHTPOJIS,, OPraHM30BAHHOE KaK CleralbHast
CoGecenopate Oecena [pErosiaBaTest ¢ o6yqa10LEmMCﬂ HA TEMBI, CBsI- Bonpocsr mo
(C6¢) 3AHHBIE C H3Y4AEMOH JMCLMIUIMHOM, U PACCUNTAHHOE Ha pazaenam
BbISICHEHHE 00beMa 3HAHUI 00yJaromerocs 1mo onpese- JMCLUTITUHBI
JICHHOMY pa3zieny, TeMe, IpoOJieMe U T.11.
Cucrema CTaHAApPTU3UPOBAHHBIX 33/IaHUIA, TO3BOJISIOIIAS K
OMILJIEKT TECTOBBIX
Tecr (Tecr) aBTOMATU3UPOBaTh MPOLEAYPY HU3MEPEHHUS  YPOBHS —

3HaHUH U YMEHUH 00ydJaroIerocs

4. IlepeyeHb KOHTPOJBbHBIX 32J]aHMH WJIHM HWHbIE MATEPHAJbI, HEOOXOIH-
Mbl€ [JIsl OLCHKH 3HAHUM, YMEHUI U HABBIKOB, XapaKTePHU3yHIIUX 3Tanbl Gop-

MHUPOBAaHUA KOMIIETEHUMIA B Mpo1ecce 0CBOCHUS TUCUUIIIMHbBI

Ipumepnwiii nepeuens 6onpocos 0 cobecedosanus
1. Chopmymupyiire nonsitue napopmarmonHoi 6ezomnacuoct VC.
2. OOBsACHUTE TOHATHUS TIETOCTHOCTH, KOH(MUACHIIMATBHOCTU U IOCTYITHOCTH WH-

dhopmaruu.

3. VkaxuTe OTJIMYMS CAaHKIIMOHUPOBAHHOTO JIOCTyNa K HH(OpMAaIK OT HECaHK-

MUOHUPOBAHHOTO.

4. Tlepeuncnure OCHOBHbIE MPU3HAKU KIacCU(UKALMU BO3MOXHBIX YTpo3 0€30-

nacuoctu UC

5. JlaiiTe KpaTKyro XapaKTepUCTUKY yTPO3bl O€30MaCHOCTH, 0003HAYaeMOM TEpPMU-
HOM «TPOSIHCKUH KOHbBY.

6. JlaiiTe KpaTKyr0 XapaKTepPUCTUKY yIpo3 0€30MacHOCTH, 0003HAYaEMbIX TEPMHU-
HaMH «BUPYC» U «UEPBbHY.

7. HazoBuTe 1 0XapakTepu3yiTe Hanbosee paclpoCTPaHEHHbBIE BUIbI CETEBBIX.

8. Onuiure aTtaky «4eloBeK-B-cepeauney. Kakue cpeactra mo3BositoT ahdex-
TUBHO OOPOTHCSI C aTaKaMH TaKOTO TUIIA?




9. OnuimTe aTaKy THIA «OTKa3 B 0OCITYKMUBAaHUW» U PACTIPENIETICHHYIO aTaKy «OT-
Ka3 B 00CITy:>KMBaHUNY.

10. Omnumumte ocobeHHOCTH (pUIMHTa U hapMHUHTA. Y KaKUTE MEPbI MPOTHUBOACH-
CTBUS 3TUM aTaKaM.

11. KakoBbl HICTOUHUKHU HapyIIEHUN 0€30IaCHOCTH MPOBOIHBIX KOPIIOPATUBHBIX
ceren?

12. Ha3oBUTE OCHOBHBIE YSI3BUMOCTH M YTPO3bl OECIIPOBOTHBIX CETEH.

13. OObsicHUTE OHATHE «IIOJIUTHKA O€30MAaCHOCTH OpraHU3aLN.

14. Kakue pazaernsl JOKHA COIEepKaTh JOKYMEHTAIbHO 0(OpMIICHHAS IOJIUTHKA
0e3omacHoCTH?

15. Kakue npo0ieMsblI perraeT BepXHUA YPOBEHb MOJIMTHKHI 0€30MacHOCTH?

16. Kakue 3a1aun penraer cpeHuid ypOBEHb IMOJIMTHKHI 0€30MacHOCTH?

17. KakoBbl 0COOEHHOCTH HUYKHETO YPOBHSI IOJUTUKU O€3011aCHOCTH?

18. ChopmymnupyiiTe 00s13aHHOCTH PYKOBOIUTENEH MOApa3AeieHUA, aIMUHUCTpa-
TOPOB ¥ TIOJIH30BATENEH MPH peaTU3alUHN MOJTUTHKN O€30MaCHOCTH.

19. Onummre CTPyKTypy HOJMUTHKHA O€30MaCHOCTH OpPTraHU3alHH.

20. Yro npecTaBisitoT cO00M CreaaIM3upOBaHHbIC TIOJMTUKU O€30MaCHOCTHU?

21. IIpuBennTe HECKOIBKO PUMEPOB CIEIHATM3UPOBAHHBIX TTOJUTHUK OE30MacHO-
CTH C ONMCAHUEM UX OCOOCHHOCTEH.

22. YT0 npeacTaBisitoT co00# mporierypbl 0€30MacHOCTH?

23. IlpuBeauTe HECKOJIBKO MPUMEPOB MPOIIeayp OE30MaCHOCTH C ONIMCAHUEM MX
0coOeHHOCTEH.

24. Tlepeuncanre OCHOBHBIE ATAIlbl Pa3pabOTKU MOJTUTHKU O€3011aCHOCTH OpraHu-
3aluu.

25. ChopmynupyiiTe II1aBHYIO 3a/1a4y CTaHIapTOB WH(OPMAITMOHHOM Oe3011acHO-
CTH C MO3UILIMHI MPOU3BOAUTENEH U MOTpeOUTENeH MPOAYKTOB HH(POPMAIIIOHHBIX TEXHO-
JIOTHH, a TAaKXKe CIEeLHUAINCTOB M0 CePTU(UKALIUU ITUX TIPOITYKTOB.

26. HazoBuTe OCHOBHBIE MEXYHAPOAHBIE CTAaHAAPTHI HHPOPMAIIMOHHON 0e30-
MacHOCTH.

27. ]JlaiiTe KpaTKyr XapaKTepUCTUKY MexayHapoaHoro crangapra ISO/TEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl 0CHOBHBIE 0COOCHHOCTH repmanckoro cranaapra BSI «PykoBoacTBo
HO 3alI1Te MHPOPMALIMOHHBIX TEXHOJIOTHI /I 0a30BOr0 YPOBHS 3aILUILIEHHOCTI?

29. OnummTe coiepKaHue U YKKUTE 3HAYEHUE MEKTyHapoaHoro ctanaapra [SO
15408 «O0mme kpurepuu 6€30MacHOCTH HHOOPMAIIMOHHBIX TEXHOJIOTHIT.

30. Ilepeuncanre craHAApTHI sl OECTIPOBOIHBIX CETEH U TalTe UX KPaTKyIo Xa-
PaKTEPUCTHKY.

31. HazoBute crannaptbl HHGOpMalMOHHOM Oe3onacHocTH it MHTepHera.

32. Yro takoe kpunrorpadus?

33. JlaiiTe orpeienenus ciaeIyrouX NOHATHI: KpUNTOrpaMma, KpUIITOAJITOPUTM,
KpHUIITOCUCTEMA

34. B yem COCTOUT KOPEHHOE PA3TUYNE CUMMETPUYHBIX U ACUMMETPUUHBIX KPUII-
TocucTeM?

35. OnumwuTe 1B€ OCHOBHBIE MPOLEAYPHI, OCYIIECTBIIIEMbIE CUCTEMOM 3JIEKTPOH-
HOU 1I(POBOI TOAMUCH IS TOATBEPHKACHUS MOUTMHHOCTH U(PPOBOT0O JOKYMEHTA.



36. Kakum 00pazomM KOMOMHHUPOBAHHBINA METOT IIM(POBAHKS TO3BOJIET COUETATh
JOCTOMHCTBA ACCUMETPUYHBIX U CHMMETPUYHBIX KpunTocuctem? ONUIINTE TPOTOKOJI
peanu3anuy KOMOMHUPOBAHHOTO METO/Ia IK(POBAHUSI.

37. Yro Takoe BpeaoHocHas nporpamma? OxapakTepu3yiTe OCHOBHBIE TUIIBI Bpe-
JIOHOCHBIX [IPOTpamM.

38. YkaxuTe CyleCTBEHHbIE OTINYMS KOMIIBIOTEPHBIX BUPYCOB OT CETEBBIX YEP-
Bell. Onuiiere OCHOBHbIE 0COOEHHOCTH TPOSTHCKUX IPOTPaMM.

39. Onuimre jBa OCHOBHBIX MOJIX0/1a K 0OHAPYKEHUIO BPEAOHOCHBIX IIPOTPAMM.

40. Kak BbITIOJIHSIETCS] CUTHATYpHBIN aHan3? KakoBbI €ro J0CTOMHCTBA U HEJIOC-
TaTKU?

41. Yrto mpeacTaBisitoT cOO0M MPOAKTUBHBIE METOIbI 0OHapYykeHus1? JlaiiTe xa-
PaKTEPUCTUKH ABYX HanOoJiee MOMYISIPHBIX MTOIX0JIOB.

42. OnumuTe NpUHLUUN ACHCTBUS, JOCTOMHCTBA U HEJOCTATKH IBPUCTUYECKUX
aHaJIN3aTOPOB.

43. OnuiuTre TPUHLMIT JCUCTBHS, JOCTOMHCTBA U HEJIOCTATKUA MOBEICHUYECKUX
OJIOKUPATOPOB.

44. Ha3oBUTE U ONUILIMTE AOMOIHUTEIBHBIE MOTYJIA AHTUBUPYCHBIX CPEJICTB.

45. KakoBbl JOMOJHUTEIBHBIE MEPHI M CPEJICTBA 3AIIUTHI OT BPEIOHOCHBIX MPO-
IpaMM, pacIIUPSIONINE BO3MOKHOCTH aHTUBUPYCHBIX ITporpamMm?

46. Onummre Mephl ¥ CPEJICTBA 3aIUTHI OT CIama.

47. KakoBbl OCOOEHHOCTH peaTU3al1H MOICUCTEMBI 3aIIUThl KOPIOPATUBHOM HH-
dbopmaruu oT BpeIOHOCHBIX ITPOTPAMM U BUPYCOB?

48. KakoBbl BO3MOXXHOCTH cepuu TTpoaykToB Kaspersky Open Space Security jyist
3aIIATHI KOPIIOPATUBHBIX CETEU OT COBPEMEHHBIX HUHTEPHET-YTPO3?

s texkymero konrpoJast TK1:
[IpoBepsiemasi KOMIIETEHLINS:

KO,Z[ 1 HAMMCHOBAHUEC KOMIICTCHIIMHN KO,Z[ U HAMMCHOBAHUC MHAUKATOPA

OIIK-1. Crioco6en monnmars npuHIUb pa- | OIIK-1.2. Bnageer HaBbIKaMu NMpPUMEHEHHUS HHUPPO-
00TBI COBPEMEHHBIX MH(OPMAIIMOHHBIX TEX- | BBIX TEXHOJOTHH Uil pelieHus 3aaad mpogeccuo-
HOJIOTUH U UCIIOJIb30BATh UX VIS PEIICHUS | HAJIBHON JEATENIbHOCTH C YYETOM OCHOBHBIX Tpebo-

3a1a4 Mpo(eCCUOHATIBHOU ACATEIIHHOCTH BaHMI HH(POPMAIIMOHHOHN 0€30MacCHOCTH
Tecr
Bonpoc Bapuanmsi omeema
CKonbKO BBIZEIICHO | 5

OCHOBHBIX COCTaBJIATOIINX
HanmrOHAaJIbHBIX HHTCPCCOB




Bonpoc

BapuaHmbl omeema

Poccuiickoit  ®@enepaunuu B
nHpopmarnmoHHoM chepe?.

6

AKTUBHBIN repexBsar
uH(popManuu 3TO TEepexBar,
KOTOPBIN:

3aKIII0YAaeTCsl B YCTAaHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBA B
amnmapaTypy cpeAcTB 00padoTku nHGOpMaIUu

OCHOBaH Ha  (uKcalMu  DIEKTPOMArHUTHBIX  W3TYYEHHH,
BO3HUKAIOIMIUX NMPU QYHKIMOHUPOBAHUM CPEICTB KOMIIBIOTEPHON
TEXHUKH U KOMMYHHUKaIUN

OCYIICCTBIACTCA IIYTEM HUCITIOJIB30BAHUA ONTHYECKOMN TEXHUKH

HCIPAaBOMCPHO HCIIOJB3YCT TEXHOJIOTUYCCKUC OTXO0bI
WH(OPMaAIIMOHHOTO MpoIecca
OCYIIECTBIIACTCS c MTOMOIIIBIO MOIKITIOYCHUS K

TEJIEKOMMYHUKAallMOHHOMY 000pY/I0BaHUIO KOMITbIOTEPA

O0ecrieueHrne HaMOHAILHON

HaJeKHAs 3alUTa JIUYHON U UMYIIIECTBEHHOHN 0€3011acHOCTH

obOecrieyeHre HAaydYHO OOOCHOBAaHHOTO ¥ TapaHTUPOBAHHOTO
rOCyJapCTBOM MHHHUMYMa MATEPUANTBHBIX H JKOJOTHUYECKUX
YCJIOBHIA

0e301acHOCTH Ha
npeofojicHue  KOH(QPOHTAIMU B OOIIECTBE,  JIOCTIKECHUE
TrOCY/IapCTBEHHOM  YPOBHE
.. | HAIIMOHAJIILHOTO COTJIACHS
OTpeAeNsaeTcss  Cleayromei
HeNbIo obecrieueHre MPU3HAHHBIX MEXyHAPOJIHBIM MPABOM HHTEPECOB
rpaxxaan Poccun, IpoKMBArOIIMX B 3apYOEIKHBIX CTPaHAX
o0OecrieueHne CYBEpPEHHTETa W TEPPUTOPUATHLHOU IEIOCTHOCTH
Poccun
VIIPABISAIOMIAE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI  C
00BbEKTaMU
HEOOXOJUMO MMETh SBHYIO M XOPOIIO OINPEACICHHYIO CHUCTEMY
obecnieyeHus 0€30MaCHOCTH
B crammapre «OpanxeBas | UHAUBUAYAIbHbBIE CyOBEKTHI JOKHBI HICHTH(DUIINPOBATHCS
KHUTa»  (YHIaMEHTAIBHOE | BEIUMCIUTEIbHAS CHCTEMa B CBOEM COCTABE JIOJKHA HMETh
TpeboBaHue, KOTOPOC | ammapaTHbIe/TPOrpaMMHBIE MEXaHH3MBbI, JOTTYCKAIOIIUE
OTHOCHUTCS K IPYIIIE | HE3aBUCUMYIO OIIEHKY Ha TpeIMEeT TOro, 4TO0 CHCTeMa
ITogoTueTHOCTH o0OecreYrBacT BHIMOJTHCHHUE U3JI0KEHHBIX TPEOOBaHMIMA
rapaHTUPOBAHHO  3AIMIICHHBIE MEXaHU3MBI, PEATU3YIOIIHE
MEPEYUCIICHHbIE  TpeOOBaHUsS, JOKHBI  OBITH  MOCTOSIHHO
3alUIICHB OT «B3JIAMBIBAHUSA» W/WIM HECAHKIMOHUPOBAHHOTO
BHECCHMS M3MCHEHUHN
MOJTYUCHUST  3allUIaeMol  WHQPOPMAIUU  3aWHTEPECOBAHHBIM
CyOBEKTOM ¢ HapylmIeHHEM YCTAaHOBIEHHBIX  IPABOBBIMH
JIOKyMEHTAaMH WJIH COOCTBCHHHKOM, BJIQJICIbIEM HH(POPMAITUU
IIPaB WJIM MPaBWJI IOCTYTIA K 3aIlUIacMOoi HHPOPMAITUU
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBICHHBIX MPAaB W/WUIH MPaBUIT
3ammra wuwHQOpManmMM  OT | HA W3MEHEHHWE WHQGOPMAIUU, TPUBOASAIIECTO K HCKAKCHHIO,
HECaHKITMOHUPOBAHHOTO YHHUYTOXKEHUIO, KOMHPOBAHUIO, OJOKHPOBAHHWIO JOCTyma K
BO3JICHCTBUS 910 | MHpOpPMaIMK, a TaKKe K yTpare, YHHYTOKCHUIO WIH COOHO
JIEATEIBLHOCTD 1o | pyHKITMOHUPOBAHKS HOCUTENS HHPOPMAITIHI
MIPEIOTBPALLEHUIO BO3JCHCTBUS  HAa  3allUIIaeMyr0  HHGOpMAIMiO  OmIHOOK

noJb30BateNst nHpopMmanue, c00s TEXHUIECKUX U TPOTrPAMMHBIX
CpeaCTB UHPOPMAIIMOHHBIX CUCTEM, a TAK)KE IPUPOIHBIX SBICHUN

HEKOHTPOJIMPYEMOT0 pacnpocTpaHeHUs 3aIlMIIaeMOoN
uHpOpMAIIMK OT €€ pas3rJalleHusi, HECAHKIMOHUPOBAHHOTO
J0CcTyna
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HECaHKIIMOHUPOBAHHOTO JOBEJECHUS 3alUIaeMoil HH(pOpMauu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYeCTBa MoJTyyaTesnei nHpopmanuu

3amuTa nHGOpPMALIHU ATO

mporiecc  cOopa,  HaKOILJICHWS, 00paboTKH, XpaHEHUA,
pacripenerneHus u noucka nHGopmManuu

npeoOpa3oBanue  MH(pOpManMu, B pe3ylbTare  KOTOPOTO
colepkaHue  HMHGOPMAIMM  CTAaHOBUTCS  HEMOHSATHBIM IS
cyOBeKTa, He UMEIOIIETO JIOCTYIa

NOJTy4YeHHEe  CYOBEKTOM  BO3MOXXHOCTH  O3HAKOMIJICHHSI  C

uH(popMalel, B TOM YHClie TIPU MOMOIIN TEXHUYECKUX CPEICTB

COBOKYITHOCTb MPaBWJI, PETJIAaMEHTUPYIOLUIUX MOPSAOK M yCIOBHUS
JoCcTyna cyobeKTa K nH(OpMAIMK U €€ HOCUTEISIM

NESITEIBHOCTh 10  TPEAOTBPAIICHUIO  YTCUKH HH(POPMAITUH,
HECAHKIMOHMPOBAHHBIX W HEMPETHAMEPEHHBIX BO3JICHCTBHN Ha
Heé

ITaccuBHBII rnepexsar
uH(popManuu 3TO TEepexBar,
KOTOPBIN

3aKJII0YAeTCs B YCTAaHOBKE IOACIIYIIMBAIOLIEIO YCTPOWCTBA B
amnmapaTypy cpeAcTB 00padoTku nHGOpMaIuu

OCHOBaH Ha  (uKcalMu  DIEKTPOMArHUTHBIX  W3TYYEHHH,
BO3HUKAIOIMIUX NMPU QYHKIUOHUPOBAHUM CPEICTB KOMIBIOTEPHON
TEXHUKH U KOMMYHHUKaIUI

HETPaBOMEPHO UCTIONb3YyeT
UH(POPMALIMOHHOTO Ipoliecca

TCXHOJIOI'MYCCKUEC OTXObI

OCYIICCTBIACTCA IIYTEM HUCITIOJIB30BAHUA ONTHYECKOMN TEXHUKH

OCYILIECTBIIAETCS c IIOMOIIBIO MTOAKJIFOUEHUS K
TEJIEKOMMYHHUKAIIMOHHOMY 000PY/I0BaHUIO KOMIIbIOTEPA

O0ecrieueHrne HaMOHAILHON

0e30macHOCTH Ha
rOCyJapCTBEHHOM  YpOBHE
OIpElesieTcs  CICAYIOLIEH
1EJIBIO

HAJIe)KHAS 3aIUTa JIMYHOW U UMYIIECTBEHHON 0€30MacHOCTH

obOecrieyeHre HAaydYHO OOOCHOBAaHHOTO ¥ TapaHTUPOBAHHOTO
rOCyJapCTBOM MHHHUMYMa MATEPUAIBHBIX H JKOJOTHUYECKUX
YCJIOBHIA

npeonosiecHe  KOH(pOHTamMu B OOIIECTBE,  JIOCTHIKCHHE
HAIIMOHAJILHOTO COTJIacHsl
o0ecrieyeHrEe  COLMAIBHO-IIOJIMTUYECKOM HW  DKOHOMHUYECKOU

CTaOMIIBHOCTH CTPAHbI

oOecrieueHre MPU3HAHHBIX MEXIYHAPOJIHBIM NPABOM HHTEPECOB
rpaxzaaH Poccun, mpoxuBaromux B 3apyOeKHBIX CTpaHax

K ucrtounukam 3amuinaeMoit
UH(POPMALIUU OTHOCUTCS

SJICKTPHUYCCKUC IO

CBIpbE

MAarHuTHBIC I10JI4

OJICKTPOMAarduTHBIC I1OJIA

SJICMCHTAPHBIC YaCTUIIbL

aKyCTHUYECKHE KoJeOaHus

EcrecTBeHHbBIC YIpO3bl
6e30macHOCTH  MH(pOpMaIH
BBI3BaHbI

ACATCIIBHOCTBIO YCIIOBCKA

ommbOkamu mipu mnpoektupoBanun ACOU, ee sneMEHTOB WM
pa3paboTke mporpaMMHOTo oOecrieueHus

BO3ICUCTBUSIMH  OOBEKTUBHBIX (U3WYECKUX TIPOIIECCOB
CTUXUWHBIX IPUPOJIHBIX SIBICHUN, HE3aBUCSIIINX OT YEIOBEKA

nim

KOPBICTHBIMU YCTPCMIICHUAMU 3JIOYMBIIIIJICHHUKOB

olMOKaMu MpHU ACUCTBUAX MepcoHaIa
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3amuTta UHGOPMALUH  OT
HelpeIHaMepEeHHOTO
BO3JCHCTBUS
JeATEIbHOCTD
IpeI0TBPALLCHUIO

9TO
(0]

NOJTyYeHHs  3allMINAaeMoil  MHGOpPMAIMM  3aWHTEPECOBAHHBIM
CyObEKTOM €  HapylIeHHEM  YCTAHOBJEHHBIX  IPABOBBIMU
JOKYMEHTaMU WJIM COOCTBEHHUKOM, BIAJeNbIeM HWH(pOpMauu
IpaB WM MPaBUII JOCTYMA K 3alUIIaeMoil HHpopMaluu

BO3/ICUCTBUS C HAPYIICHHEM yCTAHOBJICHHBIX IPaB W/WIIN MPaBUII
Ha W3MCHEHWEe WHGOpMAIMK, NPUBOAANICTO K HCKaXCHHUIO,
VHUUTOXKEHUIO, KOMUPOBAHUIO, OJOKMPOBAHUIO JOCTyMa K
nHpopMaluy, a TakkKe K yTpaTe, YHHUYTOXKCHHUIO WU COOIO
(G YHKIIMOHUPOBAHUS HOCHTEIS HH(DOpMAIIUN

BO3IEHCTBUA Ha  3alIUIAeMyl0  HHQPOPMAIUIO OIInO0K
noJb30BaTeNs uHpopMaryen, cOost TEXHUYECKUX U MPOTPaMMHBIX
CpeacTB HHPOPMAITMOHHBIX CUCTEM, a TAK)KE IPUPOTHBIX SBICHUN

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHus 3alUIAEMON
uHpOpMalMM OT €€ pas3IJalleHus, HECAHKLMOHUPOBAHHOIO
J0CTyna

HECaHKITMOHUPOBAHHOTO JIOBEJCHUS 3allMIaeMol WHOOpMaIuu
JI0 HEKOHTPOJIUPYEMOTO KOJIMYECTBA MONTydaTesnel nHbopManuu

NudopmanronHbie
IPOIIECCHI ATO

npoLecc cbopa, HAKOILJICHUS, 00paboTKH, XpaHEHUs,
pacripenieneHus 1 noucka nHpopmManuu

npeoOpazoBanue  uWHpoOpMammMHM, B  pe3yslbTaTe  KOTOPOTO
COACPIKAHUC I/IH(bOpMaI_II/II/I CTaHOBHUTCA HCIIOHATHBIM I
CyOBeKTa, He UMEIOIIETO JTOCTYIIa

MOJydeHHe  CyObEKTOM  BO3MOXKHOCTH  O3HAKOMIJIEHUS  C
uH(popMalel, B TOM YHCIie TIPU MOMOIIN TEXHUYECKUX CPEICTB

COBOKYITHOCTb ITPABWJI, PErIaMEHTHPYIOIIUX MOPSIOK M YCIOBHS
J0CTyma cyobeKTa K nH(OpMAIMU U €€ HOCUTEISM

JeATENIFHOCTh 0 MPEAOTBPAILCHUIO YTEUKH HH(OpMaLuy,
HECAaHKITMOHUPOBAHHBIX M HEMpPEIHAMEPEHHBIX BO3JCHCTBUN Ha
Heé

AynuonepexBaT  IepexBar
uH(popManuu 3TO TEepexBar,
KOTOpPBIN

3aKJII0YaeTCsl B YCTAHOBKE IIOJCIYIIMBAIOUIETO YCTPOHCTBA B
anmaparypy cpeacTB 00paboTku nHGOpPMaIH

OCHOBaH Ha  (uKcalMu  DIEKTPOMArHUTHBIX  W3IYYEHHH,
BO3HUKAIOIMIUX MpU QYHKIIMOHUPOBAHUU CPEJICTB KOMIBIOTEPHOMN
TEXHUKU U KOMMYHUKaIUN

HETPaBOMEPHO UCTIOJNTB3yeT
WH(OPMaAIIMOHHOTO MpoIecca

TEXHOJIOHYCCKHUEC OTXObI

OCYIICCTBIACTCA IIYTEM HUCITIOJIB30BAHUA ONTHYECKOMN TEXHUKH

OCYILIECTBIIAETCS c IIOMOIIBIO MIOAKJIFOUEHUS K
TEJIEKOMMYHHUKAIIMOHHOMY 000PYI0BaHUIO KOMIIBIOTEPA

B cranmapre «OpanxeBas
KHUTa»  (yHIAMEHTAJIbHOE
TpeboBaHue, KOTOpO€E
OTHOCHTCS K rpymnmne
lapantin

ynpaBmIIomHe ,Z[OCTYHOM MCTKU JOJI’)KHBI 6I>ITB CBsA3aHBI C
00BEKTaMU

HEOO0X0/IMMO HMMETh SBHYIO M XOpOIIO ONPEICICHHYIO CHUCTEMY
obecneueHus 0€30MacCHOCTH

WHIWBUYAJIbHBIC Cy6’b€KTBI JOJIZKHBI I/I,Z[GHTI/I(I)I/II_II/IPOBEITBCH

BBIYUCIUTENbHAs. CHUCTEMa B CBOEM COCTaBe JIOJDKHA HMETh
anmapaTHbIe/TPOrpaMMHBIE MEXaHHU3MB, JIOIyCKaroIIne
HE3aBUCHMYIO OLIEHKY Ha TMpeaMeT TOro, 4YTo CHCTeMa
o0ecreynBaeT BHIOJHEHUE H3JI0KEHHBIX TpeOOBaHUI
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KOHTPOJIbHAA I/IH(bOpMaI_[I/IH AOJZKHA XPAHUTBCA OTACIBHO U
3alIUIIaThCa Tak, YTOOBI CO CTOPOHEL OTBETCTBEHHOM 3a 3TO

TPYIIIBI  WMEJach  BO3MOXKHOCTH  OTCIICKHBATh  JCUCTBUS,
BJIMSIOINIME Ha 0€301aCHOCTh
JIIOOU
. | CBIpbE
K HocuremsMm 3ammmiaemMon
YEPHOBUKH U OTXOJIbI IPOU3BOJICTBA
nH(pOpMaIuu OTHOCHUTCS
JIOKYMEHTBI

aKyCTUYECKHE KOJIeOaHus

ACATCIIBHOCTBIO YCIIOBCKA

ommbOkamu mipu mnpoektupoBanun ACOU, ee »neMEHTOB WM

HckyccTBeHHBIC yrpossl | pa3pabOTKe MPOrpaMMHOIO 00€CIIeYEeHUs
0e30macHOCTH  HMH(OPMAIUK | BO3ACHCTBUAMH  OOBCKTUBHBIX  (DU3UYECKUX TPOIECCOB  HIIH
BBI3BAHBI CTUXUUHBIX IPUPOJIHBIX SIBJICHUN, HE3aBUCSIIINX OT YEIOBEKA
KOPBICTHBIMU yCTPEMIICHUSMU 37I0yMBIIUICHHUKOB
OIIMOKaMU MpHU ACUCTBUSAX TIEpCOHAIA
MOJTydeHUsl  3aluIIaeMol  WHQPOpMAIMU  3aWHTEPECOBAHHBIM
CyOBEKTOM ¢  HapyHmICHHEM  YCTAaHOBJICHHBIX  IPABOBBIMH

3amuTta UHGOPMALMH  OT
pasriameHus 3TO
JeATEIbHOCTD 1o
IPEIOTBPAILICHUIO

JOKYMEHTaMH HJIU COOCTBEHHUKOM, BIAJENbLEM HH(POPMAITUH
IpaB WM MPABWJI JOCTYIA K 3allIMIaeMOi nHpOpMaIu

BO3/ICUCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MpaB W/UIH MPaBHUI
Ha W3MCHEHHWE WHQOpMAIMK, TPUBOAALIETO K HCKAKCHHIO,
YHHUYTOXKEHUIO, KOMHPOBAHUIO, OJOKHPOBAHHIO JOCTyma K
nHpopMaluu, a TakkKe K yTpaTe, YHHUYTOXKCHHUIO WU COOIO
(G YHKIIMOHUPOBAHUS HOCHUTEIS HH(DOpMAIIUN

BO3IEHCTBUA Ha  3aum@aeMyr0  HHGOpPMAIUIO 111510
noJb30BateNst uHpopMalmen, cOost TEXHUYECKHX U MPOTrPaMMHBIX
CpeaCTB HHPOPMAITMOHHBIX CUCTEM, a TAK)KE IPUPOTHBIX SBICHUN

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHus 3alUIAEMON
uHQOpMAIIMK OT €€ pas3rJalleHus, HECAHKIMOHUPOBAHHOTO
JIOCTYIIA,;

HECaHKIIMOHUPOBAHHOTO JOBEJECHUS 3alluInaeMoil MH(opMarun
JI0 HEKOHTPOJIMPYEMOTO KOJIMYeCTBa NoJryyaTesnei nHpopmanuu

IIpocmotp
IepexBar
KOTOPBIN

Mycopa  3TO
nHpopmanuu,

3aKJII0YAeTCs B YCTAaHOBKE ITOACIIYIIMBAIOLIEIO YCTPOWCTBA B
anmaparypy cpencts o0paboTku uHpopMauu

OCHOBaH Ha  (PUKcAIMM  AJIEKTPOMArHUTHBIX  HM3JIYYCHHUH,
BO3HUKAIOIMIUX MPU QYHKIIMOHUPOBAHUH CPEICTB KOMIIBIOTEPHOU
TEXHUKHA U KOMMYHHUKAIAW

HETIPaBOMEPHO UCIIOB3YET
UH(POPMALIMOHHOTO Ipoliecca

TEXHOJIOrHYCCKHUEC OTXObI

OCYIICCTBIACTCA IIYTEM HUCITIOJIB30BAHUA ONTHYECKOMN TEXHUKH

OCYILIECTBIISETCS c MTOMOIIIBIO MOJIKITIOYECHUS K
TEJIEeKOMMYHUKAallMOHHOMY 000pY/I0BaHUIO KOMITbIOTEPA

K OCHOBHBIM
HEenpeIHaMEPEHHbIM
HCKYCCTBCHHBIM
ACOMU ornocHuTcs

yrpo3am

duznyeckoe pazpylieHre CUCTEMbI ITyTEM B3pbIBa, MOJIKOTA U T.II.

nepexBaT NOOOYHBIX IEKTPOMArHUTHBIX, aKyCTUYECKUX U JPYTHX
W3JIy4YE€HHUI YCTPOUCTB U JIMHUH CBS3U

U3MEHEHHE pPEeXHMOB padOThl yCTPOMCTB WM TPOrpamwm,
3a0acToBKa, caboTax MepcoHasna, MOCTAaHOBKA MOITHBIX aKTUBHBIX
noMex M T.II.
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YTEHHE OCTAaTOYHOW HMH(OpMaLUM U3 ONEPATUBHOM MaMATH U C
BHEIIHHUX 3a[IOMHHAIOIINX YCTPOUCTB

HEYMBIIIJICHHBIC JEUCTBUSA, MPUBOISMIINE K YACTHYHOMY WIIU
MOJTHOMY OTKa3y CHCTEMbl WM pa3pyUICHUIO alMapaTHbIX,
MPOrPaMMHBIX, HHPOPMALIMOHHBIX PECYPCOB CUCTEMBbI

3amuta wuHQOpMANMK  OT
HECAHKIIMOHHPOBAHHOTO
JOCTyIa 3TO JIEeATEIbHOCTh
O MPEIOTBPAILICHUIO

MOJy4eHHs  3aliiiaeMod  MHGOpMallUKd  3auHTEPECOBAHHBIM
CyOBEKTOM ¢  HapyIIEHHWEM  YCTAHOBIECHHBIX  IPABOBBLIMH
JOKYMEHTaMU WM COOCTBEHHHMKOM, BJaJeiblieM HH(opManuu
IpaB MJIM MPaBUJI JOCTYMA K 3alUIIaeMoil HHpOpMaluu

BO3JICHCTBUS ¢ HAPYIICHHEM YCTAHOBJICHHBIX MPAB /MM IPaBHI
Ha WM3MEHEeHHEe MHGOpMAIMK, NPUBOAALIETO K HCKAKCHHIO,
YHUYTOXXCHUIO, KOMUPOBAHUIO, OJOKMPOBAHUIO JIOCTYHa K
uHpOpMallUK, a TaKKe K YTpaTe, YHHUYTOXKCHHMIO WIH COOIO
(YHKIMOHUPOBAHUS HOCUTEIST HH(OpMaLUU

BO3IEHCTBUA Ha  3alIUIAeMyl0  HHQPOPMAIUIO OIInO0K
NoJb30BaTeNs HpopMalmen, cO0osi TEXHUUECKUX U MPOTrPaMMHBIX
CpeaCTB HHPOPMAITMOHHBIX CUCTEM, a TAK)KE IPUPOTHBIX SBICHUN

HEKOHTPOJIUPYEMOTO pacrpocTpaHeHus 3alUIaeMOi
uHbopMallUd OT €€ pasMalleHus, HEeCAaHKIMOHUPOBAHHOTO

JOCTyIIa

HECaHKIMOHUPOBAHHOTO JOBEJIECHUS 3alluInaeMoil HH(opMarun
JI0 HEKOHTPOJIMPYEMOTO KOJIMYEeCTBa MoJlyyaTenei nHbopmanuu

Hoctyn x naopManuu 3To

mporiecc  cOopa,  HaKOILJICHWS, 00paboTKH, XpaHEHUs,
pacrpenerneHus u noucka nHGopmManuu

npeoOpazoBanue  uWHpoOpMammHM, B  pe3ylbTaTe  KOTOPOTO
colepkaHue  HMHGOPMAIIMM  CTAaHOBUTCS  HEMOHSATHBIM IS
cyObeKTa, He UMEIOILETo J0CTyIa

NOJTy4YeHHEe  CYOBEKTOM  BO3MOXHOCTH  O3HAKOMJICHHS  C

uH(popMalel, B TOM YHClie TIPU MOMOIIN TEXHUYECKUX CPEICTB

COBOKYIIHOCTb IIPaBUJI, PEIIIaAMEHTUPYIOIIMUX TOPSIOK U YCIOBUS
JocTymna cyobeKTa K nH(OpMAIMU U €€ HOCUTEISM

JeATENIFHOCTh [0 MPEAOTBPAILCHUIO YTEUKH HH(OpMaluy,
HECAaHKITMOHUPOBAHHBIX U HETPETHAMEPEHHBIX BO3/ICHCTBHIA Ha
Heé

AKTUBHBIN MepexBaT

MacCCUBHBIN TIEpeXBaT

AyanuorecpexBar

BUACOIICPCXBAT

POCMOTP Mycopa

IIepexsar, KOTOPBI
3aKIII0YAETCsI B YCTaHOBKE
MOJICJTYILIMBAOLIETO
YCTpOWCTBAa B  almaparypy
CpencTB 00paboTkH
UH(OpPMALIUU HAa3bIBACTCS

B MEKIYHAPOIHOM
CTaHaapTe «OpanxeBas
KHUT2» MUHHUMAJIbHAS

3aluTa 3T0 rpymnmna

m g Q@ >

ITo xapaktepy BO3IEUCTBUS
YAQAJIICHHBIC aTaKU ACTIATCA Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOH CBS3BIO M O3 0OpaTHOI CBS3U

BHYTPUCETMCHTHBIC U MCKCECTMCHTHBIC

INIaCCHUBHBIC U aKTUBHBIC
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aTaku, KOTOpPbIE MOTYT PEAJIN30BHIBATHCS HA BCEX CEMHU YPOBHSAX —
bu3nYecKOM, KaHATLHOM, CETEBOM, TPAaHCIOPTHOM, CEaHCOBOM,
IPEJICTABUTEILHOM U MPUKIIATHOM

CyOBbeKT JoCTyma K
UH(OpPMALIUHU 3TO

¢du3nyeckoe N0, WM MaTepUATbHBIM OOBEKT, B TOM 4YHCIIC
¢usmueckoe 1mosie, B KOTOPBIX HH(pOpMAIMs HAXOAUT CBOE
oToOpakeHHE B BUJIE CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKIX
peleHu U IPOLECCOB

CyOBEKT, OCYLICCTBIAIONIMNA IOJIb30BaHUE HWHPOpPMaIen |
peanu3yomuil MOJIHOMOYMS PACHOPSDKEHUST B TIpeneNnax Ipas,
YCTaHOBJICHHBIX 3aKOHOM H/WJIM COOCTBEHHUKOM HH(OpMarmu

CyObeKT, mMonb3yloumiics HHQOpManuei, MOJIyd4eHHOW OT ee
COOCTBCHHUKA, BIaJAEiblla WIN TOCPEIHWKA B COOTBETCTBHU C
YCTAHOBJICHHBIMH TpaBaMM U MPAaBUIIAMU JIOCTYIA K HH)OpMauu
1100 C UX HApyIICHUEM

CyOBEKT, B TIOJHOM OOBEME PpCATH3YIOIIMA  IOJHOMOYUS
BJIAJICHUS, TIOJb30BAaHMS, pPAcHopshKeHuss UHpopMmammed B
COOTBETCTBUH C 3aKOHOAATCIIbHBIMHU aKTaMU

YYaCTHHUK IPABOOTHOLICHUH B MH(POPMALIMOHHBIX MpoIeccax

ITepexaar, KOTOPBIN
OCYILIECTBIIIETCS nyTemM
UCIIOJIb30BAaHUSl ONTHYECKON
TCXHUKH, HA3BIBACTCA

AKTUBHBIN MepexBaT

[IaCCUBHBIN IIEPEXBaAT

ayauonepexnar

BUACOIICPCXBAT,

IPOCMOTP Mycopa

O0ecrieueHne HalMOHAIBHON

HAJIe)KHAs 3aIIUTa JIMYHOW U UMYIIIECTBEHHOMN 0€30MacHOCTH

obecrieueHre HayyHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rOCyJapCTBOM MHHAMyMa MAaTepHAIBHBIX W 3KOJOTHYECKHX

0€30IaCHOCTH Ha  ypOBHE 9
yCIIOBHIA
TPaKIaHCKOTO oOmrecTBa
.. | moBbIIIeHNE YP(HEKTUBHOCTH 3aITUTHl KOHCTUTYIIMOHHOTO CTPOS,
OTpeneNseTcss  CIeAYIoLeH -
eI MpaBoOMNOpPsIKa, OOPHOBI C OPT. MPECTYIMHOCTHIO U KOPPYIIHEH
npeofojicHrue  KOH(QPOHTAIMu B OOIIECTBE,  JIOCTIKECHUE
HAI[MOHAJILHOTO COTJIACHSI
A
B MEXTyHAPOIHOM B
CTaHjapre «OpanxeBast C
KHHTa» MHIMBHyallbHAs [
3aIuTa 3TO Tpymnmna E
yCIIOBHBIE U 0€3yCIOBHBIE
aTaku ¢ 00paTHOM CBsA3BIO U O€3 00paTHOM CBSI3U
Ilo i Ehit BO3JICUCTBUS | BHYTPUCEIMEHTHBIE U MEKCETMEHTHBIE

YAQAJIICHHBIC aTaKU ACTIATCA Ha

INIaCCHUBHBIC U aKTUBHBIC

aTaKl B 3aBHUCHUMOCTH OT HapYHICHUSA KOH(l)I/II[eHHI/IaJ'IBHOCTI/I,
HCJIOCTHOCTH U NOCTYITHOCTH

IlepexBat, KOTOPBIA OCHOBAH
Ha buxcanuu
3JIEKTPOMAarHUTHBIX
M3IIyYeHUH,  BO3HUKAIOLIUX
npu (G YHKITMOHUPOBAHUH
CpEencTB KOMIIBIOTEPHOU
TEXHUKHM W KOMMYHUKaIUH
HA3bIBAETCS

AKTUBHBIN MepexBaT

[IaCCUBHBIN IIEPEXBaAT

AyanuorecpexBar

BUACONICPEXBAT

IIPOCMOTp Mycopa

B MEXKTyHApOTHOM

A
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CTaHzapTe «OpanxeBast
KHUTa» MaHJaTHas 3aluTa
3TO Ipymnmna

mg|O|w

ITo YCJIOBHUIO Hauasna
OCYILIECTBJIEHUS BO3ACHCTBUSA
yYIAJICHHBIE aTaK! JEJSATCS Ha

yCIIOBHBIE U 0€3yCIIOBHBIE

aTaku ¢ 0OpaTHOM CBSI3bIO M Oe3 0OpaTHOIl CBA3N

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBIC

ITaCCUBHBIC 1 aKTHBHBIC

ATaKl B 3aBUCUMOCTU OT HAPYUICHUSA KOH(bI/I,Z[eHI_[I/Ia.HBHOCTI/I,
HCJIOCTHOCTH U NOCTYITHOCTH

CoOcTBeHHHK  MH(pOPMAITUH
3TO

¢u3nyeckoe MO, WM MaTepUabHBIE OOBEKT, B TOM YHCIE
¢u3mueckoe mone, B KOTOPBIX HMH(OpMAIUs HAXOIUT CBOE
0TOoOpakeHHE B BHJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHMYECKUX
pELIEeHUI U IPOLIECCOB

CyOBEKT, OCYIICCTBIISIOMIMKA TOJb30BaHWE HWHpOpMammen u
peanu3yomuil MOJHOMOYUS PACTIOPsDKEHHsT B Tpeaesiax Ipas,
YCTAHOBJICHHBIX 3aKOHOM W/WJIM COOCTBEHHUKOM MH(OopManuu

CyObBeKT, moNb3ylolmMiics HH(pOpMaIUel, MoIyuyeHHOH OT ee
COOCTBCHHHUKA, BIaeiblla WM MOCPEAHHKAa B COOTBETCTBHU C
YCTAHOBJICHHBIMH NPaBaMM U MPABUIIAMU JOCTYIA K WH(POPMAIIH
1100 C UX HApyIICHUEM

CyOBEKT, B TIOJJHOM O0BEMe pealu3yloUMid  MOJTHOMOYHUS
BJIAJICHUS, TIOJIb30BAHMS, pPAcHopshkeHus HUHpopMmammed B
COOTBETCTBUU C 3aKOHOJATEIbHBIMHU AKTAMHU

YYaCTHHK IPABOOTHOLICHUH B MH(POPMALIMOHHBIX MpoIeccax

ITepexaar, KOTOPBIN
OCYILIECTBJIISIETCS C TOMOIIBIO
MOJKITIOYEHUS K

TCIICKOMMYHHUKAITUOHHOMY
000pyI0OBaHNIO KOMITBIOTEPA
Ha3bIBACTCS

AKTHBHBIH I1IepexBar

[IaCCUBHBIN IIEPEXBaAT

AyanorecpexBar

POCMOTP Mycopa

BUACOIICPCXBAT

B MEKIYHAPOIHOM
CTaHJIapTe «OpanxeBas
KHUTa» Bepu(pUIHpOBaHHAS
3aIlATa 3TO rPpyIIa

esllwlii@llivelie=

I[lo wHamuuuio  oOpaTHOM
CBSI3U C aTaKyeMbIM
00BEKTOM y/aJICHHBIE aTaKH
JeTsITCs Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOH CBSI3bIO U Oe3 0OpaTHOI CBA3N

BHYTPUCETMCHTHEBIC U MC)KCCTMCHTHEIC

INIaCCHUBHBIC U aKTUBHBIC

ATaKl B 3aBUCUMOCTU OT HAPYUICHUSA KOH(bI/II[GHI_II/IaJIBHOCTI/I,
LEJIOCTHOCTH U JOCTYITHOCTH

CaMOCTOSITEITLHO
cO3/1aBIlIee nH(popManuo
1100 MOJIyYUBLIEE Ha
OCHOBaHMM  3aKOHa  WJIH
JIOTOBOpa TPaBO paspemiath
WIA OTPAaHWYHMBATH OCTYI K
nHdOpMauu

JIuto,

MCTOYHUK MHPOPMALU

notpeburens HHpOpMaLN

YHAYTOXXUTENb WHPOPMALTIU

HOCHUTENb HH(popMauu

oOnanatens nHGOpMaIUU

O0s13arenpHoE IS

3JIEKTPOHHOE COOOIICHIE
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BBITTOJTHCHUS JIUIIOM,
NOJYYHMBIIUM  JIOCTYIl K
oTpenieNieHHONW UH(pOpMaLuy,
TpeOOBaHNE HE TepeaaBaTh
TaKyIo UHPOPMAIIHIO
TPETHUM JIUIaM 0e3 COTJIACHSI
ee obyagaTens 3To

pacnpocTtpaHeHre nHpopMaun

npeocTapIeHre HHOpMaIu

KOH(QHUICHINAIEHOCTh HHPOPMAIIUU

JIOCTYTI K HHGOPMALIIU

JelicTBus, HapaBJIECHHbBIC HA

NOJTy4EHHE uHpOpMaIUN
HEONIPEACIEHHBIM  KPYroM
I W nepenavy
nHdOpMaUu
HEOTNpeIeICHHOMY KpYTy
JIUIL 9TO

YHUYTOXXEHHE HHPOPMAITUU

pacrpocTpaneHue HHGopMaIyn

npeocTapiIeHre HHOpMaIuu

KOH(QHUICHINAIEHOCTh HHPOPMAIIUU

JOCTYH K HHPOPMAIUU

Bo3MOXXHOCTE  MOJIy4eHHUs
uHpopMaun U ee
UCIIOJIb30BaHUS 3TO

COXpaHeHHe HHPOPMAIUH

pacnpocTpaHeHre nHpopMauu

npeaocTaBiIeHre HH(DOpMAITK

KOH(QHICHINAIEHOCTh HHPOPMAIUU

JOCTYM K HHPOPMAIUU

[Tporece CoOO0IIeHNUS ABTOpHSAITA
CyOBEKTOM CBOEro HWMEHHU
WIM  HOMEpa, C  LENbI0 | ayrenruukanys
MOJIyUYEHUsI  OMpeeNIEHHBIX
MOJTHOMOYHH (IIpaB J0CTyNa) | 00e31MIUBaHKE
Ha BBINOJIHEHHE HEKOTOPBIX
(Pa3pelLeHHbIX eMy) | AeTepcoHaM3aIus
NEUCTBUIL B CHUCTEMAax C
OTPaHUYEHHBIM JOCTYIIOM MIACHTH(HKALIA
[Ipouenypa IIPOBEPKH | aBTOpH3ALIHS
COOTBETCTBUSl CYOBEKTA U | oGesmmunpanme
TOTO, 32 KOIO OH IIbITaeTCs

JIeTIepCOHATH3AIHSL
ce0s BBIIATH, C ITOMOIIBIO
HEKOM yEUKaTbHOM | AYTeHTHOUKaIyS
vH(OpMAaIIK HJICHTH(PHUKALHS
ITponece, a Takxke pe3ysbTaT
nporiecca MIPOBEPKU ApTOpH3AMIA
HEKOTOPBIX  00s3aTeNbHBIX
IMapaMeTpoB MOJIB30BaTeNs i, | WICHTHHKAIIA
npu YCIIEUIHOCTH,
[IPEIOCTaBIICHAE eMy | ayTeHTH(pUKaIus
OTnpeeNEHHBIX MOTHOMOYUN
HA BBIMOJTHEHUE HEKOTOPBIX | ofe3uurBaHme
(pa3pernieHHbIX emy)
ACHCTBUH B CHCTEMAX  C | 1onencouammsas

OI'paHUYCHHBIM JOCTYIIOM

HecankunoHupoBaHHBII
JOCTYTI K ”H(POPMAIIHH TO

JIOCTYT K MH(POPMALINH, HE CBI3AHHBIM C BBITIOJHECHHEM (DYHKIIMOHAh-
HBIX 00s13aHHOCTEH U He 0()OPMIICHHBIN JOKYMEHTAIBHO

pa60Ta Ha 9YKOM KOMITBIOTEPC 0e3 pa3pCUICHUs €ro BJIaACIIbIa

BXO0J Ha KOMITBIOTEP C UCIIOJIB30BAHUEM JJAHHBIX APYIoro ImojJb30BaTeiisd

JOCTYT K JIOKAJTbHO-MH(OPMAIIMOHHON CETH, CBSI3aHHBIN C BBITIOITHEHH-
eM (PYHKIHMOHAIBHBIX 0053aHHOCTEH

noctyn Kk CYBJI nmox 3anpernieHHbIM UMEHEM TOJIb30BaTEeNs
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JloxymMeHTHupOBaHHAs

uHpOpMaIus, JIOCTYII K
KOTOPOH  OTrpaHMYHMBacT B
COOTBETCTBHUU c

3aKOHaIeJILCTBOM PD

MH(QOPMAIHSI COCTABIISIONIAS TOCYIaPCTBEHHYIO TalHY

UHQOPMAITUS COCTABIISIONIAsT KOMMEPUYECKYIO TaiiHy

TiepCoHaNbHAS

KoH(HUACHIIMATbHAS HH(OPMALIUST

JIOKyMEHTHUPOBaHHAsT HHPOPMAITHS

Undopmannonnas
0e30MmacHOCTh 00ECTIeYHBacT. ...

0JIOKHpOBaHUE HHPOPMAITUH

WCKa)KeHHe HH(POPMaIn

COXPaHHOCTH HH(MOPMAITIH

yTpary uHpopmManuun

NOJ/ICJIKY HH(pOpMauu

XwuieHrne nHGopMaIiy — 3T0. ..

HECaHKIIMOHUPOBAHHOE KOMHPOBaHUE WH(popMaum

yTpata HHhOpMAITIHI

0JIOKHpOBaHUE HHPOPMALTUH

HUCKaKEeHHUE HHPOPMAITIH

npoaxa uHdopMamm

Hoctyn k uHpOpManuu — 3710:

00s13aTeTbHOE TSl BBITIOJIHEHUS JIMIIOM, TIOJYYHBIIAM JIOCTYI K OMIpe-
JieIeHHOM nH(popMaluy, TpeOOBaHUE HE IepeaaBaTh TaKyl HHGpopMa-
IO TPETHUM JIMIIaM 0e3 coryiacus ee o0nanarens

JICHCTBYSI, HAITPABIICHHBIC HA TOJyYeHHE WH(OPMAIMK HEOIPECIICH-
HBIM KPYTOM JIHI] WITH Tiepeaady HHQOpMAIK HeOTIPEIeIEHHOMY KPYTy
JIHIY

JICUCTBHUS, HANPaBJICHHBIC HAa MOJIy4YeHHEe MH(OPMAIN ONpeIeTIeHHbIM
KPYTOM JIMII HJIH Tiepeiady HHPOPMAIUK ONPEIeTICHHOMY KPYTY JIHI]

uHQOpMAIHSI, TIepeanHas WM ToJTy4YeHHas Moib3oBaresieM HH(opMa-
[IUOHHO-TEJICKOMMYHHUKAITMOHHON CETH

BO3MOKHOCTD OJIYUCHHUA I/IH(i)OpMaLII/II/I H €€ UCII0JIb30BaHUA

ObGecrieuenne
HHPOPMAITHOHHON
0e30IacHOCTH
obecreueHue. . .

€CThb

HC3aBHUCHMOCTH I/IH(i) opManuun

U3MCHECHHS HHPOPMAITHHI

KOIMPOBaHMsI HHPOPMALN

COXPaHHOCTH HHGOPMAITHH

peoOpa3oBaHus HHPOPMAIMH

K kakomMy Bumy Mep 3alluThl
AHPOPMAIIMK  OTHOCHTCSA  yT-
BEpKACHHAsl mporpaMma padoT
B 00J1acTu 6€30IaCHOCTH

MOJINTHUKA O€30MaCHOCTH BEPXHETr0 YPOBHS

MOJUTHKA O€30MaCHOCTH CPETHETO YPOBHS

MOJINTHKA 0€30MMaCHOCTH HIDKHETO YPOBH:

IMPUHIMIT MUHUMH3alIH HpI/IBI/IJ'IeFI/Iﬁ

3alUTa MoAAep>KUBaroIel HHPPaCTPYKTYpHI

T'apanTtus Toro, yTo mpu XpaHe-
HUM WA Tepenade wH(opma-
1IUK HEe OBbLIO IPOHU3BEICHO HE-
CaHKITMOHUPOBAHHBIX HM3MEHE-
HHUH

KOH(l)I/I,I[CHLII/IaJ'H:HOCTL

OEIO0CTHOCTH

JIOCTYITHOCTh

AYyTCHTUYHOCTb

aAfCJIIMPyCMOCTDb

K ¢pynkmmsim napopmManroHHoH
0e30MacHOCTH OTHOCSTCS

BBIABJICHUC HCTOYHHUKOB BHYTPCHHHUX U BHCUIHUX YI'PO3

CTpaxoBaHHe HH)OPMAIIMOHHBIX PECYPCOB

3aIIUTa TOCYJapPCTBEHHBIX MHPOPMAIIMOHHBIX PECYPCOB

MOJITOTOBKA CIICIUAIMCTOB IO 00SCICUYEeHUI0 MHPOPMAIIMOHHON 0Oe30-
MACHOCTHU

BCC OTBCThHI BEPHbI

K HanuoHambHBIM HHTEpECaM
P® B undopmanmonHoi chepe
OTHOCSITCS

peam3and KOHCTUTYLIMOHHBIX ITPpaB Ha JOCTYII K I/IH(l)OpMaI_[I/II/I

3aruTa HHpOopMaIiK, 00eCIICYHBAIOIICH THIHYIO 0€30I1aCHOCTh

3alInTa HE3aBHUCHMOCTH, CYBEPEHHTETa, TOCY/apCTBEHHON U TEPPHUTO-
pHaTbHOM IETOCTHOCTH

MNOJIUTUYCCKasA SOKOHOMHNYCCKAA U COIMMaJIbHaA CTaOMIIBHOCTE

COXpaHCHHUE U 03I0POBIICHHN OKPYKAIOIICH CPEIbI
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T'apanTus TOrO, 4TO KOHKpET-
Has uHpOpMAIUs  JOCTYITHA
TOJILKO TOMY KpYTy JIHII, IS
KOTOPBIX OHA MPEIHA3HAYCHA

KOH(UIEHITHAITBHOCTh

OEIO0CTHOCTD

JIOCTYTHOCTb

AYTCHTUYHOCTDb

aneyuIpyeMocTh

COBOKYITHOCTh HOPM, TIPAaBHII U
MPaKTHYECKUX PEKOMEHIAINH,
pEeTJIAMEHTHPYIOINX  paboTy
cpeactB 3amutel AC oT 3a1aH-
HOTO MHOXECTBa yrpo3 0e30-
MACHOCTHU

KOMIUIEKCHOE o0ecrieueHrne MHPOPMAIIMOHHON 0e30MacHOCTH

oe3omacHocts AC

yrpo3a nH()OpMaIMOHHOW 6€30MaCHOCTH

aTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTCMY

[IOJIUTUKA OE30IIaCHOCTH

Hawmbonee pacmnpocTpaHeHHBIC
YTPO3bI WHPOPMAITUOHHOM
0€e30I1aCHOCTH

YIpO3blI LIENTOCTHOCTH

Yrpo3bl 3alIUIIEHHOCTH

yrpo3bl O€30MACHOCTH

YIPO3bl JOCTYIHOCTH

yrpo3bl KOHPHUIESHITUATLHOCTH

[eiicTBue, MpeanpHHUMAEMOe
3JI0YMBIIIEHHUKOM,  KOTOpOE
3aKJII0YAeTCs B TIOUCKE U HC-
MOJIb30BAHUM TOW WM HWHOH
YSI3BUMOCTH CUCTEMBI

KOMIUIEKCHOE o0ecrieueHrne MHPOPMAIIOHHOM 0e30MacHOCTH

oe3omacHocts AC

yrpo3a nHhOpMaIMOHHOW OE30MaCHOCTH

aTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTCMY

[IOJIUTUKA OE30I1aCHOCTH

Cocrosiaue 3aIUIIEHHOCTH
MHOTOHAIIMOHAILHOTO  HapoJa
KaK HOCHUTEINS CyBEpEHUTETa W

uHpOpMalOHHAsE 6€30MaCHOCTh

0€e30I1acHOCTh

3anuTa nHpopmManuu

CANHCTBCHHOI'O HNCTOYHHKA

BIIACTH HaIMOHAJIbHAS 0E€30I1aCHOCTD

CBOMCTBO JaHHBIX OBITH JIOC- | KOH(PHICHIIUATLHOCTD

TYIOHbBIMHU JII CAaHKOHUOHHUPO- LIEJIOCTHOCTH

BAaHHOI'O IMOJIb30BaHUA B IMPOU3-

. JIOCTYITHOCTD

BOJIbHbIM MOMCHT BPCMCHU, KO-

r1a B o6palieHny K HUM Bo3Hu- | &YTCHTHYHOCTD

KaeT He0OXOAUMOCTb anmenmpyeMocThb
KOH(UIEHITUATBHOCTh

rapaHTI/IH TOTO0, YTO HCTOYHH- [IEJIOCTHOCTh

KOM HHGOpMAIUH  SBJIIETCS
JIOCTYITHOCTD

HUMCHHO TO JHIO, KOTOPOC 3a-

SBJICHO KaK €€ aBTOp aYTeHTI/ILIHOCTB
anmneIupyeMoCcTh

lapanTHs TOTO, YTO NpH HEOO- | KOHPUICHINAILHOCTD

XOJMMOCTH MOKHO OYZET I0Ka- | [1eJIOCTHOCTD

3aTb, 4YTO aBTOPOM C006H.ICHI/Iﬂ I[OCTYHHOCTB

HBHHCTC? HMCHHO TOT 4YCJIOBCK, aYTeHTI/ILIHOCTB

KOTOPBIHN 3a5BJICH KaK €€ aBTOP U

HH KTO JApYTOit anmeIMpyeMOCTh

CooTHecuTe UHTEPECH B 0bOJac-
i uH(pOpMaNMOHHON Oe3omac-
HOCTH:

1. HauimoHanpHble HHTEPECHI

2. laTepeckl IMYHOCTH

3. MHTepeckl rocynapcTa

4. NnTepeck! oo1iecTBa

1. cocTosT B peanu3alMd KOHCTUTYIIMOHHBIX IMPaB U CBOOOM, B
o0ecrieueHNH JINYHOW O€30MacHOCTH, B TOBBIIICHNH KAauyecTBa H
YPOBHS JKHU3HH, B (PU3UYECKOM, TYXOBHOM M WHTEIUIEKTYaJIbHOM
Pa3BUTHH YEJIOBEKA M IPaKAaHNHA
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2. o0ecrneynBalOTCSI WHCTUTYTaMH TOCYAApPCTBEHHOM BIAcTH,
OCYILECTBIIIOUIMMH CBOU (DYHKIIMH, B TOM YHCJIE BO B3aHUMOJEH-
CTBUHU C JIeHCTBYIOIKUMHU Ha ocHOBe Koncturynuu P® u 3akoHo-
natenbcTBa PO 001ecTBEHHBIME OPTaHU3AIIASIMHI

3. COCTOSIT B HE3BIOJIEMOCTH KOHCTHTYIITHOHHOTO CTPOSi, CyBepEHU-
T€Ta U TEPPUTOPUATILHON LIEJIOCTHOCTH Poccuu, B MOTUMTHYECKOM,
YKOHOMHUYECKON W COIMAIBHON CTAOMIBHOCTH, B 0O€3yCIOBHOM
o0ecreyeHny 3aKOHHOCTH M TMOJJIEp’KaHUuU MPAaBOIOPAIKA, B pas-
BUTUM PABHOINPABHO T'O M B3aMMOBBITOJHOTO MEXKIYHAPOJIHOTO
COTpYJIHUYECTBA

4. cOCTOSIT B yIPOUEHUU JAEMOKPATHH, B CO3IaHUH IPABOBOI0O, CO-
[IAAJILHOTO TOCYAapCTBa, B TIOCTHKCHUU U TOICPKAHUN OOIIIeCT-
BEHHOT'O COTJIACHs, B TyXOBHOM OOHOBJIeHUHU Poccun

CooTHecuTEe OCHOBHBIE TIOHATHUS
B obOnactu WHPOPMALUOHHOMN
6e3omacHoCcTH

1. aTaka

2. ys3BuMocTh AC

3. yrpo3a 6e3onacHocTr AC

4. 3amuIieHas CucreMa

1. HekoTOpoe HEeyAauyHOe CBOMCTBO CUCTEMBI, KOTOPOE IEIaeT
BO3MO>KHBIM BO3HUKHOBEHHE U PEATU3ALUIO YTPO3bI

2. cucTeMa Co CpeCTBAaMH 3alUThI, KOTOPbIE YCIEIHO U 3 dek-
TUBHO MPOTHUBOCTOSAT YTrpo3aM 0€3011aCHOCTH

3. Bo3MOkHBIe Bo3aercTBUS HA AC, KOTOpBIE MPSAMO UM KOCBEH-
HO MOTYT HaHECTH yliepO ee 6e30MacHOCTH

4. neicTBUE, NPEANPUHUMAEMOE 3JI0YMBIIIJIEHHUKOM, KOTOpOE
3aKJIFOYAETCs B IIOUCKE U UCIIOJIB30BaHUU TOM WA UHOU YSI3BHUMO-
CTU CUCTEMBI

CooTHeCUTE OCHOBHBIC BHUJIBI
yrpo3 st AC

1. yrpo3a HapyIieHust KOHQUACHIIUATEHOCTH

2. yrpo3a oTKa3a ciyx0

3. yrpo3a HapylIeHUs [EIOCTHOCTH

1. mo0oe yMBIIUIEHHOE 3MEHEHHE MH(POPMALIUH, XpaHsIIeHcs B
BC unu nepenaBaemMoii OT OTHOM CUCTEMBI B PYTYIO

2. BO3HHUKAET BCSIKUHM pa3, KOTAAa B Pe3ysbTare NpeAHAMEPEHHBIX
NENCTBUH, NMPEANPUHUMAEMBIX IPYIMM I10JIb30BaTEIEM WU 3J10-

YMBIIIEHHUKOM, OJIOKUpYETCsl JAOCTYNl K HEKOTOPOMY pecypcy
AC

3. 3aKiIr04aeTcss B TOM, YTO MH(OpMalUs CTAaHOBUTCS H3BECTHOM
TOMY, KTO HE pacroyiaraeT HOJTHOMOYHUSIMH JOCTyIa K Hel

CootHecuTe  KiIacCU(HUKAIIHIO
yrpo3 Mo psy MPU3HAKOB

1. mo mpupoie BOSHUKHOBEHHUS

2. 110 HEMOCPEACTBEHHOMY UCTOYHUKY

3. o crenenu Bo3aeiicTBua Ha AC

4. mo criocoOy nmoctyma k pecypcam AC

1. maccUBHBIC U AaKTUBHBIC

2. HarpaBJICHHBIE HA HCIIOJIL30BaHHE MPSMOTO CTAaHIAPTHOTO ITyTH
JOCTYyTA K pecypcaM ¥ HallpaBJICHHBIE HAa UCIIOJIb30BAHUE CKPHITO-
r0 HECTaHJIaPTHOTO 0cTyMa K pecypcam AC

3. €CTECTBCHHEIC UJIH HNCKYCCTBCHHELIC

4. mpupoaHasi cpena, 4eJOBEeK, CAHKI[MOHUPOBAHHBIE MPOrpaMM-
HBIE CPEJICTBA U HECAHKIIMOHUPOBAHHBIE POTPAMMHbBIE CPE/ICTBA

Yro Takoe cepTUHKALHS

MOJTBEP)KJIEHUE COOTBETCTBUSl MPOIYKIUU WM YCIYr YCTaHOB-
JICHHBIM TPEOOBAHUSM WIIH CTaHIAPTaM
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MOJTBEP)KJIEHUE COOTBETCTBUS MPOJIYKIIMH, HO HE YCIYT YCTaHOB-
JICHHBIM TPEeOOBAaHUSAM WM CTaHIapTaM

MOJTBEPXK/IEHUE COOTBETCTBUS YCIYT, HO HE MPOAYKLUN YCTaHOB-
JICHHBIM TPeOOBAaHUSAM WM CTaHIapTaM

Yro Takoe ceprrudukar?

JIOKYMEHT, TOJATBEPKAAIOIMI COOTBETCTBUE CPEIACTBA 3aIINTHI
uHpopManuu TpeOOBAHUAM 110 O€30MaCHOCTH UH(POPMALTUH

AOKYMCHT, HOI[TBep)K,Z[aIOH_[I/Iﬁ COOTBCTCTBHUEC CPCACTBA 3allINUTHI
nHpopmaruu TpeOOBaHUSIM 10 XPaHSHUIO HHPOPMAITIHI

JOKYMEHT, TOJTBEPKAAIONINI COOTBETCTBUE CPEACTBA 3aIlIUTHI
nHpopmaruu TpeOboBaHUAM 110 00pabOTKe HHPOPMAITIH

Kak wmaspIBaeTcsa NHIIO, caMo-
CTOSITEIIBHO co3faBiiiee HHGOpP-
Maruio 00 TOJyYHBIISE Ha
OCHOBaHUH 3aKOHA WIIN JIOTOBO-
pa mpaBo paspemiarh WiId orpa-
HUYMABATh JOCTYN K HWH(OpMa-
[IUU, OTIPEACIAEMON MO KaKHM-
0o nmpu3HaKam?

Cy6’beKT NEPCOHANIBHBIX JaHHBIX

oreparop UH(HOPMAITMOHHON CUCTEMBI

obnanaTenp nHGopMaH

cyOBekT napopmarm

Bonpocs! k kommiekcHomy 3aaanuio TK1

1. Yto Takoe nHdopManmoHHasi 6€30MacHOCTb?

2. [lepeuncnure BaKHEHTITNE ACTIEKTHI MHGOPMAITMOHHON 0€30MTaCHOCTH.

3. [lepeuncnure ypoBHU 3aNTUTHI HTHGOPMAITUH.

4. OxapakrepusyiTe yrpo3bl HHPOPMAIMOHHON 0€30MaCHOCTH: PACKPBITHS
LEJI0CTHOCTH, OTKa3 B 00CITy>KBaHUU.

5. O0OBSACHUTE NPUUUHBI KOMITBIOTEPHBIX MPECTYIICHU.

6. OnuIuTe OCHOBHBIE TEXHOJIOTUH KOMIIBIOTEPHBIX IPECTYTIIICHUH.

7. Ilepeuniciute Mepbl 3aIUTHl THHOPMAILIMOHHON 0€3011aCHOCTH.

8. Ilepeunciure Mepbl MPEAOCTOPOKHOCTH MPHU PabOTE C 1ENIbIO 3aUTUThI UH-

dbopmarum.

9. OnuiurTe OCHOBHBIE MEPHI 3aLIUTHl HOCUTENEH HHPOpPMALIUK.

10. [Touemy moaxirOUYEeHHE K IIOOATBHON KOMIBIOTEpHOU cetu MHTEepHET
IpesCTaBIseT co00M yrpo3y s HHPOpPMAMOHHOM Oe30macHoCTr?

11. OnummTe, Kak UCHOJIB30BAHUE SJIEKTPOHHOM IMOYTHI CO3AAET YIpO3y HH-
dbopmarmonHoi 6e3onacHoctr. Kakue mMepsl oOecrneunBalOT OS30MMacHOE HCIIOIb30-

BaHue e-mail?

12. Kakue cymecTByOT MEXIyHApPOIHbIE U POCCUIICKKE CTaHIapThl B 00JIacTU
0€30MacCHOCTH KOMIBIOTEPHBIX CUCTEM U MH(OPMAIIMOHHBIX TEXHOJIOTHI1?

13. Kputepun 6€301acCHOCTH KOMIIBIOTEPHBIX CUCTEM MUHUCTEPCTBA 0OOPOHBI
CHIA (“OpaneBast kHura”).

14. PykoBoasmue nokyMeHTslI I 'ocTexkomuccuu Poccun.

15. MexnayHnapoanbie cTaHaapThl MHQOpMaroHHOU Oe3omacHocTU. CTanaapt
ISO/IEC 15408 "O6mue kputepun". Onrcanue TpeOOBaHMU O€30IaCHOCTH U Xapak-

TEPUCTHK yTPO3.

Js Tekymero kourpoJs TK2:
IIpoBepsiemast KOMIETEHLUS:




KO,Z[ 1 HAUMCHOBAHUEC KOMIICTCHLIN

KO,Z[ U HAMMCHOBAHUC MHAUKATOPA

OIIK-1. CiocobeH noHuMaTh IPHHIMIBI pa-
0OTBI COBPEMEHHBIX MH()OPMAITMOHHBIX TEX-
HOJIOTHIA M KCTIOJIb30BATh UX JIJISl PEIICHUS
3a1a4 podecCUOHATLHOM e TEILHOCTH

OIIK-1.2. Bnageer HaBbIKaMHu NMpUMEHEHHs mHU(pO-
BbIX TEXHOJIOTHH Al peleHus 3agad npodeccuo-
HAJIBHOW JIEATENBHOCTH C YYETOM OCHOBHBIX TpeOo-
BaHUI1 HH(POPMAIIMOHHON 6€30MaCHOCTH

Tect
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Kakoit o0mmuit ymep6 10 | 4

JAHHBIM Nucturyra 34

KomnsrotepHoit

bezonacnoctu Ha”ecow | 54

KOMIIBIOTCPHBIC BHUPYCBI 33 | 74

nociueaue S5 ger, (MIpI.

nomi. CIIIA)? 94

ITo JAHHBIM )KypHana | 500000

«Security Magazine», [ 1000000

cpemHHil pasmep ymepda oT

KOMITBIOTEPHOTO 1500000

MomeHnnuecTBa cocrapiser | 2000000

(momn. CIIIA) 2500000
poLecc cbopa, HAKOILJICHUS, 00paboTKH, XpaHEHUs,
pacripenenenus 1 norucka HHpopmManuu
npeoOpa3oBanue  MH(pOpManuMu, B  pe3ylbTare  KOTOPOTO
coaepaHue HWHPOPMAIUUM  CTAHOBUTCS  HEMOHATHBIM  JJIS
cyOBeKTa, He UMEIOIIETO JOCTYyIa

[MudpoBanne wWHPOPMALUHU | TOTYICHHE  CYOBEKTOM  BO3MOXKHOCTH  O3HAKOMIJICHHS  C

9TO

uH(popMalel, B TOM YHCIie TIPU MOMOIIN TEXHUYECKUX CPEICTB

COBOKYITHOCTb TPAaBHIJI, PETJIAMEHTUPYIOIIUX TOPSIIOK U yCIOBHSI
JOCTyTa CyOBbeKkTa K HHGQOPMAITUU U €€ HOCUTEIISIM

NESATEIBHOCTh 10  TPEAOTBPAIICHUIO  YTCUKH HH(POPMAITUH,
HECAaHKIMOHMPOBAHHBIX W HEMpPETHAMEPECHHBIX BO3JICHCTBHN Ha
Heé

ITo JTAHHBIM I'maBHOTO | 2
UHPOPMAIIMOHHOTO  IIEHTpA 2.5
MBJI Poccun KOIHYECTBO 3
KOMITHIOTEPHBIX
MPECTYIUICHUN €XKEroTHO 3,5
yBEIIMYMBAeTCA B (pasa) 4
Ilo JTaHHBIM I'nasHoOTO | 6
uHpopmarmonHoro  1eHTpa | 60
MBJI Poccum exeroanbiit | 160
pasmep MaTepuaibHOro | 600
yiepba OT KOMITBIOTEPHBIX
npecTymieHut  cocrasisier | 1600
OKOJIO (MIJTH. pyOJIeii)
[lo  nmamseiM  [nmaBHOTO | 7
UHPOPMALIMOHHOTO  IIEHTpa

.| 1,7
MB/JI Poccun cpeaHui
yiepo, NPUYUHAEMBIH | 27
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MOTEPIIEBIIEMY oT 137
b
KOMITBIOTEPHOTO
NPECTYIUICHUS, PaBeH (MJIH. | 47
o b
pyb6ueii)
OcHoBHOE CpC€acCTBO, I/I,HeHTI/I(bI/IKaHI/Iﬂ
oOecIieynBaroIee
ayTeHTU(UKAIIHS
KOH(HUICHIINATLHOCTh

uHbOpMallUK, TOCHUIAEMOM | aBTOpH3alHs

1o OTKPLITBIM KaHaJlaM
nepeaadyn OJaHHBIX, B TOM

IKCTIepPTH3a

YHUCIIe, IO CETH UHTEPHET mrQpoBaHue

WWW

Juns Ge3omacHoi mepepadu Jicom

JTAHHBIX 1o KaHaJlaM
vpn

HHTCPHCT HCIIOJIB3YCTCA

ftp

TEXHOJIOTUS
xml

Kommuiexe anmnapaTHbIX

AQHTUBUPYC
u/1mm IIPOrpaMMHBIX

CPEACTB, OCYIIECTBISIOMINI

3aMOK
KOHTPOJb ¥ (pUIbTpaIuio

CETEBOTO Tpaduka B

Opa”IMay?d
COOTBECTCTBUU C 3aJaHHBIMU p A y p

MpaBWIAMU U 3alIUIIAIONINI

Kpunrorpa@pusa
KOMITBIOTCPHBIC CETHU oT P P (b

HECAaHKITMOHHUPOBAHHOI'O

JocTyna 9KCIICPTHAA CUCTECMaA

[Ipouenypa, mpoBepstomias, | MAeHTU(UKAIMS

HUMECT JIM IIOJIB30BATClIb C a}’TeHTI/I(bI/IKaI_[I/ISI

IPEIbIBICHHBIM CTpaTH(UKAIHS
UJICHTU(PHUKATOPOM MPABO HA | PETrHCTPAIIHS
JOCTYT K PEeCypcy 3T aBTOpH3ALUA

coziepkath UG PHI U OYKBBI, 3HAKK MPETMHAHUS U OBITH CJIOXKHBIM
JUTSL yraIbIBaHUsI

COJIePKAThH TOJIBKO IUDPBI

[Tapons MIOJTB30BATENS | COAEPIKATh TOJIBKO OYKBBI

JIOJKEH UMETh SBHYIO TPUBS3KY K BIaACbIy (€ro MMs, JaTa POXKICHUS,
HOMep TeneoHa U T.I1.)

OBITH TIPOCTHIM M JIETKO 3allOMUHATHCS, Harpumep «123», «111y,
«qwerty» U T.[.

[InactukoBas KapTOUKa, | TOKEH
coJieprkanias YHIT Wi | password
KpUNTOrpaguaeckux

P P (bv apoJib
BBIYHCIICHU U BCTPOEHHYIO _
3alIUINCHHYI0 TaMsITh IS login
XpaHeHus1 THPOpMaITuu cMapr-KapTa
YerpoiicTBo TS | L ocen
UICHTH(PUKAITIN

MOJIb30BaTeNICH,

TIPEICTABISIONICE coboit ABTOHOMHBIN TOKCH
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MOOUIIBHOE  TEepPCOHATbHOE
YCTPOMCTBO, HATOMUHAIOIIIAE
MaJICHbKH  MEWIKEp, He
MOJICOEAMHSAEMbIE K
KOMIIBIOTEPY M  HMMEIOIINE
COOCTBEHHBIH HCTOYHUK
MUTAHUS

USB-tokeH

ycTpoiicTBo iButton

cMapT-KapTa

Hoctyn  monb3oBaTens K
uH(OPMAIIMOHHBIM pecypcam
KOMIIbIOTEpAa © / WK
JIOKAJTbHOW BBIYUCIUTEIbHON
CeTH MPEANpPUATUS IOKEH
pa3penaTbesi TOJIbKO MocIIe:

BKJIFOUCHUS KOMIIBIOTCPA

UACHTU(DUKAIIY 110 JIOTUHY U TTapOII0

3arpoca MNaCuopTHBIX JaHHBIX

3arpoca I0MCHHOI'O UMCHU

3anpoca PO

ONEKTPOHHBIE
HpeHA3HAYCHBI IS ...

3aMKH

o0ecrieueHNs JOBEPEHHOI 3arpy3Kn KOMIBIOTEPa U KOHTPOJIS Iie-
JOCTHOCTH (haiiIoB B cucTeMax

CKaHUPOBaHUA OTIICHATKOB NAJILICB

IIPOBEPKH CKOPOCTH M 3arpy3Ku (QaniioB

00I11er0 KOHTPOJIS

I/II[GHTI/I(bI/IKaI_[I/II/I IIOJIB30BATCIIA

ONeKTpOHHBIE 3aMKH TperHa-
3HAYEHBI JJIS:

XpaHeHus 601bII0r0 00beMa KOHPUACHIIMAIBHOU HH(MOPMAITUN

3alUThl IEPUMETPA KOPIIOPATUBHON CETH

Ha/Ie)KHOH ayTeHTH(PUKALUN U HISHTH(DUKALINY TTOJTb30BaTeNeH

OJIOKUPOBAHHSI KOMITBIOTEPa BO BPEMsI OTCYTCTBHSI ITOJIb30BaTEIs
Ha pabouem MecTte

Jnst 3aIUThI oT
3J'IOYMBIH_UI€HHI/IKOB
HE00XO0aNMO UCIOJIB30BaTh

CHCTEMHOE IPOrpaMMHOE oOecrieueHne

NPUKIIAJHOE IPOrpaMMHOE oOecTieueHe

AQHTUBHUPYCHBIE IIPOIPAMMBI

KOMITBIOTEPHBIE UIPBI

MY3BIKY, BUI€O(PHUIBEMBI

armapaTHbIi KOHTPOJIEP

AJIEKTPOHHBIN 3aMOK

CHUCTEMA KOHTPOJIA

CETEeBOH ajarrep

KOIMPOBAJIbHBIN armapar

ArnnapaTHble MOZYJIH
JIOBEPEHHOU 3arpy3Ku
«AKKOP/I-AM/13»
MPEACTABIISIIOT COOOM. ..
[pocreiimmm crocoooM
UICHTH(PUKAITIN B
KOMITBIOTEPHOU cucreme
ABJISIETCA BBO/I
uaeHTuUKaTOpa
MOJIb30BaTENS, KOTOPBIN

HMCCT CJICAYIOIICC HA3BAHUC

TOKCH

password

napoJib

login

cMapT-KapTa

YroOpl moamucath COOOIIEHHE
3JIEKTPOHHOMN dpoBoi
HOJIHCHIO, UCIIOJIB3YIOTCS

OTKPBITHIN KJIIOY OTIIPABUTEIS

OTKpI:ITBIﬁ KJIFOY TTOJIy4aTCIsd

3aKPBITHIN KJII0Y OTIIPABUTEINS

3aKpBITBIﬁ KJIFOY MTOJTyH4aTCJIsd

KakoBa  mociegoBaTeIbHOCTD
MONIMCAHUA  COOOLIEHUH ¢
roMonisro DII1?

BBIYUCIACTCA X3, 3aTCM XOIII BaH_II/I(prBBIBaeTCH

cooOIIeHrne  3amu(pPOBBIBACTCS,  IMOCIE  Yero
XOUIHPYETCS

pe3yabTar

NPy TOJAMUCAHUU COOOIICHHE 3ai(POBLIBACTCS, MIPH MPOBEPKE
BBIYUCIISICTCS XOIII
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BBIUUCIISICTCS XOII HMCXOJHOTO COOOIICHHS, IOCIE Yero OHO
3amupoBBIBACTCS

B d4em 3akmouaercs Takoe
CBOWCTBO byHKIMN
X31mupoBaHusd H Kak CTOMKOCTb
K KOJUTM3USM TIEPBOTO poaa?

U1t J1ro0oro xsma h JomKHO OBITh MPAKTUYECKH HEBO3MOYKHO
BBIYHCIIUTH WK TTOI00paTh Takoe X, uTo H(x) =h

JOJIXDKHO 6BITB MPAKTHYCCKU HCBO3MOXHO  BbIYUCIUTL WU
noao0parh OO0y Tapy pasIWyHBIX COOOIIEHWH X W Yy Ui
koTopbix H(x) = H(y)

JUTMHA XOIIa JOJDKHA OBITh (UKCUPOBAHHOW HE3aBUCHMO OT
JUIMHBI BXOJHOTO COOOIIEHHUS

Bupycsl, He CBA3bIBAIOIIAE CBOU
ko ¢ (aitmamu, a co3-
JIAIOIMEe CBOM KOIHW Ha JIUC-
Kax, He W3MEHSS Jpyrux Qaii-
JIOB, HA3bIBAIOTCS

KOMIIaHBOH - BUpyCaMu

4epBU

MapasuTHICCKUC

NpU3PaAKA

CTEJIC-BUPYCHI

AHTUBUpYCHAas nporpamMmma
OPUHIMI paboTHI, KOTOPOH Oc-
HOBaH Ha TpoBepke (ailnos,
CEKTOPOB U CUCTEMHOH NaMsTH
U IIOUCKE B HUX M3BECTHBIX U
HOBBIX BUPYCOB Ha3bIBaCTCs

PEBH30pOM

UMMYHU3aTOPOM

CKaHEepOM

JOKTOpa H (haru

Vka3zaTb HENOCTaTKH, UMEIO-
uyecss y aHTHUBUPYCHOM TIpo-
TpaMMBbI pEBU30P

HECIIOCOOHOCTL MOHMAaTh BUPYC B MOMCHT €r0 IIOSABJICHUA B
CUCTEMC

HeOOoJIbIIIas CKOPOCTh MOMCKA BUPYCOB

HEBO3MOXKHOCTb OIPEJICJINTh BUPYC B HOBBIX (haiinax

BCE BapUaHThI BEPHbI

K nmocromHcTBaM TEXHHUYECKUX
CpCACTB 3allIUThI OTHOCATCA

peryJsipHbIA KOHTPOJIb

CO3aHUEC KOMINJICKCHBIX CUCTEM 3alllThI

CTEIEHb CI0KHOCTU yCTPOUCTBA

BCE BapUaHThI BEPHbI

OIIaCHBIE
daitnoBbie

B xnaccuduxaiyio BupycoB o | Pe3UICHTHBIC

crnoco0y 3apa>keHusl BXOJST 3arpy304Hble
¢aiioBo-3arpy30uHbIe
HEPE3UJICHTHBIE
4epBU

K Bupycam u3MeHsIoIuM cpeny | CTYJICHYCCKHE

OOUTAHUSI OTHOCSITCS: HOJIUMOpPQHBIE
CITyTHUKH

Bupycsl, He cBs3piBatomye csoy | KOMITAHBOH - BUPYCaMU

kormuu ¢ (aiimamm, a co3- | ICPBHU

JAIOLIMEe CBOM KOIMH Ha JHC- | CTEJIC - BUPYCHI

KaX, He W3MEHss JAPYrux ¢aii- | MakpoBHpPYCHI

JIOB, Ha3bIBAIOTCS [pU3paKK
4yepBU

K Bupycam He wusmeHsitomum | CTEJIC-BUPYCHI

cpexy OOMTaHUS OTHOCATCS HOJIUMOpPQHBIE
CITyTHUKH

Hexotopoe cekpeTHOe Kommue-
CTBO HH(OpPMAIMH, H3BECTHOEC

I/II[GHTI/I(bI/IKaTOp IIOJIB30BAaTCIIA
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TOJIBKO TIOJIb30BATEII0 M Iia-
pOJIBHOM  cHCTEME, KOTOpOe
MOKET OBITH 3aIIOMHEHO IOJIb-
30BaTelIeM W TIPEIBSIBICHO IS
MIPOXOXKIECHUS TPOLETYPHl ay-
TEHTU(UKALUH — 3TO ...

IapoJib MOJIB30BaTECIIA

YUYE€THAasA 3allUCh I10JIB30BaTCIIA

napoJjibHas CuCTEMa

HccnenoBanne  BO3MOXKHOCTH
pacmudpoBanusi WHPOPMALTUH
0e3 3HaHUs KIIIoYen

KPUIITOJIOTUSA

Kpurrorpadus

KPHIITOAHATIN3

B3JIOM

HECAaHKI[MOHUPOBAHHBIN JOCTYII

XpaHeHue  mapoiel  MOXKET

OCYHIECTBIIATHCA

B BUJIE CBEPTOK

B OTKPBITOM BUIC

B 3aKpPBITOM BHUC

B 3 (PpOBaHHOM BHUJIC

BCC€ BapUaHTBI OTBETA BEPHBI

CooTHecuTe OCHOBHBIE METO/IbI
MOJTy4EeHUs Maposeit

1. MeTox TOoTankbHOTO TIepedopa

2. ciioBapHas aTaka

3. MoJy4yeHue mapoJie U3 caMoi CUCTEMbI Ha OCHOBE MPOrpPaMM-
HOM U aIllapaTHOMN peaan3alii KOHKPETHOU CUCTEMBI

4. mpoBepKa napoJieil, ycTaHaBIMBaeMbIX B CHCTEMax MO yMoIT4ya-
HUIO

1. nns mepebopa HMCHOIB3yeTCsl CIOBapb HauOoliee BEPOSTHBIX
KIIFOUEi

2. IBYMsI BO3MOYKHOCTSIMH BBISICHEHUS TAPOJISL SIBIISTIOTCS: HECAHK-
IMOHMPOBAHHBIN JOCTYII K HOCUTEITIO, COJICPIKAIIEMY TTapOJIH, JIU-
00 HCII0JIb30BaHKE YSA3BUMOCTEH

3. onpoObIBaIOTCA BCE KIIOYH MOCIEA0BATEIBHO, O/IUH 32 IPYTHUM

4. maponb, yCTaHOBJIEHHBIN (HUPMOI-pa3pabOTIMKOM IO yMOJTYa-
HUIO, OCTAETCSI OCHOBHBIM ITapOJIEM B CHCTEME

CootHecute (QyHKIHMHU, BBHITION-
HSIEMbIE TEXHUYECKUMH CPENICT-
BaMU 3aIUThI

1. BHEIIHAS 3a1UTa

2. OTIO3HABAaHUE

3. BHYTpEHHSIS 3alIUTa

1. 3ammTa OT BO3ACUCTBHS JeCTaOUIN3UPYIOMUX (PaKTOPOB, MPO-
SIBJISTFOIITUXCSI HETIOCPEACTBEHHO B CpeICTBaX 00paboTKu MHGOP-
MaluH

2. 3aIMTa OT BO3JCUCTBUS IECTAOUIU3UPYIONTUX (PaKTOPOB, MPO-
SBJISTIOIIMXCS 32 TTpeaeaaMu OCHOBHBIX cpeacTtB ACO/]

3. cnenududeckas TpyIma CPpeCTB, MPEAHA3HAYCHHBIX ISl OIO-
3HABaHUsS JIIOACH IO pa3IMYHBIM HHAWBUAYAIbHBIM XapaKTepu-
CTUKaM

OnekTpoHHas 1udpoBas MOJ-
MUCh B DJICKTPOHHOM JIOKYMCH-
T€ paBHO3HAYHA COOCTBEHHO-
PYYHOU TOANKCH B JOKYMCHTE
Ha OYMaXHOM HOCHTEJIE IpHU
OJIHOBPEMEHHOM  COOJIFOCHUN
CIEYIOIINUX YCIIOBHIA:

cepTudUKAT KITF0Ya MOIMUCH, OTHOCIIIUNUCS K 3TOW AJIEKTPOHHOU
u(poOBON MOANKCH, HE YTpPATHI CUIy (IEHCTBYEeT) HA MOMEHT
MPOBEPKU HJIM HA MOMEHT MOJIMCAHUS AJIEKTPOHHOTO JOKYMEHTa
npu HaJIn4nun J0Ka3aTcJIbCTB, OMMpCACIIAOIINX MOMCHT
IIOAIIMCaHU

NOATBEPK/IeHa OUIMHHOCTh JIEKTPOHHON HU(POBOI MOIMNCH B
AJIEKTPOHHOM JJIOKYMEHTE

9JICKTPOHHAA I_II/I(prBa}I MoANnUucCh HCIOJB3YCTCA B COOTBCTCTBUU
CO CBCACHUAMHU, YKa3aHHBIMU B CGpTI/I(bI/IKaTG KJIr0O4a ImoAInmnmcu
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BEpHBI BCE BapUaHThI

Cosnmanue KITIouei
3EKTPOHHBIX UQPPOBBIX
MOJIUCEH OCYIIECTBISCTCS IS
HCIIOIB30BaHUs B

UH(POPMALIMOHHOM crcTeMe OOIIEro MOJIb30BaHUS €€ YYaCTHUKOM
WJIY 110 €T0 OOPAIICHUIO YAOCTOBEPSIIOIIUM LIEHTPOM

KOPIOpaTuBHOW  WH(POPMAITMOHHONW  CHUCTEME B
YCTaHOBJIEHHOM B 3TOI cucTeme

TOPSIIIKE,

BEpPHBI 002 BapUaHTHI

3HaYEHUEM JI0ITyCTUMOMN BEPOSTHOCTH HEHCIIPABHOCTEN MM COOEB,
NPUBO/SIINX K MOTYYECHHIO 3JI0YMBIIUICHHUKOM JIOTIOJTHUTEIEHON
uHpopManun 0 KPHUIITOrpapIeCcKUX

Yem ompenaensercs  ypoOBEHb peoOpa3oBaHMsIX

HaJIeKHOCTH HPUMEHSAEMBIX | CJIOKHOCTbIO KOMOMHAIIMM CHUMBOJIOB, BBIOPAHHBIX CIIydaifHbIM

KpUNTOrpadMueCKuX obOpazom

npeodpazoBaHUit MCIIOJIb30BaHUEM OOJIBLIOrO YKCia KiTtouel A mudpoBaHus
OTHOIICHHEM KOJIMYecTBa JemupoBaHHON uHOpMammu K
o0I1IeMy KOJUYECTBY U(GPOBAHHON HMH(pOpMAIHMHU, MOIeKAIICH
Jemr(ppoBaHHIO
MU PPOBaHUE C 3aKPHITHIM KIFOUOM

Kak WHaye HaspBaeTcs | mUdpoBanue Mmeroaom beiitca

CUMMCETPHUYHOC H.II/I(i)pOBaHI/Ie

HIU(PPOBAHUE C OTKPHITHIM KIHOUOM

mudpoBaHue ¢ TEPEMEHHBIM KITIOUOM

Kakoit AITOPUTM HE
UCTIONB3YETCS pu
CUMMETPUYHOM HIH(POBAHUU

MoTOYHOE mudpoBaHHE

noOouTOBOE MHU(PPOBAHUE

65oyHOE mHU(poBaHHe

anropuTtm Dib-I amans

Uro siBifeTCsS NPEUMYLIECTBOM
CUMMETPUYHOTO MIH(POBAHUS

CKOPOCTbH BBITIOJIHEHUS KpUNITOrpadudeckux nmpeodpa3oBaHuit

JIETKOCTb BHECEHUSI H3MEHEHUH B QJITOPUTM IIU(PPOBAHUS

CEKPETHBIN KIIOY M3BECTEH TOJBKO IMONydaTeNto MH(pOpMaruu u
NepBOHAYANIbHBIA OOMEH He TpeOyeT nepegadn CeKpeTHOro Kirroya

NpPUMEHEHHEe B CHCTeMax ayTeHTUQUKAuu  (dJIEKTPOHHAs
MOJINUCH)

Kak HaseiBaeTcs «HcTOpUYE-
ckuit» mUdp, B KOTOPOM KaxK-
nast OykBa HCXOMHOIO TEKCTa
3aMeHsIach OYKBOH, crosIen
Ha HEKOTOpoe (UKCUPOBAHHOE
YHUCIIO MECT Jaiblie B andapu-

mdp Mapkosa

mudp Lesaps

mudp IHUTMA

TE, O MPUMEHEHHH KOTOPOIO
UMEIOTCS JTOKYMEHTAJTbHbIE
CBUJIETEILCTBA? mudp bobumka

CUMMETPUYHBIE KPUTITOCUCTEMBI

KPUIITOCUCTEMBI C OTKPBITHIM KITFOUOM

| xpunrocucTeMbl ¢ AyOIMPOBAHUEM 3aAIIUTHI

Paznensl COBPEMEHHOM v v

CUCTEMBI SJIEKTPOHHOM U(POBON TOAMHCH
KpunTorpaduu:

yIpaBieHUE NapoIIMU

YIIPABJICHUE NIepeadeii TaHHbIX

yIpaBieHUe KI0YaMu

ABTopu3anyeit Ha3bIBACTCS

IpoIiecc, MOCPEICTBOM KOTOPOTO MACHTU(HUKAIMS Mpearoarae-
MOM JIMYHOCTH IPOBEPSETCS Ha OCHOBE JOKYMEHTA, YIOCTOBE-
PSIOLLETO JINYHOCTh
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ayTeHTU(UKaIMsl OCHOBaHHAs Ha JBYX pa3HbIX TUIAX WUICHTU(U-
Kaluu.

YacTh UACHTUYHOCTH, KOTOpas OTPA’KAET OMPENEICHHYIO BPOXK-
JEHHYI0 0COOEHHOCTH JINYHOCTH, TO €CTh TO YTO CBSI3aHO C KOH-
KPETHOM JINYHOCTHIO

[Ipomecc, KOTOPBIA MaeT (MK OTKIIIOYAeT) MpaBo JoCTyna K (ce-
TEBBIM) pecypcam

AyTteHTuduKanus - 3TO
nporiecc MPOBEPKH
npernosaraeMoil Mo JTMHHOCTH
JUYHOCTH  HAa  OCHOBaHUHU
KaKOTO-TN0O  YIOCTOBEPCHISI
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, UTO BBI 3HACTC

YTO-TO, YTO Y Bac €CTh

TO, YEM BHI ABJIICTCCH

JIBOIHOM 3a1IUTON Ha3bIBaeTCA

ayTeHTU(UKaLKs Ha OCHOBE JIBYX MAEHTH(UKATOPOB.

ayreHTH(HKAIMsA  OCHOBaHAa  HAa  JIBYX  pasHBIX
UIACHTH(PUKAITIN

THIIaX

ayTeHTU(UKalKsI, OCHOBaHHAs Ha JBYX WU Oojee pa3In4HbIX
TUTIAX UICHTU(DUKAITIU

[epeuncnure BaXXHbIE y4ETHBIC
3amucu  JJI  TIOJIb30BATENs
HurepHera, rae HYXHO
UCIIONB30BaTh  JIBYXATAITHYIO
ayTeHTH(UKAIUIO?

YYETHBIC 3alHCH JIJIs1 BX0J1a B OaHK

YUYETHBIC 3alllCH, COJEpKalue KOH(QUACHIUAIBHYIO JIMYHYIO
nH()OpMAITHIO

aZpeca 3JIEKTPOHHOM IMOYTHI, HA KOTOPbIE Bbl MOXKETE 3aKa3aTh
HAIIOMMHAHUSA ApOoJIst JUIsL PYTUX BeO-cpen

YUYCTHBIC 3alTUCHU COLTMAJIbHBIX cerent

y4eTHBIC 3allUCH CIIY)KO C IMOMOIIBIO KOTOPBIX BXOJIST B JPYyrHe
BeO-CITyXKOBI

Anroput™sl mKA(POBaHUA C OT-
KPBITBIM KJIIOYOM IIO-IIPYIOMY
Ha3bIBAIOTCS

ACUMMETPUYHBIMU aJITOPUTMaMHU IH(PPOBAHUS

CUMMETPUYHBIMHU aJITOPUTMAMHU MIH(DPOBAHUS

OJTHOCTOPOHHUMH AJIITOPUTMaMH MIH(POBaAHUS

MIOMEXO0YCTOMYUBBIMH aITOPUTMaMU IU(PPOBAHUS

ACHUMMETPUYHBIC  aJTOPUTMBI
mUPpPOBaHU IO-IPYyroMy Ha-
3bIBAIOTCS

aIropuTMaMu MUGPOBAHUS C OTKPHITHIM KIIFOUOM

CUMMETPUYHBIMH AITOPUTMaMH HIH(POBaAHUS

OJTHOCTOPOHHUMH JITOPUTMaMH MIU(POBaAHUS

MIOMEXOYCTOMYUBBIMH aITOPUTMaMU IU(PPOBAHUS

Maremarnueckas (yHKITHS, KO-
TOPYIO OTHOCHTENBHO JIETKO
BBIUMCIINTD, HO TPYOHO HAWTH
MO0 3HAYECHUIO (QYHKUUH COOT-
BETCTBYIOIIEE 3HAYCHHE apry-
MEHTa, Ha3bIBACTCS B KPHIITO-

rpadun

Kpunrorpaduaeckoit GyHKIIuEH

OJTHOCTOPOHHEH (yHKITUEH

¢ynkuueit Auddu-Xemmmana

byHKIIHEH Diinepa

OpHocTropoHHNE (QYHKLIUH, TO
ecTb (PyHKIHH, KOTOpPBHIE OTHO-
CHUTENIBHO JIETKO BBIYHCIUTH, HO
NPaKTUYECKH HEBO3MOXKHO Haii-
TH TI0 3HAYEHUIO (YHKLIUH CO-
OTBETCTBYIOILICE 3HAYCHUE ap-
TYMEHTA, MOXXHO HCIIOJIB30BaTh
JUTST

(dbopMUPOBaHUS XEII-KOJIOB

mudpoBaHus COOOLICHUI

dbopMupoBaHus UGPOBOI MOAHCU

KOHTPOJIS M UCIIPABIICHHS OIIMOOK MpH repenade HHHopManuu
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Uto sBISIETCS OCOOEHHOCTHIO
cUCTEeM IU(PPOBAHUSA C OTKPBI-
THIM KJIFOUOM II0 CPaBHEHHUIO C
CUMMETPUYHBIMH  CHUCTEMaMHU
mgpoBaHusa?

BO3MOKHOCTh IIM(POBAHUSI KaK TEKCTOBOHM, TaKk M rpaduueckoi
nHdOpMauu

BBICOKAsi CKOPOCTh MPOIIECCOB MU poBaHMsl/paciudpoBaHUS

HCIIOJIB30BAHHE MAJIOI'0 KOJIMYECTBA BBIYUCIIUTCIIBHBIX PECYPCOB

OTCYTCTBUE  HEOOXOIMUMOCTH  MPEABAPUTEILHONW  Iepenaqyu
CEKPETHOr0 KJI0Ya 1o HaJI&KHOMY KaHaJly CBSI3U

Jns  pemieHuss Kakux 3aaad
MOJKHO HCITONIb30BaTh allTOPHUT-
MBI ITU(GPOBAHUSA C OTKPBITHIM
KIIt0uomM?

JIIA H_II/I(prBaHI/IH nepeaaBacMbIX W XpaHUMBIX AJAaHHBIX B LEIIAX
HX 3aI0UTHEI OT HECCAHKIIMOHWPOBAHHOI'O JOCTYIIA

st (opmupoBaHus LHU(POBONM MOANUCH TOJ 3JIEKTPOHHBIMU
JIOKYMEHTaMU

JUISL pacripelielieHHs] CeKPETHBIX KIIH0YeH, MCIONIb3yeMbIX MOTOM
npu MU(QPOBaHUHU JOKYMEHTOB CHMMETPUYHBIMHU METOAAMU

OIS MTOMEXOYCTOHYHBOTO KOJIUPOBAHUS nepe1aBaeMbIX
COOOIIEHUN

Yro ABJIACTCA HCIOCTAaTKOM
CHCTCMBI H_II/I(i)pOBaHI/I}I C OT-
KPBITbIM KII090M?

HU3Kas CKOPOCTh MPOIIECCOB MU(POBaHUA-pacI(PPOBAHHS

HEOOXOUMOCTh OOHOBJICHHS KIIFOYa IIOCTE Kakaoro (akra
nepeaayn

OTCYTCTBHE  HEOOXOJUMOCTH  MpeABapUTENbHON
CEKPETHOI'0 KJI04a 10 HaA&KHOMY KaHaIly

nepeaadn

HEOO0XOIMMOCTh MPEIBAPUTEIBHON Nepeadl CeKPETHOro Kiroya
10 HAIE)KHOMY KaHAIly

Yto Ha3BIBAIOT 3aKPBITBIM KIJIFO-

KJII0Y, KOTOPBII JOJIKEH XPAHUTBCS B CEKPETE

KITI0Y, KOTOPBI He00s3aTeNbHO XPaHUTh B CEKpETe

4OM B aCUMMETPHYHBIX METO- | IIOOOM  KIIOY,  MCHOJB3YeMbI  jid  mM@poBaHMS WK
nax muppoBaHus? pacuudpoBaHUs
KJIF04, KOTOPBIA UCTIONb3YyeTCs AJIs BBIPAOOTKH UMHUTOBCTABKU
KJIF04, KOTOPBIH JOJKEH XpPaHUThCS B CEKPETE
Yro Ha3bIBAIOT OTKpBITHIM | KIIHOY, KOTOprI HE 00s13aTeIbHO XPaHUTH B CCKPETC
KJIFOYOM B aCHMMETPHYHBIX Me- | JFOOOM  KJIIOY,  WCHONB3YeMbld Ui IIUGPOBAHUS WU

ToJax MuppoBaHus?

pacumdpoBaHus

KJIIO4, KOTOpBIfI HCIIOJIB3YCTCA IJIA Bblpa6OTKI/I HUMHTOBCTaBKHU

Kax Ha3pIBaeTCs KITI0Y, UCTIONb-
3yeMBId B  ACHMMETPHUYHBIX
KpUNTOrpa)uIecKuX aJrOpPHT-
Max, KOTOPbIM MOXHO HE Xpa-
HUTH B ceKkpete?

3aKpBITHIN KITHOY

OTKPBITHIN KIHOY

TalHBIA KJII0Y

SIBHBIN KJIFOY

KJTFOY M POBaHUS

CKOJIBKO KITFOYEH HCTIONB3yeTCs
B Kpunrorpagudeckux anro-
pUTMax C OTKPBITBIM KITFOYOM?

WO

4

Yro 00IIEr0 MMEIT BCE METO-
el I(POBaHHUS C 3aKPBITHIM
KITF04om?

B HUX Ui IKGPOBaHKUS MHPOPMALIUU UCHIOIB3YETCs] OMH KITIOY,
a U1 pacM(poBaHus — APYron KoY

B HUX Ui IUpOBaHUS W pacmu@poBaHus HHPOpPMAIMU
UCTIOJIB3YEeTCs OIUH H TOT K€ KITI0Y

B HHUX BXOIHOH IIOTOK HMCXOIHOIO TEKCTA OEJIMTCA Ha OJIOKH, B
Ka)XJIOM U3 KOTOPBIX BBINOJHSIETCS IEPECTAHOBKA CUMBOJIOB

B HHMX Ui onepauuii mmdpoBaHus W pacumdpoBaHHS
UCTIONIB3YETCS ABA PA3HBIX KITFOYA — OTKPBITHIN U 3aKPBITHIA
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Yxkaxure TpeOOBaHUS K alro-
puT™MaMm IUGPOBaHUS C OTKPHI-
TBIM KJIFOUOM

BBIYUCITUTEIIFHO HEBO3MOXHO CO3/1aBaTh Mapy (OTKPBITHIA KIIIOY,
3aKPBITHIN KITIOY)

BBIYMCIINTCIIBHO
OTKPBITHIM KJIFOYOM

HEBO3MOXXKHO  3amupoBath  COOOIIEHUE

BBIYMCIIUTEIILHO HEBO3MOKHO, 3HAsi OTKPBITBIM KIIIOU, OIPEIACIIUTD
COOTBETCTBYIOIIMM 3aKPBITHIN KIIHOY

BBIYHCIIUTEIFHO HEBO3MOXKHO, 3HAsl TOJNBKO OTKPBITHIA KIIOY U
3amm@poBaHHOE coo0I1eHue, BOCCTAHOBUTH HCXO/IHOE
coo0IIeHue

VYkaxure TpeOOBaHHUS K alro-
puTMaM mU(POBAHUS C OTKPHI-
THIM KITFOUOM

BBIYHMCIIUTENIFHO JIETKO 3aIIM(poBaTh COOOIIEHHE OTKPHITHIM
KIIIOUOM

BBIYUCIUTENFHO JIETKO pacuu@poBaTh COOOILICHHE, HCIIONb3Ys
3aKpBITHIN KIIHOY

BBIYMCIIUTEIIBHO HEBO3MOKHO, 3Hasi OTKPBITBIM KJII0Y, ONPEACIUTh
COOTBETCTBYIOIINM 3aKPBITHIN KIIHOY

BBIYUCIUTCIBHO HCBO3MOXHO, 3Hasd TOJIBKO OTKprTI:II\/’I KIIIOY U

Kakpe kimoun M Kak HOJDKHBI
MPUMEHATHCS MPH HKCIOJIb30Ba-
HUH ACUMMETPUYHBIX KPHIITO-
rpaguyecKkux aaropuTMOB IS
mudpoBaHusl  TeperaBaeMbIX
ITaHHBIX?

3amupoBaHHOE coo0I1eHue, BOCCTaHOBHUTH HCXOJTHOE
cooOrieHne
OTHpaBUTENb  MHM(PPYET  COOOMICHWE  OTKPBITHIM  KIIFOUOM

MoJIyyaTelisd, a Mojiydareiab pacinpoBbIBAET COOOIIEHHUE CBOUM
3aKPBITHIM KITFOUOM

OTNpaBUTENh  MHUPPYET  COOOIICHHWE  3aKPBITHIM  KIIOYOM
MOJTyYaTes, a MOoJIyvaTelb paciuppoBbIBAET COOOIIEHNE CBOUM
OTKPBITHIM KJIFOUOM

OTIIpaBUTENb WHPPYET COOOIIEHNE CBOUM OTKPBITHIM KIIIOUOM, a
noJjiyyaTeslb paciiupoBbIBa€T COOOIIEHUE 3aKPBITHIM KIIOUOM
OTIIPaBUTEIS

OTIIpaBUTENb HIM(PPYET COOOIIEHNE CBOUM 3aKPBITHIM KJIIOUOM, a
MOJTyyaTeNlb PaclIu(ppPOBBIBAET COOOIIEHHWE OTKPBITHIM KIHOUOM
OTIIPABUTEIIA

Kakum TpeOoBaHusAM JOIKHA
VIOBJIECTBOPSTH  DIICKTPOHHAS
1u¢poBast OJIIMUCH?

MOJIMUCH BOCIIPOU3BOAUTCS TOJIBKO OJTHUM JIMIIOM, a MOJUTMHHOCTh
€€ MOXKET OBITh yIOCTOBEPEHa MHOTUMHU

MOJAMKCH BOCIIPOU3BOIUTCS MHOTHMHU JIMIIAMH, a €€ MOJIMHHOCTh
MOXET OBITh YOCTOBEPEHA TOJBKO OJHUM JIUIIOM

MOJMUCH HEPA3PHIBHO CBS3BIBACTCS C TAHHBIM COOOLICHHEM U HE
MOJKET OBbITh IIEpeHeceHa Ha IPYroi JOKYMEHT

MOJIMUCH HE CBA3BIBAETCA C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITH TIEpEHECeHa Ha IPYTrOoi TOKYMEHT

KakuM TpeOoBaHHMSIM JODKHA
YIOBJIETBOPATh  3JICKTPOHHAS
¢ poBas MOIMUCH?

IMMOCJIC TOTO, KaK JOKYMCHT MOAIINCAaH, €TI0 HCBO3MOKHO U3MCHUTDH

IMOCJIC TOTO, KaK JOKYMCHT ITOAIINCAaH, €TI0 MOXXHO U3MCHATH

MOJIMUCH HEPA3PHIBHO CBA3BIBACTCS C TAHHBIM COOOIICHHEM U HE
MOJKET OBbITh IIepeHeceHa Ha IPYroi JOKYMEHT

MOJIMUCH HE CBA3BIBAECTCA C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITH TIEpEHECeHa Ha IPYTrOoi TOKYMEHT

KakuM TpeOoBaHHMSIM JODKHA
YIOBICTBOPATh  JICKTPOHHAS
¢ poBast MOIMUCH?

OT MOCTaBJICHHOM IIOAMNHCH HEBO3MOXKHO OTKa3aTbCs, TO €CThb
JIUIO0, INOANHUCABIICE NTOKYMCEHT, HEC CMOXCET IOTOM YTBCPXKAATh,
YTO HE CTaBHJIO ITIOAITUCH

noAnuchb BOCIIPOU3BOAUTCA MHOTMMU JIMIIaMHU, a €€ NOAJIMHHOCTDb
MOKET OBITh YAOCTOBCPCHA TOJIBKO OJHHUM JIMIIOM
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MOJMUCH HEPA3PHIBHO CBS3BIBACTCS C JTaHHBIM COOOLICHHEM U HE
MOJKET OBbITh ITepeHeceHa Ha IPYroi JOKYMEHT

MOJIMUCH HE CBA3BIBAECTCA C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITH TIEpEHECeHa Ha IPYTrO TOKYMEHT

s yero mpegHa3zHaveH LEHTP
CepTU(UKALNY KITIOUEH?

JUISL PETHCTpaluy a0OHEHTOB

JUTSL U3TOTOBJICHUS CEPTU(PUKATOB OTKPBITHIX KIHOUeit

JJI1 BBIACIICHU S CIICHHUAJIbHBIX KaHAJIOB CBA3HU aboHEeHTaM

AJId XpaHCHUS U3TOTOBJICHHBIX CepTI/I(bI/IKaTOB

Uil TIOAJIEpKaHUS B AaKTyalbHOM COCTOSHUM — CIIPaBOYHMKA
NENCTBYIOMUX cepTU(UKATOB

JUISI BBIITyCKA CITUMCKA JOCPOYHO OTO3BAHHBIX CEPTU(UKATOB

Kak nazbiBaeTcsi CTpyKTypa B
cocTaBe OOJBIIOW CETH CBS3H,
3aHUMAIOIIAsICSl TeHEPUPOBAHH-
eM KIIOYeH, WX XpaHECHUEM U
apXUBUPOBAaHUEM, 3aMEHON HIIN
U3BATHEM W3 OOpaImieHus Cra-
PBIX ¥ HEHY>KHBIX KITFOUen?

YCTPOMCTBO pacrpeeieHus KIoden

LEHTP 3aKPbITOTO MUPPOBAHUS

LEHTP paclpeaeeHus KIouen

HEHTP OTKPHITOro MH(pOBaHUS

KakuM cBoHcTBAaMH  HOKEH
obmamaTh cepTU(UKAT OTKPHI-
TOTO KJIroua?

KaX/IbIi 10JIb30BaTelNb LEHTPa CePTH(PUKAIINN, UMEIOLIUI T0CTYII
K OTKPBITOMY KJIIOYY LIEHTpPA, MOXKET H3BJE€Yb OTKPBITBHIN KIIIOH,
BKJIIOYCHHBII B CEpTU(HKAT

HU OJIHA CTOpPOHA, TMOMHMO IIEHTpa CcepTH(UKAIUU, HE MOXKET
U3MEHUTH CEepTU(]PHUKAT TaK, YTOOBI 3TO HE OBLIO OOHAPYKEHO

J1000¥ TOJIB30BaTENb CUCTEMBI MOXKET U3MEHUTD CepTU(UKAT

Ka)K/IbIi ITOJTB30BATENb EHTPA CePTH(GUKALINH, IMEIOIINI TOCTYII
K OTKPBITOMY KJIIOUY LIEHTPa, MOXKET U3MEHHUTh OTKPBITHIN KIIIOY,
BKJIIOYCHHBIN B cepTU(HUKAT

Yro 00ILIET0 MMEIT BCE METO-
el (POBaHUS C 3aKPBITHIM
KITrF04om?

B HUX JJIs mKdpoBaHus HHGOPMALIUU HCTIONb3YETCS OJUH KIIOY,
a 1715 paciu@poBaHuUs — APYTroM KIIK0Y

B HHUX BXOJHOW IIOTOK MCXOJHOIO TEKCTA NEJIHMTCA Ha OJIOKH, B
KaKJIOM U3 KOTOPBIX BBITTOTHAETCS TIEPECTAHOBKA CUMBOJIOB

B HHUX TPOM3BOJHUTCS CIIOKEHHUE CHMBOJIOB HCXOIHOTO TEKCTa H
KJIF0Ya TI0 MOJTYJII0, PABHOMY YHCITy OYKB B ajihaBUTe

B HuUX i1 mudpoBaHus U pacmmdpoBaHus WHOOpPMAIUN
UCTIONIB3YETCS OJIMH M TOT K€ KITIOY

Kakue omepanuu mpuMeHSIOTCS
OOBIYHO B COBPEMEHHBIX OJI0Y-
HBIX aIrOpUTMax MmudpoBaHUs?

BO3BCJICHUC B CTCIICHDb

3aMeHa OUT 110 Tadnie 3aMeH

HaXO0XICHUE OCTaTKa OT ACJIICHUA Ha OobIIoe IMPOCTOC YKNCIIO

nepecTaHoOBKa OUT

CJI0’KEHUE TIO MOJTYJIIO 2

CumMeTpryHbIe METOABI MIH]-
POBaHMs — 3TO METOJHI ...

MK POBaHUS C OTKPBHITHIM KITIOUOM

CXKaTus UH(POPMALTUH

MIOMEXO0YCTOMYUBOTO KOJUPOBAHUS

mu(pPOBaHUS C 3aKPBITHIM KIIFOYOM

Kak mnaswpiBaeTcss cooOlieHue,
MOJTy4eHUe TOcie mpeodpas3o-
BaHHMs C WCITOJIb30BAaHUEM JIIO-
6oro mudpa?

UMUTOBCTaBKOU

KIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak nHa3pIBaeTcsd OIHO3HAYHOE

KOJIJIU3UsA
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npeoOpa3oBaHue BXOJHOIO | XEUIUPOBAHUE
MacCHBa JIaHHBIX IPOM3BOIIb- | FaMMHPOBAHUE

HOW JUTMHEI B BBIXOJHYIO OUTO- I1epeCTaHOBKA
BYI0 CTpPOKY (DUKCHPOBAHHOWM
JUTAHBI?

CJI0’KEHUE TIO MOJTYJIIO 2

Kax HasbiBaeTcss (yHkums, Ko- | KPANTOTpaduueckas Gynkims

TOpass A CTPOKU IMPOU3BOJIb- OOHOCTOPOHHIA Q)YHKHI/IH

HOW JUIMHBI BBIYUCIISIET HEKOTO-

XCII- KA
po€ 1eciIo€ 3HAYCHUEC HIIN HEKO- (byH 1t

TOPYIO ApYTyIo cTpoKy ¢dukcu- | QyHKIUS Difnepa

i 9
POBaHHOM JUTHHBL! (G yHKIMSA raMMHPOBaHUS

xen-QpyHKOus  J0DKHa ObITh TNpPUMEHMMa K  COOOIIEHUIO
(UKCUPOBAHHOTO pa3Mepa

IIpH U3BECTHOM 3HadeHUH xen-QyHkiuu H(M)=m nomkHO ObITh
TpyaHO  (ITPAKTHYECKH  HEBO3MOXKHO)  HAUTH  TOIXOISIIANA
npoobpa3z M

Kakne TpeOoBaHus mpeabsIB-

JSFOTCS K KPUNTOrpapruecKiM

XeI-byHKIIAM? IpH U3BECTHOM COOOIICHMH M TOMKHO OBITH TPYOHO HANTH

npyroe coobmenrne M’ ¢ TakuM ke 3HauYeHUEM Xell-(DyHKITH, KaK
Y HCXOJHOTO COOOIIIECHUS
Ui COOOIICHUH OJMHAKOBOTO pa3Mepa XelI-KoA  JOJDKEH
MMoJIy4aTbCsd OAUMHAKOBBIM

Xem-QyHKIHUg JOJDKHA OBITh NPUMEHHMMa K  COOOIICHHUIO
(UKCUPOBAHHOTO pa3Mepa

IpY U3BECTHOM 3HaueHuM xem-pyHkunu H(M)=m 1omkHO OBITH
TpyAHO  (IIPAaKTUYECKHM  HEBO3MOXKHO) HAUTH  MOIXOISAIIMA
npoobpa3z M

Kakne TpeboBaHMs mpenbsiB-

JSIOTCA K KPUNTOrpapruecKuM

Xemm-yHKI? P U3BECTHOM COOOIIEHUH M TOJDKHO OBITH JIETKO HAWTH Ipyroe

coobmieHne M’ ¢ TakuM jke 3HaYeHUEM Xenl-QpyHKIUU, KaK Y
HACXOIHOT'O COOOIIEHUS

JIOJDKHO OBITh TPYAHO HaWTH Kakyloo-Tu0O mapy CiIy4aiHbIX
pa3IMYHBIX COOOILICHU C OIMHAKOBBIM 3HAUCHHEM XelI-(DyHKIIUU

JUTSI IPOBEPKH I[EIOCTHOCTH COOOIICHUS

JUIS1 TIPOBEPKH aBTOPCTBA COOOIICHUS
Ui POPMHUPOBAHUS SICKTPOHHOM 1TUPPOBOI MOAITUCH

Jns kakux nenei npuMeHseTcs

XeMI-KoJl B Kpunrorpahun? =
JUTst T POBAHMS COOOTIICHHI

B KayecTBe KJItoua Npu mudpoBaHuu

Bomnpocel k koMILIeKCHOMY 3aganni0 TK2

1. Yro oTHOCHMTCA K CpEACTBAM HHI)KEHEPHO-TEXHUYECKOM  3aLIUTBI
MH(POpPMALIMU U JIsl YETO OHHU IIPEIHA3HAYECHBI?

2. Kakue cnocoObl ayTeHTH(UKAIMKU T0Jb30BaTENEd MOTYT IPUMEHSTHCS B
KOMITBIOTEPHBIX CUCTEMax?

3. B ueM 3akit04arOTCsl OCHOBHBIE HEJOCTATKHU NMApOJIbHON ayTeHTU(DUKALIMKI U
KaK OHa MOXET OBITh YCUJIeHA?

4. Kakue OmMOMeTpHUYECKHE XapaKTEpUCTUKU IOJIb30BaTeNeil MOTyT NpuMe-
HATBCA JUIs UX ayreHTUukauuu? B yem mpeumyiiecTBa mogoOHOro crnocoba mo-
TBEPKAECHUS NOIJTMHHOCTH?

5. Yrto Ha3bIBaIOT ABYX(AKTOPHOU ayTeHTUPUKALIUEH?

6. B yem pasHuna Mexay CUMMETPUYHBIMA M aCUMMETPUYHBIMHU KPHUIITOTpa-



(duyeckumMu cucreMamu?

7. B ueM pa3HHIIa MEX1y TOTOKOBBIMU M OJIOYHBIMU MK pamu’?

8. Urto Takoe 3yieKTpoHHas LHU(POBasl MOJANUCH, KaK OHA MOJIy4aeTcsl U
poBepsieTCs?

9. Kakosa poinb B cuctemax DI ¢pynkimit xemmpoBanus?

10. Kakyro pojip HCHOJHSIOT YyAOCTOBEpstOlIME HEHTphI? YUTO Takoe
cepTU(PUKAT OTKPBITOTO Kitoua?

11. Kakue nnporpaMMbl OTHOCAT K pa3psay BPEIOHOCHBIX?

12. Yto Takoe KOMIBIOTEPHBIN BUPYC?

13. Kakue cymecTByrOT BUAbI KOMIIBIOTEPHBIX BUPYCOB?

14. B yem pa3zHulia MEX]Ty 3arpy304HbIMU U (HDaliJIOBBIMU BUpyCcaMu?

15. Kak mnpoucxomut 3apaxkeHue U (yHKIHOHUPOBAHHE 3arpy304HBIX
BHUPYCOB?

16. Kakue Tumbl (paiiiioB MOTYT 3apakaTbCsi (pailiioBIMU BUpYyCaMu?

17. Kak mporcX0oauT 3apakeHue MporpaMMHBIX (HaitsioB?

18. [Touemy (paitiibl JOKYMEHTOB MOT'YT COAEPKATh BUPYCHI?

19. Kak ob0ecrnieunBaercs  aBTOMAaTHYECKOE  MOJYYEHHE  YIPABIICHUS
MakpoBHpycamu?

20. B uem 3akmiouyaercs TpodUIAKTHKA 3apaXCHUS KOMIBIOTEPHBIMU
BUpYycaMu?

21. Kpunrorpapudeckue NpUMUTUBBL. X3-PYHKIMS U €€ TPUMEHEHHS.

st Tekymiero kourposisi TK3:
IIpoBepsiemast KOMIETEHLIUS:

Kon n HauMeHoBaHME KOMITETEHITUHI Kon n HaumeHnoBaHue nHANKATOpa
OI1IK-1. Cnoco6en moanmMath npuHIUbI pa- | OIIK-1.2. Brageer HaBbikaMu mpuMeHeHUs UGPO-
0O0TBI COBpEMEHHBIX MH(DOPMAIIIOHHBIX T€X- | BBIX TEXHOJOTHHA JUIsl pEelIeHus 3anad mpodeccuo-
HOJIOTHI U UCTIONb30BATh UX JUIS PEIICHUS HaJIbHON JEATENIbHOCTH C YY€TOM OCHOBHBIX Tpebo-
3a71a4 Npo(eCCHOHATBHOM NIESITENbHOCTH BaHUIl MH(OPMAIIMOHHON 0€3011aCHOCTH
Tect
Bonpoc Bapuanmsr omeema

pa3paboTka HOPMATHBHO IPABOBBIX aKTOB, PEriIaMEHTHUPYIOIINX
OTHOIIEHHS B MH(OpMaImoHHOU cepe

CO37JaHUE M COBEPIIICHCTBOBAaHUE CUCTEMBI oOectieueHus: b PO

K [IpaBOBBIM METOJAM | pa3paboOTKa, HCIOJIb30BAHUE M COBEPIICHCTBOBAHWE CPEICTB
3alIAThI MHOOPMALHK | 3aIIUTHI IIPOLIECCOB U MPOrpamMm

OTHOCHUTCH: paspaboTtka mporpamm obOecneueHuss MIb P® u omnpenencHue
nopsaka ux (pUHaHCHUPOBAHUS

dbopmMHpoBaHHE  CHUCTEMbl  MOHMTOPMHIA  IIOKa3aTrelned u
xapaktepuctuk b PO

WNudopmarys, npodeccuoHanpHas TaiiHa
WCITOJIH30BaHNUE KOTOpOH 0e3
corjacusi CyObeKTa MOXKeT
HaHECTH BpeJ €ro 4ecTH,
JIOCTOUHCTBY, JIEI0BOM
pelyTanum ciyxeOHas TaliHa

roCcyIapCcTBEHHAs TailHA

MEPCOHAILHBIC TaHHBIC

KOMMepYeCKas TaiHa
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B pykoBomsmem aOKymMeHTE

OCTOK CHCTEMEI, B 1A

KOTOpbIX  paboTaeT OJUH

M0JI30BATENb, JOIMYIICHHBIN 1r

KO Bceil oOpabareiBaeMoii

nHdOpMaIUu ypoBHS | 2A

rOCyIapCTBEHHOU TalHBI,

pPa3MEIIEHHOW Ha HOCHUTEISX | 3A

OJTHOTO YpOBHS

KOH(pHICHIIMAIIBHOCTH ~ |38

OTHOCSITCSI K TpyNIe
CO3/IaHHE U COBEPILICHCTBOBaHME CUCTEMBbI oOecnieuenus b PO
pa3paboTKa, WCHONb30BaHUE M COBEPIICHCTBOBAHUE CPENICTB
3allIUTHI IPOLIECCOB U IPOTpaMM

K MIPaBOBBIM METOJaM | BHECEHUE HU3MEHEHUN W JONOJHEHUW B 3aKOHOAATENBCTBO P,

3aLUTHI uHGOPMAIMK | PETYIHMPYIOIIIe OTHOIIEHH B o0nacTi obecneuenust Ub

OTHOCHTCS pa3paborka mporpamm obOecneuenuss MIb P® wu onpenenenue

nopsaka ux (pUHaHCHUPOBAHUS

dbopmMHpoBaHHE  CUCTEMBI nokaszareie  u

xapaktepuctuk b PO

MOHUTOpPHHTA

B pykoBomsmem aoKymMeHTE
OCTOIK cucremsl, B KOTOPBIX
pabotaer
HECKOJBKO  ITOJIb30BAaTENCH,
KOTOpPbIE UMEIOT OJIMHAKOBBIC
nmpaBa JIOCTyna KO BceH
uH(pOpMaIUU YPOBHSI
roCyIapCTBEHHOU TaHBI,
oOpabarsiBaeMOM u/unm
XpaHUMOW HA  HOCHUTEJISIX
Pa3TUYHOTO YPOBHSI
KOH(pHICHIIMAIBHOCTH -
OTHOCSITCS K TpyIIe

3A

2A

1A

3b

1b

K OpraHU3alMOHHO-
TEXHUUYECKUM MeToz1aM
3aLUTHI uHpOpMAIIU
OTHOCHTCS

CO3JJaHUE W COBEPIIICHCTBOBAaHUE CUCTEMBI oOectieueHus: b PO

paspaboTtka mporpamm obOecnedenuss b P® u ompenenenue
nopsiaka ux (UHAHCHpPOBaHMSA; 3. (OPMHUPOBAHHE CUCTEMBI
MOHUTOPHHIA TI0Ka3arenen U xapakrepuctuk b PO

YTOYHEHHE CTaTyca MHOCTPAHHBIX HMH(POPMALMOHHBIX areHTCTB,
CMMU u xypHaJINCTOB

B pykoBomsmieM qoKyMeHTe
OCTOK

MHOI'OITIOJIBb30BaTCIIbCKHUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabartbIBaeTCs W/
XpaHUTCS uHpopManus
pa3HbIX YpOBHEM
KOH(HICHIINATLHOCTH 10
rpuda  «Ocobo  BaKHOY»
BKJTIOYHUTENBHO, npuyeM

1b

2b

3A

1A
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Pa3JINYHbIC IIOJIB30BATCIIN
UMEIOT pa3JIMuHbIC MpaBa Ha
JIOCTYn K wuH(poOpMauuun —
OTHOCSITCS K TPYIIIe

1B

3anuuiaeMple TOCy1apCTBOM
CBEJICHUS, PaCIpPOCTPAHECHUE
KOTOPBIX MOXXET HaHECTH
yiepo PO

npodeccuoHalIbHAs TaiiHa

roCcyIapCcTBEHHAs TailHA

MEPCOHAILHBIC TAHHBIC

KOMMepYeCKas TaiHa

ciyxeOHas TaitHa

B pykoBomsmiemM qoKyMeHTE
DOCTBK
MHOT'OIOJIb30BATENLCKUE

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabartbIBaeTcs 17070078
XPaHUTCS uHbOpMaUs
pa3HbIX YpOBHEHN
KOH(pHICHIIMAIBHOCTH 1o
rpuda «CexkpeTHO»
BKJIIOUUTENBHO, npuyeM
pa3IUYHBIE  TOJIB30BATENH

UMEIOT pa3lWYHbIEe TpaBa Ha
JOCTYNl K MHQOpMauu —
OTHOCSITCS K TPYIIIe

)

2b

3A

1A

1B

K skxoHOMHUECKHMM MeTOmaM

pa3paboTtka mporpamm obOecneueHuss MIb P® u omnpenencHue
nopsiika ux (puHaAHCHUPOBAHMUSI

YTOYHEHHE CTaTyca MHOCTPAHHBIX HMH(OPMALMOHHBIX areHTCTB,
CMMU u xypHaAIMCTOB

3aIUTHI nHbopmamu — —

OTHOCHTCS BHECCHHUEC HN3MCHCHHHU U AOIIOJHCHHU B 3aKOHOAATCIIBCTBO PCD,
peryaupyroIye OTHOIIEHHS B o0nactu obecneuenus b
dopmMHpoBaHHE  CHUCTEMbl ~ MOHHUTOpPHHIa  TIOKa3arened U
xapaktepuctuk b PO
npodeccuoHalIbHAs TaiiHa

WNudopmarms rocy/apCTBEHHas TaiiHa

MPEeCTaBISIONIAs CCKpET | MepCOHANIbHBIE JaHHBIE

MPOU3BOJICTBA(HOY-XAY), 3TO

KOMMeEpYecKas TaiiHa

ciyxeOHas TaliHa

B pykoBomsmieM qoKyMeHTe
OCTOK
MHOT'OITOJIB30BATCIBbCKHEC

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabartbIBaeTCs W/
XpaHUTCS uHpopManus
pa3HbIX YpOBHEM
KOH(HICHIIMATBHOCTH B TOM
YUCIIe [Tepconanbhbie

JAaHHBIC, MMPUYUCM Pa3JIMYHLBIC

16

1r

3A

1A
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H0JIb30BaTENN UMEIOT
pa3IuYHBIC TpaBa Ha JOCTYI
K MH(pOpMauu — OTHOCSATCA

K Ipymnmne

1B

K CBEJICHUSAM
KOH(UIECHITHATEHOTO
XapakTepa, COTJIacHO YKazy
npe3usieHTa pd ot 6 mapra
1997 r., oTHOCATCA

UHPOPMAIIHS O PaCIIPOCTPAHEHUH ITPOTPAMM

uH(pOopMalrs 0 JIULEH3UPOBAHUH TPOTPAMMHOI0 0OeCIIeUeHNUs

uHopManus, pazmelnaemas B razerax, iarepuere

MEPCOHAIBLHBIC TAHHBIC

JINYHAas TalHa

OTHomIeHMsA, CBs3aHHBIE C
00paboTKON TEepPCOHATBHBIX
JaHHBIX, peryaupyrorces
3aKOHOM. ..

«O06 nnpopmaryu, HHGOPMAITMOHHBIX TEXHOIOTUIX)

«O 3amuTe uHGOPMALTUID

(DeﬂepaHBHBIM 3akoHOM «O NEPCOHATTBHBIX TaHHBIX)»

®denepanbHbIM 3aK0HOM «O KOH(pUACHIIMATBHONU HHHOPMAITAN

«O0 yTBEep)KIEHUH TEPEeYHs] CBEACHUN KOH(DUICHIIMATHHOTO
XapakTepa»

JelicTBUsA ¢ mepcOHAIbHBIMU
JTAHHBIMU (COTJIACHO 33aKOHY),

BKJTIOUast coop,
CHCTeMaTH3alIuIo,
HaKOIUICHHE, XpaHEHHeE,
UCTIOJTb30BaHUE,

pacnpocTpaHeHHe U T. J 9TO:

HCITPABJIICHHUEC IEPCOHAIBHBIX JaHHBIX

paboTa ¢ nepcoHaIbHBIMU JTaHHBIMHU

npeoOpa3oBaHre MEPCOHATBHBIX TaHHBIX

00paboTKa MePCOHAIBHBIX TaHHBIX

N3MCHCHHUEC IICPCOHAIIBHBIX JaHHBIX

HeicrBus, B  pe3yibTare
KOTOPBIX HEBO3MO>KHO
OIIPENIENUTh

MPUHAICKHOCTD
NEPCOHAIBHBIX JTAHHBIX
KOHKPETHOMY CyOBEKTY

MCPCOHAJIbHBIX TAHHBIX

BBIACIICHUC NNCPCOHAIBHBIX JaHHBIX

oOecrieyeHne 0€30MaCHOCTU MEPCOHAIBHBIX TAaHHBIX

neayTeHTUhUKAIIHS

JICaBTOPU3ALINS

JenepcoHn KA

HepCOHaJ’IBHBIG JaHHBIC 5TO

mobas  wHpOpMAIMSA, OTHOCAIIASACS K OINPEACICHHOMY WM
oTpenensieMOMY Ha OCHOBAaHUHU TakoW HHpopMaluuu GU3NIECKOMY
JIHITY

dbaMuius, uMs, 0T4eCTBO (HU3UIECKOTO JIUIIA

roJI, MECSII, AaTa U MECTO POXKACHUS, apec GU3NIECKOTO JIUIa

aJipec MPOKUBAHUS (PU3UUECKOTO JIUIIA

CBEICHH O  CEeMEHHOM,  COLMAIBHOM,  HMMYIIECTBEHHOM
MIOJIOKEHUH 4eJI0BEKa, COCTaBJISAIOLINE HIOHATHE
«1poheccoHalIbHAS TaifHa

®denepanbHblii 3ak0H «O0 WH-
(dhopmaruu, vHGOPMATU3ALUU U
3anure WHGOOpMAIIUKY Hampas-
JIeH Ha:

peryaupoBaHue B3aWMOOTHOIIEHWH B HMH(POpMaUOHHON chepe
COBMECTHO C Ipa)XJaHCKUM KojaekcoMm PD

peryaupoBaHue B3aMMOOTHOIICHHUH B TpakIaHCKoM obOmecTBe PD

perynupoBaHue TpeOOBaHUHM K pabOTHHKAM CIyk0, paboTaronmx
¢ uHbopManui

dbopMupoBaHHEe HEOOXOJUMBIX HOPM H TIPaBWJI pabOTBI ¢
nHpopmanuen

¢dopmMupoBaHHE HEOOXOIMMBIX HOPM W MPaBUJ, CBA3AHHBIX C
3alIUTON JeTel OT HH(OPMAITUH

HepCOHa.TIBHBIMI/I JaHHBIMHA

BJIaICHOT:

rOCyZIapCTBO

Pa3IUYHbIE YUPEKICHUS

rocygapcrseHHas Jlyma
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s)kutenn Poccuiickoit deneparuun

MCIUKO-COINAJIBHBIC OpraHnu3aiun

Oenepanpupiii 3akoH "OO0 WH-
¢dopmarmn, HHPOPMATH3AINN U
3amuTe uHGopmanuu" gaetT om-
penenenue nHPOPMALIUH:

TCKCT KHUT'HU UJIN ITMChbMa

CBEJICHUS O JIMIIAX, MpeaMeTax, (hakTax, COOBITHUSAX, SBICHUAX U
mpoleccax He3aBUCUMO OT ()OPMBI UX MPEICTABICHUS

CBCIACHUA O ABJICHUAX U MTPOLICCCaX

¢dakThl U uAeH B POpMaTN30BaHHOM BHUJIC

K (POBaHHBIN TEKCT, TEKCT HA HEM3BECTHOM SI3bIKE

VYkaxure HOPMAaTUBHO-
MPaBOBOM akKT, B KOTOPOM
packpbIBaeTcs MIOHATUE
«uH(pOPMaITMOHHAS
0€30MacHOCTb»

3akoH Poccuiickoit @eaepanun ot 27 nexadps 1991r. Nel224-11
«O cpezncTBax MaccOBOM HHPOPMAIHH»

denepanbHbINA 3akoH or 27.07.2006 Nel149-®3 «O0
uHpopManuy, WHHOPMAIMOHHBIX TEXHONIOTUAX U O 3alluTe
UH(pOpMAIIIN

TOKTpUHA MHPOPMAIIMOHHOM 06€3011acHOCTH

BCC€ OTBCThI BEPHBI

3aKOoH pOCCHICKON (emeparpu
«O TroCymapCTBEHHOW TalHEe»
OBUT TIPUHST B CJICIYIONIEM TO-

ny

1982

1985

1988

1993

2005

Bribepute, MOXHO 11 B CIy-
KEOHBIX LeNIAX HCIONb30BaTh
3NEKTPOHHBIHN aapec (IOYTOBBIH
AOMK),  3aperMCTPUPOBAHHBIN
Ha OOILIEJOCTYITHOM IOYTOBOM
cepsepe, HarpuMep Ha mail.ru

HET, HC IIPU KaKUX 00CTOATEILCTBAX

HCT, HO JJId OTIIPABKU CPOYHBIX U 0Cc000 Ba)KHBIX ITHCEM MOKHO

MO’KHO, €CITi [0 HeMY I0JIb30BaTeNb Oy/IeT nepecbuiath UHpOop-
MaIlMio, He COJACPXKAIIYI0 CBEJCHUN KOH(UICHIIMAIBHOTO XapaK-
Tepa

MO’KHO, €cii MHGOpPMaIUIO MpeIBapUTEbHO 3aapXUBUPOBATH C
MOMOIUIBIO MPOTPaMMBbl Winrar ¢ mapoJyieMm

MOJKHO, €CIIM JIPYTHuX CHOCOOOB 3JEKTPOHHOM Hepeaun JaHHBIX
Ha NPEANPUATHN WIH y NI0JIb30BATEN B HACTOSALINI MOMEHT HET,
a MH(OPMAINIO HY)KHO IIEPECIaTh CPOUHO

MoxeT I COTPYIHUK OBITH
MIPUBIICYCH K YTOJIOBHOW OTBET-
CTBEHHOCTH 3a  HapyIICHUS
TIPaBHIT nH(pOpMaAITMOHHON
0e30IaCHOCTH MIPEATIPUITHS

HET, TOJIBKO K aﬂMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTH

HET, €CJIM 3TO FOCYIapCTBEHHOE MPEANPUITHE

na

Jla, HO TOJIBKO B CIly4dae, €ClIM JCHCTBHUS COTPYyIHHKA HAHECIU
HEIOIIPaBUMBIH BpeJl

J1a, HO TOJIBKO B CJIy4ae OCO3HAHHBIX HEIPAaBOMOYHBIX ICHCTBUIA
COTpYyIHUKA

B nmanHOoM ciydae COTpYIHHK
YUPEKICHUS MOXKET OBITh IMPH-
BIICUEH K OTBETCTBEHHOCTH 3a
HapyIIeHUs TpaBwiI HHPOpMAa-
LHOHHOM 0€30I1aCHOCTH:

BbIX0J B MIHTEpHeT 6€3 pa3pelieHus aAMUHUCTpaToOpa

IIPU YCTaHOBKE KOMIIBIOTEPHBIX UTP

B CJIy4asiX YCTAHOBKH HEJUIIEH3MOHHOTO [10

B ClTy4yae He BBIXOAA U3 MHPOPMALIMOHHOM CHCTEMBI

B 1r000M ciryyae HEIPaBOMOYHOIO HCIIOJIb30BAHUS
KOH(pHICHIIMATBHON HH(OPMAIMK TPH YCIOBHH NHCHMEHHOTO
NpEIYIpPEexICHUS COTPYTHIKA 00 OTBETCTBEHHOCTH

3a nmpaBoHapymieHus B cepe
UH(pOpMAIHH,
MH(OPMAITMOHHBIX

TEXHOJIOTUH u 3alUThI

JAUCHUIINIMHAPHBIC B3bICKAHWA

aJIMAHUCTPATHBHBIH ITpad

YrojioBHass OTBETCTBCHHOCTDb

JINIIIEHUE CBOOOIBI
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uHOpPMalIUA  JTAaHHBIA  BUJT
HakKa3aHUsg Ha CEerOIHSAIIHUU
JICHb HE IPEIYCMOTPEH

CMCPTHAA Ka3Hb

HNudopmanueit, cocrapistomei
KOMMEPYECKYI0 TailHy, Biaje-
10T

rOCYZIapCTBO

Pa3IUYHbIE YUPEKICHUS

rocygapcrseHHas Jlyma

rpaxaane Poccuiickoit @eaepanuu

MCIUKO-COINAJIbHBIC OpraHnu3aluu

Wndopmanueit, cocrapisomei

rOCY/IapCTBO

TOJIBKO 06p a30BaTCJIbHBIC YUPCIKIACHUA

TOCYJJapCTBEHHYIO TaiiHy, | ToabKo nmpe3unnyMm BepxosHoro Cosera PO
BJIAJICIOT: rpaxknane Poccuiickoii @enepanuu
TOJIbKO MHHUCTEPCTBO 3APaBOOXPAHEHUS
roCyIapCTBO
BrnagensuieM  mH(poOpManuu | KOMMEpYECKas OpraHu3anus
nepBon KaTEropuy | MyHULIMIIAIBHOE YUPEKICHUE
SIBJISIETCAL. . . T1000# rpakIaHUH
TpYIITIa JINII, UMEIOIINX 00111ee IeTI0
MPOCTBIE JIFOAU
Bnagensuem  mHbopMaiuu | TOCyIapcTBO
BTOPOI KaTeropuu | KOMMepYecKas oprasusarys
SIBJISIETCH. . . MYHHULHUINAJIBHOE YUPEKICHUE
HEKOMMeEpUYECKas OpraHu3anus
JOIA
Bnagensuem  mHbopMaiuu | ToCyaapcTBO
TpEThEN KaTeropuy | MyHUILIUIIAIBHOE YUYPEKICHUE
SIBIIAETCA. . . YUpEKIACHUE
HEKOMMEpPYECKasi OpraHu3aLns
OcHoOBHBIM HOPMAaTUBHO- | CtpaTerus HallMOHAIbHON Oe3omacHocTH PD
;If;iﬁ;’gmﬂM HOKyM:;(;Z” @3 "O rocymapcTBeHHOI TaiiHe"
cBOOOABI W  0E30MacCHOCThH | KOHCTUTYLUS
4eJoBeKa B CUCTEME YTONOBHBIH KOJIEKC
UH()OPMAIIMOHHBIX

OTHoOIIeHUN, B PO sBisercs

JTOKTpUHA HHPOPMAITMOHHOM Oe3omacHocTH PD

COBOKYIMHOCTh  O(HUIIHAIBHBIX
B3[JIAJI0B Ha II€JIM, 3ajadyH,
MPUHIUIBI W OCHOBHEIC Ha-
MpaBlIeHUs] OOCCIICYCHUS WH-
(hopMalMoHHOM 0e30MacHOCTH
P® npencrasnenst

B /[okTprHE HHPOPMAIIMOHHOM Oe30omacHocTH PO

B KoHnenuuu HanmoHansHoU 0e3omacHoct PO

B Koncrurynuu PO

B buiie o Hax3ope 3a JaHHBIMU

B ®3 PD "O6 undopmarum, "HOOPMAITIOHHBIX TEXHOJIOTHUAX U O
3amure nHpopmanun"

Ha w™exnyHaponHOM ypoOBHE
MpeJIeibl BMEIIATEIbCTBA B Ya-
CTHYIO JXH3Hb CO CTOPOHBI TO-
CyllapcTBa U JPYTUX CYOBEKTOB
OTIpEIEIICHBI

3aKOHOM O TaifHe YaCTHOH MH(pOpMAaIH

cranaapToM ISO 15408

OpaHXEBOW KHUTOM

OeKJIapaliei mpap yeIoBeKa

ousieM o HaaA30pcC 3a JaHHBIMU
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IIpecrymienussim B cdepe
KOMITBIOTEpHOW WH(pOpMAIU B
YronaoBHOM KOJIEKCE
MOCBSIIIAsIETCS

2lilaBa

paznen

CTaTbsa

MYHKT

HacTb

CraHOB/IEHHE OTEYECTBEHHOI'O
3aKOHOJIaTEeJIbCTBA o
MH(QOPMaTH3aLNUN POU3O0IILIO

B koHIIE 60-X IT

B koHIe 70-x T

B koHIE 80-X IT

B Hauaie 90-x T

B Hauaje 70-x IT

CEMENHEIM KoekcoM PO

Bammra kommbloTepHoii un- | Koncturynuei PO
(dbopMaiuu BBEJEHA. . . ['paxxnanckum kosekcom PO
YronoBHbIM KOJEKCOM PD
HOPMAaTHUBHO-TIPABOBOW aKT, YCTAHABIMBAIOIIUN OTBETCTBEHHOCTh
3a mpaBoHapylIieHus B chepe nHPOpMAIIMOHHOM OE30MTaCHOCTH
dbenepanbHBIN 3aKOH, PETYJIMPYIONTUH TPABOOTHOIICHHUS B 001ac-
_ | ™1 uHGOpMaAIIMOHHOIT 6€301MacHOCTH
Yro  mpencraBnsier  coboi =
. | meneBas mporpaMma pa3BUTHS CUCTEMbI HHPOPMAIIMOHHOM 6e30-
MOKTpUHA  WH(OOPMAITMOHHOM

oe3onacHoctd PD?

nacHoctu P®, npencrasmnstomas co0oil Mocien0BaTeIbHOCTh CTa-
UM U DTAIIOB

COBOKYIHOCTb O()MIMAIBHBIX B3IJISA0B Ha €M, 3a7a4yd, IMPUH-
[Tl 1 OCHOBHBIC HAMpaBJICHHs oOecreueHns] NHPOPMAITMOHHOMI
6e3onacHoctu Poccuiickoii denepannu

Oxpana TepPCOHATBHBIX JaH-

3anuTa nHpopmManuu

KOMIThbIOTEpHAast 6€3011acCHOCTh

HBIX, TOCYJapCTBEHHOM, CIy-

keOHOM W JAPYyruX BUJIOB WH- | 3alUIICHHOCTH UH(OpMAIHH

(bopmanuu OrpaHMYEHHOrO | 3aNTUIIICHHOCTh MOTpeduTeneit nHbopMaIuu
A0CTyMa 3T0 0€30IaCHOCTh JaHHBIX

TlokymenTnpoBannas  madop- | [OCYAAPCTBEHHAs TafiHa

Maiusi, JOCTyNl K KOTOpPOM or-
paHUYHMBACTCS B COOTBETCTBUU
C 3aKOHOOATEILCTBOM POD

KOMMepYecKas TalHa

OaHKOBCKas TaliHa

KOH(pHIeHIIMaTbHas HH(popMaLus

CooTHecuTe TPUHIMIBI  HH-
(hopManmoHHO# 0E30MacCHOCTH,
omnpezeneHHble  ['ocTexxomuc-
cuei

. IpUHOUIT CUCTCMHOCTH

. IpUHIOUIT KOMIUVICKCHOCTH

. IpUHIMIT HCITPCPBIBHOCTHU 3alIIUTHL

. THOKOCTb CUCTEMBI 3aIUTHI

. pa3yMHasi JOCTaTOYHOCTh

— | B[ W=

. TIPAaBWJILHO BBIOpATh TOT JOCTATOYHBIN YPOBEHB 3aIUTHI, IPU
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO TO yiiepOa Obuth Obl
PUEMIICMbIMU

2. HEMPEPBIBHBIN 1€JI€HANPABICHHBIN MPOIIECC, MPEANOJIaraonnui
MPUHSATHE COOTBETCTBYIOIIMX MEp Ha BCEX 3Tamax >KU3HEHHOIO
nukna AC

3. mpeanojaraer COrjacoBaHUE Pa3HOPOJHBIX CPEACTB IMpPHU IO-
CTPOEHUHU IIEJOCTHOM CHUCTEMbI 3alIUThI, MEPEKPHIBAIOIICH BCE
CYILIECTBEHHBIE KaHAJIbl peATN3alluK YIrpo3 U HE CoJieprKallien cia-
6I>IX MECT Ha CThIKAaX OTACJIbHBIX €€ KOMIIOHCHTOB

4. ocoboxmaer Bianenbua AC OT HEOOXOIUMOCTH HPUHSATHS
KapJIMHAJIBHBIX MEp MO MOJIHON 3aMEHE CPE/ICTB 3aIIUTHI Ha HOBBIE
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5. mpennonaraeT HeOOXOAMMOCTh y4deTa BCEX B3aUMOCBSI3aHHBIX,
BBaHMOI[eﬁCTByIOH[HX 1 U3MCHAIOIUXCA BO BPCMCHU 3JICMCHTOB,
yCJIOBHM B (paKTOPOB

Conepxxanue W CTPYKTypa 3a-
KOHOJATEeNILCTBA B 00JIACTH HH-
(hopMalMOHHON 0€30MacHOCTH
BKJTFOUACT

Konctutynusa Poccuiickoit ®enepannu - HopmaTuBHO-TIpaBOBbBIE
akthl (Ykassl) [Ipesunenra Poccuiickoii @enepannu - [logzakon-
Hble akThl [IpaButensctBa Poccuiickoit @enepaunn - denepanb-
HbIe 3aKOHBI - KosieKkchl

Konctutynusa Poccuiickoit ®denepannu - HopmaTuBHO-IpaBOBbIE
akteI (Ykassl) [Ipesunenra Poccuiickoii @enepanuu

ITonzakonnsie akThl IIpaButennctBa Poccuiickoit ®@enepanum -
®epnepanbHble 3aKOHBI - Kogekcnl

HET BEPHOI'0 OTBETA

3aKoHoJaTEIbCTBO Poccuiickoi
Oeneparn 060 MHPOpPMALUH,
WH(GOPMAIIMOHHBIX TEXHOJIOTH-
X W 0 3amuTe uHpopMaIun
COCTOMT U3

denepanpHoro 3akona «O0 nHpopMmaru, UHHOPMAITMOHHBIX TEX-
HOJIOTUSX M O 3alIuTe MHPOpMAMM» U APYrux (eaepaabHbIX 3a-
KOHOB, PEryJHpYIOIIMX OTHOIIEHUS B OOJIACTH MCHOJIb30BaHUS
uHpOpMaIUn

(benepanbHOro 3akoHa «O NepCOHATIbHBIX JAHHBIX» U IPYTUX (e-
JIepAIbHBIX 3aKOHOB, PETYIUPYIOIIUX OTHOIIECHHS B O0OJACTH HUC-
N0JIb30BaHKs HH(OpMALIUU

denepanbHOro 3akoHa «O KOMMepUeCKoi TaifHe» U Ipyrux ¢ene-
pPaJIbHBIX 3aKOHOB, PErYJIMPYIOLINX OTHOLIEHUs B 00JacTU HC-
NI0JIb30BaHUsI HH(POPMALIUU

¢denepanpHOro 3akoHa «O rocylapcTBEHHOW TaiiHE» M JPYrux
(denepanbHBIX 3aKOHOB, PETyJIUPYIOIIMX OTHOLIEHHS B 00JACTH
UCIIOJIb30BaHUs HH(POPMaIIH

[IpenmeromM TPaBOBOTO pery-
JTUpOBaHMWS B oO0nacTu WHGOP-
MaIru, UHHOPMAIIMOHHBIX TEX-
HOJIOTUH W 3ammuThl WH(pOpMa-
UM SIBJISIFOTCS

OTHOILICHHSI, BO3HUKAIOIIUE TOJIBKO MPU OCYIIECTBICHUN IIpaBa Ha
IIOUCK, MTOJTy4eHHe, TIepeady, IPOU3BOJICTBO U PACIPOCTPAHEHHUE
uHpOpMaIUU

OTHOILIEHHSI, BO3HUKAIOIME TOJBKO MPU NPUMEHEHUH HH(pOpMa-
LIUOHHBIX TEXHOJIOTUH

OTHOIIICHU, BO3HHUKAIOMIUC TOJBKO IIpPU OGGCHG‘-IGHI/II/I 3alIUThI
nHbOpMauu

OTHOIICHU, BOSHUKAOIINEC ITPU OCYHICCTBJIICHHUU IIpaBa HA ITOUCK,
NOJTy4deHUe, Tepeaady, MPOM3BOJCTBO M PACIpPOCTPaHEHHE WH-
dopmanuu; mpu NPUMEHEHUH WH(GOPMAIIMOHHBIX TEXHOJIOTHH;
pu 00ECIIeYEHUH 3aIUThl HHGOPMAITIH

B cTpykTypy rocymnapctBeHHON
CUCTEMBI 3aIUThl HH(pOpMAITUU
P® Bxonar

OCh PO

MBI PO

OCTOK

OCHUH

HopmartuBHO-ipaBoBO#l akT -
3T0

IIPABOBOM aKT, NMPUHATBHIA MOJHOMOYHBIM Ha TO OpPraHOM U CO-
JIepKalLUi MpaBOBbIC HOPMBI, T. €. IPEANHUCAHUs OOILEro Xxapax-
T€pa U MOCTOSHHOTO AECWCTBUS, paCCUNTAHHbIE HA MHOT'OKpPAaTHOE
IIPUMEHEHNE

IIPAaBOBOM aKT, NMPUHATHIA MOJHOMOYHBIM Ha TO OPraHOM U CO-
JIep KAl MpaBOBbIE HOPMBI, T. €. IPEANHUCAaHUs OOILEro Xxapax-
TE€pa U MOCTOSHHOTO AECWCTBUS, pACCUMTAHHBIE HA OJHOKPAaTHOE
IIPUMEHEHNE

HET BEPHOI'0 OTBETA

Kak HasbiBaeTCsl 3aKOH, pery-
JUPYIOMIUNA JIeATENIbHOCTh TO-

O xoMMepuecKol TaifHe

O rocynapcTBeHHOM TalHe




Bonpoc

BapuaHmbl omeema

CyJapCTBEHHOW TailHbl Ha TEp-
puropuu PO

O ciyxeOHoM TaiiHe

O BpaueOHOI TaiiHe

CyOBeKT TepCOHATBHBIX IaH-
HBIX 00JIafjacT MpaBaMu

Ha JOCTYI K CBOUM MNECPCOHAIbHBIM JAHHBIM

BO3pa)KEHUE NPOTHUB NPUHATUS PEIICHUN MCKIIIOUUTENBHO Ha OC-
HOBaHMM aBTOMATU3MPOBAHHOW OOpaOOTKHU MEPCOHAIOM JIaHHBIX,
HOPOXIAIOUINX OPUIMUYECKUE MOCIEACTBUS B OTHOIICHUH CYOb-
€KTa WJIM UHBIM 00pa30M 3aTparMBarolluX €ro MpaBa U 3aKOHHbIE
HUHTEPECHI

o0’kaJIoOBaHMe IEeHCTBUI WK Oe30eCTBUIA

BCPHLI BCC BAPUAHTBL

IIpaBoBoe peryaupoBaHue OT-
HOIICHUH B 00JaCTH UCIOIB30-
BaHUS 3JICKTPOHHOU IH(pOBOH
TIOJIMTUCH OCYIIECTBIISIETCS B CO-
OTBETCTBUHU C

I'paxxnanckum kogexkcom Poccutickoit @enepanuu

®enepanbHbiM 3aKk0HOM "OO0 mHBOpManuu, HHGOPMATH3AUA T
3amure nHpopmanun"

®enepanbHbM 3aKkoHOM 'O cBs3u"

BEpHBI BCE BapUaAHThI

Yto U3 MNEPEeUHuCIICHHOTO HeE
BXOJIUT B TICPBBIH YPOBEHH Ipa-
BOBOTo obOecrieueHust nHpopma-
IUOHHOM 0€30MacCHOCTH

Koucturymus P® (ct. 23, mpaBo Ha TailHy EPENUCKH )

I'paxmanckuii konpekc PO (cr. 139, Bo3memieHne yOBITKOB OT yTe-
YeK)

®enepanbHblil 3ak0H "O rocy1apcTBEHHOM TaliHe"

ITocranosnenus llpasurenscrea PO

N3 ckoIbKUX YpOBHEW COCTOUT
MpaBOBOEC  OOCCIICUCHUE  WH-
(hopmanmoHHO# O0e30macHOCTH

JIBYX YpOBHEU

TpEX ypOBHEU

YEThIPEX YPOBHEH

IIITH YPOBHEU

[lepeyeHp BHIOB AEATEIBHOCTH
B obyacTu 3amuTel WHpOpMa-
MM, Ha KOTOpBIE BBIJAIOTCA
nuneHsuy, onpexaenen Ilocra-
HoBieHueM [IpaButensctBa PO
"O IUIEH3WPOBAHUN OTHEIh-
HBIX BHUIOB JESITEIHHOCTH" OT
24.12.94 Ne1418 x HUM, B 4acT-
HOCTH, OTHOCHTCSl pa3paboTka,
MPOU3BOACTBO, peaTu3alys |
CepBUCHOE 00CITy)KUBaHHE

MK (POBaTBHBIX CPEJICTB

3allUIICHHBIX CUCTEM TGJ'IGKOMMYHI/IKaHI/Iﬁ

MPOrPaMMHBIX CPE/ICTB

CIICIHUAJIBHBIX TCXHUYCCKUX CPCACTB 3allINThI I/IH(bOpMaI_II/II/I

MOATOTOBKA M MIEPETNOIrOTOBKA KaJpOB

BCE BEPHBI BAPUAHTHI

3aKoHOIATEILHOW U HOPMAaTHUB-
HOW 0a30i JIMICH3UPOBAHHUA U
cepTudHUKanMu B 00JaCTH 3a-
MIUTEl UH(POPMAIMH  SBIISTIOTCS
3aKoHbI PO

0 rOCyAapCTBEHHOM TaifHe

0 TEXHUYECKOM PeryJnpoBaHUI

O JIMICH3UPOBAHNUU OTACIIbHBIX BUIO0B ACATCIBHOCTU

0 3alIUTe MpaB MOTpeOuTENeH

BCE BEPHBI BAPUAHTBI

[lepeyeHp BHIOB AEATEILHOCTH
B obyacTu 3amuTel HH(pOpMa-
UM, Ha KOTOpBIE BBHIJAIOTCS
nuuen3uu, onpexaened Ilocra-
HoBneHueM [IpaButensctBa PO
"O NHIEH3UPOBAHUM OTHCIb-

U GPOBATHHBIX CPEICTB

3allMIICHHBIX CUCTEM TGH@KOMMYHI/IKaI_II/II\/'I

MPOrPaMMHBIX CPE/ICTB




Bonpoc

Bapuanmbl omeema

HBIX BHUIOB IEATEIBHOCTH" K
HHAM, B YaCTHOCTH, OTHOCHUTCS
paspaboTka, MIPOU3BOICTBO,
peanuzanys M CEpBUCHOE 00-
CITy)KHBaHHE

CIICHUAJIbHBIX TCXHUUCCKHUX CPCACTB 3allINThI I/IH(bOpMaI_II/II/I

BCPHLI BCC BAPUAHTHL

Kakue xareropum mnepcoHaIb-
HBIX HaHHBIX BeIIensaer O3 “O
MEPCOHANIBHBIX TaHHBIX 7

JINYHBIC

00IIIeI0CTYIIHBIE

(U3HOTIOTHYECKHE

CIICIHUAJIbHBIC

OMOMETpPHYECKHE

B Kkakux ciydasx omeparop He
00513aH YBEOMJISITH PETYISATOpPA
00 00paboTKe MEePCOHAIBHBIX
ITaHHBIX?

eciu naHHble BKIIIOYaroT B cebs UO, Tenedon u pazmep okiaaa

C€CJIu oIcpaTopa CBA3bIBACT C CY6’[>€KTOM TPYAOBLIC OTHOILICHUA

€CJIM JJaHHBIE BKJIIOYAIOT B ce0st Toiibko PUO

€CJIM JTaHHBIE KaCaloTCsl 3JJ0POBbS CyOBEKTa

€CITM TaHHBIE KaCcaIOTCsl CEMEIHOM JKU3HU CYyOBEeKTa

€CIIU JIaHHbIe HEOOXOIUMBI JUIsl OTHOKPATHOTO MPOITYCKa Ha Tep-
PUTOpPHIO OllepaTopa

Bribepure ciyuan o0paboTKu
HEPCOHAIBHBIX JIaHHBIX, KOTJa
omeparop He 00s3aH MOIy4YaTh
NHCbMEHHOE cornacue CyObek-
Ta Ha 00paboTKY:

OpOHMPOBAaHUE TOCTUHUIIBI TYPUCTHUECKON PUPMOI

nepeaayda JaHHBIX TPETHUM JIMIIAM

€CJI MEXIY OIepaTOPOM U CYOBEKTOM €CTh JOTOBOP, MpeIrycMar-
puBaronuii oopadotky I1]]

JO0CTaBKa ITOYTOBBIX COOGH.IGHI/II\/'I

OpraHu3aIys COCTaBJseT 0a3y JaHHBIX CBOMX KJIIMEHTOB, C yKa3a-
HueMm ®UO, TenedoHOB, aApecOB U 3aHUMAEMBIX JODKHOCTEH

Kakoil HOKyMEHT COIEpXUT B
cebe cTpareruveckue HaIuo-
HaJbHbIE TIPHOPHUTETHI, LENH U
Mepbl B 00JIaCTH BHYTPEHHEH U
BHEIIHEH mMOMWTUKKH Poccuwu,
OTIPE/ICIISAIONINE COCTOSHUE Ha-
[IUOHAJHHONH O€30IacHOCTH |
YpOBEHb YCTOWYMBOTO PA3BUTHUS
rocy/apcTBa Ha JOJITOCPOYHYIO
MEPCIEKTUBRY?

®denepanpHblil 3ak0H “O0 wHbOpMaIK, HHOOPMAITMOHHBIX TEX-
HOJIOTHUSX U O 3amuTe nHdopMarmm”

®enepanbHblil 3aK0H “O rocyaapcTBeHHOM TaitHe”

HoxTpuna nHpopMannonHoi Oe3omacHoctu Poccuiickoit dene-
panun

Crparterust HalMOHANBHOU Oe3onacHocTH Poccuiickoit @enepanuu

Kakoit moxymeHT oTOOpaxkaer
oumaneHple B3MAABI HA Iie-
7Y, 3a7a4yd, HOPUHIMIBI U OC-
HOBHBIC HampaBlIeHHsT obecre-
yeHuss MHPOPMAIIMOHHON 0e30-
nacHoctu PD?

®enepanbHblil 3ak0H “O0 mHbOpManuy, UHPOPMALMOHHBIX TEX-
HOJIOTHSIX U O 3amuTe nHpopmanmm”

®denepanbHbli 3aK0H “O rocygapCcTBEHHOM TaitHe”

HoxTpuna nHpopMannonHoi Oe3omacHoctu Poccuiickoit dene-
paunn

Crparerus HalmoHaJIbHOM O6e30omacHocT Poccutickoii denepariun

Bomnpocel k kommiekcHomy 3agannio TK3

1. Yto Takoe «mpaBoBoe obecrneueHne nHPopMamoHHOM 0€30MacHOCTU» U B
YEM 3aKIIFOYAETCS €ro MpeaMeT?

2. PackpoiiTe cosiepkaHue MpaBoBOro o0ecreyeHrst 0€30MacHOCTH CBEICHUM.

3. PackpoiiTe conepxaHue U CTPYKTYpy 3aKOHOJIaTENbCTBA B 00JIaCTH 0Oectie-
yeHUsI UHPOPMALIMOHHOW O€30MacHOCTH.

4. OCHOBHBIE HOPMATHBHBIE PYKOBOSIINE JOKYMEHTBI, KACAIOIIMECS TOCy1ap-
CTBEHHOM TailHbI, HOPMATUBHO-CIIPABOYHBIE JOKYMEHTHI.

5. YpoBHM TpaBOBOro obecrnedeHust uHPopMamoOHHOM O€30MaCHOCTH.



6. Mecto nndopmManmoHHON 6€30MaCHOCTH SKOHOMHYECKUX CUCTEM B HAIMO-
HaJIbHOUM 0€30MMaCHOCTH CTPAHBI.

7. OCHOBHBIE IPUHIIUIIBI 0OECTIeYeHUs 0€30MaCHOCTH.

8. Konmenus nHGOpMaIiMoOHHON 0€301acHOCTH.

9. oxTtpuna nndpopmarmonHou 6e3omnacuoctu Poccun.

10. YeTsIpe OCHOBHBIE COCTABIISIIOLINE HAIMOHAIBHBIX HHTEpEcOB Poccuiickoi
®denepanuu B UHPOPMAIIMOHHOM cdepe.

11. OcHoBHbIe 3a1aun oOecneueHus nHGopMalMoHHOU Oe3omacHoCTH. [IpaBo-
BbI€ METO/IbI 0OecrneueHus: HHPOPMAIIMOHHOM 0€3011acCHOCTH

J1sl MpOMesKyTOUHOM aTTecTalMu:

1. MadopmarmonHas 0€30MMacHOCTh 4YeIoBeKa M OOIIecTBa. YPOBHU 3aIlUTHI
MH()OPMAIIMOHHBIX PECYPCOB.

2. KomnbrorepHsble npecTymieHus. OCHOBHBIE TEXHOJIOTHUH, UCTIOJIb3YOIIUECS
IIPU COBEPILIEHUN KOMITBIOTEPHBIX MPECTYIICHH.

3. OObBexThI 3amuThl nHPOpMaIMU. 3anmTa UHPOPMAIIMA OTPAHUICHHOTO
NOCTYIIA: TOCYAAapCTBEHHAs TallHA, KOMMEpPUYECKas TaHa.

4. OCHOBHBIE KaHaJIbl yTEUKU UH(POPMAIUH.

5. Metonpl u cpenctBa 3anuthl wHGopManuu. ConaepxkaHUE CIOCOOOB U
CpencTB obecrneueHus 6€30MmacHOCTH HH(OPMAITUH.

6. Kpunirorpadusi. CummeTpuyuHbIE KPUTITOCUCTEMBI.

7. Kpunirorpadusi. ACHMMETpPUYHbBIE KPUITTOCUCTEMBI.

8. 0O030p u K1accudpuKalys METO0B MK (PpoBaHUA UH(OPMALIUH.

9. DnekTpoHHO-IIM(POBAS OAMUCH.

10. Yto oOTHOCHTCA K CpEICTBaM HWH)KEHEPHO-TEXHUYECKOM  3alllUThI
MH(}OpPMAIUU U IJI YETO OHU MPEJHA3HAUEHBI?

11. B yem 3akiro4aroTCsi JOCTOMHCTBA U HEJOCTATKU MPOTPAMMHBIX CPEICTB
3aImuThl HHGOpMAITHH?

12. [TaponbHas 3amura.

13. Tlonsitue yrpo3sl. AHanu3 yrpo3 HHGOPMAIMOHHOMN Oe3omacHocTH. Bup
«HAPYLIUTEIICI.

14. ITonuTtuka 6e3onacHOCTU. OCHOBHBIE TUIBI TOJIUTUKHU 0€30M1aCHOCTH.

15. CrangapThl ”HPOPMALIMOHHOM OE30MACHOCTH.

16. ITpaBoBoe obecrieueHne 3amuThl HHGopManui. HopMaTHBHBIE JOKYMEHTHI.

17. Pazpymaromue mporpaMMHbIE BO3JIEMCTBUS: BUPYCHI U 3aKJIaJIKU. AHTUBH-
PYCHBIE CPE/ICTBA.

18. Ilcuxonoruueckue actekThl UH(HOPMAIIMOHHON 0€30MacCHOCTH OpraHU3alvy.
19. HacTpotika moauTHKHA 0€301aCHOCTH ONIEPAIITMOHHON CUCTEMBI.

20. AHanK3 3aUIIEHHOCTH U30JMPOBAHHON MIPOTPAMMHOM CPEIbI.

21. UccnenoBanue cucteM UACHTUDUKAIIN.

22. CTpyKTypa 3aKOHOAATEIbHOM 0a3bl HHPOpMALIMOHHOM 6e30macHOCTH PD.
23. Crparerus HaMOHaIBbHOM Oe3omacHocTH. Ha3HaueHue, OCHOBHbIE TEPMUHBI.
24. loktpuna Ub. Ee HazHaueHue.

25. CtpykTypa ¥ BUABI HOPMAaTHUBHBIX aKTOB, PETYJIUPYIOUIMX OOecreueHne



uHpopmarmonHoi 6e3onacHoctu B Poccuiickoit ®eneparuu

26. [lonsitue o 3amute unpopmaiuu B PO (149-03). ['ocynapcTBeHHOE pery-
mupoBanue. O0s3aHHOCTH 00J1aaTenel nHpopMaluu U onepaTopoB MHGOPMAIUOH-
HBIX CUCTEM. Perynsaropsl.

27. Cuctema HOPMATUBHBIX MPABOBBIX aKTOB, PETJIaMEHTUPYIOIIUX olecreye-
HHUE COXPAHHOCTH CBEIAEHUM, COCTABJISIOIINX TOCYIaPCTBEHHYIO TaiHy B Poccuiickoun
®denepanuu
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