MUHHCTEPCTBOHAYKHUHUBBICIIEI OOBPA3OBAHUAPOCCUMCKON®EJEPALTN
®eepanbHOE rOCYIaAPCTBEHHO €010 KeTHOe 00pa30BaTe/IbHOE YUpeKIeHHEeBbICIIEro

o0pa3oBaHus
«KABAHCKHMTI'OCYJAPCTBEHHBIMOHEPTETUYECKUMNYHUBEPCUTET» (PTBOY
BO «KI'9Y»)
IMoanucan: ®PI'BOY BOU«KA3AHCKIAVI .
I'OCYJAAPCTBEHHbBIM DHEPTETUYECKHWU
Q) sumircimes e
Kray )lupﬂcmol;l/lHcmTyTﬂa}l/mr:bﬂpoEblx TEXHOJIOTHii H 5KOHOMHUKH YTBEPH(I[AIO
Cepruduxar: 01E4B4530091B044A4464D6BBC379A8EBA
Jleiicturenen ¢ 04.10.2023 no 04.10.2024 I[I/IpCKTOp HHT9
HauMeHoeaHue uncmumyma
D.U. bensien
« 19 » mapra 2024 r.
PABOYAS TIPOI'PAMMA JUCHUITINHBI
51.0.11.03 OcHoBbI MHGOPMAITMOHHOMN 0€30IIaCHOCTH
(Koo unaumenosanue oucyuniunvt coomseemcmeuu ¢ PYII)
Hamnpagpnenue noiroToBKu 12.03.01 ITpubopoctpoeHyie
(K00 u naumenosanue nanpasieHust nLOO20MOGKU)
Kpanuduxanus bakanasp

(Baxanasp/Mazucmp)

r. Kazans, 2024



[Iporpammy paszpabotan(u):

HanmenoBanme JlomKHOCTB, Yy4.CTEIEHb, )4(0)
Kadeapsl y4.3BaHHE pa3paboTyunKa
UTUC Cr.mpenos. bukeesa H.I'.
HanmenoBanme Ne
CormacoBanue Hara IMoanuce
10 Ipa3ACACHHS MIPOTOKOJIa
Onobpena HUTHUC 26.04.2023 Nel0
3aB.kad., 1.11.H., TOII.
Topkynosa 10.B.
CornacoBaHa M 16.05.2023 Ne5
3aB.kad., 1.T.H., JIO1I.
Kozenxos O.B.
VYuebHo-
Cornacopana METOIMYECKUI 18.03.2024 No7
COBET UHCTUTYTa JlupekTop, K.T.H.,
UITS no11. benses 3.1.
On06DeHa VueHslii COBET 19.03.2024 Ne7
AO0P uHactutyta ULTO JupekTrop, K.T.H.,
non. benses O.11.




1. Hean, 3a1a4M U IVIAHUPYEMble Pe3yJbTAThHI 00y4eHH s M0 JUCHUILINHE

Lenpro ocBoennst aucuumumHbl B51.0.11.03. "OcHOBbI HH(POPMAIMOHHOM!
Oe3onacHocTH" ABISETCS (POPMHUPOBAHMS y CTYAEHTOB 3HAHWH M HABBIKOB IO
BONpOCcaM HMH(POPMAIMOHHON GE30MACHOCTH, a TAaKXKE HABBIKOB IPAKTHYECKOTO
obecrieyeHus 3aIuThl HHYOPMAIMUH U OE30IIaCHOIO MCIOJIB30BaHMS IPOrPAMMHBIX
CPEJICTB B BBIYMCIIUTENBHBIX CHCTEMAaX OPTraHU3aluil U YUPEKICHHUIA.

3ajauaMy JUCHUILIMHBI SBISFOTCS: MMOJTyYeHHE 0a30BBIX TEOPETUUECKUX MPEJI-
CTaBJICHHUM O COBPEMECHHBIX OpPraHHM3allMOHHBIX W TEXHHUYECKMX METOIAX 3alllHThI
UH(DOPMAIINH, a TAKKE TEXHHYECKHX CPEIACTBAX 3aIlUThl KOMIBIOTEPHOU HUH(pOpMAa-
1M1 HHOOPMAIIMOHHBIX CHCTEM OPTaHM3alMi U YUPEKIECHH.

KoMmneTeHmu u MHAUKATOPbI, POpMHUpyeEMbIE Y 00yUaIOLIUXCSL:

Konx 1 HanMeHoBaHWEe KOMIIETEHIIUN

Kon n HaumeHoBaHWE HHIUKATOPA

OI1K-4. CriocoOeH moHuMaTh MPUHIUIIBI pa-
00TBI COBPEMEHHBIX HH(OPMAITMOHHBIX TEX-
HOJIOTUH M UCTIONB30BAaTh UX JUIS PEILICHUS
33134 IpO(eCCHOHATIEHOM e TEHHOCTH

OIIK-4.2. Bnaneer HaBBIKAMH MPUMEHEHHUS UPPO-
BBIX TEXHOJIOTUH IS pelieHus 3an1a4 npodeccuo-
HaJIbHOU ACATCIIBHOCTU C YUCTOM OCHOBHBIX Tp660'
BaHMI HHGOPMAIIMOHHON 0€30MacCHOCTH

2. Mecto aucummiinnsl B ctpykrype OIl

[IpenmecTByonme AMCUUILTMHGI (Moayn), npaktuku, HUP, np.:

b1.0.11.01. MudopmarimoHHbie TEXHOIOTHH

b1.0.11.02. Anroput™Mu3anus U NpoOrpaMMUPOBAHUE

[Tocnenyromye qucuuiuiuabl (Moayn), npaktuku, HUP, np.:

b1.0.11.04. IIporpamMmHOe obecriedeHue u MporpaMMrupoBaHue B mpodeccuo-

HaJIbHOM JeATECIbHOCTH

3. CTpyKTYypa M cojep:KaHue TUCHUIINHBI

3.1. CTpyKTYypa AUCHMILINHBI

st ounoit popmbl 00yUueHuUsI

. Bcero | Bcero Cemectp(b)
Bun yuebHo# paboTs 3E 4ACOR 4 5 6
OBIIAS TPYAOEMKOCTDH ANUCIHUITJIMHBI 2 72 2
KOHTAKTHAS PABOTA 1,00 36 36

AYJIUTOPHAS PABOTA 0,88 32 32
Jlexkuun 0,44 16 16
[IpakTuyeckue (ceMUHAPCKUE) 3aHATUS 0 0 0
JlaGopaTopHblie paboThI 0,44 16 16
CAMOCTOSTEJIBHAA PABOTA OBYYAIOUIETI'OCA 1,12 40 40

[TpopaboTka yueOHOTO MaTepuaa

1,12 40 40

Kypcogoii mpoekt 0 0 0
Kypcosas pabora 0 0 0
[ToaroToBka K MpOMEXKYTOUHON aTTeCTalluu 0 0 0
[IpomexxyTouHas arrectamusi: 3




3.2. Coep:kaHue IMCHUILVIMHBI, CTPYKTYPHPOBAaHHOE IO pa3jejaM H
BU/aM 3aHATHH

Pacnpenenenue 1py- | ®@opmbl u | MHAEKCH MHAMKATO-
JIOEMKOCTHU BH/T poB hopMUpyeMbIX
§ 10 BHJaM Y4eOHOH | KOHTpOIs KOMIIETEH I
Pa3nensl g paboTsI
o .
JTUCIUTUTAHBI § = | = S
@ F| = 5] =
2| €| g &
= o
Paznen 1. OcHOBHBIE TIOHATHS U
aHanu3 yrpo3 undopmarmonnoit | 10 | 6 8 0 | 12 TK1 OIlK-4.2.3VB
0e30MmacHOCTH
Paspen 2. [lousTre HaMOHAILHON
0e30rmacHOCTH, BUABI 0€30MacHoO- 6 2 0 0 4 TK?2 OIK-4.2. 3
ctu. Madopmanmnonnas 6e3omnac-
HOCTL PD
Paznen 3. MexnayHnapoaHas, Ha-
[[MOHANIbHAST ¥  BEIOMCTBEHHAs
HOpMaTHBHAsI ITpaBoBas 0a3a B 00- | 6 2 0 0 4 TK3 OIlK-4.2.3
JacTy uHpOpMAIMOHHON Ge3omac-
HOCTHU
Paznen 4, HuxenepHo-
TEXHUYECKas 3ammra | 24 | 4 8 0 | 12 TK4 OIlK-4.2.3VB
uHpopmaruu
Pazgen 5. OpranauzauuoHHO-
PaBOBOE OOECTICUeHUE 3alTUThHI 10 | 2 0 0 8 TKS OIlK-4.2.3
uHpopmaruu
3auer 0 0 0 0 0 OM 1 OIIK-4.2. 3YB
Hroro 3a 4 cemecTp 72 | 16 | 16 | O | 40

3.3. Conep:xkanue U CHUTLTHHBI

Paznen 1. OcHOBHbIE OHATUS U aHAJIN3 YTPO3 MH(POPMALIMOHHOM O€3011aCHOCTH.

Tema 1.1. OcHOBHBIE MOHATHUSI HHPOPMAITMOHHON OE30MACHOCTH U 3aIUThI UH-
dbopmanuu.

OcHoBHBIE TepMUHBI U onpeaeneHus. Obecneyenrne nHpopMaIMOHHON Oe30mac-
HOCTH KOMITBIOTEPHBIX cucTeM. Bunbl yrpo3. Tpu Hanbomnee BeIpaKeHHbIE YTPO3bI: 1)
HOJIBEP>KEHHOCTh (PU3NUECKOMY UCKAKEHUIO MM YHUUTOXKEHHUIO; 2) BO3MOKHOCTh He-
CaHKIIMOHUPOBAHHOM (CIIy4aillHOM MM 3JI0yMBIIIIEHHON) MOau(pUKaUK; 3) OAaCHOCTb
HECAHKLIMOHUPOBAHHOT'O (CIy4alHOr0 U MPEAHAMEPEHHOI0) NOIyUYeHHUs HHPOpMALU
JMLAMH, [T KOTOPBIX OHA HE NpeHa3HaueHa. XapakTep MPOUCX0XKIEHNUS YIPO3: yMBbIILI-
JeHHbIe (haKTOphl, ecTecTBeHHbIE (akTophl. McTounmku yrpo3. [Ipennochiuiku nosBiIeHus
yrpo3: 00bEKTUBHBIE, CYyOBEKTUBHBIC

Tema 1.2. [TonuTtrka nHGOPMAITMOHHOM 0€30MaCHOCTH

OcHOBHbBIE TOHATHS TOAUTUKU Oe30macHOCTH. CTPyKTypa MOMUTUKY Oe30IacHo-
ctu. Pa3pa0oTka NOIMTHKY OpraHu3aLuy 0€3011aCHOCTH OpraHU3aliH.

Tema 1.3. CrangapThl uHGOPMAITMOHHOM 6€30MaCHOCTH

Ponp cranmaproB nHdopmannonHoi OezonmacHoctH. Kputepuu GezomacHoCTH
KOMIIbIOTEpHBIX cucTeM MunucrepctBa 060oponsl CIIA — «OpanxeBast kuura». EBpo-




necKre KpuTepun 0e30nacHOCTH MHGOPMAIIMOHHBIX TexHooruil. denepanbHbie KpuTe-
pun 6e3onacHoctu. Kananackue kputepun 0e30macHOCT KOMIbIOTepHbIX cucteM. ['OCT
P MCO/M3BK 15408-2002, kak ayTeHTUYHBIM BapUaHT OOIIUX KPUTEPUEB O€30IMACHOCTH
UT. OynkimonanbHbie TpeboBaHus 6e3omacHocTH. TpeboBanus 1oBepus K 0e301macHo-
ctu. Cranmaptel ISO/IEC 17799: 2002 (BS 7799:2000). CraHmapThl 10 MEHEIKMEHTY
unpopmarmonHoi 6ezonacHoctu ISO/IEC 27001-27040. Hemenkue crangapter BSI.
Crannapter SysTrust, SCORE, GIAC. Cranaapts! 1151 6ecpoBOIHBIX ceTei. OTeuecT-
BEHHbIE CTaHAapThl HH(OpMaLIMOHHOM Oe3omacHocT. CTaHIapThl odecriedeHne HHPpop-
MaIlMOHHOM 0€301acCHOCTH OpraHM3alii OaHKOBCKOW cucteMbl. Poccuiickoit denepa-
uu. 'OCT P 57580.1-2017 u I'OCT P 57580.2 — 2018. CtannapThl HH(QOPMAIIMOHHOM
oe3omacuoctr B Untepuere (IETF, RFC)

Paznen 2. [lonstue HalrioHanbHOM 06€30MacHOCTH, BUBI Oe30macHocTH. MHbop-
MaruroHHag 0e3onacHocts PO

Opranbl, 0becreunBarolie HaIMOHAIBHYI0 Oe30macHoCTh PO, rienw, 3agauun. Ha-
MoHasbHbIE HHTEpechl PO B uHbopMannonHoi cdepe. [IpuoputeTHbIe HaNPaBICHUS B
o0ractu 3ammThl nHGopMaluu B PO. TenaeHnu pa3BUuTrs HHPOPMAIIMOHHOM TTOJTUTH-
KM FOCYJIapCTB U BEZIOMCTB. [ 'ocynapcTBeHHas TaiiHa.

Paznen 3. MexayHapoiHasi, HallMOHAJIbHAS M BEIOMCTBEHHAsI HOpMAaTUBHAs Mpa-
BOBas 0a3a B 00;1aCTH HHPOPMAITMOHHOM O€30MMaCHOCTH

O61me nonoxenus. KonmenrtyanbHbIe JOKYMEHTHI B 001aCTH HH(OPMAITTOHHON
0e3onacHocTH. Baxknelue ¢enepanbHble HOPMATUBHBIEC IPABOBBIC aKThI. 3aKOHBI, Ka-
CaroOIIMeCs OXpaHbl MHTEIUICKTylTbHOU cOOCTBEeHHOCTH. [lommoskenus ["paskqanckoro Ko-
nekca PO no 3amure nnpopmanuu. MexayHapoanoe cotpyaauiectBo. Konekc 06 aj-
MUHUCTPATUBHBIX MTPABOHAPYIICHUSIX. Y TOJIOBHBIN KOJIeKC U 3aiuTa nHdopmarmu. Oc-
HOBHBIE TI0/I3aKOHHBIE aKThI B 00J1aCTH HH(OPMAITMOHHOM Oe30macHOCTH. Yka3sl [1pe3u-
nenrta PO, mocranosnenus [IpaBurensctBa PO, BemoMcTBEeHHAss HOpMaTHBHAs 0a3a.

Pa3znen 4. ImxeHnepHO-TeXHIUYECKast 3aluTa HH(popMalu

[Honsarue kpunrorpaduu. Kpurepuit Hanexxnoctu mmdponanus. OCHOBHbIE KPHUII-
Torpaduyeckue mpueMsl: 6JI0uHOE MK ppoBaHKEe, cXeMa MOTOYHOro muppoBanusd. Cum-
METPUYHbIE KPUNITOCUCTEMBI IU(POBAHUSA. ACCUMETPUUYHBIE KPUTITOCUCTEMBI IIH(PPO-
BaHus. OyHKIMY X3mupoBaHus. OCHOBHBIE MPOIIETYPHI ITUGPOBOI MOAMKMCH. Y TIpaBJie-
HUE KpunTokmodamu. nentudukanms, ayTeHTH(UKAIINS U YIIPABICHUE JOCTYTIOM: Me-
TOJIbI ay TEHTU(UKAIIMH, UCTIOJIE3YIOITUE TTAPOJIH, CTporas ayTeHTudukamms, OnomeTpu-
yeckas ayreHTHQuKaiys. Bpenonocusie 3aknaaxu (B3): onpenenenue, pa3HOBUIHOCTH.
Pazpymatonue neiictBus 3akianok OcoOEHHOCTH B3aUMOJEUCTBUS C MPOTrPaMMHO-
anmnapaTHBIMU CPEJICTBAMU 3aIUThl. MeToIMKa MpuMeHeHus CpesICTB OOPHObI C Bpeo-
HOCHBIMH 3aKJIaJIKaMH Ha dTare dKCIuTyaTaruu cucteM. CHCTEMBI pa3rpaHudIeHUS TOCTY-
na u 3amuTel oT B3. [IpenynpexxaeHre 1 MUHUMHA3ALMS TOCIEACTBUN Bo3aecTBus B3.
Kpartkas xapakTepucTika Mep 3aiuThl: FOPUIUICCKIE, aIMIUHUCTPATUBHBIC U OpTaH3a-
IIMOHHBIE, arnmnapaTtHo-nporpamMmMmubie. Kommnbrotepusie Bupychl. Kinaccuduxarms. YKusz-
HEHHBINA UK. OCHOBHBIE KaHAJBI PACTIPOCTPAHEHUSI BUPYCOB M IPYTHUX BPEJOHOCHBIX
nporpamm. CpenictBa O0psObI ¢ BUpyCaMU: KpaTKasi XapaKTepUCTHKA MOMYJISIPHBIX aHTH-
BUPYCHBIX nporpamm. CpecTBa 3aluThl OT KonupoBaHus. [Ipumepsl cpecTB U TEXHO-
J0oTHi. BOIpoCk! MpaBoOBOM 3aIIATHI

Pazmen 5. OpranuzaiioHHO-TIpaBOBOE OOECIIeUeHHE 3alUThl HH(OpMAIU

CymIHOCTB U POJIb OPTraHU3AIMOHHO-TIPABOBBIX ACMIEKTOB MH(POPMAIIMOHHON 0€30-



nacHOCTH. YelloBeK Kak IJIaBHOE 3BE€HO B CUCTEME 3alllUThl HHPOPMALIMK U KaK 3J10-
yMbiluIeHHUK. HopMaTuBHas npaBoBasi 0a3a MHGOPMaIIMOHHON 0€30MacHOCTH. 3aKOH
P® “O6 undopmaiu, tHPOPMAITMOHHBIX TEXHOJIOTHUSX U O 3amuTe nHpopManuu”. Bu-
JIbl ¥ KaTeropuy MH(OPMAITK OTPaHUUYEHHOTO JJOCTYTIA: TOCYJapCTBEHHAS U IPYTHE BU-
1l TaliH. 3akoH P@ “O rocynapcrBeHHOM TaitHe”, “O koMMepueckoil Taitne”, “O nepco-
HAJIbHBIX JaHHBIX, “O HalMOHAIBHOM IIaTeXHOM cucteme”, “O 6e30MacHOCTH KPUTHU-
yeckoit nHpopmaronHoi nHppacTpykTypsl Poccuiickoit @eaepanuu’. I'ocynapcTBeH-
Hasl cCUCTeMa JIMIIEH3UPOBAHUS U CEPTU(PUKALIMHU JACSITEIbHOCTH B 00JIACTH 3aIIUThI UH-
dbopmanuu. Ykas Ilpesuaenta PO “O Mepax no coO0AeHUIO 3aKOHHOCTH B 00J1aCTH
pa3paboTKH, MPOU3BOJICTBA, peaTU3allii U IKCIUTyaTalluy MU(POBATIbHBIX CPEJICTB, a
TaK)Ke MPEIOCTaBJICHHSI YCIYT B 0OacTu mmdpoBanus nHpopmarmn”. 3akoH PO “O6
ANIEKTPOHHOU IIUPPOBON MOANKCH . YTOJIOBHO- IPABOBOE PETYIMPOBAHKE 3AIUThHI UH-
dbopmanmm.

3.4. TemaTu4eckuii NJ1aH NPAKTUYECKUX 3aHATHIA

JlanHblii BU pabOThI HE MTPEAYCMOTPEH YUYEOHBIM TTAHOM.

3.5. TemaTH4ecKHii MJIaH J1a00pPaTOPHBIX padoT

Ne Homep | IIpomomxu-
1/ HaumenoBanue nabopaTopHbIX padoT paszne- | TEITbHOCTD,
n na qac.
1 | Hacrpoiika moJuTHKY 6€301MacCHOCTH ONEPAlMOHHON CUCTEMBI 1 4
2 | Opranuzanys 3aiuThl JOKYMEHTOB cpezicTBamu makera Microsoft Office 1 4
3 | Hacrpoiika napameTpoB 6€3011aCHOCTH HHTEPHET-Opay3epa 4 4
4 | llludppoBanue nHbOpPMAIMK METOJOM MOJHAT(PABUTHONW 3aMEHBI. 4 4
[TocTpoenue u ucnoap30BaHue MaTpuilbl Buxunepa

3.6. KypcoBoii npoekT /KypcoBasi padéoTa
JlauHbIi BUA paOOTHI HE MIPEIYCMOTPEH YUEOHBIM MIIIAHOM.
4. OueHUBaHUE Pe3yJIbTATOB 00y4YeHUSs

OrneHnBanne pe3yJabTaTOB OOYYEHHUS MO MHUCIHUIUIMHE OCYIIECTBIISCTCS B
paMKax TEKYIIeTOo KOHTPOJS W TPOMEXKYTOYHOW aTTeCTallid, MPOBOJUMBIX IIO
oabHO-perTuHroBoi cucreme (bPC).

[kana oueHk: pe3yabTaToB 00yUEeHUS MO UCIUILTHHE:




Kon
KOMIIE-
TCHIIUN

Kon
MHIUKATOp
a
KOMIICTCHII

13474

3armmanu-

pOBaHHBIE
pe3yIbTaTHI
0o0ydeHus o
JTUCIUILINHE

YpoBeHb cHhOpMHUPOBAHHOCTH

WHJIUKATOpPa KOMIIETEHIUN

Bricokmuit

Huxe

HUU
Cpen CpeaHEero

Huskuit

ot 85 no
100

ot 70 no 84 |oT 55 mo 69

ot 0 o 54

[IIxana orteHuBanus

OTJIIMYHO

yZIOBJIET-
XOpOILIO | BOPUTEIBH
0
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TEJIbHO
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OIIK-4

OIIK-4.2

3HaThb.
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3aIUThI
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0e30I1acHOCTH,
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npodeccrnoHanbHOM
JeSATEITBHOCTH C
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OTACIBbHBI
€
MMPUHIHIIBI

3HaACT
OCHOBHBIC
IMPUHIUITBI

AMEET
npeacTaB
JIEHUE

YMETb:




YpoBeHb cHhOpMHUPOBAHHOCTH
WHMKATOPa KOMITETEHITUN
. " Hwuxe .
Bricokuit | Cpennuii Huzkuit
Kon 3armianu- CpEJIHETO
Ko MHIUKATO OBaHHBIE ot 85 1o
A JIKATOP p 016170 110 84 lot 55 10 69 |oT 0 110 54
KOMII€e- a PE3yIbTATEI 100
TEHIUHM KOMIIETEHII 0o0ydeHus o IIxana oneHUuBaHUA
An THACIATUINHE YIAOBJIET- HEYO0B-
OTJINYHO XOpOIIIO  |BOPUTENBH | JIETBOPHU-
0 TEIBHO
3a4YTEHO HE 3a4TEHO
HCIIOIH30BAaTh
METOJIbI U CPEJNICTBA
obecrieyeHust
HHOOPMAIIMOHHON
(bopman HE MOXKET
0€30IIaCHOCTH c 603
LEJTBIO yMeeT ¢ | amycKaer
yMeeT B MOCTOPOH
MIPEIOTBPALICHUS HEKPUTHY | OTJICITBHBI N
COBEpIIICH Hel
HECaHKIIMOHUPOBAH HBIMU e TpyObIe
CTBE IIOMOILIA
HOT'O JOCTYTIA, omuOKaMu | OIInOKu
7 HCIIOIE30
3JI0YMBIIIJICHHON
BaTh
nHpopManuu WA
YTPATHI
3aIUIaeMon
nHpopmarun
OIIEHUBATH
OIaCHOCTb,
CBSI3aHHYIO c
HE MOXET
yrpo3amu 603
HECaHKIIMOHUPOBAH yMeeT ¢ | amycKaer
yMeeT B MIOCTOPOH
HOTO JIOCTyma K HEKPUTHY | OTIICITHHBI .
COBEpIIICH Hell
nHpopManuu, HBIMU e TrpyObie
N CTBE ITOMOILIA
HaMEPEHHON OLIMOKaMHU | OIINOKH
O — HCIIOIE30
A 1t BaTh
JAHHBIX U YTPAThI
cirykeOHO
nHpopmarun
BJIAJIETD:
BIIaJEET He
COBPEMEHHBIMH OTIEIbHEI
BIIaEET BIIaJEET
OOIIMMH CIIOCOOAMH | BIIaJIEET B MU
OTHEIHHBI oe3
obecrieueHus COBEPILIECH HaBBIKAMH
. MU MIOCTOPOH
UH(POPMALIMOHHON | CTBE C .
HaBBIKAMU Hel
0e30MmacHOCTH HeJo4yeTa
IIOMOILIN
MU
OueHouHble MaTepuanbl JJisi  MPOBEICHHUS  TEKYIIErO0  KOHTPOJS U

IPOMEXKYTOUHOM arrecTanuu npuBeneHbl B [lpunoxkenun k paboueil mporpamme
JTUCUUTLINHBI.

[TonHpI KOMIUIEKT 3aJaHU M MaTepUaiOB, HEOOXOIUMBIX JIJISl OIICHUBAHUS
pe3yabTaTOB 00YUYEHHUS 0 AUCIUIUIMHE, XPAaHUTCS Ha Kadeape pa3padoTuuka.



5. Yueomo-senoymHesxoee m nHGOpMANHOEROE 00ecleyene el
5.1. YueOHO-METONMEIRIE 00eCTCTECHNE
5.1.1. OcHoBHasi JTUTEPATY PR

1. Mensenes, B. A., Umdopmauuonnas Ge3onacHocTs. Beenenue B crielinaib-
Hocth + ellpunomenne: Tects © yaebnuk / B. A. Wiemmsees. - Mockea : KuoPyc, 2023.~
143 c. — ISBN 978-5-406-11334+9.. — URL:: https://book.ru/book/948870. — Tekert : nek-
TPOHHBIH.

2. Menbuukos, B. I., Uudopmanmonnas dezomaciocs - yuebuuk / B. 1. Mens-
uukoB, A. A. Kympusinomn, 1. 0. Baourssesa — Moussa | KunolPyc, 2023.~ 371 ¢.~ ISBN
978-5-406-11960-0.. — URL:: hitps://book.ru/book/950148 . — Tlexcar : : 3 rex [OPHEBEI .

3. Bampra uHdopsm | yaefHoee movodhiee / A\ T Xy, E. T XKyx, O. M.
Jlenemkumn, A. U. Tumomguni. — Mocksa : PUOP ;- HHOPAAMY 2002 ] —4000 ;. — URL:
http://new.ibooks.ru/bookshelf/361250. - Texerr ;: HIERITOBHBHE] .

5.1.2. lononHuTesRs EATSpanypa

1. Kpsuiom, I'. O., ba3oBbie NOHATHA HHGOOPMAIORHIH GesuiTaatona. | yyetnooe
noco6ue / T'. O. Kpsumom, C. JI. Jlapuotosa, B. JI. Hukwmma. —Nbowmsa; : Bzt 2023 .
- 257 c. — ISBN 978-5-466-01996-4.. — URIL:: hitps://haak nu/bosik/946979. — Texcr :
ANEKTPOHHIIAL.

2. baGaw, A. B., Kpunrorpaduyeckue MeToIs 3amyTsn nHbpopMamnmm © yueOHUK /
A. B. Ba6au, E. K. bapasosa. — Mocksa : KanlPyc, 2002. — 189 ¢. — ISBN 978-5-406-
08880-7. —URIL: iityps://hook nu/book/41751. - FERKETT : smexnponssii.

3. OprasmanpoHHBHAEEDee ofecmeyecniee HHOOPNMEHOHHT Oe30MaCHOCTH
yuyeOHoe mocodme mms By3om / A. A. Ctpensiior, B. C. [N'opoarom, T. A. [Monakosa [u ap. ]
nox pen A A. CTpem.um - ML..: Axapemms, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -

41.. I/IH(bopmmmHHm 0e30MacHOCTE:. KOHLUENTYaIBHEIE H WETOJONOTHYECKHe
OCHOBBI 3aIIUTHI HHGopMawmH | ydeOHoe mocobue / A.A. Mamok. - ML.: ['opsuas nuHus -
Tenexom, 2004. - 280 c. - TekcT | HENOCPEACTBCHEMBILL.

5.2. Msdpgpryraiynossoe c0GeaTre e HIEe
5.2.1. DneKTpOHHEEIE W WHTEPHET-PECYPCBI

HJ\}-QH HanmeHoBaHME 2IEKTPOHHEBIX U HHTEPHET-PECYPCOB Ccpuika
| |3BC IBOOKS.RU https://ibooks.ru
2 |3BC LANBOOK.COM hitps://e.lanbook.com



https://book.ru/book/948870
https://book.ru/book/950148
http://new.ibooks.ru/bookshelf/361250
https://book.ru/boolc/946979
https://book.ru/book/941751.-TeKCT
https://ibooks.ru/
https://e.lanbook.com/

5.2.2. Ilpodeccuonanpupie 0a3pl naHHBIX / HMHQOpMaIMOHHO-CITPaBOYHBIC

CUCTEMBI
Ne HaunmenoBanue npodeccrnoHanbHbIX 06a3
I /;1 JaHHBIX, TH(POPMALIMOHHO-CIIPABOYHBIX Anpec Pexxum nocrymna
CHCTEM
1 |Poccuiickas HanmoHanbHas oubmmoreka  [http://nlr.ru/ http://nlr.ru/
5 Oomepoccuiickuii MaTeMaTH4eCKUH http:/Awww.mathnet.ru/ http://www.math
nopTan net.ru/
, . B https://cyberle
3 |KubepJ/lenunka B https://cyberleninka.ru/ ninka.ru/

HarmonaneHast 31eKTpoHHas OMbIonOTEKa

https://rusneb.ru/

https://rusneb.ru/

(H9b)
5 |Texnuueckast 6nbmmoTeKa http://techlibrary.ru thtjtp://teChllbrary.
http://app.kgeu.local/Home/Ap |http://app.kgeu.lo
6 |UCC «Komeker» / «Texakcmept» DS cal/Home/Apps
7 |«KOHCYIbTaHT ILTIOCY http://www.consultant.ru/ ttp://www.consu
Itant.ru/
8 |«["apanT» http://www.garant.ru/ P%)/://WWW'garan
5.2.3. JIunieH3uoHHOE ¥ CBOOOJHO  PAaCHpOCTpPaHsIEMOE  IPOTrPaMMHOE
o0OecIieueHNe JUCITUILINHBI
PexBuzutsl
Ne | HammeHOBaHHE IPOrpaMMHOIO Crnioco6 pacmpocTpaHeHus
MOITBEPKIAIOIINX
/11 oOecrieueHus (JTMTIEH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
. "CodrJlaitnTpeiin"
Windows 7 Ipodeccronansuas |Ilonb30BaTenbeKas oneparHoHHast
1 (Pro) cHeTeMA Ne2011.25486 oT
28.11.2011 Hewucku.
npaBo. beccpouno
3A0
. "CodrJlaitnTpeiin"
Windows 7 Ipodeccronansuas |Ilonb30BaTenbeKas oneparHoHHast
2 (Starter) cHeTeMA Ne2011.25486 oT
28.11.2011 Hewucku.

npaBo. beccpouno

6. MaTepuajJibHO-TeXHHYECKOE o0ecriedeHne TUCUUIINHBI

HaumeHnoBaHue BuIa

HanmenoBanue yaeOHOI ayau-

y4eOHOH paboThI

TOPUH, CTICITUATU3UPOBAHHOMN
nmabopaTopuun

[TepedyeHsr HEOOXOAUMOTO 0OOPYIOBAHUS U TEXHH-
YECKUX CPEJICTB O0YUCHHS

Jlexuun

YueOHas ayTuTopus ISl IPO-
BEJICHUS 3aHATHHN JIEKIIMOHHOTO
THIIA

Crnenmanu3upoBanHas ydeOHas MeOenb, TeXHHYe-
CKHE€ CpelIcTBa OOydYeHHWs, CayKame IS
IIPEICTaBICHUS yueOHOI uHpopMauu
Oompmiod  ayautopud  (MyJIbTUMEIMMHBIN
MPOCKTOpP, KOMIIBIOTEP (HOYTOYK), D3KpaH),
JIEMOHCTpAIIMOHHOE 000pya0BaHue, y4eOHO-
HarJIIHEIE ITOCOOMS



http://nlr.ru/
http://nlr.ru/
http://www.mathnet.ru/
http://techlibrary.ru/
http://techlibrary/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/
http://www.consultant.ru/
http://www.garant.ru/

HaumenoBanue Buna | HaumenoBanue yueOHoi ayam-

. . | Ilepeyenp HeOOXOAMMOTO OOOPYIOBAHUS U TEXHU-
y4eOHOM paboTHI TOPHH, CIICIIHATU3NPOBAHHON

YECKHUX CPEICTB OOYICHIS

nabopaTopuu

JlaGoparopHsle pa- [KommbrotepHblii kinace ¢ Bbixo- | Cnenuanu3upoBaHHas — ydyeOHass — MeOerb,
GOTHI nom B Mureprer I-418, JI-420, | texnuueckue cpencTBa 00y4UeHHs
J-424, 1-421 (MyJTbTUMEIUMHBIA TPOEKTOP, MOHOOIOKHU 25
1ie. ), JUILIEH3UOHHOE IPOrpaMMHOE

o0ecnieueHue
KommpioTephbiii knace ¢ Bbixo- | Crienuaiau3upoBaHHas yueOHas mebenb Ha 30
nom B Muteprer B-600a nocagounbix  Mect, 30  KOMIIBIOTEPOB,
TEeXHUYECKHE CpefcTBa oOyueHHs (MyJIbTHMeE-
JTUWAHBIA  TPOCKTOpP, KOMMBIOTEP (HOYTOYK),

9KpaH), BUICOKAMEPHI, IPOTPAMMHOE

obecrieyeHne
CamocrositenpHas |KommproTepHblii kinace ¢ BeIxo- | Crnernuanu3upoBaHHas ydeOHas mebens Ha 30
pabora nom B MuTeprer B-600a nocajounsix  mect, 30  KOMIIBIOTEPOB,

TEeXHUYECKHE cpefcTBa oOyueHHs (MyJIbTHMeE-
JTUWAHBIA  TPOCKTOpP, KOMMBIOTEP (HOYTOYK),
9KpaH), BUIEOKaMephl, IPOrPaMMHOE
obecrieyeHne
Crienmanu3upoBaHHas MeOelb, KOMIIbIOTEpHAs
TEXHHMKA C BO3MOXHOCTBIO BbIxozia B IHTepHeT
u obecrieuenuem nocrymna B DMMOC, skpaH,
MYJIbTUMEAUNHBINA TPOEKTOP, TPOTPAMMHOE
o0ecrieyeHue

YuTannHbBIHI 321
OuOIUOTEKHU

7. Oco0eHHOCTH OpraHu3aIui 00Pa30BaATEILHOM AesITeJJbHOCTH JIsl JIUIL €
OrpaHUYeHHBIMHU BO3MOKHOCTSIMHU 3/10POBbSI  HHBAJIU/I0B

JIuua ¢ orpaHMYEHHBIMU BO3MOXKHOCTSIMHU 3710p0oBbs (OB3) 1 MHBAJIWIBI UMEIOT
BO3MOXKHOCTh O€CIPENsITCTBEHHO NEepeMeNIaTbCsi U3 OJJHOT0 yueOHO-T1ab0paTopHOTo
KOpIyca B JApPYroi, MOJHATHCA Ha BCE 3TaXH yueOHO-71a00paTOPHBIX KOPIYCOB,
3aHUMAaTbCi B YUEOHBIX W HHBIX TMOMEHICHHAX C YYETOM OCOOeHHOCTEeH
MCUXO(PU3UYECKOTO PAa3BUTHUS U COCTOSTHUS 37J0POBBSI.

Jnst oOyuenust yun ¢ OB3 ¥ MHBAJIMIOB, UMEIOIIMX HApyLIEHUS OMOPHO-
JBUTATENIBHOIO anmnapara, 00ecrnedyeHbl YCIOBHUS OECHpensTCTBEHHOIO J0CTyHa BO
Bce yueOHble noMeneHus. Mudopmanus o crienuanbHbIX yCIOBUAX, CO3IAHHBIX IS
oOyvarormuxcst ¢ OB3 u wuHBanMMIOB, pa3MelieHa Ha CalTe yHUBEpCUTETa
www//kgeu.ru. ImeeTcst BO3MOKHOCTH OKa3aHUs TEXHUYECKOU ITOMOIIM aCCUCTEHTOM,
a TaKXKe yCIIyT CypAONePEeBOAUYMKOB U TU(PIOCYPAOTIEPEBOTUUKOB.

Jist aganTanuu K Bocripusituio gunamu ¢ OB3 1 uHBaIMaaMu ¢ HapyIIeHHbBIM
CIIyXOM CIpPaBOYHOIO, Yy4eOHOro MmaTepuajia IO JUCHUIUIMHE O0eCIeYrBaIOTCS
CJIEIYIOIIUE YCIIOBUS:

- I71s1 Ty4lIeil OpUEHTAllMU B ayJUTOPUHU, TPUMEHSIOTCS CUTHAJIBI OMTOBEIICHUS
O HayaJjle U KOHIIE 3aHATHUs (CIOBO «3BOHOK» MUILETCS HA JOCKE);

- BHUMaHue ciadociblanero oOydYarouierocss MpHUBJIEKAETCS Ie1aroroMm
KECTOM (Ha IUIeYO0 KIAAETCs pyKa, OCYIIECTBISETCS HEPE3KOE MOXIIONBbIBAHUE);

- pasroBapuBas ¢ 00yJaronmMcs, eJarornaeckuii paboOTHUK CMOTPHUT Ha
HEro, TOBOPUT SICHO, KOPOTKUMHU MPEJIOKEHUSIMH, oOecreuynBasi BO3MOKHOCTb



http://www.kgeu.ru/

YTEHUS 110 TyOam.

Komnencanuss 3arpyAHEHHII peueBOro M HWHTEJUIEKTYaJIbHOTO Pa3BUTHS
CJIa0OCTBIIIAIINX 00YUYaOIIUXCS TPOBOAUTCS My TEM:

- KCIIOJIb30BAHUA CXEM, TUarpaMM, PUCYHKOB, KOMITBIOTEPHBIX MPE3EHTAIN ¢
THIEPCChUTKaMU, KOMMEHTUPYIOIIUMHU OTJEIbHBIE KOMIIOHEHTHI H300pakKeHHUS;

- PETYJISIPHOTO TMPUMEHEHUs yHpaXHEeHHM Ha rpaduueckoe BbIACICHUE
CYILECTBEHHBIX MPU3HAKOB IPEIMETOB U SBJICHUI;

- obecriedyeHus: BO3MOXKHOCTH JUIsi OOydYaromierocss IMOJY4YUTh aJpEeCHYIO
KOHCYJIBTAIIMIO IO 3JIEKTPOHHOM MOYTE M0 MEPe HEOOXOAUMOCTH.

Jlnis aganTanuu K Bocrpusituio aumamu ¢ OB3 1 nHBanmmaaMu ¢ HapyIIeHUSIMH
3peHust CIPaBOYHOTO, y4eOHOoro, MIPOCBETUTEIHCKOTO MaTepuana,
PeyCMOTPEHHOTO 00pa30BaTEeNbHON MPOrpaMMOl MO BHIOpAaHHOMY HAINpaBJICHUIO
MOJITOTOBKH, 00ECTICUNBAIOTCS CIEAYIONIUE YCIOBHS:

- BeJIETCs aJanTtanus opUIHalIbHOTO caiita B ceTu IHTEepHET ¢ yueToM 0coObIX
NOTPEOHOCTEN MHBAJIMJOB MO 3pEHUI0, 00ECIIeUNBAETCS HAJINUKe KPYyIMHOMIPU(TOBOM
CIIpaBOYHOM MHGOPMAIINH O PACTIMCAHUH YUCOHBIX 3aHSITHIA;

- IeIarOTUYECKuii  pabOTHUK, €ro coOeceqHUK (mpu HEOOXOAUMOCTH),
MPUCYTCTBYIOIINE HA 3aHATUU, MPEACTABIISIOTCS 00YUYaIOIMIUMCS, TIPU STOM KKl
pa3 Ha3bIBaeTCs TOT, K KOMY IeJaroruueckuii paboTHUK oOpaiaercs;

- IEUCTBUS, JKECThbl, NEPEMELICHUS IMearoruueckoro pabOTHHKA KOPOTKO U
SCHO KOMMEHTUPYIOTCS;

- meyaTHasi WHQpoOpMaIuUsl MpeAocTaBisieTcs KpynHeiM Impudptom (ot 18
MYHKTOB), TOTAJIHHO O3BYUHBACTCS;

- o0ecrieunBaeTCcs HEOOXOMMBINA YPOBEHBb OCBEIIIECHHOCTH TTOMEIIEHUI;

- IPEIOCTABISIETC BO3MOXKHOCTh HCIOJIB30BaTh KOMIIBIOTEPHl BO BpEMs
3aHSITUN U MIPABO 3alUCU OOBSICHEHUM HAa TUKTO(OH (10 KeJTaHUI0 00yJarOIUXCs).

dopma MpPOBEICHHS TEKyIIEM W NPOMEKYTOYHOM  aTTeCTaluy  JUIs
oOyuatomuxcst ¢ OB3 u uHBanuaoB onpezensercs neJjarornieckuM pabOTHHUKOM B
COOTBETCTBUM C y4eOHbIM TuiaHoM. [Ipu HeoOxomumocTu obyuaromemycsi ¢ OB3,
WHBAJIMY C YY€TOM WX WHIUBUIYATbHBIX MCUXOPU3NUECKUX OCOOCHHOCTEN Naercs
BO3MOKHOCTh TIPOUTH MPOMEXKYTOUHYIO aTTECTAlUI0 YCTHO, MUCAMEHHO Ha Oymare,
MMCbMEHHO Ha KOMIIbIOTEPE, B (hOpME TECTUPOBAHUS U T.II., JIUOO MPEIOCTABISAETCS
JOTIOJTHUTEIBHOE BpeMs ISl TOJITOTOBKHU OTBETA.

8. MeToauyeckne peKOMeHIAlMU JJsl MpenojaBaTesieil M0 OpraHu3aluu
BOCIIUTATEJIbHOI PadoThI ¢ 00Yy4AIOIMMHUCS.

Meroanueckoe obecriedeHre mpoiecca BOCIUTaHUSI 00YYalOIUXCsl BHICTYyIAeT
OJIHUM W3 Ompeaessomux (GakTopoB BBICOKOIO KadyecTBa oOpasoBaHus. [IpenogaBa-
TeJIb By3a, JEMOHCTPUPYS BBICOKMH MpodeccHoHamu3M, dPYIULINI0, YETKYIO Tpaxk-
JAHCKYIO MO3UIINI0, CAMOJUCUUILIMHY, TBOPUYECKUI MOIX0/l B PEIIEHUU Mpodeccro-
HaJbHBIX 33]1a4, B X0Jie 00pa30BaTEIBLHOTO MpOoIecca CIOCOOCTBYET POPMUPOBAHUIO
rapMOHUYHOM JTMYHOCTH.

[Ipy peanuzainuu JUCHUILUIMHBI TMPENOJABATENIb MOXET HCIOJIb30BaThH Clie-
TYFOIINE METOIbI BOCIIUTATEILHON paOOTHI:



- MeTonbl (hOPMHUPOBAHMS CO3HAHUSA JIMYHOCTH (Oecema, TUCIYT, BHYIICHHE,
WHCTPYKTaX, KOHTPOJIb, O0BSICHEHHE, TTPUMEDP, CAMOKOHTPOJIb, paccka3, COBET, yoe-
KIEHUE U JIp.);

- METOABl OpraHU3alMU JEATEILHOCTH W (OPMHPOBAHUS OTBITA TOBEACHUS
(3amanue, OOIIECTBEHHOEC MHEHHE, MeJarorudeckoe TpeOoBaHME, MOpPYdYCHUE, MpU-
y4Y€HUE, CO3/IJaHNE BOCIUTHIBAIOIINX CUTYAlNi, TPEHUHT, yIPaXKHEHUE, U JI.);

- METOJIbI MOTHBAIlUU NESITEIILHOCTU W MOBeneHus (oao0peHue, MmoompeHne
COIIMAJIbHOM aKTUBHOCTH, MOPUIIAHUE, CO3IAHUE CUTYyallui ycrexa, CO3/laHhe CUTya-
UM JIS1 SMOITMOHAILHO-HPABCTBEHHBIX NMEPEKUBAHNM, COPEBHOBAHUE U JIP.)

[Ipu peanuzanuu JUCUMILUIMHBI MPENOJABATENb JOJKEH YYUTHIBATH CIIEIYIO-
II[Me HAIIPABJICHUS] BOCIIUTATEIILHOM JIESITEIbHOCTH:

I'pasicoancrkoe u nampuomuuecxkoe socnumanue:

- bopMUpOBaHUE y OOYUYAIOIIMXCS IIEJIOCTHOIO MHUPOBO33PEHUS, POCCUMCKON
UJICHTUYHOCTH, YBOKCHUS K CBOCH CeMbe, 00IIIECTBY, TOCYIapCTBY, MPUHATHIM B CEMbE U
O0IIIeCTBE TyXOBHO-HPABCTBEHHBIM M COITMOKYJILTYPHBIM IIECHHOCTSIM, K HAIlHOHAJILHOMY,
KyJbTYPHOMY U UCTOPUYECKOMY HacleANI0, (POpMUpOBaHKE CTPEMIICHUS K €r0 COXpaHe-
HUIO U PA3BUTHIO;

- hopMUpOBaHKE y OOYIAFOIIMXCS AKTUBHOM IPpayKTaHCKOM MTO3UITNH, OCHOBAaHHOM
Ha TPAJUIMOHHBIX KYJIBTYPHBIX, JYXOBHBIX U HPABCTBEHHBIX IIEHHOCTSIX POCCUHUCKOTO
0011ecTBa, JUIsl OBBIIIEHUS CITOCOOHOCTH OTBETCTBEHHO PEajIn30BBIBATh CBOM KOHCTH-
TYIIMOHHBIE IpaBa U 00s3aHHOCTH;

- pa3BUTHE MPABOBOM U MOTUTUUYECKONU KYJIbTYphl 00YUYAIOIINXCSI, pACIIUPEHUE
KOHCTPYKTHUBHOI'O Y4YacTHsl B MPUHSATUU PEIICHUH, 3aTparuBarolMx UX MpaBa U UH-
TE€pechl, B TOM YHUCJE B pa3MyHbIX (hopMax camMOOpraHu3allu, CaMOyIpaBIICHMUS,
00IIECTBEHHO-3HAYMMOM JICATCILHOCTH;

- hopMHUpPOBaHKE MOTUBOB, HPABCTBEHHBIX M CMBICJIOBBIX YCTAHOBOK JTUYHOCTH,
MO3BOJISIIOITUX TIPOTUBOCTOSTH AKCTPEMHU3MY, KCeHODOOUH, TUCKPUMHUHAITUH T10 COITH-
aJIbHBIM, PEJIMTUO3HBIM, PACOBBIM, HALIMOHAJILHBIM ITPU3HAKAM, MEKITHUUECKOU U MEXK-
KOH(ECCHOHAILHOM HETEPITUMOCTH, IPYTUM HETAaTUBHBIM COITMAIILHBIM SIBJICHUSIM.

JlyxoeHo-HpascmeernHoe 80CnumaHnue.

- BOCIIMTAHHUE YyBCTBA JOCTOMHCTBA, YECTU U YECTHOCTH, COBECTIMBOCTH, yBa-
YKEHUS K POJIUTENSM, YUUTEIIAM, JIFOJIAM CTApUIECTO MOKOJICHUS;

- bopMUpOBaHNE TPUHIIUIIOB KOJUICKTUBH3MA U COJIUAAPHOCTH, TyXa MHIIO-
cepausi U COCTpaJiaHusl, IPUBBIYKH 3a00TUTHCS O JIIOJIAX, HAXOJAIIUXCS B TPYIHOU
KU3HCHHOM CUTYaIlUU;

- bopMUpOBaHNE COJIMIAPHOCTH W YYBCTBA COIIMATIBLHON OTBETCTBEHHOCTH I10
OTHOUIICHMIO K JIIOJISIM C OrPaHUYCHHBIMUA BO3MOXHOCTSIMU 3JI0POBbS, MPEOIOJICHUE
MICUXOJIOTHYECKUX O0aphepoB MO OTHOIICHUIO K JIFOJSM C OTpaHUYCHHBIMU BO3MOXK-
HOCTSIMH;

- popMHUpOBaHKE IMOITMOHAIHHO HACBHIIIEHHOTO W JTyXOBHO BO3BBIIIEHHOTO OT-
HOIIICHUSI K MHUPY, CIIOCOOHOCTH W YMEHUS TepeaaBaTh APYTUM CBOM ACTETUYCCKUIN
OTIBIT.

Kynomypno-npoceemumenvcrxoe gocnumanue:

- hopMupoBaHUE YCTETUUECKON KAPTUHBI MHUPA;



- popmMupoBaHuE yBaXK€HUS K KyJIbTYPHBIM LIEHHOCTSIM POJHOTO ropojia, Kpas,
CTpaHbl;

- IOBBIILICHUE TT03HABATEIHHON aKTUBHOCTH O0YYarOIIUXCSl.

Hayuno-obpaszosamenvroe socnumanue:

- opMupOBaHUE y 00YUAIOITUXCS HAYYHOTO MUPOBO33PECHUS;

- popmupoBaHUE yMEHUS MOTy4YaTh 3HAHHUS,

- popMupoBaHUE HABBHIKOB aHANIM3a U CHHTE3a MH(OpPMAIMH, B TOM YHCIIE B
poQecCHOHAILHOM 001acTH.
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Ipunosrcenue xk pabouei
npozpamme OUCYUNTUHBL

®enepanbHOe rocyIapcTBeHHOE 0101KeTHOE 00pa3oBaTeIbHOE
yupekaeHue BbIcIIero o0pa3oBaHusi
«KA3AHCKHH I'OCYJAPCTBEHHBIN YPHEPTETUYECKN YHUBEPCUTET»
(PT'BOY BO «KI'3Y»)

@I MUHHUCTEPCTBO HAYKH U BBICIIIET'O OFPA30OBAHU S POCCUMCKOM ®EJIEPALIUA

KI'2oYy

OLHEHOYHBIE MATEPHUAJIbI
10 JMCIHUIIHHE

b1.0.11.03. OcHoBBI HHPOPMAITMOHHOM 6€30IaCHOCTH

(Haumenosanue oucyuniumsi 8 COOMeemcmeuu ¢ y4eOHbiM niaHom)

r. Kazans, 2023



OrneHOYHBIC MaTEpPHAIBI TIO0 TUCIUILIINHE, MPEIHA3HAYCHHBI JIJIi OIICHUBAHUS
pe3yabTaTOB 00yUEHHUS Ha COOTBETCTBUE UHIUKATOPAM JOCTHIKEHUS KOMITCTCHITHM.

OneHnBaHWe pe3yibTaTOB OOYYEHHs MO JUCHUIUIMHE OCYIIECTBISACTCS B
pamkax Tekymero koutpois (TK) u mpomexyTodHol aTTecTtaniu, IpOBOJAUMBIX IO
oabHO-perTuHroBoi cucreme (bPC).

1. TexHonornvyeckasi Kapra
Cemectp 4

HaumenoBanue paznena

DopMBbI 1 BUJT
KOHTPOJIS

PeliTHTOBLIE TTOKA3aTEN

I Texymmit

KOHTPOJb

JlomoMTHUTEIbHBIE
6amel k TK1

IT Texymuit

KOHTPOJb

JlomoTHUTEIbHBIE
Oaiutel k TK2
III rexymuit

KOHTPOJIb

ﬂOHOJ’IHI/ITeHBHLIC

oamel k TK3

Uroro

IIpomexxyTouHas
aTTecTanus

Pasnen 1. OcHOBHEIE IOHATUA U aHAIN3
yrpo3 HHPOPMAITMOHHOKN 6€301TacHOCTH

TK1

[N
a1

15-
30

[InuceMenHbI onpoc

(6}

3arura 1a00paTopHOi paboThI

10

Ortyer o caMoCTOSITENHHON paboTe

Pasnen 2. IloHsaTHe HaMOHAILHON 0€30-
MACHOCTH, BUIbI Oe30macHocTH. MHpopMma-
HHOoHHAs Oe3ormacHoCcTs PO

TK1

15

[TuceMeHHbII onpoc

OT4er Mo caMOCTOSITETbHOM paboTe

Paznen 3. MexxayHapoaHasi, HallMOHaJIbHAs
U BEIOMCTBEHHAsi HOPMATHBHAs [IPABOBast
6a3a B oOysacTu MHGOPMAIIMOHHOK 0e30-
MaCHOCTH

TK1

10-
15

[TuceMeHHbII onpoc

Otuer 1o caMOCTOSATENBHON PaboTe

Paznen 4.  HMHxeHepHO-TEXHHYECKAs

3amuTa nH(opMarmn

TK2

15

15

30

[TuceMeHHbII onpoc

3armra 1a00paTOpHON PabOTHI

10

Otyer o caMoCTOsITENHHON paboTe

Pazgen 5. Opranuzai@ioHHO-TIPaBOBOE
o0ecrieueHue 3auThl THpOpMaIym

TK3

5-10

[InuceMenHbIi Onpoc

OT4er Mo caMOCTOSITETBHOM paboTe

IIpome:xyTounasi arrecranus (3a4er)

oM

0-45

3agaHue MPOMEKyTOUHOM aTTeCTaluu

B mucemenHo# popme o ouneram




2. OnleHOYHbIE MATEPUAJIbI TEKYILEr0 KOHTPOJISA M IIPOMEKYTOYHOI aTTecTalun

IlIxana orieHKH pe3yJIbTaTOB OOYYCHUS MO TUCIUILIINHE:

Kon
KOMIIe-
TEHLIUHU

Kon
MHIUKATOP
a
KOMIIETEHII
nun

3amnaHu-

poBaHHBIE
pe3yabTaThl
00yd4eHUsI TI0
JUCLUITIIINHE

YpoBeHb chopMHUPOBAHHOCTH
HWHIMKATOPA KOMIIETEHLIUA

Bricokuii

Cpenuuit

Huoxe
CpeIHero

Huskuii

ot 85 1o 100

or 70 no 84

ot 55 1o 69

ot 0 mo 54

IIxaia orieHUBaHUA

OTJIMYHO

XOPOIIO

YAOBJIET-
BOPUTEIIBHO

HEYJ0B-
JICTBOPUTEIIb
HO

3a4TCHO

HEC 3a4TCHO

OIIK-4

OIIK-4.2

3HaThb:

3HATh MPABOBBIC aKThI B
obmactu 3aIIUATHI
uHpopManuy,
OCHOBHbIE TIOHITHS U
YTPO3BI
MH(POPMAIIMOHHOMN
0e30macHOCTH,
OCHOBHBIC
MEPOTIPHUATHS
o0ecTIeYeCHUTO
MH(POPMAIIMOHHOM
0C30ITacCHOCTH B
npodeccroHanbHOM
NEeATEILHOCTH

110

3HaeT B
COBEPILIEHC
TBEC

3HaACT
OCHOBHBIC
IMPUHIUIIBI

3HaACT
OTACIIbHBIC
MPUHIUIIBI

AMeeT
TIPEJICTaBIIE
HUC

nH(pOpPMaIMOHHO-
KOMMYHHKAI[IOHHBIE
TEXHOJIOTUH,
MIPUMEHSIEMbIE TSt
pelleHUsT CTaHIaPTHBIX
3a1aq
npodeccrnoHabHOM
JESTETLHOCTH C YUYETOM
OCHOBHBIX TpeOOBaHUI
MH()OPMALMOHHON
0€30MacHOCTH

3HaeT B
COBEPILEHC
TBEC

3HaACT
OCHOBHBIC
IMPUHIUIIBI

3HaACT
OTACIIBHBIC
IMPUHIUIIBI

AMeeT
TIPEJICTaBIIE
HHUC

YMETb:

UCIIOJTb30BaTh METOIbI
u cpezncTBa
o0ecrnieueHus
MH(POPMAIIMOHHOMN
0€30IMacHOCTH C LEIbI0
MPEIOTBPAICHHS
HECaHKI[MOHUPOBAHHOT
0 JIOCTYTIa,
3JI0YMBIIUIEHHON
uHpOopMaIu 17011
yTpaThl  3alUIIAEMON
uHpOopMaIU

yMeeT B
COBEPILIEHC
TBE

yMeeT c
HEKPUTUYH
BbIMHA

omuOKaMu

JITyCKaeT
OTJEIILHBIE
rpyOsbie
OIINOKU

HE

oe3
MMOCTOPOHH
€M TIOMOIIH
HCIIOIb30Ba
Tb

MOXKET




YpoBeHb choOpMUPOBAHHOCTH
WHIMKATOPa KOMITETCHIINU
N . Huxe N
Kon 3anaHu- Bricokuii Cpenuuit CpemHero Huzkuii
Ko MHUKATO OBaHHBIC
A HIAHKATOP P 018510100 | ot 701084 | 01551069 | ot 0 10 54
KOMITe- a pe3yIbTaTHI
IIxaia orieHUBaHUA
TEHLIUM [KOMITETEHI] 00y4eHus 10
uu JUCITMILIMHE yIOBJIET- HCYHOoB
OTJINYHO XOpOIIIO JICTBOPUTETH
BOPHTEITHLHO
HO
3a4TECHO HE 3a4TEHO
OIICHHBATh OMACHOCTb,
CBSI3aHHYIO C yrpo3aMu He  MOeT
HECAHKIIMOHUPOBAHHOT ymeer ¢ | mmyckaer 6e3
0 JIOCTYyTIa K | yMeer B
HEKPUTHYH | OTACNBHBIE | MMOCTOPOHH
uHpopMauy, COBEPLICHC .
. BIMU rpyOsbie ei oMo
HaMepEeHHOM TBE
omuOKamMu | OIMOKHK HCITIOJIb30Ba
MOU(HUKALNT TAaHHBIX
U YTPATHI CIIy>KEOHOMH b
nHpopmaru
BIIAJICTh:
BIIAJICCT
OTAETIHHBIM
COBPCMCHHBIMH BIIAJICCT a1 HE BJIaJiceT
o0muMu  crocobamu | BIAJEET B "
OTHEIBHBIM oe3
obecrniedeHus COBEPIIICHC HaBBIKAMH
. u MOCTOPOHHE
MH(POPMAIIMOHHOMN TBE ABBIKA C 5 [OMO
0C30ITacCHOCTH HaBbIKAMH HEI0YETaM H OMOTH
"

O1eHKa «OTJMYHO» BBICTABJISICTCS 3a BIAJCHHUE B TIOJHOW MeEpe MOHSITUHHBIM
anmapaToM AUCHUILTHHBI «OCHOBBI MHPOPMAITMOHHON 0€30MaCHOCTHY, CTIOCOOHOCTH
WJUTIOCTPUPOBATh OTBET MpUMepamMu, (HakTamu, TaHHBIMHA HAYyYHBIX HCCIICIOBAHUMH,
MPUMEHSTh TEOPETUUYECKUE 3HAHUS IS PEIICHHs] THIOBBIX 3a7a4 U MPAKTUYECKHUX
3a/1aHuil 0oJsiee BHICOKOTO YPOBHS CIIOKHOCTH.

OrieHKa «XOPOII0» BBHICTABISACTCS 32 BIAJCHUE OHATUWHBIM alllapaToM JIHc-
uruHbl «OCHOBBI MH(pOpMaroHHas 0€30MacHOCTHY, CIOCOOCH MILTIOCTPUPOBATH
OTBET MpuUMepamu, (pakTaMu, IPUMEHATh TEOPETUICCKUE 3HAHUS MPHU PEIICHUU TH-
MIOBBIX 3a]1a4, IOMYCKAaeT HE3HAUUTEIbHBIC OMIMOKH TIPU PEIICHUN MPAKTUYSCKUX 3a-
JaHui 60Jee BRICOKOTO YPOBHS CIIOKHOCTH.

OreHKa «y/I0BJIETBOPHUTEIBHO» BBICTABISETCS 32 YACTHYHOE BIIAJICHHUE TEO-
PETUYECKUMH OCHOBaMH AUCIMIUTUHBI « OCHOBBI MH(POpMAIIOHHAS 0€30IaCHOCTHY,
dbparMeHTapHy0 CIOCOOHOCTh WILTIOCTPUPOBATH OTBET MpUMepaMu, hakTaMu, B psJIe
CIy4aeB 3aTPYAHSICTCS MPUMEHATH TCOPETUUYCCKHUE 3HAHUS MPH PEIICHUU THUITOBBIX
3a/1a4, He BCEr/ia CIOCOOeH PEIIUTh MPAKTUYECKUE 3a/1aHus 0ojiee BBICOKOTO YPOBHS
CJIOKHOCTH.

OreHKa «HeY/I0BJIETBOPUTEIbHO» BBICTABJISETCS 3a HE COOTBETCTBHE JTFOOBIM
TPEM W3 TEPEUYUCIICHHBIX TMOoKa3aTenei. OOyJaromuiics AEMOHCTPUPYET OTPHIBOY-




Hble, ()parMeHTapHbIe 3HAHUS, JOMYCKAeT IpyOble OMMOKU MPHU PEIICHUU TUIIOBBIX

PaCUYCTHBIX 3a/1a4 100 HE UMEET NpCaACTaBJICHUA O croco0e ux PpCLICHUS.

3. IlepeyeHb OLIEHOYHBIX CPECTB
Kpatkas xapakTepucTUKa OIIEHOYHBIX CPEJCTB, UCIOJIb3YEMBIX MPU TEKYILEM
KOHTPOJIE YCIEBAEMOCTH H TMPOMEXKYTOUHOM aTTeCTallud OO0ydYarolierocss Io

JUCHUIIIINHC:
HaumenoBanue Onucanue
OLICHOYHOT'O Kparkast xapakrepucTika Ol[eHOYHOTO Cpe/ICTBa OIICHOYHOT'O
CpeacTBa CpeacTBa
Koncnektupoanue | Kpatkoe TekcToBoe npescTaBieHue nepepadoTaHHON [lepeuens paznenon
y4eOHOTo uHpOopMaIu
MaTepuana
[Tepeuens 3agannii u
OT4er o Brimonnenue J'Ia60pan)pHOI71 pa69TI)I, o0paboTka BOITPOCOB JIJIs
. pe3yabTaTOB HCHBITAHUMA, W3MEPEHHI, JKCIIEPUMEHTA. 3aIUTHI
71abopaTOpHOI . .
pacore (OJIP) OdopmiieHne otyera, 3alTa pe3yIbTaToB Ja00paTOpPHON nabopaTopHOI
paboThI IO OTUETY paboTHL, IepeyeHb
TpeOOBaHMI K OTYETY
CpencTBo KOHTPOJIS,, OPraHM30BaHHOE KaK CIelHaTbHAs
CobecenoBare Oecena MpernosiaBaTesLt ¢ 06yqa1011mMcsi Ha TEMBbI, CBSI- Bonpocki o
(Coc) 3QHHBIC € M3y4aeMOH AMCUMILIHHON, 1 paCCUNTAHHOE Ha pazaenam
BbISICHEHUE 00beMa 3HaHUN 00ydarolerocs mo onpee- JCIUTLTAHBI
JICHHOMY pa3zieiy, TeMe, polieme U T.11.
Cucrema CTaHIapTU3UPOBAHHBIX 33aHUM, TTO3BOJISIFOIIIASL
KommekT TecToBbIX
Tecr (TecT) aBTOMATU3MPOBATh MPOLEAYPY H3MEPEHHUS YpPOBHS —

3HAHUH U YMEHHI 00y4Jaronerocs

4. IlepeyeHb KOHTPOJILHBIX 3aJaHMI WJIM HHbIe MaTepHaJbl, HEOOXOIH-
Mble 1JI OLCHKHM 3HAHMI, YMEHMH U HABbIKOB, XapaKTePU3YyIOLIUX dTanbl (pop-

MHUPOBAHUA KOMIIETEHIMI B MpoLecce 0CBOEHM S JUCIUILTHHbBI

IIpumepnvlii nepeuenv 60npocos 0is1 cobecedo8aHus
1. Chopmynupyitte nousitue nHpopmarronHon 6e3onacHoctu NC.
2. OOBSICHUTE IOHATHS IIEIOCTHOCTH, KOH(PHUIECHITMATHFHOCTH U JOCTYITHOCTH UH-

dbopmanuu.

3. YKaxuTe OTINYMS CAHKIIMOHUPOBAHHOTO JOCTYTIA K MH(OPMAIIMU OT HECAHK-

MUOHHUPOBAHHOTIO.

4. Tlepeuncnure OCHOBHBIE MPU3HAKH KIacCU(PUKAIIUU BO3ZMOXKHBIX YTpo3 0e30-

nacHoctu UC

5. JlaiiTe KpaTKyI0 XapaKTepUCTHKY yTrpo3bl 0€3011acCHOCTH, 0003HAYaEMOM TEPMHU-
HOM «TPOSIHCKUI KOHbY.

6. [laiiTe KpaTKyI0 XapaKTepUCTUKY yIpo3 0€301MacHOCTH, 0003HAYAEMBIX TEPMHU-
HaMU «BUPYC» U «YEPBLY.

7. HazoBute 1 oxapakrepusyiire HanboJsiee paclpOCTPAHEHHBIE BUJIbI CETEBBIX.

8. Onummre ataky «4enoBek-B-cepeauHe». Kakue cpenctpa no3Bossitor agdex-
TUBHO OOPOTHCS C aTaKaMH TaKOTo THMA?




9. OnummTe aTaKy TUTIA «OTKA3 B OOCITYy’)KUBaHUW U PACTIPEICTICHHYTO aTaKy «OT-
Ka3 B 00CITy>KUBaHUN.

10. Onummte ocodeHHOCTH (QUITUHTA U papMHUHTA. Y KQXKUTE MEPhI IIPOTUBOICH-
CTBUS 3TUM aTaKaM.

11. KakoBbl HCTOUHUKH HApyIICHUN 0€30MaCHOCTH TIPOBOIHBIX KOPITOPATUBHBIX
ceren?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTH U YTPO3bI OECITPOBOIHBIX CETEH.

13. OOBsCHUTE MOHSATHE «ITOJIMTHUKA O€30MMaCHOCTH OPraHU3aIuny.

14. Kakue pa3/iesnbl 10JbKHA COIEPKaTh JOKYMEHTaIbHO OpOpMIICHHAS MOJIUTHKA
oe3onacHocTH?

15. Kakuie mpo6iiemMbl peliaeT BepXHUil ypOBEHb MOJIMTHKN O€3011aCHOCTH?

16. Kakue 3aaum pemaeT CpeiHuid ypOBEHb MOJUTUKU O€30T1acCHOCTH?

17. KakoBbI 0COOCHHOCTH HMYKHETO YPOBHS IOJIUTUKU O€3011acCHOCTH?

18. Chopmynupyiite 00sI3aHHOCTH PyKOBOAUTENEH MOApA3ACICHUN, aIMUHUCTPA-
TOPOB U TMOJIL30BATENIEH TIPU PEATTU3AIIH TTOJIUTUKU O€30MTaCHOCTH.

19. Onummure CTPYKTYpy MOJMTUKHA O€30ITaCHOCTH OPTraHU3aIiH.

20. Yto npeacTaBisoT co00i CrieuaTn3npOBAHHBIC MTOTUTUKHA 0€30MaCHOCTH?

21. TlpuBeauTe HECKOJILKO MPUMEPOB CHEIUATU3UPOBAHHBIX MOJIMTHK O€30MacHO-
CTH C OTIUCAHUEM UX OCOOEHHOCTEH.

22. Yo npeacTapistoT coOoi Imporieyphl 0€30MacHOCTH?

23. IIpuBenuTe HECKOIBKO MPUMEPOB MPOLIEAYP O€30MaCHOCTH C OTIMCAHUEM UX
0COOEHHOCTEH.

24. Tlepeuncante OCHOBHBIE ATAIbI pa3padOTKH MOJUTUKN 0€30TTaCHOCTH OpTraHu-
3allnu.

25. ChopmynupyiiTe r1aBHYIO 3a7a4y CTaHAAPTOB MHPOPMAIIMOHHON 0€301acHo-
CTH C TTO3UITUI TPOU3BOAUTEIICH 1 MOTPEOUTENEH MTPOYKTOB HHPOPMAITMOHHBIX TEXHO-
JIOTHH, a TAKKE CTICIIHATIMCTOB IO CEPTU(HUKAITIH ITHX TPOTYKTOB.

26. HazoBuTe OCHOBHBIE MEXKIYHAPOAHbIE CTAaHAAPTH MH(HOPMAIIMOHHON 06e30-
MAaCHOCTH.

27. JlaiiTe KpaTKyl XapaKTepHUCTHKYy MexayHapomHoro cranmgapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE 0OCOOCHHOCTH repMaHcKoro ctanaapra BS| «PykoBocTso
HO 3a1Te HH(GOPMALIMOHHBIX TEXHOJIOTUM [ 0a30BOT0 YPOBHS 3aIIUIIEHHOCTI?

29. OnuimTe co/iep’kaHue U YKKUTE 3HAUEHUE MEXTyHapoaHoro cranaapta 1ISO
15408 «O061mme kpuTepuu 6e30MacHOCTH HHHOPMAITMOHHBIX TEXHOIOTHil».

30. [lepeuncauTe cTaHAAPTHI JJIs1 OECIIPOBOIHBIX CETEH U TaTE UX KPATKYIO Xa-
PaKTEpUCTUKY.

31. HazoBuTte cranaapThl UHPOPMAITMOHHOM Oe3omacHocTy [yt MiHTepHeTa.

32. Yro Takoe kpunrorpadus?

33. JlaiiTe onpenenenus CAeIyOMUX MOHATHI: KpUIITOTpaMMa, KPUIITOAJITOPUTM,
KPHUIITOCUCTEMA

34. B yem cOCTOUT KOPEHHOE PA3TUINE CUMMETPUYHBIX U ACHMMETPUIHBIX KPHUII-
TOCUCTEM?

35. Onummre B€ OCHOBHBIE MPOIIETYPhI, OCYIIECTBISIEMbIE CUCTEMOM AJIEKTPOH-
HOU U(POBOM ITOITUCH JUTS TIOATBEPIKACHUS TOUTMHHOCTH ITU(PPOBOTO IOKYMEHTA.



36. Kakum 06pa3zoM KOMOMHUPOBAHHBIM METO]T IU(PPOBAHUS MTO3BOJIIET COUETATH
JIOCTOMHCTBA ACCUMETPUYHBIX U CUMMETPHUYHBIX KpunTocucteM? ONMUIIUTE MTPOTOKOI
peanu3anuu KOMOMHUPOBAHHOTO METO/1a U (PPOBAHUS.

37. Urto Ttakoe BpenoHocHas mporpamma’? OxapakTepu3yiTe OCHOBHBIE THUITHI BPE-
JIOHOCHBIX TIPOTPAMM.

38. YkaxuTe CyIeCTBEHHBIC OTINYUS KOMITBIOTEPHBIX BUPYCOB OT CETEBBIX Uep-
Beil. Onuiere 0CHOBHbIE 0COOCHHOCTH TPOSHCKHUX MPOTPaMM.

39. Ornummre 1Ba OCHOBHBIX IOAX0/1a K 0OHAPYKEHUIO BPEOHOCHBIX IIPOrPaMM.

40. Kak BbITIOJIHAETCSI CUTHATYpHBIN aHanmu3? KakoBbl €ro JOCTOMHCTBA U HEJI0C-
TATKU?

41. Yro npencTapisioT coO0M MPOaKTUBHBIE METOAbI OOHapYskeHus? [aiite xa-
PaKTEPUCTUKH IBYX Han00JIee MOy JISIPHBIX TTOJIX0JI0B.

42. OnumwuTe TPUHITUI JSHCTBUS, TOCTOMHCTBA U HEIOCTATKH 3BPUCTUYCCKUX
aHaJIN3aTOPOB.

43. Onuimmre MPUHIUI ISUCTBUS, JOCTOMHCTBA U HEJIOCTATKHU MOBEJICHYECKUX
OJIOKUPATOPOB.

44, Ha3oBUTE U OMUIIINATE JOMOJTHUTEIILHBIE MOy AHTUBUPYCHBIX CPEJICTB.

45. KakoBblI JIOMIOJIHUTEIILHBIE MEPBI U CPEJICTBA 3AIIUTHI OT BPEIOHOCHBIX MPO-
rpaMM, PACHIUPSIIONINE BO3MOKHOCTA aHTUBUPYCHBIX TIPOTpaMm?

46. OnuimTe Mephl U CPEICTBA 3aIUTHI OT CTiama.

47. KakoBbI 0COOCHHOCTH PeaU3aI|H ITOCHCTEMBI 3aIUThl KOPITIOPATUBHON MH-
dbopmaiuu OT BpeIOHOCHBIX ITPOTPAMM U BUPYCOB?

48. KakoBbl BO3MOKHOCTH cepru rpoaykToB Kaspersky Open Space Security mis
3aIIATHI KOPTIOPATUBHBIX CETEH OT COBPEMEHHBIX HHTEPHET-YTPO3?

Juis rekymero kourpoas TK1:
IIpoBepsiemast KOMIIETEHIMSA:

KO,Z[ 1 HAMMCHOBAHUEC KOMIICTCHIIUN KO,Z[ U HAMMCHOBAHUC MHIAMUKATOpPA

OIIK-4. Crioco6en monnmarth mpuHimnel pa- | OI1K-4.2. Bnageer HaBbIKaMu TpUMEHEHUS IUQPPO-
00TbI COBpEMEHHBIX MH()OPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH HJs peleHus 3agad npodeccuo-
HOJIOTUH 1 UCTIONB30BATh UX JUIS PEILICHUS HAJIBHOW JIEATENILHOCTH C YYETOM OCHOBHBIX Tpebo-
3a71a4 Npo(heCcCHOHATBHOM ISSITeTbHOCTH BaHUI HHPOPMALIMOHHOM 6E€30MTaCHOCTH

Tect

Bonpoc Bapuanmer omeema

CKOJBKO BBIJICJICHO
OCHOBHBIX  COCTaBJISIOIIMX
HAI[MOHAJILHBIX ~ WHTEPECOB
Poccuiickoit @enepanuu B
nHpopmarmoHHoM chepe?.

o0~ w

3aKITI0YAaeTCsl B YCTAHOBKE IOJICITYIIMBAIONIETO YCTPOWCTBA B
amnmapaTypy cpeAcTB 00paboTKH HHGOPMAITIHI

AKTHUBHBII nepexBar =

OCHOBaH Ha  (UKcalUu  DBJICKTPOMArHUTHBIX  U3IYUYCHUH,
uHpOpPMaLIUU 3TO TIEepexBarT, .
KOTOpBIii: BO3HUKAIOIMUX MpU GYHKIMOHUPOBAHUM CPEICTB KOMIBIOTEPHOU

TCXHUKHU U KOMMYHI/IKaLII/Iﬁ
OCYHICCTBJIACTCA IMYTEM UCIIOJIb30BAHUA ONTHUYECKON TEXHUKHU




Bonpoc

Bapuanmbl omeenma

HETIPaBOMEPHO UCTIONB3YET TEXHOJIOTUYECKHUE OTXO/IBI
UH(POPMALIMOHHOTO IIpoIiecca
OCYIIECTBIICTCS c MTOMOIIBIO MOJIKITFOUEHUS K

TEJIEKOMMYHHUKAITHOHHOMY 00OPY/IOBaHUIO KOMITBIOTEPA

O0ecrieueHrne HaMOHAILHON

HAJIC)KHAS 3aIIUTa JIMYHOW U IMYIIECTBEHHON 0€30MacHOCTH

obecrieueHne HayYHO OOOCHOBAHHOTO ¥ TapaHTHPOBAHHOTO
roCyIapCTBOM MHHHMYMa MAaTE€PHAIbHBIX H JKOJOTUYECKHUX
YCJIOBUU

0e30macHOCTH Ha
npeofoJieHne  KOHPPOHTaMM B  OOIIECTBE, JOCTHUIKCHHE
TOCYJapCTBEHHOM  YPOBHE
.. | HAIIMOHAJIBHOTO COTJIACHS
omnpenensieTcss  Cleayrolen
N obecrieueHre MPU3HAHHBIX MEXIYHAPOIHBIM MPABOM HWHTEPECOB
rpaxaan Poccun, mpoXUBaIOIINX B 3apYOEKHBIX CTPaHAX
o0OecrieueHne CyBepeHUTETa W TEPPUTOPHAIBLHOW IIEIIOCTHOCTH
Poccun
YIOPABJISAIONAE JIOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BbEKTaMU
HEOOXOAMMO HMMETh SBHYIO M XOPOIIO ONPEICICHHYI) CHCTEMY
obecneueHns 0€30IaCHOCTH
B cranmapre «OpamxeBas | HHAMBUIYaJIbHbIE CyOBEKTHI JOKHBI MICHTH(PHUIUPOBATHCS
KHUTa»  (DyHJAMEHTAJIbHOE | BHIYUCIUTEIbHAS CUCTEMA B CBOEM COCTaBe JOJKHA MMETh
TpeboBanmue, KOTOpOE | anmapaTHbIE/IIPOrpaMMHBbIE MCXaHU3MBI, JOITyCKaroIue
OTHOCHUTCS K TPYNIe | He3aBUCUMYIO OIICHKY Ha MPEJAMET TOro, 4TO CHCTEeMa
ITomoTueTHOCTH o0ecrieurBaeT BBITTOJTHEHUE M3JI0’)KEHHBIX TPEOOBaHMI
TapaHTUPOBAHHO  3AIIMIIEHHBIE MEXaHU3MBI, PEATH3YIONINe
MEPEeYUCIICHHbIE  TpeOOBaHUS, JIOJDKHBI  OBITh  TIOCTOSIHHO
3aIUIIEHBI OT «B3JAMBIBAaHUS» W/WIM HECAHKIIMOHUPOBAHHOTO
BHECCHMS U3MEHCHUM
MOJIyYeHUsT  3alluinaeMord  HWHGOPMAIMK  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HApyIICHHMEM YCTAHOBJCHHBIX  IMPABOBBIMHU
JIOKYMEHTaMU WJIM COOCTBEHHHMKOM, BJaJeliblieM WH(OpMaIuu
MIPaB WJIU MPABUJI IOCTYIIA K 3alUIaeMoi nHpopmamu
BO3JICUCTBHS C HApYIICHUEM YCTAHOBIICHHBIX MPaB /WA MPABUI
HA W3MEHEHHWE WHQPOPMAIUU, TPUBOMASAIICTO K HCKAKCHHIO,
3amuTta uHQOpPMALMM  OT | YHHYTOXKEHUIO, KOMTMPOBAHUIO, OJIOKUPOBAHHUIO JIOCTYyTA K
HECaHKIIMOHHUPOBAHHOTO uH(pOpMaIlMK, a TaKKe K YTpare, yYHHYTOXKCHHUIO HIU COOI0
BO3JICHCTBUSA 3TO | (DYHKIIMOHMPOBAHMSI HOCUTENS HHGOPMAITIN
NEeATEILHOCTD 0 | BO3ACHCTBHSI HAa  3allUIIaeMylo  WHGOPMAIMIO  OMIMOOK
MPEI0TBPAIIECHUIO noJib30BaTess nHdopmaruei, cOost TEXHUYECKUX U MPOTPAMMHBIX

CpeJCTB MHPOPMAIIMOHHBIX CUCTEM, a TAK)KE MPUPOJIHBIX SIBJICHHM

HEKOHTPOJIUPYEMOTO pacrnpocTpaHeHus 3aIuIIaeMon
uHpOpMallUM OT €€ pasMJIallleHus, HECAHKIIMOHMPOBAHHOTO
JoCTyna

HECaHKIIMOHMPOBAHHOTO TOBEJCHUS 3alUIaeMoil MH(OopMaIuu
710 HEKOHTPOJIMPYEMOT'0 KOJIMUECTBA MoyyaTesnei HHPopMaluu

3amura nHGOpMAIUU ITO

npoiiecc coopa, HaAKOILJICHUS, 00paboTKH, XpaHEeHMUS,
pacrpeneneHus 1 morcka HHGopManuu

npeoOpa3oBanue  WHPOpMaLMU, B  pe3yibTare KOTOPOTO
coiepkaHne WHQPOPMAIMM  CTAHOBHUTCS  HETOHATHBIM IS
CcyObeKTa, He MMEIOIIET0 J0CTyIa

HOJTy4eHHe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMIICHHS  C

uHopMalrei, B TOM YUCIIe PU MTOMOIIM TEXHUYECKUX CPECTB




Bonpoc

Bapuanmbl omeenma

COBOKYIHOCTb ITPABWJI, PETIIAMEHTUPYIOIINX HOPSIOK U yCIOBHUS
J0CTyTa cyObeKTa K HH(OPMAIMK U €€ HOCUTEISIM

JeSITeIbHOCTh 10 NPEJOTBPALICHUIO YTEUKH HH(pOpMaluHy,
HECAaHKITMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3JICHCTBHUI Ha
Heé

[TaccuBHbIi nepexBar
uHpOpPMALIUK 3TO TIEepexBarT,
KOTOPBIi

3aKJII0YAeTCsl B YCTAHOBKE MOJCIYIIMBAIOIIETO yCTpOMcTBa B
amnmaparypy cpeacts o0paboTku nHbpopManuu

OCHOBaH Ha  (UKcalUWu  OBJCKTPOMArHUTHBIX  U3IYUYCHUH,
BO3HHUKAIOIMIUX MPH (PYHKIIMOHUPOBAHUU CPEACTB KOMITbIOTEPHOM
TEXHUKU 1 KOMMYHHUKAIUH

HEMpPaBOMEPHO UCTIOJIb3YeT
UH(POPMALIMOHHOTO IIpoIiecca

TCXHOJIOTHYCCKHEC OTXOAbI

OCYHICCTBIACTCA IIYTEM UCIIOJIb30BaAHUA ONTHYECKON TEXHUKH

OCYIIECTBIISETCS c MTOMOUIBIO MOJIKJIIOUEHUS K
TEJIEeKOMMYHHUKAIIMOHHOMY 000PY0BaHHUIO KOMITbIOTEpA

O0ecrieuenrne HaMOHAIBHON

0€3011aCHOCTH Ha
rOoCyJJapCTBEHHOM  ypOBHE
OIpElesieTCs  CICAYIOLIEH
LEJIBIO

HaJeKHAs 3alUTa JIUYHON U UMYIIIECTBEHHON 0€30MacHOCTH

obecrieueHne HayYHO OOOCHOBAaHHOTO ¥ TapaHTHPOBAHHOTO
rOCy1apCTBOM MHHHMYMa MAaTE€pPHAIBHBIX H JKOJOTUYECKHUX
YCJIOBUU

npeojioiecHue  KoH(poHTarmu B OOIIECTBE,  JIOCTHKEHHUE
HallMOHAJIBHOI'O corjacus
o0ecrieueHre  COLMAIBLHO-IIOJUTHYECKOM YW DKOHOMHYECKON

CTAOMIIBHOCTH CTPAHBI

oOecrieueHre MPU3HAHHBIX MEKIYHAPOJHBIM MPAaBOM HHTEPECOB
rpaxzaan Poccun, mpoXuBaroMX B 3apyO0eKHBIX CTpaHax

K wmcrounukam 3amumaeMon
UH(POPMALIUU OTHOCUTCS

OJICKTPHUYCCKUC TTOJIA

CBIpbE

MAar"duTHBIC I10JIA

SJICKTPOMArHUTHBIC MTOJIA

OJIEMCHTAPHBIC YaCTUIIbL

AKyCTHYECKHE KOJIeOaHUs

EcrecTBeHHBIE yYIpO3bl
0e30macHOCTH  MH(pOPMAIUN
BbI3BaHbI

JCATCIIBHOCTBIO UCJIOBEKA

ommOkamu npu npoektupoBannn ACOU, ee »1eMEHTOB WU
pa3paboTKe MPOrpaMMHOTO OOeCTIeUeHUs

BO3JICUCTBUSIMA  OOBEKTHUBHBIX (DU3MYECKUX TPOIECCOB HIIH
CTUXUWHBIX TPUPOIHBIX SBJICHUMN, HE3aBUCSIIINX OT YEIOBEKa

KOPBICTHBIMU YCTPEMIICHUAMMU 3JI0YMBIIIJICHHUKOB

olMOKaMu MpH ACUCTBUAX EPCOHATA

3ammra uHQOpPMAIUMM  OT
HENpeHaMEPEHHOT 0
BO3JICUCTBUSA 3TO
JeSITeIbHOCTD o
IPEOTBPALICHUIO

MOJlydYeHHUsl  3aluinaeMoll  uHGOpMalUu  3auHTEPECOBAHHBIM
CyOBEKTOM C  HApyIICHHMEM YCTAHOBJICHHBIX  IPABOBBIMHU
JOKYMEHTaMU WM COOCTBEHHUKOM, BIIaJeNblieM UHQOpMAIUU
MIPaB WJIU MPABUJI IOCTYIIA K 3alUIaeMoi nHopmamu

BO3/ICUCTBUS C HApyIICHUEM YCTAaHOBJICHHBIX MpaB W/UIH MPaBHUI
Ha W3MCHEHHWE WHQOpMAIMK, TPUBOAAIICTO K HCKAKCHHIO,
YHUUYTOXEHHUIO, KOMIMPOBAHUIO, OJIOKHPOBAHHIO JIOCTYyMA K
uHpopMaIuu, a TakkKe K yTpare, YHUUYTOXKCHHIO WU COOO
(YHKIIMOHUPOBAHUS HOCUTENSI HH(POpMAIUU

BO3JICUCTBUS  Ha  3alIMIIaeMy0  HHGOPMAIUIO  OIMHUOOK
noJb30Batesst uHpopMalen, coosi TEXHUYECKUX U TPOTrPaMMHBIX
CpeCTB HHPOPMAITMOHHBIX CHCTEM, a TAK)Ke MPUPOTHBIX SBICHHIA




Bonpoc

Bapuanmbl omeenma

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHus 3aluIIaeMon
uHpoOpMallMd OT €€ pas3rjalleHus, HEeCaHKIMOHUPOBAHHOTO
JOCTyTa

HECaHKIIMOHMPOBAHHOTO JTOBEJCHUS 3alUIaeMoil MH(opMaIuu
710 HEKOHTPOJIMPYEMOT'0 KOJIMUECTBA MoyyaTene HHPopMaluu

WNndopmannonnsie
HPOLIECCHI 3TO

mporiecc  cOopa,  HaKOIUICHWs,  OOpabOTKH,  XpaHCHHS,
pacrpeneneHus 1 Moucka nHPopMauu

npeoOpazoBaHne  HWHPOpPMAIMHM, B  PE3ydbTaTe€  KOTOPOTO
colepkaHue HMHQPOPMAIIUM  CTAHOBUTCS  HEMOHSATHBIM IS
cyObeKTa, He HIMEIOLIEero TOCTyTa

NOJyYeHHEe  CyObEKTOM  BO3MOXXHOCTH  O3HAKOMJICHHS  C
uH(opMalrei, B TOM YUCIIe IPH TOMOIIN TEXHUUECKUX CPEICTB

COBOKYITHOCTb INPaBHJI, PErJIaMEHTUPYIOIINUX MOPSIOK U YCIOBUS
J0CTyTa cyObeKTa K HH(OPMAIMK U €€ HOCUTEISIM

JeSITeIbHOCTh 10 NPEJOTBPALICHUIO YTEUKH HH(pOpMaluHy,
HECAaHKITMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3/ICHCTBHUI Ha
Heé

AynuonepexBaTr — HepexBar
uHpOpMaLIUK 3TO TEepexBarT,
KOTOPBIi

3aKJTFOYAeTCS B YCTAHOBKE MOJCITYIIMBAIONIETO YCTPOHCTBA B
amnmnapaTypy cpeAcTB 00paboTKu HHGOPMAITIH

OCHOBaH Ha  (UKcauuM  DIEKTPOMATrHUTHBIX  W3IYYCHU,
BO3HUKAIOIMIUX MpU GYHKIMOHUPOBAHUM CPEICTB KOMIBIOTEPHOU
TEXHUKH U KOMMYHUKAIMI

HCIIPAaBOMCPHO HCIOJIB3YCT TEXHOJIOTHYCCKHUEC OTXOAbI
UH(POPMALIMOHHOTO IIpoIiecca

OCYHICCTBJIACTCA IIYTEM HUCITIOJIB30BAHUA ONTUYECKON TEXHUKHU

OCYIIECTBIISETCS c MTOMOLUIBIO MOJIKJIIOUEHUS K
TEJIEeKOMMYHHUKAIIMOHHOMY 000PY0BaHHUIO KOMITbIOTEpA

B cranmapre «OpanxeBas
KHUTa»  (yHJAMEHTaIbHOE

TpeboBaHue, KOTOpOe
OTHOCHTCS K rpyImme
lapanTun

ynpaBHHIOIL[I/Ie ,Z[OCTYHOM MCETKH OOJIDKHBI 6I>ITB CBs3aHBI C
o0OBEeKTaMU

HEOO0XOIMMO HMMETh SIBHYIO M XOPOIIO ONPEAEICHHYIO CHUCTEMY
obecrneueHus 0€30MaCHOCTH

WHIUBUTyaTbHBIC CyOBEKTHI JOIKHBI UACHTU(OUIIUPOBATHCS

BBIUUCITUTENIFHAS CHUCTEMa B CBOEM COCTaBe [OJDKHA HMETh
anmaparHble/IporpaMMHbIE MEXaHU3MBI, JIOITY CKaIOIKE
HE3aBUCHMYIO OIIEHKY Ha MPEIMET TOTO, YTO CHUCTEMa
obecrieurBaeT BBITTOJTHEHUE M3JI0’)KEHHBIX TPEOOBaHMI

KOHTPOJIbHAasE WHGOpPMAIUs JIOJDKHA XPAaHUTHCA OTACIBHO U
3allIaTbCs Tak, I-ITO6I>I Cco CTOpOHBI OTBGTCTBeHHOﬁ 3a 9TO
TPpyNObl  MMENAach  BO3MOXKHOCTH — OTCJICKHBATH  JICHCTBUA,
BIIMAIONINE Ha OE€30IaCHOCTD

K "ocurenaMm 3ammiiaeMon
uH(pOpMaIUu OTHOCHUTCS

JIIOIU

CBIPBE

YCPHOBUKHU U OTXOABI TPOU3BOJACTBA

JIOKYMEHTBI

aKyCTUUYECKHE KoJIeOaHus

NckyccTBeHHBIE YIpO3bI
6e3omacHOCTH  MH(pOpMaIH
BbI3BaHbI

ACATCIIBHOCTBIO YCJIOBCKA

ommOkamu npu npoektupoBannn ACOU, ee »1eMEHTOB WU
pa3paboTKe MPOrpaMMHOTO OOeCTIeUeHUs

BO3JICUCTBUSIMA  OOBEKTHUBHBIX (DU3MYECKUX TPOIECCOB HIIH
CTUXUUHBIX TPUPOIHBIX SBJICHUN, HE3aBUCSIIINX OT YEIOBEKa




Bonpoc

Bapuanmbl omeenma

KOPBICTHBIMHU YCTPCMIICHUAMMU 3JIOYMBIIIJIICHHUKOB

olMOKaMu Mpu ACUCTBUAX EPCOHATA

3ammra wHbOPMAIMK  OT
pasriialeHus 9TO
JIEATENHHOCTD o
MPEIOTBPAIICHIIO

MOJlydYeHHUsl 3alluiiaeMol  uHGOpMaluu  3aWHTEPECOBAHHBIM
CyOBEKTOM ¢ HapylmIeHHEM YCTAaHOBIEHHBIX  IMPABOBBIMH
JOKYMEHTaMU WM COOCTBEHHUKOM, BIaJlelblieM HHPOpMAIIU
IpaB WJIM MPaBUJI JOCTYINA K 3alluiiaeMoi HHpopMaIuu

BO3/ICUCTBUS C HApyIICHHUEM YCTAaHOBJICHHBIX MpaB W/UIH MPaBHUI
Ha W3MCHEHHWE WH(QOpMAIMK, TPUBOAAIICTO K HCKAKCHHIO,
YHUUYTOXKEHUIO, KOMHUPOBAHMUIO, OJIOKMPOBAHHIO JOCTyHma K
nH(popMaIuu, a TaKkKe K yTpaTre, YHHUYTOXKCHHUIO WM COOI0
(GyHKIIMOHUPOBAHUS HOCUTENS HH(MOpMAIuu

BO3JICUCTBUS ~ Ha  3alMIIaeMyl0  HHPOPMAIMIO  OHIMOOK
noJb30Bartess uHopMarei, c6osi TEXHUUECKUX U MPOTPaMMHBIX
CPEICTB HHPOPMAITMOHHBIX CUCTEM, a TAK)KE IPUPOJTHBIX SBICHHIMA

HEKOHTPOJINPYEMOTO pacnpocTpaHeHus 3alUIIaeMON
uHboOpMallMl OT ee pasrjalieHus, HECaHKIIMOHUPOBAHHOTO
JOCTYyIa;

HECaHKIMOHUPOBAHHOTO JOBEICHUS 3allUIIaeMoil MH(pOpMaIuu
JI0 HEKOHTPOJIMPYEMOT'0 KOJIMYeCTBa MoJrydarenei nudopmanuu

ITpocMoTp
nepexsar
KOTOPBIi

Mycopa  3TO
uHpopManuy,

3aKJTFOYAeTCS B YCTAHOBKE TMOJCIYIIMBAIONIETO YCTPOHCTBA B
amnmapaTypy cpeAcTB 00padoTKu HHGOPMAITIHI

OCHOBaH Ha  (UKcauu  DIEKTPOMArHUTHBIX  W3IYYCHUH,
BO3HUKAIOIMUX MpU GYHKIMOHUPOBAHUM CPEICTB KOMIBIOTEPHOU
TEXHUKH U KOMMYHUKAIMI

HCIIPAaBOMCPHO HCIIOJIB3YCT TCXHOJIOTHYCCKHEC OTXO0AbI

“H(pOPMAITMOHHOTO MpoIecca

OCYHICCTBJIACTCA IIYTEM UCITIOJIb30BAHUA ONTHYECKON TEXHUKHU

OCYIIECTBIISETCS c MTOMOLUIBIO MOJIKJIIOUEHUS K
TEJIEeKOMMYHHUKAIIMOHHOMY 000PY0BaHHUIO KOMITbIOTEpA

K OCHOBHBIM
HeIpeaHaMEPEHHBIM
HCKYCCTBEHHBIM
ACOMU otHOCHTCH

yrpo3am

buznyeckoe pazpyuieHre CUCTEMbI ITyTEM B3phIBa, MOXKOTa U T.I1.

nepexBaT NOOOYHBIX JIEKTPOMATHUTHBIX, aKYCTUUECKUX U APYTUX
W3JIyYECHHU YCTPOWUCTB U JIMHUU CBSI3U

U3MEHCHHE PEKHMOB pPabOThI yCTPOWCTB WM  IPOTPAMM,
3a0acToBKa, caboTaxk MmepcoHana, MOCTAHOBKA MOIIIHBIX aKTUBHBIX
MOMEX U T.II.

YTEHHUE OCTAaTOYHOH HMH(OPMAIMM M3 ONEPATUBHOW MaMATH U C
BHEIIIHUX 3alIOMUHAIOIINX YCTPOUCTB

HEYMBIIIJICHHbIE JEHCTBUS, MPUBOIAIIME K YaCTUYHOMY WIH
MOJIHOMY OTKa3y CHCTEMbl WM Pa3pyLICHUIO anlapaTHbIX,
POrPaMMHBIX, THPOPMAIIMOHHBIX PECYPCOB CUCTEMBI

3ammra wHbOPMAIMK  OT
HECAHKIMOHUPOBAHHOTO
JOCTYyTa 3TO JCSATECILHOCTD
O MPETOTBPAILICHUTIO

NOJy4YeHUs 3alMIaeMoil MHGOpMAalMM  3aWHTEPECOBAHHBIM
CyOBEKTOM €  HapyUIEHHEM YCTAaHOBJIEHHBIX  IIPaBOBBIMHU
JOKYMEHTaMHU WA COOCTBEHHHMKOM, BIIafeNbIlieM MH(opMaIuu
IpaB WJIK MPaBWJI JOCTYNA K 3alIUIaeMOoi nH(opMaIiu

BO3JICHCTBUS ¢ HApYIICHHEM YCTAHOBJICHHBIX MPAB /WM TPaBHII
Ha W3MEHEHHEe MWHGOpMAIMK, NPUBOAALIETO K MCKAKCHHIO,
YHUYTOXKCHHIO, KONMPOBAHUIO, OJOKMPOBAHUIO JIOCTyNa K
uHpOpMalLlUU, a TaKXKe K yTpare, YHUUYTOXKEHUIO WK cOOI0
(YHKIIMOHUPOBAHUS HOCUTEIS HHPOPMAITUU




Bonpoc

Bapuanmbl omeenma

BO3JICUCTBUS  Ha  3alMIIaeMyt0  HHPOPMAIMIO  OHMIMOOK
M0JIb30BaTeN s HHPOPMAITUCH, cO0sI TEXHUYECKUX U MTPOTrPAMMHBIX
CPEICTB HHPOPMAITMOHHBIX CHCTEM, a TAK)Ke IPUPOTHBIX SBICHHIA

HEKOHTPOJINPYEMOTO pacnpocTpaHeHus 3alUIIaeMON
uHpOpMallMd OT €€ pasrjalleHus, HEeCaHKIMOHUPOBAHHOTO
JocTyna

HECAHKIMOHUPOBAHHOTO JTOBEICHUS 3alllUIIaeMOil MHpOpMAIUU
JI0 HEKOHTPOJIMPYEMOT'0 KOJIMYeCTBa MoJrydarenei nudopmanuu

Hoctyn x uHopMarmu 3To

npoiiecc coopa, HaAKOIJICHUS, 00paboTKH,  XpaHEHUS,
pacrpenieneHus 1 moucka HHPopMauu

npeoOpa3oBanue  WHPOpMaLUU, B  pe3yjibTare KOTOPOTO
coiepkaHWe WHQPOPMAIMA  CTAHOBHTCS  HETIOHATHBIM IS
CyOBeKTa, He MIMEIOIIET0 JOCTyna

HOJTy4eHHe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMIICHHS  C

uH(popMalel, B TOM YUCIIe TIPU MOMOIIN TEXHUYECKUX CPECTB

COBOKYITHOCTH TPAaBHII, PETJIAMEHTUPYIOMIUX TOPSIOK U YCIOBUS
JOCTyTIa CyOBbeKTa K HH(OPMAITUU U €€ HOCUTEISIM

JeSITeIbHOCTh 10 MPEJOTBPALICHUIO YTEYKH HH(pOpMaluHy,
HECAaHKITMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3/ICHCTBHUI Ha
Heé

AKTUBHBIN MepexBaT

[IACCUBHBIN IIEpEXBaT

ayuornepexnar

BHUACOIICPCXBAT

IPOCMOTp Mycopa

Ilepexsar, KOTOPBIi
3aKJII0YAeTCsl B YCTaHOBKE
HOJICITYILIMBAIOIIETO
YCTpPOMCTBA B ammaparypy
CpenCcTB 00paboTku
nH(opMaIy Ha3bIBaeTCS

B MEXyHapOIHOM
CTaHzapre «OpanxeBas
KHUTa» MUHHMMaJbHas

3aluTa 3To rpymnmna

mglo|m >

ITo xapakTepy BO3AEHCTBUS
YAAJICHHBIC aTaKU ACIIATCA Ha

yCIIOBHBIE U 0€3yCIIOBHbIE

aTaku ¢ 0OpaTHOH CBSI3bIO M O3 00paTHOI CBA3M

BHYTPHUCCTMCHTHBIC 1 MC)KCCITMCHTHELIC

IIaCCHUBHBIC U aKTUBHBIC

aTaKH, KOTOPbIE MOTYT PEaIn30BbIBATHCS HA BCEX CEMU YPOBHSX —
bu3nYECKOM, KaHAILHOM, CETEBOM, TPAHCIIOPTHOM, CEAaHCOBOM,
MIPEACTAaBUTEIIHHOM U MTPUKIIATHOM

CyOBexT JOCTYyTIa K
nHpopMaIuu 3To

dusznyeckoe IUI0, WIM MaTepHUaTbHBI OOBEKT, B TOM 4YHCIIC
dbuzndeckoe ToJIe, B KOTOPHIX HHGPOPMAIMS HAXOAUT CBOE
0TOOpaXeHHe B BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKHIX
peLIeHUN U IPOLECCOB

CyOBEKT, OCYIIECTBISIOMUNA TIOJIb30BaHUE HWHPOpMauen u
peanu3yomuil TOJTHOMOYHSI PacIoOpsKEHHs B MpeJienax Mpas,
YCTAHOBJICHHBIX 32aKOHOM M/WUJIM COOCTBEHHUKOM MH(pOpMaIUu

CyObBeKT, mMonb3ylouuiics HHpOpManue, MOJIy4eHHOW OT ee
COOCTBCHHHUKA, BIJIAJICNblIa WM TOCPEAHHKAa B COOTBETCTBHU C
YCTAHOBJICHHBIMH NPaBaMM U MPABUIIAMHU JJOCTYTIA K HH(POpMALUN
7100 ¢ UX HAPYIICHHEM




Bonpoc

Bapuanmbl omeenma

CyOBEeKT, B TIOJHOM OOBEME PpEATM3YIOIMMK MOTHOMOYUS
BJIAJICHUSI, TIOJB30BAHMS, PACHOPSHKCHUsT WHpopMmanued B
COOTBETCTBUU C 3aKOHOJATEILHBIMH aKTAMHU

Y4aCTHUK MTPABOOTHOLICHUH B MH(POPMAIIMOHHBIX IpoIeccax

Ilepexaar, KOTOPBIi
OCYIIECTBIISAETCS yTeM
UCIIOJIb30BAaHUSl ONTHYECKON
TCXHHUKH, HA3BIBACTCA

AKTUBHBIN [1IepexBaT

MaCCUBHBIN MepexBaT

AyJUOICpeXBaT

BUICOIICPECXBAT,

IPOCMOTP Mycopa

O0ecrieyueHre HAMOHAIBHOMU

HaJIe)KHas 3aIMTa JMYHONW M UMYIIIECTBEHHOW 06€30IacHOCTH

o0ecrieyeHne HaydHO OOOCHOBAaHHOTO W TapaHTHPOBAHHOTO
roCyJlapCTBOM MHHHMyMa MAaTEpUAIbHBIX W 3KOJOTHYECKUX

0e30MacHOCTH Ha  ypOBHE 9
yCIIOBUM
IPaXXIaHCKOTO o0rmiecTBa
.. | moBbImeHre 3(PPEKTUBHOCTH 3AIUTHl KOHCTUTYLIMOHHOTO CTPOS,
omnpezensercs  cleayrouei .
HeNBIO paBoMopsIKa, OOPHOBI C OpT. MPECTYMHOCTHIO U KOPPYIIIHEH
npeofoJieHNe  KOHPPOHTaMM B  OOIIECTBE, JOCTHIKCHHE
HAI[MOHAJILHOTO COTJIacHsl
A
B MEXIYHAPOIHOM B
CTaHJIapTe «OpanxeBas c
KHHT2) MHMBUYaTbHAS [y
3alUTa 3TO rpymnmna E
yCIIOBHBIE U 0€3yCIIOBHbIE
aTaku ¢ 0OpaTHOM CBSI3bIO M O3 0OpaTHOI CBA3H
I[lo wmemm  BO3AEHCTBHS | BHYTPUCEIMEHTHBIE U MEKCEIMEHTHbIE

YAQJICHHBIC aTaKU ACTIATCA Ha

IIaCCUBHBIC U aKTUBHBIC

ATaKM B 3aBUCHUMOCTH OT HAPYIICHUSA KOH(bI/I,Z[GHI_II/Ia.HBHOCTI/I,
HCJIOCTHOCTHU U NJOCTYITHOCTHU

IIepexBar, KOTOpBI OCHOBaH
Ha (bukcarm
AJIEKTPOMAarHUTHBIX
W3IIy4YE€HUH, BO3HUKAIOIINX
npu (GYHKIMOHUPOBAHUN
CpEICTB KOMIIBIOTEPHOU
TEXHUKU U KOMMYHHUKAaIUH
Ha3bIBACTCS

AKTUBHBIN MepexBaT

[IACCUBHBIN IIEpEXBaT

AyJUOICpexXBaT

BHUACOIICPECXBAT

IPOCMOTp Mycopa

B MEXIYHAPOIHOM
CTaHJIapTe «OpanxeBas
KHUTa» MaHJaTHas 3amuTa
3TO rpynna

mig|O|m| >

ITo YCJIOBUIO Havasa
OCYIIECTBIICHUS BO3/ICHCTBUS
yAQJICHHbIE aTaKy ACNISTCS Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOM CBSI3bIO U Oe3 0OpaTHOM CBSI3U

BHYTPHUCETMCHTHBIC 1 MC)KCEITMCHTHEIC

ITaCCUBHBIC 1 aKTUBHBIC

aTaKM B 3aBUCHUMOCTH OT HapyHICHUA KOH(l)I/II[eHI_[I/IaJ'II)HOCTI/I,
HCJIOCTHOCTHU U NJOCTYITHOCTHU

CoOcTBeHHMK — HMH(pOpMALUU
3TO

du3nyeckoe IO, WIN MaTepHAIbHBIH 0O0BEKT, B TOM YHCIIC
¢usuueckoe Tmose, B KOTOPBIX MH(POPMALUS HAXOAUT CBOE
0TOOpakeHHE B BHJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX
pEeLIECHUN U IIPOLIECCOB




Bonpoc

Bapuanmbl omeenma

CyOBEKT, OCYIISCTBISIOMUNA TIOJb30BaHUE HWHPOpMauen u
peaTn3yIomuil TOJTHOMOYHS PACHIOPSIKEHUS B TpeJiesiax Mmpas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHKOM MH(OpMaIiu

CyOBEKT, MOb3yIoIuiics nH(OpMaIel, MOyYeHHOH OT ee
COOCTBEHHUKA, BIIAJEbla WM ITOCPETHUKA B COOTBETCTBHUH C
YCTaHOBJICHHBIMH NPaBaMM U MPAaBUIIAMHU JJOCTYTIA K HH(POpMALUU
100 ¢ UX HApYIICHUEM

CyOBEeKT, B TIOJHOM O0bEME pEIN3YIONMHA ITOJHOMOYUS
BJIQJICHUA, TIOJIb30BaHMS, pacHopsbkeHuss uHopMmanueil B
COOTBETCTBUU C 3aKOHOAATEIbHBIMU aKTaMHU

YYaCTHHK MTPABOOTHOIICHUN B MH(OPMAIIMOHHBIX POLIeccax

Ilepexaar, KOTOPBIi
OCYIIECTBIISIETCS C IOMOIIbIO
MOJIKJIFOUEHUS K

TCIICKOMMYHUKAITUOHHOMY
000pYyIOBaHUIO KOMITBIOTEpA

AKTUBHBIN MepexBaT

MaCCUBHBIN MepexXBaT

AyJUOInCpexXBaT

IPOCMOTp Mycopa

Ha3bIBACTCS BUICONICPCXBAT
A

B MEKTyHApPOITHOM B

CcTaHjapre «OpanxeBas c

KHUTa» BepU(UIIMPOBAHHAS D

3allMTa 3TO rpymnma E

I[lo wammumio  oOpaTHOM
CBSI3U C aTaKyeMbIM
00BEKTOM yAalleHHBIC aTaKu
JEeIISATCS Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOM CBSI3bI0 M O3 0OpaTHOI CBA3H

BHYTPHUCETMCHTHBIC 1 MC)KCEITMCHTHEIC

IIaCCHUBHBIC U aKTUBHBIC

ATaKM B 3aBUCUMOCTH OT HaApPYLICHUSA KOH(bI/II[eHI_[I/IaJIBHOCTI/I,
LEJIOCTHOCTH U JOCTYITHOCTHU

Jlutio, CaMOCTOSITEJILHO
cO3/1aBIlIee nH(popManuo
1100 NOJTy4MBIIEE Ha
OCHOBaHMHM  3aKOHA  WJIH
JIOTOBOpa MpaBO pa3peliarhb
WM OTPAaHWYUBATH JOCTYH K

MCTOYHUK HH(OpMALUN

MOTpeOUTEh HHPOPMAITHH

YHUYTOXUTENb HHPOPMALIUH

HOCHUTEIb HHPOPMALTUH

rH(GOpMAIIHN oOmagarens nH(GopManuu
OOs3arenbHOE AL | 5 1exTpoHHOE COOOIEHNE
BBITIOJTHEHUST JILIOM,

NONYYMBIIMM  JOCTYH K | PaclpocTpaHeHne uHpopmanuu

oTpenieIeHHON uH(opMaluy,
TpeOOBaHNE HE TepeaaBaTh
TaKyo UHPOPMALINIO
TPETHUM JIMIIaM 0€3 COTJIACHSI
ee o0anaTens 3To

NpeI0CTaBICHNE HHPOPMAIIH

KOH(HUACHIHATBHOCTh HHGOPMAIHH

JIOCTYT K HH(OPMAITUH

JenicTBus, HalIpaBICHHBIE HA

YHHUTOKEHUE NH(OPMAIIH

MOJTydCHUE uHpopmaruu

pacnpocTpaHeHne HHPOPMAITHH
HEOTpPEACNEHHBIM  KPyroM
JINI] NniIn r[epe;[aqy MpeaOCTaBIICHUC I/IH(i)OpMaLII/II/I
uH(popmamn KOH(QHICHINAIEHOCTH HHPOPMALTUH
HEONpeIeTICHHOMY KpyTy
JIUIT 3TO JOCTYH K HH(OpMaIUU
Bo3moxHOCTB MOJYYEHHUS | coOXpaHeHHe HHPOPMAIUN
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uHpopmarun u ee
HUCITIOJIB30BaHUA 3TO

pacnpocTpaHeHne HHPOPMALIH

MpeaAOCTaBIICHUC I/IH(l) opManuun

KOH(HUACHIUAIBHOCTh HHGOPMAIHH

JIOCTYT K HH(POPMAITUH

[Tpouecc COOOIIEeHUS ABTOpUZAIHA
CyOBEKTOM CBOEro HWMEHHU
U HOMEDpa, C LCJIBIO aYTeHTI/I(I)I/IKaLII/I}I
MOJly4YeHHUsl  ONpeAesEHHBIX
HOJIHOMOYHH (TIpaB gocTyma) | o0e3nnunBaHne
Ha BBINOJIHEHHE HEKOTOPBIX
(pa3pereHHbIX emy) | ACHCpCOHATN3ALINA
JIEMCTBUM B CHCTEMAX C

uACHTU(UKAIUS
OTPaHUYEHHBIM JJOCTYIIOM
IIponenypa IIPOBEPKH | aBTOPH3AIHA
COOTBETCTBUSl CYOBEKTA U | ogesmuunBanue
TOTO, 32 KOIO OH IBITAETCA

JeTIePCOHATH3AIIHS
ce0s BBIIATH, C IIOMOIILIO
HEKOU YHUKAIIBHOMN ayTeHTH KA
MH(pOpPMaLUU UICHTU(DUKATIVS
IIponece, a Takxke pe3ynbTaT

aBTOpHU3alud
npoiiecca MIPOBEPKHU
HEKOTOPBIX  00s3aTeNbHBIX
IapaMeTpOB TONb30BaTeNs U, | HACHTHUKaMA
npu YCHELIHOCTH,
MPENOCTaBIICHUE eMy | ayTeHTH(HKauus
OTnpeAeNEHHBIX TMOJTHOMOYUN
Ha BBIIIOJIHCHUE HEKOTOPBIX | oOe3IMUYUBAHUE
(pa3perieHHbIX emMy)
JEUCTBUM B CHUCTEMAaX C HeTIepCOHATH3AIHA

OrpaHUYCHHBIM JOCTYIIOM

HecankimonnpoBaHHbIM
JIOCTYTI K HH(pOpMaIuu 310

JIOCTYN K MH(OPMAIIUY, HE CBS3aHHBIN C BBHITIOJHCHHEM (DYHKIIMOHAIb-
HBIX 00513aHHOCTEH M HE O(OPMIICHHBIHN JOKYMEHTAIBHO

paboTa Ha Ty>KOM KOMITbIoTepe 0e3 pa3pelieHus ero Biaaeiblia

BXO0/J Ha KOMIIBIOTCP € UCTIOJIb30BAHUCM JAHHBIX APYTOro OJb30BaATCIIA

JOCTYI K JIOKaJTbHO-UH(POPMAIIMOHHOH CETH, CBSI3aHHBIN C BBIOJHEHU-
eM (pyHKIIMOHAJIBHBIX 00SI3aHHOCTEH

noctyt k CYBJ] oy 3ampeeHHBIM HIMEHEM TI0Th30BaTENS

JlokymMeHTupoBaHHas

uHpOopMaIus, JOCTYTI K
KOTOpOH  OrpaHMYMBaeT B
COOTBETCTBHUH c

3aKOHaAeILCTBOM PD

MHQOPMAITHSI COCTABISIOMIAS TOCYJAPCTBECHHYIO TalHY

UHQOPMAITUS COCTABIISIONIAS KOMMEPUYECKYIO TaliHy

NepCOHANbHAs

KOH(UAeHINAIbHAs HHPOpMaIHs

JIOKYMEHTUPOBaHHAsI WH(OPMAITHS

HNuadopmanmronHas
0€e30MacHOCTh 00ECIIEYNBAET. . .

OnmoxupoBaHue HHGpOpMaIK

HCKakeHHe HHpOpMaIu

COXPaHHOCTb HHPOPMAIIH

yTpaTty uHbopMaIiu

o AeIKy HHOpMauu

Xutenue HHGOpMAIMH — 3TO. ..

HECaHKIIMOHUPOBAHHOE KOITUPOBaHNE HH(POPMAIIUU

yTpara uapopmanmu

0JioKkMpoBaHue HH(YOPMAIIUH

UCKaXKeHHME HH(POPMAIUH

npojaxa uHpOopMaIuu
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Hoctyn k nHGOPMAIUH — 3TO:

00s13aTenTbHOE ISl BBITIOTHEHUS JIUIIOM, MOJIYYHMBIIUM JOCTYI K OIpe-
JeJieHHOW mHpopManuu, TpeOoBaHUE HE TepelaBaTh TaKyr HHQpopMa-
IIUIO TPETHUM JIUIaM Oe3 COoTJiacus ee o0amaTens

JIeCTBUS, HATPaBJICHHBIC Ha MOJTyYeHre HH(POpMAIK HeopeIesIcH-
HBIM KPYTOM JIMII WJIH Tiepeaavy nH(OpMaIui HEOPEaeIEeHHOMY KPYTY
JIUT]

JeHCTBUs, HAIlPaBICHHBIE HAa NOJIy4YeHUE MH(OpMaIMU ONpeelIeHHbIM
KPYT'OM JIUII WK Tepefady HH(GOpMaIK ONpeaeICHHOMY KpPYTY JIUI]

I/IH(i)OpMaLII/IH, nepeaanHas Wjiun IMOoJTy4YCHHas IMOJIb30BaTCICM I/IH(l)OpMa-
I_II/IOHHO-TeHeKOMMYHHKaHPIOHHOﬁ CCTH

BO3MOXXHOCTD ITOJTYYCHUA I/IH(i)OpMaI_II/II/I " €€ UCII0JIb30BaHUA

OOecneuenue
UHGOPMAIHOHHOM
0e301acHOCTH
obecreueHue. ..

€CTh

HC3aBHUCHMOCTH I/IH(I)OpMaI_II/II/I

W3MEHEHUs HHPOpMaLUU

KOMUPOBaHUS HH()OPMAITUU

COXPaHHOCTH HH(pOPMAIHH

npeoOpazoBanus HHHOpMALUU

K kakomy Buay Mep 3allUThI
UHPOpPMAIIUK  OTHOCUTCSA  YT-
BEpXKACHHAsI TporpamMma pabdoT
B 00acTu 6€30MacHOCTH

MOJINTHUKA 0€30MaCHOCTH BEPXHETO YPOBHS

HOJIUTHKA OE30I1aCHOCTH CPETHETO YPOBHS

MOJIUTHKA 0€30MMaCHOCTH HUIKHETO YPOBHA

IMPUHIMIT MUHUMHA3AIUA HpI/IBI/I.HeI‘I/Iﬁ

3alUTa MoAAeP>KUBatOIIel HHPPACTPYKTYPbI

T'apanTus Toro, 4To mpu XpaHe-
HUU WM Tepenade wHpopma-
UK He ObLIO MPOW3BEACHO He-
CaHKIIMOHUPOBAHHBIX H3MEHE-
HUM

KOH(HUACHIIMATBHOCTD

LIEJTOCTHOCTH

JOCTYITHOCTD

AYTCHTUYHOCTD

aneJTNpyeMOCTh

K dynxumsam nadopmamonHoi
0e30I1acCHOCTH OTHOCSTCS

BBIABJICHUC HCTOYHHUKOB BHYTPCHHUX U BHCHIHHUX YTPO3

CTpaxOBaHUC I/IH(i) OpMalMOHHBIX PECYPCOB

3aIIMTa rOCyAapCTBEHHBIX HH(POPMAIIMOHHBIX PECYPCOB

MOJTOTOBKA CHCIMAIUCTOB 10 o0ecredeHno HH(pOpManoHHOH 0e30-
MacCHOCTH

BCC OTBCTHI BCPHBI

K HaruoHambHBIM HMHTEpecam
P® B undopmanmonHoi chepe
OTHOCATCS

peann3anys KOHCTUTYIIMOHHBIX TIPaB Ha IOCTYN K WH(OPMAIIH

3amuTa nHGOPMAIH, 00ECIICUNBAIOIICH THYHYI0 0€30MaCHOCTh

3aluTa HEC3aBUCUMOCTHU, CYBCPCHUTCTA, FOCYI[apCTBCHHOﬁ U TCPPUTO-
pPIaJ'IBHOfI OCJIIOCTHOCTH

MOJIUTUYCCKAA DKOHOMHYCCKasA U COTnaIbHasa CcTaOHMIIBHOCTD

COXpPAHCHHUEC U O30POBJIICHUN oxpymaromeﬁ CpcablL

T'apanTusg TOrO, 4TO KOHKpET-
Has wuH(OpMAaIUs  JOCTYITHA
TONIBKO TOMY KpYTy JHI, IS
KOTOPBIX OHA MpeTHa3HaYeHa

KOH(pHICHIIMAIBHOCTh

OEJIIOCTHOCTD

AOCTYIIHOCTD

AYTCHTHUYHOCTD

aneJIupyeMoCTh

COBOKYITHOCTb HOPM, MPaBWI U
NPaKTUIECKUX PEKOMEHIAIHIA,
perIaMeHTHPYIOIUX  padoTy
cpenctB 3amuthl AC OT 3amaH-
HOTO MHOJKECTBa yrpo3 0e30-
MACHOCTH

KOMIUIEKCHOE o0ecrieueHrne MHPOPMAIIMOHHON 0€30MacHOCTH

oe3omacaocte AC

yrpo3a nH(pOopMarmoHHOM 6€301MacCHOCTH

aTaka Ha aBTOMATU3UPOBAHHYIO CUCTEMY

[IOJIUTUKA OE30MaCHOCTH

Haubonee pacnpocTpaHeHHbIC
YIpo3bl MH(OPMAITUOHHOM
0€e30MacHOCTH

YTPO3bI EIOCTHOCTH

YIpO3bI 3aUTUIIIEHHOCTH

yIpO3bl 6€30MacCHOCTH
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YI'PO3bI TOCTYITHOCTH

yTpo3bl KOHGUACHIIUATBHOCTH

JeiicTBue, mpeAnpUHUMAEMOE
3JIOYMBIIUICHHAKOM,  KOTOpPOE
3aKJII0YAaCTCI B IIOMCKE WM HC-
MOJIb30BAHUHM TOM WIIM WHOM
YS3BUMOCTH CHCTEMBI

KOMIUIEKCHOE o0ecrieueHrne HHPOPMAITMOHHON 0€301acCHOCTH

oe3omacuocts AC

yrpo3a HH(pOpMamoHHON 0e301acHOCTH

aTaka Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

[IOJIUTUKA OE€30aCHOCTH

Cocrosinue 3QLIUIIEHHOCTH | HH(pOpMALMOHHAs 0€3011aCHOCTh
MHOTOHAIIMOHANBHOTO  HAPOJA | §as1aCHOCTE
KaK HOCHUTCIISI CYBEPCHUTETA U
CANHCTBCHHOI'O NCTOYHHUKA 3amuTa HH(bOpMaHHH
BIIACTH HAIMOHAJILHAS 0€30I1aCHOCTD
CBOMNCTBO JaHHEIX OBITH J0C- | KOH(PHUACHIIMATHLHOCTD
TYOHBIMU [JI1 CAHKIUOHHUPO- EJIOCTHOCTD
BAaHHOTI'O ITOJIB30BAHUSA B ITPOU3-
. JIOCTYITHOCTD
BOJIbHBIM MOMECHT BPEMCHU, KO-
raa B O6paH_[€HI/II/I K HUM BO3HHU- aYTeHTI/IqHOCTB
KacT HCO6XOZ[I/IMOCTB aHHeHpreMOCTB
KOH(pHICHIIMATBHOCTh
FapaHTI/ISI TOro, 410 HCTOYHU- IEJIOCTHOCTD
KOM I/IH(i)OpMaLII/II/I ABJIACTCA
JIOCTYITHOCTh
UMEHHO TO JIMIIO, KOTOPOE 3a-
SIBJICHO KaK €€ aBTOp aYTeHTI/IqHOCTB
anmeIupyeMoCcThb
TapanTust Toro, 4to mpu HeoO- | KOH(OUICHIIMATEHOCTD
XOOUMOCTH MOXKHO 6yz[eT AOKa- | 11eJJOCTHOCTh
3aTb, 4YTO aBTOPOM COO6H.[€HI/IH I[OCTYHHOCTI)
HBHHCTC? HUMCHHO TOT 4YCJIOBCK, aYTeHTI/IqHOCTB
KOTOPBIN 3asBJICH KaK €€ aBTOp
W HU KTO APYTOii anmeIupyeMoCcThb

CooTHecuTe UHTEPECH B 00Jac-
TH WHpOpMaLMOHHON Oe3omac-
HOCTH:

1. HarmoHanpHBIE HHTEPECHI

2. VIHTepecsl TMYHOCTH

3. UHTepeckl rocymapcTra

4. NuTepecsl oduiecTa

1. cocrosaT B peain3anii KOHCTUTYIIMOHHBIX IIpaB U CBO60,Z[, B
obecreyeHny JTUYHOU 6G3OHaCHOCTI/I, B IIOBBINICHHUHN Ka4ye€CTBa U
YPOBHA KU3HU, B (bHBI/I‘IGCKOM, AYXOBHOM H HMHTCIIJICKTYAJIbHOM
PA3BUTHUH YCJIOBCKA U I'paKIaHMHA

2. o0ecrmeynBalOTCI WHCTUTYTAMH TOCYJapCTBEHHOW BJIACTH,
OCYIIECTBISIOMMUME CBOM (DYHKIIUU, B TOM YHCJIC BO B3aHMMOJICH-
CTBUHU C JeicTByIOmKUMH Ha ocHOBe Konctutynuu P® u 3akoHo-
natenbcTBa PO 0011eCTBEHHBIMUA OpPTraHU3aIusIMA

3. COCTOSIT B HE3BIOJIEMOCTH KOHCTUTYIITHOHHOTO CTPOSI, CYBEpEHHU-
T€Ta U TEPPUTOPUATILHON LIEIOCTHOCTH Poccuu, B MOJTMTHYECKOM,
YKOHOMHUYECKON W COIMAIBHON CTAOMIIBHOCTH, B O€3yCIOBHOM
o0ecreyeHny 3aKOHHOCTH M TMOJJIEp’KaHUuU MPaBOIOPAIKA, B pas-
BUTHH PABHOMPABHO I'0 U B3aUMOBBITOJIHOIO MEKTyHAPOIHOTO
COTPYJIHUYECTBA

4. cocTOAT B yIPOUEHUHU JEMOKPATUH, B CO3JaHUU ITPaBOBOTO, CO-
[IAAJILHOTO TOCYIapPCTBA, B TIOCTHXKCHUH U TTOJICPKAHUU OOIIECT-
BEHHOT'O COTJIACHs, B [yXOBHOM OOHOBJIeHUHU Poccun

CoOTHECUTE OCHOBHBIC TTOHATHS
B 00jacTH MHGOPMAIIMOHHON

1. ataka

2. ysizBumocth AC
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0€e30MacCHOCTHA

3. yrpo3a 6e3onacHocti AC

4, 3anuiieHHas CUCTeEMa

1. HCKOTOPOC HCYHAAYHOC CBOMCTBO CUCTCMBbI, KOTOPOC JACJIacT
BO3MO’XHBIM BO3SHHUKHOBCHHUEC U PC€ATU3al[UIO YI'PO3bI

2. cEUCTeMa CO CPeJCTBAMU 3allIHUThI, KOTOPBIE ycrenrHo u dddek-
THUBHO MPOTHUBOCTOAT yTPo3aM OE30MaCHOCTH

3. Bo3MOkHbIe Bo3neiicTBug Ha AC, KOTOpbIe IPSIMO HJIM KOCBEH-
HO MOTYT HaHECTH ylIep0 ee 6e30macHOCTH

4. nelicTBUe, MPEINPUHUMAEMOE 3JI0YMBIIUIEHHUKOM, KOTOPOE
3aKJIIOYAETCSl B IOUCKE U UCIIOIb30BAHUM TOM WUJIM UHOM ySI3BUMO-
CTH CUCTEMBI

CooTHecUTe OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrpo3a HapymeHus: KOHGUIESHITATEHOCTH

2. yrpo3a oTKasa Ciryx0

3. yrpo3a HapyUIeHHsI LIeJIOCTHOCTH

1. mo6oe yMBIIIIEHHOE U3MEHEHHE MHPOPMAITUH, XpaHsIIIeHcs B
BC unu nepenaBaemMoii OT OJJHOM CUCTEMBI B APYTYIO

2. BO3HHUKAET BCAKUHM pa3, KOIAa B Pe3yJIbTaTe MPEIHAMEPCHHBIX
JNENCTBUH, MPEANPUHUMAEMBIX JPYTMM I0JIb30BATEIEM WJIM 3J10-

YMBILIUIEHHUKOM, OJIOKHPYETCsl TOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3aKio4yaercs B TOM, YTO MHGOpPMAIUs CTAHOBUTCS H3BECTHOU
TOMY, KTO HE pacroJiaraeT MoJIHOMOYHUSMH JIOCTyIa K Hel

CootHecute  KJaccU(UKAIHIO
yTpo3 IO PSRy MPU3HAKOB

. IO IPUPOJI€ BO3SHUKHOBEHUS

. IO HEMOCPEICTBEHHOMY MCTOYHUKY

. IO cTerneHu Bo3aercTeug Ha AC

. TI0 croco0y goctyma K pecypcam AC

. IIAaCCUBHBIC U aKTHBHBbIC

NP BAWN -

. HalIpaBJICHHBIC HA NUCIIOJIb30BAHUC IMIPAMOTO CTAHAAPTHOT'O IIYTHU
JOCTyTa K pecypcaM U HampaBjeHHbIE Ha UCIIOIb30BAHUE CKPBITO-
o HECTAaHJAPTHOTO JocTyna kK pecypcam AC

3. eCTeCTBEHHEBIE WU HCKYCCTBCHHBIC

4. mpupojHas cpela, 4ellOBEK, CAHKIMOHUPOBAHHBIE MPOrpaMM-
HBIE CPEJICTBA U HECAaHKLIMOHUPOBAHHBIE IIPOIPAMMHBIE CPEICTBA

Yto Takoe cepTU(UKAIINS

MOJTBEP)K/IEHUE COOTBETCTBUS MPOMYKLUUU WU YCIyr YCTaHOB-
JICHHBIM TPEeOOBAHUSM WM CTaHIapTaM

MOJITBEP)K/IEHUE COOTBETCTBUS MPOIYKIIMH, HO HE YCIYT YCTaHOB-
JICHHBIM TPEeOOBAHUSM WM CTaHIapTaM

MIOATBEPKIECHNUE COOTBETCTBUS YCIIYT, HO HE IPOAYKILUU YCTaHOB-
JIEHHBIM TPEeOOBaHUAM WM CTaHJApTaM

Yro Takoe cepTudurar?

JOKYMEHT, TIOJATBEPKIAIOIINNA COOTBETCTBHE CPEICTBA 3aIIHTHI
uHpopManuu TpeOOBaHUAM 10 0€30MacCHOCTH HH(POPMAITUU

JOKYMEHT, TIOJATBEPKIAIOIINNA COOTBETCTBHE CPEICTBA 3aIIHTHI
uHpopManuu TpeOOBaHUSAM 110 XPaHEHUIO HH(OpMAITHH

JOKYMEHT, TIOJATBEP KIAIOIINNA COOTBETCTBHE CPEICTBA 3aIIHTHI
uHpopManuu TpeOoBaHUAM 110 00paboTKe HHpOpMaUN

Kak wmaspIBaeTcsa NHIIO, caMo-
CTOSITENIBHO co37aBIiiiee MHGOP-
Maruio Iu00 TOJIy4YHBIIEES Ha
OCHOBaHUH 3aKOHA WM JIOTOBO-

CyOBEKT MepCOHANBHBIX TaHHBIX

orepatrop HH(PpOPMAITMOHHON CHCTEMBI
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pa mpaBo pa3pemarh Wik Orpa-
HHAYMBATh JOCTYN K HH(pOpMa-
MM, OMPEICIAEMON M0 KaKUM-
100 mpu3HaKam? CyOBeKT nHbopMaLHH

obnagaTenh HHPOPMAITHH

Bonpocs! k komiuiekcHomy 3aganuio TK1

1. Yro Ttakoe undopmaimonHas 06e30macHOCTh?

2. [lepeuncnure BakHeNIME acCIEKThl HHPOPMALIMOHHOM 0€30M1aCHOCTH.

3. [lepeuncante ypoBHU 3aIUTHI HH()OPMALIHH.

4. Oxapaktepusyiite yrpo3sl HHHOPMALMOHHON O€30MaCHOCTH: PACKPBITHS
LIEJIOCTHOCTH, OTKa3 B 00CTY>KUBaHUU.

5. O0bsicCHUTE NPUINHBI KOMITBIOTEPHBIX IPECTYTICHUH.

6. OnummTe OCHOBHBIE TEXHOJIOTMH KOMIIBIOTEPHBIX TPECTYTICHUH.

7. [lepeuncnure Mepsbl 3aUTH THPOPMAITMOHHOMN 0€30MMaCHOCTH.

8. [lepeuncnauTe Mepsl MPEIOCTOPOKHOCTH TIPpU pabOTE C LETBIO 3alUThl UH-
dopmaruu.

9. OnummMTe OCHOBHBIE MEPHI 3AIMTHI HOCUTENEH HHPOPMAITUH.

10. ITouyemy noakirO4YeHHE K II00ATBHOM KOMIBIOTEpHON ceTu HTepHET
IpeicTaBIsgeT cOO0M yrpo3y /s HGOPMAIIMOHHOM Oe30macHoCTU?

11. OnummMre, KaKk UCHOJIB30BAHUE AJIEKTPOHHOW MOYTHI CO3/AET yIpo3y HH-
dbopmanmonnoi Oe3onacHoctu. Kakne mepbl obecnieunBaioT 0€30MacHOe MCIIOIb30-
Banue e-mail?

12. Kakue cyliecTByl0T MEK/yHapOIHbIE U POCCUIICKUE CTaHAAPTHI B 001acTH
0€30MMacHOCTH KOMIIBIOTEPHBIX CUCTEM M MH(DOPMAILIMOHHBIX TEXHOJIOTHIN?

13. Kpurepuu 6€30mMacHOCTH KOMIBIOTEPHBIX CUCTEM MHHHCTEPCTBA 00OPOHBI
CHIA (“OpankeBast kKHUTa”).

14. PyxoBoasimue 10KyMeHThI ['ocTexkomuccuu Poccun.

15. MexayHapoHbie cTaHaapThl HHGOpMaIMoOHHON O6e3omacHocTu. CTaHmapT
ISO/IEC 15408 "O6mue kputepun". Onucanue TpeOOBaHUM O€30MaCHOCTH U Xapak-
TEPUCTUK YTPO3.

Jiisa Trekymero kourpoJs TK2:

IIpoBepsiemast KOMIIETEHUMS:

Kon u HauMeHOBaHME KOMIIETCHIINH Kon 1 HanMeHOBaHME HHANKATOPA
OI1K-4. Cnoco6en moanmMath nmpuHIUIbl pa- | OI1K-4.2. Brmaneer HaBbIkaMu MpUMEHEHUS UPPO-
0O0TBI COBpEMEHHBIX MH(DOPMAIIMIOHHBIX T€X- | BBIX TEXHOJOTUH IS pelIeHUs 3a/1a4 podeccuo-
HOJIOTHI U UCTIONB30BaTh UX JIJISI pEILICHUs HaJIbHON JIEATENBHOCTH C YY€TOM OCHOBHBIX TpeOo-
3a/1a4 IpohecCHOHATBHOM IeSITeTbHOCTH BaHUI HH(OPMAIIMOHHOH 0€30MacHOCTH
Tect
Bonpoc Bapuanmer omeema

Kakoit oOmmit ymep6 mo |4

JAHHBIM Huctutyra 34
KomnerotepHoit
be3omacuoctun HaHEeCIH 54

KOMIIBIOTEPHBIE BUPYCHI 3a 74
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nmocienHue S Jer, (MIpA. 94

ot CHIA)?

I1o JAHHBIM J)KypHaia | 500000

(<Security MagaZine», 1000000

cpenHuil pasmep ymepda oT 1500000

KOMITHIOTEPHOTO

MotenHIyectBa coctapmter | 2000000

(I[OJ'IJ'I. CI_HA) 2500000
mporiecc  cOopa,  HaKOIUIeHWs,  OOpaOOTKH,  XpaHCHHS,
pacripenieneHus 1 moucka nHpopmauu
npeoOpazoBaHne  HWHPOpMANMHM, B  PE3yibTaTe€  KOTOPOTO
colepkaHue HMHQPOPMAIUM  CTAHOBUTCS  HETOHATHBIM IS
cyObeKTa, He HIMEIOLIEero TOCTyTa

HIudposanre wuHbOpMaAIMK | TONyYeHHE  CYOBEKTOM  BO3MOXHOCTH  O3HAKOMJICHHS  C

9TO

uH(opMalrei, B TOM YUCIIe TP TOMOIIN TEXHUUECKUX CPEICTB

COBOKYITHOCTb INPaBHJI, PErJIaMEHTUPYIOMINUX MOPSIOK U YCIOBUS
J0CTyTa cyObeKTa K HH(OPMAIMH U €€ HOCUTEISIM

JeSITeIbHOCTh 10 MNPEJOTBPALICHUIO YTEUKH HH(pOpMaluHy,
HECAaHKITMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3/ICHCTBHUI Ha
Heé

Ilo aHHBIM I'maBuoro | 2
MH(pOPMALOHHOTO  LEHTPA | D §
MBJI Poccuu KoJIMYECTBO 3
KOMIThIOTEPHBIX
IIPECTYIUICHUN €XEroJHo 3,5
yBeIU4YMBaeTcs B (paza) 4
ITo JTAHHBIM ['maBHOTO | 6
uHopMaronHoro  uenrpa | 60
MBJI Poccun exeroansiii | 160
pasmep MarepuaiabHoro | 600
ymiep6a OT KOMITBIOTEPHBIX
IPECTYIUIEHUN COCTaBIISIET 1600
OKOJIO (MJIH. pyOIIeit)
ITo NAHHBIM I'nmaBnoro | 7
UHPOPMALIMOHHOTO  IIEHTpa
MB/JI Poccun CpeHui 1,7
y1epo, MIPUYUHSIEMBIN 27
norepresiieMy ot 1 '
KOMIIBIOTEPHOT'O 3,7
MPECTYIUICHUS, paBeH (MJIH.
pyouieii) 47
OcHoBHOE CpEaACTBO, I/II[GHTI/I(bI/IKaI_[I/IH
obecrnieunBaroIiee

ayTeHTU(UKAIHSL
KOH(pHICHIIMATBHOCTh
uH(pOpMaIlMK, TIOCHUIAEMOM | ABTOPU3ALIHS
MO OTKPBITEIM  KaHANaM | yicnentysa
nepefayd JaHHBIX, B TOM
YHUCIIe, IO CETH UHTEPHET mrQposanue
s 6e3omacHoi mepemadyn | WWW
JIAHHBIX o ka"asaMm | dicom
WHTEPHET HCIIOJIB3YETCS vpn
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TEXHOJIOTHSI ftp

xml
Kommneke anmnapaTHbIX

AHTUBUPYC
U/ IIPOrPaMMHBIX
CPEICTB, OCYLIECTBIISIIOLIUI
PEAICTB, ym Hl 3aMOK
KOHTPOJb U (UIBTPALUIO
CETEBOTO Tpaduka B

OpanIMaysp
COOTBETCTBUU C 33JaHHBIMU
IpaBUJIaMU U 3allUIIAOIUN
p Hmarort KpunTorpadus
KOMIIBIOTEPHBIE ~ CETH  OT
HECaHKIMOHUPOBAHHOTO

JKCIIepTHas cucTeMa
JOCTyTa
[Ipouenypa, mposepsromas, | MICHTHQHKALNSL
MMEET JIU M0JIb30BaTelNb C ayTeHTUu(dUKaIus
PEIbSBICHHBIM cTpatuduKanms
UACHTU(PUKATOPOM TPaBO HA | perHUCTpaIUs
JOCTYII K Pecypcy 3TO ABTOPHU3ALIUS

coJiepKath HUQPPbI U OYKBbI, 3HAKK MIPEMUHAHUS U OBITH CIIOKHBIM
JUISL yraJlbIBaHus

coJiepKaTh TOIBKO IUQPHI

[Maposp MOJIB30BATEIIS | COAEPIKATh TOJIBKO OYKBBI

JOJIKEH UMETh SBHYIO MPUBS3KY K BIAACNbILy (€ro MMs, J1aTa POXKICHHS,
HOMep TenedoHa U T.11.)
OBITH MPOCTBIM U JIETKO 3allOMHHATHCS, Hanmpumep «123», «111»,
«gwerty» u 1.1.

[TnactukoBas KapTO4Ka, | TOKeH

coJepKariast YU UL | password

KpHnTorpa(llquCKHx Haporh

BBIUMCIICHUIA ¥ BCTPOCHHYIO login

3alIMINCHAYI0 TIaMATh ISt
XpaHeHus1 THGOpMaIu

cMapT-KapTa

YcerpoiicTBo TUTSt
UIeHTU(DUKAITIN
MOJIb30BaTeIIEH,
MIPEICTABIISIIONIEE co0oit
MOOUIIPHOE  TIEPCOHAIBLHOE

YCTPOMCTBO, HAITOMUHAIOIIINE
MaJICHBKHM  TIEUIKEp, HE
MOJICOeINHSAEMbIE K
KOMIIBIOTEPY M  HUMEIOIIne
COOCTBEHHBI HCTOYHUK
NUTaHUS

TOKCH

aBTOHOMHEIN TOKEH

USB-token

ycrpoiicTBo iButton

cMapT-KapTa

HocTtyn  mosb3oBaTtens K
WH(pOPMaAIMOHHBIM pecypcam
KoMmmpoTepa u /Wi
JIOKaJIbHOM BBIYUCIUTEIBHON
CeTH TPEINPUSTUS JTOJIKCH
pa3pemarsCcs TOIbKO MOCIe:

BKJIFOUCHUS KOMIIBIOTCPA

UACHTU(DUKAIMY 10 JIOTUHY U TapOJII0

3arpoca MacCIoOpTHBIX JaHHBIX

3arpoca IOMCHHOT'O UMCHHU

3anpoca OO

ONEKTPOHHBIE
HpeHa3HAYCHBI IS ...

3aMKH

o0ecrieyeHHs IOBEPEHHON 3arpy3Ku KOMITbIOTEpa M KOHTPOJIS Iie-
JIOCTHOCTH (DaiJIOB B CUCTEMAX

CKaHHUPOBAaHHA OTIICYATKOB IAJIBIICB




Bonpoc

Bapuanmbl omeenma

IIPOBEPKH CKOPOCTH U 3arpy3Kku ¢aiinos

00111er0 KOHTPOJIS

I/II[GHTI/I(bI/IKaI_[I/II/I IIOJIB30BaTCIIA

ONEeKTPOHHBIC 3aMKU TTpeIHa-
3HAYEHBI IJIS:

XpaHeHHs 60IbIIOro 00beMa KOH(UACHINAIBHOW HHPOPMALIUT

3allUThl NEPUMETPA KOPIIOPATUBHON CETH

HaJISKHOU ayTeHTU(UKAITUN U UISHTH(UKAIIIN TI0JIb30BaTeNICH

OJIOKMPOBAHHS KOMITBIOTEPA BO BPEMsI OTCYTCTBHSI ITOJIb30BaTEIIs
Ha pabovem MecTe

Jost 3alIUTEI
3JI0YMBIIIJICHHUKOB
HE00XOANMO UCIOJIB30BaTh

oT

CHCTEMHOE NPOrpaMMHOE oOecrieueHne

NPUKJIAJHOE IPOTPAaMMHOE 00ECTIeYeHHE

AHTUBUPYCHBIE IPOTPaAMMBbI

KOMIIBIOTEPHBIE UTPBI

MY3BIKY, BUIEO(DHUIBEMBI

armapaTHbIi KOHTPOJIEP

3JIEKTPOHHBINA 3aMOK

CHUCTCMA KOHTPOJIA

CETeBOM amanTep

KOMMPOBAJILHBIN ammapar

AnmnaparHble MOAYJIU
JIOBEPEHHOM 3arpy3Ku
«AKKOP/I-AM/]I3»
MIPEACTABIISIIOT COOOM. ..
[Ipocreitmmm crocooom
uACHTU(DUKAITIH B
KOMIBIOTEPHOI cUcTemMe
SIBJISIETCS BBO/JI
UICHTU(PHUKATOPA
MOJIB30BaTEN, KOTOPBII

HMCCT CJICAYIOIICC HA3BAHUC

TOKCH

password

napoib

login

cMapT-KapTa

Uro0bl noamucaTh COOOIIEHUE
3JEKTPOHHON @ poBoit
MOJIUCHIO, HCIIOJB3YIOTCS

OTKPBITBIN KJIHOY OTHPAaBUTENS

OTKPBITBIN KJIHOY MOJTy4aTess

3aKpBITBIﬁ KJIFOY OTIIPABUTCIIA

3aKPBITHIN KJIHOY MTOJTy4aTesst

KakoBa  mocnenoBaTelIbHOCTD
MOAMHMCAHUSA  COOOLIEHUH ¢
rmomonIsro DLI1?

BBIYHCIIACTCS X3III, 3aTEM X3III SaIHI/I(prBI)IBaCTCH

cooOmieHue  3amu@pOBBIBACTCS,  TOCIE  YEro
XOIIUPYETCS

pe3ynbTar

IpY MOANMUCAHUM COOOIIeHNE 3aIu(POBBIBACTCS, IPU HPOBEPKE
BBIYHCIIICTCS XD

BBIYUCIISICTCS XOUI HMCXOIHOTO COOOIIEHUS, TOCJIE 4Yero OHO
3a(pPOBBIBACTCS

B d4em 3akmouaercs Takoe
CBOMCTBO (yHKIMH
x3mupoBanus H kak croiikocth
K KOJUTM3USM IIepBOTO poaa?

Uit TF000r0 X31ma N TOMKHO OBITh MPAKTUYECKH HEBO3MOXKHO
BBIYUCIIUTH WJIH 110100path Takoe X, uto H(X) = h

JOJI?KHO 6I>ITB MPAaKTUYCCKHU HCBO3MOXKHO BBIYUCIIHUTL HWJIN
noao0parh J00yI0 Mapy pa3IudHBIX COOOIICHHH X U Y IS
koTopbix H(X) = H(y)

JUIMHA XOMIa JOJDKHA OBITh (UKCUPOBAHHOW HE3aBHCHMO OT
JUIMHBI BXOJHOTO COOOIIEHUS

Bupycel, He cBs3bIBaroue
cBOM Komuu C (haiimamu, a co3-
JAIOIINE CBOM KOMHW Ha IHC-
Kax, He M3MEHssI ApyTrux (aii-
JIOB, Ha3bIBAIOTCS

KOMIIAaHbOH - BUPYCaMHU

YepBU

MapasuTHICCKUC

pU3paKu

CTeJIC-BUPYCHI

AHTHBHpYCHas nporpamMma

PEBU30pOM
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MPHUHLKI pabOThl, KOTOPOH OC-
HOBaH Ha TpoBepke (Daiios,
CEKTOPOB U CHUCTEMHOI MaMsaTH
U MOHWCKE B HUX HM3BECTHBIX U
HOBBIX BUPYCOB Ha3bIBACTCSI

UMMYHH3aTOPOM

CKaHEepOM

JIOKTOpa H (haru

Vka3zaTh HEIOCTAaTKH, WMEIO-
myecss y aHTUBUPYCHOM Mpo-
rpamMMBbI PEBU30P

HECIIOCOOHOCThL ITOMMAaTh BUPYC B MOMCHT C€T0 IIOJABJICHUSA B
CHCTEMCE

HeOOoJIbIIas CKOPOCTh MOMCKA BUPYCOB

HEBO3MOKHOCTH OIPENIEIUTh BUPYC B HOBBIX (haiimax

BCE€ BapUaHThI BEPHBI

K mocromHcTBaM TEXHHMYECKUX
CpEACTB 3alIUThl OTHOCATCA

PEryJIsIpHBII KOHTPOJIb

CO3JaHHUE KOMIIIIECKCHBIX CHUCTEM 3alllUThI

CTENEHb CI0XKHOCTU YCTPOHCTBA

BCE BapUaHThI BEPHBI

OTacHbIe
daiinoBsie

B xnaccudukaimio BUpycoB mo | PE3UJICHTHbBIC

Croco0y 3apaskeHUsI BXOIST 3arpy304HbIe
(baimoBO-3arpy304HbIC
HEpE3UJICHTHbIE
YepBU

K BHupycam U3MEHSIOIIUM cpey | CTYIEHYECKHE

OOHMTAHHST OTHOCSITCS: nonuMophHbIe
CIIyTHUKH

Bupycel, He cBssbiBaromue | KOMIIAHBOH - BUpyCAMU

cBoM Komwu C (hainmamu, a co3- | ICPBU

JaloNie CBOM KOMWH Ha JHC- | CTEJIC - BUPYCHI

Kax, He M3MEHSSI APyTrux ai- MaKpOBUPYCHI

JIOB, HA3BIBAIOTCS pU3paKH
YepBU

K Bupycam He U3MEHSIOIIMM CTEJIC-BUPYCEHI

cpely OGHTaHHsI OTHOCSITCS no1uMophHbIe
CIyTHUKH

Hekortopoe cekpeTtHoe Kkonnde-
CTBO HH(OpPMALIUU, H3BECTHOE
TOJIBKO TIOJB30BATeNI0 W Ta-
pOJIBHON  cuCTEeMEe, KOTOpOe
MOKET OBITh 3aIIOMHEHO MOJIb-
30BaTeNeM W TPEIbSBICHO IS
MPOXOXKICHUS TPOLETYPHl ay-
TEHTU(UKALMH — 3TO ....

I/II[GHTI/I(bI/IKaTOp II0JIB30BATCIA

MapoJib IOJIb30BaATCIIA

YUE€THAA 3allMCh IOJIb30BaTCIIA

napoJjibHas CuCTeMa

UccnemoBanne  BO3MOXKHOCTH
pacmudpoBanus HHPOPMAITAH
0e3 3HaHMS KITtoueH

KPHIITOJIOTHA

Kpunrorpadus

KpUIITOAHAJIN3

B3JIOM

HECaHKITMOHUPOBAHHBIN TIOCTYTI

XpaHeHue maposieu
OCYILECTBIISThCS

MOXET

B BUJIE CBEPTOK

B OTKPBITOM BHJEC

B 3aKPBITOM BUIC

B 3aIM()POBAaHHOM BHUJIE
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BCC BAPUAHTLI OTBCTA BCPHBI

CooTHECUTE OCHOBHBIE MCTOIbI
MOJIy4CHUs r[aponeﬁ

1. meTon ToTaNIBHOTO TIEpebopa

2. coBapHas aTaka

3. moy4yeHue mapojei U3 caMoil CUCTEMbI Ha OCHOBE MPOTPaAMM-
HOM W aIlapaTHOW peaan3alii KOHKPETHOW CUCTEMBI

4. mpoBepKa IapoJeil, ycTaHaBIMBaeMbIX B CHUCTEMaX IO yMOJI4a-
HUIO

1. nns mepebopa MCHONB3yeTCs CIOBaph Hamboliee BEPOSITHBIX
KIIIOUen

2. IByMSI BOBMOKHOCTSIMU BBISICHEHUSI TTAPOJIsl SIBIISIOTCS: HECAHK-
IMOHUPOBAHHBIN JOCTYN K HOCUTEIIO, COJIEpKalleMy MapoiIu, JIu-
00 MCNOJIB30BaHUE YA3BUMOCTEN

3. OIpOOBIBAIOTCS BCE KITIOUH MOCIIEAOBATENBHO, OAHH 32 IPYTHM

4. maposib, yCTaHOBJICHHBIN (pupMOi-pa3pabOTYMKOM MO yMOJI4a-
HUIO, OCTAETCsI OCHOBHBIM I1apOJIEM B CUCTEME

CootHecute (QyHKINH, BBIION-
HSEMBIC TEXHUYECKUMH CPEICT-
BaMH 3aIUTHI

1. BHEmIHAA 3aIUTa

2. OIIO3HABAHUE

3. BHYTPEHHSIS 3aIlIUTa

1. 3amuTa OT BO3MEUCTBHS J1eCTA0OMIM3UPYIONUX (PaKTOpOB, MPO-
SIBJISTFOIIIUXCS. HETIOCPEJCTBEHHO B CpeAcTBax oOpaboTku mHQOP-
MaIiu

2. 3aIIMTa OT BO3JCHCTBHS JeCTaOMIM3UpYOMuUX (HakTopoB, Mpo-
SIBJIIOIIMXCS 3a NpeAenaMu ocHOBHBIX cpeacts ACO/]

3. cnieuuduueckas rpyrmmna cpeicTB, NMpeAHa3HAYEHHbBIX IJIS OMO-
3HABAaHMUSI JIIOJIEH 10 PA3IUYHBIM UHIANBUAYATbHBIM XapaKTepH-
CTHKaM

OnekTpoHHas 1udpoBas MOJ-
MUCh B DJIEKTPOHHOM JIOKYMEH-
T¢ paBHO3HAYHA COOCTBEHHO-
PYYHOI TOANKMCH B JOKYMCHTE
Ha OyMa)XHOM HOCHTEIEC IIPH
OJIHOBPEMEHHOM  COOJIFOICHUHU
CIIEYIOIINX YCIOBHM:

cepruduKaT KJIrOYa TMOMUCH, OTHOCSIIUICS K 3TOH 3IEKTPOHHOM
u(poBOH MOANMUCH, HE yTPATUI CHIIy (IEHCTBYET) HA MOMEHT
MPOBEPKHU WJIM HA MOMEHT MOAMKMCAHUS JIEKTPOHHOTO JTOKYMEHTA
IpU HAJUYUU JOKA3aTEeNbCTB, OMPEIEISIIONIMX MOMEHT

MO CaHUS

HOATBEPXK/IeHA MOUIMHHOCTD 3JEKTPOHHON ITU(PPOBOH MOANUCH B
AJIEKTPOHHOM JOKYMEHTE

SJICKTPOHHAA I_[I/I(prBa}I MnoANnUucCh HUCIHOJB3YCTCA B COOTBCTCTBHUU
CO CBCACHUAMU, YKA3aHHBIMU B CGpTI/I(bI/IKaTG KJIr0O4a 1nmoaInmnucu

BCPHEI BCC BAPHUAHTHL

Co3nanue KITIo4eH
3JICKTPOHHBIX UG POBBIX
MOJIUCEH OCYIIECTBISCTCS IS
HCIIOJIb30BaHU B

UH(POPMALIMOHHOM crcTeMe OOIIEro MOIb30BaHUS €€ YUaCTHUKOM
WJIH 110 €0 00PAIIEHHIO YJOCTOBEPSIOIINM IEHTPOM

KOPIIOPAaTHUBHOM  MH(OPMAIIMOHHOH  CUCTeME B
YCTaHOBJICHHOM B 3TOM CUCTEME

MOPsIZIKE,

BEpPHBI 00a BApUAHTHI

Yem ompeaenseTcs ypOBEHb
HaJICKHOCTH MPUMEHSIEMbBIX
KpUNTOrpaduuIeCKUX
npeoOpazoBaHUA

3HAYCHHWEM JOMyCTUMOW BEPOSITHOCTH HEHCIPABHOCTEH WA
C60€B, MMPUBOAAIINX K MOJIyUYCHUTIO 3JIOYMBIIIJICHHUKOM
JOTIOJTHUTEILHON MH(OpPMAIIUKA O KPUNITOTpadrIecKux
peoOpa3oBaHUIX

CITOYKHOCTBIO KOMOMHAIIMA CHMBOJIOB, BBIOPAHHBIX CITyYailHBIM
obOpa3om

UCIIOJIb30BaHUEM OOJIBILIOTO YHCIA KIFOUYEH IS IU(pPOBaHUS
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OTHOIIIGHHEM KOJHYeCTBa Jaemu(poBaHHOW HHPOPMALMH K
o0meMy KoJnuecTBy mu(poBaHHONW WH(MOpPMAIUH, TOJISKAIICH
JemuppoBaHHIO

Kak WHa4e Ha3bIBACTCS
CHMMeTpHUYHOE ] poBaHne

HIU(PPOBaHUE C 3aKPHITHIM KIIOYOM

mudposanue metogoM beiitca

HIUPPOBaHUE C OTKPHITHIM KIFOUYOM

mudpoBaHue ¢ IEPEMEHHBIM KIIOUOM

Kakoit aJITOPUTM HE
WCTIOTB3YeTCS npu
CUMMETPUYHOM MU POBAHUN

MOTOYHOE MU(POBAHKE

noouToBoe mudppoBaHUe

650yHOE MU poBaHUE

anroputm Onb-I"amans

Yro sBigeTcs NMpeuMyILIECTBOM
CUMMETPUYHOTO N POBAHUS

CKOPOCTH BBITIOJTHEHUSI KPUIITOTPAhUIECKUX MPeoOpazoBaHUM

JIETKOCTh BHECEHMSI U3MEHEHUH B aJITOPUTM NG POBaHUS

CEKPETHBIN KIII0Y M3BECTEH TOJBKO IMOJyYaTeNto MH(pOpMauu u
NepBOHAYANILHBIA OOMEH He TpeOyeT mepeiaun CEKpEeTHOTo Kiroya

OpPUMEHEHHEe B CHCTeMax ayTeHTU(QUKauud (IJIEKTPOHHAS
TTOJIITUCB )

Kak Ha3piBaeTcs «ucTopuye-
ckuit» mudp, B KOTOPOM KaxK-
masi OykBa HCXOMHOTO TEKCTa
3aMeHsIach OYKBOHM, cCTosIei
Ha HEKOTOpoe (DMKCUPOBAHHOE
YHUCIIO MECT Jlajibllie B ajdasu-

mmdp Mapkosa

mudp Lesaps

mudp IHUTrMa

T€, O TNPUMEHEHHH KOTOPOTO
HUMEIOTCS JIOKYMEHTaJIbHbIC
CBUIETENILCTBA? mudp bodumxa

CUMMETPUYHBIE KPUIITOCUCTEMBI

KPUITOCUCTEMBI C OTKPBITHIM KIIFOUOM

. | KpUIITOCHCTEMBI ¢ TyOJIMPOBAHUEM 3aITUTHI

Paznenbl COBpPEMEHHOM = v

CHUCTEMBI SJIEKTPOHHOU (P POBON MOATIHCH
Kpurrrorpaduu:

yIpaBieHUE MaposiMu

yIIpaBJICHUE NIEpeNadei TaHHbIX

yIpaBieHUE KIIIoYaMu

ABTOpU3alKeil Ha3bIBaeTCA

IpoIiecc, MOCPEACTBOM KOTOPOTro MACHTU(UKALUS Ipenoarae-
MO JINYHOCTHU MPOBEPSETCS HA OCHOBE JIOKYMEHTa, YAOCTOBE-
PAIOLIETo JINYHOCTh

ayTeHTU(UKalKsl OCHOBAHHAs Ha JIBYX Pa3HBIX THUIAX HIECHTU(U-
KallUH.

4acTb UACHTUYHOCTH, KOTOpasi OTPaXXacT ONPEACICHHYIO BPOXK-
JICHHYI0 0COOEHHOCTh JIMYHOCTH, TO €CTh TO YTO CBSI3aHO C KOH-
KPETHOM JINYHOCTBIO

[Iporecc, KOTOPBIM AaeT (MK OTKIIOYAET) MpaBo JAOCTyma K (ce-
TEBBIM) pecypcam

AyTenTudukanms - 3TO
nporecc MPOBEPKHU
npernoiaraeMoil  MOJTMHHOCTH
JUYHOCTH  HA  OCHOBaHHH
KaKoro-nmubo  yI0CTOBEPEHUS
JUYHOCTH, KOTOPOE MOXKET
OBITH

YTO-TO, UTO BBI 3HACTC

YTO-TO, YTO Y Bac €CTh

TO, YEM BBbI ABJIICTCCH

JIBOMHOM 3aIIMTON Ha3bIBACTCS

ayTeHTU(UKaLKsI Ha OCHOBE JABYX MICHTU(UKATOPOB.
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ayTeHTUUKAIUS
uAcHTU(DUKAITIH

OCHOBaHa Ha JABYX Pa3HBIX THUIIaxX

aYTeHTI/I(l)I/IKaHI/IH, OCHOBAaHHAsA Ha [IBYX WA Ooiee PA3INIHBIX
TUIIaX I/I,Z[GHTI/I(bI/IKaI_II/II/I

IMepeuncnnre BaXKHbIC yYCTHBIC
3alMMcH  JUISL  TI0JIb30BATeNst
Hutepuera, rie HYXHO
UCTIONIb30BaTh  JIBYXATAIHYIO
ayTeHTU(HUKALINIO?

YUYCTHELIC 3allMCH JIA BXOJ4d B 0aHK

YUETHBIE 3aliCH, COJepXkale KOHPHICHIHATBHYIO JHUYHYIO
nHpopmaruio

aZipeca AJIEKTPOHHOW MOYTHI, HA KOTOpPbIE Bbl MOXKETE 3aKa3aTh
HAaIIOMHMHAHUA TapoJIst JUI APYTUX BeO-cpel

YUYETHBIC 3allUCHU COLMUAJIBHBIX cerei

YUYETHBIE 3alUCH CITY)KO C TIOMOIIBI0 KOTOPBIX BXOJST B JIPYTHE
BEO-CITy)OBI

ANTOpuUTMBI IU(POBAHUS C OT-
KPBITBIM KJIFOUOM TO-APYTOMY
Ha3bIBAIOTCS

ACUMMETPUYHBIMH AITOPUTMAMHU MU(PPOBAHUS

CUMMETPUYHBIMHU AJITOPUTMAMU UG POBAHUS

OJTHOCTOPOHHUMH AITOPUTMaMU MU(PPOBAHUS

MIOMEXO0YCTOMYUBBIMH aJIrOpUTMaMU MHU(PPOBaHUS

ACHUMMETPUYHBIE  alTOPUTMBI
mdpoBaHus TO-APYroMy Ha-
3BIBAIOTCA

ITOPUTMaMH IIH(PPOBAHUS C OTKPHITHIM KIIIOUOM

CUMMETPUYHBIMU AJITOPUTMaMU UG POBAHUS

OJIHOCTOPOHHUMHU aJITOPUTMaMHU HIHU(PPOBAHUS

MIOMEX0YCTOWYMBBIMHU AITOPUTMAMU MU(PPOBAHUS

Marematrueckass QyHKIUS, KO-
TOPYI0 OTHOCHTEIHHO  JIETKO
BBIYUCIUTh, HO TPYJHO HalTH
10 3HAYCHUIO0 (PYHKIUU COOT-
BETCTBYIOIIIEC 3HAYCHHE apry-
MEHTa, Ha3bIBACTCS B KPHUIITO-
rpaduun

Kpunrorpaduyeckoit pyHKIuEH

OJTHOCTOPOHHEN (yHKIIHEH

bynkuuent uddu-Xenmmana

byHkumen Ditnepa

OnHocTopoHHHUE (YHKIUH, TO
ecTh (YHKIIUH, KOTOPbIE OTHO-
CUTEJIBHO JIETKO BBIYUCIHUTDH, HO
MPaKTUYECKU HEBO3MOXHO Haii-
TH TI0 3HAYEHHIO (YHKIHU CO-
OTBETCTBYIOIIEE 3HAYCHUE ap-
TyMEHTa, MOXHO HCIOJIb30BaTh
JUTS

dbopMHUpOBaHUSI XEII-KOIOB

mudpoBaHUs COOOIICHUI

dbopmupoBanus THPPOBON TTOAMUCH

KOHTPOJIS U HCTIPaBIICHUsI OIIMOOK IpH Tepeiadye nHpopMauu

Uto sBIseTcsS OCOOEHHOCTHIO
cUCTeM IIHU(PPOBAHUSA C OTKPHI-
TBIM KJIFOUOM IO CPaBHEHHIO ¢
CHUMMETPUYHBIMA  CHCTEMaMHU
i poBaHus?

BO3MOKHOCTh MIM(POBAHUS KaK TEKCTOBOHM, TaK W rpaduyuecKon
uHpopmaruu

BBICOKAsi CKOPOCTb ITPOIECCOB N pOBaHHsI/paciinpoBaHUS

HCIIOJIb30BAHUEC MAJIOI'0 KOJIMYCCTBA BBIYUCIIUTCIBbHBIX PECYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  MpPEIBAPUTEIBHOM  Mepenadu
CEKPETHOI'O KJII04a 110 HaJAEKHOMY KaHaly CBA3U

Jns  pemieHuss Kakux —3aaad
MO>XHO HCIIOJIb30BaTh aJIrOPUT-
MBI ITU(GPOBAHUSA C OTKPBITHIM
KITF0o4oM?

JJIsA H_II/I(prBaHI/DI NepeAaBaCMbIX U XpPaHHUMBIX JAHHBIX B LCJIIAX
HX 3al0UTHI OT HCCAHKIITMOHUPOBAHHOI'O JOCTYIIAa

i GopMUpOBaHHUS LUGPPOBONW TOIMMCH TOJ 3JIEKTPOHHBIMHU
JOKyMEHTaMU

JUISL pacIpelielIeHus CEKPETHBIX KIIOUYEH, MCIIOJIb3YEMBIX IIOTOM
npu WK pPOBaHUH JOKYMEHTOB CUMMETPHUYHBIMU METOIAMH

IS IIOMEX0YCTOMYUBOIO KOJIUPOBAHUS repeaaBacMbIX
COOOIIIEHU I

YUro sBusercs HCIOCTAaTKOM

HU3Kas CKOPOCTh MPOIECCOB MHU(PpoBaHU-pacuGpOBaAHUS




Bonpoc

Bapuanmbl omeenma

CUCTEMBI UG POBAHUS C OT-
KPBITBIM KITFOUOM?

HEOOXOAMMOCTh OOHOBJICHHSI KIJIFO4Ya IIOCJIEe Kaxkaoro ¢akra
nepeaaan

OTCYTCTBHE  HEOOXOIMMOCTH  IPEIBAPUTEIBbHOM
CEKPETHOI'0 KJII0Ya 110 HaIEKHOMY KaHaIly

nepenadn

HEOOXOIUMOCTh TIPEBAPUTEIHLHON MEepelaur CEKPETHOTO KITrYa
M0 HAAEKHOMY KaHaITy

Yrto Ha3BIBAIOT 3aKPbITBIM KIJIHO-

KITIOY, KOTOPBII TOJIKEH XPaHUTHCS B CEKPETe

KJTI0Y, KOTOPBIil HE00sI3aTeNIbHO XPAHUTh B CEKPETE

4OM B aCHMMETPHYHBIX METO- | JIIOOOW  KIJIFOY, HCIOJB3YeMbIH 11  IHUpOBaHUS WU
nax mmdpoBaHus? pacmudpoBaHus
KITF0Y, KOTOPBIA UCIIOJIB3YETCS NSl BBIPAOOTKHM UMHUTOBCTABKH
KJIFOY, KOTOPBIN JTOJKEH XPAHUTBCS B CEKpETe
Yrto Ha3bIBAIOT OTKPBITHIM KJIIOY, KOTOpBII\/'I He 00513aTeNLHO XpaHUTBb B CEKPETE
KJII0YOM B ACHMMETPUYHBIX Me- | JIIOOOW  KJIFOY,  HWCIOJB3YeMbIM 11 MHUpOBaHUS WU
ToAax mudpoBaHus? pacmudpoBaHus

KJIIO4, KOTOpBIfI HCIOJIB3YCTCA IJId BI:Ipa6OTKI/I HUMHUTOBCTaBKHU

Kax Ha3pIBaeTCs KITI0Y, UCTIONB-
3yeMBbIii B ACUMMETPHUYHBIX
KpUNTOTpaUIECKUX aJTOPHT-
Max, KOTOPBI MOXKHO HE Xpa-
HUTH B cekpete?

3aKpBITHIN KIIIOY

OTKPBITHIN KIIIOY

TalHBIA KJIIOY

SIBHBIA KJTFOY

KJTI0Y M (poBaHUS

CKOIIBKO KITIOUEH HMCTIONB3YeTCs
B KpUNTOTpaUIECKUX aJro-
pUTMaX C OTKPBITHIM KITFOYOM?

WINFP O

4

Yro 00IIEro MMEKT BCE METO-
el (POBaHUS C 3aKPBITHIM
KII04oM?

B HUX Ui mU(poBaHus HHDOPMALIMKU UCTIONB3YETCSl OJMH KITIOY,
a 715 paciuppoBaHus — APYTOM K04

B HUX U1 IU(poBaHUS U paciiuppoBaHus HHPOPMALUU
UCTIOJIb3YETCS OJIUH M TOT K€ KIII0Y

B HHX BXOJHOM ITOTOK HMCXOJHOIO TEKCTa NEJIMTCS Ha OJOKH, B
KaXJIOM M3 KOTOPBIX BBITTOTHAETCS TIEPECTAHOBKA CUMBOJIOB

B HUX Ui onepanuii mumdpoBaHUS U paciu(ppOBaHHS
UCTIONIB3YETCS JIBA Pa3HBIX KITF0Ya — OTKPBITHIN U 3aKPBITHIN

VYkaxute TpeOOBaHUS K ajiro-
puTMaM IMUQPPOBAHUS C OTKPHI-
THIM KITFOUOM

BBIYUCITUTEIILHO HEBO3MOXKHO CO371aBaTh Mapy (OTKPBITHINA KITHOY,
3aKPBITHIN KJTHOY)

BBIYHMCIIUTCIBHO
OTKPBITHIM KJIFOUOM

HEBO3MOXKHO  3amu@poBaTh  COOOIICHHE

BBIUMCIUTENIFHO HEBO3MOXKHO, 3Hasi OTKPBITHIN KITIOY, ONPENETUTh
COOTBETCTBYIOLINIA 3aKPBITHIN KIIIOY

BBIYMCIIUTEIILHO HEBO3MOXHO, 3HAas TOJBKO OTKPBITHIA KIIIOY
3amudpoBaHHOE COOO0IIICHHE, BOCCTAaHOBUTH HUCXOIHOE
cooOiienue

VYkaxute TpeOOBaHUS K ajiro-
puTMaM IMUPPOBAHUS C OTKPHI-
THIM KITFOUOM

BBIYUCIUTENBHO JIETKO 3an(poBaTh COOOLICHHE OTKPBITHIM
KJIFOYOM

BBIYUCIUTENBHO JIETKO paciupoBaTh COOOIIEHUE, HCIOIb3YS
3aKpBITBIN KIIIOY

BbIYUCIUTCIIPHO HEBO3MOXKHO, 3Had OTKprTI:II\/'I KJIFOY, OIMPCACIIUTD
COOTBETCTBYIOIIUHI 3aKPBITBIA KIIFOY




Bonpoc

Bapuanmbl omeenma

BBIYHMCIINTCIBPHO HEBO3MOXKHO, 3Has TOJIBKO OTKpI)ITBII\/'I KJII049 U

Kakune ximoun W Kak JIOJDKHBI
MIPUMEHSATHCS TIPU HCIIOIB30Ba-
HUU ACUMMETPUYHBIX KPHUITO-
rpadUIeCcCKuX aJTOPUTMOB IS
mudpoBaHus  TepeaaBaeMbIX
JaHHEIX ?

3amudpoBaHHOE COOOIIICHHE, BOCCTAHOBUTH HUCXOIHOE
COO0O0IIIeHIE
OTIIpaBUTENb  IMUQPYET COOOLIEHHE  OTKPHITHIM  KJIHOYOM

MoJTydaTensi, a Mojay4yaTellb paciiu(poBBIBAET COOOIIEHUE CBOUM
3aKPBITHIM KIIFOUOM

OTIIpaBUTENb  MIMQPPYET  COOOLICHHE  3aKPBITBIM  KIHOYOM
HOJTydaTessl, a MOIy4aTeslb Paciu(pOBBIBAECT COOOIIEHNE CBOMM
OTKPBITHIM KITHOYOM

OTNpaBUTENb MHUPPYET COOOLIEHNE CBOUM OTKPBITHIM KIIIOUOM, a
NOoJy4arTeib paciiu(poBBIBAECT COOOIIEHUE 3aKPHITHIM KIIOUOM
OTIPABUTEIS

OTIIPaBUTENb MIH(PYET COOOLICHNE CBOUM 3aKPBITHIM KJIIOUOM, a
MoJTydaTeNb paciin(poBbIBA€T COOOIIEHNE OTKPHITHIM KIIOUOM
OTHPABUTEIS

KakuM TpeboBaHHSIM JOJDKHA
yIIOBJIETBOPATh  DJICKTPOHHAS
¢ poBast MOIIUCH?

MOJIMUCH BOCIPOU3BOAUTCS TOJIBKO OJTHUM JIMIIOM, a TOATUHHOCTh
€€ MOXKET OBITh yJI0CTOBEpEHAa MHOTUMHU

MOAMKCH BOCTIPOU3BOJUTCS MHOTHUMHU JIMIIAMH, a €€ TTOJIMHHOCTh
MOJKET OBITh YJIOCTOBEPEHA TOJIBKO OJTHUM JIMIIOM

MOJIMTUCh HEPA3PHIBHO CBS3BIBACTCS C JIAHHBIM COOOIIEHUEM H HE
MOJKET OBbITh MIepEeHEeCeHa Ha APYToil TOKYMEHT

HOJNKCh HE CBSA3BIBACTCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITH NIEpeHEeceHa Ha APYTON JOKYMEHT

Kakum TpeboBaHUSAM TOJDKHA
YAOBJICTBOPITH  DJICKTPOHHAS
1u¢poBast OTUCH?

IMOCJIC TOT'O, KaK JOKYMCHT ITOAIIMCAaH, €0 HEBO3MOXHO U3MCHHUTH

IMOCJIC TOTO, KaK JOKYMCHT MOAIINCAaH, €TI0 MOXKXHO U3BMCHATH

MOJMUCH HEPA3PHIBHO CBS3BIBACTCS C JIaHHBIM COOOILIEHUEM U HE
MOJKET OBbITh MIepEeHEeCeHa Ha APYToil TOKYMEHT

MOJIMKUCH HE CBSI3BIBACTCS C KOHKPETHBIM COOOIICHHEM U MOXET
OBITH TIEpEeHECeHa Ha APYTroil TOKYMEHT

Kakum TpeboBaHMAM JOKHA
YIIOBJIETBOPATh  DJIEKTPOHHAs
uQpoBas NOANUCH?

OT IIOCTaBJICGHHOM ITOJIHCH HEBO3MOXKHO 0TKa3aThbCsa, TO €CTh
JIMIO0, MOAMNMMCAaBIICE NOKYMCECHT, HE CMOXKCET IIOTOM YTBCPKIATh,
YTO HE CTaBHJIO IIOAIINCH

MOAMKCH BOCTIPOU3BOJUTCS MHOTHMHU JIMIIAMH, a €€ TOIJTHHHOCTh
MOXXET OBITh YJIOCTOBEPEHA TOJIBKO OJTHUM JIMIIOM

MOJMUCH HEPA3PHIBHO CBS3BIBACTCS C JIaHHBIM COOOIIEHUEM U HE
MOJKET OBbITh MIepEeHEeCeHa Ha APYToil TOKYMEHT

HOJNKCh HE CBSA3BIBACTCS C KOHKPETHBIM COOOIIEHHUEM U MOXKET
OBITH NIEpEeHEeCcCeHa Ha APYTON JOKYMEHT

Jlns wero npegHa3HayeH MEHTP
cepTUHUKAINA KITFoUeh?

JUISL peruCcTpannuy aOOHEHTOB

JUTSL U3TOTOBJICHUS CEPTU(PUKATOB OTKPBITHIX KITIOUEi

JJIA BBIACIICHUSA CIICTIMAJIbHBIX KaHAJIOB CBA3HU a0oHEHTaM

AJId XpaHCHUS U3TOTOBJICHHBIX CepTI/I(bI/IKaTOB

IS TIOAJIEpXAHUS B AKTYaJbHOM COCTOSIHUM CIIPAaBOYHHUKA
NENCTBYIOIINX CEPTU(PUKATOB

JUTSI BBIITyCKa CITUCKA JOCPOYHO OTO3BAHHBIX CEPTU(PHUKATOB

Kak Ha3biBaeTCcsi CTpyKTypa B
cocTaBe OOJNBIION CETH CBS3H,
3aHUMAIOIIASICS. T€HEPUPOBAHU-
€M KJIIoYeH, UX XpaHEHUEM U
aApXUBUPOBAHUEM, 3aMCHOU WITH

YCTPOMCTBO pacupeAesieHus KIUen

LIEHTP 3aKPbITOTO MIH(PPOBAHUS

LEHTP pacIpeaeieHus KIoUen




Bonpoc

Bapuanmbl omeenma

U3BATHUEM M3 OOpalleHus cra-
PBIX ¥ HEHYXHBIX KITIOUei?

LEHTP OTKPBITOro MUPPOBaAHUS

KakuM cBoOHWCTBaMH  JOKEH
obmamaTh cepTHPUKAT OTKPHI-
TOro Kiroua?

KXKBIH MOJIb30BATENh IIEHTPA CePTHPUKAIIUN, UMEIOIIHA TOCTYII
K OTKPBITOMY KJIFOUy LIEHTPa, MOXET HM3BJI€Yb OTKPBITHINA KIIFOY,
BKJIIOUEHHBIN B cepTuUKat

HU OJIHA CTOPOHA, MOMHUMO IICHTpa CepTU(UKAIUU, HE MOXKET
W3MEHUTH CEPTU(PHUKAT TaK, YTOOBI 3TO HE OBLIO 0OHAPYKEHO

71100011 1MOJIb30BaTEIh CUCTEMBI MOXKET U3MEHUTH CEPTUDUKAT

KQXKBIH MOJIb30BATENh IIEHTPA CePTHPUKAIUN, UMEIOIIHA TOCTYII
K OTKPBITOMY KJIFOUYy LIEHTPA, MOKET U3MEHHUTh OTKPBITHIN KIIFOY,
BKJIIOUEHHBIN B cepTUuUKaT

Yro 00IIEr0o MMEKT BCE METO-
el (POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX JUI MK(POBaHUS HHPOPMALIUU HCIIONB3YETCs OAMH KIIOY,
a U1 pacun(poBaHus — APYron K04

B HHUX BXOIHOM ITOTOK MCXOIHOTO TEKCTA NEIMTCI Ha OJIOKH, B
Ka)XJIOM U3 KOTOPBIX BBIIIOJHAETCS IEPECTAHOBKA CUMBOJIOB

B HUX HPOHM3BOJIUTCS CIOXEHHWE CHMBOJIOB MCXOJHOTO TEKCTa U
KJIF04a 110 MOJIYJII0, pAaBHOMY 4UCIly OYKB B andaBure

B HuUX i1 mudpoBanus u pacmmdpoBaHus WHOOpPMAIUU
HCIOJIB3YCTCA OAUH U TOT KC KIIHOY

Kakue omepanuy mpuMeHSIOTCS
OOBIYHO B COBPEMEHHBIX OJI0Y-
HBIX aropuTMax mudposanus?

BO3BCACHUC B CTCIICHD

3aMeHa OUT 110 TadJIMie 3aMeH

HaXO0XIACHUC OCTaTKa OT ACJICHHUA HAa 00JIBIIIOE MpOCTOC YUCIIO

MepecTaHOBKa OUT

CJIOKCHHE TT0 MOIYJIIO 2

CumMMeTprYHBIE METOBI IHU}-
POBaHUS — 3TO METOJIHI ...

mr(poBaHUs C OTKPHITHIM KIIHOYOM

cKaTust UHopMaIu

HOMGXOyCTOﬁ‘IHBOI‘O KOOAUPOBAaHUA

MIU(PPOBAHUS C 3aKPBITHIM KIIIOUOM

Kak HaspiBaeTcsi cooOleHue,
HOJIy4eHHe TMocie Ipeodpaso-
BaHUS C MWCIIOJIb30BaHHEM JIIO-
6oro mmudpa?

UMUTOBCTaBKOU

KJIIOUOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak Ha3bIBaeTCsl OJHO3HAYHOE
npeoOpazoBaHue BXOJTHOT'O
MaccuBa JAaHHBIX TPOU3BOIb-
HOW JUIMHBI B BBIXOJIHYIO OWTO-
BYI0O CTPOKY (HUKCHPOBAHHOM
JUTUHBI?

KOJIJTU3HUA

XEILIMPOBAHUE

raMMHUpPOBAaHHUC

IIepECTaHOBKA

CJIO’KEHHUE TI0 MOJTYJTO 2

Kax nHaspiBaeTcst (yHKIUS, KO-
TOpast Ui CTPOKH IMPOU3BOIIb-
HOW JIJTMHBI BBIYUCIISET HEKOTO-
poe 1enoe 3HaueHUE W HEKO-
TOPYIO JAPYTYHO CTPOKY (PHUKCH-
POBaHHOW JITUHBI?

Kpunrorpaduaeckast GyHKIIHSI

OJTHOCTOPOHHSISI PYHKIIUS

xem-QyHKIus

byukuus Ditnepa

(YyHKLHS raMMHPOBAaHUS

Kakune TpeboBaHMs MpeIbsiB-
JSIFOTCSL K KPUITOTpapHIeCcKuM
xel-QyHKIUSAM?

xem-(QyHKIuss JOJDKHA — OBITH COOOIICHNUIO

(UKCUPOBaHHOTO pa3mepa

IIPUMEHUMA K

NPy M3BECTHOM 3HadeHuH xem-¢pynkuuu H(M)=m nomkHO ObITh
TpynHO (TMPAKTUYECKH HEBO3MOXKHO) HAWUTH  MMOIXOJISIIHUIA
npoobpa3z M




Bonpoc Bapuanmer omeema

IPU U3BECTHOM COOONICHUH M MOKHO OBITh TPYJIHO HaWTH
Jpyroe coodiienrne M’ ¢ TakuM Ke 3HaYeHHEeM Xelll-QyHKIMH, KaK
y HCXOJTHOTO COOOIICHMS
JUIS  COOOINEHUI OJMHAKOBOTO pa3Mepa XCII-KOJ JIOJIKCH
MMoJIy4aTbCda OAUHAKOBBIM

xenr-QyHKIus J0/KHA OBITh TPUMEHUMA K  COOOIICHHIO
(UKCUPOBAHHOTO pa3Mepa

IpY U3BECTHOM 3HaueHuu xem-Gpynknud H(M)=m nomkHO OBITH
TpyAHO (NIPAKTHUYECKHM HEBO3MOXXHO) HAWTH  MOIXOISAIIUI
npoobpa3z M

IPU U3BECTHOM COOOIIEHNH M JTOKHO OBITh JIETKO HAWTH IPyTroe
coobmieHne M’ ¢ TakuM k€ 3HaueHHUEM Xell-QyHKIINH, KaK y
HACXOIHOI'O COOOIIEHUS

JOJKHO OBITh TPYAHO HAWTH Kakyo-1u00 mapy ciydalHbIX
Pa3IUYHBIX COOOIICHUI C OIMHAKOBBIM 3HAYEHHEM XeIl-(YHKIIUN

Kakmne TtpebOoBaHUS TIPEIBSIB-
JSIOTCS K KPHUITOTrpaQuuecKum
XelI-QyHKIUSAM?

JUTSL TIPOBEPKHU IIETTOCTHOCTH COOOIICHHS

JUTSI IPOBEPKH aBTOPCTBA COOOIICHUS

TU1s1 OPMUPOBAHUS ICKTPOHHOU 1T (DPOBOI moaHCH
JUTs UG POBAHUS COOOIICHUN

B Ka4eCTBE KJII0Ya MpU MHPPOBAHUU

Jns xakux neneit mpuMeHsieTcs
XeI-KoJ B Kpunrorpahuun?

Bonpocs! k koMmiekcHomy 3agannio TK2

1. Yro oOTHOCHUTCS K CpEACTBAaM HHKEHEPHO-TEXHUYECKOW  3allUTHI
uH(OpMAIUK U JIJIS1 YeTO OHU MTPeIHA3HAYCHBI?

2. Kakue crocoObl ayTeHTH(UKAIUKA TOJIH30BATEIE MOTYT IMPUMEHSTHCS B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B 4yem 3akito4yatoTcsi OCHOBHbBIE HEIOCTATKH MapOJIbHON ayTeHTU(UKALUN U
KaK OHa MOXET ObITh ycuJieHa?

4. Kakue OuMOMETpUYECKHE XapaKTEpPUCTUKH IOJIb30BaTeNIed MOTYT HpUMe-
HATBCS JUIsl uX ayTeHTUuKauuu? B yem mpeumymiectBa mogoOHOTo crocoba moj-
TBEPKJIEHUS MOUTUHHOCTH?

5. Uto Ha3bIBaIOT ABYX(PAKTOPHOU ayTEeHTU(DUKAIIE?

6. B yeM pazHuIla MeXIy CUMMETPUYHBIMA U aCUMMETPUYHBIMUA KPUIITOTPa-
(uyeckuMH cucTeMamu?

7. B yeM pa3Huia Mexay NOTOKOBBIMU U OJIOYHBIMU U pamMu?

8. Urto Takoe sneKTpoHHAas HHUQpOBas MOAMUCH, KaK OHA IMONydaeTcs Hu
npoBepsieTcs?

9. Kakoga ponsb B cuctremax DI dyHkuumii xemmpoBanus?

10. Kakywo poib HCHONHSIOT YyJOCTOBepswomue IeHTprl? Yto Takoe
cepTuduKaT OTKPHITOro Kitoya?

11. Kakue nporpaMMbl OTHOCSIT K pa3psiy BPEIOHOCHBIX ?

12. Yto Takoe KOMIIBIOTEPHBIN BUPYC?

13. Kakue cyuiecTByoT BUbl KOMIIBIOTEPHBIX BUPYCOB?

14. B yem pazHuIla MeX1y 3arpy304HbIMU U (HaiiIOBEIMU BUPYCaMu?

15. Kak mnpoucxomut 3apaxkeHre u (GYyHKIMOHUPOBAHUE 3arpy304YHBIX
BUPYCOB?



16. Kakue Tumsl ¢aitioB MOTYyT 3apakaTbcs (hailJIOBBIMU BUpYCaMu?
17. Kak mpouCXOIUT 3apa’keHHE MPOrpaMMHBIX (paitioB?
18. ITouemy ailsibl TOKyMEHTOB MOTYT COJIEP>KaTh BUPYCHI?

19. Kax
MaKpOBHUpYCaMH?

o0ecneynBaercs

ABTOMATUYECKOE  IIOJyYEHUE  YIIPABICHUSA

20. B uem 3akmouaercs MNpoUIAKTHKA 3apak€HUS KOMIBIOTEPHBIMU

BHUpycamu?

21. Kpunrtorpadguueckue npuMUTUBBI. XAII-QYyHKIHS U €€ MPUMEHEHUS.

Jst Tekymero kourpoJs TK3:
ITpoBepsiemasi KOMIIETEHIUS:

Konx 1 HanMeHoBaHWEe KOMIIETEHIIUN

Kon n HaumeHoBaHWE HHIUKATOPA

OI1K-4. CriocobeH moHnMaTh MPUHIUIIBI pa-
00TBI COBPEMEHHBIX MH()OPMAIIMOHHBIX TEX-
HOJIOTHI ¥ NCTIONB30BATh UX JUIS PELICHNS
337124 NPO(EeCCHOHATIEHOM JIEATETbHOCTH

OIIK-4.2. Bnageer HaBbIKaMU MPUMEHEHUS HUQPPO-
BBIX TEXHOJOTHH HJsi pemieHust 3agad npodeccuo-
HaJIbHON JIEATENBHOCTH C YY€TOM OCHOBHBIX TpeOo-
BaHMI HH(POPMAIIMOHHOM 0€30MacHOCTH

Tect

Bonpoc

Bapuanmbl omeenma

pa3paboTka HOPMAaTHBHO IPABOBBIX AKTOB, PETrJIaMEHTHUPYIOIINX
OTHOILIEHHSI B MTH(POPMAILTMOHHOM cepe

CO37IaHNE M COBEPIIIEHCTBOBaHME cucTeMbl ooecrieuenus b PO

K IIPpaBOBBIM METOAAM | pa3pabOoTKa, HCIOJIB30BAHNE M COBEPIICHCTBOBAHHE CPEACTB

3QIHUTHI MHQPOPMALMY | 3aIUTHI IPOLECCOB U POrPaMM

OTHOCHUTCS: pa3paboTka mporpamm obecrieuenuss b P® wu ompenenenue
nopsiaka ux (PMHaHCUPOBAHUS
dopMHpOBaHHE  CHCTEMBl  MOHHUTOPHMHTA  TIOKa3aTreied |
xapakrepuctuk Ub PO

Hudopmanus, npodeccuoHanbHas TaifHa

HCIIOJIb30BaHUE KOTOpOU 0Oe3
corjacusi CyObEeKTa MOXKET
HAHECTH BpEJ €ro 4YecTH,

rOCyIapCTBEHHAs TailHa

MEPCOHATIBHBIC TaHHBIC

KOMMeEpYecKasi TalHa

JIOCTOUHCTBY, IEIIOBOH

penyTanuu cirykeOHasl TaiiHa

B pykoBomsmem AoKymMeHTE LA

OCTOK CHCTEMEI, B

KOTOpPBIX ~ paboTaeT  OJWH

II0JIb30BATENb, JOIMYIIECHHBIN 1T

KO Bceil oOpabareiBaeMoii

uHpopmaruu ypoBHS | 2A

rOCyIapCTBEHHOU TaMHBI,

pa3MEIIEHHON Ha HOCHUTENSX | 3A

OJIHOTO YPOBHS

KOH(HICHIINATLHOCTH - | 3g

OTHOCSITCS K TpyIIIe

K npaBoBbM METOJaM | CO3/IaHUE U COBEPIICHCTBOBaHUE cucTeMbl ooecrieuenus b PO
3aIUTBI UHpOpMaLUK | pa3paboTKa, WCIONB30BAaHUE U COBEPIICHCTBOBAHWE CPEICTB
OTHOCHUTCS 3aIUTHI IPOLECCOB U MPOTpaMM
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BHECCHHME U3MCHCHUM M JIONOJHEHUM B 3aKOHOJATEIBECTBO P,
perynupyronpe oTHoeHus B obnactu obecrieuenust Ub

paszpabotka mporpamm obOecneuenuss b P® u ompenenenue
nopsiika ux (MHaAHCUPOBAHUS

dbopMupOBaHHE  CHUCTEMBl  MOHHTOPHHTa  TIOKa3aTeled U
xapaktepuctuk b PO

B pykoBomsmem noKymMeHTE

OCTOK CHCTEMEI, g | 3A

KOTOPBIX paboraer

HECKOJBKO  ITOJIb30BaTElCH, 7A

KOTOpPbIE UMEIOT OJIMHAKOBBIE

mpaBa JOCTyna KO BcCeil

uHpopMaun yposust | 1A

roCyIapCTBEHHOU TailHBI,

oOpabarsiBacMOM u/unm 3B

XpaHHMOMl Ha  HOCHUTENX

pa3IuyHOTO YpOBHS

KOH(PHUICHIIMAITBHOCTH — 1B

OTHOCSITCS K TpYIIe

K OpraHU3aIMOHHO-
TCXHNUYCCKUM MeTOoAaM
3aIUTEI nHpopmarun
OTHOCHUTCS

CO3JIaHNE M COBEPIICHCTBOBaHUE cucTeMbl ooecrieuenus b PO

pa3paboTka mporpamm obecrieuenuss b P® wu ompenenenue
nopsiaka uX (¢uHaHCHpOBaHMS;, 3. (OPMHPOBAHHUE CUCTEMBI
MOHUTOpHUHIA MToKa3arenen u xapakrtepuctuk b PO

YTOYHEHHUE CTaTyCa WHOCTPAHHBIX HMH()OPMAIIMOHHBIX areHTCTB,
CMMU u xypHaIuCTOB

B pykoBoasiieM JoKyMeHTe
OCTIK
MHOTOTOJIb30BaTENbCKHE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPaHUTCS uHbOopMaIys
pa3HbIX YPOBHEH
KOH(HICHIIMATBHOCTH bi (o)
rpudpa  «Ocobo  BaKHO»
BKJIIOUUTENBHO, npuyemM
pa3IUYHBIE  TOJIb30BATEIH

UMEIOT pa3luYHbIe TpaBa Ha
JOCTYNl K uH(popManuu -
OTHOCATCS K TpynIe

1b

2b

3A

1A

1B

3amuiaeMble roCy1apCTBOM
CBEJICHUS, PaCIpPOCTpaHEHHE
KOTOPBIX MOXET HaHECTH
yiiep6 P®

npodecCuoHaIbHAs TaifHa

roCcyJapCTBEHHAas TallHa

MEPCOHATIBHBIC TaHHBIC

KOMMep4YeCKast TalHa

ciy>xeOHas TaiiHa

B pykoBozsiiem qoOKyMeHTe
OCTIK
MHOTOII0JIb30BaTEIbCKIE
CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

1b

2b
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obOpabaThIBaeTCs W/
XpaHUTCSA UHpOpMALUST
pa3HbIX YpOBHEU
KOH(HICHIINATLHOCTH 10
rpuda «CekpeTHo»
BKJTIOYHUTENBHO, npuyeM
pa3IUYHbIE  TOJIb30BaTENH

UMEIOT pa3jIM4HbIe [IpaBa Ha
nocTyn K wuHpopmanuum —
OTHOCSTCH K IPYIIIE

3A

1A

1B

K skxoHoMHueckuM MeTOmaM

pa3paboTka mporpamm obecrieuenuss b P® wu ompenenenue
nopsiika ux (MHaAHCUPOBAHUS

YTOYHEHHUE CTaTyCa MHOCTPAHHBIX MH()OPMAIIMOHHBIX AareHTCTB,
CMMU u xypHaIuCTOB

3aIUTHI nHpopmarm v v

OTHOCHTCS BHECEHHUE U3MEHEHUN W JOIMOJIHEHUH B 3aKOHOJATENBCTBO PO,
peryaupyroniie OTHOIIeHHs B o0nactu ooecneuenus b
dbopMupOBaHHE  CHUCTEMBl  MOHHTOPHHTa  TIOKa3aTeled U
xapakrepuctuk Ub PO
npodeccuoHanpHas TaifHa

Nudopmarnus roCyIapCTBEHHAs TailHa

MPEICTaBIISIFOIIAS CEKpET | epCOHAIbHbIC JaHHBIC

MPOMU3BOICTBA(HOY-XAY), 3TO

KOMMeEpYecKasi TaiHa

ciy>xeOHas TaiiHa

B pykoBoasmemM 10KyMeHTe
OCTIOK

MHOTI'OITIOJB30BaTCIbCKUC

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obOpabaThIBaeTCs W/
XpaHUTCS UH(pOpMALUST
pa3HbIX YPOBHEM
KOH(UICHIIMATLHOCTH B TOM
qucie [TepconanbHbie

JaHHBIC, TIPUYCM PA3JIMYHBIC
TIOJIb30BATEIH UMEIOT
pa3auyHbIC IIpaBa HA AOCTYI
K WHPOPMAIIMK — OTHOCSITCS
K TpyIie

1b

1T

3A

1A

1B

K CBEICHUSIM
KOH(HICHIIMATHHOTO
XapakTepa, COTJIACHO yKa3y
npe3ugeHTa pg ot 6 mapra
1997 r., oTHOCATCS

uH(pOpMaLKs O PAaCIPOCTPAHEHUH NIPOTPaMM

uH(pOpMaLKs O JTUIEH3UPOBAHUY NPOTPAMMHOI0 00ecreueHuUs

uHpopManus, pa3mernaemas B razerax, MIHTepHere

MCPCOHAJILHBIC NAHHBIC

JINYHAas TaliHa

OTHomeHMsA, CBs3aHHBIE C
00paboTKOIl  MepcoHaTbHBIX
JTAHHBIX, pEeryIupyroTCs
3aKOHOM. ..

«O6 nnpopmanu, THPOPMAITUOHHBIX TEXHOIOTUIX)»

«O 3amuTe nHGOPMALTHI

d)e;[epaanblM 3aKoHOM «O MEPCOHAIBHBIX TAHHBIX>

®denepanbHbIM 3aK0OHOM «O KOHGUASHITHATBEHON HHPOPMALTHI

«O0 yTBEpXIECHUU TEpPEeUYHs CBEICHUN KOH(PHICHIMAIHHOTO
XapaxkTepa»

JlelicTBusA ¢ mepCOHAIbLHBIMU

HCITPABJIICHUE IICPCOHAIBHBIX JaHHBIX
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JIAHHBIMU (COTJIACHO 3aKOHY),

BKITIOYAst coop,
CHCTEMAaTH3AIIHNIO,
HAKOILJICHHE, XpaHeHHeE,
UCIIOJIb30BaHUE,

pacupocTpaHeHUE U T. JI 3TO:

paboTa ¢ mepCOHATBHBIMU IAHHBIMH

npeoOpa3oBaHre MEPCOHATBHBIX TaHHBIX

00paboTKa MepCOHATBHBIX JAHHBIX

HN3MCHCHHUC IICPCOHAIBHBIX JaHHBIX

[HencrBusa, B  pe3yibrare
KOTOPBIX HEBO3MOKHO
OTIpeIeNUTh
IPUHAJIEKHOCTD
MEePCOHAIBHBIX JTAHHBIX
KOHKPETHOMY CcyOBeKTy

MNCPCOHAJIBHBIX TAHHBIX

BBIACIICHUC TICPCOHAJIBHBIX JAHHBIX

oOecrieyeHne 0€30MaCHOCTH EPCOHANBHBIX TaHHBIX

neayTeHTU(UKALIHS

ACaBTOpU3anud

JenepCoHn UK

HepCOHaJ’IBHBIG JaHHBIC 3TO

mobass uHOpMalKsA, OTHOCAMIAACA K ONPEACTICHHOMY WU
oIpeZieTsIeMOMy Ha OCHOBaHUH Takol MH(opmannu Gpu3ndeckomy
ULy

bamunus, UMs, 0TYECTBO (PU3UUECKOTO JIUIIA

roa, MeciL, JaTa U MCCTO POKACHUA, aApCC (bH3I/I‘I€CKOFO Juia

aJipec MpOoKMBaHUA (PU3MUECKOTO JINLa

CBEIEHUS O  CEeMEMHOM,  COLMAIbHOM, HMMYILIECTBEHHOM
M10JIO)KEHUN 4eJI0BEKa, COCTaBJIAIOLINE HOHATHE
«tpodeccruoHanbHas TaliHay

OenepanbHbiii 3akoH «O0 WH-
(dhopmaru, HHGOPMATHU3ALNN U
3amuTe WHQOpPMAIUN) HaNpaB-
JICH Ha:

peryiupoBaHue B3aMMOOTHOILICHUH B HMH(DOPMAIIMOHHOW cdepe
COBMECTHO C I'PaXJaHCKUM KoaekcoMm PD

peryiupoBaHie B3aMMOOTHOIICHUH B TpakJaHCKOM obO1iecTBe PO

perynupoBaHue TpeOOBaHUIN K pabOTHUKAM CIyk 0, paboTaromumx
¢ uapopmarmii

dbopMHupoBaHHEe HEOOXOAMMBIX HOPM H TpaBUI padOTHl C
nHpopmaruein

(dbopMUpOBaHHE HEOOXOAMMBIX HOPM M TIPAaBHJI, CBSA3aHHBIX C
3aIUTOM JeTeH OT HHPOPMAIUH

IIepconanbHEIMH
BIIAJICIOT:

JaHHBIMH

TOCyIapCTBO

Pa3JIMYHBIC YUPEIKACHUS

rocynapctBeHHas Jyma

xurenn Poccuiickoit denepaumnu

MEIUKO-COIIHATbHBIC OpTraHU3AIHI

OenepanbHeiii 3akoH "O0 WH-
¢dbopmanuu, nHGOpMATU3AUH U
3amuTe nHGopManuu" gaeT om-
penencHue HHGOPMAIIHH:

TCKCT KHUI' UJIM ITHNChbMa

CBEICHMsSI O JIUIIAX, MpeaMerax, (hakTax, COOBITUSAX, SBICHUSAX H
MpoIieccax He3aBUCUMO OT (DOPMBI UX MPEICTABICHUS

CBCIACHUA O SABJICHUAX U ITPOLECCAX

¢axThl ¥ uaeu B GOpMaTU30BAaHHOM BHJIE

K (POBAHHBIN TEKCT, TEKCT HA HEM3BECTHOM SI3bIKE

VYkaxure HOPMaTUBHO-
[IPaBOBOM aKT, B KOTOPOM
pacKpsIBaeTCs IIOHATHE
«uH(pOopMaMoHHas
0€3011aCHOCTb»

3akoH Poccutickoii @enepamuu ot 27 mexkadbps 1991r. Nel1224-11
«O cpezncTBax MaccoBoi HHMOPMAITII»

denepanbHbIT 3akoH ot 27.07.2006 Nel49-®3 «OO0
uHpopManuy, WHOOPMANMOHHBIX TEXHOJOTHSIX M O 3alluTe
UHPOPMALIIN

JTOKTpUHA MHPOPMAIIMOHHOHN 0€30MacHOCTH

BCC OTBCTHI BCPHBI

3akoH poccuiickoil denepaunu

1982
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«O ToCymapCTBEHHOH TalHE»
OBUT TIPUHST B CIEAYIONIEM TIo-

ny

1985

1988

1993

2005

Bribepute, MOXXHO 1M B CITy-
JKEOHBIX TENAX HCIOIb30BaTh
3JIEKTPOHHBIN aapec (TIOYTOBBIN
AIUK), 3aperuCTPUPOBAHHBIN
Ha OOUICOCTYITHOM MOYTOBOM
cepBepe, Hanpumep Ha mail.ru

HCT, HC IIPU KaKUX 00CTOSTENLCTBAX

HET, HO U1 OTHIpaBKHU CPOYHBIX U 0c000 BaYKHBIX ITUCEM MOYKHO

MO’KHO, €CIIM [0 HEMY MOJb30BaTesb OyAeT nepechliarh MHPOp-
MaIMio, He COJEpKaIlyl0 CBEIECHUI KOH(HIESHIIMAIHHOIO XapaK-
Tepa

MOYKHO, €CITM MH(OPMALUIO NPEABAPUTEIHLHO 3aapXUBUPOBATH C
HIOMOIIBIO IPOrpaMMbI WINrar ¢ mapojem

MOYKHO, €CJIM JIPYTHX CHOCOOOB AIIEKTPOHHON IMepefayd JaHHbBIX
Ha NPEJNpPUATHH WIN Y MOJIb30BaTells B HACTOSAIIMNA MOMEHT HET,
a MH(OPMAITHIO HY>KHO MIEPECIaTh CPOYHO

MosxeT 1M COTPYTHUK OBITh
NPUBJICYCH K YrOJOBHOW OTBET-
CTBEHHOCTH 32  HapyIICHUS
TIPABILT WH(POPMAITUOHHOM
0e30MacHOCTH MPEATPUATHS

HET, TOJIBKO K aI[MI/IHI/ICTpaTI/IBHOI\/'I OTBCTCTBCHHOCTHU

HET, €CJIM 3TO rOCyAapCTBEHHOE MPEIpUsITHE

na

Jla, HO TOJIBKO B Cllydae, €CJIM JEUCTBUS COTPYIHHUKA HAHECIIH
HEIOIIPaBUMBIHN BpE.l

J1a, HO TOJIBKO B CJIy4ae OCO3HAHHBIX HEIPAaBOMOYHBIX ACUCTBUUI
COTpYAHHUKA

B nmaHHOM ciyyae COTPYAHHUK
YUPEIHKACHUSI MOXKET OBITH MPH-
BJIeYeH K OTBETCTBEHHOCTH 3a
HapyIIeHUs TpaBu HHOOpMa-
LIMOHHON 0€30I1aCHOCTH:

BbIX0/ B IHTEpHET Oe3 pa3pelieHus aAMUHUCTPATOPa

IPU YCTAaHOBKE KOMITbIOTEPHBIX U

B ClIy4asiX yCTaHOBKHU HenuueH3noHHoro I10

B CIIy4yae He BBIX0/1a U3 HH()POPMAITMOHHOW CHCTEMBI

B Tr060M ciyyae HEMPaBOMOYHOI'O WCIIO0b30BaHUS
KOH(UICHIMATBbHON MHPOPMAIUU MIPH YCIOBUU MUCHMEHHOTO
peIyIpexACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a nmpaBoHapyLIEHHS B cepe
nHpopmanuu,
UH(POPMALIMOHHBIX
TEXHOJIOTUH u 3alIUTEI
UH(pOpMAIMK JTAaHHBIA  BH]T
HaKa3aHUs Ha CErOAHSIIHUH
JICHb HE MPETyCMOTPEH:

JAUCHUIINIMHAPHBIC B3bICKaAHUA

aIMUHHUCTPATUBHBIN ITpad

YToj10BHas1 OTBETCTBECHHOCTD

JINIIEHUE CBOOOIBI

CMEpTHas Ka3Hb

HNudopmanueit, cocrapistomei
KOMMEPUYECKYI0 TaiiHy, Blaje-
10T

TOCyIapCTBO

Pa3JIMYHBIC YUPEIKACHUS

rocynapctBeHHas Jyma

rpaxaane Poccuiickoit @enepanun

MEIUKO-COIIHATbHBIC OpTraHU3AIHI

Wndopmanueit, cocrapisromei

rOCYAapCTBO

TOJIEKO 00pa30BaTENbHbIE YUPEIKICHHS

roCyAapCTBEHHYIO TaiiHy, | TOJBKO mpe3uanyM Bepxosnoro Cosera PO
BIIAJCIOT: rpaxpaane Poccuiickoit @enepannn
TOJIBKO MHHHCTEPCTBO 3APAaBOOXPAHEHHUS
rocyaapcTBo
Brnanensiiem  mH(pOpManum | KOMMEpUYECKast OpraHu3anys
IepBOU Kareropu | MyHULIUITAIBLHOE YUPEKICHUE
SIBJISIETCHL. . . 0001 TpakTaHuH

IpyIIa UL, UMEIOIINX ob11ee Ae0
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IMMPOCTBHIC JITOAN

Brnagensuem  uHopManuu | TOCy1apCTBO
BTOPOM KaTeroprH | KOMMEpUecKasi OpraHu3anus
SIBIISICTCA. . . MYHUIHATATEHOE YUPEKICHUE
HEKOMMeEpUeCKasi OpraHu3anus
JFOTN
Brnanensuem  mHOpMarmm | TOCy1apCTBO
TpeThei KaTeropuy | MyHHIMIAJIbHOE YUPESKICHUE
SBIISIETCS. .. YUpEKIACHUE
HEKOMMepUecKasi OpraHu3anus
OcHOBHBIM HOPMAaTUBHO- | CtpaTerus HallMoHaIbHOU Oe3omacHoctu PO
;If;i?z;\:mmq HOKYM?;T;:: @3 "O rocynapcTBeHHOM TaiiHe"
cBOOOABI W  0E€30MacHOCThH | KOHCTHTYIHS
YeJIoBeKa B CHCTEME | 1 10RHEIi KOTIEKC
UH(POPMALIMOHHBIX

OoTHoIIeHUN, B P® sBisgercs

JTOKTpUHA HHPOPMAIIMOHHOK Oe3onacHoCTH PD

CoBOKYNHOCTb  O(pHUIIMATIBHBIX
B3VIAZIOB Ha LEIM, 33hayH,
NPUHOUIBI W OCHOBHBIC Ha-
mpaBieHusi oOecreyeHuss WH-
(hopMalMOHHOM 0e30MacHOCTH
P® npencrasnenHst

B /[okTpuHe nHPOpMaIMOHHOM Oe3onacHocTH PO

B KoHItenmu HanmmoHaapHoU Oe3onacHaoct PO

B Koncturyuuu PO

B buiine o Hag3ope 3a TaHHBIMA

B @3 PO "O6 undopmanun, nHHOPMAIIMOHHBIX TEXHOJIOTHUIX U O
3amute uHpopmarmu”

Ha wMexnyHaponHOM YypoOBHE
npezenbl BMELaTenbCcTBa B da-
CTHYIO HU3Hb CO CTOPOHBI I'0-
CyJapcTBa U APYIHX CYOBEKTOB
onpeaeacHbI

3aKOHOM O TaifHe 4acTHOM MH(OopMaIuu

crangaptoMm ISO 15408

OpaHXEBOW KHUTOU

OeKJapanuei pas 4yeaoBeKa

OmIeM 0 Ha/I30pe 3a TaHHBIMU

[Ipectymnenusim B cdepe
KOMITBIOTEpPHOH HH(pOpManuu B
YronaoBHOM KOJIEKCE
HOCBSIIIAsIETCS

2jlaBa

pazzen

CTaThia

IIyHKT

4acCTb

CTaHOBJICHHE OTCUCCTBEHHOTO
3aKOHOJIATENbCTRA o
nHGOPMATH3AIUH [TPOU30IILIO0

B KoHIIe 60-x T

B KoHIle 70-X T

B KoHI1le 80-X T

B Hayajie 90-x rr

B Hayajie 70-x T

3amuTa KOMIIBIOTEPHOM  UH-
(hopmanuu BBenEHaA. . .

ceMerHbBIM KogekcoMm PD

Koncrutynuueit PO

I'paxxmanckum kogekcom PO

VYromnoBHEIM KoJiIEKCOM PD

Uro  mpencraBmser — coOoi
JMOKTpUHA  WH(MOPMAITMOHHOM
oe3omacHoct PO?

HOPMAaTUBHO-IIPABOBOM aKT, yCTAHABIMBAIOIIUN OTBETCTBEHHOCTH
3a paBoHapyIIeHus B chepe nHOpMAITMOHHOM OE30MaCHOCTH

dbenepanbHBI 3aKO0H, PETYIUPYIOIIMA MPABOOTHOIIIEHUS B 00J1ac-
T UHOOPMAITMOHHOM 0€30MaCHOCTH
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1eseBas mporpaMMa pa3BUTHs CUCTEMbI MH(DOPMAITMOHHOW 6€30-
nacHoctu P®, npencrapisronias cob0i Mocaea0BaTeIbHOCTD CTa-
I U DTAroB

COBOKYITHOCTBH O(bI/II_II/IaJII:HI:IX B3IJIAA0B HaA HCJIHU, 3ada4u, IPHUH-
UMbl 1 OCHOBHBIE HalpaBlIeHUs! oOecnieueHus] MHHOpMaMOHHON
6e3onacHocTu Poccuiickoit denepannu

OxpaHa TIEPCOHATLHBIX JIaH-

3anTa HHPOpMauu

KOMITbIOTEpPHAst 6€30MaCHOCTh

HBIX, TOCYJapCTBEHHOM, CIy-

®eOHOM W JPYyruX BUAOB HWH- | 3aIUIICHHOCTh HH(OpMAIUH

(opmarmn OrPaHMYCHHOrO | 3alMIIEHHOCTh MOTpeOuTeNel nHpopMauu
AOCTYyTIa 3TO 0€30I1aCHOCTh JAHHBIX

TlokymenTnposannas  mudop- | [OCYAAPCTBEHHAs TaliHa

Malusi, JOCTYNl K KOTOpPOM or-
paHUYMBACTCS B COOTBETCTBUU
C 3aKOHOJATEILCTBOM PO

KOMMep4YecKas TalHa

OaHKOBCKag TaiiHa

KoH(puaeHIaIbHast nHPOpMaIUs

CooTHEeCUTE TPUHIMIIBI  WH-
(hopMalMOHHON 0E€30MaCHOCTH,
ompeneneHHbie [ '0CTeXKOMUC-
cuei

1. npuHIMTI CHCTEMHOCTH

2. IMPUHIUIT KOMILICKCHOCTH

3. IPUHLIUI HEMPEPBHIBHOCTH 3aIIUTHI

4. riOKOCTb CUCTEMBI 3aIATEI

5. pazyMHas J0CTaTOYHOCTh

1. nmpaBWIBHO BHIOPATH TOT IOCTATOYHBIN YPOBEHB 3AIUTHI, MPU
KOTOPOM 3aTpPaThl, PUCK U pa3Mep BO3MOKHO T0 yiiepoa Obutn ObI
IPUEMIIEMbIMA

2. HEeTIPEPBIBHBIH LI€JICHANIPABICHHBIH MPOIECcC, TPENoIararoIui
IIPUHATHE COOTBETCTBYIOIIMX MEpP Ha BCEX JTamax >KH3HECHHOIO
mukia AC

3. mpenmojiaraeT COrJiacoBaHUE PA3HOPOAHBIX CPEICTB MpHU TO-
CTPOEHUHU LIEJIOCTHOM CHUCTEMbI 3aLUThI, NEPEKPHIBAIOIIECH BCE
CYILIECTBEHHBIE KaHAJIbl pEATU3alMK YTPO3 U HE COZepKallel cia-
OBIX MECT Ha CThIKaX OT/EIbHBIX €€ KOMIIOHEHTOB

4. ocBoboxmaer Biazenblia AC OT HEOOXOAMMOCTH TPHHATHS
Kap,Z[I/IHa.HBHBIX Mep 10 HOHHOﬁ 3aMCHC Cpe,Z[CTB 3alIUTHI HA HOBBIC

5. mpenmonaraeT HEOOXOIUMOCTh ydYeTa BCEX B3aMMOCBSI3aHHBIX,
B3aI/IMOI[eI‘/JICTBYIOH_II/IX " U3MCHAIOIUXCA BO BPCMCHU 3JICMCHTOB,
YCJIOBHH U (JaKTOPOB

Conepxanne W CTPYKTypa 3a-
KOHOJIATENIbCTBA B 00JACTH WH-
(hopMalMOHHON 0€30MacHOCTH
BKJTIOYAET

Koncrutynusa Poccuniickoit ®enepannn - HopmaTuBHO-IIpaBOBBIE
akThl (Yka3sl) [Ipesunenta Poccutickoii @enepanuu - [Toazakon-
Hble akThl [IpaBurenscTBa Poccuiickont @enepanuu - denepanp-
HbIe 3aKOHBI - Koiekchl

Konctutynuusa Poccuiickoit @enepauuu - HopmatuBHO-IIpaBOBbIE
akthI (Ykassl) [Ipesunenra Poccuiickoii @eneparmn

ITom3axkonnsie aktol [IpaBuTenscrBa Poccuiickonn denepauuu -
®epnepanbHble 3aKOHBI - Kosiekcnbl

HCT BCPHOI'0 OTBCTA

3aKoHoJaTeIbCTBO Poccuiickoi
Oenepann 00 uHPOpMaLUH,
WHGPOPMALMOHHBIX TEXHOJIOTH-
SIX U O 3alIuTe WHPOPMAIHH

denepanpHoro 3akona «O0 nHpopMmaru, HHHOPMAITMOHHBIX TEX-
HOJIOTUSX M O 3aluTe MHpOpManum» U Apyrux (eaepaabHbIX 3a-
KOHOB, PETYJIUPYIOIUX OTHOLICHHUS B 00JACTH UCIIOIb30BAHUS
uHpopManun
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COCTOHMT H3

denepanbHOro 3akoHa «O MepCOHAIBHBIX JAHHBIX» U APYTHUX (e-
JepajJbHBIX 3aKOHOB, PETYJIHMPYIOMIMX OTHOILIEHHUS B 00JIacTH HC-
M0JIb30BaHUs WH(HOPMALTUU

denepanbHOro 3akoHa «O KOMMepUYecKor TaifHe» U Apyrux Qene-
PaJIbHBIX 3aKOHOB, PETyJIMPYIOLUIMX OTHOIIEHUS B 00JacTH HC-
NI0JIb30BaHUsI HHPOPMALIUU

¢denepanbHOro 3akoHa «O TOCYIapCTBEHHOH TalHE» U APYTHX
(enepanabHbIX 3aKOHOB, PETYJIMPYIOIIUX OTHOLIEHUS B 00JIACTH
UCIIOJIb30BaHUS HH(OpMAIHH

IlpenmeToM mpaBOBOro pery-
JTUpPOBaHUS B 00JacTu WHQOP-
Maluu, HHPOPMAITHOHHBIX TEX-
HOJIOTHH W 3amuThl HH(pOpMa-
AU SBJISIOTCS

OTHOIIIEHWSI, BO3HUKAIOIINE TOJBKO IPU OCYIIECTBICHUH ITpaBa Ha
MIOWCK, TIOJTy4eHue, Nepenady, MPou3BOJICTBO U PACIIPOCTPAHECHUE
uHpopmaruu

OTHOIIICHUS, BO3HUKAIOMIUC TOJIBKO IIPpU MPUMCHCHHUU I/IH(bOpMa-
U OHHBIX TEXHOJIOTHH

OTHOILICHHSI, BOSHUKAIOIIUE TOJBKO MPHU O0OECIECUYEHUH 3aIUTHI
uHpopMauu

OTHOILICHHSI, BOSHUKAIOIIHE MPU OCYIIECTBICHUH TpaBa Ha MOUCK,
HOJyYeHHe, Iepeaady, MPOM3BOACTBO M PACIpPOCTPAaHEHUE WH-
dopmanuu; nMpu NpUMEHEHUU WH(GOPMAIMOHHBIX TEXHOJIOTUH;
npu 00ecTIeYeHUH 3aUThl HH)OpMaIiu

B crpykTypy rocymapcTBeHHOM
CUCTEMBI 3aIUThl WH(POpPMALIUN
PO Bxomar

OCh PO

MBJI PO

OCTOK

OCHH

HopMmatuBHO-TIpaBOBO# aKT -
3TO

MPABOBOM aKT, MPUHATHIA MOJHOMOYHBIM Ha TO OPraHOM U CO-
JEpIKaIIUid TPaBOBbIE HOPMBI, T. €. PEIMUCAHMS OOIIET0 Xapak-
Tepa U MOCTOSHHOTO JEMCTBUSI, paCCUNTaHHBIE HA MHOTOKPAaTHOE
pPUMEHEHUE

MPABOBOM aKT, MPUHATHIA MOJHOMOYHBIM Ha TO OPraHOM U CO-
JEpIKaIIUid TPaBOBbIE HOPMBI, T. €. IPEIMUCAHHS OOIIET0 Xapak-
Tepa U MOCTOSHHOTO IEMCTBHSI, paCCUMTAHHBIE HA OJIHOKPATHOE
pUMEHEHUE

HCT BCPHOI'0 OTBCTA

Kak Ha3zbpIBaeTcs 3aKOH, pery-
JTUPYIOIIUNA JEATENBHOCTh TO-
CYJIJapCTBEHHOW TalHbI Ha Tep-
putopuu PO

O KoMMepyYecKoil TaitHe

O rocyapcTBeHHOM TalHe

O ciyxe0HoIi TaitHe

O BpaueGHOI1 TaliHe

CyOBeKT MepcoOHATbHBIX AaH-
HBIX 00JIaJaeT IMpaBaMu

Ha JOCTYII K CBOUM IICPCOHAIILHBIM JaHHBIM

BO3paXEHHE MPOTHUB NMPUHATHS PEUICHUI MCKIIOUYNTEIHHO Ha OC-
HOBAaHUHU AaBTOMATH3UPOBAHHON 00paOOTKM MEPCOHAJIOM JIaHHBIX,
HOPOXKIAIONINX IOPUIMYECKHE TTOCIEICTBHS B OTHOIICHUU CyOh-
€KTa WIM UHBIM 00pa3oM 3aTparuBaolIUX €ro MpaBa M 3aKOHHBIC
UHTEPECHI

00kaJIoOBaHUeE IEHCTBUN WK Oe31eCTBUN

BEPHBI BCE BapUAHTHI

IIpaBoBOE peryiupoBaHHE OT-
HOIICHUI B 00JIACTH HCIIONB30-
BaHUSA 3JICKTPOHHOU IM(pOBOH
MOJITHCH OCYIIECTBIIAETCS B CO-

I'paxxnanckum kogekcom Poccutickoit @eaepanuu

@enepanbHbM 3akoHOM "O0 uH(OpMaruu, UHGOpMATH3AIUU U
3amTe HHPopmanuu'"




Bonpoc

Bapuanmbl omeenma

OTBCTCTBHU C

®enepanbHbIM 3aKk0HOM "O cBs3n"

BCPHEI BCC BAPHUAHTHL

Yto H3 TMEpEeyUrcIIEHHOTO He
BXOJIUT B TICPBBIH YPOBEHH Ipa-
BOBOT0 o0OecrieueHust nHpopma-
[TUOHHOM 0€30MacCHOCTH

Koncrurynus PO (ct. 23, mpaBo Ha TaiiHy IEpEnUCKH)

I'paxxnanckuii kogexe PD (ct. 139, Bo3menieHne yOBITKOB OT yTe-
YeK)

®enepanbHbli 3aK0H "O rocyaapcTBEHHOM TaitHe"

ITocranosnenus Ilpasurenscrea PO

N3 ckoJIbKUX YpOBHEW COCTOUT
npaBoBoe  oOecleyeHue HH-
(hopMarmoHHO# Oe30MacHOCTH

JIBYX YpOBHEHN

TpeX YpOBHEHN

YEThIpEX YPOBHEN

MATH YPOBHEU

[lepeyeHp BHIOB AEATEILHOCTH
B o0yacTu 3amuTel HHpOpMa-
MM, Ha KOTOpBIE BBIJAIOTCSA
nuuen3uu, onpexaened Ilocra-
HoBneHueM [IpaBurensctBa PO
"O IUIEH3WPOBAHWUU OTHETh-
HBIX BHUIOB JIESITEIHLHOCTH" OT
24.12.94 Nel1418 k HUM, B 4acT-
HOCTH, OTHOCHTCS pa3paboTka,
MPOU3BOJICTBO, peamu3alys |
CepBUCHOE 00CITyKUBaHHE

MU (GPOBATHHBIX CPEJICTB

3allMIICHHBIX CUCTEM TGJ’IGKOMMyHI/IKaI_II/Iﬁ

MPOrPaMMHBIX CPEICTB

CIICIHUAJIbHBIX TCXHUYCCKUX CPCACTB 3allINThI I/IH(bOpMaI_[I/II/I

MOATOTOBKA W MIEPETIOITOTOBKA KaIPOB

BCE BEPHBI BAPUAHTHI

3aKOHOATEAILHOM U HOPMATHUB-
HOM 0a30i JMIEH3UPOBAHUSA WU
ceprudukanuu B 00JIacTH 3a-
UTHl UHGOPMAIMH  SIBIISTIOTCS
3aKOHbI PO

0 roCyAapCTBEHHOM TaillHe

0 TEXHUYECKOM PETYJIMPOBAHUU

O JTUUCH3UPOBAHHUU OTACIIBHBIX BUJOB ACATCIIBHOCTHU

0 3alIHTe MpaB MOTpeduTenen

BCE€ BEPHBI BAPUAHTHI

IlepedyeHp BUIOB AEATEIBHOCTH
B o0yacTu 3amuTel HHpOpMa-
UM, Ha KOTOpBIE BBIJAIOTCS
nuuen3uu, onpexaened Ilocra-
HoBneHueM [IpaBurensctBa PO
"O NUUEH3UPOBAHUU OTIEIb-
HBIX BHUIOB JeATEIbHOCTA" K
HUM, B YacCTHOCTH, OTHOCHTCS
pa3paboTka, IpOU3BOACTBO,
peanuzanys M CEpBUCHOE 00-
CIIy>)KUBaHHE

mu(pOBaIHHBIX CPEACTB

3allMIICHHBIX CUCTEM TGJ'IGKOMMYHI/IKaHI/II\/'I

IIPOrPaMMHBIX CPEACTB

CIICHHUAJIBHBIX TEXHUYCCKUX CPEACTB 3allNUTEI I/IH(l)OpMaHI/II/I

BCPHEI BCC BAPHUAHTHL

Kakue xareropum mnepcoHalb-
HBIX JAHHBIX BhIIeisser @3 “O
NEPCOHAIBHBIX JaHHBIX 7

JIMYHBIC

0011eI0CTYITHBIE

¢du3noIOrHUecKue

CIicouaJIbHBIC

OromMeTpHUecKue

B kakux cimyyasx omeparop He
00s13aH yBEJOMIISIT PETYJIATOPA
00 00paboTKe mepcoHaIbHBIX
TAHHBIX?

€CIiu TaHHbIe BKII0YaloT B cebs PUO, TenedoH u pazmep okaaa

€CIIM OIIepaTopa CBA3BIBACT C CYOBEKTOM TPYIOBBIC OTHOIICHUS

€CJIM JaHHBIE BKJIIOYAIOT B ce0s Tonpko OO

€CIIM TaHHBIE KaCaIOTCs 3JI0pPOBbS CYyOBEKTa

€CJIM JTaHHBIE KacaloTCsl CEMEHHOM KU3HU CyOBeKTa




Bonpoc

Bapuanmbl omeenma

€CJIM JTaHHBbIE HEOOXOIUMBI JIJIi OJHOKPATHOTO MPOMYCKa Ha Tep-
PUTOPHIO OTIepaTopa

Bribepure ciiydyan o0paboTKu
HEPCOHATBHBIX JAHHBIX, KOTJa
omeparop He 00s3aH IMOIydaTh
MMACEMEHHOE COTJIacue CyOBeK-
Ta Ha 00paboTKy:

OpOHMPOBAaHUE TOCTHHHULIBI TYPUCTUUECKOH (hrpmoit

nepeaayda JaHHBIX TPETHUM JINIaM

€CIIM MEXXY OIepaTopoM M CYOBEKTOM €CTh JIOTOBOD, IIpeIycMaT-
puBaromuii 06padoTky I1J]

J0CTaBKa IOYTOBBIX COO6H1€HHI>'I

OpI‘aHI/IBaL[I/I}I COCTAaBJISICT 63.3y JaHHBIX CBOUX KJIIMCHTOB, C yKasa-
Huem OUO, TenedoHOB, aIPeCcCOB U 3aHUMAEMBIX JTIOJDKHOCTEH

Kakoit gOKyMeHT comepX HUT B
cebe CTpaTeruvecKkue HaIuo-
HaJbHBIC MPUOPUTETHI, TETH U
Mepbl B 00JIACTH BHYTPCHHEH U
BHEIIHEH IIOJUTUKH Poccun,
OTIPEIETIIONTHE COCTOSIHAC Ha-
[MOHAJILHOW 0€30IacHOCTH |
YPOBEHb YCTOHYHMBOTO Pa3BUTHUS
rocyJIapcTBa Ha JOJITOCPOYHYIO
MEPCIEKTUBY?

®enepanbHblil 3akoH “O0 nHpopManyy, HHHOPMAIMOHHBIX TEX-
HOJIOTHUSX U O 3amuTe nHpopmanmm”

®denepanbHbli 3aK0H “O ToCy1apCTBEHHOW TallHE™

JoxTpuna uHpopMannoHHoi Oe3omacHocTu Poccuiickoit dene-
paruu

Crparerus HarmoHaJIBHOU Oe30omacHocTH Poccuiickoit Deaepanmu

Kakoii moxymeHT oTOOpakaer
odumanpHble B3TISIBI HA Iie-
7M, 3aJa4yd, OPUHLOMNBL U OC-
HOBHBIC HampaBlieHHs obecre-
yeHUsT MHPOPMAIIMOHHON 0e30-
nacHoctu PD?

®enepanbHblil 3ak0H “O0 nHpoOpMay, HHHOPMAIMOHHBIX TEX-
HOJIOTHUSX U O 3amuTe nHpopmanmn”

®enepanbHblil 3aK0H “O rocyjapcTBEHHOM TaliHEe”

JoxTpuna nHpopMannoHHoi Oe3omacHocTu Poccuiickoit dene-
pauuu

Crparterus HanoHaNBHOU Oe3onacHocTH Poccutickoit deneparun

Bonpocel k komniiekcHomy 3aganuio TK3

1. Yto takoe «mpaBoBoe obecreyeHre HHHOPMALIMOHHON O€30MacHOCTH» U B
4eM 3aKJII0YaeTCs ero mpeaMeT?

2. Packpoiite conepkaHue npaBoBoro ooecrnedeHus 6€30nacHOCTH CBEICHUH.

3. PackpoiiTe copepkanre u CTPYKTYPy 3aKOHOJATEIhCTBA B 00JaCTH oOecte-
YyeHus1 UHHOPMAIMOHHON O€301aCHOCTH.

4. OCHOBHBIC HOPMATHBHBIE PYKOBOISIINE JOKYMEHTHI, KacaroIrecs rocyaap-
CTBEHHOH TailHbI, HOPMAaTHBHO-CITPABOYHBIC JJOKYMCHTHI.

5. YpoBHU npaBoBOro odecrneueHus HHPOpMaMOHHON O€30MaCHOCTH.

6. Mecto nHGOPMAIMOHHON 0€30MacHOCTH PYKOHOMHUYECKHUX CHCTEM B HAITHO-
HaJIbHOM O€301aCHOCTH CTPAHBI.

7. OCHOBHBIE IPUHIIMIIBI OOecIIeYeHus1 0€30MacCHOCTH.

8. Konmenmus nHpOopManmoHHO# 6€3011acHOCTH.

9. lokxTpuHa nHpOpMaIrmoHHOM 6e3omacHocTH Poccun.

10. YeTtbIpe OCHOBHBIE COCTABJISIFOIIME HAITMOHAIBHBIX HHTEpecoB Poccuiickoit
®enepanuu B uHGOpMaAIMOHHOM cepe.

11. OcHoBHbIe 3a1aun obecnieueHrs nHpopManoHHo# 6e3onacHoctu. [IpaBo-
BbIE METO/IbI 00ecriedeHus: HGOPMAIIMOHHON 6€30MacHOCTH

Jl1st MpOMesKyTOYHOM aTTeCTAUM:

1. Undopmarmonnasi 6€30MacHOCTh Y€IOBEKa M 00IIeCcTBa. YPOBHU 3aIUTHI



UH(OPMAITMOHHBIX PECYPCOB.

2. KomnbtorepHsie npecTyrieHus. OCHOBHBIE TEXHOJIOTUM, UCIIOJIb3YIOIIHECS
IIPY COBEPIIICHUU KOMITBIOTEPHBIX MPECTYTUICHUMN.

3. OO6bekThl 3amuThl HHpOpMaKU. 3anmTa HHHOPMALIUKA OTPAHUYECHHOTO
JIOCTYIIA: TOCYJapCTBEHHAS TaliHa, KOMMEpPYECKas TaiHa.

4. OcHOBHBIE KaHaJbl YTEUKH HHPOPMAIUH.

5. Meroasl u cpenctpa 3anuThl nHGopmaimu. Coaepkanue crnocoboB u
cpeAcTB obecnedeHus 0e30MacHOCTH HH(popMaIu.

6. Kpuntorpadus. CuMMeTpruHble KPUITOCUCTEMBI.

7. Kpunirorpadusi. ACUMMETpUYHBIE KPUIITOCUCTEMBI.

8. O0630p u knaccuduKanus METOA0B MUPPOBaHU HHPOPMAITUH.

9. DnexTpoHHO-1TM(POBas MOIHUCH.

10. Yrto OTHOCHTCS K CpEICTBAaM WHXCHEPHO-TCXHUYECKOW  3allUTHI
uH(OpMAIUKU U 1711 YeTO OHU TIpeAHA3HAYCHBI?

11. B 4yem 3akiIr09aroTCs JTOCTOMHCTBA W HEIOCTATKUA MPOTPAMMHBIX CPEJICTB
3aIM Tl KHPOpMAIuu?

12. ITaponpHas 3amura.

13. Ionsitue yrpo3sl. AHanu3 yrpo3 nHpopmarmoHHoM 0e30macHOCTU. Bus
«HAPYLIUTEIEH».

14. Tlomutuka 6e3omacHOCTH. OCHOBHBIE THITBI TOJIUTUKU O€30MaCHOCTH.

15. Crangaptel HHGOPMAIIMOHHOM 0€30M1aCHOCTH.

16. TIpaBoBoe obecrnieueHre 3amuThl nHpopMauu. HopMaTHBHbBIE JOKYMEHTHI.

17. Pa3zpymarorue mporpaMMHbIC BO3ACHCTBUS: BUPYCHI M 3aKJTaIKU. AHTHUBH-
PYCHBIE CPE/ICTBA.

18. Icuxonoruueckue acnekThl THPOPMAITMOHHOW 0€30MacCHOCTH OpraHU3aInH.
19. Hactpotiika MoauTHKHA O€30MaCHOCTH ONEPAIIMOHHON CHCTEMBI.

20. Ananu3 3aUUIIeHHOCTH U30JIMPOBAHHON POTPAMMHON CPEIbI.

21. UccnenoBanue cUCTEM UIACHTU(DUKAIINY.

22. CTpyKTypa 3aKOHOAATeIbHON 06a3bl HHPOPMAIMOHHOM Oe3onacHoCcTH PO.

23. Ctparerusi HAUMOHAIIBLHOM Oe3omacHocTH. HazHaueHnne, 0CHOBHbBIE TEPMUHBI.

24. loxtpuna Ub. Ee Ha3nauenue.

25. CTpyKTypa ¥ BHJBl HOPMATHBHBIX aKTOB, PETYJIHUPYIONIMX OOecredeHue
nHpopMarmorHoi 6e3onacHocTy B Poccuiickoit denepanym

26. ITonsarue o 3amure napopmanuu B PO (149-D3). 'ocynapcTBeHHOE pery-
mupoBanue. O0s3aHHOCTH OoOJaaTene nupopmanuu 1 onepaTopoB MHGOPMAIIMOH-
HBIX CUCTEM. PerynsaTopsr.

27. CucremMa HOPMATUBHBIX MPABOBBIX aKTOB, PErNIAMEHTUPYIOLIUX oOecreye-
HHUE COXPAHHOCTHU CBEJACHUM, COCTABIISAIOIINX TOCYAAPCTBEHHYIO TakHy B Poccunickon
denepauuu
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