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1. Heap, 3a1a4M ¥ IVIAHUPYEMbIe Pe3yJIbTAThI 00YYEeHHUs 10 JUCHUIIIMHE

Lensro ocBoenuss pucuumavbel B1.0.11.03. "OcHOBbI HH()OPMATHOHHOM
Oe3omacHocTH" ABISETCS (DOPMUPOBAHMS y CTYACHTOB 3HAHUM W HABBIKOB IO
BOIPOCaM HMH(OPMAIMOHHON OE30MACHOCTH, a TAaKXKE HAaBBIKOB IPAKTUYECKOTO
o0ecrieyeH s 3aMThl MHPOPMAIMK ¥ GE30MaCHOTO HCIOIB30BAHUS IPOrPAMMHBIX
CPEICTB B BHIYMCIIUTENBHBIX CHCTEMAX OPraHM3alMil U YUPEKIEHHH.

3agayamMu TUCHMIUIMHBI SIBJISIIOTCS: MOJTy4€HUE 0a30BBIX TEOPETUUECKUX MPEI-
CTaBJICHUI O COBPEMEHHBIX OPTraHU3AIMOHHBIX M TEXHMUYECKHX METOJaX 3alllUThl
uH(popMaIUK, a TAKKEe TEXHUYECKUX CPEACTBAX 3alIUThl KOMIBIOTEPHON MH(MOpMa-
MU UHOOPMAIIMOHHBIX CUCTEM OpPraHU3aluid U YUPEKICHHM.

Komnerenmu v uHANKATOPHI, OpMUPYEMBbIE Y O0yJarOIINXCS:

Kon n HauMeHoBaHUE KOMITETCHITUN Kon n nanmeHoBanune nHIuKaTopa
OIIK-4. Crioco6en morumarh ipuHImiel pa- | OITK-4.2. Bnageer HaBblkamu NpUMEHCHHS TUDPO-
0O0TbI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH IS pelieHus 3aaad mpodeccuo-
HOJIOTUHM U UCTIONB30BATh WX JJISl PEILICHUS HAIBHON JIEATEIBHOCTH C YY€TOM OCHOBHBIX TpeOo-
3a/1a4 MPOECCHOHATBLHOMN IEATeNTbHOCTH BaHU HGOPMAIIMOHHOI 0€30MacHOCTH

2. Mecto nucuunnHbl B cTpykrype OII
[IpenmecTByromue AUCIUILIIUHBI (MOTYIH):
b1.0.11.01. UudopmManmoHHbIE TEXHOJIOTHH
b1.0.11.02. Anroput™Mu3anus ¥ TpOrpaMMHUPOBAHUE

[Tocnenytomnue AUCHUIUIMHBI (MOTYIIN):
b1.0.11.04. IIporpamMmmHOe oOecrieueHre U MporpaMMHUpOBaHue B TIpodeccro-
HaJILHOU JIeATECIbHOCTH

3. CTpyKTYypa M cofep:KaHHe IUCHUILTUHbI
3.1. CTpykTypa IMCUMILINHBI
Jyist ouHOI hopmbI 00yUeHUS

Bun yuebnoi paboTbl B;go Eacfg;) CeMec:p(m)
OBIIAA TPYTOEMKOCTD ANCIHUIJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAA PABOTA 0,88 32 32
Jlexmun 0,44 16 16
ITpakTHyeckue (CEMHUHAPCKHE) 3aHATUS 0 0 0
JlaGopaTopHbie pabOTHI 0,44 16 16
CAMOCTOATEJIBHAA PABOTA OBYUYAIOHIET'OCA 1,12 40 40
ITpopaboTka yueGHOro MaTepHraa 1,12 40 40
KypcoBoii mpoekt 0 0 0
KypcoBas pabora 0 0 0
ITonroroBka kK MpoOMeKyTOYHOM aTTeCTallUU 0 0 0
IIpomexxyTouHast arTecTanus: 3




3.2. Conep:kaHue IMCHUILVIMHBI, CTPYKTYPHUPOBAHHOE IO pa3jejaM H
BU/aM 3aHATHH

Pacnipenenenuie tpy- | ®opmbel u | UHIEKCH HHIUKATO-
JIOEMKOCTH BH]{ poB hopMupyeMbIX
§ 10 BUJaM y4€OHOH | KOHTpOJIA KOMIIETCHIIUM
Paznennl g paboTsI
JUACIIUTUIAHEB % s S = S
M = g > ;’*
= 8| B 8
Paznen 1. OcHOBHBIE TOHS-
TIUL M QHAMS YIPOS WA g5 | g | 0 | 4 | TKI OIlK-4.2.3
dbopmarmonHoit  6e3ormac-
HOCTH
Paznen 2. OpranuzainyoH-
HO-aJIMUHUCTPATUBHbBIC 5 >lolola TK? OIK-4.2. 3
Mepbl  MHGOPMAIIMOHHOMN o
0€30MMacHOCTH.
Paznen 3. HmxeHepHo-
TexHndeckue mepol uHpop-| 40 | 8 |12 | 0 | 20 TK3 OIIK-4.2. 3YB
MAaIlMOHHON OE30IMaCHOCTH
Paznen 4. HopmarusHo-
npaBoBeie Mepbl uHpopma- | 20 | 4 | 4 | 0 | 12 TK4 OIIK-4.2. 3YB
IIMOHHOM 0€30MaCHOCTH
3auer 0 OO0 |00 OM 1 OIIK-4.2. 3YB
Hroro 3a 4 cemectp 72 |16 /16| 0 |40

3.3. Conep:kaHue IMCUUIIMHBI

Paznen 1. OcHOBHBIE MOHSTHUS U aHATU3 YIPO3 UH(OOPMAIIMOHHON O€30MTaCHOCTH.

OcHoBHbIE TepMHUHBI U onpeneneHus. Odecrieyenne MHPOPMAITMOHHON Oe301ac-
HOCTH KOMIBIOTEPHBIX cucTeM. Buppl yrpo3. Tpu Hanbosee BbIpaskeHHBIE Yrpo3bl: 1)
MIOZBEP’KEHHOCTh (DM3MUECKOMY MCKKEHUIO WM YHHUUYTOXKEHHIO; 2) BO3MOXKHOCTH He-
CAHKLIMOHMPOBAHHOM (CITy4allHOM WIJIM 3JI0YMBIIUIEHHOW) MOIu(UKaluy; 3) OMacHOCTb
HECAHKIIMOHUPOBAHHOTO (CIy4ailHOTO W TpeIHAMEPEHHOr0) MOMy4YeHHs HH(OpMAIUH
JIMIIAMH, JUT KOTOPBIX OHA HE MpeHa3HaueHa. XapakTep MPOUCXOXKICHUS YTPO3: YMBIIII-
JeHHbIe (haKTOPBI, ecTecTBeHHbIE (hakTOphl. MicTouHukM yrpo3. [Ipennocsbuiku nosineHus
yrpo3: OObEKTHBHBIE, CYObEKTUBHBIC

Paznen 2. OpranuzaiiioHHO-aJMUHUCTPATUBHBIE MEphl WHGOPMAIIMOHHOW Oe3-
OTaCHOCTH

OcHOBHBIE TIOHATHUS TIOJMTUKU Oe3omacHoCcTH. CTPyKTypa MOJUTHKU O€30MacHO-
CTH OpraHu3anuu: 0a3oBas IMOJUTHKA OC30TMACHOCTH, CIICIHATM3UPOBAHHBIC MOJATHKH
0€30MacHOCTH, MpoLeaypbl Oe3omacHocTH . Pa3paboTka MOMUTHKU OE€30MaCHOCTH Opra-
Hu3ammy. KOMIOHEHTHI apXUTEKTyphl 0e30macHOCTH. Poi M OTBETCTBEHHOCTH B O€3-
OTACHOCTH CETH.




Pa3znen 3. UmxeHepHO-TeXHUYECKHE MEPbl MH(OPMAIIIOHHOM 0€30MacCHOCTH

[Tonsitue kpuntorpaguu. OCHOBHBIE HMOHATHS KPUNTOrpapuyeckoi 3alUThl UH-
¢opmarmu.  Kpunrorpaduueckne amroputMel.  CHUMMETpUYHBIE  KPUIITOCHCTEMBI
mm¢poBanus. OCHOBHBIE PEXHMMBI pabOThl OJOYHOIO CHUMMETPHUYHOIO AJITOPUTMA.
OcoOeHHocTH PUMEHEHUS aJITOPUTMOB CUMMETPUYHOTO M poBaHUsL.
AcUMMETpUYHBIE KPUITOCUCTEMBI IIM(ppoBaHusl. OyHKINN XAIIMPOBAHUS. DIEKTPOHHAS
mdpoBast moanuch. OCHOBHBIE TPOLEIYPHl LUPPOBOM TMOAMUCH. YTIpaBJICHUE
KpPUIITOKITIIOYaMu.  Vcnonb30BaHHEe  KOMOMHHPOBAaHHOM — KpHUIITOCUCTEMBL.  Meton
pacnpenenenus kmoden JIuddu-Xemnmmana. Mudpactpykrypa ynpaBieHus OTKPHITBIMA
xirouamu PKI.

AyteHTudukanus,  aBTOopu3auUs U AAMUHUCTPUPOBAHUE  JECUCTBUU
I10JIb30BAaTENEH. Metozsl ayTeHTU(UKaLUY, UCIIOJIb3YIOIINE HapoJIH;
ayTeHTU(UKallMsg HA OCHOBE MHOTOPA30BBIX MapoJied, ayTeHTHU(PUKALUS Ha OCHOBE
OJIHOpa30BbIX mapoieil. Crtporas ayTeHTU(PHUKAUWA: MPUMEHEHHUE HIIEKTPOHHBIX
UJEHTU(UKATOPOB, MPOTOKOJIBI CTPOTOM ayTEHTU(PUKALIMH.

buomerpuueckas ayreHTH(duKauus — noJab3oBarenss.  KoMOMHUpPOBAaHHbBIE
CUCTEMBI UJCHTU(PUKALIUA U AyTEHTU(DUKAUUU. DIIEKTPOHHBIE 3aMKH. YTIpaBICHHE
JIOCTYIIOM MO CXEeME OJHOKpaTHOro Bxoja ¢ aBtopusauued Single Sign-On.
VYnpasnenue uaeHTuUKaLuen u 10CTyIom

BpenoHocHble nporpaMMmbl U MpoOIeMbl aHTUBUPYCHOU 3amuThl. OCHOBHBIE
KaHAJIbl PACIPOCTPAHEHUsI BPEIOHOCHBIX NPOrpaMM. AHTHUBHUPYCHBIE MPOTrPaMMBI:
OCHOBbI ~ pabOThl ~ AHTHUBUPYCHBIX  MPOTPaMM, OCOOEHHOCTU  «OOJIAYHOMN»
AHTUBUPYCHOM TEXHOJOTWU, BHJIbI AHTUBUPYCHBIX MPOTPAMM, JOTOJHUTEIbHBIC
MOJIYJIH AHTUBHUPYCHBIX  MPOTPaMM, peXUMBl  pabOThI aHTUBHpYCA.
[Ipodgunaktuueckue Mepbl 3amUThl. J(ONONHUTENbHBIE CPEACTBA  3alUTHI:
oOHoBinenuss I10, Opanamayspbl, cpeAcTBa 3alllUThl OT  HEXKeNIaTeIbHOU
KOPPECTIOHAEHIMU. AHTUBHUPYCHBIE IPOTPAMMHBIE KOMILIEKCHI

Paznen 4. HopmatuBHO-TipaBOBbIe Mephl MHPOPMAITMOHHON 0€30MacHOCTH

Pone cranmaproB uHGpOpManMOHHON  Oe30macHOCTH. MeXTyHapoHbIe
ctanaaptel uHpopmarmonHoi OezonacHoctu. Cranpapt ISO/IEC 17799:2002 (BS
7799:2000). I'epmanckuit cranmapt BSI. Mexaynapoausiii ctanmaapt ISO 15408
«O0ume KpuTepun O€30MaCHOCTH HH(POPMALUMOHHBIX TEXHOJNOTUI». CTaHmapThl
IEEE 802.11 u WPA - cranmaptel st OecrpoBOIHBIX ceTei. CTaHmapTsl
uHdopmarmonHoii Oe3omacHocth s Internet.  OTedyecTBEHHBIE CTaHAAPTHI
6e3omacHOCTU MH(POPMAITMOHHBIX TEXHOJIOTHH.

Opranu3zanmoHHas CTPYKTypa TOCYAApCTBEHHOW CHCTEMBl OOECTICUCHHUS
nHpopmarnmonHoi Oe3omacHocTH. CoBeT be3omacHoctu Poccuiickoit deneparum.
Komuccust Coera ®enepanuu 1nmo HHGOPMAIIMOHHON MOJUTUKE U B3aUMOJCHCTBUIO
co cpeactBamMu maccoBod uHbpopmaiuu. denepanbHble OpraHbl HCHOJIHUTEIBHOM
BJAacTU B oOnactu uHpopmaTh3auud. MeXBeIOMCTBEHHAas KOMHUCCHUS 1O 3alIuTe
rocynapcTBeHHOW TaiiHbl. DenepanbHas ciyxba Oe3onacHoctu Poccuiickoit
Oenepanuu. denepanpHas cayk0a MO TEXHUYECKOMY W IKCIOPTHOMY KOHTPOJIIO.
denepanbHas cayx06a oxpansl Poccuiickoit deneparuu. Ciry>x6a BHEITHEW pa3BeKu
Poccuiickoit ®eneparnuu. OenepanpHas ciyx0a mo Hag3opy B chepe cBsizu, nHdop-
MallMOHHBIX TEXHOJOTHN W MaccoBbIX KomMyHuKaiui (Pockomuanzop). @enepanb-



Has CIy’k0a MO MHTEIIEKTYaAIbHOW COOCTBEHHOCTH, MATEHTAM W TOBAPHBIM 3HAKaM
(Pocnarent). denepanbHOEe areHTCTBO MO TEXHUYECKOMY PETYIUPOBAHUIO U METPO-
gorun (Poccranmapr). OOecneuenne WHGOPMAIMOHHONW OE30MAaCHOCTH HAa YPOBHE
cyorekToB Poccuiickoit deneparuu.

3akoHonaTenbcTBO Poccuiickoit denepanuu B 06J1acTy 3auThl HHGOpMAITUH,
3alATHl TOCYAAPCTBEHHOW TalHBI W KOH(PHUACHIMAIbHOW WHpOpManuu. Bumbr 3a-
munraemorr mHpopmaruu. Konctutynus Poccuiickoit @eneparuu. JlokTpuHa WH-
dbopmanmonnoi 6e3omacHoctu Poccuiickoit @enepanuu. Konexc Poccutickoit dejme-
pauu 00 aTMUHUCTPATUBHBIX MPABOHAPYIICHUSX. YTOJIOBHBIN KoJeke Poccuiickoit
Oenepannn. ['paxnanckuit kojaeke Poccuiickont denepanuu. Hanoroeid KoIekc
Poccuiickon ®denepamuu. Tpynosoi koaekc Poccuiickon Penepannn. OeaepanbHbIi
3akoH "OO uHpopManuu, UHPOPMAIMOHHBIX TEXHOJOTHUSIX U O 3ammuTe uHpopMa-
uun". deaepanbubiii 3akoH «O rocygapcTBeHHOU TaiiHe». DenepanibHbiii 3akoH «O
KOMMeEpUeCKOM TanHe». denepabHblii 3aKOH «O TEXHHYECKOM PETYIUPOBAHUN.
®enepanbHblil 3akoH «O0 3nekTpoHHON noanucky. denepanpHbiii 3akoH «O nepco-
HAJIbHBIX JaHHBIX». Deaepanbubiid 3akoH «O cBs3n». DenepanbHbiil 3akoH "O cpen-
cTBax MmaccoBod uH(popmanuun". Denepanbubii 3akoH «O Oe3omacHocTn». Dene-
panbHbIi 3aK0oH «O JUIEH3UPOBAHUU OTACIIBHBIX BUIOB AesiTeabHOCTH». Denepanb-
HbI 3akoH «OO0 apxuBHOM Jerne B Poccuiickoit denepanuny». OepepaabHblil 3aKOH
«O TpaHCIIOPTHOM 6E30MaCHOCTH.

3.4. TeMaTH4YeCKH IVIAH NPAKTHYECKHUX 3aAHATHI
JlaHHbIN BUA pabOThI HE MPEAYCMOTPEH YUEOHBIM IJIAHOM.

3.5. TemaTuyeckuii J1aH J1a0OPATOPHBIX padoT

[Tponomxku-
No Howmep ol
HanmenoBanue 1a0opaTopHbIX paboT TEJIbHOCTb,
/o pazznena
yac.
1 Hacrpoiika nmonuTtrku 0€30MacHOCTH OTNeparmoOHHON 3 4
CUCTEMBI
2 Opranuzanus 3amuThl JOKYMEHTOB CPEJACTBAMHU Ia- 3 4

keta Microsoft Office

3 [[ndpoBanue uHbopManuu METOIOM MOIHAT(PABUT-
HOH 3aMeHbl. [locTpoeHue u UCIONb30BaHUE MaTpPU- 3 4
bl Broknnaepa

4 JloxtprHa nHpopMarmoHHoW 6e3omacHoCTH Poccuii-
ckon denepanum.

3.6. KypcoBoii npoekT /KypcoBasi paéora

JlanHbIi BUA pabOTHI HE MPETYCMOTPEH YU4EOHBIM IIAHOM.
4. OueHnBaHue pe3yJabTATOB 00y4eHUsl




OneHnBaHNe pe3ylbTaTOB OOYUYEHHUS MO JUCHUIUIMHE OCYIISCTBISAECTCS B
paMKax TEKYIIeTO KOHTPOJIS W TMPOMEKYTOYHOW aTTECTAIlMU, MPOBOJAMMBIX TIO
oaiubHO-perTuHroBoi cucreme (bPC).

[IIxayia oreHKH pe3yIbTaTOB O0YUEHHUS 110 AUCITUTUIHHE:

YpoBeHb chOpMUPOBAaHHOCTH
WHJMKATOpa KOMIICTCHIIUN
Breicokuii | Cpennuit . Huzkni
Kon 3aruianu- CpEeJHEro
Kon  pHauxaTop pOBaHHBIE oT 85 1o o1 70 10 84 |oT 55 10 69 | 0T 0 10 54
KOMIIe- a PE3yJIbTATHI 100
TEHIIUN KOMIICTEHII 0o0ydeHus 1o [lIkana onleHUBaHUS
uu JTUCITUTUIAHE yIOBJET- | HEYyIOB-
OTJINYHO XOpOIIO |BOPUTEJBH | JIETBOPU-
0 TEITHHO
3a4TEHO HE 324TE€HO
3HATH:
3HATh MTPABOBBIC
aKThI B 00J1aCTH
3aIUTHI
uHpopMmaLuu,
OCHOBHBIE TIOHSITHSI 1
YIpO3bl
UH()OPMAITOHHON 3HaeT B | 3HACT 3HaeT uMeeT
0e30MacHOCTH, COBEpIIICHC | OCHOBHBIC | OTAENBHBIE | MPEACTABII
OCHOBHBIE TBE MPUHIUIIE] | IPUHIAIEL | CHHE
MEPOTPHSITHS TIO
00eCIICYCHUIO
MH(pOPMALTIOHHON
0€30MacHOCTH B
OIIK-4 | OIIK-4.2 | mpodeccroHaTbHOM
JICSATEITHHOCTH
UH(OPMALOHHO-
KOMMYHUKAIIMOHHBIE
TEXHOJIOTHH,
NpUMEHsIeMble  UIs
peleHus
CTAHTAPTHEIX  3a7ad 3HaeT B | 3HACT 3HaeT uMeeT
. | COBEpIICHC | OCHOBHBIC | OTJEIBHBIC | TPE/ICTABII
npoheccuoHaIbHON
TBE NPUHLUIG] | TPUHIUIBL | €HHe
JeATETbHOCTH c
Y4EeTOM  OCHOBHBIX
TpeboBaHMA
HH(OPMAIIMOHHON
0e301acHOCTH
YMETh:




YpoBeHb chOPMUPOBAHHOCTH
WHJIMKATOpa KOMITETCHIIUN
. .« Hixe .
Boicokuii | Cpennuit Huzkni
Kon 3armiagu- CpEJIHETO
Kox  mHAukaro OBaHHBIE ot 85 110
p p o1 70 10 84 |oT 55 10 69 |oT 0 10 54
KOMIIE- a pe3yabTaThI 100
TEHIMH KOMIIETEHI] 00y4eHus 1Mo IlIkana oreHUBaHUS
An IUCIHATIINHE yIIOBJICT- HEY/10B-
OTJINYHO XOpOIIO |BOPHUTENIBH | JICTBOPH-
0 TENLHO
3a4TEHO HE 3a4TEHO
HCITOJIE30BAaTh
METOJIbl U CpE/ICTBa
obecrieueHust
UHPOPMAITUOHHOM HE MOXKET
0e30MacHOCTH c 0e3
yMEeT  C | JUTycKaeT
LEBIO yMeeT B MIOCTOPOH
HEKPUTHYH | OTJCIIbHBIC N
MIPEIOTBPAILICHHS COBEPIIICHC Hel
BIMU rpyobIe
HECAHKIIMOHMPOBAHH | TBE TTOMOIILA
OIIMOKaMH | OIIMOKHU
oro JIOCTYTIA, HCITIOJIE30B
37I0YMBIIILIEHHOM aTb
uHpopmau WM
yTpaThl 3aIUIIACMON
HHpOPMAIIH
OIICHNBATH
OIIACHOCTD,
CBSI3aHH c
Yo HE MOXKET
yrpo3amu 603
HECAHKIIMOHUPOBAHH yMeeT  C | JTycKaeT
yMEeT B MOCTOPOH
oro  JocTyma K HEKPUTUYH | OTACNbHBIE N
COBEpIIIEHC Hel
uHpopMaLuu, BIMU rpyoble
. TBE TTOMOIIIA
HaMEpPEHHOU OIMOKaMH | OIIMOKH
HCITOJIE30B
MOAU(UKALTUH AL
JAHHBIX W YTparThl
CITy>KE€OHOM
uH(popMaLK
BIIAJIETD:
BJIaJI€eT He
COBPEMEHHBIMU OTIENbHEI
BJIQJICET BJIAZICET
OOIIMMHM CIIOCOOAMH | BIIaIeeT B MHA
OTIEILHBI oe3
o0ecrieueHust COBEpIIIEHC HAaBBIKAMH
. MH MIOCTOPOH
uH(pOPMAITIOHHON TBE c My
HAaBBIKAMHA Hel
0e301macHOCTH HemoYeTaM
" TIOMOIIA

OueHouHble  MaTepuanbl Uil  IMPOBEACHHMS  TEKYIIEro  KOHTPOJIs H
IPOMEKYTOUHOM aTTecTanuu mnpuBeneHbl B Ilpunoxenun k paboueil mporpamme
JUACLUILIVHBL.

[TonHBIN KOMIUIEKT 3aJlaHUl U MaTepuagoB, HEOOXOIUMBIX JJIsI OLICHUBAHMS
pe3ynbTaToB O0yUYEHHU M0 AUCLUIUIUNHE, XPaHUTCA Ha Kadeape pa3padoTuuKa.



5. Y4eOHO-MeTOIM4YecKoe U HH(POPMALMOHHOE o0ecniedeHne JUCHUILTHHbI
5.1. YueOHO-MeTOOHYECKOE 00ecIieueHne
5.1.1. OcHoBHas nuTEpaTypa

1. Mensenes, B. A., UadopmarmionHas Oe3omacHOCTh. BBeneHne B crieruaib-
HocTb + elIpunoxenue: Tects! : yueOnuk / B. A. Mensenes. — Mocksa : KnoPyc, 2023. —
143 c¢. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870. — Tekct : smek-
TPOHHBIM.

2. Menbuukos, B. I1., Madopmarmionnas 6e3omacHocTs : yueOHUK / B. T1. Menb-
HukoB, A. U. Kynpusuos, T. FO. BacunseBa. — Mockaa : KnoPyc, 2023. — 371 c¢. — ISBN
978-5-406-11960-0. — URL.: https://book.ru/book/950148. — TeKcT : 37eKTPOHHBIA.

3. 3ammra uHpopmaru : yuyebnoe mocodue / A. II. XKyk, E. II. Kyk, O. M.
Jlerremkmn, A. M. Tumomxkun. — Mocksa : PUOP : MTHDPA-M, 2021. — 400 ¢. — URL.:
http://new.ibooks.ru/bookshelf/361250. - TekcT : aneKTPOHHBIIA.

5.1.2.JlononHUTENBHAS IATEPATYPA

1. Kpoios, I'. O., bazoBbie OHATHSI HHPOPMAIIMOHHON OE30MTACHOCTH : yu4eOHOE
nocooue / I'. O. Kpwuios, C. JI. Jlapuonosa, B. JI. Hukutuna. — Mocksa : Pycaiinc, 2023.
— 257 ¢. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Tekcr :
AJICKTPOHHBIU.

2. babam, A. B., Kpunrorpadudeckue MeTob! 3auThl HHGOPMAIIUK : Y4eOHUK /
A. B. ba6am, E. K. bapanosa. — Mocksa : KnoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — TekcT : 35eKTPOHHBIA.

3. Opranu3zanmoHHO-TIPaBOBOE obecredeHne MH(GOPMAITMOHHON O€30MacHOCTH :
yuebHoe nocodue 1yist By30B / A. A. Ctpensiios, B. C. ['opbatos, T. A. ITonskosa [u ap.];
nof pen. A. A.CtpenbiioBa. - M. : Akagemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TeKCT : HeMOCPEACTBEHHBIM.

4. WNudopmanmonHas 0€30MaCHOCTh: KOHLENTYaJbHBIE M METOJIOJIOTHYECKHE
OCHOBBI 3aIUThI HH(OpMaLKK : yueOHoe mocodue / A.A. Mamok. - M. : ['opsiuast tuHus -
Tenmexom, 2004. - 280 c. - TeKCT : HEMOCPEACTBEHHBIN.

5.2. MudopmanuonHoe odecrnevyeHue

5.2.1. DneKTpOHHbBIE U HHTEPHET-PECYPCHI

11\/&;1 HanMeHOBaHME 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccbuika
1 |9BC IBOOKS.RU https://ibooks.ru
2 |9BC LANBOOK.COM https://e.lanbook.com




5.2.2. Ilpodeccuonanbipie 0a3pl gaHHbIX / HHpOpMaIMOHHO-CIIPaBOYHBIC

CUCTEMBI
No HaunmenoBanue npogeccnoHaabHbIX 0a3
n /IT JAHHBIX, HHOOPMAIIOHHO-CIIPAaBOYHBIX Anpec Pexwum nocryna
CHCTEM
1 |Poccuiickas HaumoHanpHas Onbnmoreka  [http://nlr.ru/ http://nir.ru/
5 OO61mepoccuiickuii MaTeMaTHYECKUI http://www.mathnet.ru/ http://www.math
opTal net.ru/
3 |KubepJlenunka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/
4 Hauuonansnas snexrpomnas Gubnouotexa https://rusneb.ru/ https://rusneb.ru/
(HOB)
5 |Texunveckas OUOIMOTEKA http://techlibrary.ru :ll'jtp://techllbrary.
6 |MCC «Koexon / «Texoxcrepm http://app.kgeu.local/Home/Ap |http://app.kgeu.lo
ps cal/Home/Apps
7 |«KOHCYIbTaHT ILTIOC http://www.consultant.ru/ ngﬁélz\lj\;ww'consu
8 |«["apanT» http://www.garant.ru/ ?ttup/://WWW.garan
5.2.3. JIuniecH3MOHHOe W CBOOOJHO  pacHpOCTpaHSIEMOE  IPOTPaMMHOE
oOecrieueHne TUCIUILINHEI
PexBuzuthl
Ne | HammeHoBaHUWE MPOrpaMMHOTO Crioco6 pacrpocTpaHeHus
MIOJITBEPKTAIOIIX
/11 obecrniedeHus (JTMTIEH3MOHHOE/CBOOOTHO)
JTIOKYMEHTOB
3A0
. "Co¢rJlaitaTpeiin"
Windows 7 Tlpodeccuonanbhas|llonp3oBaTenbckas onepauoHHas
1 (Pro) CHCTEMa Ne2011.25486 oT
28.11.2011 Hewcki.
paBo. beccpouHo
3A0
. "CodrJlaitnTpeiin"
Windows 7 Ilpodeccuonanbnasi|[lonp3oBarensckas onepannoHHas
2 (Starter) cncTeMa Ne2011.25486 oT
28.11.2011 Hewuck.

npaso. beccpouno

6. MaTepuaJIbHO-TEXHHUYECKOE 0O0ecneuyeHUue TUCITUTITIMHBI

HauMmenoBanue Buaa
yueOHO padoThI

HanmenoBanune yueOHOI aynu-
TOpHH, CIIEIIMATU3UPOBAHHON
naboparopuu

[lepeuens HEOOXOAMMOTO OOOPYAOBAHUS U TEXHU-
YECKHUX CPEIICTB O0YUICHUS

Jlexun

VYuebnast ayauTopust 1Jist Ipo-
BEJICHUS 3aHITHN JIEKITHOHHOTO
THUIA

CHCHI/IaJ'II/IBI/IpOBaHHaH yqe6Ha5{ MC6CHL, TCXHHUYC-
CKME cpeicTBa OOydeHUs, CclyKamue I
MIpEeACTaBICHUS yueOHoM uHbopMauu
Oonpumiol  ayauTopuu  (MYJIbTUMEAUHHBIN
MPOEKTOP, KOMIbIOTEp (HOYTOYK), OJKpaH),
JIeMOHCTpallMOHHOE 000pyI0BaHue, y4yeOHO-
HaTrIsIHbIE TOCOOUS




Hammenosanue Buga | HaumeHnoBanue yueOHol ayan-

. . | Ilepeuenp HeOOXOUMOTO 00OPYIOBAHUS U TEXHU-
y4aeOHO# pabOTHI TOPHH, CIICIIHATTU3UPOBAHHOM

YCCKUX CpCACTB O6y‘leHI/I$I

naboparopuu

JlaGopaTopHbie pa- [KommbroTepHsblii kinace ¢ BeIxo- | Criennaiv3upoBaHHas — ydeOHas — MeOelb,
OOTHI nom B Muteprer JI-418, [1-420, | texuuueckue CpejcTBa 00yueHus
J-424, 1-427 (MyJBTUMEIUUHBIA TPOEKTOP, MOHOOJIOKH 25
mie.), TUTICH3NOHHOE MPOrpaMMHOE

o0ecrieueHue
KommptoTephbiii knace ¢ Bbixo- | Crienuanu3upoBaHHas yueOHas mebenb Ha 30
nom B Uureprer B-600a nocafouHblx  MecT, 30  KOMIIBIOTEPOB,
TEXHUYECKHE CpeAcTBa OOydYeHHs (MyJIbTHMeE-
JTUWAHBIA  TPOCKTOpP, KOMIBIOTEp (HOYTOYK),
JKpaH), BHJICOKAMEPHI, MPOrPaMMHOE

o0ecrieueHue
CamoctosrenpHas |[KommproTepHslii kinace ¢ BeIxo- | Crernuanu3upoBaHHas ydueOHas mebens Ha 30
pabora nom B Mutepuer B-600a MOCAJOYHBIX  MecT, 30  KOMIIBIOTEPOB,

TEXHUYECKHE CpeACTBa OOy4eHHS (MyJIbTHMeE-
TUIHBIA MPOEKTOP, KOMIBIOTEP (HOYTOYK),
JKpaH), BHJICOKAMEPHI, MPOrPaMMHOE
obecrieueHue

Criennanu3upoBanHasi MeOelb, KOMITBIOTepHAs
TEXHHMKA C BO3MOYKHOCTBIO BbIX0OJ1a B IHTepHET
u obecnieuenuem noctymna B OUOC, skpan,
MYJIbTHMEIUHHBIA TPOSKTOP, TPOrPAMMHOE
obecricucHue

YuTaneHbIN 321
OuOIIMOTEKH

7. OCO0eHHOCTH OPraHu3aUN 00Pa30BATEIbLHOM 1eATEeJIbHOCTH JIsl JIUIL C
OrpaHN4Y€eHHBIMHU BO3MOKHOCTSMU 3I0POBbS U MHBAJIU/I0B

JIuna ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMH 3710poBbsi (OB3) 1 mHBaIMIbl UMEIOT
BO3MOKHOCTh OECHPEIATCTBEHHO MepeMenaTbCcsi U3 OJHOTI0 y4eOHO-1abopaTopHOIro
KOpryca B JApYroil, MOAHATHCS HA BCE ATAXU Y4eOHO-TaOOpPATOPHBIX KOPITYCOB,
3aHUMAaThCd B Y4E€OHBIX W HMHBIX TOMEIIEHUSIX C Y4EeTOM OCOOEHHOCTEH
NCUXO(U3UIECKOTO Pa3BUTHS U COCTOSIHUS 37TOPOBDSI.

Hist o6yuenus nun ¢ OB3 u WHBaIMAOB, MMEIOIIMX HAPYIIEHUS OMOPHO-
JIBUTATEJILHOTO arfmapara, o0ecreueHbl yCIOBUS OECHpEnsSTCTBEHHOTO JIOCTYIa BO
Bce yueOHbIe nmomenieHus. Madopmaius o cueruanbHbIX YCIOBHUSIX, CO3aHHBIX IS
oOydarommxcss ¢ OB3 u wuwHBamMIoOB, pa3MelieHa Ha CalTe YHUBEPCHUTETA
www//kgeu.ru. IMeercst BO3MOKHOCTb OKa3aHHUSI TEXHUYECKON ITOMOIIM aCCUCTEHTOM,
a TaKXKe yCIyr CypAONEepPEeBOIUYMKOB U TU(PIOCYPIONIEPEBOTUHKOB.

Jlns amantanuu K BocnpusaTuto auiamMu ¢ OB3 v uHBanuaamMu ¢ HapylmIeHHBIM
CIIyXOM CHpPaBOYHOr0, y4eOHOro MaTepuajia IO JIUCIMIUIMHE O0O0EeCIeYynBarOTCs
CJIEAYIOIINE YCIOBUS:

- JIIs1 Ty4Illed OpUEHTAIIUU B ayJIUTOPUH, IPUMEHSIOTCSI CUTHAJIBI OTIOBEIICHUS
O HayvaJie U KOHIIE 3aHsTHUs (CIIOBO «3BOHOK» MUIIIETCS HA JIOCKE);

- BHUMaHUE CJIa0OCHBIIIAIIer0 OOY4YalIIerocsi MPHUBICKAETCS IMEJarorom
KECTOM (Ha IJIeHO KJIaJEeTCsl PyKa, OCYIIECTBIISIETCS HEPE3KOE MOXIIONBIBAHHUE);

- pasroBapuBasi ¢ OOYYaIOIIMMCS, TMEJAroru4ecKuii paOOTHUK CMOTPUT HaA
HEro, TOBOPHUT SICHO, KOPOTKHMH TMPEIIOKEHUSIMHU, oOecreunBas BO3MOXKHOCTh



http://www.kgeu.ru/

YTEHUS 110 Ty0am.

KoMmmneHcanysi 3aTpyHEHH pPEYEBOr0 M HWHTEUIEKTYaJbHOIO Pa3BUTHS
ciaboCbIIIaMX 00yYaroIUXCsl TPOBOAUTCS MTyTEM:

- HCTIOJI30BAaHUS CXEM, TMAarpaMM, PUCYHKOB, KOMIIbIOTEPHBIX MPE3EHTAIUH C
TUIEPCChUIKaMH, KOMMEHTHPYIOUIUMU OT/AEJIbHBIE KOMIOHEHTBI N300paKEeHHUS;

- pErylApHOTO TPUMEHEHHUS VYINpPaXHEHWH Ha rpaduueckoe BbIICICHUE
CYILLECTBEHHBIX MPU3HAKOB MIPEIMETOB U SIBJICHU;

- oOecriedeHs BO3MOYKHOCTH JUIsl OOYyYarollerocss IOJYy4YUTh aAPECHYIO
KOHCYJIbTAIIMIO 10 3JIEKTPOHHOM MOYTE 10 MEPE HEOOXOAUMOCTH.

Jlig ananTanuu K BocrpusaTHio unaMu ¢ OB3 1 nHBanunaMu ¢ HapyleHUIMU
3peHus CIPaBOYHOIO, y4eOHoro, IPOCBETUTEIBCKOTO MmaTepuania,
IPEeyCMOTPEHHOTO 00pa30BaTEIbHONW MPOrpaMMON MO0 BBIOPAaHHOMY HAalpaBJICHUIO
HOJIFOTOBKU, OOECIIEUNBAIOTCS CIAEAYIOIINE YCIOBUS:

- BeZleTcd ajanrtanus opUIMaIbHOrO caidta B ceTh MIHTEpHET ¢ y4eTOM 0COOBIX
NOTPEOHOCTEN MHBAIMIOB 10 3pEHUI0, 00ECIIEYMBACTCS HATMUME KPYIMHOIIPUPTOBOU
CIPaBOYHON MH(POPMALIMH O PACIIUCAHUU YUEOHBIX 3aHSTHIA;

- IEIarOrMYeCKUii  pabOTHUK, €ro coOeceqHUK (MpU HEOOXOIUMOCTH),
MPUCYTCTBYIOILIME HA 3aHATUU, MPEACTABISIIOTCA 00y4YarOIUMCS, TPUA 3TOM KayK]IbIi
pa3 Ha3bIBAETCS TOT, K KOMY I€IarOrnYecKuii pabOTHUK oOpalaercs;

- IEUCTBHUSI, JKECThI, MEPEMELICHUSI MEJAaroruueckoro pabOTHUKAa KOPOTKO H
SICHO KOMMEHTHPYIOTCS;

- meyaTHasgs HHQOpMAIMs NPENOCTaBIsAeTCS KpynHbIM wmpudrom (ot 18
IYHKTOB), TOTAJIbHO O3BYYHBAETCS;

- oOecrieunBaeTCsl HEOOXOIMMBIN YPOBEHb OCBEILIEHHOCTH TOMEILEHU;

- IPEAOCTABIIAETCS. BO3MOXHOCTh HCIIOJIB30BaTh KOMIIBIOTEPBI BO BpEMs
3aHSATHI U MPABO 3aMUCH 00BSICHEHUH Ha TUKTO(OH (110 JKEJTaHUI0 00YyJaronuXCcs).

dopma TMPOBEACHHS TEKyIIEW M MPOMEKYTOYHOW aTTECTallMU  JUIS
oOyuaromuxcs ¢ OB3 u MHBAIUIIOB OMpenenserca NeAarornueckuM padOTHUKOM B
COOTBETCTBUM ¢ y4yeOHbIM mmaHoM. [lpu HeoOxoammoctu oOyuaromemycs ¢ OB3,
WHBAIUY C YYETOM UX MUHAMBUAYAIbHBIX NMCUXO(PU3NUECKMX OCOOCHHOCTEN NaeTrcs
BO3MOKHOCTh MPOUTH MPOMEKYTOUHYIO aTTECTALMIO YCTHO, MUCbMEHHO Ha Oymare,
MMCbMEHHO Ha KOMIIBIOTEpPE, B (pOpME TECTUPOBAHUS U T.II., TMOO MPEAOCTABIAETCS
JOTIOJTHUTENBHOE BpeMs sl IOJATOTOBKH OTBETA.

8. MeToanuyeckue peKOMeHAAIUN /ISl TpenojaBaTe/ieid Mo OpraHu3amuu
BOCIIUTATEJbHOI PadoThl ¢ 00y4AOINMHUCS.

Meroanueckoe obecrieueHre npouecca BOCIUTaHNus 00y4YaoIUXCsl BBICTYAeT
OJIHUM U3 ONpENEIomuX (akTopoB BHICOKOTO KadecTBa oOpa3oBanus. [Ipenogasa-
TeJIb By3a, JEMOHCTPUPYS BBICOKUN MPOPECCUOHAIN3M, IPYIUIINIO, YETKYIO TpaX-
JAHCKYIO TIO3UIINIO, CAMOUCITUTUINHY, TBOPUYECKHUI MOX0]] B pelieHuu nmpodeccro-
HaJIBHBIX 33714, B XOJI€ 00pa30BaTEIBHOTO MPOIlecca CIIOCOOCTBYET (POPMUPOBAHUIO
TapMOHHUYHOW JINYHOCTH.

[Ipu peanuzanuu NUCUUIUIMHBI NPENOAABATEID MOXKET HCIIOJIb30BAThH CIEIY-
OII[€ METO/Ibl BOCTIUTATEIIbHON PaOOTHI:



- MeToJbl (hOPMHUPOBAHUSA CO3HAHUS JUYHOCTU (Oecena, AMUCIYT, BHYIICHHE,
UHCTPYKTaX, KOHTPOJIb, OOBSCHEHHE, MpPUMEP, CaMOKOHTPOJb, pacckas, COBET,
yOexaeHue u ap.);

- METOABl OpPraHW3alUU ACATEIHPHOCTH M (POPMUPOBAHUS OIBITA TOBEICHUS
(3amanue, OoOIIECTBEHHOE MHEHHE, MeJIarormieckoe TpeOoBaHUE, MOPYYCHHE, TPH-
y4€HUE, CO3/JaHNE BOCHUTHIBAIOIINX CUTYAlUM, TPEHUHT, YIIPaXKHEHUE, U Ip.);

- METOAbl MOTHBAILIMM JEATEIBHOCTH U TMOBEACHUS (0I00peHHE, MOOIIPEHHE
COIIMAJIbHON aKTUBHOCTH, IMOPULIAHKUE, CO3[IJaHUE CUTYallUl yclexa, CO31aHuE CUTya-
UH 1J1s1 SMOIIMOHAIBHO-HPABCTBEHHBIX MEPEKUBAHUN, COPEBHOBAHUE U JIP.)

[Ipn peanuzanuu JUCUHUIUIAHBI MPEMOAABATENb JIOJHKEH YUUTHIBATh CIEAYIO-
I[ME HAIPABJICHUS BOCIIUTATEIbHON IEATEIIbHOCTH:

I'pasxcoanckoe u nampuomuueckoe eocnumanue:

- popMupoBaHKE Y OOYYaIOUIMXCS IIEJIOCTHOIO MHPOBO33PEHUS, POCCUICKOMN
UJCHTUYHOCTH, YBKEHUS K CBOCU CeMbe, 0OIIIECTBY, TOCYIapCTBY, IPUHATHIM B CEMbE U
OO0IIIeCTBE TYXOBHO-HPABCTBEHHBIM U COLIMOKYIBTYPHBIM IIEHHOCTSIM, K HAITMOHAIBHOMY,
KYJIbTYPHOMY U UCTOPHUYECKOMY Hacieauto, (()OpMUpPOBAHUE CTPEMIICHHUS K €T0 COXpaHe-
HUIO U PA3BUTHIO;

- hopMUpOBaHKE Yy 00YYAIOIIUXCSl AKTUBHOM TPayKTAHCKOW MO3UIIMH, OCHOBAaHHOMN
Ha TPAJUIIMOHHBIX KYJIbTYPHBIX, TYXOBHBIX M HPABCTBEHHBIX LEHHOCTSAX POCCHICKOTO
OOI1IeCTBa, IS MOBBIIMICHUSI CIOCOOHOCTH OTBETCTBEHHO PEATM30BBIBATH CBOM KOHCTHU-
TYIIMOHHBIE MPaBa U 00A3aHHOCTH;

- pa3BUTHE MPABOBOM U MOJUTUYECKON KYIbTYphl O0yUYaIOIIUXCs, PACITUPEHHE
KOHCTPYKTHUBHOT'O Y4acCTHsI B IIPUHATUU PELICHUH, 3aTPAarvBarOLIMX UX IPaBa U UH-
TEpPEChl, B TOM YHCIIE B Pa3IMYHBIX (pOpMax CaMOOpPTaHU3AIMH, CAMOYIIPaBJICHHUS,
OOIIECTBEHHO-3HAYMMOM JIeATeTbHOCTH;

- opMUpOBaHKE MOTHUBOB, HPABCTBEHHBIX M CMBICIIOBBIX YCTAaHOBOK JIMYHOCTH,
MO3BOJISTIOLINX MPOTUBOCTOATH IKCTPEMU3MY, KCEHO(POOUH, AUCKPUMHUHAIIMM IO COIH-
JIBHBIM, PEJIMTUO3HBIM, PACOBBIM, HALIMOHAIBHBIM MIPU3HAKAM, MEKITHUUECKON U MEXK-
KOH(ECCUOHAJILHOM HETEPITUMOCTH, JPYTUM HETATUBHBIM COIUATLHBIM SIBJICHUSIM.

/lyxoeHo-npascmeennoe socnumanue:

- BOCIIMTAHUE YYBCTBA JOCTOMHCTBA, YECTHU U YECTHOCTH, COBECTIIMBOCTH, yBa-
JKEHUS K POIUTENSAM, YUUTEIISIM, JTIOISIM CTAPIIIETO MOKOJICHUS,

- opMUpOBaHUE TPUHILUIOB KOJUJIGKTUBU3MA W COJIMJAAPHOCTU, JAyXa MUJIO-
CepIius U COCTPaJaHusl, TPUBBIUKK 3a00TUTHCSA O JIIOASMX, HAXOISAIINXCS B TPYAHOU
JKM3HEHHOM CUTYAllUH;

- popMUpOBaHUE COTUIAPHOCTH U YYBCTBA COIMAIIBHOW OTBETCTBEHHOCTU TIO
OTHOUIEHUIO K JIFOJSM C OTPAHUYEHHBIMU BO3MOKHOCTSIMH 34OPOBBS, IPEOIAOJICHUE
MICUXOJIOTUYECKUX OaphepoB MO OTHOIIECHHUIO K JIFOASM C OTPAaHUYCHHBIMH BO3MOXK-
HOCTSIMU,;

- hopMHpPOBaHKE ASMOIMOHAIBHO HACKIIIEHHOTO M JIyXOBHO BO3BBIIIEHHOTO OT-
HOIIICHUSI K MHpPY, CIIOCOOHOCTH W YMEHHS IepeiaBaTh APYTUM CBOM ICTETUYECKHUI
OTIBIT.

Kynvmypno-npoceemumensckoe 6ochumanue:

- hopMUPOBaHNE ICTETUUECKON KapTHUHBI MUPA;



- popmupoBaHue yBaXKEHHS K KyJIbTYpHBIM IIEHHOCTSIM POJIHOTO TOPOJa, Kpas,
CTpaHBI;

- IOBBITIICHUE TIO3HABATEILHOW aKTUBHOCTH 00 YUaFOIIIHXCA.

Hayuno-obpazosamenvhoe socnumanue:

- popmupoBanue y 00ydaronuxcs HAy4YHOTO MUPOBO33PECHHS;

- popMuUpOBaHUE YMEHHS TIOJy4aTh 3HAHUS;

- popMHUpOBaHNE HABHIKOB aHAIW3a U CHHTE3a MH(GOPMAIMH, B TOM YHUCIIE B
npodecCUOHAILHOM 001acTH.



BHocumblie u3mMeHeHus U yrBepakaenus Ha 2024/2025 yueoublii roa
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1 2 3 4 5 6
1 3.2 05.04.2024 | V3menenue Ha3BaHuii paznenoB | ConoBbeB Axwmertosa P.B.
C.A.
2 3.3 05.04.2024 | V3menenue copepxkanusi pasae- | ConoBbeB Axwmertosa P.B.
JIOB JUCLUILINHBI C.A.
3 3.5 05.04.2024 | 3menenue Ttematuku jabopa- | ConoBseB Axwmerosa P.B.
TOPHBIX paboT C.A.
4 1 05.04.2024 | Usmenenue TexHonornueckoit | ConoBneB AxwmeroBa P.B.
kaptel OM C.A.
5 1 05.04.2024 | HacTtuyHOE U3MEHEHUE TECTOB CosoBreB AxwmeroBa P.B.
C.A.
6 18.02.2025 | lannass PIIJ] akryanmbHa Juist BaHoB MaxcHuMOB
Hanpasnenus 11.03.04 «Onek- I.A. B.B.

TPOHUKA ¥ HAHOIJICKTPOHHKA
(mu1st Beex mpoduieit)




Ipunosrcenue x paboueii
npozpamme OUCYUniIuHbl

(I)e)lepa.nbnoe rocyrapCcrBeHHO¢€ ﬁmI[)KeTHOC 05pa30BaTeJILH06
yupesKIeHue BbICIIero o0pasoBaHusi
«KA3AHCKHH I'OCYJAPCTBEHHbBIN SHEPTETUYECKH YHUBEPCUTET»
(PI'BOY BO «KI'DY»)

@ MUHHCTEPCTBO HAVKH U BBICILIET'O OBPA30BAHUSI POCCUICKOI ®EJIEPALIIN

KI'2Yy

OLHEHOYHBIE MATEPUAJIbI
10 AMCHUIIHHE

b51.0.11.03. OcHoBbI HHPOPMAIIMOHHOMN 6€30MaCHOCTH

(HauMeHosaHue duct;unﬂunbl 6 coomeemcmeuu Cy‘{e6HblM I’l/laHOM)

r. Kazansp, 2023



OueHouyHble MaTepuainbl M0 JUCUMUIUIMHE, MPEIHA3HAYEHHbI ISl OLICHUBAHMS
PE3YNIBTaTOB 00YUYEHUS Ha COOTBETCTBUE MHANKATOPAM JOCTIKCHHSI KOMIICTEHITUH.

OrneHnBaHre pe3yIbTaTOB OOYYECHHS TIO IUCHUILIMHE OCYIIECTBIISCTCS B
pamMkax Tekymiero koutpoiist (TK) u mpoMexyTodHO# aTTecTaluu, TPOBOJIUMBIX IO
oaiubHO-peiTuHroBoit cucreme (bPC).

1. TexHnoJsiornyeckasi KapTa
Cemectp 4
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Paznen 1. OcHOBHBIC MOHATHA U aHAIU3 YTPO3 HUH-
(hopMarmoHHOH 6€30IaCHOCTH TK1 9 6 9-15
Paznen 2. OpraHu3alliOHHO-aJMUHUCTPATHBHbIC
Mepbl HHOPMAIIMOHHOH 0€30I1aCHOCTH
TectupoBanue 9 6 9-15
P 3.1 - - 27-
a371en | HKCHEPHO-TEXHIYECKHE Mepbl HH(OP TE 27 18
MaIFOHHON 0€30ITacCHOCTH 45
TectupoBanue 9 6 9-15
18-
Brmonmsenne 1 3ammTa 1ab0paTopHOi paboTHI 18 12 30
P 4. H - - 15-
a3zen 4 OPMATHBHO-TIPABOBBIC Mepbl HH(OpMA TK3 15 10
IIMOHHOM 0€301aCHOCTH 25
TectupoBanue 9 6
Brmonmsenne 1 3anmTa 1a0b0paTopHOi paboThI 6 4
ITpoMme:xyTouHasi aTTecTanus (3a4eT) OM 9-15
HrtoroBoe TecTHpoBaHKe 9-15
2. OueHOYHbIE MATEPUAJIBI TEKYILEr0 KOHTPOJIA H MPOMEKYTOYHOI aTTecTalun
[IIkasia OLIEHKH pe3yNbTaTOB O0YyYEHHUS M0 AUCIUIUIMHE:
YpoBeHb CPOpMHUPOBAHHOCTH
WHAUKATOPa KOMIICTCHIIUN
. . Hwxe .
Kon 3ariaHu- Bericokuii Cpennuii CpeHero Huzkwmii
Ko WHIUKATO OBaHHBIE
A a p P or 8510100 |or 70 10 84 |01 55 1069 | ot 0 no 54
KOMIIC- a PE3YJIIbTAThL
[ITkana oleHUBaHUs
TEHIIMA KOMIIETEHI] 00ydeHHs 1o p—
15171 JUCLIUILINHE YIIOBJIET- YA
OTJIMYHO XOpo1o JICTBOPUTCIIb
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HO
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OIIK-4 | OIIK-4.2 | 3Hath:
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YpoBeHb chopMHUPOBAHHOCTH
WHIMKATOPA KOMITETEHITHN
N N Hwxe N
Kon 3aruianu- Beoicokuii Cpennuii cpemHero Huzkwmit
Ko MH/IUKATO OBaHHbIE
A IHEATOP P o185 10 100 |01 70 10 84 | 01551069 | or 0 10 54
KOMITE- a Ppe3yJbTaThl
[IIxana oneHnBaHus
TCHIIMA KOMITCTEHI] 00y4eHHs 110 -
HEYJI0B-
un JCIUIUIAHE YIIOBJIET- A
OTJINYHO XOPpOIIIO0 JIETBOPUTEITb
BOPUTEJIHHO
HO
3a4TEHO HE 3a4TEHO
OLICHUBATh OIACHOCTD,
CBSI3aHHYIO C YTpO3aMu He  MOKET
HECaHKIIMOHHUPOBAHHOT
Kt P yMeeT Cc | mmyckaer 6e3
0 JOCTYTIA K | ymeer B
HEKPUTUYH | OTJENbHbIE | TIOCTOPOHH
uH(popMaLH, COBEpIIICHC .
" bIMHU rpyObie e MOMOIIH
HaMEpEHHOM TBE 6 6
MOMDUKAIAH JIAHHBIX OLIMOKAMHU | OIIMOKH UCTIONb30Ba
U YTparhl CIyKeOHOM b
uHbopMaMH
BIIAJICTh:
BIIaJIeeT
BPEMCHHBIMH OT/ICJTLHBIM
COBpEME BIIaJIeeT A HE BIaJeeT
o0mMMH  criocoO0aMu | BIageeT B u
OTICIBHBIM oe3
obecrieyeHus COBEpIIICHC HaBBIKAMU
. u MIOCTOPOHHE
nH()OPMATMOHHON TBE c .
6e30MACHOCTI HaBBIKAMHU wenoueram | © TIOMOIIA
u

OI.[GHKa «OTJIMYHO» BBICTABIACTCA 3a BJIAACHHUC B MOJTHOM MCpC MOHSITUHHBIM

anmnapaToM AUCUUIIIMHBI « OCHOBBI MH(POPMAIIMOHHOM 6€301MacHOCTHY, CIIOCOOHOCTD
WLTIOCTPUPOBATh OTBET MpUMeEpaMHu, (akTaMu, JaHHBIMH HAYYHBIX HCCIIETOBaHHM,
IPUMEHATHh TEOPETHUECKUE 3HAHUWS ISl PEUICHUS TUIIOBBIX 3a7ad M MPaKTHYECKUX
3aaHuil 0oJiee BEICOKOTO YPOBHS CIIOKHOCTH.

Or1eHKa «XOPOI0» BHICTABIISAECTCS 32 BIIAJICHUE TMOHATUIHBIM amnmapaToM AWC-
UIIMHBL «OCHOBBI MH(MOPMAITMOHHAsT 0€30MaCHOCTHY», CIOCOOEH HILTIOCTPUPOBATH
OTBET MpUMepaMu, (pakTamMu, MPUMEHATh TEOPETHUUECKHUE 3HAHUS MPHU PELICHUH TH-
NOBBIX 33J1a4, IOMYCKaeT He3HAUNUTENIbHbIE OIMOKU MPHU PEIICHUH MPAKTUUYECKHUX 3a-
JaHui 0oJiee BRICOKOTO YPOBHSI CIIOKHOCTH.

OreHKa «y10BJE€TBOPHUTEIbHO» BBICTABISICTCS 32 YaCTUYHOE BIIAJICHUE TEO-
PETUYECKHMMH OCHOBaMH AUCHMITIUHBI «OCHOBBI MH(OpMAIMOHHAS OE30MacHOCTHY,
(dbparMeHTapHyI0 CIIOCOOHOCThH WILTFOCTPUPOBATH OTBET MpUMepaMu, (hakTamu, B psizie
CllydaeB 3aTPyIHSETCS MPUMEHSATh TEOPETUUYECKHUE 3HAHUS MPU PEIIEHUU THUIIOBBIX
3aJa4, HE BCErJa CIIOCOOCH PEIIuTh MpaKTHUYeCKHe 3aaHus 60jee BHICOKOTO YPOBHS
CJIOKHOCTH.

OreHKa «HEY10BJEeTBOPUTEIBLHO» BHICTABIISCTCS 32 HE COOTBETCTBUE JTIOOBIM
TPeM W3 TEPEUYUCIIEHHBIX MOKa3zarenel. OOydarouuiicss 1eMOHCTPUPYET OTPHIBOY-



Hble, ()parMEeHTApHbIE 3HAHUS, JOMYCKAET IpyOble OMIMOKU MPU PEUICHUU TUIIOBBIX
pacueTHBIX 3a7a4 JIM00 HE UMEET MPEACTABICHUS O CIIOCOOE UX PELICHHUS.

3. IlepeueHb O1IEHOYHBIX CPECTB

Kpatkas xapakTepucTika OIEHOYHBIX CPEJICTB, MCIIOJIB3YEMBIX MPU TEKYILEM
KOHTPOJIC YCIEBAEMOCTH U TPOMEXKYTOYHOM aTTecTaluu OO0y4aromerocs IIo
JTUCLUILINHE:

Haumenosanue Ornucanue
OLICHOYHOTO Kparkast xapakTeprucTrka OeHOYHOTO CPe/ICTBa OLICHOYHOTO
CpelcTBa cpeJicTBa
Koncnekrupoanue | Kparkoe TekCTOBOE Ipe/icTaBIeHHE repepaboTaHHOH I[epeuens paznenos
y4eOHOTrO HHpOPMAITIH
Marepuaa
[lepeuens 3aqanmii u
Or4er o Brimonnenne na60pan)pH0171 pa69TBI, 00paboTka BOIIPOCOB JIJIst
. pE3yIbTaTOB HCIIBITAHUM, HW3MEPEHHH, SKCIEPUMEHTA. 3aIlUThI
JabopaTopHOi . .
pacore (OJIP) OdopmiieHne oTyeTa, 3aluTa pe3yabTaToB JJab0pPaTOPHOM 71a00paTOPHOIA
PaboTHI MO OTYETY paboThI, IepeveHb
TpeOOBaHUM K OTYETY
CpencTBO KOHTPOJIS, OPraHM30BAHHOE KaK CICIUAIbHAS
CoGecenopanme Oecena nperoziasatenst ¢ 06y‘laIOI_I;II/IMC}I Ha TEMBbI, CBS- Bormpoce! o
(C6c) 3AHHBIC C H3y1aeMOH INCLMIIINHOM, 1 PAcCUNTAaHHOE Ha pazzaenam
BBIICHEHHE 00beMa 3HAaHWN OOYYaroIerocs Mo onpese- JCIUTUTAHBI

JICHHOMY pa3Jielly, TeMe, TpoOIeMe U T.I1.

Cucrema cTaHIapTU3UPOBAaHHBIX 3aAHUN, ITO3BOJIAIOILIAS
Tecr (Tecr) ABTOMATU3UPOBATh  IPOLEAYPY H3MEPEHUS  YPOBHS
3HaHUH U yMEHU oOyyaroiierocs

KoMInieKkT TecTOBBIX
3aJIaHuH

4. IlepeyeHb KOHTPOJIbHBIX 33JJaHUNl WIH WHbIE MATEPHAJbI, HEO0OXO0AU-
Mble U1l OLIEHKH 3HAHUM, YMEHUH U HABBIKOB, XapaKTepU3ylLIuX dTansl ¢Gop-
MHPOBAHUA KOMIIETEHIMI B MpoIecce 0CBOCHNS JUCHUILIUHbBI

Ipumepnulii nepewenv 6onpocos 0is cobecedo8anus

1. Chopmynupyiite nonsitue nHpopmarmonHon o6e3onacuoctu UC.

2. OOBSICHUTE TIOHATHUS LIEIOCTHOCTH, KOH(PUIESHITUATLHOCTU U JOCTYITHOCTH WH-
dhopmarum.

3. YKaxuTe OTIMYMSl CAaHKIIMOHUPOBAHHOTO JIOCTYyIAa K MH(OpMAIMKA OT HECAHK-
IMOHUPOBAHHOTO.

4. Tlepeuncnure OCHOBHBIC TMPHU3HAKA KIACCHU(PHUKAIMU BO3MOXHBIX yrpo3 0Oe3-
onacHoctu MC

5. JlaiiTe KpaTKyrO XapaKTepUCTUKY yrpo3bl O€30MacHOCTH, 0003HAUYAEMOM TePMHU-
HOM «TPOSTHCKHI KOHBY.

6. JlaiiTe KpaTKyr0 XapaKTepUCTHKY yrpo3 0e30MacHOCTH, 0003HAYAEMBIX TEPMHU-
HaMH «BUPYC» U «UEPBHY.

7. HazoBuTe 1 oxapakTepu3yiTe HanOoJiee pacupOCTPaHEHHbIE BUIbI CETEBbIX.

8. Onuimre araky «4esoBek-B-cepenuHe». Kakue cpenctBa mo3BosisitoT ddek-
TUBHO OOPOTKCS ¢ aTaKaMH TaKOTO TUMA?




9. OnuimTe aTaKky TUIA «OTKa3 B OOCITYKUBaHUI U PACIIPEJICIEHHYIO aTaKy «OT-
Ka3 B 00CITY>KHBaHUM.

10. Omurure ocobeHHOCTH (UIMHTAa U (hapMHUHTa. Y KaKUTE MEPhl IPOTUBOICH-
CTBUS 3TUM aTaKaM.

11. KakoBbl UCTOUHMKM HapyLICHUH OE30MacHOCTH TMPOBOAHBIX KOPIMOPATHBHBIX
cereit?

12. Ha3oBUTE OCHOBHBIE YSA3BUMOCTH M YIPO3bl OECIPOBOAHBIX CETEM.

13. OOBsICHUTE MOHATUE ITOJIUTHKA OE30ITACHOCTU OpTaHU3aIUID.

14. Kakue paznensl JoKHA COJEPkKATh TOKYMEHTAIBHO O(POpMIICHHAs MOJUTHKA
0e3omacHoCTH?

15. Kakue npo6iiembl periaeT BepXHU YpOBEHb OJIUTUKU O€3011aCHOCTH?

16. Kakue 3amauu periaer cpeHU ypoBEHb MOJIUTUKHA O€301TaCHOCTH?

17. KakoBbl OCOOCHHOCTH HUKHETO YPOBHSI MOJTUTUKU 0€3011acHOCTH?

18. Chopmymnupyiite 00sI3aHHOCTH PYKOBOJUTENECH MOIpa3IeiCHUN, aIMUHUCTPA-
TOPOB U MOJIb30BATENEH MPU peaTM3alK NOJTUTUKN O€30ITaCHOCTH.

19. Onuimre CTpyKTypy NOJIUTHKH OE30MTaCHOCTH OpraHU3al|H.

20. Yro npeacTaBIsitoT co00i Crenruan3upOBaHHbIE TIOJTUTUKU O€3011aCHOCTH ?

21. IlpuBenuTe HECKOJIBKO PUMEPOB CIIEHUATU3UPOBAHHBIX MOJIUTUK OE30IaCHO-
CTH C OIMCAaHUEM UX OCOOEHHOCTEN.

22. Yto npeacTaBisitoT co0o0i mporieaypbl 0€30MacHOCTH?

23. IlpuBeauTe HECKOJBKO MPUMEPOB MPOLEAYp O€30MACHOCTH C OMHUCAHUEM HX
OCOOEHHOCTEM.

24. TlepeunciuTe OCHOBHBIE 3TaIlbl pa3pabOTKU MOIUTUKH O€30MIaCHOCTH OpraHu-
3a1UH.

25. CopmynupyiiTe TIIaBHYIO 3a/1a4y CTaHIApTOB MH(DOPMAIIMOHHON Oe301macHo-
CTHU C MO3ULMIA MPOU3BOJAUTENEH U TOTpeOUTENeil MPOIyKTOB MH(OPMAIIIOHHBIX TEXHO-
JIOTUM, a TaKKe CHELUAIMCTOB 10 CePTUPHUKAIIMU 3TUX TPOTYKTOB.

26. Ha3zoBuTe OCHOBHBIE MEXIYHAPOAHBIE CTaHAAPTHI MHPOPMALMOHHOM Oe3-
OIACHOCTH.

27. [laiiTe KpaTKyr0 XapaKTepUCTHKY MexayHapoaHoro cranmapra |SO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbI OCHOBHBIE OCOOCHHOCTH TepMaHCKOTO cTaHmapTa BSI «PykoBomcTBO
HO 3aIlMTe THPOPMALMOHHBIX TEXHOJOTHIA /17151 0a30BOT0 YPOBHS 3ALUILIEHHOCTHY?

29. Onummre cosiepKaHnue U YKOKUTE 3HAYCHUE MEeXKIyHapoaHoro cranaapra 1SO
15408 «O0umwe kpurepru 0€30MaCHOCT HHPOPMAITMOHHBIX TEXHOIOTHIN.

30. Iepeurcnute cTaHmAPTHI 711 OECIIPOBOIHBIX CETEH M JAMTE MX KPATKYyIO Xa-
PaKTEPUCTHUKY.

31. HazoBute cTranmapTel nHOOpMAIIMOHHOM Oe30macHocTH it MHTepHeTa.

32. Yto Takoe kpunrorpadusi?

33. JlaiiTe onpeaeneHus CIeAYOUMX MOHATUI: KPUIITOTpaMMa, KPUITOAIITOPUTM,
KPUITTOCUCTEMA

34. B yeM cOCTOUT KOPEHHOE Pa3Iuie CUMMETPUYHBIX U ACUMMETPUIHBIX KPHUII-
TOCHUCTEM?

35. OnuiumTe 1B€ OCHOBHBIE MPOLEAYPHI, OCYIIECTBIISIEMbIE CUCTEMOU 3IEKTPOH-
HOM 1M(PPOBOM MOANKCH [Tl HOATBEPKIACHNUS MOATMHHOCTH LIM(POBOrO TOKYMEHTA.



36. Kakum 00pazomM KOMOMHHUPOBAHHBIM METO/ MIM(POBAHUS MTO3BOJISIET COYETATh
JOCTOMHCTBA ACCUMETPUYHBIX UM CHMMETPUYHBIX KpHnTocucteM? ONHIIUTE MPOTOKOI
peanu3aiyy KOMOMHUPOBAHHOTO METO/1a M (PPOBAHHUSI.

37. Uto Takoe BpemoHOCHas mporpamMMa’? OXxapakTepu3yiTe OCHOBHBIE THITHI BPE-
JIOHOCHBIX TPOTPAMM.

38. YkaxxuTe CyIIeCTBEHHBIE OTIMYNS KOMIBIOTEPHBIX BUPYCOB OT CETEBBIX Uep-
Beil. Onuiere OCHOBHbIE OCOOEHHOCTH TPOSTHCKHUX MPOIPaMM.

39. OnuiuTe 1Ba OCHOBHBIX MOJIX0/1a K OOHAPY>KEHUIO BPEIOHOCHBIX IIPOTPaAMM.

40. Kax BBINOJHSETCS CUTHATYpHBINA aHann3? KakoBbl €ro JOCTOMHCTBA W HENO-
CTaTKu?

41. Yro mpencTaBisitoT coOOM MPOaKTUBHBIE METOJbI OOHapykeHus? Jlaite xa-
PaKTEPUCTUKH JIBYX HauOOJIee MOMYSPHBIX IMOJIX00B.

42. Onuimre MPUHLIMI JEUCTBUSI, TOCTOMHCTBA M HEIOCTATKU 3BPUCTUYECKUX
aHAJIN3aTOPOB.

43. Onummre TPUHITAT JCHCTBUSA, JOCTOMHCTBA M HEIOCTATKH TIOBEICHUYCCKUX
OJIOKMPATOPOB.

44, Ha30BUTE 1 OIUIIINATE JOTOTHATEIILHBIC MOTYJIN aHTHBUPYCHBIX CPEICTB.

45, KakoBbl JOTOJHATEIILHBIE MEPHI M CPEACTBA 3aIIUTHI OT BPEIOHOCHBIX TPO-
rpamMM, pacIIMPSIONINE BO3MOXHOCTA aHTUBUPYCHBIX MPOrpamMm?

46. OnuImmTe MEephI M CPEICTBA 3AIUTHI OT CIIaMa.

47. KakoBbl OCOOCHHOCTH PeaM3allii MMOJICUCTEMbI 3aIUThl KOPIIOPATUBHON WH-
dbopmaiu OT BPEJIOHOCHBIX ITPOrpaMM U BUPYCOB?

48. KakoBsl Bo3MokHOCTH cepur npoaykroB Kaspersky Open Space Security mis
3alIUThl KOPIOPATUBHBIX CETEH OT COBPEMEHHBIX MHTEPHET-YTPO3?

Juisa rekymero konrpoJs TK1:
[IpoBepsiemast KOMIIETEHIUS:

Kon n HauMeHOBaHHE KOMITETCHITUN Kon n nanmeHoBanne uHIUKaTOpa
OIIK-4. Crioco6en mornmath ipuHImiel pa- | OIMK-4.2. Bnageer HaBblkamu TpUMEHCHHS IU(PO-
0O0TBI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH IS pelieHus 3aaad mpodeccuo-
HOJIOTUM U MCTIONB30BaTh UX JJISl PEIICHHUS HAJBHOM NEATETLHOCTH C YYE€TOM OCHOBHBIX Tpe0O-
3a1a4 npoheCCHOHATBHON IeITeTbHOCTH BaHU HGOPMAIIMOHHOI 0€30MacHOCTH
Tecr
Bonpoc Bapuanmur omeema
Ckomnpko BBIJIETICHO | 3
OCHOBHBIX  COCTABISIOIIUX | 4
HallHOHAIBHBIX ~ MHTEPECOB
Poccniickoit ®enepauuu B 5
6

uH(popManoHHOH cdepe?.

3aKJIIOYAeTCsl B YCTAHOBKE MOJCHYIIMBAIOUIETO YCTPOWCTBA B
anmnaparypy cpeacTB 00paboTku nHpopmaum

OCHOBaH Ha  (QUKCalUu  OJEKTPOMArHUTHBIX  HM3ITY4YECHUH,
BO3ZHUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMITbIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

OCYHIECTBJISIETCSl TYTEM MCIOJIb30BAHUSI ONTHYECKON TEXHUKHU

AKTHBHBIN rnepexsaT
UHpOpPMALIUU 3TO TEpexBar,
KOTOPBIN:




Bonpoc

Bapuanmbl omeenma

HEMPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKHUE OTXOJIbI
MH(OPMALIMOHHOTO Ipoliecca
OCYILIECTBIISETCS c MTOMOIIIBIO MOAKITIOYEHUS K

TCJIICKOMMYHHKAIITMOHHOMY O60py,I[OBaHI/IIO KOMITIBIOTEPA

OOecrieueHne HAIIHOHAIBHOM

HaacKHas 3alura JIMIHOH U HMYHlCCTBCHHOfI 0e30macHOCTH

o0ecrieyeHre HAay4YHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rOCy/IapcTBOM MHHHMYMa MaTE€pPHAJIbHBIX M JKOJOTHYECKHX
YCJIOBUU

0€e301acHOCTH Ha
MpeojioiecHue  KOH(PpoOHTAalMu B OOIIECTBE,  JIOCTHIKEHHUE
rOCy/IapCTBEHHOM YpOBHE
ompenensercs  crefyomed HAI[MOHAILHOI'O COIJIacus
HeNbIo obecrieueHre MPU3HAHHBIX MEXKIYHAPOIHBIM IIPABOM HHTEPECOB
rpaxaan Poccun, MpoKUBarONMuX B 3apyOeKHBIX CTpaHaX
obecrieueHrne CYBEpPEHHUTETAa W TEPPUTOPHAIBHOW IIE€JIOCTHOCTH
Poccun
YIPaBISIOUIME JOCTYIOM METKH JOJKHBI OBITh CBSI3aHBI C
00BEKTAMU
HEO0OXOIMMO HMETh SIBHYIO U XOPOIIO OINPEAEICHHYI0 CHUCTEMY
obecneueHust 0€30I1aCHOCTH
B cranmapre «OpanxeBas | MHAMBUIYAIbHBIC CYOBEKTHI JIOJDKHBI HICHTUDUITPOBATHCS
KHUTa»  (QyHIAaMEHTAIbHOE | BEIYMCIIMTEILHAS CHCTEMAa B CBOEM COCTaBE JOJDKHA HMMETh
TpeboBaHueE, KOTOpOE€ | ammapaTHbIe/TTPOrpaMMHEIC MEXaHHU3MBI, JIOITYCKAIOIITUE
OTHOCHUTCS K IpyNI€e | HE3aBUCUMYIO OIIEHKY Ha TMpeAMeT TOro, 4TO0 CHUCTeMa
IMomoTueTHOCTD o0ecrieunBaeT BHITIOJHEHHE W3JI0)KCHHBIX TPEOOBAHMIA
rapaHTUPOBAHHO  3AlllMIICHHBIE MEXaHU3MbI, pPeaTU3yIOIINe
MEPEUUCIICHHBIE  TPeOOBaHUs, JIOJDKHBI  OBITH  ITOCTOSIHHO
3aIMIIECHB OT «B3JIAMBIBAaHUSA» W/WIM HECAHKIIMOHUPOBAHHOTO
BHECEHMS N3MECHECHUMN
MOJIy4YeHHUsl  3alluiiaeMod WHGOpMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM € HApYIICHHEM YCTAHOBJICHHBIX  IPABOBBIMHU
JOKYMEHTAMU WM COOCTBEHHHKOM, BIAJeNblieM HH(POpMAIIH
TIpaB WJIM TIPABHJI JOCTYIIA K 3alTUIIIAeMON HHPOPMAIIHH
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBIICHHBIX MPaB W/WUIH MPaBUI
Ha W3MEHEHHWE WH(GOPMAIUU, TIPUBOAAIIECTO K HCKAKCHHIO,
Bamura WHOOpMAMK  OT | YHUUYTOXKEHHIO, KONMPOBaHMIO, OJOKHMPOBAHUIO JOCTyHNa K
HECAHKITMOHHPOBAHHOTO nHQOpMAIMK, a TaKXKe K yTpaTe, YHUYTOKCHHIO WM COOI0
BO3IEHCTBUSA 310 | QyHKIMOHMPOBAHUS HOCUTENS HH(DOpMAIIK
EeSITEIIbHOCTD 1O | BO3JICUCTBUS  HA  3allWIaeMyld  HHPOPMAIUIO  OIMHOOK
MPEIOTBPAIICHUIO noJib3oBartens nHpopMalmei, co0s TEXHHUECKUX U MPOTrPAMMHBIX

cpencTB MHGOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJIHBIX SIBJICHHUI

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHus 3allMIIaeMOn
nHpopMallMd OT €€ pas3rJalleHHus, HEeCaHKIMOHUPOBAHHOTO
JOCTyIIa

HECaHKIIMOHUPOBAHHOTO JIOBEICHUS 3aIllUIaeMoil WH(popManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyJareneii HHpopMaruu

3ammTa nHGOPMAIHH ITO

po1iecc coopa, HaKOILICHUS, 00paboTKH,  XpaHEHUf,
pacnpesiesieHus: ¥ Toucka nHGopManuu

npeoOpa3oBanue  WHPOpPMAIMH, B  pe3yibTare  KOTOPOTO
comepxkaHue HWH(POpPMAIMA  CTAHOBUTCS  HETIOHSITHBIM IS
cyOBeKTa, He UMEIOIIETo JIOCTyIa

MOJIy9eHHE  CyOBEKTOM  BO3MOXXHOCTH  O3HAKOMJICHHS  C

PIH(bOpMElL[PICfI, B TOM YHUCJIC IIPpHU NOMOIIN TCXHUYCCKUX CPCACTB




Bonpoc

Bapuanmbl omeenma

COBOKYITHOCTb IIPaBWJI, PETIAMEHTUPYIOIIUX MOPSAJIOK U YCIOBUSA
JocTyna cyobekTa K MH(QOpMalluY U €€ HOCUTEINIIM

NESATENIbHOCTh 10 TPEJOTBPAIICHUIO YTEYKH HHPOPMAIUH,
HECAaHKIIMOHUPOBAHHBIX M HEMPEIHAMEPEHHBIX BO3JCHCTBHIA Ha
Heé

[TaccuBHbIN nepexsar
UHpOpPMALUU 3TO IEpexBart,
KOTOPBIN

3aKJII0YAeTCsl B YCTAaHOBKE IIOJCIYIIMBAIOIIErO YCTPOWCTBAa B
anmnaparypy cpeacTB 00paboTku nHpopmauu

OCHOBaH Ha  (uUKcauu  DIEKTPOMArHUTHBIX  W3IYYCHUH,
BO3ZHUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM
TEXHUKH U KOMMYHUKAIUN

HCIIPaBOMECPHO HCIIOJIB3YET TCXHOJIOTHYECKHUEC OTXOdbI

MH(POPMAIIMOHHOTO IpOoIecca

OCYIICCTBIIACTCA IMYTEM HMCITIOJIB30OBAHUSA OINTHYECKON TEXHUKH

OCYHICCTBIIACTCA C IIOMOIIBIO TIOAKJIFOUYCHU A K
TCJIICKOMMYHHUKAIITMOHHOMY O6OPYI[OBEIHI/IIO KOMIIBIOTCpa

OoOecrieyeHne HAIIMOHAIBHOM

0€e30I1aCHOCTH Ha
roCyJapCTBEHHOM YpOBHE
ompefensercs — cleayrolei
() 152

HAJC)KHAS 3alTUTa JJUIHON ¥ IMYIIIECTBEHHOUN 0€301acHOCTH

obecrieyeHre Hay4dHO OOOCHOBAaHHOIO M TapaHTUPOBAHHOI'O
rocylapCTBOM MHHMMYMa MaT€pPHAIbHBIX M 3KOJOTMYECKUX
yCIIOBUM

IIpCOa0JICHUC KOH(i)pOHTaI_II/II/I B O6H.I€CTB€, JOCTHXKCHUC
HalMOHAaJIbHOI'O COrJjiacus
obOecrieueHue COIMAJIbHO-TIOJIUTUUECKOM n SKOHOMMYECKOM

CTaOUIIbHOCTHU CTPaHBI

oOecrieueHre MPU3HAHHBIX MEXIYHAPOJHBIM IPAaBOM HWHTEPECOB
rpaxkjaan Poccuu, mpoXuBarOIMMX B 3apYOCIKHBIX CTPaHAX

K ucrouynukam 3amuinaeMoi
MH(pOpPMaIlU OTHOCUTCSA

QJICKTPHUUYCCKUC IT10JIA

CBIpbE

MAarauTHBIC I10JI1

OJICKTPOMArHMUTHBIC I10JIA

OJICMCHTAPHBIC YaCTUIIBI

AKYCTUYCCKUC KOJIeOaHHS

EcrecTBeHHBIE YIpO3BI
6e3omacHOCTH  MH(}OpMaIK
BBI3BaHBI

JCATCIIBHOCTBIO UCJIOBCKA

ommnOkamu mnpu mnpoekrtupoBanun ACOU, ee s1eMEHTOB WU
pa3paboTKe NpOrpaMMHOro 0becreyeHus!

BO3I[€I>1CTBPI§IMPI 00BEKTUBHBIX (I)I/BI/I‘ICCI(I/IX mponeccoB W
CTUXHHUHBIX MMPUPOJHBIX HBHGHI/Iﬁ, HE3aBUCAIIINX OT YCJIOBCKA

KOPBICTHBIMU YCTPEMJICHUSAMHU 3JIOYMBINIJICHHUKOB

OIIMOKAMH 1pu JIEHCTBUSX INepcoHajia

3amuTta UHQOpPMAIMH  OT
HENpeIHAMEPEHHOT O
BO3JICUCTBUSA 3TO
JESATENIBHOCTD 1o
MPEIOTBPALICHUIO

MOJIy4eHHUsl  3aluiiaeMod  MHGOpMalud  3aUHTEPECOBAHHBIM
CyObEKTOM C  HapyLIEHHEM YCTAaHOBJIEHHBIX  IPAaBOBBIMHU
JOKYMEHTaMU WJIM COOCTBEHHHKOM, BIIaJeNblieM HH(QOpMAIUH
IIPaB WJIM MPaBUJI JOCTYMA K 3allUIIaeMoi HHPOpMaLuu

BO3JICHCTBUS C HapyLIEHHUEM YCTAaHOBJIEHHBIX MpaB W/WIH MPaBUII
Ha W3MEeHeHue MHGQOpMAIMKM, NPUBOJAALIETO K HCKAXKECHHUIO,
YHUUTOXKEHUIO, KONMMPOBAaHHUIO, OJOKMPOBAaHHIO JOCTyNma K
uHbopMalMK, a TakXke K yTpaTe, YHHYTOXKEHUIO WIH cOOoro
(YHKIIMOHUPOBaHMS HOCUTENS HHGOpMalluu

BO3ZCHCTBUS  Ha  3allMIIaeMyl0  MHPOpMALMIO  OLIMOOK
moJib3oBaress nHpopmanuei, co0s TEXHUUYECKUX U MPOTrpaMMHBIX
cpeAcTB HHPOPMALMOHHBIX CHCTEM, a TAK)KE IPUPOAHBIX SIBICHUH




Bonpoc

Bapuanmbl omeenma

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHus 3alUIIaeMON
uHbopMalMd OT €€ pasMValleHus, HECAaHKLIMOHUPOBAHHOIO
J0CTyna

HECaHKIIMOHUPOBAHHOTO JIOBEJICHUS 3alluiaeMoil MH(opManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyJareneii mHpopMarmm

Nudopmarnmonusie
IPOIIECCHI ATO

mporecc  cOopa,  HAaKOIUIEHUs,  OOpabOTKHM,  XpaHEHHS,
pacnpejiesieHus: U oucka nHdopMaluu

npeoOpa3oBanue  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
cojepkaHue WHQPOPMAIlMM  CTAaHOBUTCS  HETOHATHBIM IS
cyObeKTa, HE UMEIOUIEr0 J10CTyna

[OJydYeHHEe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C
nHpOpManKel, B TOM YHCIIe TP MOMOIIN TEXHHUECKUX CPEJCTB

COBOKYITHOCTb TPaBHII, PETVIAMEHTUPYIONIMX MOPSIAOK H YCIOBHSI
nocTyna cyobekTa K MH)OpMaIuy U €€ HOCUTEIISIM

NEeSTeNbHOCTh 1O TPEJOTBPAICHUIO YTEUYKH HH(POpMAIUH,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPECHHBIX BO3JCUCTBUI Ha
Heé

AynuorniepexBar  nepexBaT
uH(poOpMalUUu 3TO MEpexBar,
KOTOPBIi

3aKIJII0YAeTCsl B YCTAaHOBKE IIOJCIYIIMBAIOIIEIO YCTPOWCTBA B
anmnapatypy cpeacTB 00paboTku nHhopManuu

OCHOBaH Ha  (UKcauu  DIEKTPOMATHUTHBIX  W3IyYCHUH,
BO3HUKAIOMIUX NpU (QYHKIHOHUPOBAHUM CPEICTB KOMIIbIOTEPHOMH
TEXHUKH U KOMMYHUKaIUN

HEIIPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKUE OTXOJIbI
MH(OPMALIMOHHOTO TTpoliecca

OCYHICCTBIIACTCA MYTEM MCITIOJIb3OBAHUA ONTHYCCKON TEXHUKH

OCYILIECTBIISAETCS c IIOMOLBIO MIOJAKJIFOYEHHUS K
TEJICKOMMYHUKAIIMOHHOMY 000pYZOBaHUIO KOMIIbIOTEpA

B cranpmapre «OpanxeBas
KHUra»  (QyHIaMEeHTaJbHOE

TpeboBaHue, KOTOpOE
OTHOCHUTCS K rpymnrme
I"apanTun

YIPaBISIOUINE JOCTYIOM METKH JOJKHBI OBITh CBSI3aHBI C
o0BeKTaMU

HEO0OXOIMMO HMETh SIBHYIO U XOPOIIO OMNPEAENCHHYI0 CHUCTEMY
obecrieueHus 0€30MMacHOCTH

WHIAWBUAYAJIBbHBIC CY6I>6KTLI JOJIDKHBI I/II[GHTI/I(i)I/II_II/IpOBaTBCH

BBIYHUCIINTCIIBHAA CHCTEMAa B CBOEM COCTaBE€ JOOJDKHA HWMCTH
annapaTHLIe/ IporpaMMHBIC MCXAaHU3MBI, AOIIYCKAroUIue
HCE3aBUCUMYIKO OHOCHKY Ha HOpeaAMEeT TOro, 4YTo CUCTEMA
o0ecreunBaeT BHITIOJTHEHNE H3I0KECHHBIX Tpe6OBaHI/II>'I

KOHTpOJbHas WHGOpMAaLKg JODKHA XPAHUTHCA OTIEIbHO H
3alMIIATBCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOW 3a 3TO
TPYINIIBI  MMENAach  BO3MOXHOCTb  OTCJIEXHMBaThb  JCHCTBUSA,
BJIMSIOIIKE HA 0€30I1aCHOCTD

K Hocurensam 3amuiaemMon
MH(pOpMaIlU OTHOCUTCS

JIIOIHA

CBIpbE

YCPHOBUKHU U OTXOAbI IPOU3BOJCTBA

JIOKYMEHTBI

AKYCTUYCCKUC KOJIeOaHHS

HckyccTBeHHBIE YIPO3BI
6e30macHOCTH  MH(}OpMaIH
BBI3BaHbBI

JCATCIIBHOCTBIO UCJIOBCKA

ommOkamu mnpu npoektupoBanun ACOU, ee snemMeHTOB WU
pa3paboTKe IpOrpaMMHOT0 00ecTIeYeHHs

BOB}IGf/iCTBHSIMI/I 00BEKTUBHBIX (1)I/I3I/I‘-IeCKI/IX ImponeccoB W
CTUXUUHBIX MMPUPOIHBIX HBHGHHﬁ, HC3aBUCAIIMX OT 4YCJIOBCKA




Bonpoc

Bapuanmbl omeenma

KOPBICTHBIMU YCTPCMJICHUSAMHU 3JIOYMBINIJICHHUKOB

omnOKaMu 510)51 HCﬁCTBHHX IICpCoHaAJIa

3ammra uHQOpPMAUU  OT
pasrIiamnieHus 3TO
JeSITeTbHOCTD o
IpEeIOTBPALICHUIO

MOJIy4eHHUsl  3aluiiaeMod  MHGOPMalUKd  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HApyLUIEHMEM YCTAHOBJEHHBIX  IPAaBOBBIMU
JOKYMEHTAaMU WM COOCTBEHHHKOM, BIaJeNblieM HH(POpMAIUH
MIpaB WIK NPAaBUJ JOCTYIA K 3aIIUIIaeMoi HHPOpMaluu

BO3/ICHCTBUS C HAPYIIEHHEM YCTAHOBJICHHBIX MPAB /WM IPaBHII
Ha W3MEHeHHWe HH(OpMAIMK, TPUBOAALICTO K HCKAKCHHUIO,
YHUYTOXXCHUIO, KOIMPOBAHUIO, OJIOKUPOBAHHIO JIOCTyHa K
uHbopMalMK, a TaKXKe K yTpaTe, YHHYTOXKEHUIO WIH CcOOr0
(GYHKIIMOHMPOBAHMS HOCHTENS HH(OpMauu

BO3JCHUCTBUS ~ Ha  3alIMIIaeMyl0  MHPOpPMAIMIO  OMIHOOK
HOJIb30BaTeNsl HHpOpManuen, cO0si TEXHUYECKUX U HPOrPaMMHBIX
CpencTB MHPOPMAITMOHHBIX CUCTEM, a TAKXKE MPUPOIHBIX SIBJICHUN

HEKOHTPOJIMPYEMOTO pacrpoCcTpaHeHus 3alMIIAeMON
uHbOpMAIMM OT €€ pasMJalleHus, HECaHKIMOHWPOBAHHOTO
JOCTYyIa;

HCCAHKIIUOHUPOBAHHOI'O AJOBCIACHUA 3amnmaeM0ﬁ HH(i)OpMaIII/II/I
A0 HCKOHTPOJMPYECMOI'O KOJIMICCTBA HOJ'Iy‘I&TGJ'ICfI I/IH(bopMaI_[I/II/I

[TIpocmoTp
nepexsar
KOTOPBIi

Mycopa  3TO
uHpopManuy,

3aKIJII0YAaeTCsl B YCTAHOBKE IIOJCIYIIMBAIOIIEIO YCTPOWCTBA B
anmnapatypy cpeactB 00paboTku nHhopManuu

OCHOBaH Ha  (UKcauu  DIEKTPOMArHUTHBIX  W3IyYCHUH,
BO3HUKAIOMIUX NpU (QYHKIHOHUPOBAHUM CPEICTB KOMIIbIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

HETPaBOMEPHO UCTIONIb3yeT
MH(POPMAIIMOHHOTO IPOoIecca

TCXHOJIOTHYCCKHUEC OTXOAbI

OCYHICCTBIIACTCA MYTEM MCITIOJIb30OBAHUS OINTHYCCKOIN TECXHUKH

OCYILIECTBIISAETCH c ITOMOILIBIO MOAKIIIOYEHUS K
TEJIEKOMMYHUKAIITMOHHOMY 000pYJJOBaHHIO KOMIIbIOTEPA

K OCHOBHBIM
HETpeTHaMEPEHHBIM
UCKYCCTBEHHBIM
ACOMU oraocHTCH

yrpo3am

(I)I/I?»I/ILIGCKOG Pa3spymieHUEC CUCTEMbI ITYTEM B3PhbIBA, ITOJ2KOTI'a U T.II.

nepexBar MOOOYHBIX AJEKTPOMArHUTHBIX, aKyCTUUECKUX U IPYTUX
U3JIy4YEHUN YCTPOUCTB U JIMHUM CBS3U

W3MEHEHHE PEKUMOB pabOThl YCTPOMCTB WM MpPOrpamm,
3abacToBKa, caboTax MepcoHaia, MOCTAHOBKA MOLIHBIX aKTHBHBIX
IIOMEX M T.II.

YTEHUE OCTATOYHON MH(OPMAIMU U3 ONEpPaTUBHOM MaMATH U C
BHEIIHHUX 3alIOMUHAOIINX YCTPONCTB

HEYMBIIIJICHHBIE JEHCTBHS, INPUBOAAIIME K YaCTUYHOMY HWIIU
IIOJIHOMY OTKa3y CHCTEMbl WIM pPa3pyLICHUIO allapaTHBIX,
MIPOrpaMMHBIX, TH)OPMAIIMOHHBIX PECYPCOB CUCTEMBI

3amuTta UHQOpPMAIMH  OT
HECaHKIMOHUPOBAHHOIO
JOCTyNa 3TO JESATEIbHOCTb
0 NIPEAOTBPALLEHUIO

MOJIy4eHHUsl  3amuiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM ¢  HapylIeHHEM YCTAaHOBJICHHBIX  IPAaBOBBIMHU
JOKYMEHTAMU WM COOCTBEHHHKOM, BIAJENbIIeM HH(POPMAIUH
TpaB WM IPABUII IOCTYIIA K 3alTUIIaeMOi HHPOPMaITUH

BO3/ICHCTBUS C HApYyIIEHHEM yCTAaHOBJIEHHBIX IPaB W/HIU MpaBUII
Ha U3MEHeHHWe UH(POpMalUU, TPUBOMISAIIETO K HCKaXEHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNMa K
nHpopMaluy, a TaKXKe K yTpaTe, YHUYTOXKEHHIO WU CcOOI0
(YHKIIMOHMPOBAHUSL HOCUTENS] HHQOpMAIHH




Bonpoc

Bapuanmbl omeenma

BO3ZCHCTBUS  Ha  3allMIIaeMyl0  MHPOpPMAlMIO  OMIHOOK
noJbp30BaTeNs HHopManuei, cO0sl TEXHHYECKUX U MPOTPaMMHBIX
cpeacTB HHPOPMALIMOHHBIX CHCTEM, a TAK)KE IPUPOJHBIX SIBICHUH

HEKOHTPOJIMPYEMOTO pacnpocTpaHeHus 3allMIaeMOn
uHboOpMaMM OT €€ pasMJalleHus, HECAaHKIMOHWPOBAHHOTO
JIOCTyIIa

HECaHKIIMOHUPOBAHHOTO JIOBEJICHUS 3alluIaeMoil MH(opManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyJareneii mHpopMarmm

Joctyn k uHGOpMAIIIH 3TO

nporecc  cbopa,  HaKOIUICHHs,  OOpaOOTKH,  XpaHEHU,
pacrpeienieHus ¥ norcka nHpopManuu

npeoOpa3oBaHue  HWHPOpPMALMU, B  pe3ylIbTare  KOTOPOTO
colepkaHue HHGOPMAIIMM  CTAHOBUTCA  HEMOHSITHBIM IS
CyObeKTa, He UMEIOIIETO JIOCTYIIA

MOJy4YeHHe  CyObEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C

HHq)OpMaHHeﬁ, B TOM YHMCJIC ITpHU IMTOMOINH TCXHUYCCKUX CPCACTB

COBOKYITHOCTBH IIpaBWJI, PCTIIaMCHTHPYIOUX IOPAJOK U YCIIOBHA
HAOCTYIIa CY6’LGKTa K I/IH(I)OpMaI_II/II/I 1 €€ HOCUTCIIAAM

NEeSATENIbHOCTh 10  TPEJOTBPAICHUIO YTEYKH HH(POPMAIUH,
HECAHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEe

AKTHUBHBIN nepexBar

ITIACCUBHBIN IIEpeXBaT

AyaAuoIepexBaT

BHUACOIICPCXBAT

IIPOCMOTpP Mycopa

Ilepexaar, KOTOPBIN
3aKJIOYAETCd B YCTAHOBKE
[OJICTYIIMBAIOLIETO
YCTpPOMCTBA B amnmaparypy
CpeNCTB 00paboTKn
MH(OpMallU Ha3bIBAETCS

B MEXKIYHapOJHOM
CTaHJapTe «OpanxeBast
KHUTa» MUHUMAaJIbHAS

3aluTa 3TO rpymnmna

m o0 W >

IIo xapakrtepy BO3IEUCTBHUS
yAAJIEHHBIE aTaK! AEJSATCA Ha

YCJIOBHBIC U 663yCJ’IOBHHe

aTaky ¢ 00paTHOM CBsI3bI0 U 0€3 00paTHOM CBSI3U

BHYTPUCETMCHTHBIC U MCKCCTMCHTHBIC

INaCCUBHBIC U aKTHUBHBIC

aTaKu, KOTOPBIC MOT'YT PCAJIM30BbLIBATHCA HAa BCEX CEMH YPOBHAX —
(I)I/I3I/ILI6CKOM, KaHaJIbHOM, CCTEBOM, TPAHCIIOPTHOM, CCAaHCOBOM,
NpCACTABUTCIILHOM U IPUKJIIAJTHOM

CyOBexT J0CTyTIa K
uH(pOpMaIu 3TO

¢usnyeckoe MO, WM MaTepUalbHBIH OOBEKT, B TOM 4YHCIE
¢u3znueckoe 1moJe, B KOTOPbIX HMH(OpMAIMs HaXOAUT CBOE
oToOpa’keHHe B BUJE CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX
penIeHui ¥ IpoLeccoB

CyOBEKT, OCYIIECTBISIOUIMIA IOJIb30BaHUE HWH(pOpMalMeld |
peaIn3yIONUil TTOJTHOMOYHS pPAclopsyKEHUsl B Ipenesax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHUKOM MH(POPMALIUU

CyOBeKT, MoNb3yoluics HuHpopManuel, MOJydeHHOH OT ee
COOCTBEHHUKA, BJaJeNblla WM TOCPEAHHKA B COOTBETCTBUH C
YCTaHOBJICHHBIMU NpaBaMU U MpaBUJIAMU JOCTYIA K HHGOpMaun
100 ¢ UX HapyIIECHHEM




Bonpoc

Bapuanmbl omeenma

CyObeKT, B TIOJHOM O0bEME peaU3YIOIIUNA MOJTHOMOYHS
BIAJICHUs, II0JIb30BaHMs, pPACHOpSDKEHUs HMHpopmauued B
COOTBETCTBHUU C 3aKOHOJATEIILHBIMUA aKTaMHU

Y4aCTHHK HpaBOOTHOH_IeHI/Iﬁ B PIH(bOpMaI_[I/IOHHHX Iponeccax

Ilepexsar, KOTOPBIN
OCYIIIECTBIISAETCS nyTeM
HCIIOJIB30BaHUS ONTHYCCKOM
TEXHHKH, HA3BIBACTCS

AKTHUBHBIN IepexBar

IIACCUBHBIN IIEpeXBaT

AYJANOIICPCXBAT

BUJICOIICPCXBAT,

MIPOCMOTP Mycopa

O0ecrieyueHre HAMOHAIBLHOM

HaJC)KHAsS 3alUTa JTUYHON ¥ MMYIIIECTBEHHOHN 0€301acHOCTH

obOecrieueHue Hay4YHO 00OCHOBAaHHOTO U TrapaHTUPOBAHHOI'O
rocyaapCcTBOM MHHHUMYMa MATCPUAIIBHBIX W 3KOJOTMYCCKHUX

0€30MMacCHOCT Ha  ypOBHE 9
yCIOBUH
IPaXkJIaHCKOTO ob1ecTBa
.. | moBbILIeHHE 3(PPEKTUBHOCTU 3AIUUTHl KOHCTUTYLMOHHOIO CTpPOS,
OIpelesieTcsl  CIenyromen .
- IPAaBONOPsIIKA, OOPHOBI C OPT. MPECTYIMHOCTHIO U KOPPYNIHEH
[peojioJieHne  KOH(QPOHTaLMU B  OOLIECTBE, JIOCTHXKEHUE
HAIlMOHAJIBHOTO COTTIACHUS
A
B MEHKYHAPOJHOM o
CTaHJapTe «OpanxeBast C
KHUTa» MHMBUYalbHAS [~
3aIUTa 3TO TPyIIa E
YCJIOBHBIE U 0€3yCIIOBHbIE
aTaky ¢ 00paTHOM CBsI3bI0 M 0€3 00paTHOH CBSI3U
[To wean  BO31EHCTBHS | BHYTPHCETMEHTHBIE U MEKCETMEHTHBIE

YAQJICHHBIC aTaK! ACJIATCA Ha

IIaCCUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HAPYIICHHUA KOH(bI/IIleHLII/IaJIBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

IlepexBaT, KOTOpBII OCHOBaH
Ha ¢bukcanun
AIIEKTPOMAarHUTHBIX
U3ITy4EHUHN, BO3HUKAIOIIUX
pu (GyHKIIMOHUPOBAHUU
CPEICTB KOMIIBIOTEPHOM
TEXHUKd M KOMMYHHUKaLUN
Ha3bIBACTCS

AKTHBHBIN IepexBar

MaCCUBHBIN nepexsar

ayauonepexBar

BHUOCOIICPEXBAT

MIPOCMOTpP Mycopa

B MEXTYHapOJHOM
cTaHzapre «OpanxeBas
KHUTa» MaHJaTHas 3alluTa
9TO IpyIIa

m o0 W >

ITo YCIIOBHIO Havazia
OCYILIECTBIIEHUS BO3JEHCTBUSA
YAQJIICHHBIC aTaK! ACJIATCA Ha

YCIJIOBHBIE U O€3yCIIOBHbBIE

aTaky ¢ 00paTHOM CBsI3bI0 U 0€3 00paTHOM CBSI3U

BHYTPUCETMCHTHBIC U MCKCCTMCHTHBIC

IIaCCUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCHUMOCTH OT HApPYLICHUA KOH(i)I/I)IeHHI/Ia.]'H)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

CobcTBeHHMK  HMH(}OpMAIUH
3TO

¢u3znyueckoe U0, WIM MaTepUaIbHBI OOBEKT, B TOM YHCIIE
¢usznueckoe ToNe, B KOTOPHIX HHQOpMAIMS HAXOAUT CBOE
O0TOOpaKeHHE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
pELIEHUI U TPOLIECCOB
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CyOBEKT, OCYILECTBISIOUINI TMOJIb30BaHHE HWH(pOpMaNMend U
peaIu3yIoNUil TTOJTHOMOYHS PaclopsDKEHUsT B Ipenesax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHKOM MH(POPMALIUU
CyOBEKT, TMONB3YIOMUKACS HWHPOPMAIUEH, TOJYyYCHHOM OT ee
COOCTBEHHUKA, BJAJENblla WIM TOCPEIHHKA B COOTBETCTBUHU C
YCTaHOBJICHHBIMU IIpaBaMH U MpaBHJIaMHU JIOCTyMa K HHPOpMAIHH
a100 ¢ X HapyIICHUEM
CyObeKT, B TIOJHOM O0bEME peAIN3YIOIIHUNA MOTHOMOYHS
BJIQJICHUS, IIOJIb30BAaHMSA, pPACIOpsHKeHUs UHpoOpMmanuedl B
COOTBETCTBHUU C 3aKOHOJATEIbHBIMU aKTaMU
Y4aCTHUK MTPABOOTHOILIEHHUH B MH()OPMAIIMOHHBIX MPOIeccax

ITepexaar, KOTOPBIN | aKTUBHBIN IE€pPEXBAT

OCYMIECTBIIAETCA € MOMOUIBIO | 1130 ypHRIi MepeXBaT

HOJIKJIFOUEHUS K

TEJIEKOMMYHHUKAI[THOHHOMY
000pYyIOBaHUIO KOMIIBIOTEpA

AyaAuoIepexBaT

IIPOCMOTpP Mycopa

Ha3bIBacTCHa BHUACOIICPCXBAT
B MEXIYHAPOIHOM ';‘
CTaHaapTe «OpaH>1<eBa;1 C
KHWUra» BepUPUIMpPOBaHHAS D
3aliuTa 3TO I'pyIina E

[Io wamuuuio  oOpaTHOI
CBS3U c aTaKyeMbIM
00BEKTOM y/aJeHHbIE aTaKu
JeniTcs Ha

YCIIOBHBIE U 0€3yCIIOBHBIE

aTaku ¢ 0OpaTHOM CBSA3BIO U 0€3 0OPATHOMW CBSI3U

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBLIC

ITIaCCUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HAPYIICHHA KOH(l)I/IIIGHIII/IaJII)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

Jluno, CaMOCTOSITEITbHO
co3/aBIiee nH(pOpMaLIHIO
1100 MOJTy4YMBIIEE Ha
OCHOBAaHMM  3aKOHa  WJIH
JIOTOBOpa MpaBO pa3perarhb

HJIM OTpaHUYMBaTHL JOCTYII K

HCTOYHUK UH(POpMAIIH

nmoTpeduTenh HHHOPMAITUU

YHAYTOXXUTENIb HHPOPMALIUU

HOCUTENb MH(POpMALUU

MHPOPMALIHH o0ranartens nHGopMAaIH
Obs3atenpHoe M| 3pexTpoHHOE COOOIIEHKE
BBITIOJIHEHUS JIALIOM,

MOJYyYMBIIMM  JIOCTYIl K | PacIpoCTpaHeHHe HHOpMAIMHu

orpeneneHHol nH(opmaluy,
TpeOoBaHUE HE NeperaBaTh
TaKyIo UH(pOpMAIIHIO
TPETHUM JIuIaM 0e3 coryacus
ee obaaTens 3To

MPeIOCTaBICHIE NHPOPMAIUH

KOH(HICHINATBHOCTH HHPOPMALIUU

JOCTYN K HH(pOpMAIIu

[elicTBus, HalIpaBIECHHbBIE HA

YHUYTOXCHUC I/IH(i)OpMa]_II/II/I

MOJIyYEHHUE uH(popManun

acrpocTpaHeHue HHPOPMALTUH
HEONPEJEICHHBIM  KPYTOM pactpoctp (popman
JIALY 1581051 repenavy | mpeaocraBieHue HHPOpMALUH
HE(OpMALIH KOHQUJICHIIMATEHOCTH HH(OpMAaIIUU
HEONPEAEIEHHOMY Kpyry
JIHT] 5TO JOCTYN K HH(pOpMAIU
B03MOXHOCTh  TOJIyYEHHsI | COXpaHEeHHe MH(OpMALUK
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uHpopMaun " ee
UCTIOJIb30BAHUS 3TO

pacnpocTpaHeHue HHPOPMaITUH

IIpeIocTaBieHre HH(OPMAITIH

KOHHJICHINAITBHOCTh HHOpMaLIuU

JOCTYN K nH(GOpMauu

ITpomecc COOOIIIeHNS ABTOpH3AIAS
CyOBEKTOM CBOETO HUMEHHU
Wi HOMEpa, C HCJIbIO | gyreHTH(DUKAIHS
MIOJIy4EHUSI  OIPENEIIEHHBIX
MOJIHOMOYMII (IIpaB JOCTyMa) | 00e3IHIuBaHKE
Ha BBIMIOJIHEHHUE HEKOTOPBIX
(pa3pemeHHBIX eMy) ACnCpCoOHaIn3anusa
JNEUCTBUII B CHCTEMax C

uneHTudukanus
OTPaHUYEHHBIM JIOCTYIIOM
[Ipouenypa IIPOBEPKU | aBTOpH3AIMS
COOTBETCTBUS  CYOBEKTA W | Gesmmunpanme
TOTO, 32 KOT'O OH TBITAeTCA

JIETIepCOHANIA3a LS
cebst BbIIAaTh, C TIOMOIIBIO
HEKOMN yHUKanbHOi | 2YTeHTAHKAIyS
PIH(l)OpMaI_II/II/I I/II[eHTI/I(bI/IKaL[I/Iﬂ
ITpouecc, a Takxke pe3ysbTaT

aBTOpHU3alA
npoiecca IIPOBEPKU
HEKOTOPBIX  00s3aTeIbHBIX
apamMeTpoB MOJIL30BATEIIS H, MICHTH (KA
npu YCIEIIHOCTH,
MpEe10CTaBICHUE eMy | ayTeHTH(hHUKaIUS
ONpeAENEHHBIX TOTHOMOYHI
Ha BBIIIOJIHEHUE HEKOTOPBIX | ofesnuiBaHme
(pa3pemeHHbIX eMy)

WCTBUH B  CHCTEMax

Jlenc cucte € | nenepconamusamms

OIpaHUYCHHBIM JOCTYIIOM

HecaHKIIMOHMPOBAaHHBIN
JOCTYN K HH(POPMAIUH 3TO

JOCTYN K MH(OpMaluY, He CBSI3aHHBIH C BBITOJHEHUEM (PYHKIIMOHAIb-
HBIX 00s3aHHOCTEH U HE O(OPMIICHHBIH JOKYMEHTAJIBHO

paGOTa Ha 9YKOM KOMIIBKOTCPE 0e3 pa3peuicHus €To BjiIaJC]Ibla

BXOJ HAa KOMIIBIOTEP € MCITOJIb30BAHNUEM JIAHHBIX APYTOr'0 IOJb30BaATCIIA

JOCTYH K JIOKaJbHO-WH(POPMALIMOHHON CETH, CBSI3aHHBIN C BBHITIOJIHECHH-
eM (QYHKIIMOHAJIBHBIX 00sI3aHHOCTEH

noctyn K CYBJI noj 3anpeiieHHbIM UMEHEM 0JIb30BaTeNs

JlokyMeHTHpOBaHHAS

uHpOopMaIus, JIOCTYTI K
KOTOpPOH  OrpaHUYMBAECT B
COOTBETCTBHUH c

3aKOHAaJIeJIbCTBOM PD

nH(OPMALIKS COCTABIISIIONIAs] TOCYAAPCTBEHHYIO TaAlHY

WHGPOPMAIIUS COCTABIIAIONIAsE KOMMEPUYECKYIO TalHY

MepCOHAJbHAsI

KoH(pUIeHIMaIbHas nH)OpMAITUs

JOKYMCHTHUPOBAHHAs I/IH(bOpMaLII/IH

UndopmanmonHas
0€e30MMacHOCTh 00ECIIEYNBAET. ..

Os0KMpOBaHKE HHPOPMALMH

HCKaKeHUe WHPOpMAITH

COXpaHHOCTh UH(OpMAIH

yTpary nHGOpMaILuH

noJIeKy MHpopMamu

Xwumenne nHGOpMAIIH — 3TO. ..

HECaHKIIMOHUPOBAHHOE KOMMPOBaHHE WH(OPMAITUI

yTpara nHopMarmu

OyoKnpoBaHue HH(popMauu

HCKaKEHUE WHPOPMaIIH

npojaaxa HHPOpPMaIH
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Hoctym k nH(DOpMAITUHN — 3TO:

00s13aTeNTbHOE ISl BBITIOIHEHUS JIMIIOM, MOJYYHBIIMM JIOCTYII K OTpe-
neneHHo mHpOpManuu, TpeOoBaHKME He TepelaBaTh TaKyr WHGopMma-
LU0 TPETHUM JIMIaM 0e3 cornacus ee 00aaaTens

JICHCTBYSI, HANpPaBICHHBIC HA IMOJy4YeHUE WH(POPMALMU HEOompeeIieH-
HBIM KPYTOM JIUI] WM TIepeaady WHGOpMAIH HEOMIPEAEIIEHHOMY KPYyTy
JIUT]

JICHCTBYSI, HAMPABJIICHHBIC Ha TOJyYeHHE WH(POPMAIMU OIpPEICICHHBIM
KpPYyTOM JIUI] WJIH TIepeiady HHPOPMAIHX OTPeIeTICHHOMY KPYTY JIHIL

nH(popMaIus, epeaHHas WiId MoydeHHasl ToJb30BaTelieM nHpopMma-
LUOHHO-TEJICKOMMYHHUKAIIMOHHON CEeTH

BO3MOKHOCTB ITOJIYYCHUS I/IHq)OpMaHI/II/I 1 €€ UCII0JIb30BaHUA

Oo0ecrieuenue
MHPOPMAaITMOHHON
0€e3011aCHOCTH
obecreyeHue. . .

CCTh

HE3aBUCHUMOCTH MH(OPMALIUH

W3MEHEHUS HHDOPMAITIH

KOIMMPOBaHUs HH(POpMAIUN

COXpaHHOCTH HH(oOpMaIu

npeoOpa3oBaHysi HHPOPMAIMH

K kakomy BuAy Mep 3aIlIUTHI
uHQOpMaIH OTHOCHUTCS
YTIBEp)KACHHAs] MporpaMma pa-
60T B 001acTH G€30MacHOCTH

IIOJINTUKA O€30MMACHOCTH BEPXHETO YPOBHS

MOJUTHUKA O€30IIaCHOCTH CPEJHETO YPOBHS

MOJINTHKA 0€30IIaCHOCTU HMKHETO YPOBHHI

IIPUHIOWUIT MUHUMHU3AIUHU HpI/IBI/IJIeFI/II\/JI

3aIuTa NoJIep KUBaroIIeld HHGPACTPYKTYPHI

I'apanTus ToOro, 4TO NpPU XpaHe-
HUM WIM Iepepade uHPopMa-
UM He OBLJIO MPOW3BEACHO He-
CaHKIIMOHUPOBAHHBIX H3MEHE-
HUN

KOH(UICHIINATBHOCTb

LEJIOCTHOCTD

AOCTYITHOCTDH

AYTCHTUYHOCTDH

aneJuIMpyeMocThb

K dynkumsam nHpopMamoHHoH
0€301acHOCTH OTHOCSTCS

BbBISIBJICHUEC UCTOYHUKOB BHYTPCHHHNX WM BHCHIHUX YI'PO3

CTpaxoBaHUE MH(POPMALMOHHBIX PECYPCOB

3alIMTa roCcy1apCTBEHHBIX HH(OPMALIMOHHBIX PECYPCOB

MMOJITOTOBKA CIIEI[HAIUCTOB 10 00eCreveHnu0 HH()OpMalMOHHON 0e3-
OIACHOCTH

BCC OTBCTHI BEPHBI

K HamuoHanbHBIM HHTEpEcaMm
P® B undopmannonHoit chepe
OTHOCSITCS

pcamn3anys KOHCTUTYIIMOHHBIX IIPdB HA TOCTYII K I/IH(I)OpMaI_II/II/I

3anuTa nH(OpMaIuu, 00eCreunBaroIIeH JTUIHYI0 0€301aCHOCTh

3aluTa HE3aBUCHUMOCTH, CYBEPEHHUTETA, TOCYJAapCTBEHHON M TeppHUTO-
pHATBHOH LIEJIOCTHOCTH

IOJIUTHYCCKAsE SKOHOMUYCCKAA U CONMaJIbHAsA CTaOUIILHOCTD

COXPaHEHHE U 03/I0POBICHHU OKPY)KAIOLIECH Cpe/ibl

[apaHTust TOrO, YTO KOHKPET-
Hasg wuHpOpMaluUs  JIOCTYyITHA
TONIBKO TOMY KpYyTry JIWI, s
KOTOPBIX OHA MpeJHa3HaYeHa

KOH(l)I/II[eHHI/IaJ'IBHOCTB

OEJIOCTHOCTD

JOCTYITHOCTh

AYTCHTUYHOCTD

aneJJIMpyeMoCTh

COBOKYIMHOCTh HOPM, TIPABUI U
MPAaKTHYECKUX PEKOMEHIAIHH,
perIaMeHTUPYIOIUX  paboTy
cpenctB 3amutel AC oT 3amaH-
HOTO MHOXXECTBa yrpo3 0es3-
OMAaCHOCTH

KOMILJIEKCHOE o0ecreueHue HH(I)OpMaHHOHHOﬁ 0e30IMacHOCTH

oe3omacHocth AC

yrpo3a HH(GOpPMaIMOHHOM 0€30MaCHOCTH

aTaka Ha aBTOMATU3UPOBAHHYIO CUCTEMY

MOJUTHKA OC30ITaCHOCTH

Haubonee pacnpoctpaHeHHbIE
yrpo3sl WH(OPMAITMOHHON 0e3-
OIIaCHOCTH

YIPO3bI IETOCTHOCTH

YIrpO3bl 3alIUIICHHOCTH

YIpo3bl 6€30MacCHOCTH
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YIpo3bl JOCTYITHOCTH

yrpo3bl KOHOUICHIIMATBHOCTH

[HelictBue, peANpUHUMAEMOE
3JIOYMBIIIUICHHUKOM, ~ KOTOPOE
3aKJIIOYAETCsl B TIOUCKE M HC-
MOJIB30BAHUU TOM WM HHOU
YSI3BUMOCTH CUCTEMBI

KOMIIIEKCHOE 00eCIIeueHre I/IH(l)OpMaHHOHHOI;'I 0e30IacHOCTH

oe3omacHocTh AC

yrpo3a HH(QOpMaIIMOHHOM 6€30MaCHOCTH

aTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

MOJINTHKA 0€30I1aCHOCTHU

Cocrosinne 3aIUIIECHHOCTH | pHQpOpMaMOHHAsT 0€30MTaCHOCTh
MHOTOHAUMOHANBHOTO  HAPOMA [ gon oo oo
KaK HOCHUTEJsSI CYBEpCHHTETA U
€JMHCTBEHHOTO pcToYHMKa | SoUTa uH(opmaIH
BIIACTH HallMOHaIbHAast 0€30I1aCHOCTD
CBOMCTBO NaHHBIX OBITH J10- | KOH()UICHIIMATLHOCTh
CTYNHBIMA JUIS CAHKLHMOHHMPO- | 116710 CTHOCTD
BAHHOTO TIOJIb30BAHHS B MPOU3-
. JIOCTYITHOCTh
BOJIBHBII MOMEHT BPEMEHH, KO-
ria B oOpanieHuy K HuM Bo3Hu- | 4YTCHTHIHOCTh
KaeT He0OXOIUMOCTD arnmneImpyeMocTb
KOH(PHUACHIIMAIBHOCTD
rapaHTI/IH TOT'0, YTO HCTOYHU- IEJIOCTHOCTD
KOM I/IH(i)OpMaHI/II/I SABJISICTCA
JOCTYITHOCTh
HMEHHO TO JIMIIO, KOTOpOE 3a-
SIBJICHO KaK €€ aBTop ayTCHTUIHOCTD
anmneIupyeMocCThb
[apantus TOro, 4ro mpu HeoO- | KOH(PUIACHIMATLHOCTD
XO0AUMOCTHU MOXKHO 6yﬂeT JOKa- IIEJIOCTHOCTD
3aTh, YTO aBTOPOM COOOIICHUSI JIOCTYIIHOCT
SBIIAETCS MMEHHO TOT YEJIOBEK, AYTCHTHUHOCTH
KOTOPBIH 3asBJI€H KaK €€ aBTOp
W HH KTO JIPyToil anmneIupyeMocThb

CooTHecuTe MHTEpECH B 00ja-
cti  uHGOPMAIMOHHOW  0Oe3-
OTaCHOCTH:

1. HauumoHansHEIE HHTCPCCHI

2. InTepechl TMIHOCTH

3. MHTepeckl rocynapcraa

4. UnTepecs! ob1IecTBa

1. cocrosT B peanuszanuu KOHCTUTYIIMOHHBIX IpaB U CBOOOJ, B
oOecIlieyeHn JUYHOM Oe30IaCHOCTH, B IOBBIIICHHH KauyecTBa U
YPOBHS JKU3HH, B (PU3MUECKOM, TyXOBHOM U HHTEIUICKTYaTbHOM
Pa3BUTHUU YEJIOBEKA U TPaKIaHUHA

2. o0ecnednBalOTCs WHCTUTYTaMH TOCYJapCTBEHHOM BIacTH,
OCYIIECTBISIOUMMHU CBOM (PYHKIIMH, B TOM UYHCJIE BO B3aHMMOJEH-
CTBUM C JIeHCTBYIOIIMMU Ha ocHOBe KoHcTuTynuu P® u 3akoHo-
narenbcTBa PO 0011ecTBEHHBIMY OpraHu3alusIMu

3. COCTOAT B HE3bIOIEMOCTH KOHCTHTYIIMOHHOTO CTPOSI, CYBEPEHHU-
TeTa U TEPPUTOPHAIILHON 11eJ0CTHOCTU Poccuu, B MOTUTUYECKOM,
SKOHOMUYECKOW M COIMATBHOW CTaOMIBHOCTH, B 0€3yCIOBHOM
o0ecrevYeHnr 3aKOHHOCTH U TIOJIIEPKaHUU MPABOMOPSAKA, B pa3-
BUTHUU PABHOMPABHO TO U B3aMMOBBITOAHOTO MEXIYHAPOIHOTO
COTPYAHHUYECTBA

4. cOCTOSIT B yIPOUEHUHU JEMOKPATUH, B CO3/IaHUU MTPABOBOTO, CO-
[UAJILHOTO TOCYJapCTBa, B JOCTMXKEHUH U MOJJIEpKaHUH 0011e-
CTBEHHOTO COTJIacHsi, B JyXOBHOM oOHoOBIeHHH Poccun

CooTHecuTe OCHOBHBIE MOHATHUS
B o0nactu WHGPOPMALMOHHON

1. ataka

2. ysi3BUMOCTh AC
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0€e30MacHOCTH

3. yrpo3sa 6e3omacaoct AC

4, 3allII€HHAass CUCTEMA

1. HCKOTOPOC HEYyJA4YHOC CBOMCTBO CUCTEMBI, KOTOpPOEC ACIacT
BO3MOXHBIM BOBHUKHOBCHUC U PCAJIM3AIIUIO YI'DO3bI

2. cUCTeMa CO CPEJICTBAMH 3alUThI, KOTOPbIE yCHEHO U 3 dek-
TUBHO MPOTHBOCTOSIT yrpo3aM 0e30MacHOCTH

3. BO3MOxHbIe Bo3zeicTBus Ha AC, KOTOpbIC MPSIMO WJIM KOCBEH-
HO MOT'YT HaHECTH yiiep0 ee 6e30macHoCTH

4. neicTBUe, MPEANPHUHHUMAEMOE 3J0YMBIIIUICHHUKOM, KOTOPOE
3aKJIFOYAETCS B IIOUCKE U UCIIOJIb30BAHUH TOW WM MHOU yA3BUMO-
CTHU CUCTEMBI

CooTHEeCUTE OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrpo3a HapymieHus] KOHQHUICHIINATHLHOCTH

2. yrpo3a oTKaza ciayxo

3. yrpo3a HapyuieHMsl IEJIOCTHOCTH

1. mo6oe yMBIIUICHHOE U3MEHEHUE MH(POPMAIUH, XPAHSIIEHCS B
BC nnu nepenaBaemoii OT 0JTHOM CUCTEMBI B IPYTYIO

2. BO3HHMKAET BCSAKHM pa3, KOTJa B pe3yibTaTe MpeaHaMEPEHHBIX
JICHCTBHH, TPEANPUHAMAEMBIX JIPYTUM MOJIb30BATEIEM WM 3710~
YMBIIIJICHHUKOM, OJIOKUPYETCSI JOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3aKiroyaercs B TOM, 4TO MH(OpMalMsi CTAHOBUTCS U3BECTHOU
TOMY, KTO HE pacrnojaraeT NoJHOMOUYHUSIMH JJOCTYIa K HeH

CooTtHecuTe  KiIacCH(PUKALUIO
YTPO3 MO psAAY IPU3HAKOB

. 11O ITPUPOJAC BOSHUKHOBCHUA

. IO HCIIOCPCACTBCHHOMY UCTOYHUKY

. TI0 crenenu Bo3nencTeus Ha AC

. 1o cioco0y goctyna kK pecypcam AC

. IaCCMBHBIC 1 aKTHUBHBIC

NP BARIWN -

. HalIpaBJICHHBIC HA WUCIIOJIB30BAHUEC IIPAMOTO CTAHAAPTHOT'O ITyTHU
JOCTyTa K pecypcaM U HamnpaBlieHHbIE Ha UCTIOIB30BAaHUE CKPBITO-
T'0 HECTAHJIAPTHOTO JocTyma K pecypcam AC

3. €CTECTBEHHBIC HIIH HCKYCCTBCHHBIC

4. npupojHas cpea, 4elOBEK, CAHKIIMOHHPOBAHHBIE MPOrpamM-
HBIE CPEJICTBA U HECAHKIIMOHUPOBAHHBIE IPOrPAMMHBIE CPEACTBA

Yro Takoe cepTrdUKAIHS

MMOATBCPIKACHUC COOTBCTCTBUA MPOAYKLIHUHW HIIU YCIYI' YCTAHOB-
JICHHBIM Tp660BaHI/I${M WJIN CTaHJapTaM

IIOATBEPKICHUE COOTBETCTBUS NMPOAYKIIMH, HO HE YCIYI YCTaHOB-
JICHHBIM TPeOOBAHUSM WM CTAaHAAPTAM

MOATBCPIKACHUC COOTBETCTBUA YCIYT', HO HC IPOAYKIHUH YCTAHOB-
JICHHBIM Tp€6OBaHI/I$[M WJINM CTaHJapTaM

Yro Takoe cepTudhuKaT?

JIOKYMEHT, MOJTBEPNKAAIOUIMNA COOTBETCTBUE CPEJCTBA 3allIUThI
nH(popManuu TpedoBaHUAM 10 0€30MaCHOCTH H(DOpMAIUN

JOKYMEHT, MOATBEPKIAIOIINA COOTBETCTBUE CPEACTBA 3allIUTHI
nHpopManuy TpeOOBaHMSIM 110 XpaHEHHIO MHPOpMaIUH

JOKYMEHT, MOATBEPKIAAIOIINA COOTBETCTBUE CPEACTBA 3allIUTHI
nHdopmannuy TpeGoBaHMsIM 10 00paboTKe HHPOPMAIUI

Kak Ha3zpiBacTcs JIMIo, CcaMoO-
CTOATCIIBHO CO3JaBIICC I/IH(i)Op-
Manuro 100 MMOJIy4yuBIICE Ha
OCHOBAHHWM 3aKOHA WJIH JOI'OBO-

CY6’L CKT IMNECPCOHAIBHBIX JAHHBIX

orepaTop HHPOPMAITHOHHON CUCTEMBI
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pa mpaBo paspeniatb WIK orpa-
HUYHABATh JOCTYN K WH(popma-
ouu, OHpeI[CJ'IHeMOfI 110 KaKHuM-
60 npu3HaKam? CyOBeKT HH(pOpMaLKH

oOmanarens HHGOpMAIIH

Bonpocsl k kommiekcHomy 3aganuio TK1

1. Yro Takoe uHpOpManmoHHas 6€30MacHOCTh?

2. Ilepeuncnure BaxkHEHUIIINE acTIeKThl HH(OOPMAITMOHHONW O€30MTaCHOCTH.

3. [lepeuncnure ypoBHHU 3alIUTHl HTHGOPMALIUH.

4. OxapaxTepusyite yrpo3bl MHPOPMALMOHHOW OE€30MaCHOCTH: PACKPBITHS
L[EJT0CTHOCTH, OTKa3 B 00CIyKMBaHUU.

5. O0BsICHUTE TPUYUHBI KOMIIBIOTEPHBIX MPECTYTUICHUN.

6. OnuirTe OCHOBHBIE TEXHOJIOIMH KOMITBIOTEPHBIX MPECTYIIICHUH.

7. Ilepeuncnure Mepsbl 3alIUThl UHPOPMALIMOHHON O€30MACHOCTH.

8. [lepeuncnure Mepbl MPEIOCTOPOKHOCTU MPHU padbOTE C LENbIO 3alUThl UH-
dbopmanuu.

9. OnumurTe OCHOBHBIE MEPHI 3alTUTHI HOCUTENEH HH(POPMAIIUH.

10. Ilouemy moakmOYeHHE K TI00ANBHON KOMIIbIOTepHOU cetn MHTepHeT
MPEACTABIIET COOOM yrpo3y sl MH(POpMaMOHHOW 0€3011acHOCTH?

11. OnuimuTe, Kak MCIONb30BAHUE JIEKTPOHHOM MOYTHI CO3AAET Yrpo3y HH-
dbopmanuonHoi 6e3onacHoctu. Kakue Mepbl oOecrieunBatoT 0€301macHOE UCTOJb30-
BaHue e-mail?

12. Kakue cymecTByIOT MEXAyHapOAHbIE U POCCUNCKHUE CTaHJApThl B 00JaCTH
0€30M1acHOCTH KOMITBIOTEPHBIX CUCTEM U MH(POPMAIIMOHHBIX TEXHOJIOTUI?

13. Kpurtepuu 6€301macHOCTH KOMITBIOTEPHBIX CUCTEM MUHUCTEPCTBA 0OOPOHBI
CIIA (“OpanxeBast kHura”).

14. PykoBojsmue 1okyMeHThl ['ocTexxomuccuu Poccun.

15. MexxnyHapoaHbie cTaHAapThl HHGOpMaIMOHHOM Oe3omacHocTu. CTaHmapT
ISO/IEC 15408 "O6mue kputepun". Onrcanue TpeOOBaHU O€30MaCHOCTU U Xapak-
TEPUCTUK YTPO3.

Jas tekymero kouTpoJs TK2:

IIpoBepsiemast KOMIIETEHIMSA:

Kox n HanMeHOBaHNE KOMIIETEHITUH Kox n HanMeHOBaHWE HHIMKATOPA
OIIK-4. Cniocoben nonnmars npuHuunsl pa- | OIIK-4.2. Bnaneer HaBbIkaMu IpUMEHEHHs LUPpO-
0O0TBI COBPEMEHHBIX MH(OPMALIMOHHBIX T€X- | BBIX TEXHOJOTHHA JUIsi pemieHds 3ajad mpodeccro-
HOJIOTUH ¥ MCIIOJIb30BaTh UX IS peLIeHHs HAJIbHOW JIeATEIbHOCTH C Y4€TOM OCHOBHBIX Tpe0o-
3a/1a4 MPOECCHOHATBHOMN JIEATeNTbHOCTH BaHU HH(GOPMAITMOHHOMN 6€30MaCHOCTH
Tecr
Bonpoc Bapuanmur omeema

Kakoii o0mwuii ymep6 1o | 4

JIAHHBIM HucruryTa | 34
KomnbrorepHoit
besonacHocTH nanecmu | 24

KOMIIBIOTCPHBIC BUPYCHI 3a | 74
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nocienHue S5 naer, (MIpA. 94

noiin. CIITA)?

ITo JaHHBIM JKypHaia | 500000

«Security Magazine», | 1000000

cpenHuii pazmep ymiepOa ot

KOMIIBIOTEPHOTO 1500000

MomrenHnuectBa cocrapiser | 2000000

(romun. CIIIA) 2500000
mporecc  cbopa,  HaKOIUICHHsS,  OOpaOOTKH,  XpaHEHU,
pacrpeieneHus ¥ norcka nHpopManuu
npeobpa3oBanue  uHpOpMAIMK, B  pe3yiabTaTe  KOTOPOTro
colepkaHue MHGOPMAIMM  CTAHOBHUTCS  HEMOHATHBIM  JIJIS
cyOBeKTa, He UMEIONIEro JI0CTyna

HIudppoBanre wuHGOpPMAIMH | TOTyYeHHE  CYOBEKTOM  BO3MOXKHOCTH  O3HAKOMJICHHS  C

9TO

HHq)OpMaHHeﬁ, B TOM YHMCJIC ITpHU IMTOMOINH TCXHUYCCKUX CPCACTB

COBOKYITHOCTBH IIpaBWJI, PCTIIAMCHTHPYIOIIUX IMOPAJA0K W YCIOBHA
HAOCTYIIa CY6’LGKTa K I/IH(I)OpMaI_II/II/I 1 €€ HOCUTCIIAM

NEeSATENILHOCTh 10  TPEJOTBPAIICHUIO YTEYKH HHQPOPMAIUH,
HECAHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEe

Ilo JTAaHHBIM I'naBHOTO
MH(OPMALIMOHHOIO  IIEHTpa
MBJl Poccun KOIMYECTBO
KOMITHIOTEPHBIX
MPECTYIJICHUI €XKEroIHO
yBEJIUYHBAETCS B (pasza)

2

2,5

3

3,5

4

Ilo JTAaHHBIM I'naBHOTO
MH(OPMALIMOHHOTO  IIEHTpa
MBJI Poccum exeroaHsii
pa3mep MAaTepUaTbLHOIO
yiepba OT KOMITBIOTEPHBIX
MPECTYIJIEHU  COCTaBIISIET
OKOJIO (MJIH. pyOJeil)

6

60

160

600

1600

ITo JTaHHBIM I'maBHOTO
MH(OPMALIMOHHOTO  IIEHTpa
MB/I Poccun CpeaHun
yiiepo, MPUIHHSIEMBII
MOTEPIIEBIIEMY oT 1
KOMITHIOTEPHOTO
MPECTYIUICHUsI, paBeH (MIIH.
pyb6ueit)

7

1,7

2,7

3,7

4,7

OcHoBHOE
obecneynBaroniee
KOH(UICHIINATEHOCTD
uH(poOpMalluy, TOChUIaEMOM
MO0  OTKPHITBIM  KaHajJam
nepeayd  JaHHBIX, B TOM
YHCIie, 0 CETH UHTEPHET

CPEICTBO,

uaeHTUDUKAITAS

ayTeHTU(UKALIUS

aBTOpU3alud

JKCIIEPTHU3a

mmdpoBaHue

Jns OGe3omacHoN mnepenayu
JTAHHBIX o KaHanam
UHTEPHET HCTIOJNIB3YETCS

WWWwW

dicom

vpn
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TEXHOJIOTHUS ftp

xml
Kommiekc anmnapaTHbIX

AHTHUBUPYC
197070171 IIPOrPaMMHBIX
CPEICTB, OCYIIECTBISIOINI
PEACTB, yi i 3aMOK
KOHTPOJIb H  (PHIIBTPALIHIO
CETEeBOTO Tpaduka B

OpanaMay’p
COOTBETCTBUU C 3aJaHHBIMHU
IpaBWJIaMU U 3alUIIAIOLINI
p = B Kpunrorpadus
KOMIIBIOTEPHBIE ~ CETH  OT
HECaHKIIMOHUPOBAHHOTO

9KCHEPTHAs CUCTEMa
J0CTyma
[Ipouenypa, mnpoBepstoias, UJIEHTU(QUKALHSA
UMEeT JH T[OJb30BaTeNlb C | ayTeHTH(UKaALUsA
peIbsBICHHBIM cTpaTuduKamus
UIEHTU(UKATOPOM TIPaBO HA | PETUCTPAIIUs
JOCTYT K PEeCypcy 3TO aBTOpHU3ALIUS

COACPIKATDb I_[I/I(bpbl u 6YKBBI, 3HAKU IIPCIIMHAHUA U OBITH CIIOKHBIM
JJIL yrablBaHU A

COJIEP>KaTh TOJIBKO HHUQPHI

ITaposnb I10JIB30BATENS | COJEPIKATh TOIBKO OYKBbI

JIOJIKEeH MMETh SBHYIO MPUBS3KY K BJIaJEibIly (€ro UMs, JaTa POKIACHHUS,
HOMep TesehoHa | T.11.)
OBITH MPOCTBHIM M JIETKO 3allOMHHAThCS, Harpumep «123», «111y,
«qwerty» u T. 1.

[TnactukoBas KapTOYKa, | TOKeH

coJieprkanias YU U | hassword

KpHnTorpaqlnquKHx -

BBIUMCJICHUM U BCTPOEHHYIO login

3AlMIICHHYIO0 TaMATb IS
XpaHeHus: uHpopMauu

cMapT-KapTa

YcerporicTBo JUISL
UIEeHTU(DUKAITIN
MOJIb30BaTeNICH,
IpeJICTaBIIsIIoIIEe co0oit
MOOWJIIBHOE  TEPCOHAIBHOE

YCTPOMCTBO, HAITOMUHAOIIIHE
MaJICHBKUM  TIEUJKep, HeE
MIO/ICOEINHSAEMBIE K
KOMIBIOTEPY U  HUMEIOIIHNE
COOCTBEHHBIH HWCTOYHHK
MATaHUSA

TOKECH

aBTOHOMHBIN TOKEH

USB-tokeHn

ycTporicTBo iButton

cMapT-KapTa

Hoctyn  moisb3oBarenst K
HH(pOPMAIMOHHBIM pecypcam
KOMIplOTEpa W/ WM
JIOKAJbHOW BBIUMCIMTETBHOMN
CeTU TMPEAIPHUATUS JIOJDKEH
pa3pemarbecsi TOIbKO MOCIe:

BKIIFOYCHHSA KOMITBIOTEpPA

I/I,Z[eHTI/I(I)I/IKaLII/II/I I10 JIOTUHY U IIapoJIto

3arpoca maCnopTHBIX JaHHBIX

3arpoca IOMCHHOI'O HMCHU

3anpoca OO

DIIEKTPOHHBIE
IpeIHa3HAYEHBI I ...

3aMKH

o0ecrieueHus JOBEPEHHOU 3arpy3Kd KOMIIbIOTEepa U KOHTPOIIA I1e-
JIOCTHOCTH (PailyioB B CHCTEMax

CKaHHUPOBAHUA OTIICYATKOB ITAJILIICB
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MIPOBEPKH CKOPOCTHU U 3arpy3ku (aition

00111ero KOHTPOJIS

I/I,Z[eHTI/I(i)I/IKaHI/II/I I1OJIb30BaTCJIsA

ONEeKTpOHHBIE 3aMKH IIpeHa-
3HAYCHBI JIJIS:

XpaHeHus 001b1I0ro 00beMa KOH(PUICHIIMATBHON HH(pOpMAIN

3allUThI IEPUMETPa KOPIOPATUBHOM CETH

HA/IKHON ayTeHTU(UKAIMH U NISHTH()HUKALIMY TTOJIb30BaTeNIeH

OJIOKMPOBaHUS KOMITBIOTEPA BO BPEMSI OTCYTCTBHUS IOJIB30BATEIIS
Ha paboueM MecTe

Jos 3aIUThI
3JI0YMBIIIJICHHUKOB
HEOOXO0INMO HCIIOIb30BATh

oT

CUCTCMHOC IIPOI'paMMHOC obecneyeHne

IPUKJIaJHOE IPOrpaMMHOE o0ecrieueHue

AHTUBHUPYCHBIEC TPOTrPAMMBI

KOMIIBIOTCPHBIC UI'PBL

MY3BIKY, BUICO(DUITbMBI

AnnapaTHblie
JIOBEPEHHOM
«AKKOPI-AM/I3»
IPEJICTaBIISIIOT COOOM. . .

MOJIyJIH
3arpy3Ku

anmnapaTHbIi KOHTPOJIEp

3JIEKTPOHHBINA 3aMOK

CUCTCMa KOHTPOJIA

ceTeBol aJlaITep

KOIIMPOBAJILHBIN anmnapar

[Ipocreiimmm crmocobom
UIeHTU(DUKAITIN B
KOMIThIOTEPHOM CHCTEME
SIBJIICTCS BBOJI
uaeHTU(HUKaTOpa

[10JIb30BaTENA, KOTOPBIN

HMCECT CICAYIOIICC HA3BAHUC

TOKCH

password

apoJib

login

cMapT-KapTa

UYroOpl moamucatk cooOLICHHE
3IEKTPOHHOMU 1 poBO
MOJIMTUCHIO, UCTIONIBb3YIOTCS

OTKpBITBIﬁ KJIFOY OTIIPABUTCIIA

OTKpBITLIfI KJIFOY ITOJIYyYUaTCIIsz

SaKpBITBIﬁ KJIFOY OTIIPABUTCIIA

3aKpBITBIﬁ KJIIOY ITOJTYy4aTCIIsd

KakoBa  mociieqoBaTelIbHOCTE
MOANMUACAHUSA  COOOIIEHHH ¢
oMo DIIT?

BBIYHCIIACTCA XOIII, 3aTCM XOIII 3aH_II/I(I)pOBLIBaeTC5{

cooOmieHue  3amu@poBBIBACTCS,  IMOCIE  YEro
XDIIUPYETCS

pe3ysbTar

MpU TIOJANKUCAHUK COOOIIEHHE 3amI(POBBIBACTCS, MPU MPOBEPKE
BBIYMCIISIETCS X311

BBIUUCIIAETCSL XOUI HCXOJHOrO COOOIIEHUs, IIOCIE Yero OHO
3a(poBbIBACTCS

B wem 3akmrouaercs Takoe
CBOICTBO byHKIMIH
X31IMpoBaHus H Kak cTOWKOCTh
K KOJUIM3HSM TIEPBOTO poja?

JUIsl J1I000ro Xoma h JT0MKHO OBITh MPAKTUYECKH HEBO3MOXKHO
BBIYHCIIUTH WM T000paTh Takoe X, uto H(x) =h

JOJDKHO OBITh NPAKTHMYECKH HEBO3MOYKHO BBIYUCIUTH WIH
noxo0pare M00yI0 Mapy pasiMYHBIX COOOLIEHMH X M Yy JJs
kotopbix H(x) = H(y)

JUTMHA XJIIa JIOJDKHA OBITh (PUKCHPOBAHHOW HE3aBHCHMO OT
JUIMHBI BXOJHOTO COOOIIEHUS

Bupycsl, He  CBS3BIBAIOIINE
CBOM Komuu ¢ (aiiiaMu, a co-
3/IAI0IINE CBOW KOMMU Ha JIHC-
Kax, He M3MEHssA JIpyrux (Qaii-
JIOB, HAa3bIBAOTCS

KOMITAHBOH - BUPYCAMH

YepBU

Mapa3suTHYICCKUC

IPU3PAKU

CTEJIC-BUPYCHI

AHTHBHpYCHAS nmporpamMma

PEBU30POM
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MIPUHITA pabOTHI, KOTOPOU OC-
HOBaH Ha TpoBepke (haiios,
CEKTOPOB U CHUCTEMHOH MaMSATH
U TMOHWCKE B HUX WM3BECTHBIX U
HOBBIX BHPYCOB Ha3bIBACTCS

HUMMYHHU3ATOPOM

CKaHCpOM

JIOKTOpa U (haru

YkazaThb HEAOCTATKH, UMEIOIIU-
€csi y aHTUBHUPYCHON Mporpam-
MBI PEBU30P

HECIIOCOOHOCTL ITOMMATh BUPYC B MOMCHT €ro IIOSABJICHUSA B
CUCTEMC

HeOoJIbIIast CKOPOCTh TOUCKA BUPYCOB

HEBO3MOXKHOCTh OIPE/ICTIUTh BUPYC B HOBBIX (hailinax

BCE BAPUAHTHI BEPHBI

K nocromHcTBaM TEXHHYECKHX
CpCACTB 3allIUThI OTHOCATCA

PEryJISpHBIA KOHTPOJIb

CO3JaHUEC KOMILICKCHBIX CUCTCM 3alllUThI

CTCIICHb CJIIOKHOCTH YCTpOfICTBa

BCC BApHWAHTEI BEPHEI

OIIACHbIE
(haiioBbIe

B xnaccudukanuro BUpycoB mo | PE3HIACHTHBIC

CIoco0y 3apaXKeHUs BXOJAT 3arpy304Hble
(aiioBo-3arpy304HbIC
HEPE3UJICHTHbIE
YepBU

K Bupycam usmensromuMm cpeny | CTyACHUYCCKHC

OOHMTaHHS OTHOCSTCSL: OJUMOpP(HBIE
CIIyTHUKHU

Bupyce, He cBsspiBaromue | KOMIAHLOH - BUpyCAMU

cBOM Komuu ¢ (aiimamu, a co- | IEPBHU

37AI0IIME CBOM KONWH HA JHC- | CTEIIC - BUPYCHI

Kax, He M3MeHsst Apyrux dai- | MmakpoBHpYCHI

JIOB, Ha3bIBAIOTCS pU3paKu
4epBHU

K Bupycam He H3MEHSOMUM | CTEJIC-BUPYCHI

cpely oOMTaHUsI OTHOCATCS noJIMMopQHbIE
CIIyTHUKH

Hekortopoe cekperHoe Kommde-
CTBO HMH(OPMAIINH, H3BECTHOE
TOJIBKO TIOJB30BATEN0 M TIa-
pOJIBHOM  CHCTEME, KOTOpOE
MOXKET OBITh 3aIIOMHEHO TOIIb-
30BaTE€IEM U IIPEABIBICHO IS
MIPOXOXKICHUS MpOLE Y PhI
ayTeHTU(UKAIIUU — ITO ....

I/I,ZLCHTI/I(I)I/IKB.TOp IIOJIB30BaTCIA

MapoJib MMOJIB30BATCIIA

YUC€THAaA 3a1MChb IMMOJIb30BATCIIA

mapoJjibHasA CuCTeMa

UccnenoBanne  BO3MOXXHOCTH
pacudpoBanust uHGOpMALKU
0e3 3HaHus KIoYen

KPHUIITOJIOT U

Kpunrorpadus

KpUIITOAHAJIN3

B3JIOM

HCC&HKLII/IOHI/IPOBaHHLIﬁ AOCTYII

XpaHeHue  mapoJien
OCYILECTBIISTHCS

MOXET

B BU/JIE CBEPTOK

B OTKPBITOM BHUIC

B 3aKPBITOM BUJIC

B 3alIM()POBAHHOM BUJIE
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BCC BApHWAHTHLI OTBCTA BCPHLBI

CooTHecuTe OCHOBHBIE METObI
MOJTy4eHUs Maposeit

1. meTon ToTaNbHOTO MIEpebdopa

2. CJIOBApHAas aTaKa

3. TOJTy4eHue Mmaposield U3 caMoil CUCTEMbI Ha OCHOBE IPOTPaMM-
HOW U anmnapaTHON peajn3aii KOHKPETHON CUCTEMBI

4. mpoBepka mnapoJiell, yCTaHaBJIMBAEMbIX B CUCTEMAX 10 yMOJI4a-
HHUIO

1. ns mepeGopa HMCHONB3YyeTCS CIIOBaph HamOOJIee BEPOSTHBIX
KJIIOUYen

2. ABYMsI BO3MOKHOCTSAAMH BBIAICHCHUSA 1IAPOJIA ABJIAKOTCA: HCCAHK-
[MOHUPOBAHHBIN JOCTYI K HOCHTEIIO, COACPIKAIIEMY ITapOIIH, JTH-
00 HCII0JIb30BAaHKE YI3BUMOCTEH

3. OHpO6BIBaI-OTC${ BCC KJIIOYM ITOCJIEA0BATCIIbHO, OJUH 3a IPYT'UM

4. maposb, yCTaHOBJICHHBIN (UPMON-Pa3pabOTUMKOM 10 yMOT4a-
HUIO, OCTA€TCsI OCHOBHBIM I1APOJIEM B CHCTEME

CootHecuTe (DYHKIHH, BBINOJN-
HSIEeMBIE TEXHUYECKUMH CpeJ-
CTBaMH 3aIUTHI

1. BHEIIHAA 3aluTa

2. OnO3HABaHUE

3. BHYTPCHHSS 3alllUTa

1. 3ammTa OT BO3ACHCTBHS IEeCTAOMIN3UPYIONNX (HAKTOPOB, TIPO-
SIBJIAIOIIMXCST HETIOCPECTBEHHO B cpeAcTBax o0paboTku uHGOp-
Malluu

2. 3aIMTa OT BO3/CHCTBUS JeCTaOMIN3NPYIOMNX (PaKTOPOB, MPO-
SIBJIIOIIMXCS 3a IpejiesiaMu ocHOBHBIX cpencTB ACO/]

3. CHCL[I/I(I)I/I‘IeCKaH I'py1nia CpeaACTB, NMPCAHA3HAYCHHBIX IJIsI OIIO-
3HaBaHUA JHOI[Cﬁ M0 pa3jJn4YHbIM HWHAWBUAYAJIBHBIM XapaKTCPH-
CTHKaM

OnekTpoHHass TUQpoBas MOJ-
MUCh B AJIEKTPOHHOM JOKYMEH-
T€ paBHO3HauyHAa COOCTBEHHO-
PYYHOH IOANMCH B JOKYMEHTE
Ha OyMa)XHOM HOCHTENE IIpH
OJTHOBPEMEHHOM  COOJIIOJIEHUH
CIEYIOIINUX YCIIOBHIA:

cepTudUKaT KJIF0Ya MOIMUCH, OTHOCAIIUNCS K 3TON JIEKTPOHHOM
uudpoBON MOAMKMCH, HE yTpaTHI CUIy (IEHCTBYEeT) HA MOMEHT
MPOBEPKU WJIM HA MOMEHT MOAMUCAHUS SJIEKTPOHHOTO IOKYMEHTA
NpY  HAIAYUM  JI0KA3aTENIbCTB,  ONPEICISAIOMIMX  MOMEHT
MOJITACAHUS

MOATBEP:K/I€HA MOUIMHHOCTD 3JEKTPOHHOU 1U(POBOM MOJIUCH B
JJIEKTPOHHOM JJOKYMEHTE

OJICKTPOHHAA III/I(i)pOBaSI MMOANHNCHh HMCIOJB3YCETCA B COOTBCTCTBUU
CO CBCACHUAMU, YKA3AHHBIMHU B CepTI/I(I)I/IKaTC KJIrO4Ya nmoAanucu

BCPHBI BCC BAPpMAHTEI

Cosnmanue KITIOYeH
3IEKTPOHHBIX IUQPPOBBIX
MOMKCEH OCYIIECTBISICTCS IS
HCITOJIb30BaHUS B

MH(OPMALIMOHHON CHCTeME OOIIEero MOJIb30BAHMS €€ YYACTHUKOM
WJIM 110 €r0 0OpaleHHI0 YA0CTOBEPSIOIIUM HEHTPOM

KOpHOpaTHBHOﬁ HH(I)OpMﬁI.IPIOHHOfI CUCTEMC B
YCTAaHOBJICHHOM B 9TOM CHUCTEME

HOpSAJKE,

BCPHEIL o0a BApHUAHTHI

Yem ompenensercd ypoBEHb
Ha/IeKHOCTU NPUMEHSIEMBIX
KpUnTOrpaduIecKux
npeoOpa3oBaHUi

3HAYCHUECM ,Z[Ol'IyCTPIMOfI BCPOATHOCTHU HCHCHpaBHOCTCﬁ nin

cOoeB, TMPHUBOJAIMMX K  TOJXYYEHUIO  3JOYMBIIIJIEHHUKOM
JOTIOJTHUTETBHOU uHbopMaIuu 0 KpunTorpapuueckux
peoOpa3oBaHMSIX

CIIO)KHOCTBIO KOMOMHAIIMM CHUMBOJIOB, BBIOPAHHBIX CIy4YailHBIM
obOpazom

HCIIOJIE30BAHUEM OOJIBIIIOr0 YHCIIA KIIOUeH JJIA I_HI/I(I)pOBaHI/IH
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OTHOIICHHEM KOJIM4eCTBa Jemu(ppoBaHHOW HHPOpPMALIUU K
o0IeMy KOJIM4ecTBY HIM(POBaHHON MH(OpMAINH, MOISKAIIEH
et (ppOBaHHIO

Kak HHaue Ha3bIBAETCS
CHMMETPUIHOE TP POBAHNC

¢ poBaHue C 3aKPBHITHIM KIIFOUOM

mudpoBanue MmetoaoM beiitca

1 (ppoBaHUE C OTKPHITHIM KIHOYOM

g poBaHue C IEPEMEHHBIM KIIIOYOM

Kakoit aJTOPUTM HE
WCTIONB3yeTCA npu
CUMMETPUYHOM IHU(POBAHUU

MOTOYHOE M (pOBaHKE

1moouTOBOE MUppPOBaHUE

610yHOE mu(ppoBaHUEe

anroputM Jnb-I"amans

Uro siBAsSiETCS MPEUMYIIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOPOCTbH BBINIOJIHEHUSI KpUNTOrpauuecKux npeoOpa3zoBaHuii

JIETKOCTh BHECEHHUSI U3MEHEHUH B aJITOPUTM IIH(PPOBAHUS

CEKPETHBIN KJII0Y M3BECTEH TOJBKO IMOJyYaTear0 MH(pOpMAIUH U
TIepBOHAYAIbHBIA 0OMEH HE TpeOyeT nepeayr CEKPETHOro KIrova

NpUMEHEHHEe B CHCTeMax ayTeHTU(UKAuud (DJIEKTPOHHAS
TIO/TIHCH)

Kak HaspiBaeTCst «UCTOpHYE- wndp Mapkosa

ckuity mmpp, B KOTOPOM Kak-

nasi OykBa HMCXOIHOTO TEKCTa

3aMCHsTaCh OYKBOM, CTOSIICH ump Llesapst

Ha HEKOTOpoe (hPUKCHpPOBAaHHOE
YHCJIO MECT Jlajibllie B anaBH-

mdp DHUrMa

T, O TPUMEHEHHH KOTOPOTO
UMEIOTCS JIOKYMEHTaIIbHBIC
CBUIETEILCTBA? wmdp badumka

CHAMMETPUYHBIE KPUIITOCUCTEMBI

KPUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM

. | KpUnTocucTeMbl C TyOJIMPOBAHUEM 3aAIUTHI

Paznens COBpPEMEHHOMU v v

CHCTEMBI DJIEKTPOHHOH 1IM(POBOI MoANHCH
Kpunrorpaduu:

yIpaBJIeHUE MapOIsIMU

yTipaBJIeHHUE Nepeadeil TaHHbIX

YIIpaBJICHHUC KIIFOUaMU

ABTOpHU3aLIMel Ha3bIBACTCS

MPOLIECC, MOCPEICTBOM KOTOPOTO HAECHTU(UKALUS Ipeanoarae-
MOH JIMYHOCTH IPOBEPSETCS HA OCHOBE JIOKYMEHTa, YIAOCTOBEpS-
IOLLET0 JINYHOCTh

aYTeHTI/I(l)I/IKaI_II/ISI OCHOBAHHAA Ha ABYX Pa3HbIX THUIIAX I/II[CHTI/I(I)I/I—
Kanuu.

9aCTb UJACHTUYHOCTH, KOTOpas OTpaAXKACT OHIPCACICHHYIO BPOK-
JACHHYIO 0COOEHHOCTD JJMYHOCTH, TO €CTh TO YTO CBA3aHO C KOH-
erTHOﬁ JIMYHOCTBIO

[Iporecc, KoTOphIi HaeT (WM OTKJIIOYAET) MPaBoO JOCTyNa K (ce-
TEBBIM) pecypcam

AyTreHTHUKALHS - 3TO
IpoLecc IPOBEPKU
npeJnosaraeMol moAJIMHHOCTH
JUYHOCTH  HAa  OCHOBaHHUU
KaKoro-1m00  yJIOCTOBEPEHUS
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, UTO BBI 3HACTC

4YTO-TO, YTO Y BaC €CTb

TO, YEM BbI ABJIACTCCH

JIBOITHO 3a1IUTOI HA3bIBAETCS

ayTeHTU(UKALMsI HA OCHOBE JIBYX UJEHTHU(HUKATOPOB.




Bonpoc

Bapuanmbl omeenma

ayTeHTU(UKanus THIIAX

HJEeHTU(DUKAITIN

OCHOBaHAa Ha  JIBYX  pa3HBIX

ayTeHTU(UKAIKs, OCHOBaHHAs Ha JBYX WM 0oJiee pa3IMYHBIX
TUTIaX UACHTU(DUKAITIT

[lepeuncnuTe BasKHBIE Y4eTHBIE
3aMUcH AN TOJIb30BaTeNs
HNurepHera, rae HYKHO
HCTIONIb30BaTh  JIBYXJTAITHYIO
ayTeHTU(UKAHIIO?

YUYCTHBIC 3allMCHU JI BXOJia B 0aHK

YUETHBIC 3allMCH, COJEpXKalMe KOH(DUICHIMAIBHYIO JIMYHYIO
nH(pOpMaIHIO

aZpeca HJIEKTPOHHOW MOYTHI, Ha KOTOPBIE Bbl MOXKETE 3aKa3aTh
HAaNIOMHHAHHUS NAPOJIs 7S IPYTUX BeO-cpes

YYCTHBIC 3aIlMMCHU CONHUAJIBHBIX ceTel

y4dEeTHBIC 3alUCH CITy’KO C HMOMOIIBI0O KOTOPBIX BXOJAAT B ApYrue
Be0-CITyKOBI

ANropuTMBI IX(PPOBAHUS C OT-
KPBITBIM KJIFOYOM  T1O-JIpYrOMY
Ha3bIBAIOTCS

ACUMMCTPUYHBIMHA aJITOPUTMaMU I_HI/I(i)pOBaHI/Iﬂ

CUMMETPUYHBIMH aJITOPUTMAMHU U (POBAHUS

OJTHOCTOPOHHUMH aJTOPUTMAMU U (POBAHUS

HOMCXOYCTOI}'I‘II/IBLIMI/I AJIrOpuTMaMu H_II/I(i)pOBaHI/IH

ACHMMETpUYHBIE  AITOPUTMBI
mdpoBaHus MO-AIPyTOMY
Ha3bIBAIOTCS

QJIrOpUTMaMH MU(POBAHUS C OTKPHITHIM KIIIOUOM

CUMMCTPHUYHBIMHA AJITOPUTMAMH H_II/I(I)pOBaHI/IH

OJTHOCTOPOHHUMH AJITOPUTMaMH U (POBAHUS

HOMCXOYCTOI}'I‘II/IBLIMI/I AJIrOpuTMaMu H_II/I(i)pOBaHI/IH

MaremaTtnyeckast (yHKIUS, KO-
TOPYIO OTHOCHUTEIBHO  JIETKO
BBIYUCIUTD, HO TPYAHO HAWTH
M0 3HAYCHWIO (YHKIIMUA COOT-
BETCTBYIOIIEE 3HAYCHUE apry-
MEHTa, Ha3bIBacTCSd B KPHIITO-

rpadun

Kpunrorpaguueckon GyHKIuen

OJIHOCTOPOHHEH (PyHKIHMEH

¢bynkueit uddu-Xemnmana

bynkuumeit Ditnepa

OnHOCTOpOHHUE (YHKIUH, TO
ecTb (PyHKIMH, KOTOpPBIE OTHO-
CHUTENIFHO JIETKO BBIYUCIIHTH, HO
NPaKTHYECKU HEBO3MOXKHO
HATH TO 3HaYeHHI0 (DYHKIHUU
COOTBETCTBYIOIIEE  3HAUCHHE
apryMeHTa, MOXXHO HCIIOJIB30-
BaTh JUIS

(hopMupOBaHUS XEII-KOJI0B

U(ppPOBaHUs COOOIIEHUI

(dhopmupoBanus LU(POBON OTUCH

KOHTPOJIA U UCITPABJICHUSA OIIMOOK IIpu niepeaavuc HH(bOpMaHHH

Uro sBnsieTcsi OCOOEHHOCTHIO
CUCTEM INU(PPOBAHUS C OTKPHI-
TBIM KIIFOYOM TI0 CPaBHEHHIO C
CUMMETPUYHBIMH  CHCTEMaMH
mmdpoBaHus?

BO3MOXXHOCTh IIM(pPOBaHUS KaK TEKCTOBOM, Tak M rpaduyeckoit
uHpopMalu

BBICOKAasi CKOPOCTb ITPOLIeCCOB MU (POBaHUs/ pacIiPpOBaHUS

HCIIOJIb30BAHNUEC MAJIOTO KOJIMYCECTBA BHIYUCIIMTCIBHBIX PECYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  MpEIBAPUTENIbHON  mepenadu
CEKPETHOI'0 KJII0Ya 110 HaIEKHOMY KaHaJly CBSI3H

Jnst  pemreHuss Kakux —3ajaa4
MOXHO HCIIOJIB30BATh aHI‘OpI/IT-
MBI IIU(QPOBAHUS C OTKPBITHIM
KII0YoM?

JJIA HII/I(l)pOBaHI/ISI nepeaaBacMbIX U XpaHUMBIX JAaHHBIX B LEJIAX
HX 3allIUTBI OT HCCAHKITMOHUPOBAHHOT'O JOCTYIIA

st hopMHUpOBaHUS ITUGPOBOM TOMMUCH TIOJ] DJIEKTPOHHBIMHU
JIOKYMEHTaMU

JUTSL pactpeiesieHnsT CeKPETHBIX KIIF0YEH, MCIOJIb3YeMBIX TOTOM
py MUGPOBAHUN JOKYMEHTOB CHMMETPUYHBIMHA METOJIaMHU

JUTSL MTOMEXOYCTOMYHUBOTO KOJIUPOBaHUS nepeaBaeMbIX
COOOIIIeHNI

Yro sBuseTcs HEJOCTAaTKOM CH-

HHU3Kast CKOPOCTH IMPOLCCCOB HIH(I)pOBaHI/IH-paCH_II/I(I)pOBaHI/IH




Bonpoc

Bapuanmbl omeenma

CTEMBbI IH(PPOBAHUSA C OTKPHI-
TBIM KJIFOYOM?

HEOOXOAMMOCTh OOHOBJIEHUS KJIIO4a IIOCNie KaXaoro (akra
nepenadn

OTCYTCTBHE  HEOOXOIMMOCTH  IpPEIBAPUTEILHON
CEKPETHOI0 KJII0Ya 10 HAAE)KHOMY KaHaly

nepenadn

HE0OXOIMMOCTDb TPEIBAPUTENILHOIN Mepeayu CEeKPETHOTo KiI4a
110 HAaJIEKHOMY KaHaly

YTto Ha3BIBAIOT 3aKPBITBIM KJIHO-

KJIIOY, KOTOprfI JOJIKEH XPaHUTBECA B CEKPETE

KITIF04, KOTOPBIH HEO0S3aTEIHbHO XPAaHUTh B CEKPETE

4OM B aCHMMETPHYHBIX METO- | JIOOOM  KIIHOY,  MCHOJb3yeMbIH i1 mM@poBaHUS  WIH
Aax mwupposaHus? paciudpoBaHus
KJII04, KOTOPBII HCHOJIb3YeTCsl U1l BIPAOOTKH MMUTOBCTABKH
KJIFOY, KOTOPBIN JOJKEH XPAHUTHCS B CEKPETE
Yro  Ha3BIBAIOT  OTKPBITHIM | KJIKOY, KOTOPBIN HE 00513aTeJIbHO XPaHUTh B CEKPETE
KJIIOYOM B aCHMMETPUYHBIX Me- | JIFOOOM  KJIIOY,  HMCIONb3yeMbll  uisi  mudpoBaHUA WU
ToAax muppoBaHus? pacimudpoBaHus

KJIIO4, KOTOpBIfI HCIOJIB3YCTCA IJIA Bpra6OTKI/I HUMHUTOBCTaBKH

Kak Ha3pIBaeTCS KIIOY, UCIONb-
3yeMblii B  aCHMMETPUYHBIX
KpUNTOrpauuecKux ajaroput-
Max, KOTOPbIA MOXHO HE Xpa-
HUTH B cekpere?

3aKPBITHIN KIIIOY

OTKpBITLIﬁ KJIFO4Y

TallHBIA KIIIOY

SIBHBIN KJTIOY

KJIF04 MK (poBaHUS

CKOJBKO KIIFOUEH MCIOJb3yeTcs
B KpUNTOrpaUyecKux ajiro-
PHUTMaX C OTKPBITHIM KITIOYOM?

WIN R |O

4

Yro 00I1ero MMET BCE METO-
Il 1I(POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX JUIsl U poBaHus HHGOPMAIIUU UCTIONB3YETCs OJIUH KITIOY,
a Juia pactrpoBaHuUs — IPYrou K04

B HUX Uil MWHUGpoBaHUS U pacuPpoBaHUS HHPOPMAIUH
VCIIOJIB3YETCS] OOUH M TOT XKE KII0Y

B HUX BXOJHOH ITOTOK MCXOIHOrO TEKCTa MNEIUTCS Ha OJIOKH, B
KaXOM M3 KOTOPBIX BBIIIOJIHAETCS IEPECTAHOBKA CUMBOJIOB

B HHMX Ui omepanuuil mmdpoBaHus U paciuppoBaHUS
HCIIOJIB3YETCS JIBA Pa3HBIX KIII0Ya — OTKPBITHIN U 3aKPBITHIN

Yxkaxure TpeOOBaHHA K airo-
pUTMaM MHUPPOBAHUS C OTKPHI-
TBIM KIJIFOUOM

BBIUHCIIUTEIHO HEBO3MOXKHO CO37aBaTh Mapy (OTKPBITHIM KIItOY,
3aKpBITHIN KIIFOY)

BBEIUMCIIUTEIHLHO CcOo00IIIeHNE

OTKPBITHIM KJIHOYOM

HEBO3MOXKHO  3alIM(poBaTh

BBIYMCIIUTEIIBHO HEBO3MOXKHO, 3HAsl OTKPBITBIA KITFOY, OMPENCIIUTh
COOTBETCTBYIOIMI 3aKPBITHIN KIIFOY

BBIUUCIIUTENIbHO HEBO3MOXKHO, 3Has TOJBKO OTKPBITHIA KIHOY U
3amuppoBaHHOE cooo1ieHue, BOCCTaHOBUTH HCXOJHOE
CcOo00IIIeHNE

Ykaxure TpeOOBaHHS K airo-
pUTMaM MUQPPOBAHUS C OTKPHI-
THIM KJIFOUOM

BBIUHUCIUTENBHO JIETKO 3amu@poBaTh COOOIIEHUE OTKPBITHIM
KJIFOYOM

BBIYMCIIMTENILHO JIETKO pacmm@poBaTh COOOIIEHUE, HCIIONb3YS
3aKPBITBINA KITIOY

BBIYMCIIUTEIIBHO HEBO3MOXKHO, 3Hasl OTKPBITHIA KITFOY, OMPEICIIUTh
COOTBETCTBYIOIIMI 3aKPBITHIN KIIFOY




Bonpoc

Bapuanmbl omeenma

BBIYUCIIUTCIBHO HCBO3MOXKHO, 3HasA TOJIBKO OTKpBITBIfI KJIIFOY U

Kakue Kiarounm M Kak JOJDKHBI
MPUMEHSTHCS TIPU KCIOJIB30Ba-
HUH aCUMMETPHYHBIX KPHIITO-
rpaduyYecKux aJroOpUTMOB IS
muQpPoBaHUsI  MEPEIaBACMbIX
JTAHHBIX?

3an(poBaHHOE cooOI1IeHHE, BOCCTAHOBUTH HCXOIHOE
cooO1ienne
OTIPaBHUTENb  MH(PYET  COOOIIEHHE  OTKPHITHIM  KIHOYOM

MoJTy4aTessi, a MOoJdy4areb pacimr(poBbIBAET COOOIIEHUE CBOUM
3aKPBITHIM KIIFOYOM

OTIIpaBUTENb  IMUEQPYEeT  COOOIICHHE  3aKPBITHIM  KIHOYOM
MoJTy4aTessi, a MOoJdy4aresb pacin(poBbIBAET COOOIIEHHE CBOUM
OTKPBITHIM KIJIFOUOM

OTIpPaBUTENb MHU(PYET COOOIIEHUE CBOMM OTKPBITHIM KIIFOUOM, a
1oJjryyaresib paclIM(ppOBBIBAET COOOIIEHUE 3aKpPBhITHIM KIIIOUOM
OTIIPABUTEIIS

OTIPABUTENb MHU(PPYET COOOIMICHUE CBOMM 3aKPBITHIM KIIFOYOM, a
MOJIy4aTeNib paciu@poBbIBACT COOOIIEHUE OTKPBITHIM KIFOUYOM
OTIPABUTEIIS

KakuMm TpeOOBaHMSAM TOTDKHA
VIOBJCTBOPSITh  3JICKTPOHHAs
1u¢poBas MOJIMUCH?

OoAIIMCh BOCIIPOU3BOAUTCA TOJIBKO OJHUM JIMIOM, a4 IIOAJIMHHOCTD
€€ MOYKET OBbITh YAOCTOBECPECHA MHOTUMU

moAIMCh BOCHPOU3IBOJUTCA MHOTHMMHU JIMLIaAMH, a4 €€ IMMOAJIMHHOCTD
MOJKET OBITH YAOCTOBEPCHA TOJIBKO OJHUM JIMTIOM

moANIMCh HCPA3PBIBHO CBA3BIBACTCA C JaHHBIM COO6HICHI/ICM n HEC
MOJKET OBITH IICPCHCCCHA Ha ,Z[perﬁ HJOKYMCHT

moANMCh HC CBA3BIBACTCA C KOHKPCTHBIM COO6III€HI/I€M n MOXCT
OBITh IICPCHCCCHA Ha I[perﬁ JOKYMCHT

Kakum TpeOoBaHUSAM [OTKHA
YAOBJETBOPSTH  DJIEKTPOHHAS
uQpoBas NOANUCH?

IIOCJIC TOI'0, KaK JOKYMCHT INOAIIMCAH, €TO HEBO3MOKHO U3BMCHHUTD

ITIO0CJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €TI0 MOKHO U3SMCHATH

MOJITUCh HEPa3pPhIBHO CBA3BIBAECTCS C JAAHHBIM COOOIICHHEM U HE
MOJKET OBITh IIEpEHECEHa Ha JPYTOl TOKYMEHT

MOJIUCh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha PYrod JOKYMEHT

Kakum TpeOoOBaHUSAM JIOJDKHA
YIOBIETBOPATh  DIICKTPOHHAS
UQPOBast NOMUCH?

OT IIOCTaBJICHHOM IIOAMNHCH HEBO3MOXKHO OTKa3aTbCsd, TO €CThb
JIMo, moAmnrucaBmIece AOKYMCHT, HE CMOXKET IMOTOM YTBEPIKAAThb,
YTO HC CTaBHJIO ITOAIINCH

moAIINCh BOCHPOU3IBOJUTCA MHOTMMHU JIMIIaMH, a €€ IMMOAJIMHHOCTD
MOKET OBITh YAOCTOBEPCHA TOJIBKO OJHUM JIMIIOM

MOJNUCH HEPa3pbIBHO CBSA3BIBAETCS C JaHHBIM COOOIIEHHEM U HE
MOJKET OBITh MIEpEeHeceHa Ha APYrol JOKYMEHT

MOJIUCh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha JPYTrod JOKYMEHT

s gero mpenHazHaueH LEHTP
CepTU(UKALNH KITIOUen?

JI peTucTpanun a0OHEHTOB

JUISL U3TOTOBJIEHUS CEPTU(HUKATOB OTKPBITHIX KIItOUEH

JJIs BBIACJICHUA CIICHHUAJIbHBIX KaHAJIOB CBA3H aboOHEHTaM

JJI XpaHCHH A N3IrOTOBJICHHBIX CepTI/I(i)I/IKaTOB

Ul TOJJAEpKAaHMsS B aKTyaJlbHOM COCTOSIHUM CIIPaBOYHHKA
JENCTBYIONUX CEPTU(PUKATOB

JJIg BBITYCKaA CIIMCKAa JOCPOYHO OTO3BAHHBIX CCpTI/I(I)I/II(aTOB

Kak Ha3bIBaeTCsl CTPYKTypa B
cocTaBe OOJNBIIONW CETU CBSI3H,
3aHUMAIOIIASCS TEHEPUPOBAHU-
€M KJIIOUEeH, MX XpPaHEHUEM H
apXUBUPOBAaHUEM, 3aMEHOUN WK

YCTPOMCTBO pacnpeereHus Kitouen

LHCHTP 3aKPbITOT'O I_I_II/I(I)pOBaHI/ISI

LIEHTpP pacrpeaeneHus Kiouen




Bonpoc

Bapuanmbl omeenma

U3BIATHEM W3 OOpaIlleHUs CTa-
PBIX U HEHYXHBIX KITI0Ueii?

LEHTP OTKPBITOTrO MHU(POBAHUS

Kakum cBoWcTBaMH  JIOJDKEH
obmamaTh cepTU(HUKAT OTKPHI-
TOTO KJIF04a?

Ka)KJIbIN MOJIb30BaTEelb IICHTPA CEPTUPUKAIIMKI, UMEIOIIUNA JOCTYII
K OTKPBITOMY KJIIOYY LIEHTpPA, MOXXET HM3BJI€Yb OTKPBITHIM KIIOY,
BKJIFOUEHHBIN B CEpTU(HUKAT

HU OJHA CTOPOHA, MOMHMO IIEHTpa CEpTU(UKAINHU, HE MOXKET
M3MEHUTH CEPTU(UKAT TaK, YTOOBI ATO HE OBIIO OOHAPYKEHO

JIF00O0H MOJIB30BATEb CUCTEMBI MOKET U3MEHUTE CepTI/I(l)I/IKaT

KaX/IbIil TI0JI30BATENb IIEHTPa cepTU(UKALINN, UMEIOIIUI JOCTYI
K OTKPBITOMY KJIIOYY IIEHTPA, MOXET U3MEHUTH OTKPBITHIA KIIIOY,
BKJIFOYCHHBIN B CepTH(HKAT

Yto 00IIEro UMEIOT BCE METO-
el TA(GPOBAHUA C 3aKPBITHIM
KITFOYOM?

B HUX Ui mudpoBaHus MHGOPMALIUU HUCTIONIB3YETCSl OJUH KIIIOY,
a U1 pacupoBaHus — IPYroi KoY

B HHX BXOHHOﬁ IIOTOK HCXOAHOI'0 TCEKCTa ACIUTCA Ha 6J'IOKI/I, B
KaXXJ10M M3 KOTOPBIX BBIIIOJHACTCA NICPECTAHOBKA CUMBOJIOB

B HHUX MPOU3BOJUTCS CIIO)KEHHE CHMBOJIOB HCXOJHOTO TEKCTa W
KJIFOYa 110 MOJIYJII0, PABHOMY YHCITY OYKB B andaBuTe

B HuUX s mudpoBaHus U pacmmu@poBaHUS HHPOPMAIUH
WCIIOJIB3YETCS OJIUH U TOT K€ KITI0Y

Kakue oneparun npumMeHsroTC
00BIYHO B COBPEMEHHBIX OJ0dY-
HBIX aITOpUTMax MU POBaHUs?

BO3BCICHUC B CTCIICHD

3aMeHa OUT 110 TadIuIEe 3aMeH

HaX0XJICHHUEC OCTaTKa OT JCJIICHHA Ha 0oJIbIIOE IMPOCTOC YUCIIO

IICPCCTAHOBKA our

CJIOKEHHE 110 MOAYJIO 2

CummeTpuyHble METOAbI MIH(-
POBaHHUSA — 3TO METOHI ...

IJ_II/I(i)pOBaHI/IH C OTKPBITBIM KJIFOYOM

ckaTusi nHopMaIuu

HOMeXOYCTOI\/'I‘H/IBOFO KOIUPOBAHUA

IJ_II/I(l)pOBaHI/I}I C 3aKPBITBIM KJIFOUOM

Kax maspiBaeTcst CcooOIIEHHE,
HOJIydeHHE T0Cie Mpeodpaso-
BaHUS C HCIOJBL30BAHHEM JIIO-
ooro mmdpa?

UMHUTOBCTABKOI

KIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HazpiBaeTcsi OJHO3HAYHOE
npeoOpa3oBaHue BXOZHOTO
MaccuBa JaHHBIX MPOU3BOJIb-
HOU JJTMHBI B BBIXOJHYIO OUTO-
BYI0 CTPOKY (UKCHpPOBaHHOMN
JUIAHBI?

KOJIIIN3UA

XEHIMPOBAHNE

TraMMHUPOBAaHHC

TNIEpCCTaHOBKA

CIIOKEHHE 110 MOAYJIO 2

Kak HaspiBaeTcsi GyHKIUS, KO-
TOpast Uil CTPOKH HPOM3BOJIb-
HOU JIJTMHBI BBIYUCIISIET HEKOTO-
poe 1enoe 3Ha4YeHHe WIIH HEeKO-
TOPYIO JPYTYHO CTPOKY (hUKCH-
POBAaHHOM JITHHBI?

Kpunrorpaguueckast pyHKIHs

OJTHOCTOPOHHSS (PYHKITUS

Xem-QyHKIusI

byHKIUS Diinepa

(GyHKIIUS TaMMUPOBAHUS

Kakne TpeOoBaHHs TpeabsB-
JSIOTCA K KpUNTOrpaduyeckum
xem-(QyHKIusm?

xem-(QyHKIUs  JI0JDKHA  OBITh COOOIIEHUIO

(bl/IKCI/IpOBaHHOFO pasMepa

INpuMEHNMa K

Ipu U3BeCTHOM 3HaueHuu xem-pyHkuun H(M)=m nomxHO ObITH
TPYAHO (IIPAaKTUYECKHM HEBO3MOXKHO) HAMTH  MOAXOIALINM
npoodpasz M




Bonpoc Bapuanmer omeema

MpU HM3BECTHOM COOOMmEHNH M MOJDKHO OBITh TPYIHO HANTH
npyroe coodmeHrne M’ ¢ TaKUM ke 3HaYCHUEM XelI-()yHKIIHH, KaK
y UCXOJTHOTO COOOIICHMS
JUIS  COOOIIEHUH OJMHAKOBOIO pa3Mepa XeII-KOJ JOJDKCH
MOJIYYaThCSl OJTMHAKOBBIM

Xxem-(QyHKIUs JODKHA OBITh NPUMEHHMa K  COOOIIEHUIO
(UKCHPOBAHHOTO pa3Mepa

IIpU U3BECTHOM 3HaYeHHH Xem-QpyHkuuu H(M)=m nomkHO OBITH
TpyaHO (TMIPAaKTUYECKM HEBO3MOXKHO) HAWTH  IOIXOMASAIINN
poobpasz M

IIPY U3BECTHOM COOOImEeHH M TOJKHO OBITh JIETKO HAWTH JPyroe
coobmienne M’ ¢ TakuM jK€ 3HAYEHUEM XeHI-(QyHKIMH, KaK Yy
MCXOJTHOTO COOOIICHUSI

JOJDKHO OBITH TPYIHO HAWTH Kakyrlo-TuOO mapy ClIydaiHbIX
pa3INYHBIX COOOIIEHHH C OIMHAKOBBIM 3HAYCHUEM Xell-(QyHKINU

Kakue TtpeboBanus mpeabsB-
JSFOTCSL K KpUNTOrpaduaecKum
xem-(QyHKIusIm?

JUIS1 IPOBEPKHU IIETIOCTHOCTH COOOIICHUS

JUIsl IPOBEPKU aBTOPCTBA COOOIICHUS

111 POPMHUPOBAHHUS DIIEKTPOHHON IU(POBOI MOATTUCH
11 A (POBAHUS COOOIICHHH

B Ka4eCTBE KJII0Ya NpHU MUPPOBaHUU

Jns xakux nened mpuMeHseTCs
XelI-KoJ B KpunTorpapuun?

Bonpocs! k kommiekcHomy 3aganuio TK2

1. UYro orHOCcHTCA K CpEICTBAM MH)KEHEPHO-TEXHUYECKOW  3alUTh
uHGOpPMAIIMK U JUIsl YErO OHU IIpeIHAa3HAYECHBI?

2. Kakue criocoOpl ayTeHTHU(UKALUU I0JIb30BAaTEIe MOTYT IPUMEHATHCA B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B gem 3akimtouaroTcsi OCHOBHBIE HEOCTATKU MAapOIbHONW ayTeHTH(PHUKAIIUN U
KaK OHa MOXKET OBITh YCUJICHA?

4. Kakue OMOMETpUYECKHE XapaKTEPUCTHKU IOJIb30BaTENEH MOTYT IMpUMe-
HATbCS A4 UX ayreHTuPukauuu? B dyem mpeumyniecTBa moJoOHOro crocoba mo/-
TBEPXKACHUS OIJTUHHOCTH?

5. Yrto Ha3bIBaIOT NBYX(AKTOPHOU ayTeHTU(hUKAIECH?

6. B uem pa3zHuna Mexay CUMMETPUUHBIMM M aCUMMETPUYHBIMU KpPUIITOTpa-
buyeckuMu cucTeMamu?

7. B ueM pazHuiia Mexay MOTOKOBBIMH U OJIOYHBIMH muppamMu?

8. Urto Takoe siekTpoHHas Lu(poBas MOJANUCh, KaK OHA MOJy4yaeTrcs u
npoBepsieTcs?

9. Kakoga pons B cuctemax DI pyHnkumii xemmpoBanus?

10. Kakyio posib UCHOJHAIOT yAoOcTOBepsomue 1eHTpbl? YTo Takoe
cepTU(PUKAT OTKPBITOTO Kitoya?

11. Kakue nporpaMMbl OTHOCSIT K pa3psiay BPEIOHOCHBIX?

12. Yto Takoe KOMIBLIOTEPHBIN BUPYC?

13. Kakue cymiecTBytOT BUbl KOMIIBIOTEPHBIX BUPYCOB?

14. B yem pa3HuIla MEXy 3arpy304HBIMU U (DaillIoBEIMU BUpYCAMU?

15. Kak mnpoucxogut 3apaxeHue u (YHKIIMOHUPOBAHHE 3arpy30YHBIX
BHUPYCOB?



16. Kakue Tumsbl (aityioB MOTYT 3apaxkaTbcsi (aiiIOBEIMUA BUPYCAMMU ?
17. Kak npoucxoauT 3apakeHre IporpaMMHBIX (aitinoB?
18. Tlouemy (aitpl JOKYMEHTOB MOTYT COACPKATh BUPYCHI?

19. Kak
MaKpOBHUPYCAMHU?

o0ecreynBaeTcs

ABTOMATUYECKOE  MOJYYCHUE  YIIPABIICHUS

20. B wuyem 3aximouaercs MNpoQUIAKTHKA 3apaXeHUs KOMIBIOTEPHBIMU

BUpYyCaMH?

21. Kpuntrorpaduueckue MpUMUTHUBEI. X3MI-QYHKIHS U €€ TPUMEHCHHUS.

Js Tekymero koutpoJs TK3:
IIpoBepsiemasi KOMIIETEHIUS:

KOI[ 1 HAMMCHOBAHUC KOMIICTCHIIHN

KOI[ N HAMMCHOBAHUC MHAUKATOpA

OI1K-4. CriocoOeH moHuMaTh MPUHITAIIH pa-
0O0TbI COBPEMEHHBIX HH(POPMAIIMOHHBIX TEX-
HOJIOTUHM U MCTIONB30BaTh WX JJIS1 PEILICHHUS
3a/1a4 MPOECCHOHATBLHOMN JIeATeTbHOCTH

OIIK-4.2. Bnaneer HaBbIKAMH MPUMEHEHHS IUDPO-
BBIX TEXHOJOTHMU MJIsi pelIeHus 3aaad npodeccuo-
HAIBHON JIEATEIBHOCTH C YY€TOM OCHOBHBIX TpeOo-
BaHUI WH(GOPMAIIMOHHOIN 0€301MaCHOCTH

Tect

Bonpoc
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pa3paboTka HOPMAaTHUBHO IPABOBBIX AaKTOB, PETIIAMEHTHPYIOLINX
OTHOIICHUS B MH(OpMaLIMOHHOU cdepe

CO3/IJaHUE U COBEPIIICHCTBOBAaHKE CHCTeMbI ooecnieueHus b PD

K [paBOBbIM METOJaM | pa3pab0TKa, HCIOJIb30BAHUE KM COBEPIICHCTBOBAHUE CPEICTB

3alIAThI MH(OPMALNH | 3aIuThI IIPOILIECCOB U MPOTrpaMM

OTHOCUTCA: paspabotka mporpamm obecreueHuss b P® wu ompenenenue
TOpsiIKa UX (PUHAHCUPOBAHUS
dbopMUpOBaHME  CHCTEMBl  MOHUTOPHHIA  TMOKa3zaTtelneil
xapakrepuctuk Ub PO

I/IHq)OpMaHI/IH, rIpO(peCCI/IOHaJILHaﬂ TaiiHa

HCIIOJIb30BaHUE KOTOpOU 0e3
cornmacus CyOBeKTa MOXKET
HaHECTU BpE€a C€ro 4YeCTu,

rocyJapcTBEHHas TaliHa

NEPpCOHAILHBIC TaHHBIC

KOMMCPYCCKaAA TaiHa

JIOCTOUHCTBY, JIeJI0BOM

penyranuu ciyxeOHas TailHa

B pykoBogsamiem nOKyMeHTe

®OCTOK CHCTEMEI, B 1A

KOTOpBIX  paboTaer  oauH

II0JIB30BAaTENb, JONYILICHHBINA 1T

KO Bceil oOpabareiBaeMoii

uHpopmaruu ypoBHSA | 2A

rOCYIapCTBEHHOU TalHBbI,

Pa3sMELIEHHON Ha HOCHUTEIAX | 3A

OJIHOTO YpOBHSI

KOH(pHICHIIMAIBHOCTH ~ 135

OTHOCSITCSI K TpyHIe

K MIPaBOBBIM METOJIaM | CO3J[aHKEe U COBEPIIIEHCTBOBaHUE cUCcTeMbl oOecnieuenus: Ub PO
3aIIUATHI uHpopManuy | pa3paboTKa, WCIONB30BAaHHE M COBEPIICHCTBOBAHUE CPEICTB
OTHOCUTCS 3alllUThl TPOLIECCOB U MPOTrpamMm
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BHECEHHE H3MCEHEHUM M JOIOJHEHHUM B 3aKOHOJATEILCTBO P,
peryaupymoIire oTHOIIeHUs B obsactu obecrieuenus b

pa3zpaboTka mporpamm obOecrneueHuss b P® u omnpenencHue
nopsiika uX (pUHAHCHPOBAHUS

¢bopMUpoBaHME  CHCTEMBbl ~ MOHUTOpPUHIAa  IOKaszareiae u
xapakrepuctuk Ub PO

B pykoBopsmeM AOKymMeHTe

®CTOBK CHUCTEMEI, B | 3A

KOTOPBIX pabotaer

HECKOJIBKO  II0Jb30BaTEICH, A

KOTOpBIE UMEIOT OJIMHAKOBHIE

IpaBa JOCTyla KO BCeH

uH(popMauu ypoBHs | 1A

rOCyIapCTBEHHOU TalHBblI,

o0OpabaTbIBacMOi u/unm

XpaHUMOW HA  HOCHUTEJSX 3b

Pa3IMYHOTO YpOBHS

KOH(UICHIIMATEHOCTH -11B

OTHOCATCS K I'PYIIIIC

K OpraHU3aIMOHHO-
TEXHUYSCKUM METOIaM
3aIUATEI uHbopmanuu
OTHOCHUTCS

CO3JJaHUE U COBEPIIIECHCTBOBaHME crcTeMbl obecnieuenus b PD

paspabotka mporpamm obecneueHuss b P® wu ompenenenue
nopsaka ux (QuHaHCHpOBaHUA;, 3. (QOPMHPOBAHUE CHUCTEMBI
MOHUTOPHUHTA NTOKa3arenen u xapakrepuctuk b PO

YTOYHEHHE CTaTyca HMHOCTPAHHBIX WH(POPMALMOHHBIX areHTCTB,
CMMU u )xypHAINCTOB

B pykoBogsamiem nOKyMeEHTe
OCTIOK
MHOTOIIOJIb30BATEIbCKHUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPaHUTCS uH(popmanus
pa3HBIX YpOBHEU
KOH(UIEHIIMATBHOCTU 110
rpudpa  «Ocobo  BaxkHOY»
BKITIOYHTEIBHO, npuyeM
pasin4yHble  IOJIb30BATEIH

UMEIOT pa3JInyHble IpaBa Ha
JOCTYll K HHpopMarmuu —
OTHOCSITCS K TpyIIe

1b

2b

3A

1A

1B

3amuiaeMele TOCYIapCTBOM
CBEJICHUS, PaCIpPOCTpaHEHHE
KOTOPBIX MOXET HaHeCTH
ymep6 PO

npodeccroHanbHas TaitHa

rocyJapCcTBEHHas TallHa

NEPCOHAJIBHBIC TAHHBLIC

KOMMCPYCCKAsA TaiiHa

ciryxeOHas TaifHa

B pykoBopsmeMm 10KyMeHTe
OCTIK
MHOT'OII0JIb30BaTEIbCKUE
CHUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

1b

2b
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oOpabatsiBaeTcs u/unm
XpaHUTCSA uHpopmanus
pa3HbIX YpOBHEU
KOH(QUICHIIMATBHOCTH [0
rpuda «CekpeTHo»
BKJIFOUUTENBHO, npuyeM
pa3IM4YHbIE  IOJB30BATEIH

UMEIOT pa3JInyHbIe IpaBa Ha
nocTyn K wuHpoOpManmuu —
OTHOCSITCS K TPYIIIe

3A

1A

1B

K »sxoHoMHMYyeckumM MeTomam

pa3zpaboTka mporpamm obOecrneueHuss b P® u omnpenencHue
nopsiiKa UX (pUHAHCHPOBAHUS

YTOYHCHHE CTaTyca WHOCTPAHHBIX WH(MOPMAIMOHHBIX areHTCTB,
CMMU u KypHIHCTOB

3aILUTHI uHbopMaIuu = v

OTHOCHTCS BHECEHHE M3MEHEHHI M JIONOJHEHWI B 3aKOHOJATENbCTBO PO,
peryaupymolre oTHOIIeHUs B obnactu obecrieuenus b
dbopMupoBaHME  CHCTEMBl ~ MOHUTOPHHIA  I[OKaszareie u
xapakrepuctuk Ub PO
npodeccroHanbHas TaitHa

WNndpopmanus roCyJapCTBEHHAs TallHa

MPEACTABIISIOLIAS CEKpET | MepCOHANbHBIE JAHHbIE

MPOU3BOJCTBA(HOY-XAY), 3TO

KOMMepUecKas TaiiHa

ciryxeOHas TaiiHa

B pykoBopsieM AOKyMeHTE

OCTOK 1b

MHOTI'OII0JIb30BaTEIbCKHE

CUCTEMBI, B KOTOPBIX

OZHOBPEMEHHO 1T

obOpabaThiBaeTCs u/unm

XpaHUTCA uHpopmanus

pa3HbIX ypoBHeil | 3A

KOH(HIEHIIUATIBHOCTH B TOM

qucIie IIepconanbHsble

JTaHHbIEe, pUYeM pa3nuuHble | 1A

M10JIb30BATEIN HUMEIOT

pa3iIM4YHbIE paBa HA JIOCTYI

K uHpopmauuu — oTHOcsTCs | 1B

K Ipymnie

K CBeZlcHUSAM | MTHPOpMaIus 0 pacpoCTpaHEHUH TPOTrpaMM
KOH(HJIEHIIMATBHOTO uH(popMalys o JUIEH3UPOBAHUH TPOrPaMMHOI0 00eceueHus

XapakTepa, COIJIACHO YyKa3y
npesuseHta pd ot 6 mapra
1997 ., oTHOCATCA

nHpopmanysd, pasmeniaeMas B razerax, MiHrepuere

TICPCOHAJILHBIC TaHHBIC

JIAYHAsA TarHa

OTHOIIEHUSs, CBS3aHHBIE C
00paboTKOIl MepCOHaTbHBIX
JTAHHBIX, peryaupyroTcs
3aKOHOM. ..

«O6 nadpopmanun, THPOPMAITMOHHBIX TEXHOJIOTHIX)

«O 3amure uHGOPMAIII»

d)enepam)HHM 3akoHOM «O MNEPCOHAJIBHBIX JaHHBIX)

denepanbHbIM 3aKOHOM «O KOHPHISHIIMATILHON HHPOPMALTTN

«O0 yTBEepXKICHUU TIEPEYHS CBEICHUU KOH(PUICHIIUATHLHOTO
XapaxkTepay

JleficTBHs ¢ MEpCOHAIBHBIMU

HCIIPABJICHUEC IICPCOHAIBHBIX JaHHBIX




Bonpoc

Bapuanmbl omeenma

JTAHHBIMU (COTJIaCHO 3aKOHY),

BKJTFOYAst coop,
CHCTEMaTH3AalIHIO,
HaKOILJICHHE, XpaHeHue,
UCTIOJIb30BaHUE,

pacrnpoCTpaHCHUEC U T. 11 3TO:

paboTa ¢ nepcoHanbHBIMU JAHHBIMU

npeo6pa30BaHHe IEPCOHATIBHBIX JaHHBIX

o6pa60T1<a MCPCOHAJIBHBIX JTaHHBIX

HU3MCHCHUC MCPCOHAIIBHBIX TAHHBIX

[eiictBus, B  pe3yJsbrare
KOTOPBIX HEBO3MOXKHO
OIIpECIUTh
IIPUHAJICKHOCTD
IIEPCOHAIIBHBIX JTAHHBIX
KOHKPETHOMY CyOBeKTy

INCPCOHAJIBHBIX TAHHBIX

BBIJCJICHUC IICPCOHAJIBHBIX TaHHBIX

obOecrneyenne 0€30MacHOCTH MNCPCOHAJIbHBIX JTaHHBIX

neayTeHTH UK

JI€aBTOPH3AITUS

JenepcoHu(pUKaIuUs

IlepcoHanbHbIE TaHHBIE 3TO

nrobass wHGOpPMAaLUs, OTHOCAMIAACA K ONPENCICHHOMY WU
OIpeiesIIEMOMY Ha OCHOBAaHUH Takoi MH(pOpMauu GU3NUECKOMY
JUILLY

(1)8.MI/IJ'II/I$I, UM, OTYECTBO (1)I/ISI/IIICCKOFO JIMIa

T'OJI, MECSIII, 1aTa M MECTO POKICHHUS, aipec GPU3NIECKOTO JTUIA

aJ[pCC IPOKMUBAHUS (1)1/131/1‘{601(01"0 Jquna

CBEICHMSI O  CEMEMHOM, COLMAJIbHOM, HMYLIECTBEHHOM
MOJIOKEHUN YeJI0BEKa, COCTAaBJISAOLIHE MIOHATHE
«1rpodeccruoHanbHas TalHaY

OenepanbHpii 3ak0H «O0 WH-
¢dopmaruu, nHHOPMATH3AINH U
3ammTe UHPOPMALMU» HaIpaB-
JIeH Ha:

peryupoBaHue B3aMMOOTHOIICHUH B HMH(OPMAIMOHHOW cdepe
COBMECTHO C I'PayKJJaHCKUM KOoJeKcom PD

PEryjinpoBaHuC B3aIMOOTHOIIICHUH B IrpaXXa1aHCKOM 06H_IGCTB6 PO

perynupoBaHue TpeOOBaHUN K pabOTHUKAM CIy>K0, paboTarolux
¢ uHpopmanuit

¢dbopmMupoBaHHEe HEOOXOAMMBIX HOPM U TpaBuil paboThl C
nHpopmanuen

¢dopmMHupoBaHHEe HEOOXOAWMBIX HOPM M TNpaBWI, CBA3aHHBIX C
3alUTON JeTei oT nHdopmanuu

ITepcoHanbHBIMU
BJIQ/ICIOT:

JaHHbIMH

rOCY/1apCTBO

pa3JINYHbIE YUPEKACHUS

rocynapcrBeHsas Jyma

xurtenn Poccutickoit @eaeparum

MCUKO-COMAJIbHBIC OpraHu3allnn

®denepanbhbiii 3akoH "O0 WH-
dopmaruu, nHHOPMATH3AIMH U
3amuTe WHpOpMammu"  JaeT
ompeneneHne HHPOPMAIIUH:

TCKCT KHUI'M U1K IIMCbMa

CBEJIEHUs O JIMIAX, MpeaMeTax, QakTax, COOBITHUSX, SBICHUSAX U
Mpoleccax He3aBUCUMO OT ()OPMBI UX MPECTaBICHUS

CBCACHUA O SBJICHUAX W IPOHECCaxX

(bakThl ¥ HJIeu B (popManrn30BaHHOM BHUJIE

(P POBAHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Vkaxure HOPMAaTHBHO-
IIPaBOBOM aKT, B KOTOPOM
packpbIBaeTCs MOHSTHE
«wH(hOpPMAITMOHHAS
0€301MacHOCTb)

3akon Poccuiickoii ®eneparuu ot 27 aexadbpst 1991r. Nel1224-11
«O cpezacTBax MaccoBoi HHGOPMAIIH»

®denepanbHbII 3akoH oT 27.07.2006 Nel49-®3 «OO0
uHpopManuy, WHPOPMALMOHHBIX TEXHOJOTHSX H O 3alluTe
nHbOpMaLUN»

JOKTPHHA HHPOPMALMOHHOM 6€3011aCHOCTH

BCC OTBCTHI BEPHBI

3akoH poccuiickoil (eaepaunn

1982
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«O ToCymapCTBEHHOW TaitHE)
OBUT TIPUHST B CIEAYIOIIEM TO-

Ay

1985

1988

1993

2005

BribepuTe, MOXXHO 7M1 B CIy-
KEOHBIX HeNsX HCIOIb30BaTh
ANEKTPOHHBIN azpec (MOYTOBBIN
SIIAK),  3aperHCTPUPOBAHHBIIN
Ha OOILEAOCTYIIHOM I10YTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPH KaKHUX 00CTOATENLCTBAX

HCT, HO IJId OTIIPABKU CPOYHBIX U 0Cc000 Ba)KHBIX IMHCEM MOXKHO

MO>KHO, €CJIM 10 HEeMY I0JIb30BaTesb OyAeT nepechuiaTh UHpOp-
MaIfio, HE COAEPIKAIIYI0 CBEJACHUN KOH(QUACHIUAIBLHOTO Xapak-
Tepa

MOJKHO, €clIi WH(OPMALMIO MPEIBAPUTEIBHO 3aapXUBHPOBATH C
IIOMOILBIO TPOrpaMMBbl winrar ¢ napoJieM

MO>KHO, €CJIM APYIHX CIIOCOOOB 3JIEKTPOHHOH Mepefayd JaHHbBIX
Ha MpeIIpUATUU UM Y M0JIb30BaTENs B HACTOSIIUNA MOMEHT HET,
a nHGOPMAIIHIO HYXKHO [IepecaTh CPOYHO

MoxeT JM COTPYAHHK OBITh
NPUBJICYCH K YTOJOBHOM OTBET-
CTBEHHOCTH 32  HapyIICHHS
npaBu WHPOPMALMOHHON Oe3-
OIACHOCTH MPEIIPHUITUS

HET, TOJBKO K aHMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTHU

HCT, €CJIN OTO IroCyaapCTBCHHOC IIPCANIPUATUC

Ja

Jla, HO TOJIBKO B Cllydae, €CIIM JEUCTBUA COTPYIHHKA HAHECIU
HEINOIIPaBUMBIN BpeEJ

Jla, HO TOJIBKO B CJIy4ac OCO3HAHHBIX HENPAaBOMOYHBIX ACHCTBHUN
COTPY/IHHMKA

B naHHOM ciyyae COTpYyAHUK
YUpEeXICHUS MOXKET OBITh TpH-
BJICYEH K OTBETCTBEHHOCTH 3a
HapyIlICHUs TNpaBuil WHpOpMa-
[IMOHHOM 0€30TIaCHOCTH:

BbIXOJ] B MIHTEepHET 0e3 pa3penieHus: aIMUHUCTPATOpa

ITpHU YCTAHOBKC KOMIIBIOTCPHBIX UT'D

B CJIyYasiX YCTaHOBKM HenueH3noHHoro 110

B CJIy4Jac HC BbIX0Ja U3 HH(I)OpMaHHOHHOfI CHUCTCMbI

B Tr000M cilydae HEIIPaBOMOYHOT'O MCIIOJIb30BaHUs
KOHHIEHIIMATbHON HH(POPMALlUU MpPHU YCIOBHUM MHCbMEHHOTO
MIpEeNYNPEXACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapylIieHus B chepe
uH(popMaluuy,
WH(OPMaAITMOHHBIX
TEXHOJIOTHH u 3al[UThI
uHpOpManuu JTaHHBIA BH]I
HaKa3aHWsg Ha CETOXHSITHHH
JICHb HE IPEAYCMOTPEH

JUCHUIITIMHAPHBIC B3bICKAHU S

aJMUHUCTPATUBHBIN mTpad

YroJIoOBHasA OTBETCTBCHHOCTb

JINIIIEHUE CBOOOIBI

CMEpTHAs Ka3Hb

HNudopmarueii, cocTtaBustomieit
KOMMEPYECKYIO TaifHy, BIaje-
OT

TOCY/IapCTBO

PA3JIMIHBIC YUPCIKIACHUA

rocynapcrBeHsas Jyma

rpaxaHe Poccutickon denepanun

MCJIUKO-CONNAJIbHBIC OpraHru3allnn

Wndopmanueit, cocrasisiomiei

rOCY/IapCTBO

TOJIBKO O6pa3OBaTCJ'ILHBIC YUPCKACHUS

TOCYJIapCTBEHHYIO TaliHy, | TOoapKO Tpe3uanyM BepxosHoro Coeta PO
BJIAJICIOT: rpaxjane Poccuiickoit @eneparun
TOJIBKO MUHUCTEPCTBO 34PABOOXPAHEHUS
TOCyAapCTBO
BrnagensuieM  wHboOpManuu | KOMMEpUYECKas OpraHu3alus
nepBou KaTeropuu | MyHUIIUITAIBHOE YIPEKICHNE
SIBJIISIETCHL. . . T000# TpaK TaHUH

IpyIIa JUI, UMEIOMIKX obl1ee Ae10
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IIPOCTHIC JIXOOU

Bnanensuem  umH(pOpMaruu | rocy1apcTBo
BTOpOH KaTeropuu | KoOMMepueckasl OpraHu3anus
ABJISETCH. . . MYHHUIMIIAJIBHOE YUPEKIECHUE
HEKOMMEpUEeCKasi OpraHu3arysl
IO
Brnanensuem  mHpopmanuu | rocyaapcTBo
TpeTbel KAaTE€ropuM | MyHUIMIIAIbHOE YUPEKACHHUE
SBIISICTCA. . . yUpexaeHue
HEKOMMEpUEeCKasi OpraHu3arysl
OcHoBHBIM HOPMAaTUBHO- | Ctparerusi HalMOHAJIbHOM Oe3onacHocTH PO
UIPAROBEM AOKINCTTOM, @3 "O rocyagapcTBeHHOM TaiiHe"
3alMIIAI0IIUM paBa,
cBOOOJIBl U  0€30HaCHOCTb | KOHCTUTYLUS
yeJioBeKa B CHCTEME | o O RHBIIT KOTEKC
UH(POPMALIMOHHBIX

oTHoIIeHUN, B P® sBisiercs

JTOKTpUHA MHPOPMAITMOHHON Oe3onacHocTH PO

CoBOKYMHOCTh  O(HUIHATBHBIX
B3JISIIOB  HAa II€NH, 3a/ayH,
TPUHIIMITBI u OCHOBHBIE

HanpasJIeHHs] 00ecrieyeHus! uH-
(dopMaroHHOW 0€30TacHOCTH
P® mpencrasiieHbl

B /[oxTpuHe nH(DOpMAIMOHHOM Oe30macHoCTH PD

B KoHuennuu HanmosaineHoi 0e3oracHoct PO

B Koncturyuuu PO

B bunne o HaJA30p€C 3a JaHHbBIMHA

B @3 PO "O6 nndopmanmu, nHOOPMAITMOHHBIX TEXHOJIOTHAX U O
3amure nHpopmarun"

Ha wexnyHapogHoM ypoBHE
npefensl  BMeEIaTelIbcTBA B
YaCTHYIO JKHM3Hb CO CTOPOHBI
rocyaapcTBa M APYIHX CyObek-
TOB OIIpPEIEIICHBI

3aKOHOM O TaliHe YaCcTHOW MHpOpManuu

cragaaproM ISO 15408

OpaH>KEBOM KHUTOU

OeKnapauHeﬁ IIpaB YCJIOBCKaA

OmIeM 0 Ha/130pe 3a TAHHBIMU

[pectymiennsim B cdepe
KOMITBIOTEPHOH WH(MOpMAI B
YronoBHOM KOJEKCe
IIOCBAILIASICTCA

2JiaBa

pazzen

CTaThA

ITYHKT

4acCTb

CTaHOBJIEHHE OTEYECTBEHHOI'O
3aKOHOJATEILCTBA 110
WHGOPMATH3AIUH [TPOU3OIILIO

B KoHIIE 60-X IT

B KoHIle 70-X IT

B koHIIE 80-X IT

B Hayajie 90-x T

B Hayaie 70-x T

3ammTa KOMIBIOTEPHOH WH-
(dbopMmaiuu BBeJICHa. ..

CEMENHEBIM KoJiekcoM PD

Koncrurynuein PO

I'paxxnanckum konekcom PO

YromaoBHEIM KoJiekKcOM PD

Yro  mpencraeisier  coOoi
JIOKTpUHA  WH()OPMAIMOHHOMN
6e3omacuoctu PO?

HOPMATHBHO-TIPABOBOM aKT, YCTAHABIUBAIOIINN OTBETCTBEHHOCTH
3a mpaBOHapyIIeHUs B cepe MHYOpMAITMOHHON 6€301aCHOCTH

(denepanbHBI 3aKOH, PErYJIUPYIOLINI MPaBOOTHOIIEHUSI B 00Ja-
CTH HH(POPMALIMOHHOM 6€30MacHOCTH
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1esneBasi mporpamMma pas3BUTHSI CUCTEMbl MH(POPMALMOHHOM Oe3-
onacHoct P®, mpexacraBnsomas co0oi MOCiIen0BaTENIbHOCTh
CTaJUM U 3TAIIOB

COBOKYIHOCTh O(HUIIMAIBHBIX B3IVISIOB HA IIEJIM, 3aJa4d, NMPHH-
IUIIBI 1 OCHOBHBIE HAIPaBJICHUS oOecredeHus] HHPOPMAIIMOHHOM
6e3onacHocTH Poccuiickoit denepanun

OxpaHa TNepcOHAJbHBIX JaH-
HBIX, TOCYIJApCTBEHHOH, CIy-
KeOHOW M APYrMX BHIOB HH-
¢dopmManuu OrpaHUYEHHOTO JO-
CTyIa 3TO

3amuTa HHQOpMaIuu

KOMIIbIOTE€pHAasi 0€3011aCHOCTh

3allUIICHHOCTD I/IH(l)OpMaI_II/II/I

3alIMIIEHHOCTh OTpeOuTeneil nupopmamuu

0€3011aCHOCTD JaHHBIX

HokymentupoBatHas — HHOOP- | rocyqapcTBeHHas TallHa
Mami,  IOCTYN K KOTOpOH KOMMepYeCKas TaliHa
OrpaHn4nBacTCA B COOTBET- "
CTBUMN C 3aKOHOAATCJIBCTBOM 6aHKOBCKaH TanHa
PD KoH(UIeHITMATbHAS HHPOPMAITUS
1. IPUHIINII CUCTEMHOCTHU
2. IPUHLIMI KOMIUIEKCHOCTH
3. IPUHIIUII HETIPEPHIBHOCTU 3AIIUTHI
4. ruOKOCTb CUCTEMBI 3alTUTHI
5. pazymHasi JOCTaTOYHOCTh
1. mpaBUIIbHO BBIOPATh TOT JOCTATOYHBIM YpOBEHBb 3alUTHI, MPU
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO T0 ymepda Obutr ObI
MIPUEMIIEMBIMU
CooTHeCHTE TIPUHLMILI HMH- | 2. HEIIPEPHIBHBIN L1eJIEHANIPABICHHBIN IPOLIECcC, IPEATOIararoiuii
(GopmaloHHOH 6e30macHOCTH, | MPUHATUE COOTBETCTBYIOIIMX MEP Ha BCEX 3Talax >XKMU3HEHHOI'O
ompenenennele  ['ocrexkomuc- | rukna AC
CHCH

3. mpenmoaraeT COTJIACOBAHWE PAa3HOPOAHBIX CPENCTB MpPH TIO-
CTPOCHHUH LIEIOCTHOM CHUCTEMBI 3aIUTHI, MEPEKPHIBAIOIICH BCe
CYLIECTBEHHbIE KaHAJIbl pealu3aliy yrpo3 U He cozepiKallel cia-
OBIX MECT Ha CTHIKaX OTAEIbHBIX €€ KOMIIOHEHTOB

4. ocoboxmaer Biangenbiia AC oT HEOOXOAMMOCTH HPUHSTHUS
KapJWHAJIBHBIX MEp I10 MOJIHOM 3aMeHe CPEJICTB 3alllUThl HA HOBBIE

5. TIpeArnoaraeT HeOOXOAMMOCTh Y4€Ta BCEX B3aMMOCBSI3aHHBIX,
B3aMMO/ICHCTBYIOIINX ¥ U3MEHSIONUXCS BO BPEMEHU DIIEMEHTOB,
yCJIOBUH U (aKTOPOB

CopepxaHne W CTpPyKTypa 3a-
KOHOJATEJIbCTBA B 00J1aCTH HMH-
(dbopMaIMoHHOW 0e30IaCHOCTH
BKJIIOYAET

Konctutynus Poccuiickoit @enepanun - HopMmatuBHO-IpaBoBbIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit @epepanun - [Togzakon-
Hble akThl [IpaButenscTtBa Poccuiickoit denepanuu - denepans-
HbI€ 3aKOHBI - KOJIEKChI

Konctutynus Poccuiickoit @enepanun - HopMatuBHO-IpaBoBbIE
akThl (Ykassl) [Ipesunenta Poccuiickoit depepanun

[Tox3akonnsie aktel [IpaBurenbcrBa Poccuiickont @enepauuu -
®denepanbHbIe 3aKOHBI - KOEeKChI

HCT BCPHOI'O OTBETA

3akoHOAATeNLCTBO Poccuiickoi
Oenepann 060 uHGOpMAaIHH,
MH(POPMAIMOHHBIX TEXHOJIOTH-
X W 0 3ammre HH(DOpMAaIUu

¢benepanbHOro 3akoHa «O0 nHpopManuu, THPOPMALMOHHBIX TEX-
HOJIOTHSX U O 3alllUTe MHPOpMALUN» U Ipyrux ¢eaepaibHbIX 3a-
KOHOB, PETyJIHPYIOIIUX OTHOLIEHHS B OOJACTH MCIOIB30BAHUS
nHpopManuu




Bonpoc

Bapuanmbl omeenma

COCTOMT U3

¢benepanbHOro 3aKkoHa «O MEPCOHANBHBIX JTaHHBIX» U APYTUX (e-
JepajbHBIX 3aKOHOB, PEryJUPYIOUIMX OTHOLICHUS B 00IacTH HC-
M0JIb30BaHMs HHPOPMALIUU

(benepanbHOro 3akoHa «O KOMMepuecKoil TaitHe» u aApyrux dene-
palbHBIX 3aKOHOB, PEryJIUPYIOIIUX OTHOUIEHUS B OOJACTH HC-
T10JIb30BaHUs UH(OpPMALIUU

¢denepanpHoro 3akoHa «O TOCYIapCTBEHHOW TaiHE» W APYTUX
(benepanbHBIX 3aKOHOB, PETYIMPYIOUIMX OTHOLICHHS B 00JacTH
WCIOJIb30BaHUs HH(OpMAIIH

[IpemMeToM mpaBOBOTO pery-
JUPOBaHMUS B oOmacth HHGOP-
Maryy, UHPOPMAITHOHHBIX TEX-
HOJIOTUH M 3aIluThl WH(pOpMa-
WU SBJSIFOTCS

OTHOIICHHS, BO3HUKAIOIINE TOJIBKO MPH OCYIIECTBICHUH paBa Ha
MIOUCK, MOJIy4eHHe, Mepeaady, MPOU3BOJACTBO U PACIPOCTPaHEHNE
uH(pOopMaIu

OTHOIICHMSI, BO3HUKAIOMIUE TOJBKO IIPpU NPHUMCHCHUU HH(bOpMa-
IOMUMOHHBIX TCXHOJIOT 5171

OTHOIICHUSI, BO3HHKAIOUIME TOJBKO IMPH OOECIICYCHUH 3aIlUTHI
nHpOpMaIN

OTHOIIICHHSI, BO3HUKAIOLIHME MIPU OCYIECTBICHUH MPaBa Ha MOUCK,
HOJy4eHHe, Iepenady, HMPOM3BOACTBO M PACIPOCTPAHEHHE HH-
dopmanuu; Mpu NPUMEHEHUH HH(GOPMAMOHHBIX TEXHOJIOTHIA;
npu 00eCTIeYeHUH 3aIUTHI HH(OPMAIHN

B cTpykTypy rocyaapcTBEHHOU
CUCTEMBI 3alUThl WH(OPMAIUH
PO Bxomar

OCh PO

MB/JI P®

OCTOK

OCHH

HopmaTtuBHO-1IpaBoBOil  akT -
3TO

HpaBOBOﬁ aKT, HpHH?ITLIfI IIOJJHOMOYHBIM Ha TO OpPraHoM MU CO-
nepmamnﬁ IIpaBOBbBIC HOPMBI, T. €. NPCAIIUCAHHA O6H.I€FO Xapak-
T€pa U IIOCTOSHHOI'O IIGP'ICTBI/Iﬂ, PaCCUYUTAHHBIC HA MHOI'OKPATHOC
IIPUMCHCHUC

HpaBOBOﬁ aKT, HpHHfITI)IfI IMOJJHOMOYHBIM Ha TO OpPraHoM MU CO-
nepmamﬂﬁ IpaBOBLIC HOPMBI, T. €. IIPEATINCAaHUA O6H_ICFO Xapak-
T€pa U MOCTOAHHOIO I[CflCTBI/ISI, PAaCCUYUTAHHBIC Ha OJHOKPATHOC
IIPUMCHCHUC

HCT BEPHOI'0 OTBCTA

Kak naspIBaeTcs 3aKkoH, pery-
JUPYIOIIUNA JEATENBHOCTh TOC-
YAApPCTBEHHON TalHbI Ha Tep-
puropuu PO

O KOMMepUecKol TaliHe

O rocyaapcTBEeHHOM TaifHe

O ciyxeOHoMl TaitHe

O BpaueOHOH TaiiHe

CyOBeKT TepCOHANBHBIX JaH-
HBIX 00JIaJ]aeT MpaBaMu

Ha JOCTYyIl K CBOUM IIEPCOHAJIbHBIM TaHHBIM

BO3P@)KEHUE MPOTUB IPUHATHUS PEIICHUN UCKIIIOUATEIBHO HA OC-
HOBaHUHM aBTOMATU3UPOBAHHOW OOPAaOOTKH MEPCOHAIOM JaHHbBIX,
MOPOXKAAIOLINX FOPUIHMUECKUE MOCTIEICTBUS B OTHOIICHUU CYOb-
€KTa WJIX UHBIM 00pa3oM 3aTparuBalOLINX €ro MpaBa U 3aKOHHBIE
HMHTEPECHI

o0KaoBaHHe AEHCTBUH MIIA O€31eMCTBUI

BCPHBI BCC BAPpMAHTLI

[IpaBoBOe perynupoBaHHe OT-
HOILIEHUH B 00JaCTU HCIIOJIB30-
BaHUsS SJIEKTPOHHOH IUGPOBOI
MOJIITUCH OCYIIECTBISETCS B CO-

I'paxxnanckum konekcom Poccuiickoit denepannun

®enepanbHbM 3akoHOM "OO wHpOpMaIu, UHPOPMATH3AIUU U
3ammTe nHpopMaun"




Bonpoc

Bapuanmbl omeenma

OTBCTCTBHH C

®enepanbHbM 3ak0HOM "O cBs3U"

BCPHBI BCC BApHUAHTHI

Uro U3 TEepeyuCICHHOTO He
BXOJIUT B MEPBBIN YPOBEHbH Ipa-
BOBOTO obecrieueHus nHpopma-
ITMOHHOU 0€30TTaCHOCTH

Koncrurynus PO (ct. 23, npaBo Ha TaliHy MEPETTHCKHN)

I'paxnanckwuii kogekc PO (cr. 139, Bo3meleHue yObITKOB OT yTe-
YeK)

®epnepanpHblil 3akoH "O rocynapcTBeHHON TalHe"

ITocranoBnenus [IpaBurenscra PO

M3 CcKONBKUX ypOBHEH COCTOUT
IpaBoOBOEC  oOecrieueHue  MH-
(hopMaIMoHHOM O€301MacHOCTH

JIBYX YPOBHEHN

TpEX ypOBHEI

YEThIPEX YPOBHEU

IIATH YPOBHEHN

IlepeueHs BUAOB HESTEIBHOCTH
B o0yacT 3ammTel WH(pOpMa-
oYU, Ha KOTOPBIC BbIAAKOTCA
nuueH3uy, omnpeneneH Ilocra-
HoBienueM IlpaBurtensctBa PO
"O JMIEH3UPOBAaHUU OTHCIb-
HBIX BHIOB AEATEIbHOCTH" OT
24.12.94 Ne1418 x HUM, B JacT-
HOCTH, OTHOCHTCSA pa3paboTka,
NPOU3BOJICTBO, peanu3anus |
CEPBHCHOE 00CTy)KUBaHHE

I (PPOBATIbHBIX CPEACTB

Al CHHBIX CUCTCEM TGHCKOMMYHI/IKaL[I/Iﬁ

IIPOTPaMMHBIX CPEICTB

CIICHUAJIBHBIX TCXHUYCCKUX CPCACTB 3allIUThI I/IH(bOpMaI_II/II/I

IMOATOTOBKA N NEPLIIOATIOTOBKA KaAPOB

BCC BCPHbI BApHAHTHBI

3aKOHOATEIbHOW U HOPMATHB-
HOM 0a30il JNUIEH3UPOBAHUS H
ceprudukanum B 00JaCTH 3a-
MIUTEl MH(pOPMAIMU SBIISIOTCS
3aKOHbl PD

(¢} FOCYHapCTBeHHOﬁ TaliHe

0 TCXHHUYCCKOM PCTYJIMPOBAHNUN

0 JIMOCH3UPOBAHUHN OTACIBbHBIX BUAOB ACATCIIbHOCTHU

0 3alIUTC IIpaB HOTpG6HTCJ’ICI>i

BCC BCPHBI BApMAHTEI

IlepeueHb BUIOB ACATEIHHOCTH
B 0o0JlacTH 3amuThl HHPOpPMA-
MU, HAa KOTOPHIE BBIJAIOTCS
nuuen3ud, omnpeneneH Ilocra-
HoBieHueM IlpaBurenscta PO
"O NWIEeH3UPOBaHWUU OTNENb-
HBIX BHOOB JEATEIBHOCTH K
HHM, B YaCTHOCTH, OTHOCHTCS
pa3paboTKa, IPOU3BOJICTBO, pe-
anu3anys U CepBHUCHOE OO0CIy-
JKABaHHE

I (PPOBATIbHBIX CPEACTB

3allUIICHHBIX CUCTCEM TCJ'ICKOMMYHI/IKaL[I/Iﬁ

IporpaMMHBIX CPEIACTB

CIICUAJIBHBIX TEXHUYCCKUX CPCACTB 3allIUThI I/IH(i)OpMaHI/II/I

BCEPHBI BCC BAPpHUAHTBI

Kakne xareropum mnepcoHaib-
HBIX JaHHBIX BeIgeisieTr O3 “O
MEPCOHABHBIX TaHHBIX 7

JIMYHBIC

0011eT0CTYITHBIE

(1)H31/IOJ'IOTI/I‘-ICCKI/IC

CIellalbHEIE

OroMeTpHUYecKHe

B kakux ciydasx omepatop He
00513aH YBEJIOMIIATH PEryJsaTopa
00 00paboTke NEePCOHATBHBIX
JTAHHBIX ?

ecliu laHHble BKIo4atoT B cedst PUO, tenedon u pasmep okiaaa

€CJIM OTlepaTopa CBS3bIBACT C CYOBEKTOM TPYIOBBIE OTHOIICHUS

€CJIM JJaHHBIE BKIIIOYAIOT B ce0sa Toinsko DO

€CJIU JIaHHBIE KacaloTCs 3[J0POBbsl CyObEKTa

€CJIM JJaHHBIE KaCaloTCI CEMEMHOM KU3HHU CY6’bCKTa




Bonpoc

Bapuanmbl omeenma

€CIIi TaHHBIe HEOOXOTUMBI JUIsl OJJHOKPATHOTO MPOIMYCKa Ha Tep-
PUTOPHIO oTlepaTopa

Bribepute ciydan 00paboTKu
MEPCOHANBHBIX JaHHBIX, KOTJa
omepaTop He 00s3aH TOIy4aTh
MUCPMEHHOE COTJIaCHe CyOBeK-
Ta Ha 00paboTKY:

OpOHHPOBAaHUE TOCTUHHIIBI TYPUCTUYECKON (prpMOi

nepcaada IaHHbIX TPETHbUM JIMLAM

€CITH MEXJy OIepaTopoM M CyOBEKTOM €CTh JOTOBOP, MPEayCMaT-
puBatomuii oo6padorky I1]]

JIOCTaBKa IIOYTOBBIX COOOIIICHUHI

OpraHM3aIys COCTaBJIsIeT 0a3y JAHHBIX CBOMX KIMEHTOB, C yKasa-
Huem ®UO, TenedoHOB, aIpeCOB U 3aHUMACMBIX JOIKHOCTEH

Kakoil nOKyMEHT CcOmEpXHUT B
cebe cTpaTerndyecKue HaIro-
HAJBHBIC TPUOPUTETHI, IEIU U
Mepbl B 00J1aCTH BHYTPEHHEH U
BHEIIHEH moauTuKn Pocchm,
OTIPEIETISIOTNE COCTOSIHHE
HAI[MOHAIBHON 0€30MacHOCTH H
YpOBEHb YCTOWYMBOTO Pa3BUTHS
rocyJapcTBa Ha JIOJTOCPOYHYIO
MEPCIEKTUBRY?

®enepanbHblii 3ak0H “O0 nHOpMaK, HHYOPMAITMOHHBIX TEX-
HOJIOTHUSIX M O 3amuTe nHdopmauu”

®depnepanbHblil 3aKk0H “O rocy1apCcTBEHHOM TaiiHe”

JlokTpuHa wHpOpMaMoHHONW Oe3onacHocTH Poccuiickoit dene-
panuu

Crparerust HalmoHaIBHOU Oe3omacHoCcTH Poccuiickoit denepanun

Kakoli nokymeHT oToOpaxkaeT
oduIMaTbHbIC B3MIIAAB Ha Iie-
JM, 3aAa4d, NPUHLOUANBL U OC-
HOBHBIE HampaBJieHHs olecre-
4yeHus: MH(POPMAIMOHHOW 0e3-
omacHocTH PO?

®denepanbHblii 3akoH “O0 mHDOpManK, THOOPMAITMOHHBIX TEX-
HOJIOTHSIX M O 3amuTe nHdopmauu”

®denepanbHblil 3aKk0H “O rocy1apCcTBEHHOM TailHe”

Hoktpuna uHpopMammonHoi Oe3onacHoctu Poccuiickoit Dene-
pauuu

Crparerus HaloHaibHOM 6e3onacHocT Poccuiickoit denepanuun

Bonpocel k kommiekcHomy 3aganuio TK3

1. YUto Takoe «mpaBoBoe obecrieueHre MHGOPMAIIMOHHON O€30MacHOCTH» U B
YEeM 3aKJII0YACTCS €ro MPeaMeT?

2. PackpoiiTe conepskaHue mpaBoBOro ooecredeHusi 0€30MacHOCTH CBEICHUH.

3. PackpoiiTe copepkanre U CTPYKTYPy 3aKOHOJATENhCTBA B 00J1acTH odecrie-
yeHus1 THHOPMAIIMOHHON 0€30MacHOCTH.

4. OcHOBHBIC HOPMATUBHBIE PYKOBOJISIIINE JOKYMEHTHI, KacaroIIuecs: rocyaap-
CTBEHHOU TailHbI, HOPMATUBHO-CIIPABOYHBIC TOKYMEHTHI.

5. YpoBHU npaBoBOro ooecneyeHusi THGOPMAIIMOHHON 6€30MacHOCTH.

6. Mecto nHpOpMAIIMOHHON 0€30TaCHOCTH SKOHOMUYECKUX CHUCTEM B HAIIHO-
HaJbHON O€30MaCHOCTH CTPAHBI.

7. OCHOBHBIE NPUHLIUIIBI 00eCTIeYeHUsT O€30MaCHOCTH.

8. Konuernuust nHGOpMaIiMOHHOM 0€30MacHOCTH.

9. HokxtpuHa undopmarmoHHoi 6e3onacuoctu Poccun.

10. YeTnipe OCHOBHBIE COCTABJISIONINE HAIIMOHAJIBHBIX UHTEpecoB Poccuiickoi
®deneparuu B uHGOpMaImoHHON cdepe.

11. OcHoBHbIe 3a1aun obecrieueHus nHGOpMaIMOHHON Oe3omacHocTH. [IpaBo-
BBIE METO/IbI 00ecredeHus: MHHOPMAITMOHHON O€30TTaCHOCTH

JlJ1st MPpOMEesKYTOYHOM ATTECTAIUM

1. UadopmarmonHas 6e30MacHOCTh YeJIOBEKa M OOIIeCTBa. YPOBHU 3allUThI



MH(OPMAIMOHHBIX PECYPCOB.

2. KoMmbrorepHble nipecTyrieHus. OCHOBHBIE TEXHOJOTHH, UCIOJIb3YIOIIHUECS
IIPY COBEPIICHUU KOMITBIOTEPHBIX MPECTYTUICHUN.

3. OOBeKTHI 3amMThl HHPOpMANMK. 3amuTa HHHOPMAITMH OTPAaHUYESHHOTO J10-
CTyMa: TOCyJapCTBEHHAs TallHa, KOMMEpUECKas TaifHa.

4. OcHOBHBIE KaHAJbl YTEYKU HWH(POPMAIUH.

5. Merompl u cpenctBa 3ammuThl wHGopMarnuu. ComepkaHHE CIOCOOOB H
CpeACTB obecrnieueHus: 6€30MmacHOCTH HH(HOPMAIIUH.

6. Kpunirorpadus. CumMmMeTpudHbIE KPUTITOCUCTEMBI.

7. Kpunrorpadusi. AcuMMeTpUYHbIE KPUIITOCHUCTEMBI.

8. 0O0630p u KIaccudukanysa MeToA0B mudpoBaHus HHGOpMaIUH.

9. DnexkTpoHHO-1IMPOBas MOJIHUCH.

10. Yto oTHOCHTCS K CpEICTBAM HMHKEHEPHO-TEXHUYECKOW 3alllUTHI
uH(popMaIu U AJIsl 4eT0 OHU MpeIHA3HAYCHBI?

11. B yem 3akiaroyarOTCs JOCTOMHCTBA M HEIOCTATKH MPOTPAMMHBIX CPEICTB
3aIuThl UHGOpMauu?

12. [TaponpHas 3ammmra.

13. TlonsiTrie yrpo3sl. AHATU3 Yrpo3 HHPOPMAIMOHHON Oe3omacHOCTH. Buapl
CHAPYLIUTEIEH.

14. TTonutuka 6e3omacHOCTH. OCHOBHBIE TUIIBI TOJIUTUKUA 0€30MaCHOCTH.

15. CrannapTsl nHPOpPMAITMOHHOM 0€30MaCHOCTH.

16. [IpaBoBoe obecnieueHue 3amuThl nHhopMaru. HopmaTuBHbIC TOKYMEHTHI.

17. Pazpymaronue nporpaMMHbIe BO3/ICHCTBUSI: BUPYCHI U 3aKJIaKU. AHTHUBU-
PYCHBIE CPE/ICTBA.

18. Icuxonornyeckue actekThl HHOOPMAITMOHHOM 0€301TaCHOCTH OpraHU3aI|H.

19. Hactpoiika HoIuTHKNA OE30MaCHOCTH OTIEPAIIMOHHON CHCTEMBI.

20. AHanu3 3alMIIEHHOCTH U30JIMPOBAHHOW MPOTPAMMHOM CPEIBI.

21. UccnenoBanue cucTeM HICHTH(DUKAIUH.

22. CTpyKTypa 3aKOHOJATeIbHON 0a3bl MHGOpMAIIMOHHON 6e30nacHoCTH PO,

23. Ctparterus HalMOHAIBHOM Oe3omacHocTH. HazHaueHne, OCHOBHBIE TEPMUHBI.

24. Jloxrpuna Ub. Ee naznauenue.

25. CTpyKTypa ¥ BHJBl HOPMATHUBHBIX aKTOB, PETYIHPYIOUIUX OOECIeueHue
uHdopmarmonHoi 6e3onacuoct B Poccuiickoit denepanuu

26. [Tonsitue o 3ammure nndopmaruu B PO (149-03). 'ocynapcTBeHHOE pery-
aupoBanue. O0s3aHHOCTU oONafaTeneld nHpopMaly U ONepaTopoB HHPOPMALIMOH-
HBIX CHCTEM. PeryisTopsl.

27. CucreMa HOPMATUBHBIX MPABOBBIX aKTOB, PETIAMEHTHPYIOLIUX obecneye-
HHUE COXPAHHOCTH CBEIACHUM, COCTABJISIOIINX IOCYIAPCTBEHHYIO TalHy B Poccuiickou
denepauuu
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