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1. leap, 3a1a4M ¥ NVIAHMPYeEMBbIe pe3yJabTaThl 00y4eHUsI 10 JUCHMIIMHE
(Lenv u 3a0auu ocgoenus oucyuniunsl, coomsememsyiouue yeau OIT)

Lensto ocBoeHust aucuuiinHbl « MHDopManinonHass 6€30MacHOCTbY SIBISIETCS
NoJlyueHUEe O0a30BBIX TEOPETUUYECKUX IPEACTABICHUN O COBPEMEHHBIX METO/aX U
CpeICTBaxX 3alIUThl MHOOPMALMM M MPAKTUYECKUX HABBIKOB MCIIOJIB30BaHMS ITHX
CPEICTB IpU pealln3allii MPOrpaMMHBIX U allapaTHBIX CPEACTB MH(POPMAIMOHHBIX
CUCTEM MaclITada NpeAnpUsITHS

3amayaMu AUCUUTIITUHBI SBISIOTCSA:

1. popmupoBanue 3HAaHUI

- TEPMHUHOJIOTMU B 00jacT HMH(POpPMALMOHHOW O€30IaCHOCTH U 3alIUTh
uH(bopManuu

- OCHOBHBIX HOPMATUBHBIX M MPABOBBIX aKTOB, PETJIAMEHTUPYIOLIUX chepy
MH(OPMAIMOHHOW O€30MaCHOCTH U 3aIMUThl HH(POPMALIUH

- IPUHIIMIIOB OPTaHM3allMH 3aIIUTH HH)OPMAIINK HA TIPEPUATHSIX;

- M€p U CPEJICTB 3aIIUTH HH(POpMAITUU

2. hopMHpOBaHNE YMEHHIA
- BBISIBIISAIT OCHOBHBIC
uH(pOpMALIH;

- paspabaThiBaTh HOPMATHUBHO-TEXHUYECKYIO JIOKYMEHTAIIUI0 C YYETOM
TpeOOBaHWI HOPMATUBHBIX U TMPABOBBIX aKTOB B 00JacTH WHOOPMAIMOHHOU

0€30MacHOCTH 1 3aIUThl HHPOPMaIIUU
- xpunrorpaduyeckue

KOH(PUIESHIIUATIBHOCTU UH(POPMAIUU
3. bopmupoBaHue BIaACHUS:
- HaBBIKAMH  TMPUMCHCHHS

BHJIBI

MCTOIbI

MPOrPAMMHO-ANTAPATHBIX

yrpo3

oOecrieueHus LEJIOCTHOCTHU

CPEICTB

obOecrnieueHus: MHPOPMAITMOHHOM 6€30MTaCHOCTH
- HaBBIKAMH MPOTPAMMHON peaTu3aliy KPUMITOTpaprIecKruX aJropuTMOB

KomnereHuun 1 M”HANKATOPHI, POpMHUpYyEMbIe Y O0YUaAIOIINXCS:

KOI[ 1 HAUMCHOBAHUE KOMIICTCHIIN

KOJI N HAMMCHOBAHUC HHAWKATOpPa

OIIK-2 CiocobeH moOHUMAaTh MPUHIIMITBI
paboThI COBpeMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTUI U MPOTPAMMHBIX CPEJICTB, B
TOM YHCJIE OTE€YECTBEHHOI O IPOU3BOICTBA,
Y UCTOJIb30BaTh X MPU PEIICHUH 3a1a4
npoecCUOHATLHOMN 1eATENbHOCTH;

OIIK-2.2 Bnageer HaBbIKaMy TPUMEHEHUS
U (POBBIX TEXHOJIOTUH JIJIS peIeHHs 3a/1a4
po¢eCCUOHATBHON AESITEIIBHOCTH C YU4ETOM
OCHOBHBIX TpeOoBaHM HH()OPMAITMOHHON
Oe3omacHOCTH

OIIK-3 CriocobeH pemiaTh CTaHIapTHBIE
3a71auu NpoeCCUOHATILHOM AeSITeTbHOCTH
Ha OCHOBE MH(POPMAIIMOHHOH U
o6ubnuorpaduyeckoit KyabTyphl C
IIPUMEHEHHEM UH(POPMALIMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTUH U C
Y4€TOM OCHOBHBIX TPEOOBaHUI
nH()OPMAIMOHHON 0E30MaCHOCTH;

OIIK-3.1 Pemaer cranapTHbIe 3aa4u
po¢eCCUOHATLHOMN JesITeIbHOCTH Ha OCHOBE
nHpopManoHHON U 6ubnuorpapuyeckoit
KYJBTYpHBI C IPUMEHEHHEM HH(POPMAITMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTUI

OIIK-3.2 YuuTeIBaeT pH peLIeHUH 3a]1a4
po¢eCCUOHATILHOMN JeSITETbHOCTH OCHOBHBIE
TpeGoBaHus K MH(POPMAITIOHHON
0€e30MacHOCTH

U YSI3BUMOCTE 0€30MacHOCTH




2. MecTo nucuunauHbl B cTpykrype OIl

[IpeamecTByomume AUCUUIUIMHBL (Moaynn), npaktuku, HUP, np.: Beicmas
matemaTtuka, Pusuka, WHbOopMalMOHHbIE TEXHOJOTHH, AJNTOpUTMHU3ALUSA |
IIPOrpaMMHUPOBAHUE

[Tocnenyromue AMCUMILUIAHEBI (MOLYJN), npakTiuku, HUP, np. Beimonnenue u
3alUTa BBITYCKHOM KBAIU(DUKAITIOHHON paboThI

3. CTpyKTYypa U coaepkaHue JUCHUTTHHBI
3.1. CTpyKTypa AUCHMIIJIMHBI
Jlist ouHOM (popmBbI 00yUEHHS

Bu yueOHOl paboThI Bcero | Beero [Cemectp(b)
3E 4acoB 3
OBLLA S TPYJOEMKOCTD JAUCLIMIIIMHBI 3 108 108
KOHTAKTHA S PABOTA* - 72 72
AYJIUTOPHA S PABOTA - 68 68
Jlexyu - 34 34
[IpakTHueckue (CeMHMHAPCKUE) 3aHATHUS - 0 0
JlaGopatopHbie pabOThI - 34 34
CAMOCTOSTEJIbBHAA PABOTA OBYUHAIOIIET'OCA - 40 40
[IpopaboTtka yuebHOTO MaTepuana - 4 4
KypcoBoii mpoekt - 0 0
Kypcogas pabora - 0 0
[ToaroToBKa K MPOMEKYTOYHOM aTTECTAIINH - 0 0
[TpomexxyTOUHas aTTECTAIIHSA: 3
J11st 3a0uHO# POpMBI O0yUEHUS
Bu yueGHOI paboThI Bcero | Bcero |Cemectp(bl)
3E 9acoB 3
OBILAS TPY JOEMKOCTb JUCIUTUINHBI 3 108 108
KOHTAKTHAA PABOTA* - 25 25
AYJIUTOPHAA PABOTA - 18 18
Jlexknn - 10 10
[IpakTuueckue (CEMUHAPCKUE) 3aHATHUS - 0 0
JlaGopatopHbie pabOThI - 8 8
CAMOCTOATEJIbBHASA PABOTA OBYHAIOHIEI'OCA - 86 86
IIpopaboTka yueOHOTO MaTepuana - 7 7
KonTtpoarsHas paborta 18 18
KypcoBoii mpoekT - 0 0




KypcoBas padota - 0

IToaroroBka kK MpoOMeEKyTOUHOMN aTTECTAIIUH - 0

w| O ©

IIpomexyTouHas arrecTanys:

3.2. Conepxkanue IMCUMILUIMHBI, CTPYKTYPUPOBAaHHOe 10 pa3jaejaM H
BU/1aM 3aHATHH

Paznenbt Pacnipenenenue ®opmbl 1 | MHIEKCHI HHIUKATOPOB
JTMCITUTUTAHBI a TPYAOEMKOCTH BUI bopMuUpyeMbIX
§ 10 BU/IaM y4€OHOM paboThl | koHTpos KOMIIETEHIHI
© le) : (]
S lglE e
Paznmen 1 14 4 4 0 6 TK1 OIIK-2.3, OIIK-3.3
Paznen 2 8 2 4 0 4 TK1 OIIK-2.V, OIIK-3.3,
OIIK-3.Y
Paznen 3 18 4 8 0 6 TK2 OIIK-2.B, OIIK-3.VY,
OIIK-3.B
Paznen 4 14 4 4 0 6 TK3 OIIK-2.V, OIIK-3.3,
OIIK-3.Y
Pa3znen 5 14 4 4 0 6 TK3 OIIK-2.V, OIIK-3.3,
OIlK-3.Y
Pa3gen 6 12 4 2 0 6 TK3 OIIK-2.3, OIIK-3.3
Paznmen 7 18 4 8 0 6 TK4 OIIK-2.B, OIIK-3.3,
OIlK-3.VY
3auer 0 0 0 0 0 OM OIIK-2.B, OIIK-3.3,
OIlK-3.Y
Hroro 3a 3 cemecTp 108 34 34 0 40
HUTOro 108 34 34 0 40

3.3. Coaep:xkanue TMCHUNIHHBI
Paznen 1. OcHOBHBIE OHATHS U HOPMATHUBHO-TIpaBOBas 0a3za MHPOPMALIMOHHOMN
0€30MacHOCTH
Tema 1.1. OcHOBHBIE TOHATHS UH(POPMAITMOHHON 0€30MaCHOCTH
Tema 1.2. 'ocynapcTBeHHas MOJMTHKA B 00JaCTH MHGOPMAIIMOHHON 0€301acHOCTH
Tema 1.3. Kiaccudukamus uHdopmanmu, AOCTYm K KOTOPOM OrpaHUYEH
dbenepanbHbIMU 3aKOHaMu PO
Tewma 1.4. Moaenb yrpo3 6e30macHOCTH HHGOPMAITHH TPEATPUSTHS

Paznen 2. Ynpasnenue nnhopmarimoHHONH 6€301MacHOCTHIO

Tema 2.1. MexnyHapoaHble U POCCUICKHE CTaHIApTHl B chepe MHPOPMAIMOHHON
0€30MMacCHOCTH

Tema 2.2. Ilonutrka nHGpOpMaImOHHOM 0€30MaCHOCTH

Tewma 2.3. MeHe»KMEHT PUCKOB MH(POPMAITMOHHOM 0€30MaCHOCTH MPEAPUITUS

Paznen 3. Mepsl u cpencrsa 3amuthl nHpopmanuu. Kpuntorpadguueckue cpencrsa




3amuThl nHpopmaruu (KC3N)

Tema 3.1. CummMeTpuuHble KpuntocucTeMsl mudppoBanus. CTaHaapThl HIUPPOBAHUS
DES, 3DES, AES, I'OCT 28147-89.

Tema 3.2. Cteranorpaduueckre METOIbI 3aIIUTHI HHPOPMAIUH

Tema 3.3 AcuMMeTpUYHbBIE KPUIITOCUCTEMBI IIU(DPOBAHUS

Tema 3.4 3amura nHdoOpMaIUKU B JJIEKTPOHHBIX JOKYMEHTaX MyTeM MH(PPOBAHUS U
dbopMHUpOBaHUS STEKTPOHHON MOAMUCH

Tema 3.5 Vnpasnenue kpuntokiarouamu. MappacTpykTypa oTKpbIThiX Kirouei (PKI)

Paznen 4. Unentuduxanus, ayTeHTUPUKALUSA U yTIPABIEHUE JOCTYIIOM

Tema 4.1 Texnonoruu ayreHTHGUKAITIN

Tema 4.2 Kpunrorpaduueckue NPOTOKONBI ayTeHTH(UKauu. buomerpuyeckas
ayTeHTU(UKALHS

Tema 4.3 Mogenu pa3rpaHiueHus 10CTya

Paznen 5. OOecneuenre 6€30mMacHOCTH HH(OPMALIUY B ONIEPALIMOHHBIX CUCTEMAX
Tema 5.1 OGecnieuenne 0€30MaCHOCTH MH(POpPMALMK B ONEPALMOHHBIX CHUCTEMAX
cemerictBa Windows/Linux

Tema 5.2 ABTOMaru3MpOBaHHOE OOHApY’)KEHUE YA3BUMOCTEH MNPOrpaMMHOIrO
oOecrieyeHuss Ha pabOYMX CTAHUMAX I[0J YNPABICHUEM OIEPALUOHHBIX CHUCTEM
cemerictBa Microsoft Windows

Tema 5.3 JlokanbHbIe U rpymnoBbie noauTuku 6e3onacaoctr OC Microsoft Windows

Paznen 6. CpencrBa antuBupycHoi 3amuTsl (CAB3)

Tema 6.1 Knaccudukaiusi BpeJOHOCHBIX TPOTrpamMm

Tewma 6.2 CpenctBa aHTUBUPYCHOM 3aIIUTHI HHPOPMAIIUU

Tema 6.3 CpaBHUTENBHBIN aHAJIN3 CPEJCTB AHTUBUPYCHOM 3aIUTHI HH(OPMAIUU C
UCITIOJIb30BAHUEM PE3YJIbTATOB HE3aBUCHUMBIX TECTOB

Paznen 7. Obecnieuenue 6e30nacHOCTH MH(POPMAITUU B KOMITBIOTEPHBIX CETIX

Tema 7.1 Kiaccudpukamuss yrpo3 Oe3omacHOCTH UWHGOpPMAIMM U arak B
KOMIIBIOTEPHBIX CETSAX COTJIACHO ypoBHAM Mojenu OSI

Tema 7.2 TexHomorust BUPTyalbHbIX JoKambHBIX ceTer (VLAN)

Tema 7.3 TexHOTOTUH MEXKCETEBOIO SKPAHUPOBAHUS

Tema 7.4 TexHonoruu BUpTyabHbIX YyacTHBIX ceTeit (VPN)

Tema 7.5 N3ydenue cpelcTB MHCTPYMEHTAIBHOTO aHaiu3a 3amuiieHHoctu MT-

UHGPACTPYKTYPBI

3.4. TemaTuyeckuii IJIaH NPAKTUYECKUX 3AHATHH
JlanHbIii BUT pabOTHI HE IPETYCMOTPEH YY€OHBIM IITAHOM

3.5. TemaTu4eckuii nu1aH J1adOPaTOPHBIX padoT

1. PazpaboTka mojaenu yrpo3 6e30macHoCTH HHGOpMaIUU MPEATPUSITUS

2. Ananu3 pucKoB HH(OOPMAIIMOHHOW 0€30MaCHOCTH TPEATPUSTHSI

3. MoHnoandauTHbIe U ToauaI(aBUTHEIE MUQPPHL. YaCTOTHBIN KPpUTITOAHATHN3
4. [IporpaMMmHas peanu3anus KJIACCHUYECKHX alTOPUTMOB IMM(PPOBAHUS U UX



KpUIITOAHAIN3a

5. 3ammTa “H(pOpPMAIMU B AJIEKTPOHHBIX JOKYMEHTaX MyTeM Mu(GpOBaHUS U
dbopMHUpOBaHUS STEKTPOHHON MOAMUCH

6. [TaponpHas ayTeHTHUKAITHS.

/. AIMUHUCTPUPOBAHKE TOJI30BATENCH U MPaBUJI pa3rpaHUUYCHUS JOCTyNa B
OC Astra Linux.pdf

8. syueHne TexHOJMOTMI BUpPTyalmbHBIX JIoKambHBIX ceTeir (VLAN) ¢
OMOIIBIO porpaMMbl MosienupoBanus cereit Cisco Packet Tracer

9. 3yueHne TEXHOJOTMA MEXKCETEBOTO JOKPAaHUPOBAHHS C  IMOMOIIBIO
nporpammel mogenupoBanus ceteit Cisco Packet Tracer

3.6. KypcoBoii npoekT /kKypcoBasi paGota

JlanHbIii BU1 pabOThI HE IPETYCMOTPEH YU€OHBIM IJITAHOM

4. OueHnBaHue Pe3yJibTATOB 00y4YeHUsI

OueHuBaHUE PE3yIbTATOB OOYUCHHS 110 JUCHUMIUIMHE OCYIIECTBIISETCS B
paMKax TEKYIIEero KOHTPOJS M TMPOMEKYTOYHOM aTTeCTallid, IMPOBOAUMBIX IO
oabHO-perTuHroBoit cucreme (bPC).

[IIkana OleHKH Pe3yabTaTOB 00YUEHHUS 110 JUCITUILINHE:

YpoBeHb chOpMUPOBAHHOCTU
WHIMKATOpa KOMITCTCHIIUN
. . Hwoxe .
Bricoknii Cpennnii Huzkuit
3amaHu- CpeIHero
Kon Kon pOBaHHbIC ot 85 10 100| ot 70 1o 84 | or 55 1o 69 | oT 0 10 54
KOMIIe- | WHIUKaTopa pe3yIbTaThI
TEHIIMH | KOMIIETCHIIUK | OOyYeHUs 110 Ilkana ouennBanus
WCITUTLTUH HEY/I0B-
Auci © YJOBJIET- YA
OTJIMYHO XOpOLIO JIETBOpU-
BOPUTEIILHO
TCJIIBHO
3a4TCHO HE 3a4TCHO
3HATh:
YpoBeHb Munuman | YpoBeHb
YpoBeHb . .
., 3HaHUN B | BHO 3HaHUI
3HaHUH B
o0Beme, JIOMyCTUM | HUXKE
o0neMe, .
TIPUHITATIBI COOTBETCT | BIA MUHHMAJ
abo COOTBETCT 1 eM OBEHb BHBIX
TBI
OIIK-2.1 p ByIO LIEM yio I M N
COBPEMEHHBIX toorpayyy | TPOTPAMM | 3HAHH, TpeOoBaH
nH(OPMAITMOHH ep P €, HMeeT | UMeeT ni,
BIX TEXHOJIOTHH MECTO MECTO AMEIOT
MOJITOTOBK
OIIK-2 HECKOJIBKO | MHOTO MECTO
U, 0e3
HerpyObIX | HerpyObIX | IpyOble
OImMO0K
OIMO0K OIMOOK OITMOKHU
BJIQJICTh:
HaBLIKAMU IIponemon | [Iponemon | Mmeercs [Ipu
MIPUMEHEHUS cTpHU CTpHU MUHUMAJb | PEIICHUH
OIlK-2.2 U (HPOBBIX POBaHbBI POBaHbBI HBIN CTaHJapT
TE€XHOJIOTHH I | HaBBIKU 6a3zoBbIe Habop HBIX
pCLICHHUA 3a/1a9 | mpH HaBBIKHA HaBBIKOB 3aJa4  He
pOQECCHOHANb peLeHun pu JUTS IIPOJAEMOH




HOU HECTaHJAp | PELCHUM | PELICHUs | CTPUp
JCATCIIBHOCTH C | THBIX CTaHJAPTH | CTAHJAPTH | OBAHBI
y4qeToM 3ama4 0e3 | bIX 3aJauc | bIX 3a7a4 C | 0a30BLIE
OCHOBHBIX OMMOOK M | HEKOTOPBI | HEKOTOPHI | HABBIKH,
TpeboBaHHii HEJIOYETOB | MH MH HUMEIOT
mf‘bOPMaHHOHH HENOYETA | HEJOYETA | MECTO
gﬂ MH MU rpyobIe
€30MacCHOCTH OLHOKH
3HATh:
MPUHIUIIBI,
METOBI u
cpezicTBa
pemeHHS
CTaHJAPTHBIX
3aa4
npodeccroHab
HOM
YpoBeHb Munuman | YpoBeHb

JEeSITeTbHOCTH YpoBeHb . .

. 3HaHUU B | BHO 3HAaHUH
Ha OCHOBE | 3HaHUU B

o0Beme, JOMyCTUM | HUXKE

uHbOpMaIIMOHH | 00beMe, .

. COOTBETCT | BIA MUHHMAJ
o M| COOTBETET | oo eM OBEHb BHBIX
oubnuorpaduue | Byl IIeM Y yposen

. porpaMMm | 3HaHUH, TpeOoBaH
CKOH KYJBTYpHI | IPOrpaMM <
€, HMeEeT | UMeeT ui,
C MPUMEHEHUEM | €
MECTO MECTO UMEIOT
MHGOPMAIMOHH | IOATOTOBK
HECKOJIbKO | MHOTO MECTO
o “, ocs HETPYOBIX | HErPyOBIX Oble
KOMMYHHKAI[HO | OLUIMOOK Py Py Py
OIMO0K ondoK OILITOKH
HHBIX
TEXHOJIOTHI U C
4eTOM
OIK-3 | OIK-3.1 Y
OCHOBHBIX
TpeGoBaHU
MHPOPMAaLIOHH
oi
0e3011acHOCTH
YMETh:
pewarb IIponemon | IIponemon | IIponemon
CTaHJapTHBIC CTpH CTpH cTpu [Tpu
3a/1a4n POBaHBI POBaHBI POBaHBI peIIeHUH
npodeccuoHanb | Bce BCE OCHOBHBIC | CTaHZAPT
HOU OCHOBHBIC | OCHOBHBIC | YMEHHUS, HBIX
JEeSITeTHHOCTH YMEHHUS, YMEHHUS, peleHbl 3amad  He
Ha OCHOBE | peIIeHBI peIIeHBI TUIIOBBIE | TIPOJIEMOH
uHPOPMAIIMOHH | BCE BCE 3aJa4d ¢ | CTpUp
ou W | OCHOBHBIC | OCHOBHBIC | HETPYOBIM | OBAaHBI
oubnuorpaduye | 3amaum C | 3agaUd C | U OCHOBHbBIE
CKOM KYJBTYpBI | OTHENbHBI | HETPYyObIM | OIIMOKaMH | YMEHHMS,
C MPUMEHEHUEM | MU u : UMEIOT
WH(OPMAIIMOHH | HECYIIECT | OMMOKAMHU | BBITIOJHEH | MECTO
o- BEHH BIMHU | , BI BCe | rpyObIe
KOMMYHHUKAIIMO | HEJoYeTa | BBHIIOJHEH | 3a/laHMus, onOKH
HHBIX MU, Bl BCC | HO HE B




TEXHOJIOTUH M C | BHIIIOJHEH | 33JaHHS B | TIOJHOM
y4EeTOM BI BCE | TMOJIHOM obObeme
OCHOBHBIX 3ajaHus B | o0ObeMme,
TpeOoBaHUH MIOJTHOM HO
nH(OpMaIMOHH | 0OBeMe HEKOTOPBI
o e c
Oe3omacHoCTH Helovera
MH
BJIAJICTh:
HaBBIKAMH
MOJITOTOBKH
0030poB [Tpu
POB, . [TIponemon | Nmeercs P
AQHHOTAITUH, peleHun
[TponemoH | ctpu MHUHHAMAJTh
COCTaBJICHUS . CTaHaapT
cTpu POBaHBI HBIN
pedeparos, HBIX
POBaHbI 0a3oBbIe Habop
HayYHBIX 3amad  He
HaBBIKU HaBBIKU HaBBIKOB
JIOKJIaJIOB, POJIEMOH
. npu npu TSI
nyOnukauui  u CTpUp
PELICHNU | PELICHUH | PEUICHUs
oubrorpadun OBaHbI
HECTaHJap | CTaHAAPTH | CTaHJapTH
1o HAy4HO- 0azoBbIe
THBIX BIX 337124 C | BIX 337124 C
HCCIIEIOBATEIhC HaBBIKH,
. 3amau 0e3 | HEeKOTOPhI | HEKOTOPHI
Kol pabore cC HUMEIOT
omuOOK U | MU MU
y4ETOM MECTO
. HE/IOUETOB | HEJoYeTa | HeJoueTa
TpeOoBaHUI it vt rpyObIe
MH(POPMAaILIOHH OLIMOKHU
oM
0€30MacHOCTH
3HATh:
OCHOBHBIE BH/JIBI
yrpos
0e301acHOCTH
uHpOpMaIuy,
SI3BUMOCTEN
Y YpoBeHb Munuman | YpoBeHb
UHQOPMAIIMOHH | YPOBEHb . .
. 3HAHWH B | BHO 3HAHHUN
BIX CHCTEM, a |3HaHUU B
o0beme, JOIYCTUM | HIDKE
TaKke Mepel U | 00beEME, .
COOTBETCT | BIi MUHUMAJ
cpencTBa COOTBETCT
. BYIO IIIEM | YPOBEHb BHBIX
NPOTUBOJCHCTB | BYIO ILEM .
MIPOrpaMM | 3HAHHH, TpeboBaH
WSl arakaM Ha | Iporpamm 9
e, HMEeT | UMeeT Ui,
OIIK-3.2 UHQOPMAIIMOHH | €
MECTO MECTO UMEIOT
bI€ PECYPChI IPX | TIOATOTOBK
HECKOJIBKO | MHOTO MEeCTO
NPOEKTUPOBAHU | H, oe3
HErpyObIX | HErpyObIX | IpyObie
, pa3paboTke U | OIHKOOK
ook OLIMOOK OLIMOKH
BHEJIPEHUU
POTPaMMHOTO
obecrieueHus
UH()OPMAIIMOHH
BIX CHCTEM
YMETb:
pa3pabareiBath | [Ipomemon | Ilpomemon | Ilpomemon | Ilpu
MPOEKTHO- cTpu cTpu cTpu pelIeHnu
TEXHHYECKYIO POBaHbI POBaHbI POBaHbI CTaH/aapT




JOKYMEHTAllMIO | BCE BCE OCHOBHBIEC | HBIX
JUISt OCHOBHBIC | OCHOBHBIC | YMEHWH, 3amad  He
MH()OPMAIIOHH | YMEHHH, yYMEHHS, pelIeHbI IPOJIEMOH
BIX CHCTEM C | peIleHBI pELICHBI TUIOBBIE | CTPUP
y4eToM BCE BCE 337a4d  C | OBaHbI
TpeboBaHUI OCHOBHBIC | OCHOBHBIE | HETpPyOBIM | OCHOBHBIE
TEKYILETO 337294 C | 337a9M  C | M yYMEHHS,
3aKOHOJIATEIbCT | OTACNbHBI | HETPYyOBIM | OMIMOKAMHU | HMEIOT
Ba, MU " , MECTO
HOpPMAaTHUBHO- HECyIIeCT | OIMOKaMH | BBIIIOJIHEH | TpyOble
IPaBOBBIX BEHH BIMH | , BI BCE | OLIMOKH
aKTOB, Helo4yera | BBIOJHEH | 33/IaHMS,
CTaHIAapTOB U | MH, BI BCE | HO HE B
BE/TyIIINX BBITIOJIHEH | 33J]aHHUS B | TIOJTHOM
NPaKTHK B | BI BCE | MOJHOM o0beme
obnacTu 3aJaHusa B | oObeMme,
UH()OPMAIIMOHH | MOJIHOM HO
ol o0Bbeme HEKOTOPBI
0e3omacHOCTH e c
HeJ04eTa
MH
BJIAJICTh:
HaBBIKAMH
[Ipu
NPUMEHEHUS [Tponemon | Mmeetcs
IIPOrPaMMHO- IIponeMon | cTpu MUHHUMAJIb EE:II{ZI;?;
arnmapaTHbIX cTpu POBaHbI HBIH
CpEeJICTB JUIS | POBaHbI 0azoBbIe Habop ;I;);;q He
aHaIM3a HaBBIKU HaBBIKU HaBBHIKOB
MPOJIEMOH
3aIIWIIEHHOCTH | TIpH npu TSI
UH()OPMAIIMOHH | PELICHUU | PEHICHUU | PEIIEHUs ZE;I:IEI
BIX CHCTEM JUTs | HECTAHZAp | CTAHJAPTH | CTAHAAPTH | o
BBIPAOOTKH Mep | THBIX BIX 337124 C | BIX 337124 C
NPOTUBOJCHCTB | 3a7a4 0€3 | HEKOTOPHI | HEKOTOPEI HABKIIH,
Ul W3BECTHBIM | OIIMOOK U | MH MU ﬁlgg(f
yrpo3am HEJIOYEeTOB | Helodyera | Hemodera
0e3omacHoOCTH MU MH rpyosie
OIITMOKHU
uHpOpMaIUN
OueHouHble MaTepuayibl  JJIsi  MPOBEACHUA  TEKYLIEr0  KOHTPOJIS

51

IPOMEKYTOUHOM aTTecTanuu mnpuBenaeHsl B [lpunoxenun k pabodeil mporpamme

JUCHUITIIUHBI.

[TonHBIN KOMIUIEKT 3aJlaHUl U MaTepUasioB, HEOOXOJUMBIX JUIsl OICHHUBAHUS
pe3ynbTaTOB 00YUYEHUS MO0 AUCIUIUIMHE, XPAaHUTCA Ha Kadeape pa3padoTurka.



5. YueOHO-MeTOoAMYECKOE M HHPOPMALIMOHHOE O00ecriedeHre TUCHMILUTHHbI
5.1. YueOGHO-MeTOAUYECKOE 00ecIeueHne

OcHoBHas JINTCPATypa

1. JIutBunenko, B. 1., OcHoBBI HHPOPMALIMOHHOMN 0€30MacHOCTH : y4eOHOe
nocooue / B. U. JIutBunenko, E. C. Ko3noB. — Mocksa : KnoPyc, 2022. — 199 c.
— [5BM 978-5-406-09438-9. — I1BI": Bap3://600K.ra/booKk/943 111. — Tekcr :
AJIEKTPOHHBIN.

2. Hectepos, C. A. OcHoBBI HH(DOPMAIIMOHHOM O€30MaCHOCTH : yueOHOe rmocodue /
C. A. HectepoB. — 5-¢ u3j., crep. — Cankrt-IletepOypr : Jlanb, 2022. — 324 c.
— 15BM 978-5-8114-4067-2. — TekcT : 37eKTPOHHBIH // JIaHb : 3IeKTpOHHO-
oubmmoteunas cucrema. — OBI'.: B p3://e/an6ooK.cot/600K/206279.

3. Menbuukos, B. I1., Undopmarronnas 6e3omacHocTs : yueoHuk / B. T1.
Menbaukos, A. . Kynpusnos, T. FO. BacunbeBa. — Mocksa : KnoPyc, 2023. —
371 ¢. — [3BM 978-5-406-11960-0. — OBI": Bup3://600K.ru/600x/950148. —
TekcT : ANEeKTPOHHBIN.

4. ITpoxopoga, O. B. Uudopmanmonnas 6e3onacHocTh u 3amura nadopmarmu / O.
B. IIpoxopoBa. — 5-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124 c. —
15BM 978-5-507-46010-6. — TexcT : anekTpoHHbIH // JIaHb : 2I€KTPOHHO-
oubmuoteunas cucrema. — OBI.:: Ne p3://eJlann6ooK.co1/booK/293009.

I[OHOJ'IHI/ITGJ'IBHEUI JIUTCpATypa

1. Hukonaes, H. C., Yrpasnenue nahopmaiinoHHOM O0€30MacCHOCTHIO ;| YU4EOHUK /
H. C. HuxomaeB. — Mocksa : KaoPyc, 2021. — 188 ¢. — 13BM 978-5-406-
07325-4. — OBI: 5 p3://600K.ru/600K/939841. — TekcT : 3€KTPOHHBIIA.

2. Banrommna, A. B. OcHOBBI HH(pOpMAIIMOHHOM 0€301TaCHOCTH : y4eOHO-
MeToaudeckoe mocooue / A. B. Banromuna, C. FO. PridakoB. — Mocksa :
MTVYCH, 2022. — 22 ¢. — Tekct : anekTpoHHbIH // JIaHb : 2IEKTPOHHO-
oubmmoteunas cucrema. — OBI'.: Hup3://eJlanbooK.cot/book/333701. — Pexxum
JOCTyTIA: JJIsl aBTOPU3. TIOJIH30BATEICH.

3. bapanoga, E. K., Kpuntorpaduueckue MeTo bl 3aUThl HHPOPMAITHH.
Jlaboparopusiit npaktukyMm + ellpunoxkenue : yuebnoe nocodue / E. K. bapanosa,
A. B. babam. — Mocksa : KnoPyc, 2022. — 205 ¢. — 13BM 978-5-406-08831-9.
— OBI': Bp3://600K.ru/600k/94 1742. — TeKCT : 37€KTPOHHBIM.

4. Kpaxosckwuii, FO. M. Metoap! 3amuThl HHGOpMAIKH : yaeOHOe TTocoOue JIst
By30B / 0. M. KpakoBckuii. — 3-e u3z., nepepad. — Cankt-IlerepOypr : Jlans,
2021. — 236 c.— [3BM 978-5-8114-5632-1. — Tekct : anexkTponHsbIii // Jlans:
AJIEKTPOHHO-O0MOMMoTeuHas cucrema. — OBI': 6p3://e.1an6ooK.cot/600K/1 56401.



5.2.

NudopmanuonHoe odecnieueHue

5.2.1 DneKTpOHHBIC U HHTEPHET-PECYPCHI

Ne
/1

HaumeHnoBaHue 31EKTPOHHBIX U UHTEPHET-PECYPCOB

CcrUika

1

CrnpaBouHO-TIpaBOBast cucremMa "KoucynpTant

http://www.consultant.ru/

2

CnpaBouyHo-nipaBoBas cucteMa "l"apant"

http://www.garant.ru/

MH(}OPMaLMOHHON 0E30I1aCHOCTHIO

3 |bank maHHBIX yrpo3 6€30MacHOCTH HHPOPMAITUH https://bdu.fstec.ru/

4 Meromuka OLICHKH yrpo3 oe3omacHoctu |https://fstec.ru/files/495/---5--2021-
uHpopmarmu /891/---5--2021-.pdf

5 15027000 § Hckycerso YHPpaBJICHHA http://www.is027000.ru/standarty

YueOuplii kypc Ha moprane HOY "HHTYUT"
Crangapthl UH)OPMALIMOHHOM 6E30MaCHOCTH

-|https://www.intuit.ru/studies/cours

es/30/30/info

VYuebnsiit kypc Ha mopraie HOY "MHTYUT" -
Nudopmanmonnass  6e3omacHOCTh.  TexHOIOTHH

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/419

YueOuslii kypc Ha moprane HOY "HMHTYUT" -
Wudopmanmonnas  6e30macHOCTb.  TeXHOIOTUU

https://www.intuit.ru/studies/profe

ssional_retraining/952/courses/387 /info

Anti-Malware Testing Standards Organization

https://www.amtso.org/

10

AV-TEST - The Independent IT-Security Institute

https://www.av-test.org/en/

11

AV-Comparatives - Independent Tests of Anti-Virus
Software

https://www.av-comparatives.org/

12

Wireshark — mporpamma-ananuzatop tpaduka s
KOMIbIOTEpHBIX ceteil Ethernet

https://www.wireshark.org/

13

CnpaBounoe pykoBoacTB0 NMap Ha pyccKoM si3bIKe

https://nmap.org/man/ru/index.htm |

14

OpenVAS Russia. Pycckosi3piaHoe  COOOIIECTBO
noJjb3oBaresel ckanepa yszsumocrteit OpenVAS

https://openvas.ru/

15

Cisco Networking Academy

https://www.netacad.com/

16

Cisco Networking Academy - wmaprupyTusaius u
KOMMY TaIiusl

http://ccna.mpei.ac.ru/RoutingAnd
Switching/

5.2.2. TIpodeccronaiibabIe 0a3bl JIAHHBIX

No HanmenoBanue Ax Peskiin TOCTVILA

n/n| mpodeccuoHambHBIX 0a3 JaHHBIX pec © Aoty

1 |Poccuiickas HarmoHanbHas | http://nlr.ru/ http://nlr.ru/

Hayunas snextpoHHas OuOinoTeka lali Jlali
2 cLIBRARY RU http://elibrary.ru http://elibrary.ru
5.2.3. ndopMalimoHHO-CIPaBOYHBIE CUCTEMBI

Ne | HammeHnoBanue nHpopMamoHHO-

/I CIIPaBOYHBIX CHUCTEM Anpec Pexcum noctyna

1 |UCC «Koneke» / «Texakcmept» http://app.kgeu.local/Home/Ap ps http://app kgeu.lo
P : ' ' cal/Home/Apps



http://www.consultant.ru/
http://www.garant.ru/
http://www.iso27000.ru/standarty
http://www.intuit.ru/studies/cours
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http://www.intuit.ru/studies/profe
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http://www.av-test.org/en/
http://www.av-comparatives.org/
http://www.av-comparatives.org/
http://www.wireshark.org/
http://www.netacad.com/
http://ccna.mpei.ac.ru/RoutingAnd
http://nlr.ru/
http://nlr.ru/
http://elibrary.ru/
http://elibrary.ru/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/

2 |«lapanm http://www.garant.ru/ mtup/:llwww.garan
3 |«KoHCybTauT mwirce» http://www.consultant.ru/ E’;tﬁt:lg\lj\;ww.consu

5.2.4. JIMueH3WOHHOE W CBOOOJHO DACOPOCTPAHIEMOE IPOrPAMMHOE

oOecreueHue AU CTIMITIIIMHBI

No HaumenoBanue Crnoco6 pactipoctpaneHus | PEKBH3UTHI OATBEPIKIAIONINX
/| mporpamMmMHOro o0ecrnieueHus | (JUIEH3HOHHOE/CBOOOTHO) JIOKYMEHTOB
1 [Epavaen Chrome Crcrema TOHCKR hns:  Avww.google.com
paysep MHQOpMALHH B CCMljintl/ru/chrome/
WHTEpPHET (BKITIOUAs

2 |bpay3sep Firefox

CBoOoxanbIif BeO-Opay3ep

https://www.mozilla.org/
ru/firefox/new/

3 |OpenOffice

Ilaker

NpWIOKEHUH.OHUM U3 MEPBBIX
CTaJl  NOANCPKHUBAThb  HOBBIU

OTKPBITAIN bopmat| o0 /ry/download/index.h tml
OpenDocument.  OdunuansHo
HOI[I[ep)KI/IBaeTCﬂ Ha

matdopmax Linux

OHUCHBIX

https://www.openoffice.

4 |Adobe Acrobat

ITakeT mporpamm

https://get.adobe.com/ru/
reader/

5 |LMS Moodle

obOecrieuenne

D10 coBpeMeHHOe nporpammuoe |https://download.moodle

.org/releases/latest/

Windows

[podeccronansHas (Pro)

7|Honk30BaTenkcKad Ne2011.25486 ot 28.11.2011
OHepaI_[I/IOHHa}I CUCTEMa

6. MaTepuajJbHO-TeXHHYECKOE 00ecrevyeHue U CIHITMHBI

HanmeHnoBanue HaumenoBanue yueOHOM [Tepeuenb HEOOXOAMMOT0 OOOPYAOBAHUS U
BUJIa yIeOHOI ayJUTOPHH, TEXHUYECKHUX CPEJICTB OOYUCHUS
paboThI CHeUATM3UPOBaHHOMN
naboparopun
Jlexmu VYuebHas ayAuTOpHS A CrenuanusupoBaHHass ~ y4yeOHas ~ meOeb,
MIPOBE/ICHUS 3aHITHN TEXHUYECKHAE CPENICTBA OOYYEHUS, CITy)Kallue
JEKIIMOHHOT'O THIIA JUIs TpeJCTaBieHUs y4ueOHOW uHpopmarmu
00JbIION  ayauTOpUM  (MYJIbTUMEIUIHBIN
MIPOEKTOp, KOMITbIOTEp (HOYTOYK), 3KpaH),
JIEMOHCTpPAIIMOHHOE 000pyI0BaHUE, Y4eOHO-
HarJsIHbIe TocoOus
JlaGoparopubeie | YueOHas JabopaTopus Criennann3npoBaHHOE nmabopaTropHoe
paboThI IPOrpaMMHOI MHKEHEPHUH, o0opynoBanue 1o mpoduio Jgadopatopun
ayn. B-608 MIPOrPaMMHO WHXCHEPHH,

CrelMaIu3upoBanHas yueOHas mebens Ha 50
MOCaI0YHBIX  MeCT, 24  KOMOblOTEpa C
BO3MOXHOCTBIO BbIXOJa B VIHTepHET W
o0ecrieueHreM JIOCTYTIa B OUOC,
TEXHUYECKHE cpeacTBa o0y4eHus
(MyJIbTUME TUNHBIN IIPOEKTOP,



http://www.garant.ru/
http://www.consultant.ru/
http://www.google.com/
http://www.google.com/
http://www.mozilla.org/
http://www.mozilla.org/

MYJIbTUMETUITHAS JIOCKa, MOHOOJIOK),
HEOOXOMMOE  JIMIIEH3UOHHOE IMPOrpaMMHOE
obecrieyenue

KomnbrorepHsiii ki1acc,
ayn. B-610

Cnenmanu3upoBaHHasi yuyeOHas MeOenb Ha 42
MOCAI0OYHBIX MecTa, 17 KOMIBIOTEpOB C
BO3MOXHOCThIO BbIXO#a B VIHTEepHEeT W

obecrnieueHreM JocTyna B BUOC,
TEXHUUYECKHE cpencTaa o0y4eHust
(MyIbTUMEIUUHBIM MPOEKTOP, DJKpaH s
MIPOEKTOpA, MOHOOJIOK), HE00X0IMMOe
JIMIIEH3UOHHOE MTPOrpaMMHOE O0ecTieYeHue
VY4ebnas mabopaTtopust Crnenuanu3upoBaHHOE nmaboparopHoe
MH(POPMAITMOHHON obopymoBanue 10 TpodwiIro TabopaTropuun
0€30IMMacHOCTH, nH(GOPMAITMOHHON 0€30MMacHOCTH,
ayn. B-615 CHeIMaM3upOBaHHas ydeOHass mebenb Ha 35

IIOCaJO4YHbIX  MCCT, 15 KOMIIBIOTECPOB  C
BO3MOXHOCTBKO  BbIXOJa B I/IHTepHeT u

obecrnieueHreM Jocryna B OHOC,
TEXHHUYECKHE cpencTaa o0y4eHus
(MynbTUME TUHHBIN MIPOEKTOP,
MYJIbTUMEANIHAS JIOCKa, MOHOOJIOK),

HEOOXOUMOE JIMIICH3MOHHOE IPOrPaMMHOE
oOecrieueHue

KomnbroTepHslii Ki1acc,
ayn. B-617

Crneunanu3upoBanHasi yueOHas meOenb Ha 24
MOoCaJouHbIX  MecTa, 21 KoMmmbioTep ¢
BO3MOXKHOCTBIO BbIXOAa B MHTepHeT U
obecrieueHreM JOCTYyTIa B OUOC,
HEOOXOJMMOE JUIEH3UOHHOE MPOTrpaMMHOE
obecrieueHne

KomnbroTepHsiii Kiacc,
ayn. B-619

Crnenmanu3upoBaHHas yyeOHas meOenb Ha 26
MOCaJ0YHbIX  MecT, 21  KoMmbplOTep ¢
BO3MOXXKHOCTbIO BbIXo#a B MHTepHer wu
obecrieueHreM JIOCTYyTIa B OUOC,
HEOO0X0IMMOE JIMIIEH3MOHHOE MPOTrpaMMHOE
o0ecrieueHue

KomMmmberoTepHslii ki1ace,
ayn. B-621

Crneuunanu3upoBanHas yueOHas meOenb Ha 35
MOCaJ0YHBIX MECT, 13 KOMIIBIOTEPOB C
BO3MOXHOCTBIO BbIXOJa B UMHTEpHET U

o0ecrieueHreM JIOCTYyTIa B OUOC,
TEXHUYECKHE cpencTBa o0y4eHus
(MyIbTUMEIUUHBIM  MPOEKTOP, DSKpaH Jyis
MIPOEKTOpAa, MOHOOJIOK), HEoOXxo1umMoe
JMIIEH3UOHHOE MporpaMMHoe o0ecreueHre
VYuebHast nabopaTopust Crnenyanu3upoBaHHOE nmaboparopHoe

PEHHXUHUPHUHTA 1
yhpaBieHus: Ou3Hec-
nporeccam,

ayn. B-623

obopymoBanue mo mnpoduiao abopatopuu
pEeMH)KMHUPUHTA W  YIpaBleHUs Ou3Hec-
rpoleccamy, CIelHaTu3upoBaHHas YydeOHas
MmeOenp Ha 34 mocamodyHBIX MecTa, 13
KOMITBIOTEPOB C BO3MOXKHOCTBIO BBIXOZa B
Wutepuer u obecneuenuem goctymna B DMOC,
TEXHUYECKHE cpezacTsa o0yueHHUs
(MyJIBbTIME TUIHBII MIPOEKTOP,




MYJIbTUMETUITHAS JIOCKa, MOHOOJIOK),
HEOOXOMMOE  JIMIIEH3UOHHOE IMPOrpaMMHOE

obecrieueHue
KomnbrorepHsiii ki1acc, Cnenuanu3upoBanHas ydeOHass meOenp Ha 30
B-600 MOCaIoYHbIX ~ MecT, 30  KOMIIBIOTEpOB,

KOMITBIOTEPOB C BO3MOXKHOCTBIO BBIXOJa B
Wurepuer u obecneuenuem nocryna B OOC,

TEXHUYECKHE cpeacTBa o0yueHHUs
(MyIbTUMEIUHHBI ~ TPOEKTOP, HOYTOYK,
JKpaH), BHJICOKaMEPHI, Heo0X0IMMOoe

JUIIEH3UOHHOE MPOrpaMMHOe 0OecreyeHne
CamocrosTenbnas | KOMITBIOTEpPHBIN KJacc ¢ Cnenmanmu3upoBaHHas yuyeOHas meOenp Ha 30
pabora BO3MOXHOCTBIO BBIX0/Ia B OCaI0YHBIX MECT, 30 KOMIIBIOTEPOB,
WuTepHer u obecrneyeHrnem TEXHUUYECKHE CPeJCTBa OOyueHUus: (MyJbTHMe-
noctyna B D1OC JTUWAHBIA  MPOCKTOpP, KOMMBIOTEP (HOYTOYK),
B-600 JKpaH), BHJICOKAMEPHI, MIPOrpaMMHOE

o0ecreyeHue

Yuraneuslii 3an 6ubauorexu | Crenuain3upoBaHHas MeOesb, KOMIBIOTEPHAS
TEXHUKA C BO3SMOXKHOCTBIO BBIXOZa B VIHTEpHET
u obecneuenuem npoctyna B OUOC, skpaH,
MYJIBTUMEAUMHBIA  IIPOEKTOP, IMPOTPaMMHOE
o0ecreyeHue

7. OCo0eHHOCTH OpraHu3anu 00pa3oBaTeJbHOM JeATeJTbHOCTH AJIA JIHIL C
OrpaHNY€eHHBIMHU BO3MOKHOCTSIMU 3/I0POBbS U MHBAJIU/IOB

Jluna ¢ orpaHUYEHHBIMHA BO3MOYKHOCTSAMH 3710poBbs (OB3) 1 mHBaIM 1Bl UMEIOT
BO3MOXXHOCTh OCCIPEISATCTBEHHO NEPEMENIaThCs U3 OJHOTO YUeOHO-1ab0paTOPHOTO
KOpIlyca B JAPYTOoM, MOJHSATHCS Ha BCE JTAXH Y4eOHO-ITa0OpPaTOPHBIX KOPIYCOB,
3aHUMAThCS B YUYE€OHBIX M HHBIX TOMEHICHUSAX C YYETOM OCOOEHHOCTEH
MCUXO(PU3UYECKOTO PA3BUTHUS U COCTOSTHUS 37]0POBBSI.

Jns o6yuenust nmuiy; ¢ OB3 W MHBaIMIO0B, MMEIONIUX HAPYIICHUS OIOPHO-
JIBUTATEIFHOTO arapaTa, 0OECIIeUeHBI YCIOBHUS OECHPEnsITCTBEHHOTO JOCTyIa BO
Bce ydeOHbIe moMenieHus. Mudopmanusa o cnenuanbHbIX YCIOBUAX, CO3IaHHBIX IS
oOyvaronmxcss ¢ OB3 u uHBaIMIOB, pa3MellleHa Ha calTe yHUBEpPCUTETa
www//kgeu.ru. Imeercst BOBMOXKHOCTE OKa3aHHMS TEXHUYECKOHM MTOMOIIN aCCHCTEHTOM,
a Tak)Ke YCIYT CypIOTIEPEBOTUYMKOB M TU(IIOCYPIAOTIEPEBOTUNKOB.

Jliis amantanuu K BocrpusaTuio Juiiamu ¢ OB3 u nHBaNmMIaMu ¢ HapymeHHBIM
CIIyXOM CIPaBOYHOTO, y4YeOHOTOo MmaTepuajga IO UCHUILIUNHE OO0CCICUHBAIOTCS
CJIETYIOIINE YCIIOBUS:

- JUUIS Ty4IIIe OpUEHTAIlMU B ayIMTOPUH, IIPUMEHSIFOTCS CUTHAJIBI OMTOBEIICHUS
O HayaJie U KOHIIC 3aHATHUS (CIOBO «3BOHOK» ITHIIETCS HA JIOCKE);

- BHUIMaHUE CJIa0O0CHBIIIaIero OOyYaroIIerocss IPHUBJICKACTCS I1€1aroromMm
YKECTOM (Ha IIJIeYO KIIAJETCS pyKa, OCYIIECTBIISICTCS HEPE3KOE MOXJIOMBIBAHUE);

- pasroBapuBasi ¢ OOYYArOIIMMCS, IEJAaroruyecKuii paOOTHHK CMOTPHT Ha
HEro, TOBOPHUT SICHO, KOPOTKHMH TPEUIOKEHUIMH, OOeCIeunBasi BO3MOXHOCTb
YTEHUS 110 Ty0am.



http://www.kgeu.ru/

KoMmnencanuss 3aTpyJHeHHI pedyeBOro M HUHTEIUIEKTYaJbHOTO Pa3BUTHS
cabOCbIIAIMX 00yYarOUUXCSl TPOBOAUTCS ITyTEM:

- HCTIOJIB30BaHUS CXEM, IMarpaMM, PUCYHKOB, KOMIIBIOTEPHBIX MPE3ECHTALUMN C
TUIEPCChUIKAMU, KOMMEHTUPYIOIIUMU OTJIEIbHbIE KOMIIOHEHTHI U300paKEeHU;

- pEryJsipHOTO TMPUMEHEHHsI YIpPaKHEHUM Ha rpaduyecKkoe BbIJIEICHUE
CYILIECTBEHHBIX MPU3HAKOB MIPEIMETOB U SBJICHUN;

- obecrieueHUsI BO3MOXHOCTH JJI OOY4YaromIerocsi IMOJIYYUTh aJpPECHYIO
KOHCYJIBTAIIUIO TI0 3JIEKTPOHHOMU MOYTE 10 MEPE HEOOXOIUMOCTH.

Jlnia aganTammu K BocripusTaio guiamu ¢ OB3 u nHBanuaamMu ¢ HapyueHUsIMU
3peHus CIPABOYHOTO, y4eOHoro, IIPOCBETUTENIHCKOTO Marepuana,
PEeIyCMOTPEHHOTO 00pa30BaTENbHON MPOrPaMMOil MO BHIOPAHHOMY HaIPABIICHUIO
MOJATOTOBKHU, 00ECIIEYUBAIOTCS CIEIYIOLIUE YCIOBU:

- BEJIETCsl ajianTanus oQpUIHaIbHOTO caiita B ceTu IHTEpHET ¢ y4eToM 0CcoObIX
NOTPEOHOCTEN MHBAJIMIOB MO 3pEHUI0, 00ecreunBaeTCs HaTMUue KpynHOIpU(TOBOit
CHPaBOYHON MH(POPMAIIUU O PACIIUCAHUU YUEOHBIX 3aHITUM;

- IeJJaTOTHYECKU  pabOTHUK, €ro coOeceqHUK (Ipu HEOOXOAUMOCTH),
IPUCYTCTBYIOILIME HA 3aHATUH, MPEJICTABISIIOTCS 00y4YatoIUMCs, TIPU 3TOM KaXKJIbIi
pa3 Ha3bIBAETCs TOT, K KOMY II€1arOTH4eCcKil pabOTHUK oOpalaercs;

- ICUCTBUS, JKECThI, TEPEMEIICHHUS MeNaroruieckoro paboTHHKA KOPOTKO U
SICHO KOMMEHTHUPYIOTCS;

- meyaTHass HMHQpOpMalMs TMpPeaoCcTaBisieTcs KpynHbIM mmpudrom (ot 18
MYHKTOB), TOTAJIHHO O3BYUHBACTCS;

- oOecrnieunBaeTCsi HEOOXOAUMBIN YPOBEHb OCBEIIICHHOCTH TOMEILIEHUH;

- IPEJOCTABIISIETCSI  BO3MOXKHOCTh HCIIOJb30BaTh KOMITBIOTEPBI BO BpeMs
3aHSTUN U MPaABO 3aTUCU 00BSICHEHU Ha TUKTO(DOH (110 JKEJIAaHUI0 00YYarOITUXCs).

@opma MpOBENEHHS TEKYIIEW W IMPOMEKYTOYHOM  aTTeCTaluu IS
oOyuvaronmuxcs ¢ OB3 u MHBaNHUI0OB OINpeAeNseTcs NeAarornieckuM pabOTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM miaHoM. [Ipu HeoOxomumocTu obydvaromemycs ¢ OB3,
UHBAJIMy C YYETOM MX MHAUBUAYAIbHBIX NMCUXO(PU3NUECKHUX OCOOEHHOCTEN JaeTcs
BO3MOXKHOCTh MPONTH NMPOMEKYTOUHYIO aTTECTAaIMI0 YCTHO, MMCbMEHHO Ha Oymare,
NUCBMEHHO Ha KOMIIBbIOTEPE, B (POpME TECTUPOBAHUS U T.II., JIUOO MPEAOCTaBISIETCA
JIOTIOJIHUTEIBHOE BPEMsI JIJIsl TIOJTOTOBKU OTBETA.

8. MeToauyeckue peKoOMeHIALUM /sl NpenoaaBaTe/iel M0 OpraHu3alum
BOCIIMTATEJIbHOH PA0OTHI ¢ 00YyYAKOIIMMHUCH.

MeTtoauueckoe obecrieueHre mporecca BOCIUTAHUS 00yYarOIUXCsl BHICTYIIAeT
OJHUM U3 OINpeAensomux (aKkTOpOB BBICOKOTO KadecTBa OOpa30OBaHMSL.
[IpenogaBaTens By3a, IEMOHCTPUPYS BBICOKHM MpodeccuoHaNInu3M, 3PYIUIIHIO,
YETKYIO TPaXKIAHCKYIO MMO3HUIMIO, CAMOAUCIUIUINHY, TBOPUECKUI MMOAX0/ B PEILICHUN
npodecCHOHANBHBIX 3a7a4, B XOAe 00pa30BaTeIbHOrO IMpolecca CIOCOOCTBYET
(hOpMUPOBAHNIO TAPMOHUYHOMN JINYHOCTH.

[Ipn peannzanuu AUCUMIUIMHBL IPENOAABATENIb MOXET HCIIOIb30BaTh
CJIEYIOIIE METOIbI BOCITUTATENLHOM PabOTHI:



- MeToAbl (HOPMHUPOBAHMS CO3HAHMS JIMYHOCTU (Oecena, AUCIYT, BHYLICHHE,
UHCTPYKTaX, KOHTPOJb, OOBSICHEHHE, NPUMEP, CAMOKOHTpPOJb, PAacCcKas, COBET,
yoexKaeHUE U Ip.);

- METO/bl OpraHu3alliy ACSTENbHOCTH U (OPMHUPOBAHHUS OMbITA MOBEACHUS
(3amaHue, OOIIECTBEHHOE MHEHME, TNefaroruueckoe TpeboBaHHE, MOpPYyUYCHHE,
NpUyYeHUe, CO3aHNE BOCTIUTHIBAIOIIMX CUTYAINi, TPEHUHT, YIPOKHEHUE, U AP.);

- METOJbl MOTHBALMHU JEATEIbHOCTH W MOBeAeHUs (0H0OpEeHHUE, MOOILIPEHHUE
COLIMAJIBHOM AaKTUBHOCTH, TNOpPULAHWE, CO3JIJaHWE CHUTyalud Yycrexa, CO3JaHHe
CUTYALMH JIJIs1 SMOLIMOHAJIbHO-HPABCTBEHHBIX NIEPEKUBAHUI, COPEBHOBAHUE U JP.)

[Ipn peamu3anyu JUCUMIUIMHBI — MpENOAaBaTENb JIOJDKEH  YUYUTHIBATH
CJIEIyIOLLME HAITPaBJICHUS! BOCIUTATENbHON JEATEIbHOCTH:

I pasxcoanckoe u nampuomuyeckoe 0OCNUMAaHue:

- popMupoBaHuE y 00YyYaOIIUXCS LEJIOCTHOTO MHUPOBO33PEHHSI, POCCUKUCKON
UJCHTUYHOCTH, YBAKEHHUS K CBOEH CEMbE, OOIIECTBY, TOCYAAPCTBY, IPUHSITHIM B CEMbE U
00IIECTBE TyXOBHO-HPABCTBEHHBIM U COLIMOKYJIbTYPHBIM LEHHOCTSM, K HALIMOHAIIBHOMY,
KyJIbTYPHOMY M HCTOPUYECKOMY HacCIeAuio, (pOopMUpOBaHHE CTPEMIICHHS K €ro
COXPAaHEHUIO U PA3BUTHUIO;

- popmupoBaHUEe Y 00yUaIOIIMXCSl AKTUBHOM IPa)KIaHCKOM MO3UINH, OCHOBAHHOM
Ha TPAJIULMOHHBIX KyJIbTYPHBIX, TyXOBHBIX U HPABCTBEHHBIX IEHHOCTAX POCCHUIICKOTO
oOuiecTBa, s TOBBIILIEHUS CIIOCOOHOCTH OTBETCTBEHHO pPEATU30BBIBATh CBOU
KOHCTUTYIIMOHHBIE ITPaBa 1 00S3aHHOCTH;

- pa3BUTHE MPABOBOM M MOJUTUYECKON KYJIbTYphbl O0YyHAOIINXCS, PACIIUPEHUE
KOHCTPYKTUBHOT'O yYacTHs B MPUHITHUU PEIICHUM, 3aTparuBarolIuX HX IpaBa U
MHTEPECHI, B TOM YHUCJIE B Pa3IMYHBIX (JOpMaX CaMOOPraHU3alMU, CaMOYIIpaBICHUS,
OOIIECTBEHHO-3HAYMMOM JICATCIILHOCTH;

- opMUpOBaHHUE MOTHBOB, HPABCTBEHHBIX U CMBICIOBBIX YCTaHOBOK
JUYHOCTH,  TO3BOJSIOIIMX  IPOTHUBOCTOSATH  3KCTPEMU3MYy,  KceHooOuwu,
JUCKPUMUHALIUK 110 COLMAIbHBIM, PEJIUTHO3HBIM, PACOBBIM, HAIMOHAJIbHBIM
npU3HaKaM, MEXKITHUYECKOH M MEXKOH(PECCHOHANBHOW HETEPIUMOCTH, IPYTUM
HETaTUBHBIM COLIMAIBHBIM SIBIICHUSIM.

Jlyxoeno-npascmeennoe socnumanue:

- BOCIIUTAaHHE YYBCTBAa JOCTOMHCTBA, YECTHM M YECTHOCTH, COBECTJIMBOCTH,
YBAXEHUS K POIUTEIISIM, YUUTEISAM, JIFOASM CTapIIEro MOKOJICHHUS;

- popMUpOBaHME TNPUHLMUIOB KOJUIEKTUBM3MA W  COJUIAPHOCTH, JyXa
MUJIOCEPAUST U COCTpajaHusi, NPHUBBIUKK 3a00TUTHCS O JIIOJSAX, HAXOASIIUXCS B
TPYAHOM KU3HEHHOMN CUTYalLlUU;

- popMUpOBaHUE COIUAAPHOCTH U YYBCTBA COLMATBHOM OTBETCTBEHHOCTH IIO
OTHOUIEHUIO K JIIOJIIM C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMU 3/10POBBSI, IPEOAOJICHUE
MICUXOJIOTUYECKNX OapbepoB TIO OTHOIICHUIO K JIIOASM C OTPaHUYCHHBIMH
BO3MOYKHOCTSIMU;

- popMupoBaHUE SMOIMOHATIBLHO HACBIIIEHHOTO W JYXOBHO BO3BBIIIEHHOTO
OTHOLIEHUS K MUPY, CHOCOOHOCTH M YMEHHMSI IIEpPEIaBaTh IPYTUM CBOM 3CTETUYECKHIA
OTIBIT.

Kynemypno-npoceemumenvckoe socnumanue:

- popMHUpOBaHUE FICTETUUECKOI KApTUHBI MUPA;



- popMupoBaHUE YBOXKECHHS K KyJIbTYPHBIM IIEHHOCTSM POJTHOTO TOPO/Ia, Kpasi,
CTpaHbl;

- IIOBBITIICHUE TTO3HABATEIIBHON aKTUBHOCTH O0YYaOIIIUXCSI.

Hayuno-obpazosamenvnoe 6ocnumanue:

- popmupoBaHue y 00yJaroIMXcsi HAYYHOTO MHPOBO33PCHUS;

- popMupoBaHuEe YMEHUS MMOTyYaTh 3HAHUS,

- popMupoBaHuEe HABHIKOB aHAIM3a W CHHTE3a WH(GOpPMAIlMH, B TOM YHCJC B
nmpodeccuoHaIbHON 00JIaCTH.
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Ornenounpie Matepuanbl mo auctuiuinHe «ubopmaronnas 6€30macHOCTHY,
MpEIHA3HAYCHHBI I OIICHWUBAHUSA pE3yJIbTAaTOB OOYYCHHS HA COOTBETCTBHE
WHIUKATOPaM JTOCTIKEHHUS KOMIICTCHITHA.

OueHuBaHue pe3yJbTaTOB OOy4YeHUS MO AMCHMIUIMHE OCYIIECTBIAETCS B
pamkax Tekymero koutpois (TK) u mpomexxyTodHON aTTecTamuu, MPOBOAMMBIX IO
oampHO-perTunroBoit cucreme (bPC).

1. TexHosioruyeckasi Kapra
Cemectp 3

PeliTnHrosnie mokasarenn

HaumenoBanue
pasnena

KOHTPOJIS

DopMBbI U BUJ
| TekyIHii KOHTPOIIH
JlononHuTenbHbIE
6ammer k TK1
Il Texymuii KOHTPOJIb
JlonoTHHUTETbHBIC
6amaer k TK2
Il Texymuii KOHTPOIHL
JonomauTenbHBIC
oamtel k TK3
IV Texymuii KOHTPOJIbL
JonomHuTeNHHBIC
6amel k TK4
Hroro
[TpomexyTounas
aTTecTaruys

Pasznmea 1. TK1 11-
«OCHOBHBIE 13

[EEN
[EEN
@
N

MOHATHS U
HOPMATHBHO-
npasosas 6aza
HHGOPMaLIOHHOH
0e3onacHoOCTI

Tect wm 2
MMCbMEHHBIN OIPOC

3ammra 4
nabopaTtopHoi
paboThl

Paznen 2.
«YnpasiaeHue
HH(OPMAILMOHHOMI
0€30MaCHOCTBIO»

TecT umm 1
MMHICHMEHHBIN ONPOC

3amura 4
1a0opaTopHOit
paboThI

Pa3nen 3. « Mepsl TK2 10 0-3 10-
U CpeJcTBa 13
3aLHUTHI
uHdopmanum.
Kpunrorpadpunueck
He CpeAcTBa
3aLIUTHI




HawnmenoBanne
pasnena

DopMBI U BUJ
KOHTPOJISI

PeliTnHroBnie mokazarenn

| TeKyMii KOHTPOITH

JlononHuTeIbHBIE

oamter k TK1

Il Texymuii KOHTPOJIb

oamter k TK2

JlonoTHUTEIbHBIC
Il Texymuii KOHTPOIHL

JlonomHuTEIHHBIC
6amter k TK3

IV Texymuii KOHTPOJIbL

JlonomHuTEIHHBIC
6amel k TK4

Utoro

[TpomexyTouHas

aTTeCTalusa

uH(pOpMaH
(KC3N)»

Tect wm
MMCbMEHHBIN OIPOC

3amura
1a0opaTopHOit
paboThI

Pa3nea 4.
HNnenrtudguxanus,
ayTeHTH(UKANMS
U yIpaBJjieHHe
JOCTYIOM

TK3

13

0-2

13-
15

Tect unu
MMCbMEHHBIN OIPOC

3ammra
nabopaTtopHoi
paboThl

Pa3nea 5.
Oo0ecneuenne
0e3omacHoOCTH
uHpopMannu B
OnepanuoOHHbIX
cucTeMax

TecT win
MUCHMEHHBIN OMPOC

3ammra
nabopaTOpHOI
paboThl

Pazpnen 6.
CpencrBa
AHTHBHUPYCHOH
3amuTthbl (CAB3)

Tect unm
MHUCHMEHHBIN OMPOC

3amura
nabopaTopHOit
paboThI

Paznen 7.

TK4

11

0-3

11-
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Oo0ecneuenne 14
0e30macHOCTH
uHpopmaunu B
KOMIBIOTEPHBIX
ceTsx
TecT v 3
MMCbMEHHBIN OIPOC
3amuTa 8
1a00paTopHOit
paboThI
IIpomeskyTouHas OM 3a4er
aTTecTaius
(3auer)
HroroBelii TecT 0-45
2. OueHOYHbIe MATEePHAJIBI TEKYIIETr0 KOHTPOJIS M IPOMEKYTOYHOI aTTecTalyu
[IIkaya OLIeHKH pe3yJIbTaTOB O0OYUYEHHMs 10 TUCUUTUINHE:
YpoBeHb chOpPMUPOBAHHOCTU
WHIMKATOpa KOMITCTCHIIUN
N . Hwxe N
Bricoknii Cpennnii Huszkuit
3amaHu- CpeIHero
Kon Kon pOBaHHbIC ot 85 10 100 ot 70 1o 84 | or 55 10 69 | oT 0 10 54
KOMIIe- | WHAMKATOpa pe3yIbTATHI
TEHIIMHM | KOMIIETCHIINU | OOyYeHUs 110 Ilkana ouennBanus
WCITUTUTHHE HEY/I0B-
Auch YIOBJIET- YA
OTJIIMYHO XOpOIIO JIETBOPH-
BOPUTCIILHO
TEIJIIBHO
3a4TEHO HE 3a4TEHO
3HATh:
YpoBeHb Munuman | YpoBeHb
YpoBeHb . .
8 3HAHHH B | BHO 3HAHHUH
3HAHHHA B
o0Beme, JIOITYCTUM | HUXKE
obreme, COOTBETCT | BIA MUHHMAJ
TIPUHITUITBI
560 . COOTBETCT | eM OBCHB BHBIX
TBI
OIlK-2.1 p BYIO IIEM yro I YpoBeH
OIIK-2 COBpPEMEHHBIX Hporpamm porpaMM | 3HaHUH, TpeboBaH
nH(OPMAITMOHH . €, WMEET | UMEeT ui,
BIX TEXHOJIOTHU MECTO MECTO AMEIOT
MOJITOTOBK
HECKOJIBKO | MHOTO MECTO
U, 0e3
HerpyObIX | HerpyOBIX | IpyOble
OIIMOOK
OmrO0K orndoK onoOKu
OIIK-2.2 BJIALIETH:




[Tpu

HaBbIKaMHU [TIponemon | Umeercs N
[IICHUN
IPUMECHCHUA [Iponemon | ctpu MUHHMAaJb IC)TaH a0t
1 pPOBBIX crpu POBaHbI HBIA 1ap
i HBIX
TEXHONOTHN T | 15 papp 0a3oBbIe Habop sanad  He
PCUICHHA 3a/1a% | yapp iy HABBIKH HABBIKOB A
npodeccuoHab MIPOJIEMOH
o npu npu JUIst
HOU CTpHUp
pCIICHUH | PEIICHUH | PEIICHHS
ACHTCILHOCTH € HEeCTaHAap | CTAHJAPTH | CTAHIAPTH | o oot
yaeToM THBIX P BIX 32, ch BIX 32 gqc basontle
OCHOBHBIX 6 A A HABBIKHU,
TpeGoBanHit 3az[at61 €3 | HEKOTOPBI | HEKOTOPBL | .
OImMOOK U | MU MU
nH(OPMAIMOHH MECTO
oii HE/IOUETOB | HEJoYeTa | HejoudeTa
MU MU rpyobic
0e3011acHOCTH OITHOKH
3HATh:
MIPUHIUIIBI,
METOIBI u
cpezicTBa
pemeHHs
CTaHJAPTHBIX
3aj1a4
npodeccroHab
HOM
YpoBeHb Munuman | YpoBeHb
JEeSITeTbHOCTH YpoBeHb . .
. 3HaHUN B | BHO 3HaHUH
Ha OCHOBE | 3HAaHUH B
o0Beme, JIOITyCTUM | HUXKE
UHPOPMAIIMOHH | 00beMe, "

. COOTBETCT | Blif MUHHMAJ
ou 1| cooTseTeT ByIO IIEM | YPOBEHb BHBIX
oubnmuorpaduye | Byro IeM Y .

- porpaMM | 3HaHU, TpeOoBaH
CKOH KYJBTYpHI | IPOrpaMM <
e, HWMEeT | UMeeT Ui,
C TMPUMEHEHUEM | €
MEeCTO MEeCTO UMEIOT
MH(POPMAIMOHH | IOATOTOBK
HECKOJIKO | MHOTO MECTO
o- o, oe3
KOMMYHHKAIHO | OmIHGOK HErpyObIX | HErpyObIX | rpyObIe
OIIK-3 | OIIK-3.1 MYy OIIMO0K onOoK oLIMOKH
HHBIX
TEXHOJIOTHI U C
y4eToM
OCHOBHBIX
TpeOoBaHU
nHGOPMALMOHH
oM
0e3011acHOCTH
YMETh:
pewarb IIponemon | IIponemon | IIponemon | Ilpu
CTaHJapTHBIC CTpH CTpH cTpu peleHIH
3a1a4n POBaHBI POBaHBI POBaHBI CTaHIapT
npodeccroHanb | Bce BCE OCHOBHBIE | HBIX
HOU OCHOBHBIE | OCHOBHBIE | YMEHHUS, 3amad  He
JESITeTTHHOCTH YMEHUS, YMEHUS, peleHbl MPOJEMOH
Ha OCHOBE | peleHbI peleHbl TUIIOBBIE | CTPUP
WHPOPMAIIMOHH | BCE BCE 3aa4d  C | OBAHBI
oi U | OCHOBHBIE | OCHOBHBIE | HETPYOBIM | OCHOBHbBIE
oubnumorpaduue | 3amaum  C | 3amaud  C | M YMEHUS,




CKOW KyJBTYpHI | OTACNBHBI | HETPYOBIM | OIIMOKAMU | HMEIOT
C MPUMEHEHUEM | MU u : MEeCTO
WH(OPMAIIMOHH | HECYIIECT | OMMOKAMHU | BBIIIOJHEH | rPpyObIe
o- BEHH BIMH | , Bl BCE | OLIMOKHU
KOMMYHHUKAIIO | HEJo4YeTa | BBINOJHEH | 3a/1aHMs,
HHBIX MU, BI BCC | HO HE B
TEXHOJIOTUH M C | BHIIIOJHEH | 33JJaHHs B | IIOJHOM
y4eTOM BI BCC | MOJIHOM o0beMe
OCHOBHBIX 3ajaHusl B | o0beme,
TpeOoBaHUI MIOJTHOM HO
nH(OpMaMOHH | 0OBeMe HEKOTOPBI
o e c
0e30macHOCTH HezloueTa
MU
BJIaJICTh:
HaBBIKAMU
MIOJITOTOBKH
0030poB [Ipu
PO, . [Iponemon | Nmeercst P
AQHHOTAITUH, peleHuH
[Tponemon | ctpu MUHHUMAJh
COCTaBJICHUS . CTaHIapT
cTpu POBaHBI HBIN
pedeparos, HBIX
POBaHbBI 0a3oBbIe Habop
HAYYHBIX 3amad  He
HaBBIKH HABBIKH HABBIKOB
JIOKJIaJIOB, MPOJIEMOH
. npu npu JUISt
nyOnukauui  u CTpHUp
pElICHHH | PEIICHUH | PEIICHHUS
oubnuorpadun OBaHBI
HEeCTaHJap | CTaHAAPTH | CTaHJapTH
o Hay4HO- 6a3zoBble
THBIX BIX 33124 C | BIX 33124 C
MCCIIEIOBATEIHC HaBBIKH,
- 3ajauy 0e3 | HEKOTOpPbI | HEKOTOPHI
Kol pabote ¢ UMEIOT
OmuOOK U | MU MH
YUETOM MECTO
. HEJIOYEeTOB | Helodyera | Hemodera
TpeGoBaHU it it rpyObie
MHPOpPMAaIOHH oLIMOKH
oM
0€30MacHOCTH
3HATh:
OCHOBHBIC BHJIBI
yrpo3
0e301acHOCTH
uHpOpMaIIUn
(opman . YpoBeHb Munuman | YpoBeHb
YSA3BUMOCTEN YpoBeHb . .
. 3HaHUH B | BHO 3HAaHUH
WHGOPMAIIMOHH | 3HAHUU B
o0beme, JIONYCTHM | HUDKE
BIX cucTeM, a | o0beMme, -
COOTBETCT | BIi MUHUMAJ
TAlOKE MEpEI M | COOTBETCT | . = o OBCHE HELX
OIIK-3.2 cpencTBa BYIO IIIEM Y YpOBer
. porpaMMm | 3HaHUH, TpeboBaH
NPOTUBOJICHCTB | IIPOrpaMMm -
e, MMEeT | UMeeT Ui,
s arakaM Ha | €
MECTO MECTO UMEIOT
WHGOPMAIIMOHH | IOATOTOBK
HECKOJIBKO | MHOTO MEeCTO
bI€ PECYPCHI TIpH | U, 0e3
HerpyObIX | HErpyObIX | rpyObIe
NPOCKTHPOBAHU | OIINOOK
om0k OLIMOOK OLIMOKHI
U, pa3paboTke u
BHE/IPCHUU
MIPOrPaMMHOTO

o0ecrieyeHus




nH(OPMAITMOHH
BIX CHCTEM
YMETh:
[TIponemon
a3pabaThIBaTh cTpHU
pasp [Tponemon P
MIPOEKTHO- P POBaHbBI
TEXHUUYECKYIO P BCE IIponemon
POBaHbBI
JIOKYMEHTALHIO | - OCHOBHBIE | CTpH
JUTSt YMEHMUS, pOBaHBI [Tpu
OCHOBHBIE
nH(OpPMAITMOHH MOHIS peIIeHBI OCHOBHBIE | PEUICHUU
BIX cucTeM ¢ | Y ’ BCE YMEHHUS, CTaHIapT
pEIICHbI
y4eTOM Bee OCHOBHBIE | PEIICHBI HBIX
TpeOoBaHUt 3aJa4d  C | TUIIOBbBIE 3a7a4  He
OCHOBHBIE
TEKYILIETro sanamn ¢ HEerpyObIM | 33Jlaull  C | IIPOAEMOH
3aKOHOIATEILCT u HETpyOBIM | CTpHUP
OT/IEIIbHBI
Ba, i omrOKamMu | 1 OBaHbI
HOPMATHUBHO- , omuOKaMu | OCHOBHBIE
HECYIIIEeCT
MIPABOBBIX BBIIIOJIHEH | , YMEHUS,
BEHH BIMU
aKTOB, Bl BCE | BBIIIOJIHEH | UMEIOT
HeJoueTa
CTaHJAPTOB W | 3aJaHUSA B | Bl BCE | MECTO
BE X ’ ITOJTHOM 3a/IaHHS Oble
Ay BBITIOJTHEH A ’ Py
TIPaKTUK B, Bce o0Beme, HO HE B | OIIUOKHU
obiactu HO IIOJTHOM
3a7aHus B
nH()OpPMAITMOHH HEKOTOpBI | 00beMe
N ITOJTHOM
ol e c
o0beMe
0e30MmacHOCTH Hemo4eTa
MHA
BJIAJICTh:
HaBBIKAMH
[Tpu
MIPUMEHEHHSI [Tponemon | Mmeercst J—
IPOTPaMMHO- [Tponemon | ctpu MHHUMAJIb lgTaHnapT
anmapaTHbIX CTpH POBaHBI HEBII HEIX
Cpe/ICTB JUISL | pOBaHbI 0a30BbIC Habop saman e
aHajau3a HAaBBIKH HAaBBIKH HAaBBIKOB
MIPOJEMOH
3aIIUIICHHOCTH | MIPH npu JUIS o
UH()OPMAIIMOHH | PEIIEHUN | PEHICHWH | PEIICHUS OE;HEI
BIX CHCTEM JUIi | HECTAaHJap | CTAHNApTH | CTAHMAPTH | o . o
BBIPAOOTKH Mep | THBIX BIX32/AY C | BIX33JQUC |
NPOTUBOJCHCTB | 337ay 0e3 | HEKOTOPbI | HEKOTOPHI HMe}OT’
Ag W3BECTHBLIM | OIIMOOK M | MH MU MECTO
03aM HEJIOUETOB | HeJodeTa | HejodeTa
yrp rpyOble
Oe3omacHOCTH MH MHA
OIIMOKHU
UH(pOpMAIUU

O1eHKa «3a4TEHO» BBICTABISIETCS 32 HaOop 55 OayioB, BBHICTABISIEMBIX 32
BBITIOJIHEHHE JIA0OPATOPHBIX PAadOT B CEMECTPE; PEILICHUs TECTOBBIX 3aJaHUM Ha
JEKIUAX, PEIIEHUSI UTOTOBBIX TECTOB 110 TEOPETUUECKON U MPAKTUYECKON YaCTH.

OneHKa «He 3a4TeHO0» BBICTABJISIETCS, €CJIM KOJIMYECTBO HAOpaHHBIX OalljIoB
HE JIOCTUraeT MOPOroBOro 3HaYEHUs 55.



3. IlepeyeHb OLICHOYHBIX CPEACTB

KpaTKaﬂ XapaKTCPUCTUKA OLNCHOYHBIX CPCACTB, MCIIOJIB3YCMbIX IIPU TCKYIICM
KOHTPOJIE YCIEBAEMOCTH M IPOMEXKYTOYHOM arrecrauuu OOydarolerocs Io
JUCHUITIINHE:

HaumenoBanue Onucanue
OLIEHOYHOTO Kparkas xapakTepucTHKa OIIEHOYHOTO CPEe/ICTBA OLIEHOYHOTO
CpeAcTBa cpezacTBa

Tect o 3HaHHE OCHOBHBIX MOHATHI [lepeuenn
paszzaenam TEMbl/pa3aesna/ IUCUUTLTHHBI OIpeIeTICHU
(Temam) OCHOBHBIX TTOHITHHA
TEMbI/ IUCUUTUIAHBI
Otuer no Brinonnenue naboparopHoii padoTsl, 00paboTka [Tepeuens 3aganuit
nabopaTopHOit Pe3yIbTaTOB UCIIBITAHUN, U3MEPEHHIL, SKCTIEPUMEHTA. U BOTIPOCOB JJIf
pabote (OJIP) Odopmnenue orueta, 3auTa pe3yJbTaToB 3aIUTHI
1abopaTopHOI pabOTHI IO OTYETY nabopaTtopHOi
paboThL, IEpPEYEHb
TpeOOBaHM K
OTYETy
Hrorosslii Tect CucremMa CTaHIapTU3UPOBAHHBIX 3aJaHHIM, Kommuiekt
(TecT) I103BOJISAOIIAsl aBTOMATU3UPOBATH IIPOLIELYPY TECTOBBIX 3aJaHUI
M3MEpPEHUs YPOBHsI 3HAHUNM U YMEHUH 00yyaromerocs

4, TlepeyeHb KOHTPOJIBHBIX 33/IaHWIl MJIM HWHbIE MaTepHAJIbI,
HeoOXoaMMBbIe VISl OLCHKU 3HAHUI, YMEHMH ¥ HABBIKOB, XapaKTePH3YIOLIUX
JTanbl GOPpMHUPOBAHMA KOMIIETEHIMH B IPOLecce 0CBOCHHUA AMCHMIIINHBI

Ipumep 3a0anus

s Trekymero kourpoass TK1:

ITposepsiemass komnerenuus: OIIK-3.1 Pemaer cranmaptHbeie 3amaudu
npoecCUOHANBbHON ~ JESITENIbHOCTM ~ HAa  OCHOBE UH(OPMAIIMOHHOH U
oubnuorpadpuyeckoin KYJIBTYPBI c IPUMEHEHUEM uH(}OpMaMOHHO-
KOMMYHUKALIMOHHBIX TEXHOJIOTHIA

Bomnpoc Bapuantel oTBeTa OtBer

Kakue wu3 NEPCUUCIICHHBIX KOMIIOHCHTOB | IMOJb30BaTC/IN

nH(pOPMAITMOHHOM CHUCTEMBI MOTYT | 3K THBHBIE HPOrPAMMBI

BBICTYIATh B POJIU CYOBEKTOB?
npouecchbl

KOMMYTaIlMOHHOE 000PY/I0BaHUE

JUHUY TIepeavd HHPOpMaluu

CrocoGHOCTh yI0CTOBEPATH NUMEBIIIEE HEOTKAa3yeMoCTh

MECTO IENCTBUE I/IJ'II/IUCO6BITI/IC TaK, YTOOBI [OTHHHOCTb

9THU COGBITI/IH NI JCUCTBHUA HEC MOTJIA

OBITH T1035KE OTBEPIHYTHI dyTCHTMHHOCTD
aJIeKBaTHOCTD

OEJI0CTHOCTD




Bonpoc

BapuaHntel oTBeTa

OTtBeT

CBoiicTBO HH(POPMALIMOHHOM CHUCTEMBI,
00YCJIOBJIMBAIOIIEE BO3MOKHOCTh
peanu3ay yrpo3bl 0€30MacHOCTH
oOpabaThiBacMoOi B HEl HHGOpMAITIT

YA3BHUMOCTDH 0e30nacHoCcTH HHGopMannu

yrpo3a 6e301macHOCTH HHPOpMAITUU

pucK nHGOPMaIMOHHON 0€30MacHOCTH

aTaka Ha KOMIIBIOTEPHYIO CUCTEMY

WHIUJICHT HH(HOPMAITMOHHON 0€301acCHOCTH

JlesTenbHOCTh 0  NPEAOTBPALICHUIO | 3allATAa HH(pOpMAIUH

YTCUKH 3alluIacMon uH(opMarluH, nH(popManoHHasi 6€30MacCHOCTh

HecaHKL[I/IOHI/IpOBaHHbIX nu 6

HeTpe/IHAMEPEHHBIX  BO3ACHCTBUH  Ha ynpaBiieHue 0e301aCHOCThIO HH(DOPMAIUH

3amuUnaeMyo HHHOPMAITUIO — 3TO MEHEPKMEHT WH(OPMAIMOHHON
0€e30I1aCHOCTH

DneKTpoHHas IIOIINCh, KOTOpas | mpocTasi 3JIeKTPOHHAs MOANUCH

HOCpG[[STBOM HCIIOIB30BaHUS  KOIOB, YCHIIEHHAs YIEKTPOHHAS TIOJITHC

naposiei 1500071 HHBIX CPEJICTB

noaTBepkAaeT  dakT  dopmuposanus | YCHICHHAS KBaTH(PHUINPOBAHHAS

AJIEKTPOHHOW  IOJAMKUCH  ONPEICICHHBIM SJICKTPOHHAS HOAIHCH

JIALIOM yCHJICHHAs! HeKBATM(DUIIMPOBAHHAS
3JIEKTPOHHAS MMOKCH
YCHJICHHAS TIPOCTAsI AJICKTPOHHAS TIOIHChH
pocTasi HeKBaNu(UIIMPOBaHHAS
BHGKTpOHHaSI IIOAITNCH

Kakoe w3 TEpeyucieHHbIX CETEeBBIX | KOHLIEHTPATOP

YCTpOI/ICTB MOJXET BBIIIOJHATH q)YHKIII/II/I MapmpyTn3aT0p

MEXCETEBOI0 IKpaHa?

KOMMYTATOp 3 YpOBHS

pETpaHCIATOP

KOMMYTAaTOop

MEJIMaKOHBEPTEP

Cpenn IIEPEUYNCIICHHBIX MIYHKTOB
BBIOEpHUTE JCHCTBUSA, IS COBEPIICHUS
KOTOpBIX JIOJDKHA OBITh TMpelHa3HaueHa
nporpamma, YTOOBI CUUTATBCS
BPEIOHOCHOM  (COIJIACHO  OIpPENEICHUIO
BpPEIOHOCHOW TPOrpaMMbl U3 YTOJIOBHOTO
kojekca PD)

HECaHKI[MOHUPOBAHHOE PacIpOCTPaHEHNE
uHpOpMAIUU

BBIBOJI U3 CTposi KomrnoHeHToB YC

HECAHKIMOHMPOBAHHOE YHUYTOKEHHE
HH(pOpMaLUH

nouck ysizBumocteit B MIC

HelTpaJIu3anus CPeACTB 3aAHUThI
KOMIIBIOTepHOH MHGOPMaLIUK

K xakoil rpymnmne yrpo3 uH(GOpMaIMOHHON | IpPOrpaMMHBIE
0€301acHOCTH OTHOCHTCA | anmapariere
ne3nHpopmanus, COKpBITHE WIn
FICKa)KeHNEe MH(OPMAIHH HH(OpMAIHOHHBIE
CHUCTCMHBIC
BHEIIIHNE
OcoOplii  BHA ~ oTHOWEHMH — MexIy | MHpopmannoHHas BoiiHa
rocyJapcTBamMH, TIpU  KOTOpPOM  JUIst




Bonpoc

BapuaHntel oTBeTa

OTtBeT

pasperieHus CYIICCTBYIOIINX
MEXTOCYIapCTBEHHBIX IPOTUBOPEUHIA
UCTIOJNB3YIOT-CSI  METOJbI, CpEICTBA U
TEXHOJIOTHH CHJIOBOTO BO3ICHCTBHS Ha
MH(})OPMAITMOHHYO chepy ITHX
rOCy/1apCTB

Texunonorus mudpoBanus Bcen
nHpOpMaINH, Pa3MELICHHOHN Ha )KeCTKOM
JIMICKE JUIS 3alIUTHI OT YTEUKH JTaHHBIX,
paspabotanHas Komnanue Microsoft

BitLocker




st Tekyiero kourpoJast TK2:

[Iposepsiemass komnereHuus: OIIK-3.1 Pemaer crangapTHbele 3a1auu
npodeccuoHaIbHON NEATEIIbBHOCTH Ha  OCHOBE nH(GOPMALMOHHON 51
oudnunorpaduyeckoit KYJIbTYPBI Cc IIPUMEHECHUEM UH(OPMaLIMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI

Bonpoc BapuaHTtbl oTBeTa

AKTya.HBHOCTL u HCIIPOTHBOPCUYNBOCTL | HEJIOCTHOCTH

PIH(bOpMaI_[I/II/I, cC 3alIUIICHHOCTb OoT JIOCTYITHOCTb

paspymieHuss U4 HECAHKIMOHUPOBAHHOIO

H3MEHEHUS KOH(l)I/II[eHI_II/IaJ'II)HOCTB
HCOTKA3yCMOCTb
aICKBAaTHOCTb

CoOBOKYNHOCTh  YCJIOBUW WJIM JACUCTBUH, | yrpo3a 6e3omacHocTH HHGpOpMaU

CO3JIAIOIINX TOTCHIUAIBHYI WM pealbHO
CYIIECTBYIOIIYI0 ~ OMAcHOCTh  HapyIICHHS
0e301acHOCTH HH(POPMAITH

puck 6e30macHOCTH HHGOPMAITUH

YA3BUMOCTD 0e30macHOCTH I/IH(1)OpMaI_[I/II/I

aTaka Ha HH()OPMALIMOHHBIE PECYPCHI

YcranoBure COOTBETCTBHE
MTOHSATUSMHM U OIIPEICIICHUSMH:
1) npouenypa pacnosHaBaHuUa cybbekTa no
ero naeHTnduKaTopy

MEXIY

2) npoBepKka NOAJ/MHHOCTM cybbekTa ¢

AaHHbIM MAEHTUPUKATOPOM

3) npouenypa nNpeaocTaBNeHUA 3aKOHHOMY
cybbeKTy, ycnewHo npoweaLemy
naeHTndMKaumo n ayTeHTUPUKauULo,
COOTBETCTBYHOLLUX NMONIHOMOYUIA n
AOCTYMHbIX PECYPCOB CUCTEMDbI

aKTHBallys

BepUpUKaLIUS

ABTopu3zanus (3)

Nnentuduxamus (1)

AyTtenTudukanus (2)

BpenonocHasi mporpamma, HCHOJIB3YIOLIAS
JUIE  CO3/IaHUSl CBOMX KOMHWH Ha Jpyrux
KOMITBIOTEpPaX CETEBBIE PECYPCHI U CEPBUCHI,

ciydep

TPOSIHCKasl Tporpamma

pa3Mepa myTeM BBITTOJTHEHUS
Kpunrorpaduueckux nmpeodpazoBaHuit
BBIYUCIISIETCS T KECT (PUKCUPOBAHHOM
JUIMHBI, OZTHO3HAYHO COOTBETCTBYIOLIEE
HCXOJIHBIM JaHHBIM

Ha3bIBACTCS epsb

09K 10D

IKCIUIOHUT
MeTo KpUNTO3aIUThI, TPEICTABISIOIINAN XelnpoBaHue
co00l KOHTPOJIbHOE TTpeoOpa3oOBaHNe KPUIITOAHAIHS
nH(OpMAaIIUU: U3 JAaHHBIX HEOTPAHUYEHHOTO

creranorpagus

OJICKTPOHHAA IMOANHNCH

ayTeHTU(UKAIIH

Kakoit Bug MO 1omosIHSIET SKpaHUPYHOUIUH
MapuipyTu3atop  (QyHKIUSMH  KOHTPOJIS
BUPTYQJIbHBIX COCIUHCHHH W TPAHCISAIUN

SKPaHUPYIOLIWN [IUTH03

MaKETHBIN PUIBTP

ILTI03 CEAHCOBOT0 YPOBHS




Bomnpoc

BapuaHTtbl oTBeTa

BHyTpeHHux [P-anpecon?

HpHKHaﬂHOfI IJIFO3

SKPaHUPYIOUIUI MapILIpyTH3aTOP

BpenoHnocHast mporpamMma, peanu3yrolas
HECAaHKIIMOHUPOBAHHBIC JCHCTBUS,
HaIpaBJICHHbIC HA HApPYIICHHE OE30MaCHOCTH
HUC, 6e3 co3maHus COOCTBEHHBLIX KOIIUH,
Ha3bIBACTCS

BPEOHOCHON yTHIIMTOU

CCTEBBIM YEPBEM

09K10pOM

TPOSIHCKO MPOrpamMmoi

baynepom
K kakoii rpymnme yrpo3 WHGOPMALMOHHON | ammapaTHbIe
0e30macHOCTH OTHOCHTCS HE3aKOHHOC | (pyoron i o
KOIIMPOBAHKE JAHHBIX B MH(OPMAalM-OHHBIX
cucreMax BHCIITHHC
IIPOrpaMMHBIE
HH(pOpPMAIMOHHBIE

Mepsl 3ammThel HHOOPMAITUH, OTHOCSIITUECS
K OPTaHU3aIMOHHBIM MEPOIPUSTUSIM

(UIBTPBI, SKpaHBI HA aMIaparypy

YCTaHOBKA CPEACTB AHTUBUPYCHOW 3aILIUTHI

OJICKTPOHHBIC KIIFOYM Ha MUKPOCXEMaX

OrpaHuyeHue J0CTyNa JUIl B KOMIbIOTEPHbIE
noMenieHus

XpaHeHHe HOCUTeJIel U YCTPOMCTB B ceil(pe

[Tonp30Bartesb, 00IaIAOIIHI TPABOM YTCHHSI
KypHasia  O€30MaCHOCTH  ONEpaMOHHON
CHCTEMBI

ayIuTop




st Tekymero kourpoJasi TK3:

[Iposepsiemass komnereHuus: OIIK-3.2 VYyuTeiBaeT npu pemeHun 3aad
npo(hecCHOHANBPHOM JACSITENFHOCTH OCHOBHBIE TpEOOBAaHUA K HH(POPMAIIMOHHOM

0e30macHOCTU

Kacarommecs: TpeOOBaHHWA K ayJIuTy
coo0brTuii B OC

Bompoc BapuanTsl oTBeTa
Kakas QyHKIHS MEKCETEBOr0 SKpaHa | KOIIMPOBAHUE
MO3BOJISIET CKPBIBATH TOTIOJIOTHIO TPAHCJIALMS CETEBbIX a/IPeCOB
BHYTPEHHEH CETH OT BHEIITHUX UACHTUDUKAIUSL
0JIb30BaTEICH? aJIMUHUCTPUPOBAHUC
ayTeHTU(DUKAIUS
BreiOepure  BepHble  yTBepKAcHHUs, | Jl00aBIATH  3amucu B KypHaJl — ayaMTa  MOXKET

Oo1IepanroHHasd CUCTEMa U A AMUHUCTPATOP

PenaktupoBarh WIM YOAISTh OT/CIBbHBIC 3aIlCH B
JKypHaJIe ay/IuTa He MOXET HU OJMH CyOBEKT JIOCTYyIa,
kpome camoit OC

IIpocmaTpuBaTh :KypHaJd ayauTa MOIYT TOJBKO
N0JIb30BaTeH, 00J1aJaKIHe COOTBEeTCTBYIOLIEH
NpUBUJIerHen

OnepannoHHasl cUCTEMa HE JIOJDKHA IOJJIEP’KUBATH
BO3MOXKHOCTb COXPAaHEHHMsS JKypHala ayauTa Iepen
OUYHUCTKOH B Ipyrom (aiine

Ouumare  KypHaa  ayaura  MOIYT  TOJIBKO
M0J1b30BATEIH-Ay AUTOPBI

IIpouenypa npoBepkH NOUIMHHOCTH ayTeHTH(pUKaLus

BXOJISIIIIETO B CUCTEMY OOBEKTa

(mosip30BaTels, mpolecca Uin

YCTpOICTBa), IPEBSIBUBILIETO CBOU

UICHTH(PHUKATOP HA3bIBACTCA

Bribepute BepHbIE YTBEPKICHUS CummerpuyHoe  mm@poBaHME  MMEET  BBICOKYIO
CKOpOCTh MHU(POBAHUS, HO CII0KHO B pean3aliiu
CumMeTpuyHOe 1mHM(pPOBaHHE TNPUMEHHMO IS
mn¢poBaHus TaHHBIX NPOU3BOJIbHON JJIMHBI
[Tpu CUMMETPUYHOM nmmdpoBaHuU nepegava

CEKPETHOTO KIIF0Ya MOXET OBITh OCYIIECTBJICHA II0
001IeTOCTYITHBIM KaHAJIaM CBSI3H

[IpoGnema pacnpeneneHuss KIO4Yed UG POBAHUS
MEXIYy TMOJb30BaTeNIIMU MPUCYTCTBYET TOJBKO IS
ACHMMETPUYHOTO MU(POBAHUS

Pasnoxenne maTtpuipl goctyna Imo
CTPOKaM II03BOJIIET IIOJIYyYUTh

MaHJAaThbl BO3MOKHOCTEH

JTOMEHBI OE30ITaCHOCTH

MaHIAaThHl IOJTHOMOYUN

JIOMEHBI [IpaB JOCTYIA

CIIUCKH IIPaB JIOCTYTIa

IIporoxon SSL wucnome3yercss s
3amUThl  THGOPMAIIMOHHOTO OOMEHa
Ha

TPAHCIIOPTHOM YPOBHE

CeaHCOBOM YPOBHeE

CETEBOM YPOBHE




Bonpoc

BapuaHTtbl oTBeTa

MIPUKJIATHOM YPOBHE

VYKkaxute Bce CBOMCTBA CUTHATYPHOI'O
aHaJln3a, KOTOPbIE MOKHO OTHECTH K
€ro HeJloCTaTKaMm:

[IPU YCICIITHOM OIPEICIICHUH, JICUCHUE «3apakKCHHOT0Y»
00BEKTa YaCTO HEBO3MOXKHO

He MO03BOJIsieT 00HAPY:KMBATh HOBble BPEIOHOCHbIE
NMPOrpaMMblI

TpedyeT 3HAYNTEJbHBIX YCHJIHI 110 00HOBJIeHHUIO 0a3
CHUTHATYP

CKJIOHEH K  OoJbiiomy
BPEIOHOCHBIX IPOrpaMM

KOJINYECTBY  MPOITYCKOB

CKIOHEH K  OoJbIoMy
cpabaThIBaHHM

KOJIMYCCTBY JIOKHBIX

K KaKoHn rpyImnie yrpo3s
HH(pOpMAITMOHHOM 0€301acHOCTH
OTHOCHUTCSI TiepexBaT HMH(OpMAUUA B
JMHHSX CBSI3U

TEXHUYECKHE

anrnaparHble

IIPOrpaMMHBIE

¢dusnyeckue

nHGOPMAIIMOHHbBIE

Boibepute  Mepbl O 3amuTe
nH(popManuy, OTHOCSIITUECS K
TEXHUYECKUM

KJII0Y 1J1 6J'IOKI/IpOBKI/I KJIaBHaTypPbI

IJICKTPOHHBIC KJIIOYU HA MUKPOCXEMaX

HaPOJ'IBHHﬁ AOCTYII — 3a1laHUC TTOJITHOMOYHH
IIOJIB30BAaTCIIA

(GUIAbLTPHL, IKPAHBI HA ANNAPATYPY

yCTpoicTBa ayTeHTH(PUKALNU

[Ipu u3bupaTenbHOM pa3rpaHUYEHUN
JOCTyIa JAHHOE MOHATHE ONpeesieT
HaboOp 0OBEKTOB U TUIIOB ONepalui,
KOTOPBIE MOTYT MTPOU3BOAUTHCS HAJ|
KaKJbIM 00BEKTOM OIEepaliMOHHOM
CHUCTEMbI

MaTpuIia J0CTyTia

JIOMEH 0€30IaCHOCTH

OOMEH MOJHOMOYHUIA

MaTpuila MaHAAaTOB

JOMCH O0CTYyIIa




st Tekyero kourpoJsi TK4:

[IpoBepsiemass KOMIIETEHIUS:
poeCCHOHAIEHON  TeITeTbHOCTH
0€30MMacCHOCTH

OIIK-3.2 VYvyuThiBaeT MNpU pELIECHUU 3a7a4
OCHOBHBIE TpeOOBaHUA K HH(POPMAIIMOHHOM

Bonpoc

Bapl/laHTbI OTBE€Ta

Ha xakux ypoBusix moaenu OSI
(hOpMUPYIOTCSI BUPTYAJIbHBIE 3alTUIIICHHBIC
KaHaJIbl Nlepelayu JTaHHBIX ?

CeaHCOBBIN

KaHAJbHBIA

MPEICTaBICHUS

ceTeBoii

IIPUKJIATHOU

Metoa oOHapyKEHHUS BPETOHOCHBIX
POrpaMM, CyTh KOTOPOTO 3aKIF0YAETCs B
MOMCKE YYaCTKOB KOJIa UCIIOTHIEMOTO
00BEKTa, OTBEYAIOIINX 32 KOHKPETHBIE
BPEIOHOCHBIC JICHCTBUS, HA3bIBACTCS

KOMIIJICKCHBIM aHAaJIM30M

MCTOAOM TOYHOI'O ITIOMCKaA

OBPUCTUYCCKUM aHAIN30M

CUTHATYPHBIM aHAJIU30M

MCETOAOM OSMYJISINHUU KOJa

HasBanue aTaku Ha MIPOTOKOJIBI
ayTeHTU(UKAINU, B KOTOPOU IOIH30BATEIH
MBITAETCS BbIIATH ce0s 32 JPYroro ¢ melbio
MOJTYYEHHUsI TIOJIHOMOYHM M BO3MOXKHOCTH
JEUCTBUN OT JIMLIA IPYTOro MOJIb30BaTENs

Mackapazn

Wudopmanus B 31eKTpoHHOH (opme,
KOTOpasi IPUCOEAMHEHA K IPYTOil
uH(pOpMaINU B 3JIEKTPOHHOM (hopme nimu
MHBIM 00pa3oM CBsi3aHa C TaKOU
uHpopManuei u KoTopasi UCTIONb3YeTCsl A
OIIPEEIICHNUS JINIA, TTOIHCHIBAOIIETO
HMH(POPMAIHIO

cepTuduUKaT KJItoua NpOBEPKU IEKTPOHHON
MTOAIIACH

JICKTPOHHasA NOANUCH

KJIFOY DJIEKTPOHHOM MOAMUCH

KBaJTM(PHULIUPOBAHHBIN cepTUUKAT

KJIFOY TPOBCPKU 3JICKTp0HHOI71 oAU CHU

CumMeTpu4HOe M (pPOBaHME IPUMEHUMO LISt
mHGppoBaHusa JAHHBIX IPOU3BOJIbHOM AJTHHbBI

I[Ipu cummMerpuyHoM 1mHMQpPOBAaHUK TepeAaya
CEKPETHOTO KJIF0Ya MOXET OBITh OCYIIECTBIICHA
110 OOIIEAOCTYTHBIM KaHajaM CBSI3U

[Ipobnema pacnpeneneHus: Kiaro4el mudpoBaHus
MEXIYy IMOJIb30BaTEISIMA MPHUCYTCTBYET TOJIBKO
JUIsL aCHMMETPUYHOTO MU(POBAHUS

Bun snekTpoHHONM MOANMCH, MO3BOJSIONIUN

OpraHM30BaTh  IOPUIMYECKH  3HAYMMBIN
ANIEKTPOHHBIN JIOKyMEHTOO00pOT c
MAapTHEPCKUMHU  KOMIIAHUSAMH, OpraHaMu
roCyJJapCTBEHHOMN BJIACTH 5

BHEOIO/DKETHBIMH (POHIaMH

KBAJIN(PMUIHUPOBAHHAS 3JIEKTPOHHAS NOANMUCH

IIpOCTaA JJICKTPOHHAA MMOANNCH

HCKBaJ'II/I(pI/IL[I/IpOBaHHaSI OJICKTPOHHA IMMOANHNCH

paciImpeHHas dJIeKTPOHHAs TOJIIHCH

B3aumnas aytentudukaiiysi 00enx CTOpoH B
SSL BeInosnHsgETCSA MyTEM

oOmeHa OTKPBITBIMH KJIFOYaMH CHUMMETPHUYHOI'O
i poBaHUS

o0MeHa un¢poBbIMH ceprupuxkaramu
OTKPBITBHIX KJIIO4Yeil MoJib30BaTesieil (KJIMeHTa
]| cepBepa), 3aBepPeHHbIMU uudgposoi
NOANNCHI) CHENMATbHBIX CEPTHPUKANMOHHBIX
LEHTPOB




Bonpoc

BapuaHntel oTBeTa

00MEHa OTKPBITBIMU KIIFOYaMU aCCUMMETPUYHOTO
nmdpoBaHus

o0OMeHa clTy4yaifHO CreHepUPOBAHHBIMH MTAPOJISIMU

K kakoli rpy1mre yrpo3 OTHOCHTCS
BHEJIPEHUE «BUPYCOBY, AllIIapPATHBIX U
IIPOTPaMMHBIX 3aKJIaJJ0K

anmnapaTrHble

¢buznueckue

UH(POPMAaLIMOHHbIE

TEXHUYCCKHEC

NporpamMMHbIe

JIx000i1 371eMEHT ONEePalIMOHHON CUCTEMBI,
JOCTYI K KOTOPOMY I10JIb30BaTeeil u
JIPYTUX CyOBEKTOB JIOCTYIIA MOXKET OBbIThH
MIPOU3BOJILHO OTPAHUYEH (E€CIIH OTBET
COCTOMT U3 OOJIBIIIE YeM OJTHOTO CIIOBA,
HAITUIIUTE CJIOBA yepe3 mpoben)

00BeKT J0CTyIA

CyOBeKT, KOTOPOMY IIPUHAIICKUT OOBEKT
OIIEPALIMOHHON CUCTEMBI U KOTOPBIi HECeT
OTBETCTBEHHOCTH 32 KOH(PUJICHIIUAILHOCTh
coJiepkaiieiics B 00beKTe HHPOpMAIIHH, a
TaKXKe 3a I[eJIOCTHOCTh M IOCTYITHOCTh
o0beKTa

BJI1aJ1€J1€1

CpenctBo 3amurhl, uenonb3dyemoe B OC
Windows muist cHEKEHHSI prCKa YCTaHOBKU
BpenoHOoCHbIM 10 HexenarenbHOU
MIPOTPaMMBbI HJTH BHECEHHSI OTTACHBIX
W3MEHEHUHN B CUCTEMY.

Windows Filrewall

Action Center

Windows Filtering Platform

PowerShell

User Account Control

J1si IPOMEKYTOUHOM ATTECTALMM:

IIpumeps! 3aanmii:
1. MaHo:

- IOTyCTUMAasi BEPOSITHOCTH 110100pa mapoJist 3noymeinieHHukoM 0,0277972
- CKOPOCTb 110100pa MapoJis 30yMbIIUIEHHUKOM 493 naposieii(-51) B MUHYTY
- CpOK AercTBUs naposis 17 nueii(-s)

- MOIIHOCTH ajiaButa naposs 49 cumBoIIOB

Haiitu nynHy napossi, COOTBETCTBYIOIIYIO 3a/IaHHBIM YCIIOBHSIM.

2. [laHo:

- IOIyCTUMasi BEpOSTHOCTH IoA00pa nmapoJis 3noymbinuienarnkom 0,0000148
- CKOpPOCTh MOJ00pa Mapodisi 3JI0yMbIIUIeHHUKOM 493 maposnei(-yis,-1b) B

MUHYTY




- cpok aerctBus napoiia 1 Heaenb(-s1, -u)

- MOIIIHOCTH ajidaBuTa napoJs 49 CuMBOJIOB

Haitru:

- JUTMHY TIapOJIsi, COOTBETCTBYIONTYIO 3aJaHHBIM YCIIOBHSIM.

OTBET NOMKEH OBITH LIEJIBIM YHCIIOM.

3. lan 3ammdpoBaHHbIN TEKCT "OIIBYITHBUBTTI "

Kakoe xmroueBoe ClI0OBO OBUIO UCIIOJIB30BAHO, €CIM HWCXOMHBIA TEKCT
"ayTeHTUdUKaAIUA".

4. Amuca mepenana boOy otkperteiii kimtou (7,143). Bob6 orBetmn Amnmce
3amudpoBaHHBIM coobmerreM "135".

EBa nepexBatuiia cooOIIeHNE U TPOU3BETIa Ha HETO YCICIIHYIO aTaKy.

Hamumire B KkadecTBe OTBETa HMCXOaHOE cooOmieHnne boba (uncimo 0Oe3
KaBBIUEK).

5. bo6 nomyuni ot Anucel Tpu uncna: p = 19, g =5, A = 6. bob6 BbIOpan cBoi
3aKpBITHIN KITt04 b = 7 1 oTnpaBuil Ajuce OTKPBITHIN K04 B, a Takke paccuuran
obmuii cexpeTHblit Kitou K. Paccunraiite B u K.

OtBet 3anuinuTe 6€3 MpooOesioB YrciiaMu Yepes 3amsiTyto B popmare: B,K
6. PacipocTpaneHure BIMSHUS OJHOTO 3HAKA OTKPBITOTO TEKCTa HA MHOTO 3HAKOB
MUQPPTEKCTA, YTO TO3BOJISIET CKPBITH CTATUCTHYECKHUE CBOMCTBA OTKPBITOTO TEKCTa
Ha3bIBACTCA
7. - TIPEeAnojaraeT HCHOJIb30BaHUE TaKUX IIHPPYIOMIUX
npeoOpa3oBaHuid,  KOTOpPbIE  YCJOXKHSAIOT  BOCCTAHOBIICGHHWE  B3aUMOCBSI3H
CTATUCTUYECKUX CBOMCTB OTKPHITOTO U MU(POBAHHOTO TEKCTOB
8. IlposiBneHue 3aBUCHUMOCTH BCEX BBIXOAHBIX OMTOB MIMGPPOTEKCTa OT KaXKIOTO
BXOJHOTO OMTa OTKPBITOIO TEKCTA Ha3bIBACTCS ahdexTom
9. VcraHoBHTE COOTBETCTBHE MEXKAY THIAMH KPHINTOCHCTEM W  BHIAMHU
Kpunrorpaduueckux npeoOpa3oBaHHi

1) GeckiroueBbie a) XeIMpOBaHUE
2) OIHOKITIOYEBBIC b) cummerpuuHoe mmMppoBaHUe
3) IBYXKITFOUEBBIC C) acHMMETpUYHOE K POBAHKE

10. VYcraHoBUTE COOTBETCTBHE CTaHAApPTOB IMUGPOBaHUS U  KOJUYECTBA
UCIOJIb3YEMBIX B HUX PayHA0B HIH(PPOBAHUSL

1) AES128 a) 10 paynmos
2) AES192 b) 12 payHaos
3) AES256 C) 14 payHmoB
4) DES d) 16 paynmos
5) 3DES e) 24 paynna

f) 48 paynmos
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