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1. Heab, 32124y ¥ IVIAHUPYEMbIe Pe3yJIbTATHI 00yUeHHsI N0 AUCHUTIIMHE
(Llenw u 3a0auu oceéoenust oucyunaunvl, coomeememsyiowue yeau OIT)

Lenpto ocBoenust aucuuimuHbl « MHbopmaninonHas 6€30MacHOCThY SIBISIETCS
noJiydueHrue 0a30BBIX TEOPETUYECKUX TPEACTABICHUI O COBPEMEHHBIX METOJaX H
CpeICTBaxX 3alIUThl MH(POpPMAIMM U MPAKTUYECKHX HABBIKOB HMCIOJIB30BAHUS STUX
CPEICTB IPU pealM3alluy MPOTrPAMMHBIX U alMapaTHBIX CPEICTB WH(GOPMAIIMOHHBIX
CUCTEeM MaciTada mpeanpusITHs

3amauamMu AUCIUILIUHBI SBISIOTCS:

1. bopmupoBaHue 3HAHHM

- TEPMHUHOJOTUU B o0OjacT HMH(POPMAIMOHHOW O0€30MacHOCTH U 3alTUTHI
uH(popMaLu

- OCHOBHBIX HOPMATHBHBIX M MPABOBBIX aKTOB, PETIAMEHTUPYIOIIUX chepy
MH(}OpPMATMOHHOW 0€30MaCHOCTH U 3alUThl HH(OpPMAIUU

- IPUHIIMIIOB OPTaHU3AIINHY 3alIUTH HH(pOpPMAIK Ha IPEPUATHSIX;

- ME€p U CPEJICTB 3aIUTHI HHOOPMAITUH

2. hopMupoBaHE YMEHUM

- BBIABJIATH OCHOBHBIE BHJBI yIpo3 U YA3BUMOCTEH 0€30MacHOCTU
uH(pOpMAIINY;

- paspabarbiBaTh HOPMATHUBHO-TEXHUYECKYI0 JOKYMEHTAIMI0 C Y4Y€TOM
TpeOOBAHMII HOPMATHUBHBIX W TMPABOBBIX AKTOB B 001acTM HMHPOPMALUOHHON
0€30MacHOCTH U 3aIUThl HHPOPMALIUH

- kpunrorpadguyeckue  METOAbl  O0ecrne4yeHus:  LEJIOCTHOCTH |
KOH(PHUACHIINATILHOCTH HH(pOPMAITUN

3. hopMupoBaHUE BIAJICHUS:

- HaBbIKAMU TPUMEHEHMs]  MPOTpaMMHO-AIIApaTHBIX  CPEACTB  JUIS
obecrnieueHUss HHPOPMAITMOHHON 6€30ITaCHOCTH

- HaBbIKaMU MPOTPaMMHOMN peain3alii KpUITorpapuueckux alropuTMOB

KomMriereHun u "HAUKATOPHI, HOPMHUPYEMBIE Y O0YHAFOIITIXCS:

Kox 1 HaumMeHOBaHME KOMIIETEHIINA Kon n HaumeHoBaHnEe MHAMKATOpa
OIIK-3 CniocobeH moOHUMAaTh MPUHIIMITBI OIIK-3.2 CriocobeH mpuMeHSTh COBPEMEHHEBIC
paboThI COBpEeMEHHBIX MHPOPMALIMOHHBIX | HH(OPMAIIMOHHbBIE TEXHOJIOTHH MPU PEIICHUH
TEXHOJIOTUH M UCIIOJIb30BaTh UX JUIS 3aja4 rnpodeccruoHalbHOM 1eATeNbHOCTH
peleHus 3a1a4 npopeccuoHaIbHON
NESTENIbHOCTH;

2. Mecto nucunminHbl B cTpykrype OIl

[IpeamecTByomume AUCHUIUIMHBL (MOaynu), npaktuku, HUP, np.: Beicmias
matemaTtuka, @Pusuka, HHPopManmoOHHbIE TEXHOJOIMHM, AJNrOpUTMHU3ALUA U
IIPOrpaMMUPOBAHUE

[Tocnenyronye quCHUIIIMHGBL (MoayJn), npaktuku, HUP, np. Beimonnenue u
3alUTa BBITYCKHONU KBATM(PUKAIIMOHHON paOOThI



3. CTpyKTYypa u coep:KaHue THUCHUILIMHBI
3.1. CTpyKTypa AMCUUILIUHBI
st ouHol popMbl 00ydIEeHHS

Buz yueOHOM paboThI Bcero | Bceero |Cemectp(ni)
3E 4acoB 3
OBIIAA TPYJOEMKOCTDH ANCIHUITJIMHBI 3 108 108
KOHTAKTHAS PABOTA* - 72 72
AYJIUTOPHAS PABOTA - 68 68
Jlexkyu - 34 34
[IpakTHdeckue (CEeMHHAPCKUE) 3aHATHS - 0 0
JlaGopatopHbie pabOThI - 34 34
CAMOCTOATEJIbBHASA PABOTA OBYUHAIOIIEI'OCA - 40 40
[IpopaboTka yueOHOTO MaTepHaia - 4 4
KypcoBoii mpoekt - 0 0
Kypcogas pabota - 0 0
[ToarotroBka K MpOMEXYTOUHOM aTTECTAIH - 0 0
[TpoMexyTodHast aTTECTAIIUS: 3
Jl1st 3a0uHOM (hopMBbI OOyUEHUs
Bun yueOHol paboThl Bcero | Bcero |Cemectp(sl)
3E 4acoB 3

OBLLAS TPYJJOEMKOCTb JIMCLIMTIIMHBI 3 108 108
KOHTAKTHASI PABOTA* - 25 25
AVJIMTOPHAA PABOTA - 18 18
Jlexumn - 10 10
[IpakTuueckue (CEeMUHAPCKUE) 3aHATHS - 0 0
JlabopaTopHbie pabOTHI - 8 8
CAMOCTOSTEJIbHA Sl PABOTA OBYYAIOILIECOCS ] 86 86
[TpopaboTka yueOHOTO MaTepuana - 7 7
Kontposnbnas pabota 18 18
KypcoBoii mpoext - 0 0
Kypcogas pabota - 0 0
[ToaroToBKa K MPOMEKYTOUHOM aTTECTAINH - 0 0
[TpomexxyToUHast aTTeCTaIIHSA: 3




3.2. Conepxanue IMCUMILUIMHBI, CTPYKTYPUPOBAaHHOe 10 pa3jejaM H
BHUaM 3aHATHH

Pasznennl Pacnpenenenue ®opmbl u | MHAEKCHI HHAMKATOPOB
JUCLIUIIIAHBI 2 TPYJIOEMKOCTH BUJI (hopMHUpyeMBIX
g 10 BHJIaM y4eOHOU PabOTHI | KkoHTpOIIS KOMIIETEHIIHiA
o 9 ; ©
3| B BB
Paznen 1 14 4 4 0 6 TK1 OIIK-3.3
Paznen 2 8 2 4 0 4 TK1 OIIK-3.3, OIIK-3.Y
Paznen 3 18 4 8 0 6 TK2 OIIK-3.V, OIIK-3.B
Paznen 4 14 4 4 0 6 TK3 OIIK-3.3, OIIK-3.Y
Pasznen 5 14 4 4 0 6 TK3 OIIK-3.3, OIIK-3.Y
Paznen 6 12 4 2 0 6 TK3 OIIK-3.3
Pasnen 7 18 4 8 0 6 TK4 OIIK-3.3, OIIK-3.Y
3auer 0 0 0 0 0 OM OIIK-3.3, OIIK-3.Y
HToro 3a 3 cemecTp 108 34 34 0 40
HUTOI'O 108 34 34 0 40

3.3. Conep:kanue TUCIHUNIHHBI
Pazgen 1. OcHOBHBIE OHATHS U HOPMATUBHO-TIpaBOBasg 0a3za MHPOPMALIMOHHON
0€30I1aCHOCTH
Tewma 1.1. OcHOBHBIE TOHATUSA UH(DOPMAITMOHHON O€30MMACHOCTH
Tewma 1.2. T'ocynapcTBeHHas MOJUTUKA B 00JaCTH HHGOPMAIIMOHHON 6€30MacHOCTH
Tema 1.3. Knaccudukamms wuHpOpManmu, AOCTYmH K KOTOPOM OTpaHHYEH
dbenepanbHbIMU 3aKOHaMHU PO
Tema 1.4. Mopenb yrpo3 0€30macHOCTH HHPOPMALIUU TPEATIPUSATHS

Paznen 2. Ynpasnenne naopmMaimoHHOU 0€301MacCHOCTHIO

Tema 2.1. MexnyHapoHble U POCCUNCKHE CTaHAApTHl B chepe MHGOPMAIIMOHHON
0€3011acCHOCTH

Tewma 2.2. [Tonutrka nHPOPMAMOHHOM 6€30MaCHOCTH

Tema 2.3. MeHeXKMEHT PUCKOB UH(OPMAIIMOHHON 0€30MaCHOCTU TIPETPUSITHS

Paznen 3. Mepsl u cpeacTBa 3amuThl uHPopManuu. Kpunrorpaduueckue cpeacTsa
samuthl nHGopmarmu (KC3N)

Tewma 3.1. CummeTpudHbIe KpUNTOCUCTEMBI MM(ppoBanus. CTaHmapThl MUGPOBAHUS
DES, 3DES, AES, I'OCT 28147-89.

Tewma 3.2. Creranorpaduueckue METOIbI 3aIUTH HH(POpMAITUN

Tewma 3.3 AcumMeTpUYHBIE KPUTITOCUCTEMBI TUGPOBAHUS

Tewma 3.4 3amura uHbOpPMAITUHN B JJIEKTPOHHBIX JOKYMEHTaX MyTeM MU POBAHUS U
(hopMHUpPOBaHUS PIEKTPOHHON MOANKUCH

Tema 3.5 Ynpasnenne kpunrokiouamu. Madpactpykrypa oTKpsIThIX Kiarouer (PKI)

Paznen 4. Unentudukanus, ayreHTU(GUKAIUSA U YIPABICHUE JOCTYIIOM
Tema 4.1 Texnonoruu ayreHTUGUKAIIAN




Tema 4.2 Kpuntorpadudeckre NpOTOKONIBI ayTeHTHPHUKAIMU. buomerpuueckas
ayTeHTU(UKAIHS
Tema 4.3 Mogenu pa3rpaHHueHHs JOCTYTIA

Paznen 5. ObGecneuenue 6e3onacHOCTH HH(POPMAITUY B ONIEPAIIMOHHBIX CHCTEMAax
Tema 5.1 OGecneuenne Ge3onmacHOCTH MH(OpPMALMKM B OMEPALMOHHBIX CHCTEMax
cemerictBa Windows/Linux

Tema 5.2 ABTOMaTH3MPOBAaHHOE OOHApPYKEHHUE YSI3BUMOCTEH MPOTPaAaMMHOTO
obOecrieueHrss Ha paboYMX CTAHIMSAX IIOJ YIPABICHHUEM OIEPAIMOHHBIX CHCTEM
cemerictBa Microsoft Windows

Tema 5.3 JlokanbHbIe U TpynmoBsie moutuku 6ezonacaoctu OC Microsoft Windows

Paznen 6. CpencrBa antuBupycHoii 3anmtsl (CAB3)

Tema 6.1 Knaccudukaiusi BpeJOHOCHBIX MTPOrpamMm

Tewma 6.2 CpencTBa aHTUBUPYCHOM 3aIIMTHI HH(DOpMAITUU

Tema 6.3 CpaBHUTEIBHBIN aHAIU3 CPEJCTB AHTUBUPYCHOM 3alUTHI MHGOPMAIINH C
UCIIOJIb30BAaHUEM PE3YJIbTATOB HE3aBUCUMBIX TECTOB

Pazpnen 7. Obecnieuenne 6€30MacHOCTH HHPOPMALIUK B KOMITBIOTEPHBIX CETAX

Tema 7.1 Knaccudukanus yrpo3 Oe3zonmacHOCTH HUH(OpMaIMK W aTaKk B
KOMIIBIOTEPHBIX CETSAX COTrJIacHO ypoBHAM Mojenu OSI

Tema 7.2 TexHonorus BUpTyainbHbIX JoKaabHBIX ceTell (VLAN)

Tema 7.3 TexHOIOrUM MEKCETEBOTO SKPAHUPOBAHUS

Tema 7.4 TexHonoruu BUpTyanbHbIX YacTHBIX ceteit (VPN)

Tema 7.5 N3ydeHue cpeacTB MHCTPYMEHTAJIBHOTO aHaiu3a 3anuiieHHoctu UT-

UHQGPACTPYKTYPHI

3.4. TemaTHYeCKHUil MJIAH MPAKTHYECKUX 3aHATHIA
JlanHblii BUA pabOThl HE PELyCMOTPEH YU€OHBIM IUIaHOM

3.5. TemaTuyeckuii nJjiaH Ja6opaTopHbIX padoT

1. PazpaboTka Mojenu yrpo3 6€30macHOCTA HHGOPMAITUH IPEATPUSTHS

2. AHanu3 pUCKOB MH(POPMALIMOHHOMN 0€30MaCHOCTH MPEANPUATHS

3. MonoaindasutHsie u nonuaidaBuTHbie MUGPHL. YaCTOTHBIA KPUNTOAHATH3

4. TlporpamMMHasi peanu3aiys KJIACCHYECKUX alTOPUTMOB MU(DPOBAHUS U UX
KPHUMTOAHATN3a

5. 3ammTa nHPOpPMAIMU B AJICKTPOHHBIX JOKyMEHTaX MyTeM IUGPOBaHUS U
(dbopMHUpOBaHUS PJICKTPOHHON TTOMHICH

6. [TaponbHast ayTeHTHPUKAITHS.

/. AIMUHUCTPUPOBAHKE TOJIH30BATEIICH U MPABIII Pa3rPaHUUCHUS JOCTYIIA B
OC Astra Linux.pdf

8. U3yuenne TexHOJOTHI BHUpPTyanbHbIX JOKanbHBIX cereir (VLAN) ¢
NOMOIIBIO porpaMMbl MosienupoBanus cereit Cisco Packet Tracer

9. 3yueHne TEXHOJIOTM MEXKCETEBOTO HKPAaHUPOBAHUS C  IOMOIIBIO
nporpaMmbl MoieupoBanus cereit Cisco Packet Tracer

3.6. KypcoBoii npoekT /KypcoBasi paboTa



JlanHbIil BUA paboOThI HE TPENYCMOTPEH YU€OHBIM MJIAHOM

4. OueHnBaHue pe3yJbTATOB 00yYeHUsI

OrneHnBaHWe pe3yJabTATOB OOYYCHHS IO MHUCIHIUIMHE OCYIIECTBISICTCS B
pamMKax TEKyIIero KOHTPOJS M MPOMEXKYTOUYHOH aTTeCTallMH, MPOBOJUMBIX TIO
oaimpHO-perTuHroBoii cucreme (bPC).

[Ikana oreHKH pe3yabTaToB 00YYEeHHUS IO JUCITUTUINHE:

VYpoBeHb c(hopMUPOBAaHHOCTU
WHAUKATOpa KOMIIETCHLIUH
. . Hwxe .
Bricokuii Cpennuii Hwuzkuii
3ariaHu- cpeanero
Kon POBAHHBIC ot 85 10 100| ot 70 10 84 | o1 55 10 69 | 0T 0 10 54
WHIUKATOPa PE3YyIIbTATHI
KOMIIETEHIUH | OOYYEHUs O Ilxana oueHnBanys
HEY/0B-
JTUCLUIINHE Y IOBIICT- VI
OTJIIMYHO XOpOLIO JIETBOPU-
BOPUTEIILHO
TCIIBHO
3a4TECHO HE 324TCHO
3HATh:
OCHOBHBIE BH/IBI
yrpos
0e301acHOCTH
uHpOpMaIuy,
SI3BUMOCTEN
Y YpoBeHb Munuman | YpoBeHb
UHQOPMAIIMOHH | YPOBEHb . .
. 3HAHUKA B | BHO 3HAHHUH
BIX CHCTEM, a | 3HaHUH B
o0beme, JOIYCTUM | HIXKe
TaKke Mepel M | 00BbEME, .
Kox COOTBETCT | bIi MHHHMAI
CpencTBa COOTBETCT
KOMIIe- . ByI0 ILIEM | YPOBEHb BHBIX
NPOTUBOJCHCTB | BYIO ILEM .
TEHLUU IIPOrpaMM | 3HaHMWI, TpeGoBaH
Wsl  arakaM Ha | Iporpamm o
€, HMEET | UMeeT uif,
UHPOPMAIIMOHH | €
MECTO MECTO UMEIOT
BI€ PECYPCHI IPU | TIOATOTOBK
HECKOJIBKO | MHOTO MECTO
MPOCKTHPOBAHM | 1, Oes HErpyObIX | HErpyOBIX ObIe
OIIK-3.2 U, pa3paboTKe U | OIHOOK Py Py Py
ook OLIMOOK OLIMOKHU
BHEJIPEHUU
MIPOrPaMMHOTO
o0ecrieueHus
UH(POPMAIIMOHH
BIX CHCTEM
YMETh:
paspabatbiBath | [Iponemon | ITponemon | Ilponemon | Ipu
MIPOEKTHO- CTpH CTpH cTpu peleHnn
TEXHUUYECKYIO POBaHbI POBaHbI POBaHbI CTaH/apT
JOKYMEHTALUIO | BCE BCE OCHOBHBIE | HBIX
UL OCHOBHBIC | OCHOBHBIE | YMEHHUS, 3a71ay  He
MHQOPMAIIMOHH | YMEHHH, YMEHMUS, pELIEHBI POJIEMOH
BIX CHCTEM C | pelleHbI pEILICHBI TUIIOBBIC | CTPHUP
Y4ETOM BCE BCE 3a7a4d  C | OBaHbI
TpeOoBaHU OCHOBHBIE | OCHOBHBIC | HETPYOBIM | OCHOBHBIC




TEKYILETo 3a7a91 € | 337a9M C | U yMEHHS,
3aKOHOJATEbCT | OTACIbHBI | HETpyObIM | OHIMOKAMH | UMEIOT
Ba, MU " , MECTO
HOpPMAaTHUBHO- HECYyIIECT | OMMOKaMH | BHIIIOJHEH | IpyOble
IPaBOBBIX BEHH BIMH | , BI BCE | OLIMOKH
aKTOB, Helo4yera | BHIIIOJMHEH | 3a7aHus,
CTaHIApTOB U | MH, BI BCE | HO HE B
BETYIIINX BBINIOJIHEH | 33JaHHS B | [TOJHOM
HPaKTHK B | B BCE | MIOJHOM o0beme
obactu 3a7aHus B | o0ObeMe,
UH()OPMAIIMOHH | MTOJHOM HO
oi o0bemMe HEKOTOPBI
0e30macHOCTH e c
HeJ04eTa
MH
BJIAJICTh:
HaBBIKAMH
IIpu
PUMEHEHUS [Tponemon | Mmeercst
IIPOrPaMMHO- IIponemon | crpu MUHHMAaJb E:;]:Ie;zz
anmaparHbIX cTpu POBaHBI HBII
cpencTB JUIsL | POBaHBI 0azoBbie Habop Z;’;;q He
aHanm3a HaBBIKU HaBBIKH HaBBIKOB
POJEMOH
3aIIMIIEHHOCTH | TIpH npu TSI
UHQOPMAIIMOHH | PEIIEHUM | PEIIEHUM | PEIICHHS (C)]TSI; EE .
BIX CHCTEM /Ui | HECTAHNAP | CTAHNAPTH | CTAHMAPTH | o
BBIPAOOTKH Mep | THBIX BIX 33/14 C | BIX 3314 C
MPOTHBOJCHUCTB | 3a1a4 0€3 | HEKOTOpbl | HEKOTOPBI HaBDIK,
Usl  W3BECTHBIM | OIIMOOK U | MU MH ﬁ::;?f
yrpo3am HEJIOYEeTOB | Helo4yera | Hemoyera rpy6bie
0e30macHOCTH MU MH
uHpopManuu ommbiH
OueHouHble Marepuanbl JJs MNPOBEACHUS  TEKYILIETO0 KOHTPOJA U

MIPOMEKYTOUHOM aTTecTauuu mnpuBenaeHsl B Ilpunoxenun k paboueil mporpamme
JVCLUTIIINHBI.

[TonHBIN KOMIUIEKT 3aJlaHUil U MaTepuagoB, HEOOXOIUMBIX ISl OLICHUBAHMS
pe3yabTaTOB 00yUEHHU M0 AUCLMIUIUHE, XpaHUTCS HA Kadeape pa3padoTuuKa.

5. YueOHO-MeTOAMUYECKOE M HH(POPMAIIMOHHOE o0ecneyeHre TUCUMILTUHbI
5.1. YueOHO-MeTOAUYECKOE O0ecTieyeHne

(OcHOBHAS JTUTEPATYDA

1. JIntBunenko, B. 1., OcHoBBI HHPOpMAITMOHHONW 0€30MaCHOCTH | yueOHOE ocoOue
/ B. W. JIutBunenko, E. C. Ko3znoB. — Mocksa : KnoPyc, 2022. — 199 c. — ISBN
978-5-406-09438-9. — URL.: https://book.ru/book/943111. — TekcT : 3JeKTPOHHBIH.
2. Hectepos, C. A. OcHOBBI HHPOPMAITMOHHOM 0€30MacHOCTH : yuyeObHoe nmocodue /
C. A. HectepoB. — 5-e uzn., crep. — Cankrt-IletepOypr : Jlanp, 2022. — 324 c. —



ISBN 978-5-8114-4067-2. — Tekcr : anexTponHslii // JlaHb : 371€KTPOHHO-
oubmuoteunas cucrema. — URL: https://e.lanbook.com/book/206279.

3. Menbnaukos, B. I1., Madopmanmonnas 6e3onacHocTh : yueoHuk / B. I1.
Menbsaukos, A. U. Kynpusnos, T. }O. BacunseBa. — Mocksa : KnoPyc, 2023. —
371 c.— ISBN 978-5-406-11960-0. — URL.: https://book.ru/book/950148. —
TeKCT: BJIEKTPOHHBIM.

4. ITpoxopora, O. B. MadopmarimonHas 6e30macHoOCTb U 3anuTa uapopmanuu / O.
B. IIpoxopoBa. — 5-e u3n., crep. — Cankt-IlerepOypr : Jlanp, 2023. — 124 ¢c. —
ISBN 978-5-507-46010-6. — Texct : anmekTpoHHbIH // JIaHb : 37EKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/2930009.

JlonoJIHUTENbHAS JUTEPATYpa

1. Huxomnaes, H. C., YnpaBnenue nHhopmManmoHHON 0€30MacHOCThIO : yueOHuk / H.
C. HukonaeB. — Mocksa : KaoPyc, 2021. — 188 ¢. — ISBN 978-5-406-07325-4. —
URL.: https://book.ru/book/939841. — TekcT : 37eKTPOHHBIH.

2. Bantomuna, A. B. OcHOBBI HH(MOPMAIITMOHHON O€30MaCHOCTH : Y4eOHO-
MeToandeckoe nmocodue / A. B. Banrommuna, C. 0. Pei6akos. — Mocksa : MTYCH,
2022. — 22 ¢. — TexkcT : 3nekTpoHHbIN // JIaHb : AIeKTPOHHO-OMOIHOTEUHAS
cucrema. — URL.: https://e.lanbook.com/book/333701. — Pexum mocryma: ass
aBTOPU3. MOJIB30BATENEH.

3. bapanoga, E. K., Kpuntorpadpuueckrne MeTo 11 3auThl HHGOPMAIIUH.
JlaGoparopHsiii mpakTukyM + ellpunokenue . yueonoe nmocobue / E. K. Bapanosa, A.
B. bab6am. — Mocksa : KnoPyc, 2022. — 205 ¢. — ISBN 978-5-406-08831-9. —
URL: https://book.ru/book/941742. — TekcT : 31€KTPOHHBIH.

4. Kpaxosckuii, FO. M. MeTtosbl 3amuTel HHGOpMaIuu : yueOHoe mocodue /it By30B
/ FO. M. KpakoBckuit. — 3-€ uzj., nepepad. — Cankr-IletepOypr : Jlansb, 2021. —
236 c. — ISBN 978-5-8114-5632-1. — TexkcT : anekTpoHHbIH // JIaHb : 3JIeKTpOHHO-
ouommoreunas cuctema. — URL: https://e.lanbook.com/book/156401. (0obasnrerno)

5.2. UudopmanmonHoe odecneyenmne
5.2.1 DneKTpOHHBIE U UHTEPHET-PECYPCHI

li\i HanmenoBaHue SIIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccbuika

1 [CnpaBouHo-mipaBoBast cuctema  "KoncyneranT |http://www.consultant.ru/

2 |CrpaBovHo-mipaBoBas cucrema "['apant" http://www.garant.ru/

3 |bank maHHBIX yrpo3 0€30MacHOCTH HHPOPMAITHH https://bdu.fstec.ru/

4 Meroauka OLICHKH yrpo3 6e3omacuoctu |https://fstec.ru/files/495/---5--2021-
uHpopmarmn /891/---5--2021-.pdf

5 15027000 . HckyccTso YHpaBIICHHIA http://www.is027000.ru/standarty
nH(}pOpMaITMOHHOM 0€30MaCHOCTHIO



https://e.lanbook.com/book/293009
https://e.lanbook.com/book/156401
http://www.consultant.ru/
http://www.garant.ru/
http://www.iso27000.ru/standarty

VYueOubiii kypc Ha mnoptaie HOY "MHTYUT"
Crangapthl nH(OOPMAIMOHHON 6€30MaCHOCTH

-|https://www.intuit.ru/studies/cours

es/30/30/info

Yuebnsiii kypc Ha moptasie HOY "UHTYUT" -
Uudopmannonnas  0e30macHOCTb.  TeXHOJOTHH

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/419

YueOubiii kypc Ha nopraie HOY "UHTYUT"
WNudopmarmonnass  OezomacHOCTh.  TexHomoruu

-|https://www.intuit.ru/studies/profe

ssional_retraining/952/courses/387 /info

Anti-Malware Testing Standards Organization

https://www.amtso.org/

10

AV-TEST - The Independent IT-Security Institute

https://www.av-test.org/en/

11

AV-Comparatives - Independent Tests of Anti-Virus
Software

https://www.av-comparatives.org/

12

Wireshark — nporpamMma-ananu3zarop Tpaduka Juis
KOMITBIOTEPHBIX cereii Ethernet

https://www.wireshark.org/

13

CnpaBounoe pykoBoacTB0 NMap Ha pyccKOM sI3bIKE

https://nmap.org/man/ru/index.htm |

14

OpenVAS Russia. Pycckosi3biuHOoe — COOOIIECTBO
MOJIb30BaTesIeH ckanepa ys3pumocteit OpenVAS

https://openvas.ru/

15

Cisco Networking Academy

https://www.netacad.com/

16

Cisco Networking Academy - mapupyTuzauus u
KOMMY TaIiusI

http://ccna.mpei.ac.ru/RoutingAnd
Switching/

5.2.2. IIpodeccroHanbHbIe 0a3bl JAHHBIX

No HanmenoBanue Asbec PeskiM T0CTVILA
/n| npodeccuoHaIbHBIX 0a3 JaHHBIX P HOCTY
1 |Poccwiickas HarmoHasbHast [http://nlr.ru/ http://nlr.ru/
Hayunas snextpoHHas OuOaMoTeka T ali Jal;
2 eLIBRARY RU http://elibrary.ru http://elibrary.ru
5.2.3._ UndopmaImoHHO-CIIPaBOYHbIE CUCTEMBI
Ne | HaumenoBanue nH(popmaioHHo- Anpec PesxiM siocTyTa
/1 CIPABOYHBIX CUCTEM
1 |UCC «Konekc» / «Texakcnept» http://app.kgeu.local/Home/Ap ps http://app kgeu.lo
P 1P KIS cal/Home/Apps
2 |«T"apaHT» http://www.garant.ru/ ? ter/://www.garan
3 |«KoHCYIbTaHT TUTFOCY http://www.consultant.ru/ p://www. consu
Itant.ru/
5.24. JIMIIEH3WOHHOE€ W CBOOOJHO  PacIpOCTPaHIEMOE MPOrpaMMHOE

obecrneyeHne JUCIIUIUINHBI

Ne
/1

HaunmenoBanue Crnoco0 pacnipocTpaHeHust | PeKBU3UTHI TOATBEPKIAIOLINX
MIPOrpaMMHOTO oOecTieueHus | (JIMIIEH3MOHHOE/CBOOOTHO) JIOKYMEHTOB
Enavaen Chrome CHE)TeMa TOHCKA hins: I vww.google.com
paysep MHGOPMALHK B CET fintl/ru/chrome/
WHTEPHET (BKITIOUAsT



http://www.intuit.ru/studies/cours
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.amtso.org/
http://www.av-test.org/en/
http://www.av-comparatives.org/
http://www.wireshark.org/
http://www.netacad.com/
http://ccna.mpei.ac.ru/RoutingAnd
http://nlr.ru/
http://nlr.ru/
http://elibrary.ru/
http://elibrary.ru/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/
http://www.garant.ru/
http://www.consultant.ru/
http://www.google.com/

2 |bpay3sep Firefox

CBoOoHEI BeO-Opay3ep

https://www.mozilla.org/
ru/firefox/new/

3 |OpenOffice

[Taket

npwIoKeHUH.OQHUM U3 NEPBBIX
CTaJl IONJCPKUBAaTh  HOBBIN

OTKPBITHIM (bopmar| oo /download/index.h tml
OpenDocument.  OdurmansHO
MOJIICPIKUBACTCS Ha

miaTdopmax Linux

O(pHUCHBIX

https://www.openoffice.

4 |Adobe Acrobat

[Taket nporpamm

https://get.adobe.com/ru/
reader/

Oro coBpemennoe mporpammuoe |https://download.moodle

5 |LMS Moodle obecrnieueHue .org/releases/latest/
6 |\yindows /|Homb3osarencra Ne2011.25486 ot 28.11.2011
podeccuonanbhas (Pro) OIEepaLlMOHHAs CUCTEMA
6. MaTepI/IaJIbHO'TeXHI/I‘IeCKOG ob0ecrneueHue AUCHUITIMHBI
HanmenoBanue HaumenoBanue yueOHoOI [lepeuenp HE0OX0IMMOT0 0O0OPYIOBAHUS U
BUJa y4eOHOM ayJUTOPHH, TEXHUYECKUX CPEJICTB 00yUeHUs
paboThI CHeLUaTU3UPOBAHHOM
naboparopuu
Jlexuyn VYyeOHas aynuropus J1s CneunanusupoBaHHass ~ ydyeOHass  MeOelb,
IIPOBEICHUS 3aHATUH TEXHUYECKHUE CpelICTBAa OOydeHUs, Cily’Kallue
JEKIIMOHHOTO THIIA JUIE  TIpeJCTaBIeHUsT ydeOHOW wuH(popManmu
Oonpmiod  ayauTtopuu  (MyJIbTUMEAMHHBIN
MIPOEKTOP, KOMIbIOTEp (HOYTOYK), 3KpaH),
JIEMOHCTpAIlMOHHOEe 000pyAOBaHUE, Y4eOHO-
HaTrIsIHbIE TOCOOHS
JlaGoparopubie | YueOHas maboparopus Crennaan3upoBaHHOE naboparopHoe
paboThI IPOrpaMMHOM MH)KEHEPHH, obopyznoBaHue Mo npoduto Jgaboparopuu
ayn. B-608 MIPOTPaMMHOI WH)KCHEPUH,

crienuanu3upoBanHas ydeOHas mebenp Ha 50
NOCaJOYHbIX ~ MecT, 24 KOMIIbloTepa ¢
BO3MOXKHOCTBIO ~ BBIXOJa B VIHTepHET W

o0ecrieyeHuEeM JocTyna B OHNOC,
TEXHHYECKHE cpencTBa oOy4JeHus
(MyJIbTUME TUHHBIN MIPOEKTOP,
MYJIbTUMETUITHAS JIOCKa, MOHOOJIOK),

HEOOXOUMOE  JIMIIEH3UOHHOE MPOrpaMMHOE
oOecrieyeHue

KommnsrorepHsiii kiace,
ayn. B-610

Crenman3upoBanHast ydeOHas mMeOenp Ha 42
MOCaJIOYHBIX  MecTa, 17 KOMIIBIOTEPOB ¢
BO3MOXKHOCTBIO  BbIxoja B UMHTepHer wu

oOecrieyeHuEM JocTyna B OHNOC,
TEXHUYECKUE CpencTBa o0yueHUs
(MyJIBTUMEIMMHBI  TPOEKTOp, DKpaH I
MIPOEKTOPA, MOHOOJIOK), HEOOXO0MMOe
JUIIEH3UOHHOE MPOrpaMMHOE obecrieueHue
VYuebnas nadopatopust Criennaan3npoBaHHOE naboparopHoe

MH(})OPMAITMOHHOM
0e30MacHOCTH,

obopynoBanue 1o mnpodwIo J1abopaTopun
“H(})OPMAITMOHHOM 0€301MacHOCTH,



http://www.mozilla.org/

ayn. B-615

CrielMaau3upoBaHHas ydeOHas meOenb Ha 35
MIOCAJI0OYHBIX MeECT, 15 KOMIIBIOTEPOB ¢
BO3MOXXHOCThIO  BbIXOJIa B MHTepHET W

obecrnieueHreM JocTyna B BUOC,
TEXHUYCCKHE cpencTBa oOy4JeHus
(MyJIbTUMETUHHBIN IIPOEKTOP,
MYJIbTUMEANIHAS JIOCKa, MOHOOJIOK),

HE0OXOUMOE JIMIIEH3MOHHOE MPOrPaMMHOE
oOecrieyeHue

KomnbrorepHsiii kiacc,
ayn. B-617

Cnenumanu3upoBaHHas ydeOHass mMeOenb Ha 24
MocajouHbIX Mecta, 21  kommblOTep C
BO3MOXKHOCTbIO BbIxoJa B HHTepHer wu
obecrieueHreM JIOCTyTIa B SUOC,
HEOOXOJMMOE JIMIICH3MOHHOE MPOrPaMMHOE
o0ecrieueHue

KommnsrorepHslii kiacce,
ayn. B-619

CrneunanusupoBaHHasi yuyeOHas MeOenb Ha 26
NOoCaJlouHbIX  MecT, 21  kommeOTep C
BO3MOXXHOCTBIO  BBIXOla B VIHTepHET H
obecrnieueHreM Jocryna B OHOC,
HEOOXOJMMOE JIMIIEH3MOHHOE IPOrpaMMHOE
o0ecrieueHue

KomnbroTepHslii Ki1acc,
ayn. B-621

Crnenuanu3upoBaHHas yyeOHas meOenp Ha 35
IOCAaJOYHBIX MecT, |3 KOMIBIOTEPOB C
BO3MOXHOCTbIO BbIXOla B HHTepHeT u

oOecrieueHreM JIOCTYyTIa B OUOC,
TEXHUUYECKHE cpencTBa 00y4eHus
(MyIbTUMEIMUHBIM  TPOEKTOp, OJKpaH AJs
POEKTOPA, MOHOOJIOK), HEoOX0oauMoe
JUIIEH3UOHHOE NPOrpaMMHOE 0OecrieueHue
VYuebnas nabopaTopus Crnenuanu3upoBaHHOE 71abopaTopHoe

PEVH)XKHHUPUHTA U
yrpaBieHus: Ou3Hec-
poreccam,

ayn. B-623

obopynoBanue 1o mnpoduiao gabopaTopuun
PEHH)KMHUPUHTA ¥ yOpaBleHuss OusHec-
MpoIieccamu, CIeNUaTu3upOBaHHas ydeOHas
MeOenb Ha 34 TmocamoyHbIX Mecra, 13
KOMITHIOTEPOB C BO3MOXKHOCTBIO BBIXOJ]a B
WutepHer u obecneuenuem gocryna B UOC,

TEXHUYECKUE cpencTBa oOy4JeHus
(MyJIbTUME TUHHBIN MIPOEKTOP,
MyJIbTUMEIUIHHAS JIOCKa, MOHOOJIOK),

HE0OXOIMMOE JIMIIEH3MOHHOE TPOrpaMMHOE
oOecrieyeHue

KomnberoTepHslii ki1ace,
B-600

CrnenmanusupoBaHHas yyeOHas meOens Ha 30
OCaOYHBIX MECT, 30 KOMITBFOTEPOB,
KOMIIBIOTEPOB C BO3MOKHOCTBIO BBIXOJa B
Hurtepuer u obdecnieuenueM aocryna B MOC,

TEXHUYECKHE CpencTBa o0yueHUs
(MyJTbTUMEIUMHBIA ~ TIPOEKTOpP,  HOYTOYK,
JKpaH), BUJICOKAMEPHI, HEOOXO0MMOe

JIMIIEH3UOHHOE MTPOTPaMMHOE 0OeCrieueHHe

CamMocTosiTesIbHas
pabota

KomMmnbrotepHslii Ki1acce ¢
BO3MOKHOCTBIO BBIXOJIA B
WuTepHeT u obecneueHneM

Crenmanu3upoBanHas yyeOHas mebensb Ha 30
MOCaI0YHBIX Mect, 30  KOMITBIOTEPOB,
TEXHUYECKHUE cpesicTBa 00yueHus: (MyJbTUME-




noctyma B OMOC JTUWHBIA MPOEKTOP, KOMITbIOTEp  (HOYTOYK),
B-600 9KpaH), BUJICOKAMEPHI, pOrpaMMHOE
o0ecrieyeHue

YuranbHbli 3a1 6ubimorekn | Crenmanu3upoBaHHash MeOellb, KOMITBIOTEPHAs
TEXHHMKA C BO3MOYKHOCTBIO BbIX0J1a B IHTEpHET
u obecrneuenuem noctyma B OUMOC, skpaH,
MYJIbTUMEIUNHBIN IIPOEKTOP, IIPOrpaMMHOE
o0ecrieyeHue

7. Oco0eHHOCTH OpraHu3anuu 00pa3oBaTeJbHOM eATeJTbHOCTH AJIA JHII ¢
OrpaAaHNYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI U MHBAJIU/I0OB

JInna ¢ orpaHNYEHHBIMU BO3MOKHOCTAMH 310p0oBbs (OB3) 1 MHBaIMABI UIMEIOT
BO3MOKHOCTh O€CHPENATCTBEHHO MEPEMEIIAThCs U3 OJHOTI0 Y4eOHO-1a00paTOpHOTO
KOpIlyca B JApYroil, MOJHATHCS Ha BCE ITaXU Y4EOHO-1a00paTOPHBIX KOPITYCOB,
3aHUMAaTbCi B YUYEOHBIX U HUHBIX IIOMEIIEHUSAX C YYETOM OCOOEHHOCTEH
NCUXO0(U3UYECKOTO Pa3BUTHUS U COCTOSIHUS 310POBBSI.

Jist oOyuenust yun ¢ OB3 ¥ MHBaNMIOB, UMEIOIIMX HApyUIEHUS OMOPHO-
JIBUTATEJILHOIO anmnapara, 00ecleueHbl yCIOBHS OECHpEensTCTBEHHOTO JIOCTYyNa BO
Bce yueOHble noMemeHus. Mudopmaius o cnenuaibHbIX YCIOBUAX, CO3aHHBIX IS
oOyvatoumuxcst ¢ OB3 u uHBaIMIOB, pa3MelleHa Ha CcalTe YHUBEpPCUTETA
www//kgeu.ru. ImeeTcst BO3MOXKHOCTEL OKa3aHHMS TEXHHYECKOHM MOMOIIN aCCHCTEHTOM,
a TaKk)Ke YCIYT CypJIONEPEBOTUYMKOB U TU(DIOCYPAONEPEBOTUNKOB.

JIns amanranuu K BocupusaTyio aunamMu ¢ OB3 v nHBanuaamu ¢ HapyuIEHHBIM
CIIyXOM CIIpaBOYHOro, y4eOHOro MaTepuaja IO JIUCUUIUIMHE O00ecleynBaroTCs
CIEAYIOLIUE YCIOBUA:

- U1 JTy4lI€l OpUEHTAluU B ay IMTOPHUH, IPUMEHSFOTCS CUTHAJIBI ONTOBELICHUS
0 HayaJie ¥ KOHIIE 3aHATHSA (CIOBO «3BOHOK» MUILIETCS HA JJOCKE);

- BHUMaHUE CJIa0O0CIBIIIAIer0o O00yYarolerocsi MNpPUBJIEKAETCs IMe1aroroM
’KECTOM (Ha IJIeYO0 KJIaJeTCs pyKa, OCYIIECTBISETCS] HEPE3KOE MOXJIONbIBAHUE);

- pazroBapuBasi ¢ OOYy4YarOIIMMCS, MEJAaroruyeckuii padOTHHUK CMOTPUT Ha
HEro, TOBOPHUT SICHO, KOPOTKMMHU TMPEIIOKEHUSIMHU, oOecreunBas BO3MOXHOCTb
YTEHUS 10 rydam.

Kommnencanuss 3aTpyAHEHH pPEYEeBOr0 M HWHTEUIEKTYAJIbHOTO Pa3BUTHS
c1aboCbIIANIMX 00yJaroIUXCsl MPOBOIUTCS Ty TEM:

- HCTIOJIb30BAaHUS CXEM, TMAarpaMM, PUCYHKOB, KOMIIBIOTEPHBIX MPE3EHTALUMN C
TUIEPCChIIKaMU, KOMMEHTUPYIOIIUMHU OT/IEIbHbIE KOMIIOHEHThI H300paKeHMs,;

- peryJIIpHOTO TMPUMEHEHMs YNpaXHEHUH Ha Trpaduueckoe BbIJCICHUE
CYILLIECTBEHHBIX IIPU3HAKOB ITPEJMETOB U SBJICHHI;

- obecriedeHrs BO3MOXKHOCTH JUIsl OOYyYaloOLIErocss IMOJIyYUTh aJPECHYIO
KOHCYJIbTALIMIO 110 AJIEKTPOHHOM MOYTE 110 MEPE HEOOXOAUMOCTH.

JUts aganranuy K BocnpusaTuio muuamu ¢ OB3 v uHBanuaamu ¢ HapyLIEHUSIMHA
3peHus CIIPaBOYHOTO, y4eOHoro, IIPOCBETUTEIILCKOTO Marepuana,
PEeIyCMOTPEHHOTO 00pa30BaTEIbHONM MPOrpaMMON MO0 BBIOPAaHHOMY HaIpPaBJICHUIO
HOJrOTOBKHU, OOECIIEUNBAIOTCS CIEAYIOLINE YCIOBUS:



http://www.kgeu.ru/

- BeJIeTCA aanTtanus o(puIraibHOTO caiiTa B ceTH MHTEpHET ¢ y4eToM 0CcoOBIX
MOTPEeOHOCTEH MHBATUAOB 1O 3PSHHIO, 00ECIIEUYNBACTCS HATMYNE KPYTHOMPUGPTOBOM
CIpaBOYHOM MHGOPMAIIMHU O PACITUCAHUU YUEOHBIX 3aHSTHI;

- IeIaTOTHYECKU  pabOTHUK, €ro coOeceqHUK (Tpu HEOOXOAMMOCTH),
MPUCYTCTBYIOIINE HA 3aHATHUHU, MPEACTABIISIOTCS 00yUYaIOIIUMCS, TIPA dTOM KasKIIbIi
pa3 Ha3bIBAeTCs TOT, K KOMY NIEAarormuecKuii pabOTHUK oOparaeTcs;

- IEUCTBUSI, JKECThI, MEPEMEIICHUS TeJarorHIecKOro paboTHUKA KOPOTKO H
SICHO KOMMEHTUPYIOTCS;

- meyatHass WHGOpMALMS MpEeAOoCTaBisAeTcs KpynHbiM mpudrom (ot 18
YHKTOB), TOTAJIHHO 03BYYHBAETCS,

- oOecrieunBaeTCsi HEOOXOAMMBIN YPOBEHb OCBEIICHHOCTH TOMEIIECHUH;

- IPEJOCTABIIAETCSI BO3MOXKHOCTh HCIIOJIB30BaTh KOMITBIOTEPHI BO BpeMs
3aHATHI U MPABO 3aMKUCH 00BSICHEHUH Ha TUKTO(POH (IO JKETaHUIO0 00YUaIOIIUXCS).

dopMa mpoBeAEHUS TEKyHled W MPOMEXKYTOYHOW arTecTalud IS
oOyyvaroruxcst ¢ OB3 1 MHBaNIHUIOB OINpEACsIieTCs MeJarorn4eckuM pabOTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM miiaHoM. [Ipu HeoOxomumocTu obOydvatomemycs ¢ OB3,
UHBAIUIY C YYETOM UX HUHAUBUAYAJIbHBIX NMCUXO(PU3UUECKUX OCOOCHHOCTEH JaeTcs
BO3MOKHOCThH TIPOUTH MPOMEKYTOUYHYIO aTTECTAIUIO YCTHO, MUCHMEHHO Ha Oymare,
MMMCBMEHHO Ha KOMITBIOTEPE, B ()OpME TECTUPOBAHUS U T.II., TUOO MPEIOCTABISICTCS
JOTIOJTHUTEIPHOE BPEMS JIsl TIOJITOTOBKH OTBETA.

8. MeTtoauyeckue pekoMeHIAlMH /Jisl MpenojaBaTesieil M0 OpraHu3alum
BOCIIMTATEJbHOM Pad0OThI ¢ 00YYAIOLIIUMHUCH.

Meroanueckoe obecriedeHre nporecca BOCIUTaHUS 00yYaroUuXcsl BEICTYAET
OTHUM W3 OMNpeAensiommx (aKkTOpOB BBICOKOTO KadecTBa OOpa3OBaHMS.
[IpenogaBaTens By3a, IEMOHCTPUPYS BBICOKHHA MpodeccHoHaIN3M, JPYIAHUIIHIO,
YEeTKYI0 TPAXKIAHCKYIO MO3UIINI0, CAMOJAUCIHUILIINHY, TBOPYECKUAN MOAXO0I B PEIICHUH
npodeCCUOHANIBHBIX 3a/a4, B XOJiIe 00pa3oBaTEeLHOTO IMpPOIEcca CIOCOOCTBYET
(bopMUPOBAHNIO TAPMOHUYHOMN JINIHOCTH.

[lpu peanmzanuu AUCHUIUIMHBI TPEMOJABATENb MOXET HCIOJIb30BaTh
CJIETYIOIINE METO/IbI BOCITUTATENIbHOM pabOTHI:

- MeToAbl (hOPMHUPOBAHUS CO3HAHMS JIMYHOCTU (Oecena, AMCIYT, BHYIICHHE,
MHCTPYKTaX, KOHTPOJb, OOBSICHEHHE, MPHUMEp, CAaMOKOHTpPOJb, pacckas, COBET,
yOexIeHue u ap.);

- METOJBI OpTaHM3AIMH JCATEIBHOCTH W (OPMHUPOBAHHUS OIBITA MOBEACHUS
(3amanue, OOIIECTBEHHOE MHEHHUE, TMeAarorndeckoe TpeOoBaHUE, TOpYyUYCHUE,
NpUyYeHUE, CO3/IaHNe BOCTIUTHIBAIONINX CUTYAIlUH, TPEHUHT, YIIpaKHEHUE, U 1. );

- METOABl MOTHBAIMH JACATCILHOCTH W TOBEACHHs (0J0OpEeHHe, MOOIIPEHHE
COLIMATbHOW AaKTHBHOCTH, TOpHIIAHWE, CO3JaHHE CUTYyallMid yclexa, CO3JIaHHe
CUTYAIMI JIJI1 SMOLIMOHATILHO-HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE U Jp.)

[lpu peanuzanuy JOUCHUIUIMHBI TPENOJABaTeNb JODKEH  YYUTHIBATH
CJIeyIOIIEe HAIPaBIECHUSI BOCIIUTATEIBHOMN 1EATEIbHOCTH:

I pasxcoanckoe u nampuomuueckoe 60cnumanue:

- popmupoBanue y oOydaromuxcs I€JOCTHOTO MHUPOBO33PEHUS, POCCHICKON
UICHTUYHOCTH, YBaXKEHHS K CBOEH CEMbe, OOIIECTBY, TOCYAapPCTBY, IPHUHATHIM B CEMBE U



OOIIEeCTBE yXOBHO-HPABCTBEHHBIM M COITMOKYJILTYPHBIM IIEHHOCTSM, K HAITMOHATEHOMY,
KyJbTYPHOMY W HCTOPHYECKOMY Hacleauio, (popMUpOBaHHE CTPEMIJICHHS K €ro
COXPAaHEHUIO U PA3BUTHUIO;

- popmupoBaHKE Yy 00YUAIOIIMXCS AaKTUBHOM TPaXKTaHCKOM ITO3UITH, OCHOBAHHOM
HA TPAJULIMOHHBIX KYJIbTYPHBIX, TYXOBHBIX U HPABCTBEHHBIX IEHHOCTAX POCCUUCKOTO
o01lecTBa, MJi1 TMOBBIIIEHUS CIOCOOHOCTH OTBETCTBEHHO pPEaIU30BBIBATH CBOU
KOHCTUTYITMOHHBIC ITPaBa M 00S3aHHOCTH;

- pa3BUTHE MPABOBOM U MOJUTUYECKON KYJIBTYPbl O0YUYaIOIIUXCS, PACHTUPEHHE
KOHCTPYKTHUBHOI'O Y4YacTUSl B NPUHATHH PELICHUW, 3aTPAarvBarollUX MX IpaBa H
MHTEPECHI, B TOM YHCII€ B PA3IUYHbIX OpMax camMOOpraHu3aliu, CaMoyIpaBIeHHUS,
0O0I1IECTBEHHO-3HAYUMOM 1€ TeIbHOCTH;

- opMUpOBaHHE MOTHBOB, HPABCTBEHHBIX U CMBICIOBBIX YCTaHOBOK
JINYHOCTH, MO3BOJISIFOIIUX ~ NPOTUBOCTOATH  JKCTPEMU3MY, KceHopoOuwu,
OACKPUMHUHALIMM 1O COLMAIbHBIM, PEIUTHO3HBIM, PACOBBIM, HAIMOHAIBHBIM
MpU3HAKAM, MEXITHUYECKOW U MEXKKOH()ECCMOHAIBHON HETEPIUMOCTH, APYTUM
HETAaTUBHBIM COIMAIIEHBIM SIBICHUSM.

/lyxoeno-npascmeennoe socnumanue:

- BOCIIUTAHUE YYBCTBAa JOCTOMHCTBA, YECTH W YECTHOCTH, COBECTIMBOCTH,
YBAXXEHHUS K POAUTEIISIM, YUUTEIAM, JIFOJSAM CTApIIETO MTOKOJICHUS;

- opMUpOBaHME TMPUHIMUIOB KOJJIEKTUBH3MA U  COJIMJIAPHOCTH, JyXa
MUJIOCEPAUST U COCTpAJaHusi, MPUBBIUKK 3a00TUTHCS O JIOJSAX, HAXOMASIIMXCA B
TPYAHOM KU3HEHHON CUTYalLlUU;

- popMUpOBaHUE COJMIAPHOCTH U YYBCTBA COIMATBHOW OTBETCTBEHHOCTH TIO
OTHOUICHHIO K JIFOJSAM C OTPAHWYEHHBIMU BO3MOKHOCTSMH 340POBbs, IIPEOJOJICHUE
MICUXOJIOTUYECKUX OapbepoB MO OTHOUICHUIO K JIOJASIM C OrpaHUYCHHBIMU
BO3MO>KHOCTSIMU,;

- hopMUpOBaHKE SMOIMOHAILHO HACHIIIEHHOTO U JIYXOBHO BO3BBIIICHHOTO
OTHOIIICHUS K MUPY, CHOCOOHOCTH U YMEHHUS TIepeiaBaTh APYTUM CBOM ACTETUUECKUMN
OTIBIT.

Kynemypro-npoceemumenvckoe éocnumanue:

- hopMUPOBaHKE ICTETUUECKOU KapTUHBI MUPA,;

- popmupoBaHue yBaXXEHUS K KyJIBTYPHBIM IIEHHOCTSIM POJHOTO TOpoja, Kpas,
CTpaHbl;

- MOBBINICHUE MTO3HABATEIHPHON AKTUBHOCTH O00YJarOIINXCA.

Hayuno-obpazosamenvhoe ocnumanue:

- popmupoBanue y 00y4aromuxcsi HAyYHOTO MUPOBO33PEHHUS;

- popMupoBaHUE YMEHHUS MTOJTy4aTh 3HAHUS;

- popmupoBaHuEe HABHIKOB aHaIM3a W CHHTE3a WH(GOpPMAIlMU, B TOM YHCJE B
poheCCHOHAIBHOM 001aCcTH.
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Ouenounble Matepuanisl o aucuurmHe «HpopmaliionHas 6€30MacHOCTDY,
MpeIHAa3HAYCHHbl [UJIi OIICHUBAaHUSA pE3yJbTaTOB OOYyYEHHs] Ha COOTBETCTBHE
VHJIMKATOPAM JOCTUKEHUS KOMIICTCHIIUMN.

OrneHnBaHre pe3yJbTaTOB OOYYEHHS 10 AWCIHMIUIMHE OCYIIECTBIACTCS B
pamkax Tekyiero koutposs (TK) u mpomexxyTouHO#M arrecTaiyu, TpOBOJAUMBIX MO
oabHO-perTuHroBoi cucreme (bPC).

1. TexHosormueckasi Kapra
Cemectp 3

PeliTuHroBRIE IOKA3aTEIN

HaumenoBanue
pasnena

KOHTPOJIS

DopMBI U BUJ
| TekymMii KOHTPOJIb
JlonoTHHUTETbHBIC
6ammer k TK1
Il Texymumii KOHTPOIH
JlonoTHHUTETbHBIC
6amaer k TK2
Il Texymuit KOHTPOITH
JlonoTHUTETbHBIC
6amter k TK3
IV Texymuii KOHTPOIb
JonomHuTenHHBIC
oautel k TK4
Hroro
[TpomexyTounas
aTTecTarys

[EEN
[EEN
@
N
[EEN
'f

Pasnea 1. TK1
«OcHOBHbBIE 13
NOHATHA U
HOPMATHUBHO-
npasoBas 6a3a
HHGOPMaLIOHHOH
0e30nacHOCTID)

Tect wm 2
MHCbMEHHBIN OMPOC

3ammra 4
1a00paTopHOit
paboThI

Paznen 2.
«YnpasieHue
HH(OPMALHOHHOMI
0€30I1aCHOCTBIO»

Tect nm 1
MHUCHMEHHBIN OIPOC

3ammra 4
nabopaTOpHOI
paboThl

Pa3nen 3. « Mepnl TK2 10 0-3 10-
U cpe/icTBa 13
3alUThI
uH(popManuu.
Kpunrorpadpuueck
He cpecTBa




HaumenoBanune
pasnena

DopMBI U BUL
KOHTPOJISI

PeliTnHrOBBIC TOKA3aTEIHN

| TekymHii KOHTPOJIb

I[OHOJ'IHPITGJ'IBHBI@

oamter k TK1

Il Texymmii KOHTPOITH

oamter k TK2
JIONOTHUTEIBHEIE
oamner k TK3

JlononHuTenbHbIE
Il Texymuit KOHTPOITH

IV Texymuii KOHTPOIb

JlonmomHuTEIHHBIC

oauel k TK4

Utoro

[TpomexyTouHas

aTTeCTalusa

3aLIUTHI
uHdopmanumn
(KC3N)»

Tect wimn
MMUCBMEHHBIN OTPOC

3amura
nabopaTtopHoi
paboThI

Pa3nea 4.
HNnentudguxanns,
ayTeHTH(PUKAHSA
U yIpaBJjieHHe
JOCTYIOM

TK3

13 0-2

13-
15

Tect nnm
MHCbMEHHBIN OMPOC

3ammra
nabopaTtopHoi
paboThl

Pa3znen 5.
O6ecneueHue
0e3omacHoOCTH
HHpOpPMALHH B
onepauMoOHHBIX
cHCTEeMAaX

TecT win
MHUCHMEHHBIN OIPOC

3ammra
7a0opaTopHOit
paboThI

Pazpnen 6.
CpencrBa
AHTHBHUPYCHOH
3amuTthbl (CAB3)

Tect wm
MMHCBMEHHBIN OIIPOC

3amura
nabopaTopHOit
paboThI




PelTHHroBBIE ITOKA3aTENN
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5 5| g S| g s | S | o .
= ea) e\ £ en a < <
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Paznen 7. TK4 11 | 0-3 |11-
ObecneueHue 14
0e301macHOCTH
uHpopMaunu B
KOMITbIOTEPHBIX
ceTsx
Tect nm 3
MHCHMEHHBIN OIPOC
3amura 8
nabopaTtopHoi
paboThI
IIpome:kyTouHast OM 3a4eT
aTrecTaius
(3auer)
Wroroslii TecT 0-45
2. OnleHOYHbIE MATEPHAJIBI TEKYILEr0 KOHTPOJISI M IPOMEKYTOYHOI aTTecTAluN
[IIkaa o1leHKH pPe3yIbTaTOB OOYUYECHHS 110 TUCIUTIINHE:
YpoBeHb chOpMUPOBAHHOCTH
WHJIMKATOpa KOMIIETEHIIUU
. N Hwoxe .
Bricokuii Cpennnii Hwuzkuii
3annaHu- CpeIHero
Kon POBaHHBIC ot 85 10 100{ ot 70 1o 84 | oT 55 10 69 | 0T 0 10 54
WHJUKATOpa pE3YIIbTATHI
KOMIETEHIMH | 0O0YYEeHUs MO [lxana oneHnBaHus
VICITUTLITNH HEY/IOB-
JHc c YIOBIET- YA
OTJINYHO Xopomuio JICTBOpU-
BOPUTCIILHO
TEJIIBHO
Kox 3a4TEHO HE 3a4TeHO
Komiie- 3HATh:
TEHINH
H OCHOBHBIE BUJIBI | YPOBEHb YpoBeHb Munuman | YpoBeHb
yIrpo3 3HAHUW B | 3HAHUWA B | BHO 3HAHUU
0e30macHOCTH o0beme, o0beme, JOMYCTHM | HUKE
nH(popManuu, COOTBETCT | COOTBETCT | BIA MUHUMAJI
OIIK-3.2 ySI3BUMOCTEH ByIO IIEM | ByIO IIEM | ypOBEHb BHBIX
WH(OPMAIIMOHH | IPOTPpaMM | MPOTPaMM | 3HAHUH, TpeOOBaH
BIX CHCTEM, a |¢€ €, HMEET | UMEET Ui,
TakkK€ Mephl U | MOATOTOBK | MECTO MECTO UMEIOT
cpencTBa u, 0e3 | HECKOJIbKO | MHOTO MECTO
MIPOTUBOACUCTB | OMIMOOK HErpyObIX | HETpyOBIX | rpyOBIC




WSl arakaMm Ha OIMO0K OIMO0K OIINOKHU
UH()OPMAIIMOHH
bI€ PECYPCHI TIPU
MIPOCKTHUPOBAHU
U, pa3paboTke u
BHE/IPCHUU
MIPOrPaMMHOTO
oOecrieycHMS
nH(OPMAITMOHH
BIX CUCTEM
YMETh:
[Tponemon
azpabaTbIBaTh cTpHU
pasp [Tponemon P
MIPOEKTHO- oo POBaHBI
TEXHUYECKYIO P BCE [Tponemon
POBaHBI
JIOKYMCHTAIMIO | OCHOBHBIC | CTpHU
UL YMEHMUS, pOBaHBI IIpn
OCHOBHBIC
nH(OPMAaIMOHH MO peIeHBI OCHOBHBIC | PEIICHUU
BIX  cHCTeM ¢ | Y ’ BCE YMCHUS, CTaHJApPT
peIeHBI
y4eToM Bee OCHOBHEIE | PEIICHBI HBIX
TpeOOBaHUH 3aJa4d  C | TUIIOBBIC | 3ajJa4 HE
OCHOBHBIC
TEKYILIero sanamn c HEerpyObIM | 337a4d € | IPOJIEMOH
3aKOHOJATEIbCT u HerpyObIM | CTpHpP
OTJIC/IbHBI
Ba, it OIIMOKaMu | U OBaHBbI
HOPMAaTHBHO- , OIIMOKaMHU | OCHOBHEBIC
HECYIIIEeCT
MIPABOBBIX BBITIOJTHEH | yYMEHHUS,
BEHH BIMU
aKTOB, BI BCE | BBIIIOJIHEH | UMCIOT
HeJoYeTa
CTaHAAPTOB M | 3aJIaHusl B | bl BCE | MECTO
BC X ’ IIOJITHOM 3aJlaHuA ObIe
VI BBITIOJTHCH H ’ s
MPAKTUK B Boc o0beme, HO He B | OUIMOKH
obnactu HO TTOJTHOM
3a/laHKs B
nHGOPMAILIMOHH HEKOTOpBI | 00beMe
. TTOJTHOM
ol e c
o0neme
0e30macHOCTH Hego4YeTa
MH
BJIQJICTh:
HaBbIKaMHU
ITpu
MIPUMEHEHHUS [Tponemon | Umeetcs -
IIPOrPaMMHO- IIponemon | cTpu MHHHMAaJb E S—
anmapaTHbIX CTpH POBaHBI HBII HEIX p
CpEeIICTB JUTSL | pOBaHbI 0a3oBbIe Habop saman  He
aHaim3a HaBBIKH HaBBIKH HaBBIKOB
MIPOIEMOH
3alIUIICHHOCTH | TIPH pu JUTS o
UHQOPMAIIMOHH | PEIIEHUH | PEIIEHUM | PEIICHHs OBI; HE .
BIX CHCTEM /Ui | HECTAHNAP | CTAHIAPTH | CTAHMAPTH | o
BBIPAOOTKH Mep | THBIX BIX3a/@ C | BIX3AMAUC |
MPOTHBOACHCTB | 3a1a4 0e3 | HEKOTOPbl | HEKOTOPBI HMeIOT’
Ul HM3BECTHBIM | OMIMOOK M | MU MH MECTO
03aM HEJI0YETOB | HeJoueTa | HemodeTa
yrb a A A rpyoObie
0€30I1acHOCTH MH MH
OIIMOKHU

nHbOopMau




OneHka «3a4TeHO» BBICTABISIETCS 3a HaOop 55 GaisioB, BBHICTABISEMBIX 32

BBIITOJIHCHUC J'Ia60paTOpHLIX pa60T B CCMCCTPC, PCIICHHA TCCTOBBIX BaﬂaHI/Iﬁ Ha

JICKIUAX, pCHICHUSA HTOTI'OBBIX TCCTOB I10 TGOpGTH‘IGCKOﬁ 151 HpaKTI/I‘{eCKOﬁ qacCTu.

OHGHKa «HE€ 3a4YTCEHO» BbLICTABILICTCA, €CJIIM KOJIHMYCCTBO Ha6paHHLIX 0aJIoB

HC JOCTUTACT ITOPOTOBOI'0 3HAYCHUA 55.

3. IlepeyeHb OLIEHOYHBIX CPEACTB
Kpartkas xapakTepucTuka OIEHOYHBIX CPEJCTB, UCIOJIB3YEMbIX MPH TEKYIIEM
KOHTpOJIE yCIEBAEMOCTH M TMPOMEXKYTOYHOM aTTecTaluu OO0ydaroIierocs Iio

TUCIAIUIHHE:
HaunmenoBanue Onwucanue
OLIEHOYHOTO Kparkas xapakTepucTiKa OIIEHOYHOTO CPEICTBA OLIEHOYHOTO
CpecTBa cpezcTBa
Tect mo 3HaHNE OCHOBHBIX MOHATUI [lepeuenn
pazaenam TEMBbI/pa3iena/ TUCIUTLTHHBI OTIpeIeIICHU
(Temam) OCHOBHBIX ITOHSATHH
TEMBI/TUCIUTUTAHBI
Otuer no Brinonnenue naboparopHoit pabotsl, 00paboTka [Tepeuens 3apanuit
7a00paTOPHOI PE3yJIBbTaTOB HCIIBITAHUN, H3MEPEHUI, SKCIIEPHIMEHTA. ¥ BOIIPOCOB ISt
pabote (OJIP) Odopmnenue oTyera, 3aIUTa Pe3yIbTaTOB 3aIUTHI
nmabopaTopHON PabOTHI O OTUETY nabopaTtopHoOi
paboThI, IepeveHb
TpeOOBaHMI K
OTYETYy
Hrorosslii TecT CucreMa CTaHIapTU3UPOBAHHBIX 3aJaHHM, Komrmexr
(Tecr) MO3BOJIAIOIIAs aBTOMATHU3UPOBATH MPOLIETYPY TECTOBBIX 3aJaHH

M3MEpEHUs YPOBHSI 3HAHUN M YMEHHI oOydaromierocs

4. IlepeyeHb KOHTPOJIBHBIX 33JaHUM  WIH
Heo0XoaMMBbIe VISl OLCHKU 3HAHUM, YMEHMHA M HABBIKOB, XapaKTepH3YHOLIMX
Tanbl GoOpMUPOBAHMS KOMIIETEHINH B MpoLiecce 0CBOEHUS TUCHMIIINHBI

IIpumep 3a0anus

Jist ekymero kourpoJst TK1:

[Tposepsiemas: kommnerenius: OIIK-3.2 CrnocoOeH TmpUMEHSTH COBPEMEHHBIC
UHPOPMAIIMOHHBIE  TEXHOJIOTMM TMpPH  pPEUIeHHH 33434

ACATCIIBHOCTHU

HHBIC MaTepHaJbl,

npodecCHOHATEHON

Bomnpoc BapuaHTtbl oTBeTa

OTtBeT

MH(POPMALMOHHOM CUCTEMBI MOTYT
BBICTYIIATh B pOJIU CyOBEKTOB?

Kakne wu3 NEPCUUCIICHHBIX KOMIIOHCHTOB | MMOJbB30BaTEC/IN

AKTHUBHBIC IIPOrpaMMbl

MPOIECCHI

KOMMYTAaIlMOHHOE 000pY10BaHUE

JMHUY TIepeadn nHpopmanuu




Bonpoc

BapuaHTtbl oTBeTa

OTtBeT

CriocoOHOCTh y10CTOBEPATH UMEBILIEE
MECTO JIeiiCTBUE WIIN COOBITHE TaK, YTOOBI
STH COOBITHS WIIH ﬂeﬁCTBHﬂ HE MOTI'JIM
OBITH TI03)KE€ OTBEPTHYTHI

HEOTKAa3yeMoOCThb

IIOAJINHHOCTD

AYTCHTHYHOCTD

aJICKBATHOCTb

OCJIOCTHOCTD

CBoiicTBO HH(POPMALIMOHHOM CHUCTEMBI,
00yCJIOBIMBAIOIIEE BO3MOKHOCTh
peanu3ay yrpo3bl 0€30MacHOCTH
oOpabaTbiBacMoOi B HEl HHGOpMAITUH

YA3BHMOCTH 0€3011acCHOCTH HH(OpMALHHT

yrpo3a 6e30macHOCTH HH()OpMAITIH

pucK HHPOPMAITMOHHOI 0€301MacHOCTH

aTaKa Ha KOMIIBIOTEPHYIO CUCTEMY

WHIUJCHT HH()OPMAIMOHHON 0€301MacHOCTH

JledaTenbHOCTh [0 HPEOTBPAIIEHUIO | 3aIUTa HHPOPMALUH

YTEUKH  3alMIIAaeMOH  MH(OpMaIHH, MH(pOPMaLMOHHAs 6E30MaCHOCTE

HECaHKIMOHUPOBAHHBIX u 5

HeTIpCHAMEpCHHBIX  Bo3jciicTemii  wa | YVPABICHHC 0€30MACHOCTEIO uHdopMaIH

3aMUIIAEMyI0 HHPOPMALHIO — 3TO MeHeLKMEHT HH(OPMAaIMOHHOM
0€e30IMacHOCTH

DeKTpOHHAs TIO/IIHCH, KOTOpas | mMpocTasi DJIEKTPOHHAs NOAINChH

MOCPEACTBOM  MCTIONL30BAHMA  KOZIOB, | vy eriras 51eKTPOHHAs TOMIHCE

napouneii WITH WHBIX CpeJICTB

noxtBepAIacT  hakt  (opmmpoparus | YCHICHHAA KB (DUIUPOBAHHAS

SNIEKTPOHHON TIOJNMCH  OMpeJeIeHHbIM | T ok IPOHHAA MOAMHCH

JIATIOM yCUIIeHHAs HeKBaIu(pUIUPOBAHHAS
5IeKTPOHHAs HOIHICH
YCUIIEHHAs MPOCTAs 2IEKTPOHHAS TIOIUCH
POCTAast HeKBATH(DUITUPOBAHHASI
5JIeKTPOHHAS HOIHICH

Kakoe M3 IIepEUHCIEHHBIX  CETEBBIX | KOHIIEHTPATOP

YCTPOHCTB MOXET BBINONHATL (QyHKIMH | apImpyTH3aTOp

MEXCETEBOI0 IKpaHa?

KOMMYTATOp 3 YpOBHS

pETpaHCIIATOP

KOMMYTAaTop

MeJMaKOHBEPTEP

Cpenn IEPEUYNCIICHHBIX MyHKTOB
BBIOEpHUTE JCHCTBUSA, I COBEPIICHUS
KOTOpBIX JIOJDKHA OBITH TpeIHa3HaYeHa
nporpamma, YTOOBI CUUTATBCS
BPEIOHOCHON  (COTJIACHO  OIPENEICHUIO
BpPEIOHOCHOW TPOrpaMMbl U3 YTOJIOBHOTO
kojekca PD)

HECaHKLMOHNPOBAHHOE PaCIpPOCTPAHEHUE
uHpopMauu

BBIBOJ] M3 CTPOsI KOMIIOHEHTOB NIC

HECAHKIMOHUPOBAHHOC YHUITOXKCHUC
uHpopmanun

nouck yszsumoctei B IC

HEHTPAIH3aLUsA CPEACTB 3aLUThI
KOMIILIOTEPHOH HH(pOPMALMHU

K kaxo#i rpymnme yrpo3 uHGOpPMaLXOHHOM
0€e30MacHOCTH OTHOCHUTCS

MIpOrpaMMHbIE

anmnapaTrHble




Bomnpoc BapuaHTtbl oTBeTa OtBer
I[GSI/IH(bOpMaI_II/IH, COKPEBITUEC nim I/IH(l)OpMaIII/IOHH])Ie
UCKakeHue nHpopMaIuu
CUCTEMHBIE
BHEILIHUE

Oco0b1i BUJI OTHOIIIEHUHN MEXTy
rocyfapcTBaMH, IpH  KOTOPOM  JUISt
paspernieHus CYILECTBYIOIINX
MEKI0CY1apCTBEHHBIX IPOTUBOPEYHIA
UCTOJNB3YIOT-CSl  METOJbl, CpelIcTBa U
TEXHOJOTUU CHJIOBOTO BO3JCHCTBUS Ha
MH(POPMAIIMOHHYIO chepy ATUX
rocy1apcTB

HNudpopmannonHas BoitHA

Texnonorus mudpoBaHus BCer
nH(pOpMaIIUY, pa3MEIICHHON Ha )KECTKOM
JTUCKE JIJIS 3aIIUThI OT YTEUKH JIaHHBIX,
pa3paboTanHasi koMmranuei Microsoft

BitLocker




Jast tekymiero kourpoJsi TK2:

[Tposepsiemass komnereniusa: OIIK-3.2 CrnocoOeH NMpUMEHATb COBpPEMEHHBIE

WHQOpMAIIMOHHBIE  TEXHOJIOTHM TpPH  pelieHud 3aj1ad  npodeccuoHaIbHON
ACATCIBbHOCTU
Bonpoc BapuaHTbl oTBeTa
AKTyallbHOCTb U HENPOTHUBOPEUYUBOCTH | HEJOCTHOCTH
uHpOpMaIMK, €€  3allUIIEHHOCTh  OT JIOCTYITHOCTD
paspymieHuss HW = HECAaHKLMOHUPOBAHHOTO
M3MOHCHIS KOH(HUICHIINATBHOCTD
HEOTKa3yeMOCTh
aJIeKBaTHOCTh
CoOBOKYNHOCTh  YCJIOBUH WJIM JIEWCTBUH, | yrpo3a 6e3omacHocTH nHpopManuu

CO3Mar0InX IMOTCHIUAJIIBHYIO HWIIH PCaJIbHO

pHCK 6e30MmacHOCTH HHPOPMAIHN

CYIIECTBYIOIIYI0 ~ OMAaCHOCTh  HAapyIICHUS
0e301acHOCTH HH(POPMAITH

YA3BUMOCTD 0e30macHOCTH I/IH(1)OpMaI_[I/II/I

aTaka Ha MH(OPMaLIMOHHbIE PECYPChI

YcranoBute COOTBCTCTBUC MCKIAY

aKTHUBallKUsa

IOHATHUAMHA U OIIPCACIICHUAMU

BepUPUKALIUS

1) npoueaypa pacnosHaBaHuWa cybbeKkTa no

ABTopusauus (3)

ero naeHTndmKaTopy

2) npoBepKka NOAJ/IMHHOCTM cybbekTa ¢

Nnentudpuxamusn (1)

AaHHbIM VILI,EHTVId)M KaTopom

3) npoueaypa NpefoCTaBNeHUA 3aKOHHOMY
cybbeKTy, ycnewHo npoweaLlemy
naeHTUdMKaumo n ayTeHTUPUMKauULto,
COOTBETCTBYHOLLNX NMOJIHOMOYUN n
AOCTYMHbIX PECYPCOB CUCTEMDbI

AyTtenTudukanus (2)

BpenonocHas mporpaMma, HCIOJIB3YHOIIAst

ciydep

IS CO3JaHMsS CBOMX KONHM Ha APyrux

TPOSIHCKasl Iporpamma

KOMITBIOTEpAaX CETEBbIE PECYpPChl U CEPBUCHI,

pa3Mepa myTeM BBITTOJTHEHUS

Ha3bIBACTCS ‘iepBb

09K 10D

OKCIUIONT
MeTo KpUNTO3aIUTHL, TPEICTABISIOMINN XelnpoBaHUe
co00l KOHTPOJILHOE TTPeoOpa3zoBaHue KPUITOAHATH3
uH(OpMAaILIUU: U3 JAHHBIX HEOTPAHUICHHOTO

cTeraHorpagus

KpUnTorpaguueckux nmpeoOpa3oBaHuit

9JICKTPOHHAA MOAIINCH

BBIYUCIISIETCS T KECT (PUKCUPOBAHHOM
JUIMHBI, OZTHO3HAYHO COOTBETCTBYIOLIEE
HCXOJIHBIM JaHHBIM

ayTeHTH(pUKALUSA

Kaxkoit Bug MD nomnosiHsieT 3KpaHUPYIOUIUI

SKPaHUPYIOLIUH [IUTI03

MapuipyTuzatop  QyHKIUSMH  KOHTPOJIS

MaKeTHBIA PUITHTP

BUPTYQJIbHBIX COCIMHEHUW U TPAHCIALUU

IILUTIO3 CEAHCOBOT0 YPOBHS




Bomnpoc

BapuaHntel oTBeTa

BHyTpeHHuX [P-agpecon?

IIPUKJIAIHOM LIUTIO3

AKPaHUPYIOUIUI MapLIpyTU3aTOP

BpenonocHast mporpamMma, —peanusyromas
HECAaHKIIMOHUPOBAHHBIC JICHCTBHS,
HanpaBJICHHbIC HA HapyIIeHHe 0e30MacHOCTH
HUC, 06e3 co3gaHus COOCTBEHHBIX KOIIHH,
Ha3bIBACTCS

BPEJOHOCHOHN YTUIUTON

CCTCBLIM YCPBEM

03K10pOM

TPOSHCKOMH NPOrpaMmmoit

drynepom
K kakoil rpymnme yrpo3 WHGOPMAIIMOHHOH | allapaTHbIE
0e30macHOCTH OTHOCHUTCS ~ HE3aKOHHOC | (poreanip o
KOIMPOBAaHKE JaHHBIX B MH(GOpPMaIU-OHHBIX
CUCTEeMax BHCIIHHC
MIPOrpaMMHBIe
HH(OPMAIIUOHHBIE

Mepsl 3amuThl ©HGOPMAITMH, OTHOCSIIIHECS
K OPTaHU3aIMOHHBIM MEPOIPUSATUSIM

(GuIbTPBI, SKpaHbl Ha anmnapaTypy

YCTaHOBKa CPEACTB aHTI/IBI/Ipy0H0ﬁ 3allIMThI

SJICKTPOHHBIC KIITFOYU Ha MUKPOCXEMaAX

OrpaHUYCHHE N0CTYyIIA JIMI B KOMIILIOTCPHbIC
NnmoMeIcHus

XpaHeHHe HOCUTeJIeil U YCTPOMCTB B ceiie

[Tonp30Batesb, 00IaIAIONIHIA TPABOM YTCHHSI
KypHasla  O€30MacHOCTH  ONEpPaluOHHON
CHCTEMBI

ayJIuTop




Juis Texkymero konrpoJast TK3:
[Iposepsiemass komnereHuus: OIIK-3.2 VYuuTeiBaeT mnpu pemieHud 3aaad
npo(hecCHOHANBPHOM JIEITETPHOCTH OCHOBHBIE TpeOOBaHUSA K HH(POPMALIMOHHON

0e30macHOCTU

Bonpoc BapuanTbl oTBeTa
Kaxkas ¢pyHKIHS MEKCETEBOTO dKpaHa | KIIIHPOBAHHE
MO3BOJISIET CKPHIBATH TOTIOJIOTUIO TPAHCJISIIIUS CeTEBBIX aJPecoB
BHYTPEHHEHN CETU OT BHEIIITHUX UACHTUDUKAIUSL
MOJIb30BaTeICH? aIMUHUCTPUPOBAHKE
ayTeHTU(DUKAIUS
Breibepute  BepHbie  yTBepkmeHus, | Jl0OaBIATH  3amMCH B OKypHaJI — ayAuTa  MOXET

Kacaromuecss TpeOOBaHMU K ayauTy
coo0brTuii B OC

onepanrvoHHas CUCTEMA U AIMUHUCTPATOP

PeIIaKTI/IpOBaTI) WIN YIJAIATb OTACIBHBIC 3alliCh B
JKypHaJle ay/IuTa HE MOXKET HU OJIMH CyOBEKT JI0CTyTIa,
kpome camoit OC

I[IpocmaTpuBaTh :KypHaJ ayauTa MOIYT TOJBKO
NMoJIb30BaTeId, oO0JaJaoIKe COOTBETCTBYHOLIEH
NpUBHJIETH el

OnepannoHHas cucTeMa He JOJDKHA IOJIEP’KUBATh
BO3MOXKHOCTh COXpaHEHHs JKypHaja ayauTa TIepex
OUYMCTKOM B IpyroM ¢aiisie

OuuMmars  KypHaJ  ayauTa  MOIYT  TOJbKO
N0J1b30BATEJIH-AYAUTOPBI

[Ipouemypa npoBEpKH MOJJIMHHOCTH ayTeHTH(UKAIUA

BXOJISIIIETO B CUCTEMY 00BEKTa

(Tmonp30BaTeNsl, Mporecca win

yCTPOMCTBA), MPEIbSIBUBIIETO CBOU

UICHTH(PHUKATOP HA3bIBACTCA

BriOepuTe BepHbIE YTBEPKICHUS CummerpuuHoe  muppoBaHHE  HMEET  BBICOKYIO
CKOPOCTh MU(POBAHUS, HO CIIOKHO B PeaSTU3aAINH
CumMeTpuyHOe mHM(PpPOBaHHE TNPHUMEHUMO UIA
mnpoBaHus TaHHBIX NPOU3BOJIbHON JJIMHBI
[Tpu CUMMETPUIHOM mppoBaHUU nepegadya

CEKPETHOTO KJII04Ya MOKET OBITh OCYIIECTBIICHA IO
001IeTOCTYITHBIM KaHaJIaM CBSI3U

[IpoGnema pacnpeneneHus Kimouedl  mmdpoBaHus
MEX/ly IOJIb30BATEIsIMU TPUCYTCTBYET TOJBKO JJIS
ACUMMETPUYHOTO MIN(PPOBAHUS

Pasnoxenne matpuibl goctyna Imo
CTPOKaM MO3BOJIACT IMOJIYYHUTh

MaHAaThbl BO3MOKHOCTEH

JTOMEHBI OE30ITaCHOCTH

MaHIAaThl TOJTHOMOYNHI

JIOMEHBI IIpaB JOCTYIA

CIIMCKH IIPaB J0CTyIa

IIporoxkon SSL wmcmomb3yercs s
3aUThl  UHPOPMAITMOHHOTO OOMEHa

TPaHCIIOPTHOM YPOBHE

CeaHCOBOM YPOBHeE




Bonpoc

BapuaHTtbl oTBeTa

Ha

CETEBOM YPOBHE

MIPUKIIATHOM YPOBHE

VkaxnuTe Bce CBOMCTBA CUTHATYPHOI'O
aHaJIn3a, KOTOPLIC MOXHO OTHCCTHU K
€ro HEJ0CTaTKaM:

IIpU yCIICIIHOM OIIPCACIICHUHU, JICUCHUC «3aPAKCHHOI'0»
00BEKTa YaCTO HEBO3MOKHO

He MO03BOJIsieT 00HAPY:KMBATh HOBblIe BPEIOHOCHbIE
NMPOrpaMMblI

TpedyeT 3HAYUTEJIbHBIX YCHUJIMH 110 00HOBJIEHHIO 0a3
CUTHATYP

CKIOHEH K  OOJbIIOMY
BPEIOHOCHBIX IPOrPaMm

KOJIMYCCTBY IIPpOITYCKOB

CKIOHEH K  OOJbIIoMYy
cpabaThIBaHHIA

KOJIMYCCTBY JIOXKHBIX

K KaKoi rpymnme yrpo3
MH(POPMAIIMOHHOM Oe3omacHoCTU
OTHOCUTCSI IlepexBaT HH(pOpMaIUM B
JVHHSAX CBSI3U

TEXHHYECCKHE

aIrrapaTrHbIC

IIPOrpaMMHBIE

(dusnueckue

MH(pOpMAaLMOHHbIE

Breibepure  Mepsl  TO  3ammre
UHOpMAIHH, OTHOCSIIUECS K
TEXHUYECKIM

KJII0Y JIJIS1 OJIOKHPOBKH KJIABHATYPbHI

IJICKTPOHHBIC KJIIIOYH HA MUKPOCXEMaX

napoanHﬁ AOCTYII — 3alaHNC ITOJITHOMOYHH
IOJIB30BATCIIsA

(pUIAbLTPBI, IKPAHBI HA aANINIAPATYPY

YCTPOHCTBA ayTeHTH(PHKALUHU

[Ipu u3bupaTenbHOM pa3rpaHUYEeHUN
JOCTYIIa JAHHOE MOHSATHE OTIpeIeNseT
HaboOp 0OBEKTOB U TUIIOB ONepalui,
KOTOPBIE MOTYT MTPOU3BOAUTHCS HAJ|
KaKJbIM 00bEKTOM ONEPallnOHHON
CHCTEMBI

MaTpuna JoCTyIla

JIOMEH 0e30IaCHOCTH

MOMEH MMOJIHOMOYHNHI

MaTpua MaH1aTOB

JOMCH O0CTyIIa




Jist Tekymero kourpoJst TK4:

[Iposepsiemass komnereHuus: OIIK-3.2 VYuuTeiBaeT mnpu penieHud 3aaad
npo(hecCHOHANBPHOM JIEITETPHOCTH OCHOBHBIE TpeOOBaHUSA K HH(POPMALIMOHHON
0€30I1aCHOCTH

Bomnpoc BapuanTbl oTBeTa

Ha xakux ypoBusix moaenu OSI CeaHCOBBIN
(hOpMUPYIOTCSI BUPTYJIbHBIC 3aUIIEHHBIC | KAHAJIbHBIN
KaHaJIbl Iepelauu JaHHBIX? MPEACTABICHUS

ceTeBoi

IIPUKJIAHON
Metoa oOHapyKEHHUS BPETOHOCHBIX KOMIUIEKCHBIM aHAJIU30M
[IpOrpamMM, CyTb KOTOPOTO 3aKJIFOUAETCS B METOJIOM TOYHOT'O TOMCKA
MOUCKE YYaCTKOB KOJa UCITOJIHSAEMOTO 3BPUCTUYECKUM aHAITU30M
00BEKTa, OTBEYAIOIINX 32 KOHKPETHBIE CUTHATYPHBIM AHAJIM30M
BPCAOHOCHBIC HGIZCTBI/I?[, Ha3bIBACTCSA METOJOM SMYJISIUN KOJa
Haszsanue aTaku Ha MPOTOKOJIBI | MAaCKapa/

ayTeHTU(UKAINU, B KOTOPOH IOJIb30BATEIh
MIBITAETCS BBIIATH ce0s 3a APYTOro C LEeJbIo
MOJyYEHUsI TOJHOMOYMN U BO3MOXKHOCTH
JEWCTBUI OT JIMLA APYTOT0 MOJIb30BaTENs

HNudopmanus B 31eKTpoHHOI hopMme, cepTU(UKAT KIIF04a IPOBEPKHU IEKTPOHHOI
KOTOpasi IPUCOEIUHEHA K APYTON MTOJIIUCHU

UH(pOpPMAIUU B IEKTPOHHON (hOopMe Ui 3JIEKTPOHHAsA NOANNCH

MHBIM 00pa3oM CBsA3aHa C TaKOil KJIX0Y DJIEKTPOHHOM MOIIHMCH

uHpopMalMell U KOTopas HCIIONIb3YeTCs Ul | KBATM(HUIIMPOBAHHBIN CEpTH(HUKAT

ONPCHACICHHUA JINIA, MTOAIUCHIBAOIICTO KJIXOY NIPOBEPKH DJIEKTPOHHOM NOIHUCH
MH(OPMALIHIO CummMmeTpuyHoe mMppoBanne NPUMEHUMO IS

KU (PPOBAHUA JAHHBIX IPOU3BOJIbHON NJIHHBI
[Ipu cummerpuyHoM mmMdpoBaHUU Tepenada
CEKPETHOI0 KJIF0Ya MOXKET OBITh OCYyIECTBJIEHA
110 0OIIEJOCTYITHBIM KaHaJIaM CBSI3U

[IpobGnema pacnpeneneHus Kirodei mudpoBaHus
MEXIYy I[0Jb30BATEISIMA MPUCYTCTBYET TOJBKO
JUTSL aCHMMETPUYHOTO IU(PPOBaHUS

Bu 21eKTpOHHOM MOAMKCH, MO3BOJISIONHI | KBAJIH(PUUHPOBAHHAS 3JIEKTPOHHAS OANMCH
OpraHW30BaTh  IOPUIUYECKH  3HAYUMBIA | IIPOCTas dJIEKTPOHHAS IOAIUCH

3JIEKTPOHHBIN JOKYMEHTO000pPOT ¢ | HekBaU(UIUPOBAHHAS NIEKTPOHHAs NOAINUCH
NAapTHEPCKUMHU  KOMIAHUAMHM,  OpraHaMH | pacIIMpPEHHAS HICKTPOHHAS IMOANUCH
rOCyapCTBEHHOM BJIACTH u

BHEOIOPKETHBIMU (hOHIAMU
B3aumMHas ayTeHTH(HKAIMS 00CHX CTOPOH B | OOMEHA OTKPBITBIMU KJIIOYaMU CUMMETPUYHOTO
SSL BeInosnHsgETCSA MyTEM 1w poBaHHs

o0MeHa ungpoBbIMH ceprupuxkaramu
OTKPBITBHIX KJIIOYeil Mmojb3oBaTesel (KJIHEHTa
" cepBepa),  3aBePEeHHbIMHU uudgposoit
NOANMCHI0 CNENHAJbHBIX CePTHPHUKANMOHHBIX




Bonpoc

BapuaHTtbl oTBeTa

LEHTPOB

00MEHa OTKPBITHIMU KIIFOYaMU aCCUMMETPUYHOTO
i poBaHUs

oOMeHa ciTydyaifHO CreHepUPOBAHHBIMU MAPOJISIMU

K kaxoii rpyrine yrpo3 OTHOCUTCSA
BHEJIPEHUE «BUPYCOBY, allMapaTHBIX U
MIPOTPaMMHBIX 3aKJIAJJOK

arapaTHbIC

busnueckue

UH(OPMAIIMOHHBIE

TCXHHUYCCKHUEC

NporpaMMHbIe

JIx000i1 371eMEHT ONEPAIIMOHHON CUCTEMBI,
JOCTYI K KOTOPOMY I10JIb30BaTeseil u
JIPYTUX CyOBEKTOB JIOCTYIIa MOXKET OBIThH
MIPOU3BOJILHO OTPAHUYEH (E€CIIH OTBET
COCTOMT U3 OOJIBIIIE YeM OJTHOTO CIIOBA,
HAITUIIUTE CJIOBA yepe3 mpoben)

00beKT 0cTyna

CyOBEKT, KOTOPOMY MPHHAJICKUT OOBEKT
OIIEPALIMOHHON CUCTEMBI U KOTOPBIi HECeT
OTBETCTBEHHOCTH 32 KOH(HUICHIIUAILHOCTh
cojiepxkarieiicss B 00bekTe HHpOpMaIIHH, a
TaKKe 32 IEJIOCTHOCTh U JIOCTYITHOCTh
o0BeKTa

BJaaeJien

CpenctBo 3amursl, ucnonbdyemoe B OC
Windows [ist CHU>KEHHSI pHCKa YCTaHOBKH
BpenoHOoCHbIM 10 HexenarenbHOU
MIPOTPaMMBbI HJTH BHECEHHSI OTTACHBIX
U3MEHEHHUH B CHCTEMY.

Windows Filrewall

Action Center

Windows Filtering Platform

PowerShell

User Account Control

JIJIs IPOMEKYTOYHOM ATTEeCTALlUM:

[Tpumeps! 3a1anmii:
1. MaHo:

- IOITyCTUMasl BEPOATHOCTH MO00pa mapoJis 3yoyMeliuieHHuKoM 0,0277972
- CKOpPOCTH MOA0Opa MapoJist 310yMbIIEHHUKOM 493 napoieli(-51) B MUHYTY
- CpOK JiericTBus naposist 17 nHeit(-51)

- MOIIHOCTH ajidaBuTa napois 49 cuMBOIOB

Haiitn niimHy napoJis, COOTBETCTBYIOILYIO 3aJaHHBIM YCIIOBUSIM.

2. llanHo:

- IOTyCTUMasi BEPOATHOCTH Mo100pa mnapods 3noymbinuieHHukom 0,0000148
- CKOpOCTh Toja00Opa maposis 3JI0yMbIluIeHHUKOM 493 maposiei(-is,-i1b) B

MUHYTY




- CpOoK JercTBus napoiist 1 Heaenb (-5, -u)

- MOIIIHOCTH ajihaBuTa napoJis 49 cuMBoJIOB

Haitru:

- JUTMHY TIapOJIsi, COOTBETCTBYIONTYTO 3aJaHHBIM yCIIOBHSIM.

OTBET NOMKEH OBITH LIEJIBIM YHCIIOM.

3. lan 3ammdpoBaHHbIN TEKCT "OIIbYITHBUBTTIA"

Kakoe kimtoueBoe cnoBO OBLJIO HCIOIB30BAHO, €CIM HMCXOIHBIM TEKCT
"ayTeHTUdUKaAIUA".

4. Anmuca mepenana boOy otkperteiii kmou (7,143). Bo6 orBetmn Amnmce
3amu(poBaHHEIM cooOmerneM "135".

EBa nepexBatuiia cooOmieHre U Mpou3Besa Ha HETO YCIEIIHYIO aTaKy.

Hanumire B kadecTBe OTBeTa HMCXOAHOE cooOmieHne boba (uucimo 0e3
KaBBIUEK).

5. bo6 nomyunn ot Anucel Tpu uucna: p =19, g=5, A = 6. bo0 BrIOpai cBoi
3aKpBITHIN KIIt04 b = 7 1 oTnpaBuil AJMce OTKPBITHIN Kitou B, a Taxke paccuurtan
obmuii cexpeTHblit Kitou K. Paccunraiite B u K.

OtBet 3anuiuTe 6€3 MpoOesioB YnciIaMu yepes 3anaryio B opmare: B,K
6. PacnipocTpaHeHue BIMSHUS OJHOTO 3HAKA OTKPBITOIO TEKCTa HA MHOTO 3HAKOB
mUGPTEKCTa, YTO MO3BOJIAET CKPBITh CTATUCTHUYECKHUE CBOMCTBA OTKPBITOTO TEKCTa
Ha3bIBACTCA
7. - TpeArnojiaraeT MCIOJIb30BaHUE TaKUX MIUGPYIOMIMX
npeoOpa3oBaHui,  KOTOpPbIE  YCJOXHSAIOT  BOCCTAHOBJIGHHWE  B3aUMOCBSI3H
CTAaTUCTUYECKUX CBOMCTB OTKPHITOTO M MU(POBAHHOTO TEKCTOB
8. IlposiBeHne 3aBUCHMOCTH BCEX BBIXOJIHBIX OHWTOB IMM(PPOTEKCTa OT KaXKIOTO
BXOJHOTO OMTa OTKPBHITOTO TEKCTA HA3bIBACTCS s dexrom
9. VYcraHoBHTE COOTBETCTBHE MEXKIY THIAMH KPHUINTOCHUCTEM ¥ BHJIAMH
Kpunrorpadguyeckux npeoopazoBaHuii

1) GeckiroueBbie d) XCIIMpPOBAaHUE
2) OIHOKITIOYEBBIC b) cummerpuuHOe mudppoBaHue
3) IBYXKITFOUEBBIC C) acMMMETpPHUYHOE IH(pPOBaAHNE

10. VYcraHoBuUTE COOTBETCTBHE CTaHAApTOB IMHUGPOBAHUS ©  KOJUYECTBA
WCITIOJIb3yEMbBIX B HUX PayHJI0B MU(POBaAHUS

1) AES128 a) 10 paynmoB
2) AES192 b) 12 paynnos
3) AES256 Cc) 14 paynnos
4) DES d) 16 paynmos
5) 3DES e) 24 paynaa

f) 48 paynmos
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