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1. Heap, 3a1a4M ¥ IVIAHUPYEMbIe Pe3yJIbTAThI 00YYEeHHUs 10 JUCHUIIIMHE

Lenpro ocsoenus aucuuiauabl 51.0.11.03. "OcHoBBl HMH(DOPMAIIMOHHOM
oe3omacHocTH" SABIsETCA (OPMHPOBAHUS Y CTYACHTOB 3HAHUW M HABBIKOB TIO
BOMpocaM HMH(POPMAITMOHHOW O€30MacHOCTH, a Tak)Ke HAaBBIKOB IPAKTHYECKOTO
oOecrieueHus 3amuThl HHPOpMaIUU U 6€30MaCHOTO WCIIOIB30BAHUS MPOTPAMMHBIX
CPEJICTB B BBIUYMCIIUTENIbHBIX CHCTEMaX OpraHu3aliil U yUpesKICHUN.

3ajauaMy JUCUUIUIMHBI ABJISIOTCS: MOJMydyeHUE 0a30BBbIX TEOPETUUECKUX MpeE-
CTaBJICHUM O COBPEMEHHBIX OpPraHMW3aLUMOHHBIX M TEXHUYECKMX METONAX 3alUTHI
uHbOpMaIlK, a TaKKe TEXHUYECKUX CPEACTBAX 3aIlUTHhl KOMIIbIOTEpHOU HH(pOpMa-
IUU THPOPMAIIMOHHBIX CUCTEM OpTaHU3alluil U YUpeKICHUH.

KomnereHumu u uHIMKATOPBI, POpMUpYEMbIE Y 00yUYaOIIUXCS:

Kox u HanMeHOBaHHE KOMIIETCHITHH Kon n HanMeHOBaHME HHIUKATOPA
OIIK-6. Crioco6en monnmarh purmiel pa- | OITK-6.2. Bnaneer HaBblkamu npuMeHCHHS mu(po-
0O0TBI COBPEMEHHBIX MH()OPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHHA JUIs PEUIeHHs 3ajad Hpodeccuo-
HOJIOTHIA M FICTIOJTE30BATh UX ISl PEIICHUSI HATBHON JIEATEIBHOCTH C YY€TOM OCHOBHBIX TpeOo-
3aJ1a4 Ipo(ECCHOHATIBHOM JCSTEIILHOCTH BaHUi1 nH(GOPMAIIMOHHOIN 0€301MaCHOCTH

2. Mecto nucuunnHbl B cTpykrype OII

[IpeamecTByromue TUCHUILIMHBL (MOAYIH), npaktuku, HUP, ap.:
b1.0.11.01. UudopmaiinoHHbIe TEXHOJIOTUH

b1.0.11.02. AnropurmMu3zanus u IporpaMMHpPOBAHUE

[Tocnenyromme aucuuIuinebl (Moaynu), npaktuku, HUP, np.:
b1.0.11.04. IIporpamMmmHOe oOecrieueHre U porpaMMHUpOBaHue B mpodeccuo-
HaJIbHOM JESATEIIbHOCTH

3. CTpyKTypa M coep:KaHue TUCIUIITHHBI
3.1. CTpyKTYypa THCHMILIHHBI
JI1st ouHOM popMBI 00yUEHHUS

Bun yuebnoi paboThl ngo E;fgg 4CeMec;‘p (b0 5
OBIIAA TPYTOEMKOCTbD ANCIHUIJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAA PABOTA 0,88 32 32
Jlexmun 0,44 16 16
ITpakTHyeckue (ceMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHbie pabOTHI 0,44 16 16
CAMOCTOATEJIBHAA PABOTA OBYUYAIOHIET'OCA 1,12 40 40
ITpopaboTka yueGHOro MaTepHraa 1,12 40 40
KypcoBoii mpoekt 0 0 0
KypcoBas pabota 0 0 0
ITonroroBka Kk MpoOMeEKyTOYHOM aTTeCTAllUU 0 0 0
IIpomexxyTouHast arTecTanus: 3




3.2. Conep:kaHue IMCHUILVIMHBI, CTPYKTYPHUPOBAHHOE IO pa3jejaM H
BU/aM 3aHATHH

Pacnpenenenue tpy- | ®opmel u | MHmekcwl nHIuKa-

JIOEMKOCTH BH/]I TOPOB opMuUpye-
§ 10 BUJaM Y4€OHOH | KOHTPOJISA | MBIX KOMIIETEHIUH
Pa3nensl g paboTsl
JIACLIUTUTUHBI g < | o s | e
21 5| & 8| &
5 © o, =
S S S S
Paznen 1. OcHOBHBIC TOHATHA
U aHamu3 yrpo3 uHbopmamu-| 6 | 2 | 0 | O | 4 TK1 OIIK-6.2. 3
OHHOM 0€30MacHOCTH
Paznen 2. OpraHuzanmoHHoO-
aIMIHUCTpaTHBHBIE Mepbl uH-| 6 | 2 | 0 | O | 4 TK2 OIIK-6.2.3
(hopMaIMOHHOM GE3011aCHOCTH.
Paznen 3. NuxenepHo-

TexHuueckue mepbl mHbpopma- |40 | 8 |12 | 0 | 20 TK3 OIIK-6.2. 3YB
IIMOHHOM O€301TaCHOCTH

Paznen 4. HopwmaTuBHO-
npaBoBbie Mepsl nHpopmaru- | 20 | 4 | 4 | O |12 TK4 OIIK-6.2. 3YB
OHHOM 0€30IaCHOCTH

3ager O, 0|0

o
o

OM1 | OIIK-6.2.3YB

Hroro 3a 4 cemectp 72116 16| 0 |40

3.3. Conep:kaHue IMCUUIIMHBI

Paznen 1. OcHOBHBIE MOHATHUS U aHAIN3 YTPO3 UH(HOPMAIIMOHHOM O€30MaCHOCTH.

OcHoBHbIE TepMHUHBI U onpeneneHus. Obecrneuenue MHPOPMAMOHHON Oe3o1mac-
HOCTH KOMIIBIOTEPHBIX cucTeM. Bunbl yrpo3. Tpu Haubosee BbIpaK€HHbIE yrpo3bl: 1)
MOABEP’KEHHOCTh (PM3MUECKOMY MCKKEHUIO WM YHHUUYTOXKEHHIO; 2) BO3MOXKHOCTH He-
CAHKLIMOHMPOBAHHOM (CITy4allHOM WJIM 3JI0YMBIIIIEHHOW) MOIU(UKaIMY; 3) OMaCHOCTb
HECAHKITMOHUPOBAHHOTO (CIy4alHOTO M TPEIHaMEPEHHOr0) MOJdydeHus WHbOopMaluu
JIMLIAMHU, [Tl KOTOPBIX OHA HE MpeHa3HaueHa. XapakTep MPOUCX0XKICHUS YTPO3: YMBbIIII-
JeHHbIe (haKTOphl, ecTecTBeHHbIE (hakTophl. MicTouHukH yrpo3. [Ipennocbuiku nosiBneHus
yIpo3: 0ObEKTUBHBIC, CYOBEKTUBHBIC

Paznen 2. OpraHu3zaliOHHO-aJJMHUHUCTPATUBHBIE MEphl MH(MOPMALIMOHHOW Oe3-
OIAaCHOCTH

OcHOBHBIE TIOHATHUS TIOJMTUKU Oe3omacHOCTH. CTPyKTypa MOJIMTUKU O€30IMacHO-
CTU OpraHu3aluu: 0a30Basi MOJUTHKA O€30MAaCHOCTH, CHEUUATN3UPOBAHHbIE MOJIUTHKU
0e30macHOCTH, MpoLeAyphl 6e3omacHocTH . Pa3paboTka monMMTHKKM Ge30MacHOCTH opra-
HI3auuu. KOMIOHEHTH apXUTeKTypbl Oe3omacHOCTH. Ponu um oTBETCTBEHHOCTH B 0€3-
OITACHOCTH CETH.

Paznen 3. MHxeHepHO-TEXHUYECKHE MePbl MH(DOPMAIIMOHHOM O€3011acCHOCTH
[lonsite xpunrorpaguur. OCHOBHbIE MOHATHUSA KPUNTOrpapUyuecKor 3alUThl UH-
¢dopmarmu.  Kpunrorpaduueckne amroputMel.  CHUMMETpUYHBIE  KPUIITOCHCTEMBI




mmgpoBanus. OCHOBHBIE PEXHMMBI pabOThl OJOYHOIO CHUMMETPHUYHOIO AJITOPUTMA.
OcobeHHoCcTH MIPUMEHEHUS AJITOPUTMOB CUMMETPUYHOT'O ppoBaHUSL.
AcCUMMETpUYHBIE KPUIITOCUCTEMBI IIM(ppoBaHusl. OyHKINU XAIIMPOBAHUSA. DIIEKTPOHHAS
mdpoBast moanuch. OCHOBHBIE TMPOLEIYpPHl LUPPOBOM TMOAMUCH. YTIpaBICHUE
KPUIITOKIIIOYaMy.  Vcronb30BaHHEe  KOMOMHHPOBAaHHOM — KpPHUIITOCUCTEMBL.  Meton
pacnpenenenus kmouen Jupdpu-Xemmana. MHpacTpykTypa yrpaBieHUs] OTKPBITHIMU
xiroyamu PKI.

AyTeHTH(UKaIs, aBTOPU3ALMS U aIMUHUCTPUPOBAHNE IEUCTBUI 10JIb30BaTENEH.
Meroapl ayTeHTU(QUKALMK, HUCIONIb3YIOIIME MApoiM: AayTeHTU(HUKALMS Ha OCHOBE
MHOTOpa30BbIX MapoJiei, ayTeHTH(UKAIMA Ha OCHOBE OJHOPa30BbIX maposieil. Ctporast
ayTeHTU(UKAIMS: TPUMEHEHUE 3JIEKTPOHHBIX HICHTH(PUKATOPOB, TMPOTOKOIBI CTPOTOi
ayTeHTU(UKAIIH.

buomerpuueckas ayrentudukamuys nonb3oBarens. KoMOMHUPOBaHHBIE CHCTEMBI
UICHTU(PUKALUY U ayTeHTU(PUKALUKU. DJIEKTPOHHBIE 3aMKHU. YTPaBJIECHUE AOCTYIIOM I10
CXEeM€ OJIHOKpaTHOro Bxoja ¢ apropm3amuei Single Sign-On. VYmnparnenue
UJIeHTU(UKALUEN U T0CTYIIOM

BpenonocHele mporpaMmbl ¥ IpoOsieMbl aHTUBUPYCHOM 3aliuThl. OCHOBHBIE
KaHaJIbl PACIPOCTPAHEHUS] BPEAOHOCHBIX MPOrpamMM. AHTHUBUPYCHBIE IPOIPaMMBbI:
OCHOBBI pa0OTbl aHTUBUPYCHBIX MPOrpamMM, OCOOEHHOCTH «OOJIAYHOW» AHTUBUPYCHOM
TEXHOJIOTUH, BUJIbl AHTUBUPYCHBIX MPOTPaMM, TOMOJTHUTEIbHbBIE MOTYJIM AHTUBUPYCHBIX
OporpaMM, peXuUMbl pabOThl aHTUBUpyca. [Ipodunakruyeckue Mepbl 3allUTHL.
JlononHuTenbHble cpeacTBa 3aluThl: 00HOBIeHUA [10, Opanamaya3pbl, cpeicTBa 3aliuThl
OT HEXEJaTeIbHOW KOPPECIOHACHIMY. AHTUBUPYCHBIE IPOTPAMMHBIE KOMIUIEKCHI

Paznen 4. HopmatuBHO-ipaBOBbIE MEPBHI MHPOPMATMOHHON O€3011aCHOCTH

Ponp cranmaptoB uHGpOpMAMOHHON  Oe30macHOCTH. MexayHapoIHbIe
ctanaaptel uHpopmarmonHoi OezonacHoctu. Cranpapt ISO/IEC 17799:2002 (BS
7799:2000). I'epmanckuit cranmapt BSI. Mexaynapoausiii ctapmgapt ISO 15408
«OO01me KpuTepun O0€30MaCHOCTH HH(POPMALUMOHHBIX TEXHONOTUi». CTaHAapThI
IEEE 802.11 m WPA — crangaptel s OecrnpoBOAHBIX ceTeil. CranmgapThl
uHpopMallmoHHOM Oe3omacHocTH anst  Internet. OTeuecTBEHHBIE CTaHIAPTHI
0€e30MacHOCTH NH(OPMALIMOHHBIX TEXHOJIOTHH.

OpraHu3alMoHHass  CTPYKTypa TOCYJapCTBEHHOM  CHUCTEMbI — OOeCHeUYeHHs
uHpopmarmonHoi 6e3onacHoct. CoBer besonacnoctu Poccuiickoit denepanmu. Ko-
muccusi CoBera Penepaul M0 MHPOPMALMOHHOM TOJMTUKE M B3aUMOJCHCTBUIO CO
cpencTBaMu MaccoBo nHpopMmaru. denepanbHble OpraHbl UCTIOIHUTEIBHOM BIACTH B
obnactu nH(popMaTH3auru. MexBeAOMCTBEHHAs! KOMUCCHS 110 3aLUTE IOCYIapCTBEHHOM
taitHpl. DenepanbHas ciayx0a Oe3zomacHoctn Poccutickoit denepanuu. denepaibHas
ciyk0a Mo TEXHUYECKOMY U IKCIIOPTHOMY KOHTposo. denepanbHas Ciry:k0a OXpaHbl
Poccuiickoit ®@eneparin. Coryx0a BHemrHel pa3Benku Poccutickoit deneparun. deje-
pasbHas1 CITy»K0a 1o Ha30py B cepe cBsizr, MHDOPMAITMOHHBIX TEXHOJIOTHI U MaCCOBBIX
komMMmyHuKanui (Pockomuamzop). PenepanbHas Ciiy:k0a MO MHTEUIEKTYaIbHOW COO-
CTBEHHOCTH, MaTeHTaM M ToBapHbIM 3Hakam (Pocnarent). denepanbHOE areHTCTBO IO
TEXHUUYECKOMY peryiupoBanuio u merposioruu (Poccrannapr). Obecneuenue napopma-
IIMOHHOM 0€3011acCHOCTH Ha YpOBHE CYObeKTOB Poccuiickoii denepaiuu.

3akoHonaTenbcTBO Poccuiickoii denepaiinu B 001acTu 3aluThl HHOOpMAITUH,
3alAThl TOCYJAPCTBEHHOW TallHBI UM KOH(pUACHIMAIbHOW WHGOpManuu. Bunbr 3a-



nuiaeMort nHpopmanuu. Koncrturynust Poccuiickoit denepanuu. JlokTprHa WH-
dbopmanmonnoi 6e3onacuoctu Poccuiickoit @eneparnuu. Koxexc Poccuiickoit dene-
paiuu 006 aTMUHUCTPATUBHBIX MPABOHAPYIICHUSX. YTOJOBHBIN KoJeke Poccuiickoi
Oenepanuu. ['paxnanckuii konekce Poccuiickonn denepanun. HamoroBeld KoOJIeKc
Poccutickon ®enepanuu. Tpynosoit koneke Poccniickont denepannn. OenepanbHblii
3akoH "OO0 uHpopManuu, UHPOPMAIMOHHBIX TEXHOJOTHUSIX U O 3ammuTe uHpopma-
uun". deaepanpubiii 3akoH «O rocyaapcTBeHHOM TaliHe». denepanbHblii 3aKkoH «O
KOMMepUecKkor TaliHe». DenepanbHblii 3aKOH «O TEXHHUYECKOM PETYIUPOBAHUN.
®denepanbubiil 3akoH «O0 AMekTpoHHON noanucuy. DenepanbHbiid 3akoH «O nepco-
HaJIbHBIX JaHHBIX». DenepanbHblil 3akoH «O cBsizuy. DenepanbHblil 3akoH "O cpen-
cTBax MaccoBod uHGpopmarnuu'. Denepanpubiii 3akoH «O Oe3omacHocT». Dene-
panbHbIi 3aKk0oH «O JTUIEH3UPOBAHUU OTACIBHBIX BUIOB JAesSTEIbHOCTHY». Denepaib-
HbIl 3akoH «O0 apxuBHOM Jnene B Poccuiickoit denepannny. dOenepanbHblii 3aKOH
«O TpaHCTIOPTHOM 06€30MaCHOCTIY.

3.4. TeMaTH4YeCKHil IVIAH NPAKTHYECKHUX 3aAHATHI
JlanHbIi BUA pabOTHI HE MPEYCMOTPEH YUSOHBIM IJIAHOM.

3.5. TemaTuyeckuii MJ1aH JJa0OPATOPHBIX padoT

[Tponomxu-
No Howmep posL
HanmenoBanue 1abopaTopHbIX paboT TEIIbHOCTb,
/11 pazzaena
Jac.
1 Hacrpoiika nmoauTrku 0€30MacHOCTH ONEeparuoOHHON 3 4
CHUCTEMBI
2 Opranuzanus 3amuThl TOKYMEHTOB CpeICTBaMHU Ia- 3 4

keta Microsoft Office

3 [[ndpoBanue uHpopmManuu METOIOM TMOIHaI(aBUT-
HOM 3aMeHbl. [locTpoeHne u ucnonab30BaHUE MaTpu- 3 4
bl Buxnnaepa

4 Joxrprna nHdpopMarmonHoi 6e3omacHocTH Poccuii-
ckon Denepanum.

3.6. KypcoBoii npoekT /KypcoBasi pa6oTa

JlanHbIi BUA pabOTHI HE MPEYCMOTPEH YUSOHBIM IIAHOM.

4. OneHuBaHHE Pe3yJIbTATOB 00y4eHUs!

OueHuBaHue pe3yJbTaTOB OOYUYEHMS MO JUCHUIUIMHE OCYIIECTBIISICTCS B
paMKax TEKYIIEro KOHTPOJS M MPOMEKYTOUYHOM aTTecTalud, MPOBOJAUMBIX 10
oabHO-periTuHroBoit cucreme (bPC).

[Ikana oreHKH pe3yabTaTOB O0yUEHHUS 110 AUCITUTUIHHE:

Kon Kon 3ariaHu- VYpoBeHb c(hOpMUPOBAHHOCTH
KOMIIe- HMHJAUKATOp pOBaHHbIE WHJMKAaTOpa KOMIETEHLIUU




TEHIUA

a
KOMIICTCHIT
nn

PE3yJIbTaThI
0o0ydeHus 1o
JMCIUTLITHE

Bricokuii

Cpennuit

Huxe
CPEJIHETO

Huzkni

ot 85 mo 100

ot 70 no 84

oT 55 no 69

ot 0 1o 54

[Ikama oneHUBaHUA

OTJIMYHO

XOPOIIIO

YAOBJIET-
BOPHTEIHHO

HEYI0B-
JIETBOPH-
TENBHO

3a4TCHO

HC 3a4TCHO

OIIK-6

OIIK-6.2

3HATh.

3HATh MPABOBbIC
aKTHI B 00J1aCTH
3aIUTHI
uH(pOpMaLH,
OCHOBHbIC TIOHSTHS U
YIPO3BI
UH()OPMALMOHHON
0e30macHOCTH,
OCHOBHbIE
MEPOTPHUSITHS TIO
00€eCIIEYEeHHTO
MH(pOPMALTIOHHON
0€e30MacHOCTH B
npodecCHOHATTBHOM
JICSTEITLHOCTH

3HaeT B
COBEPIIIECHCT
BC

3HAET
OCHOBHbIE
TIPUHITATIBT

3HAET
OTHEIbHEIE
TIPUHIIUIIBI

UMeeT
TpeICTaBIIC
HHE

UH(POPMAITIOHHO-
KOMMYHUKAIMOHHBIC
TEXHOJIOTHH,
HPUMEHSIEMbIC
pereHus
CTaHJAPTHBIX  3aja4
npoheccuoHaTbHON
JEeATEILHOCTH c
Y4eTOM  OCHOBHBIX
TpeOOBaHMI
MH()OPMALTIOHHON
0€30MacHOCTH

TS

3HaeT B
COBEPIICHCT
BE

3HACT
OCHOBHBIC
TIPUHITATIBI

3HaeT
OTZENbHBIE
TIPUHIMIIBI

AMEET
TipeJIcTaBjIe
HHE

YMETB:

UCTIONTB30BaTh
METO/Ibl U CpeJCTBa
obecreueHust
MH(OPMALIMOHHON
Oe3omacHOCTH c
LETBIO
NpeIOTBPAIICHUS
HECaHKIMOHUPOBAHH
oro J0CTyna,
37I0yMBILLITIEHHON
uHpopMa WK
yTpaThl 3aIUIIAeMON
uHpOopMaLIUH

yMeeT B
COBEPIICHCT
BE

yMmeeT C
HEKPUTHIH
BIMH
OIITNOKaMH

JUTyCKaeT
OT/ICNTbHBIC
rpyObIe

OIMOKHU

HE
0e3
TIOCTOPOHH
€l TIOMOIIH
HCIIOJIL30Ba
Tb

MOXET




YpoBeHb chOPMUPOBAHHOCTH
WHIUKATOpA KOMITCTCHIIUU
. . Huxe N
Kog 3annaHu- Breicokuii | Cpennuii N Huskwuit
Kox  mmamkarop pOBaHHBIC 550100 T p5 SI[ <o 5054
KOMIIE- a PE3YIbTATEI or 85 10 oT /U A0 8% 0T XY A0 b7 |OT D A0
TEHLMU KOMIIETEHI] 00y4eHus 1o lkana onecHnBanns
un TUCLIUIUINHE YIOBIET- HEYNOB-
OTJINYHO XOopouio JICTBOPU-
BOPUTCIILHO
TCJIBHO
3a4TEHO HE 3a4TEHO
OLICHUBATh
OIaCHOCTb,
CBSI3aHHYIO c
yrpo3amu HE MOXET
HECaHKIIMOHUPOBAHH cor 5 | YMOCT ¢ | mmyckaer 0e3
oro IIOCTyHa K yM HECKPUTHYH OTICIIbHBIC IIOCTOPOHH
COBEpILIEHCT N
UHPOPMAITIH, se BIMH rpyobie el oMo
HaMEpPEHHOU OIIMOKaMH | OMIMOKU HUCIIONB30Ba
MOA(DUKAITUAH Th
JNAHHBIX W YTPaThl
CITy>KEeOHOM
uHpOPMAIH
BJIAJICTh:
COBPEMCHHBIMH BJIAjIeET
HE BIAEET
o0mMMH  crioco0amu | BruajgeeT B | BIajgeeT OTHCTBHEIM |
06eCHequI/IH COBCPIHICHCT | OTACIIbHBIM 1 HaBbIKaMH
. TIOCTOPOHH
MH(pOpPMALTIOHHON BE Y HaBBIKAMH | C .
€M MoMOIIU
0e30MacHOCTH Hel0YeTaMu
OI.[GHOIIHBIG MaTCpHuabl JJIsA IIPOBCACHUA TCKYLICTO KOHTPOJIA

MIPOMEKYTOUHOM aTTecTanuu TnpuBefeHbl B [lpmnoxenun k paboueil mporpamme

JUCHUITIIIUHBI.

[TonHBIN KOMIUIEKT 3aJlaHUl U MaTepuagoB, HEOOXOIUMBIX ISl OLICHUBAHUS
pEe3yNbTaTOB 00YUYEHUs MO AUCLMIUIMHE, XPAHUTCA Ha Kadeape pa3padoTyuka.

5. Y4eOHO-MeTOoIMYecKoe U HH(POPMALIMOHHOE o0ecnieyeHHe JUCTMILIMHbI

5.1. YueOHO-MeTOANYECKOE 00ecIeueHue

5.1.1. OcHoBHas nuTeparypa

1. Mensenes, B. A., Undopmarmonnas Oe3omacHOCTh. BBeneHue B crienyaib-
HocTh + ellpunoxenune: Tects! : yueOHuk / B. A. Mensenes. — Mocksa : KnoPyc, 2023. —
143 c¢. — ISBN 978-5-406-11334-9. — URL. https://book.ru/book/948870. — Tekcr : smek-
TPOHHBIN.

2. MenbhukoB, B. I1., Mupopmanmonnas 6e3onacHocts : yueOnuk / B. T1. Menb-
HukoB, A. U. Kynpusuos, T. FO. BacunseBa. — Mocksa : KauoPyc, 2023. — 371 c. — ISBN
978-5-406-11960-0. — URL.: https://book.ru/book/950148. — TekcT : 2IeKTPOHHBIH.

3. 3ammra uHpopMmaiu : yuyebnoe nocodue / A. II. XKyk, E. II. Kyk, O. M.
Jlerrermkma, A. Y. Tumomkua. — Mocksa : PUOP : MTHOPA-M, 2021. — 400 c. — URL.:
http://new.ibooks.ru/bookshelf/361250. - Tekcr : 351eKTPOHHBIIA.



5.1.2.JlonomHUTEBHAS TUTEPATYPA

1. KpbuioB I'. O., bazoBbie noHsATHA HHGOPMAIIMOHHOW O€30IMaCHOCTH : yueOHOe
nocodue / I'. O. Kpsuios, C. JI. Jlapuonosa, B. JI. Hukutuna. — Mocksa : Pycaitnc, 2023.
— 257 c. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Tekcr :
AJIEKTPOHHBIN.

2. babam, A. B., Kpunrorpaduueckre METO/IbI 3alUTHl HHPOpMAIIWH : yIEOHUK /
A. B. ba6am, E. K. bapanosa. — Mocksa : KaoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — TekcT : 3NeKTpOHHBIIA.

3. Opranu3zalMoHHO-TIPaBOBOE obecredeHrue MH(GOPMAIIMOHHON O€30MacHOCTH :
yuebHoe nocobue aiist By30B / A. A. Crpensbiios, B. C. I'opbatos, T. A. [lonsikosa [u ap.];
nogt pea. A. A.Ctpensiiona. - M. : Akagemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TeKCT : HerOCPEACTBEHHBIM.

4. WNudopmanmonHasi 0€30MaCHOCTh: KOHLENTYaJbHBIE M METOI0JIOTHYECKHE
OCHOBBI 3aIUTHI HH(OPMALIKH : yueOHoe mocodue / A.A. Maimok. - M. : ['opstuast TuHuS -
Tenekom, 2004. - 280 c. - TeKCT : HEMOCPEACTBEHHBI.

5.2. MudopmanuonHoe odecrnevdenue

5.2.1. DneKTpOHHBIE U HHTEPHET-PECYPCHI

1?/?1 HanmeHnoBaHuE 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccpuika
1 |9BC IBOOKS.RU https://ibooks.ru
2 |9bC LANBOOK.COM https://e.lanbook.com

5.2.2. llpodeccronansubie 0a3bl gAaHHbIX |/ HHbOpMaIMOHHO-CIPpaBOYHbBIC
CUCTEMBI

HaumenoBanue npodeccrnoHaibHbIX 0a3

Ne
oy | ZAHHBIX, UH(POPMAIMOHHO-CIIPABOYHBIX Anpec Pexwum nocryna
CHCTEM
1 |Poccuiickas HarmoHanbHas oubnmorexka  [http://nlr.ru/ http://nlr.ru/
5 Oo0mepoccuiickuii MaTeMaTHYECKUI http:/Awww.mathnet.ru/ http://www.math
nopra net.ru/
) . B https://cyberle
3 |KubepJlennnka B https://cyberleninka.ru/ ninka.ru/
4 Haunonansuas s1extponnas oubnonotexa https://rusneb.ru/ https://rusneb.ru/
(HOB)
5 |[Texnuueckas 6ubmuorexa http://techlibrary.ru nttp://techlibrary.

ru

6 |MCC «Koexen / «Texoxcrepm» http://app.kgeu.local/Home/Ap [http://app.kgeu.lo

ps cal/Home/Apps
7 |«KOHCYIBTaHT TLTIOCY http://www.consultant.ru/ ngﬁélz\lj\;ww'consu

http://www.garan
t.ru/

8 |«[apanT» http://www.garant.ru/




5.2.3. JIunieH3MOHHOE W CBOOOJHO  paCIpOCTpPaHAEMOE IMPOTPaMMHOE
oOecrieueHne TUCIIUILINHBI
PexBU3UTEI
Ne [ HammenoBaHHE MPOrpaMMHOIO Crioco0 pacnpocTpaHeHuUs
HOI[TBep)KI[aIOH_[I/IX
/i obecrniedeHus (JTMTIEH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
. "CodrJlaitaTpeiin"
Windows 7 IIpodeccuonansHast|IIonbp30BaTebeKas onepannoHHas
1 (Pro) cHeTeMa Ne2011.25486 oT
28.11.2011 Hewuck.
npaso. beccpouno
3A0
. "CodrJlaitnTpeiin"
Windows 7 Ilpodeccuonanshasi|[lonb30BaTenbsckas onepanuoHHAs
2 (Starter) cncTeMa Ne2011.25486 OT
28.11.2011 Hewncki.
npaBo. beccpouno

6. MaTepHaJbHO-TEXHUYECKOE O0ecTeueHue T CIUIIMHbI

HaunmenoBanue Buna
yueOHOI padoThI

HanmenoBanue yueOHOI aynu-
TOPUH, CIELUAIU3UPOBAHHON
nmaboparopun

[Iepeuens HEOOXOIMMOTO OOOPYIOBAHUS U TEXHU-
YECKUX CPENICTB O0yUCHHS

Jlexuu

VYuebHas ayauropus 1uis Ipo-
BEJICHUS 3aHATUH JIEKIIHOHHOTO
TUIA

Crienmanu3upoBaHHas y4eOHas MeOenb, TeXHUYe-
CKHE cpelcTBa OOydYeHHWs, Ciyxaimue JJIs
IpEJICTaBICHUS yueOHOM uHpOpMaLUN
OOJIBIIION ayIUTOPUU (MyIbTUMETUHHBIHI
IPOEKTOp, KOMIbIOTEP (HOYTOYK), D3KpaH),
JEMOHCTpAllMOHHOE 000py/n0oBaHue, Yy4eOHO-
HaTJISITHBIC TIOCOOHSI

JlaGoparopHble pa- [KommbroTepHblii Kiace ¢ Bbixo- | Cnenuanu3upoBaHHass — ydeOHas — meOenb,
0OTHI nom B Muteprer JI-418, J1-420, | texnuueckue cpezcTBa 00y4eHust
A-424, 1-427 (MyIbTUMEIUUHBIN TPOEKTOpP, MOHOOJIOKHU 25
1e. ), JIMIIEH3UOHHOE IpOTrpaMMHOE
obecrieyeHne
KowmmbtoTephbiii kiace ¢ Bbixo- | Crienuanu3upoBaHHas ydeOHas MeOenb Ha 30
nom B Muteprer B-600a nocagounblx  Mect, 30  KOMIILIOTEPOB,
TEXHUYECKHUE CpPeACTBAa O0y4YeHHUs (MyJIbTUME-
JTUWHBIN  TPOEKTOpP, KOMMBIOTEp (HOYTOYK),
9KpaH), BUJICOKaMEPBI, IPOrpaMMHOE
obecrieyeHne
CamocrosrenbHas |KommbioTepHslii kKiace ¢ Beixo- | Crienuanu3upoBaHHas ydeOHas mebenb Ha 30
pabora nom B Uuteprer B-600a nocajounblx  Mect, 30  KOMIILIOTEPOB,

TEXHUYECKUE CpeACTBAa O0y4YeHHUs (MyJIbTUMe-
TUIHBIA MPOEKTOP, KOMIbIOTEP (HOYTOYK),
9KpaH), BUJICOKaMEPHI, pOTrpaMMHOE
obecrieyeHne

YuraabHBIN 3a1
OUOIIMOTEKH

CrnenuanusupoBaHHas Me0Oellb, KOMITbIOTEPHAs
TEXHHKA C BO3MOXHOCTBIO BbIX0OJ1a B MIHTepHET
u obecrieuenuem gocrymna B dUOC, skpaH,
MYJIbTUMEANIHBIN IPOEKTOP, TPOrPaMMHOE
o0ecrieyeHue




7. Oco0eHHOCTH OpraHu3anun 00Pa30BaTeJIbHOM 1eATEJTbHOCTH JJIs JHII C
OrPaHUYE€HHBIMH BO3MOKHOCTSIMH 3/I0POBbSI M HHBAJINI0B

JIviia ¢ orpaHMYEHHBIMU BO3MOXKHOCTSMH 3/10poBbsi (OB3) 1 MHBaIUIBI UMEIOT
BO3MOKHOCTh OECHPEMSITCTBEHHO IEpPEeMEIIaThcs W3 OJHOTO y4eOHO-1abopaTOPHOTO
KOpIlyca B JpPYrod, MHOJHATBCSA HA BCE ATAXKU Y4eOHO-1a00paTOPHBIX KOPITYCOB,
3aHUMaTbCd B YYE€OHBIX W HHBIX [OMEIIEHUSIX C YYETOM OCOOEHHOCTEH
NCUXO0(U3NIECKOTO PA3BUTHS U COCTOSIHUSA 37I0POBBSL.

Hns obydenus nury ¢ OB3 U WHBaNMAOB, UMEIONIMX HApPYIICHHUS OMOPHO-
JBUTATEJIBHOTO anmapara, 00eCleYeHbl YCIOBHs OECHpEensITCTBEHHOIO JIOCTYIa BO
Bce yueOHble nomenieHus. Mabopmaius o cnenuanbHbIX YCIOBUSAX, CO3JaHHBIX AJIs
oOyuaromuxcss ¢ OB3 u wuwHBanmuaoB, pa3MmelnieHa Ha caidTe YHUBEpCUTETa
www//kgeu.ru. imeercst BO3MOXKHOCTh OKa3aHUSI TEXHUYESCKOW ITOMOIIU aCCUCTEHTOM,
a TaKXe YCIIyT CYpIONEePEBOTUMKOB U TU(DIOCYpI0TIEPEBOIUHKOB.

Jlia anantanuu K BocrpusTHio gunamu ¢ OB3 u uHBanugamMu ¢ HapylueHHbIM
CIIyXOM CIIPaBOYHOTO, y4eOHOro MaTepuana MO0 JUCHUIUIMHE O00eCredrBaroTCs
CJIEIYIOILIME YCIIOBUSA:

- JUIS JTy4IIed OpUeHTAlUU B ayUTOPHH, IPUMEHSIIOTCSI CUTHAJIBI OTIOBEILICHUS
O HayaJjle 1 KOHIIE 3aHATHUsA (CIOBO «3BOHOK» MUILIETCS HA TOCKE);

- BHUMaHUE Cia0oCublIamero Oo0y4Yarllerocss NPHUBJIEKAETCS Meaarorom
KECTOM (Ha IJIEYO KJIAJETCS pyKa, OCYIIECTBIISECTCS HEPE3KOE MOXJIONbIBAHUE);

- pazroBapuBasi ¢ OOy4YarOIIMMCS, MEJArorH4eckKuii padOTHHUK CMOTPHUT Ha
HEro, TOBOPUT SICHO, KOPOTKHMH TMPEIIOKEHUSAMHU, OO€CreynBas BO3MOKHOCTb
YTEHUS 10 Ty0am.

KoMmneHncamnus 3aTpygHEHM pedeBOro M HMHTEJUIEKTYalbHOIO pa3BUTHUSA
C1a00CBIIIAIINX 00YYAIOITUXCS IPOBOAUTCS MTYTEM:

- HCTIOJIb30BAHUS CXEM, UarpaMM, pPUCYHKOB, KOMIIBIOTEPHBIX MIPE3EHTAIH ¢
TUIIEPCChIIIKaMU, KOMMEHTUPYIOIUMU OT/IEIbHbIE KOMIIOHEHThI H300paXeHMs;

- pEryJIIpHOTO TMPUMEHEHUs YNpaXHEHUW Ha rpaduueckoe BbIICIECHUE
CYIIECTBEHHBIX MPU3HAKOB IPEIMETOB U SBICHUI;

- oOecrieueHHs] BO3MOXHOCTH I OOYyYarollerocsi MOJYYUTh aJpeCHYIO
KOHCYJIBTALIMIO TIO 3JIEKTPOHHOM MOYTE 10 MEPE HEOOXOJUMOCTH.

JIns apantanuu K BocupusaTuro Jmnamu ¢ OB3 1 nHBanuaamu ¢ HapylmeHUsIMHA
3peHus CIPABOYHOTO, y4eOHOTO, MIPOCBETUTENIHCKOTO MaTepuana,
IIPETYyCMOTPEHHOTO0 00pa30BaTeIbHON MPOrpaMMON MO BBHIOPAaHHOMY HAINPABIICHUIO
MOJATOTOBKHU, 00ECIIEYUBAIOTCS CIEIYIONIUE YCIOBUS:

- BeJIeTCs ajanTtanust opUIHAIbHOrO caiita B ceTu IHTepHEeT ¢ y4eTOM 0COOBIX
NMOTPEeOHOCTEN MHBAIH/IOB 110 3PEHUI0, 00ECTICYMBACTCS HATMUYKME KPYIMHOIIPU(PTOBOH
CIIPaBOYHOM MHGOPMAIINH O PACTIMCAHUH YUCOHBIX 3aHSTHIA;,

- IEJIaTOTUYECKUN  pabOTHUK, €ro coOeceAHUK (Mpu HEOOXOIUMOCTH),
IPUCYTCTBYIOIIME HA 3aHATUH, IPEICTABISAIOTCS 00yUYaIOUUMCS, MPU 3TOM KaKIbIi
pa3 Ha3bIBaeTCs TOT, K KOMY Mearoruyeckuii paboTHUK oOpalaeTcs;

- IEUCTBHUSI, JKECThI, MEePEMEUICHUsI MEeAaroruueckoro pabOTHUKAa KOPOTKO H
SICHO KOMMEHTHUPYIOTCS;

- meyatHas WHQpOpMaLMs MpeAocTaBisieTcd KpynHbiM mmpudrom (ot 18



http://www.kgeu.ru/

MyHKTOB), TOTAJILHO 03BYYHBAETCS,;

- obecrieunBaeTCsi HEOOXOIMMBIN YPOBEHb OCBEIIEHHOCTH TTOMEIIEHUH;

- IPEIOCTABIISICTCS. BO3MOYKHOCTh HCIIOJIB30BaTh KOMIIBIOTEPHI BO BpeMs
3aHSATUN U MPABO 3aIUCU 00BSICHEHUM Ha TUKTO(MOH (110 JKEJIIaHUIO0 00yYarOITUXCs).

dopma mMpOBEACHUA TEKYIIEW M MPOMEXKYTOYHOM aTrTecTaluu s
oOyuaronuxcs ¢ OB3 u UHBaNIUIIOB OMpenesnseTcs NeaarornieckuM pabOTHUKOM B
COOTBETCTBUM ¢ y4ueOHbIM I1aHoM. [Ipu HeoOxoaumoctu olyuaromemycs ¢ OB3,
WHBAIUY C YYETOM UX WHAUBUAYATHHBIX MCUXO(PU3UUIECKUX OCOOCHHOCTEH NaeTcs
BO3MOYKHOCTh TIPOHTH TIPOMEKYTOUHYIO aTTECTAIIMI0 YCTHO, MUChbMEHHO Ha Oymare,
MMCEMEHHO Ha KOMITBIOTEpE, B (popMe TECTUPOBAHUS U T.II., TUOO MPEIOCTABIISCTCS
JOTIOJTHUTEIHFHOE BpEeMS JIJIsl TIOATOTOBKH OTBETA.

8. MeToanyeckue peKOMeHAAIMM /ISl MpenojaBaTeseid M0 OpraHu3amuu
BOCIIUTATEJbHOI PadoThl ¢ 00y4AIOIMMHUCS.

Meroanueckoe obecrieueHre npouecca BOCIUTaHus 00y4daroIMXCcs BbICTYIAET
OJIHUM W3 OMpeNesonux (pakTopoB BEICOKOTO KadecTBa oOpazoBanus. [Ipenonasa-
TeJIb BYy3a, JEMOHCTPUPYS BBICOKHHA MPOGECCHOHAIN3M, SPYAUINIO, YETKYIO Tpak-
JTAHCKYIO TTO3HIINIO, CAMOIUCITUTIINHY, TBOPUYECKHUHA MTOAXO B PEIICHUH MPOECcCHo-
HaJIbHBIX 33714, B X0J/I€ 00pa30BaTEIbHOrO MPOIEcca CIIOCOOCTBYET (POPMUPOBAHUIO
TapMOHUYHOM JTUYHOCTH.

[Ipu peanuzanuu AUCHMIUIMHBI TPENOJaBaTEIh MOXKET HCIOIb30BATh CIEAY-
OII[ME METO/Ibl BOCITUTATEIIbHON PaOOTHI:

- MeToibl (hOPMHUPOBAHUSA CO3HAHUS JUYHOCTU (Oecena, AUCIYT, BHYIICHHE,
UHCTPYKTQX, KOHTPOJIb, OOBSICHEHUE, TPHUMEpP, CAMOKOHTPOJb, pacckas, COBET,
yoexxaeHue u ap.);

- METOABl OpPTaHW3alHUU ACATEIHPHOCTH W (OPMHUPOBAHUS OIBITA TOBEICHHUS
(3amaHue, oOIECTBEHHOE MHEHHUE, IMeJarorunueckoe TpedoBaHMe, MOpydYeHue, Mpu-
YYeHHE, CO3/IaHNe BOCITUTHIBAIONIUX CUTYAIlUi, TPCHUHT, YIIPAaXXHEHUE, U JIP.);

- METOJIbI MOTHBAIIMU NEATEILHOCTH W TOBelAeHUs (0100peHue, MOOMpPEHUE
COI[MAJILHON aKTUBHOCTH, MOPUIIAHUE, CO3/IJaHUE CUTYallUd ycrexa, CO3/1aHue CUTya-
U 111 SMOITMOHAIBHO-HPABCTBEHHBIX MTEPEKUBAHUNA, COPCBHOBAHUE H JIP.)

[Ipu peamuzanuu TUCHHUILIAHBI TPENOAaBaTENb JTODKEH YYUTBIBAThH CIICTYIO-
1€ HAMPaBJICHUS BOCIIUTATEILHOM JIEITETbHOCTH:

I'pasxxcoanckoe u nampuomuueckoe ocnumanue:

- popMUpOBaHKE Yy OOYYAIOIIMXCS IIEJOCTHOTO MHPOBO33PEHUS, POCCHHUCKOM
UJICHTUYHOCTH, YBAKEHHUS K CBOEH CeMbe, OOIIECTBY, TOCYAAPCTBY, IPUHSATHIM B CEMbE U
00IIIeCTBE JyXOBHO-HPABCTBEHHBIM M COIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAIIMOHATBHOMY,
KyJIbTYPHOMY ¥ UCTOPUYECKOMY HacJeuio, (JOPMUPOBAHKE CTPEMIICHHSI K €r0 COXpaHe-
HUIO U Pa3BUTHIO;,

- hopMUpPOBaHKE Y OOYUAIOIIUXCS AKTUBHOM TPayKIAHCKOW MMO3UIIMH, OCHOBAaHHOMN
Ha TPAJWIIMOHHBIX KYJIBTYPHBIX, JTyXOBHBIX M HPAaBCTBCHHBIX IIEHHOCTSX POCCHHCKOTO
00IIIeCTBa, YIS TOBBIIIICHUS CIIOCOOHOCTH OTBETCTBCHHO PEAM30BBIBATH CBOM KOHCTH-
TYLIMOHHBIE MpaBa U 00S3aHHOCTH;

- pa3BUTHE MPABOBON M MOJMTUYCCKON KYJbTYPhl O0yUYaOIIUXCS, PACITUPCHHE
KOHCTPYKTHBHOTO YYacTHs B NMPUHSATHN PEIICHHM, 3aTParuBaroIuX WX MpaBa U WH-



TEpPEChl, B TOM YHCJIE B Pa3IMYHBIX (OpPMAX CaMOOPTAaHU3AIMH, CAMOYIPAaBJICHHUS,
OOIIECTBEHHO-3HAYMMOM JIeATeTbHOCTH;

- opMUpOBaHKE MOTHBOB, HPABCTBEHHBIX M CMBICIIOBBIX YCTaHOBOK JMYHOCTH,
MO3BOJISAIOIINX MPOTUBOCTOSATH IKCTPEMHU3MY, KCEHO(POOUHU, TUCKPUMHUHAIIUKM IO COLIU-
aJTbHBIM, PEJIMTHO3HBIM, PACOBBIM, HAIIMOHAJIBHBIM MPU3HAKaM, MEKITHUYECKON U MEXK-
KOH(ECCHOHAILHON HETEPIMUMOCTH, IPYTUM HETaTUBHBIM COLIMATLHBIM SIBIICHUSIM.

Jlyxoeno-upascmeenHoe socnumanue:

- BOCTINTAHKNE YYBCTBA IOCTOMHCTBA, YECTH U YECTHOCTH, COBECTIIMBOCTH, yBa-
KEHUS K POJUTEIISIM, YIUTEIISIM, JTFOJSM CTapIIIero MOKOJIEHUS;

- popMHUpOBaHUE TPUHIIUIIOB KOJUICKTUBU3MA WM COJIMIAPHOCTH, AyXa MHJIO-
CepIus M COCTPaJaHUsl, TPUBBIUKH 3a00TUTHCS O JIFOASIX, HAXOAAIINXCS B TPYAHOU
KU3HCHHOM CUTYaIlUU;

- popMUpOBAHUE COTMIAPHOCTH W UYBCTBA COIHAIBHONW OTBETCTBEHHOCTH TIO
OTHONIIEHUIO K JIIOJSIM C OTPAaHUYCHHBIMH BO3MOKHOCTSIMHU 3JI0POBbsI, TIPEOJI0JICHUE
MICUXOJIOTUYECKUX OaphepoB MO OTHOIIECHHUIO K JIIOASM C OTPAaHUYCHHBIMUA BO3MOXK-
HOCTSIMU;

- popMHpOBaHKHE AIMOIMOHAIBHO HACBHIIIEHHOTO U JIyXOBHO BO3BBIIIEHHOTO OT-
HOIIEHUSI K MHpPY, CIIOCOOHOCTH M YMEHHS Tepe/iaBaTh JIPYTMM CBOW ACTETUYECKUI
OIIBIT.

KynemypHo-npoceemumensckoe gocnumarue:

- popMHUpOBaAHNE ICTETUICCKON KapTHHBI MUPA;

- popMupOBaHUE YBOKEHUS K KYJIBTYPHBIM IIEHHOCTSIM POJHOTO TOPOJIa, Kpas,
CTpaHBI;

- IOBBITIICHUE TIO3HABATEILHON aKTUBHOCTH O0YYaFOIIIHXCA.

Hayuno-obpazoseamenvroe socnumanue:

- hopMupoBaHue y 00y4aIOIUXCI HAYYHOTO MUPOBO33PEHUS;

- popMUpOBaHUE YMEHHS TOTy4aTh 3HAHUS;

- popMUpOBaHNE HABHIKOB aHalW3a U CHUHTE3a MHGOpPMAIMH, B TOM YHUCIE B
npodeCCHOHAIBHOM 001acTH.
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OreHOYHBIE MATEPHATBI MO AWCIUIUINHE, MPEAHA3HAYEHHBI ISl OICHUBAHUS
pE3yNIbTaTOB 00yUYEHHS HA COOTBETCTBUE MHAMKATOPAM JTOCTIKEHUSI KOMIICTCHIINH.

OueHuBaHue pe3yJabTaTOB OOY4YEeHHS MO JUCHUIUIMHE OCYIIECTBISETCA B
pamkax Tekymero koutpons (TK) u mpoMexyTodHoit aTTectanuu, IpOBOJAUMBIX IO
oamnpHO-perTunroBoi cucreme (bPC).

1. TexHnoJsiornyeckasi KapTa
Cemectp 4

PeliTuHrOBBIC NTOKA3aTENN
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Pasnen 1. OcHOBHBIC TOHSTHS U AHAIN3 YIPO3 WH-
(hopMarmoHHOH 6€30IaCHOCTH TK 9 6 9-15
Paznen 2. OpraHu3alioOHHO-aMUHUCTpAaTHBHBIE Me- | 1
pBI HH(POPMALMOHHOM GE30IIaCHOCTH
TectupoBanue 9 6 9-15
P 3. U . - | TK
aszet 3 HKCHEPHO-TCXHIYECKUE MEPbl HH(POpMa: 97 18 27.45
[IMOHHOM 0€30IIaCHOCTH 2
TectupoBanue 9 6 9-15
BrinonHeHue 1 3aiura 1abopaTopHoii paboTs 18 12 18-30
P 4. H - - | TK
a3):[eun OpPMAaTHBHO-TIPABOBBIE MEpbl HH(pOPMALIH 15 10 | 15-25
OHHO}1 Oe301acHOCTH 3
TectupoBanue 9 6
Brimonmsenne 1 3ammTa 1ab0paTopHO paboTEI 6 4
IIpome:xyTounasi aTTecramus (3a4er) OM 9-15
HrtoroBoe TecTHpoBaHKe 9-15
2. OueHOYHbIE MATEPHAJIBI TEKYIIIEr0 KOHTPOJISI U IPOMEKYTOUHOM aTTecTaluu
[IIkana oueHKH pe3yabTaTOB O0YUEHHUS 110 AUCIUIUIMHE:
YpoBeHb CPOpMHUPOBAHHOCTH
WHAUKATOPA KOMIIETEHIINN
. . Hwxe .
Kon 3arutanu- Beoicokwii Cpennuii S Huzkwmit
K MHIAKAT BaHHBI
Of - MHIMKATOP POBATILIC 0T 8510 100 [0r 70 10 84 |07 551069 | ot 0 10 54
KOMIIC- a PE3YJIbTAThL
IIxama onieHuBaHUS
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OlLieHKa «OTJMYHO)» BBICTABIIETCA 34 BIIAJICHUE B MOJHOW MEPE MOHATUMHBIM
anmnapaToM JAUCHMUIUIMHBI « OCHOBBI HHPOPMALIMOHHON 0€301aCHOCTHY, CIOCOOHOCTD
WUTIOCTPUPOBATh OTBET MpuMepamu, (akTamu, JaHHBIMH HAy4YHBIX HCCIEIOBAHHM,
MPUMEHSATh TEOPETUYCCKUE 3HAHUS NJIsi PEIICHUs] TUIIOBBIX 3a/1ad M MPAKTHYECKUX
3aJjaHuil 0oJiee BBICOKOTO YPOBHS CIIOKHOCTH.

OreHKa «XOPOII0» BHICTABIISIETCS 32 BJIAJICHUE TTOHSATUIHHBIM aIllapaToM JUC-
UUIUIMHBL «OCHOBBI MH(OpPMAIIMOHHAS 0€30MaCHOCTUY, COCOOEH HILTIOCTPUPOBATH
OTBET MpUMepamMu, (pakTamu, MPUMEHSATH TCOPETUUECKHUE 3HAHUS MPH PEUICHUH TH-
MOBBIX 337a4, IONYCKAET HE3HAUUTENIbHbIE OMIMOKHU MPU PEUICHUHU MPAKTUYECKHUX 3a-
JaHui 0oJiee BBICOKOTO YPOBHSI CJIOKHOCTH.

OrneHKa «yI0BJIE€TBOPHUTEIbHO» BBICTABISIETCS 32 YaCTUYHOE BIIAJICHUE TEO-
PETUYECKUMH OCHOBaMHU NUCHUIUINHBI «OCHOBBI MHGOPMAIMOHHAS 0€30MacHOCTHY,
dbparMeHTapHyI0 CIIOCOOHOCTH WILTIOCTPUPOBATH OTBET MpUMEpaMu, (hakTamMu, B psizie
Clly4aeB 3aTpyJIHSETCS MPUMEHSTh TEOPETUUYECKUE 3HAHUS MPU PEIICHUH TUIIOBBIX
3aJlay, He BCErJla ClOCOOEH PelnTh MPaKTUYECKUE 3aaHusi 00yiee BHICOKOTO YPOBHS
CJIOHOCTH.

OreHKa «Hey10BJIeTBOPHUTEIbLHO» BHICTABIISIETCS 32 HE COOTBETCTBUE JIHOOBIM
TPEM U3 NEPEUYUCIIEHHBIX MoKa3aTened. OOydarouuiicss 1eMOHCTPUPYET OTPHIBOY-




HbIe, (pparMeHTapHbIC 3HAHUs, JOMYyCKaeT IpyOble OMIMOKH MPU PEHICHUH THIOBBIX
pacyeTHBIX 3a7a4 JM00 HE UMEET NPECTABICHUS O CIIOCO0E UX PEILICHUS.

3. IlepeyeHb O1LIEHOUYHBIX CPEICTB

Kpatkas xapakTepHCTHKa OLIEHOYHBIX CPEICTB, UCIOJb3YEMBIX MPU TEKYLIEM
KOHTPOJIE YCIEBAEMOCTM U MPOMEXKYTOUYHOM aTTecTalMyd O00ydYarolerocs Io
JTUCUUIUINHE:

Haumenosanue Ornucanuie
OLICHOYHOTO Kparkast xapakTeprucTrka OIeHOYHOTO CPe/ICTBa OLICHOYHOTO
CpelcTBa cpencTBa
Koncnekrupoanue | Kpatkoe TekcTOBOE npe/icTaBiIeHHe repepaboTaHHON [epeuens paznenos
y4eOHOTrO nHpOPMAITIH
Marepuaia
[lepeuennb 3amanuii 1
Or4er o Brmonuenue JIa60paT£)pH0171 pa69TLI, o0paboTka BOIIPOCOB JIJIst
. PE3yNbTaTOB UCIIBITAHUM, W3MEPEHHI, SKCIEPHMEHTA. 3aIlUThI
JabopaTopHOi . .
pacore (OJIP) OdopmiieHne 0TYeTa, 3aIuTa pe3yabTaToB JJAO0OPATOPHOM 71a00paTOPHOIA
PaboTHI MO OTYETY paboThI, IepeveHb
TpeOOBaHUM K OTYETY
CpencTBO KOHTPOJIS, OPraHM30BAHHOE KaK CICIUATIbHAS
CoGecenopanme Oecena nperioziasatess ¢ 06y‘laI-OHUII/IMC$I Ha TEMBbI, CBS- Bormpoce! o
(C6c) 3AHHBIC C H3y1aeMOH ANCLMILIHON, 1 PAcCUHTAaHHOS Ha paznenam
BBIICHEHHE 00beMa 3HAaHMN OOYYaroIlerocs mo omnpese- JCIUTUTAHBI

JIEHHOMY pa3Jielly, TeME, IpoOIeMe U T.I1.

Cucrema cTaHJapTU3UPOBAHHBIX 33JAHUN, ITO3BOJIAIOIIASL
Tecr (Tecr) aBTOMATHU3UpPOBATh ~ NPOLENYPY H3MEPEHUS  YpOBHS
3HaHUI U yMEHH 00y4aroerocs

KoMInieKkT TecTOBBIX
3aJIaHuN

4. IlepeyeHb KOHTPOJIBHBIX 33JaHUIl WJIH HHbIE MATEPHAJbI, HEOOXOAU-
Mble U1l OLIEHKH 3HAHUM, YMEHUH U HABBIKOB, XapaKTepU3yLIUX dTansl ¢Gop-
MHPOBAHUS KOMIIETEHIMH B NPoLecce 0CBOCHMUS AMCHUIIIUHBI

Ipumepnulii nepewenv 6onpocos 0is cobecedo8anus

1. Chopmympyiite monstue nHGpopmarmonHoi 6ezonacuoctu C.

2. OOBsICHUTE TOHATUSA TENIOCTHOCTH, KOH(PUICHIIMATILHOCTH U JOCTYITHOCTU WH-
dbopmarum.

3. YKaxkuTe OTJIMYMS CAaHKLIMOHWPOBAHHOI'O JIOCTYyMNa K MH(OpMAIMKA OT HECAHK-
IMOHUPOBAHHOTO.

4. Tlepeuncnure OCHOBHBIE NMPHU3HAKU KIACCHU(PHKALMU BO3MOXHBIX yrpo3 0Oe3-
oracHoctu MC

5. JlaiiTe KpaTKyr0 XapaKTepUCTUKY YTPo3bl 0€301MacHOCTH, 0003HAYAEMON TEPMHU-
HOM «TPOSIHCKUI KOHB.

6. JlaliTe KpaTKyro XapakTepUCTUKY Yrpo3 O€30MacHOCTH, 0003HAYaeMbIX TEPMHU-
HaMU «BUPYC» U «UEPBbY.

7. HazoBuTe 1 0XapakTepu3yiTe HanOoJee paclpOCTPAaHEHHBIE BUJIBI CETEBBIX.

8. OnmimTe ataKy «4elioBeK-B-cepenuHe». Kakue cpenctBa mo3BoisitoT dddek-
TUBHO OOPOTKCSI C aTaKaMH TaKOTo TUTa?




9. OnummmTe aTaKky THTIA «OTKa3 B OOCTY>KUBaHUI» M PACTIPEICIICHHYIO aTaKy «OT-
Ka3 B 00CITY>KMBaHUM.

10. Onummre ocobeHHOCTH (UIMHTA U (hapMUHTa. Y KaKUTE MEPBI IPOTUBOICH-
CTBUSI 3TUM aTaKaM.

11. KakoBbl MCTOYHMKM HApyIIEHU OE30MaCHOCTH MPOBOIHBIX KOPIOPATHUBHBIX
cerein?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTHU M YTPO3bl OECIPOBOAHBIX CETEH.

13. OObsCHHUTE IOHATHE KIOJUTHUKA OE30MAaCHOCTH OPraHU3aIN.

14. Kakue paznenbl Jo/bKHA COJEpKaTh TOKYMEHTAIBHO O(pOpMIICHHAS MOJTMTHKA
0e3omacHOCTH?

15. Kakuie mpobneMbl periaeT BepXHUM YPOBEHb MOIUTUKU 0€30MacHOCTH?

16. Kakue 3amauu penaer cpeiHU YPOBEHb MOJIUTUKHA O€301IaCHOCTH?

17. KakoBbl OCOOCHHOCTH HMYKHETO YPOBHSI TTOJTUTUKN 0€301MacHOCTH?

18. Chopmymupyiite 00sI3aHHOCTH PYKOBOJIUTENICH T0Ipa3ieeHU, aJMIHUCTPA-
TOPOB U TOJI30BATENICH MIPU peaTu3aIiy MOIUTUKU O€30MaCHOCTH.

19. Onuimre CTpyKTYpy MOJMTHKH O€30IaCHOCTH OpTraHU3aIlHH.

20. Yro npencTaBIisitoT co00i CreUaTM3UPOBAHHBIC MTOJIMTHUKH O€30MaCHOCTH?

21. IlpuBenuTe HECKOJILKO MPUMEPOB CIICIUATM3UPOBAHHBIX MOJIUTUK OE30MaCHO-
CTH C OIIMCAHUEM UX OCOOEHHOCTEH.

22. YTo npencTaBIsitoT co00i Mpolieayphbl 6e30MacHOCTH?

23. IlpuBenuTe HECKOJBKO MPUMEPOB MPOIETyp O€30MaCHOCTH C OMHUCAHUEM HX
0COOEHHOCTEH.

24, TlepeunciuTe OCHOBHBIC 3TaNbl pa3pabOTKH MOJUTUKH OE30MaCHOCTH OpraHM-
3aIUu.

25. ChopmynupyiiTe TIaBHYIO 337a4y CTaHAApTOB MH(POPMALIMOHHON O€30MacHO-
CTU C TIO3UIMIA TIPOM3BOANTEINICH U MTOTPEOUTEICH MPOYKTOB HHPOPMAITMOHHBIX TEXHO-
JIOTUH, a TAaKXKe CIECIMAIMCTOB 110 CePTU(DHUKAIIMN ITUX TPOTYKTOB.

26. HazoBuTe OCHOBHBIE MEXIYHAPOIHBIC CTAHAAPTHI MH(POPMAIMOHHOW Oe3-
OTaCHOCTH.

27. JlaiiTe KpaTKyl0 XapakTepHCTHKy MexayHapoanoro cradmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE OCOOEHHOCTH TepMaHCKoro cranmapta BS| «PykoBoacTBo
HO 3aI1uTe UHPOPMAITMOHHBIX TEXHOJIOTUM JI7Isi 6a30BOT0 YPOBHS 3alTUIIIEHHOCTI?

29. OnuimmTe cofep)kaHre M YKOKUTE 3HAYCHHE MEXTyHapoaHoro cranaapta SO
15408 «O01me kpuTepun 0€30MacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHIN.

30. [lepeuncnute cTaHAApTHI AJ1si OECIPOBOHBIX CETEH M JIalTe UX KPaTKYHO Xa-
PaKTEPHCTHKY.

31. HazoBute cranaapTbl MHGOPMALIMOHHON Oe30macHoCTH uist IHTepHerTa.

32. Yto Takoe kpunrorpadus?

33. Jlaiite onpeieneHus CIEAYIONMX MOHATHI: KPUIITOTpaMMa, KPUITOAJITOPUTM,
KPHUITTOCUCTEMA

34. B ueM COCTOUT KOPEHHOE Pa3Iniyie CUMMETPUIHBIX U ACHMMETPUYHBIX KPHII-
TOCUCTEM?

35. OmuimTe J1B€ OCHOBHBIE MPOLEIYPhI, OCYILECTBIIEMbIE CUCTEMOM AIIEKTPOH-
HOU 1(POBOM TIOAMUCH [T IOATBEP>KACHUS TTOIJIMHHOCTH ITU(POBOTO IOKYMEHTA.



36. Kakum 06pa3zoM KOMOMHHPOBAHHBIN METO IIU(PPOBAHUS MTO3BOJISIET COYETATh
JOCTOMHCTBAa aCCUMETPUYHBIX M CUMMETPUUHBIX KpunrocucreM? ONMIIMTE MPOTOKOJ
peannzaiyy KOMOMHUPOBAHHOTO METO/A IIN(PPOBAHMUS.

37. Yto Takoe BpeoHOCHas mporpamma? OxapakTepu3yiTe OCHOBHBIE THIIbI Bpe-
JIOHOCHBIX ITPOTPaMM.

38. YKaxuTe CyIIeCTBEHHbIE OTIINYMS KOMIBIOTEPHBIX BUPYCOB OT CETEBBIX Yep-
Beil. Onuiere OCHOBHbBIE OCOOEHHOCTH TPOSTHCKUX MPOrPaMM.

39. OruimTe 1Ba OCHOBHBIX MOJX0/1a K OOHAPYKEHHUIO BPEIOHOCHBIX IIPOTPaMM.

40. Kak BBINMONHSCTCS CUTHATYpHBINA aHamm3? KakoBbI €ro JOCTOMHCTBA W HENO-
CTaTKu?

41. Yto mpeacTaBisitoT co0oi MpOaKTUBHBIE METO/AbI OOHapyxeHusa? [laiite xa-
PAKTEPUCTHKH ABYX HaOOJIEe MOITYJISIPHBIX IMOIXO00B.

42. OnuimTe MPUHIMIT JEUCTBUS, JOCTOMHCTBA M HEJOCTATKH 3BPHCTHUYECKUX
aHAJIM3aTOPOB.

43. Onuumre NpuHLIMI AEHCTBUS, JOCTOMHCTBA M HEJIOCTATKU IOBEICHUYECKUX
OJIOKUPATOPOB.

44. Ha3oBHTe 1 ONUIINTE JOMOJIHUTEIbHBIE MOTYIU AHTUBUPYCHBIX CPEACTB.

45. KakoBbl JONOJHUTENbHBIE MEPBI U CPEACTBA 3ALUTHI OT BPEIOHOCHBIX MPO-
rpamMM, pacIIUPSIIOLIME BO3MOKHOCTY aHTUBUPYCHBIX IIPOrpaMm?

46. OnuimTe Mepbl U CPEJICTBA 3ALIUTHI OT CIIAMa.

47. KakoBbl OCOOEHHOCTH PEATM3ALMU MOJICUCTEMBI 3aIUTHl KOPIIOPATUBHON WH-
(dbopmaru OT BpEJOHOCHBIX MPOrpaMM U BUPYCOB?

48. KakoBsl Bo3MokHOCTH cepun TipoaykToB Kaspersky Open Space Security s
3aIIUThl KOPIOPATUBHBIX CETEN OT COBPEMEHHBIX MHTEPHET-YTPO3?

Juisa Trekymero konrpoJsa TK1:
IIpoBepsiemast KoMIeTeHUMS:

Kon n HauMeHOBaHHE KOMITETCHITUN Kon n nanmeHoBanne uHIUKaTOpa
OIIK-6. Crioco6en mornmarth ipuHImiel pa- | OIMK-6.2. Bnageer HaBblkamu NpUMeHCHHS TU(PO-
0O0TBbI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH IS pelieHus 3aaad mpodeccuo-
HOJIOTUM U MCTIONB30BaTh UX JJISl PEIICHHUS HaJbHOM NIEATETLHOCTH C YYE€TOM OCHOBHBIX TpeOO-
3a1a4 npoheCCHOHATBHON IeITeTbHOCTH BaHUH HGOPMAIIMOHHOMN 0€30MacHOCTH
Tect
Bonpoc Bapuanmur omeema
Ckomnpko BBIJIETICHO | 3
OCHOBHBIX ~ COCTABIISIFOLIMX | 4
HallHOHAIBHBIX ~ MHTEPECOB
Poccniickoit ®enepauuu B 5
6

uH(popManoHHOH cdepe?.

3aKJIIOYAeTCsl B YCTAHOBKE MOJCHYIIMBAIOUIETO YCTPOWCTBA B
anmaparypy cpeacTB 00paboTku nHpopmaIuu

OCHOBaH Ha  (QUKCalUu  OJEKTPOMArHUTHBIX  HM3ITY4YECHUH,
BO3ZHUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMITbIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

OCYHIECTBJISIETCSI YTEM MCIOJIb30BAaHUSI ONTUYECKON TEXHUKHU

AKTHBHBIN rnepexsaT
UHpOpPMALIUU 3TO TEpexBar,
KOTOPBIN:




Bonpoc

Bapuanmbl omeenma

HEMPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKHUE OTXOJIbI
MH(OPMALIMOHHOTO Ipoliecca
OCYILIECTBIISETCS c MTOMOIIIBIO MOAKITIOYEHUS K

TCJIICKOMMYHHKAIITMOHHOMY O60py,I[OBaHI/IIO KOMITIBIOTEPA

OOecrieueHne HAIIHOHAIBHOM

HaacKHas 3alura JIMIHOH U HMYHlCCTBCHHOfI 0e30IacHOCTH

o0ecrieyeHre HAay4YHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rOCy/IapcTBOM MHHHMYMa MaTE€pPHAJIbHBIX M JKOJOTHYECKHX
YCJIOBUU

0€e301acHOCTH Ha
MpeojioiecHue  KOH(PpoOHTAalMu B OOIIECTBE,  JIOCTHIKEHHUE
rOCy/IapCTBEHHOM YpOBHE
ompenensercs  crepyromed HAI[MOHAILHOI'O COIJIacus
HeNbIo obecrieueHre MPU3HAHHBIX MEXKIYHAPOIHBIM IIPABOM HHTEPECOB
rpaxaan Poccun, MpoKUBarONMuX B 3apyOeKHBIX CTpaHaX
obecrieueHrne CYBEpPEHHUTETAa W TEPPUTOPHAIBHOW IIE€JIOCTHOCTH
Poccun
YIPaBISIOUIME JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BEKTAMU
HEO0OXOIMMO HMETh SIBHYIO U XOPOIIO OINPEAEICHHYI0 CHUCTEMY
obecneueHust 0€30I1aCHOCTH
B cranmapre «OpanxeBas | MHAMBUIYAIbHBIC CYOBEKTHI JIOJDKHBI HICHTUDUITPOBATHCS
KHUTa»  (QyHIAMEHTAIbHOE | BEIYMCIIMTEIbHAS CHCTEMA B CBOEM COCTaBe€ JO/UKHA MMETh
TpeboBaHueE, KOTOpOE€ | ammapaTHbIe/TTPOrpaMMHEIC MEXaHHU3MBI, JIOITYCKAIOIITUE
OTHOCHUTCS K IpyNI€e | HE3aBUCUMYIO OIIEHKY Ha TMpeAMeT TOro, 4TO0 CHUCTeMa
IMomoTueTHOCTD o0ecrieunBaeT BHITIOJHEHHE W3JI0)KCHHBIX TPEOOBAHMIA
rapaHTUPOBAHHO  3AlllMIICHHBIE MEXaHU3MbI, pPeaTU3yIOIINe
MEPEUUCIICHHBIE  TPeOOBaHUs, JIOJDKHBI  OBITH  ITOCTOSIHHO
3aIMIIECHBI OT «B3JIAMBIBAaHUS» W/ HECAHKIIMOHHUPOBAHHOIO
BHECEHHS N3MESHESHUH
MOJIy4YeHHUsl  3alluiiaeMod WHGOpMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM € HApYIICHHEM YCTAHOBJICHHBIX  IPABOBBIMHU
JOKYMEHTAaMU WM COOCTBEHHUKOM, BIAJeNblleM HH(POPMAIIH
TIpaB WJIM TIPABIJI JIOCTYIIA K 3alTUIIAeMO HHPOpMAIHH
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBIICHHBIX MPaB W/WUIH MPaBUI
Ha W3MEHEHHWE WH(GOPMAIUU, TIPUBOAAIIECTO K HCKAKCHHIO,
Bamura WHOOpMAMK  OT | YHUUYTOXKEHHIO, KONMPOBaHMIO, OJOKHMPOBAHUIO JOCTyHNa K
HECAHKITMOHHPOBAHHOTO nHQOpMAIMK, a TaKXKe K yTpaTe, YHUYTOKCHHIO WM COOI0
BO3IEHCTBUSA 310 | QyHKIMOHMPOBAHUS HOCUTENS HH(DOpMAIIK
EeSITEIIbHOCTD 1O | BO3JICUCTBUS  HA  3allWIaeMyld  HHPOPMAIUIO  OIMHOOK
MPEIOTBPAIICHUIO noJib3oBartens nHpopMalmei, co0s TEXHHUECKUX U MPOTrPAMMHBIX

cpencTB MHGOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJIHBIX SIBJICHHUI

HEKOHTPOJIUPYEMOTO pacrpocTpaHeHus 3allMIIaeMOn
nHpopMalMd OT €€ pas3IJalleHUs, HEeCAaHKIMOHUPOBAHHOTO
JOCTyIIa

HECaHKIIMOHUPOBAHHOTO JIOBEICHUS 3aIllUIaeMoil WH(popManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyJareneii HHpopMaruu

3ammTa nHGOPMAIHH ITO

po1iecc coopa, HaAKOILICHUS, 00paboTKH, XpaHEeHHs,
pacnpesiesieHus: U Torucka nHGopMalun

npeoOpa3oBanue  WHPOpPMAIMH, B  pe3yibTare  KOTOPOTO
comepxkaHue HWH(POpPMAIMA  CTAHOBUTCS  HETIOHSITHBIM IS
cyOBeKTa, He UMEIOIIETo JIOCTyIa

MOJIy9eHHE  CyOBEKTOM  BO3MOXXHOCTH  O3HAKOMJICHHS  C

PIH(bOpMElL[PICfI, B TOM YHCJIC IIPpHU NOMOIIN TCXHUYCCKUX CPCIACTB




Bonpoc

Bapuanmbl omeenma

COBOKYITHOCTb IIPaBMJI, PETVIAMEHTUPYIOIUX HNOPSAIOK U YCIOBUS
JocTyna cyobekTa K MH(QOpMalluY U €€ HOCUTEINIIM

NESATENIbHOCTh 10 TPEJOTBPAIICHUIO YTEYKH HHPOPMAIUH,
HECAaHKIIMOHUPOBAHHBIX M HEMPEIHAMEPEHHBIX BO3JCHCTBHIA Ha
Heé

[TaccuBHbIN nepexsar
UHpOpPMALUU 3TO IEpexBart,
KOTOPBIN

3aKJII0YAeTCs B YCTAaHOBKE IIOJCIYIIMBAIOIIEIO YCTpOWCTBa B
anmnaparypy cpeacTB 00paboTku nHpopmauu

OCHOBaH Ha  (uUKcauu  DIEKTPOMArHUTHBIX  W3IYYCHUH,
BO3ZHUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM
TEXHUKH U KOMMYHUKAIUN

HCIIPaBOMECPHO HCIIOJIB3YET TCXHOJIOTHYECKHUEC OTXOJdbI

MH(POPMAIIMOHHOTO IpOoIecca

OCYIICCTBIIACTCA IMYTEM HMCITIOJIB30OBAHUSA OINTHYECKON TEXHUKH

OCYHICCTBIIACTCA C IIOMOIIBIO TIOAKJIFOUYCHU A K
TCJIICKOMMYHHUKAIITMOHHOMY O6OPYI[OBEIHI/IIO KOMIIBIOTCpa

OoOecrieyeHne HAIMOHAIBHOM

0€e30I1aCHOCTH Ha
roCyJapCTBEHHOM YpOBHE
ompefensercs — cleayrouei
() 152

HAJC)KHAS 3alTUTa JJUIHON ¥ IMYIIIECTBEHHOUN 0€301acHOCTH

obecrieyeHre Hay4dHO OOOCHOBAaHHOIO M TapaHTUPOBAHHOI'O
rocylapCTBOM MHHMMYMa MaT€pPHAIbHBIX M 3KOJOTMYECKUX
yCIIOBUM

IIpCOa0JICHUC KOH(i)pOHTaI_II/II/I B O6H.I€CTB€, JOCTHXKCHUC
HalMOHAaJIbHOI'O COrJjiacus
obOecrieueHue COIMAJIbHO-TIOJIUTUUECKOM n SKOHOMMYECKOM

CTaOUIIbHOCTHU CTPaHBI

oOecrieueHre MPU3HAHHBIX MEXIYHAPOJHBIM IPAaBOM HWHTEPECOB
rpaxkjaan Poccuu, mpoXuBarOIMMX B 3apYOCIKHBIX CTPaHAX

K ucrouynukam 3amuinaeMoi
MH(pOpPMaIlU OTHOCUTCSA

QJICKTPHUUYCCKUC IT10JIA

ChIpbE

MAarauTHBIC I10JI1

OJICKTPOMArHMUTHBIC I10JIA

OJICMCHTAPHBIC YaCTUIIBI

AKYCTUYCCKUC KOJIeOaHHS

EcrecTBeHHBIE YIpO3BI
6e3omacHOCTH  MH(}OpMaIK
BBI3BaHBI

JCATCIIBHOCTBIO UCJIOBCKA

ommnOkamMu mnpu npoektupoBaHun ACOU, ee 31eMEHTOB WU
pa3paboTKe NpOrpaMMHOro 0becreyeHus!

BO3I[€I>1CTBPI§IMPI 00BEKTUBHBIX (I)I/BI/I‘ICCI(I/IX mponeccoB W
CTUXHHUHBIX MMPUPOJHBIX HBHGHI/Iﬁ, HE3aBUCAIIINX OT YCJIOBCKA

KOPBICTHBIMU YCTPEMJICHUSAMHU 3JIOYMBINIJICHHUKOB

OIIMOKAMH 1pu JIEHCTBUSX INIEpCcoHala

3amuTta UHQOpPMAIMH  OT
HENpeIHAMEPEHHOT O
BO3JICUCTBUSA 3TO
JESATENIBHOCTD 1o
MPEIOTBPALLICHUIO

MOJIy4eHHUsl  3aluiiaeMod  MHGOpMalud  3aUHTEPECOBAHHBIM
CyObEKTOM C  HapyLUIEHHEM YCTAHOBJIEHHBIX IPaBOBBIMHU
JOKYMEHTaMU WJIM COOCTBEHHHKOM, BIIaJeNblieM HH(QOpMAIUH
IIPaB WM MPABUJ JOCTYIIA K 3aIIUIIIaeMoi HHPOPMaLUU

BO3JICHCTBUS C HAPYIIEHUEM YCTAaHOBJIEHHBIX MPaB W/WIH MPaBUII
Ha W3MEeHeHue MHGQOpMAIMKM, NPUBOJAALIETO K HCKAXKECHHUIO,
YHUUTOXKEHUIO, KONMMPOBAaHHUIO, OJOKMPOBAaHHIO JOCTyNma K
uHbopMalMK, a TakXke K yTpaTe, YHHYTOXKEHUIO WIH cOOoro
(YHKIIMOHMPOBAHUS HOCUTEI HH(OpMalun

BO3ZCHCTBUS  Ha  3allMIIaeMyl0  MHPOpMALMIO  OLIMOOK
moJib3oBaress nHpopmanuei, co0s TEXHUUYECKUX U MPOTrpaMMHBIX
cpeAcTB HHPOPMALMOHHBIX CHCTEM, a TAK)KE IPUPOAHBIX SIBICHUH




Bonpoc

Bapuanmbl omeenma

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHus 3alUIIaeMON
uHbopMalMd OT €€ pas3[alleHUs, HECaHKLHOHUPOBAHHOIO
J0CTyna

HECAHKIIMOHUPOBAHHOIO JOBEJCHMS 3alluilaeMoil MHpopMaLuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MoTydaTesiell HHopMaIuu

Nudopmarnmonusie
IPOIIECCHI ATO

mporecc  cOopa,  HAaKOIUIEHUs,  OOpabOTKHM,  XpaHEHHS,
pacnpesiesieHus: U oucka nHdopmanuu

npeoOpa3oBanue  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
cojepkaHne WHQPOPMAIMM  CTAHOBUTCS  HETOHATHBIM  JUIS
cyObeKTa, HE UMEIOUIEr0 J10CTyna

[OJydYeHHEe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C
nHpOpManKel, B TOM YHCIIe TP MOMOIIN TEXHHUECKUX CPEJCTB

COBOKYITHOCTbH TPaBWJI, PETJIAMEHTUPYIOUIUX MOPSIOK M YCIOBUS
JocTyna cyobekTa K MH(QOpMAaIIUY U €€ HOCUTEISIM

NEeSTeNbHOCTh 1O TPEJOTBPAICHUIO YTEUYKH HH(POpMAIUH,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPECHHBIX BO3JCUCTBUI Ha
Heé

AynuorniepexBar  nepexBaT
uH(poOpMalUUu 3TO MEpexBar,
KOTOPBIi

3aKIII0YAeTCsl B YCTAHOBKE IIOJCIYIIMBAIOIIEIO YCTPOWCTBAa B
anmnapatypy cpeictB 00paboTku nHhopManuu

OCHOBaH Ha  (UKcauu  DIEKTPOMATHUTHBIX  W3IyYCHUH,
BO3HUKAIOMIUX NpU (QYHKIHOHUPOBAHUM CPEICTB KOMIIbIOTEPHOMH
TEXHUKH U KOMMYHUKaIUN

HEIIPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKHUE OTXOJbI
MH(OPMALIMOHHOTO TTpoliecca

OCYHICCTBIIACTCA MYTEM MCITIOJIb30OBAHUS OINTHYCCKOIN TEXHUKH

OCYILIECTBIISAETCS c IIOMOLBIO MIOJAKJIFOYEHHUS K
TEJICKOMMYHUKAIIMOHHOMY 000pYZOBaHUIO KOMIIbIOTEpA

B cranpmapre «OpanxeBas
KHUra»  (QyHIaMEeHTaJbHOE

TpeboBaHue, KOTOpOE
OTHOCHUTCS K rpymnrme
I"apanTun

YIPaBISIOUIME JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BeKTaMU

HEO0OXOIMMO HMETh SIBHYIO U XOPOIIO OMNPEAENCHHYI0 CHUCTEMY
obecrieueHus 0€30MMacHOCTH

WHIAWBUAYAJIBbHBIC CY6I>6KTLI JOJIDKHBI I/II[GHTI/I(i)I/II_II/IpOBaTBCH

BBIYHUCIINTCIIBbHAA CHCTEMAa B CBOEM COCTAaBE€ [JOOJDKHa HWMCTH
annapaTHLIe/ IporpaMMHBIC MCXAaHU3MBI, AOIIYCKAroUIue
HCE3aBUCUMYIKO OHOCHKY Ha HOpeaAMEeT TOro, 4YTo CUCTEMA
o0ecreunBaeT BHITIOJTHEHNE H3I0KECHHBIX Tpe6OBaHI/II>'I

KOHTpOJbHas WHGOpMAaLKg JODKHA XPAHUTHCA OTIEIbHO H
3alMIIATBCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOW 3a 3TO
TPYINIIBI  MMENAach  BO3MOXHOCTb  OTCJIEXHMBaThb  JCHCTBUSA,
BJIMSIOIIKE HA 0€30I1aCHOCTD

K Hocurensam 3amuiaemMon
MH(pOpMaIlU OTHOCUTCS

JTIIOIH

CBIpbE

YCPHOBUKHU U OTXOAbI IPOU3BOJCTBA

JIOKYMEHTBI

AKYCTUYCCKUC KOJIeOaHHS

HckyccTBeHHBIE YIPO3BI
6e30macHOCTH  MH(OpMaIUH
BBI3BaHbBI

JCATCIIBHOCTBIO UCJIOBCKA

ommOkamu mnpu npoektupoBanun ACOW, ee 37€eMEHTOB WM
pa3paboTKe IpOrpaMMHOT0 00ecTIeYeHHs

BOB}IGf/iCTBHSIMI/I 00BEKTUBHBIX (1)I/I3I/I‘-IeCKI/IX ImponeccoB W
CTUXUUHBIX MMPUPOIHBIX HBHGHHﬁ, HC3aBUCAIIMX OT 4YCJIOBCKA




Bonpoc

Bapuanmbl omeenma

KOPBICTHBIMU YCTPCMJICHUSAMU 3JIOYMBINIJICHHUKOB

omnOKaMu 510)51 HCﬁCTBHHX IICpCoHaAJIa

3ammra uwHQOpPMAUMH  OT
pasrIiamnieHus 3TO
JeSITeTbHOCTD o
IpEeIOTBPALICHUIO

MOJIy4eHHUsl  3aluiiaeMod  MHGOPMalUKd  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HApyLUIEHMEM YCTAHOBJEHHBIX  IPAaBOBBIMU
JOKYMEHTaMU WJIM COOCTBEHHHKOM, BIaJeNblieM HH(pOpMAaINu
MIpaB WIK IPAaBUJI JOCTYIA K 3aIIUIIaeMoi HHPOPMaLuU

BO3/ICHCTBUS C HAPYLIEHUEM YCTAaHOBJIEHHBIX MpaB W/MIIM MIPABUI
Ha W3MEHeHHWe HH(OpMAIMK, TPUBOAALICTO K HCKAKCHHUIO,
YHUYTO)KEHUIO, KOIMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHbopMalMK, a TaKXKe K yTpaTe, YHHUYTOXKEHUIO WIH CcOOI0
(yHKIIMOHMPOBAHUS HOCUTENS] HH(QOpMAIMH

BO3JCHUCTBUS ~ Ha  3alIMIIaeMyl0  MHPOpPMAIMIO  OMIHOOK
HOJIb30BaTeNsl HHpOpManuen, cO0si TEXHUYECKUX U HPOrPaMMHBIX
CpencTB MHPOPMAITMOHHBIX CUCTEM, a TAKXKE MPUPOIHBIX SIBJICHUN

HEKOHTPOJIMPYEMOTO pacrpoCcTpaHeHus 3alMIIAeMON
uHbOpMAIMM OT €€ pasMJalleHus, HECaHKIMOHWPOBAHHOTO
JOCTYyIa;

HCCAHKIIUOHUPOBAHHOI'O AJOBCIACHUA 3amnmaeM0ﬁ HH(i)OpMaIII/II/I
A0 HCKOHTPOJMPYECMOI'O KOJIMICCTBA HOJ'Iy‘I&TGJ'ICfI I/IH(bopMaI_[I/II/I

[TIpocmoTp
nepexsar
KOTOPBIi

Mycopa  3TO
uHpOpManuy,

3aKIJII0YAaeTCsl B YCTAHOBKE IIOJCIYIIMBAIOIIEIO YCTPOWCTBA B
anmnapatypy cpeictB 00paboTku nHhopManuu

OCHOBaH Ha  (UKcauu  DIEKTPOMArHUTHBIX  W3IyYCHUH,
BO3HUKAIOMIUX NpU (QYHKIHOHUPOBAHUM CPEICTB KOMIIbIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

HETPaBOMEPHO UCTIONIb3yeT
MH(POPMAIIMOHHOTO IPOoIecca

TCXHOJIOTHYCCKHE OTXOAbI

OCYHICCTBIIACTCA MYTEM MCITIOJIb30OBAHUS OINTHYCCKOIN TEXHUKHU

OCYILIECTBIISAETCH c ITOMOILIBIO MOAKIIIOYEHUS K
TEJIEKOMMYHUKAIITMOHHOMY 000pYJJOBaHHIO KOMIIbIOTEPA

K OCHOBHBIM
HETpeTHaMEPEHHBIM
UCKYCCTBEHHBIM
ACOMU oraocHTCH

yrpo3am

(I)I/I?»I/ILIGCKOG Pa3spymieHUEC CUCTEMbI ITYTEM B3PhbIBA, ITOJ2KOTI'a U T.II.

nepexBar MOOOYHBIX 3JEKTPOMArHUTHBIX, aKyCTHUECKUX U APYTUX
U3JIy4YEHUN YCTPOUCTB U JIMHUM CBS3U

W3MEHEHHE PEKUMOB pabOThl YCTPOMCTB WM MpPOrpamm,
3abacToBKa, caboTax MepcoHasa, MOCTAaHOBKA MOIIHBIX aKTUBHBIX
IIOMEX M T.II.

YTEHUE OCTATOYHON MH(OPMAIMU U3 ONEpPaTUBHOM MaMATH U C
BHEIIHHUX 3alIOMUHAOIINX YCTPONCTB

HEYMBIIIJICHHBIE JEHCTBHS, INPUBOAAIIME K YaCTUYHOMY HWIIU
IIOJIHOMY OTKa3y CHCTEMbl WIM pPa3pyLICHUIO allapaTHBIX,
MIPOrpaMMHBIX, THPOPMAIIMOHHBIX PECYPCOB CUCTEMBI

3amuTta UHQOpPMAIMH  OT
HECaHKIMOHUPOBAHHOIO
JOCTyNa 3TO JESATEIbHOCTb
10 NIPEAOTBPALLIEHUIO

MOJIy4eHHUsl  3aluiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM ¢  HapylIeHHEM YCTAaHOBJICHHBIX  IPAaBOBBIMHU
JOKYMEHTAMU WM COOCTBEHHHKOM, BIAJENbIIeM HH(POPMAIUH
TpaB WM TIPABUJI IOCTYIIA K 3alTUIIaeMOi HHPOPMAITUH

BO3/ICHWCTBUS C HApYIIEHHEM YCTAaHOBJIEHHBIX MpaB W/MUIHM MPABUI
Ha U3MEHeHHWe UH(POpMalUU, TPUBOMISAIIETO K HCKaXEHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNMa K
nHpopMaluy, a TaKXKe K yTpaTe, YHUYTOXKEHHIO WU CcOOI0
(YHKIIMOHMPOBAHUSL HOCUTENS] HHQOpMAIHH




Bonpoc

Bapuanmbl omeenma

BO3ZCHCTBUS  Ha  3allMIIaeMyl0  MHPOpPMAlMIO  OMIHOOK
noJbp30BaTeNs HHopManuei, cO0sl TEXHHYECKUX U MPOTPaMMHBIX
cpeacTB HHPOPMALIMOHHBIX CHCTEM, a TAK)KE IPUPOJHBIX SIBICHUH

HEKOHTPOJIMPYEMOTO pacnpocTpaHeHus 3allMIaeMOn
uHbopMaMM OT €€ pa3MJalleHus, HECaHKIMOHWPOBAHHOTO
JIOCTyIIa

HECAHKIIMOHUPOBAHHOIO JOBEJCHMS 3alluilaeMoil MHpopMaLuu
JI0 HEKOHTPOJIMPYEMOT'0 KOJIMYECTBA MorydaTesieil mHopMariu

Joctyn k uHpOpMAaIIK 3TO

nporecc  cbopa,  HaKOIUICHHs,  OOpaOOTKH,  XpaHEHU,
pacrpeienieHus ¥ Morcka nHpopMaImu

npeoOpa3oBaHue  HWHPOpPMALMU, B  pe3ylIbTare  KOTOPOTO
colepkaHue MHGOPMAIIMM  CTAHOBHUTCS  HEMOHATHBIM  JIJIS
CyObeKTa, He UMEIOIIETO JIOCTYIIA

MOJy4YeHHe  CyObEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C

HHq)OpMaHHeﬁ, B TOM YHMCJIC ITpHU IMTOMOINH TCXHUYCCKUX CPCACTB

COBOKYITHOCTBH IIpaBWJI, PCTIIaMCHTHPYIOUX IOPAJOK U YCIIOBHA
HAOCTYIIa CY6’LGKTa K I/IH(I)OpMaI_II/II/I 1 €€ HOCUTCIIAM

NEeSATENIbHOCTh 10  TPEJOTBPAICHUIO YTEYKH HH(POPMAIUH,
HECAHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEe

AKTHUBHBIN nepexpar

ITIACCUBHBIN IIEpeXBaT

AyaAuoIepexBaT

BHUACOIICPCXBAT

IIPOCMOTpP Mycopa

Ilepexaar, KOTOPBIN
3aKJIOYAETCd B YCTAHOBKE
[OJICTYIIMBAIOLIETO
YCTpPOMCTBA B amnmaparypy
CpeNCTB 00paboTKH
MH(OpMallU Ha3bIBAETCS

B MEKTYHapOJHOM
CTaHJapTe «OpanxeBast
KHUTa» MUHUMAaJIbHAS

3aluTa 3TO rpymnmna

m o0 W >

IIo xapakrtepy BO3IEUCTBHUS
yAAJIEHHBIE aTaK! AEJSATCA Ha

YCJIOBHBIC U 663yCJ’IOBHHe

aTaky ¢ 00paTHOM CBsI3bI0 U 0€3 00paTHOM CBSI3U

BHYTPUCETMCHTHBIC U MCKCCTMCHTHBIC

INaCCUBHBIC U aKTHUBHBIC

aTaKu, KOTOPBIC MOT'YT PCAJIM30BbLIBATHCS HAa BCEX CEMH YPOBHAX —
(I)I/I3I/ILI6CKOM, KaHaJIbHOM, CCTEBOM, TPAHCIIOPTHOM, CCAaHCOBOM,
NpCACTABUTCIILHOM U IPUKJIIAJTHOM

CyOBexT JOCTyTa K
uH(pOpMaIu 3TO

¢usnyeckoe MO, WM MaTepUalbHBIH OOBEKT, B TOM 4YHCIE
¢u3znueckoe 1moJe, B KOTOPbIX HMH(OpMAIMs HaXOAUT CBOE
oToOpa’keHHe B BUJIE CUMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
penIeHui ¥ IpoLeccoB

CyOBEKT, OCYILECTBISIOUINI TMOJIb30BaHHE HH(poOpManuend U
peaIn3yIONUil TTOJTHOMOYHS pPAclopsyKEHUsl B Ipenesax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHUKOM MH(POPMALIUU

CyOBeKT, Monb3yomuics uHbopManued, MOJIy4eHHOH OT ee
COOCTBEHHUKA, BJaJeNblla WM TOCPEAHHKA B COOTBETCTBUH C
YCTaHOBJICHHBIMU NpaBaMU U MpaBWJIaMHU JIOCTyIa K HHPOpMAIUH
100 ¢ UX HapyIIECHHEM




Bonpoc

Bapuanmbl omeenma

CyObeKT, B TIOJHOM O0bEME peaU3YIOIIUNA MOJTHOMOYHS
BIAJICHUs, II0JIb30BaHMs, pPACHOpSDKEHUs HMHpopmauued B
COOTBETCTBUU C 3aKOHOJATEJIbHBIMUA AKTaMU

Y4aCTHHK HpaBOOTHOH_IeHI/Iﬁ B PIH(bOpMaI_[I/IOHHHX Iponeccax

Ilepexsar, KOTOPBIN
OCYIIIECTBIISAETCS nyTeM
HCIIOJIB30BaHUS ONTHYCCKOM
TEXHHKH, HA3BIBACTCS

AKTHUBHBIN IepexBar

IIACCUBHBIN IIEpeXBaT

AYJANOIICPCXBAT

BUJICOIICPCXBAT,

MIPOCMOTP Mycopa

O0ecrieyueHre HAMOHAIBLHOM

HaJC)KHAsS 3alUTa JTUYHON ¥ MMYIIIECTBEHHOHN 0€301acHOCTH

obOecrieueHue Hay4YHO 00OCHOBAaHHOTO U TrapaHTUPOBAHHOI'O
rocyaapCcTBOM MHHHUMYMa MATCPUAIIBHBIX W 3KOJOTMYCCKHUX

0€30MMacCHOCT Ha  ypOBHE 9
yCIOBUH
IPaXkJIaHCKOTO ob1ecTBa
.. | OBbILIEHHE 3(PPEKTUBHOCTU 3AIUUTHl KOHCTUTYLMOHHOI'O CTpPOS,
OIpeJieNsieTcsl  CIenyrolen .
HeMbIo MIPaBONOPsIIKA, OOPBOBI C OPT. MPECTYIMHOCTHIO ¥ KOPPYMIUEH
[peojioJieHne  KOH(QPOHTaLMU B  OOLIECTBE, JIOCTHXKEHUE
HAIlMOHAJIBHOTO COTTIACHUS
A
B MEHKYHAPOJHOM o
CTaHJapTe «OpanxeBast C
KHUTa» MHMBUYalbHAS [~
3aIUTa 3TO TPyIIa E
YCJIOBHBIE U 0€3yCIIOBHbIE
aTaky ¢ 00paTHOM CBsI3bI0 M 0€3 00paTHOH CBSI3U
[To wean  BO31EHCTBHS | BHYTPHCETMEHTHBIE U MEKCETMEHTHBIE

YAQJICHHBIC aTaK! ACJIATCA Ha

IIaCCUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HAPYIICHHUA KOH(I)PII[GHLII/IB.HBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

IlepexBaT, KOTOpBII OCHOBaH
Ha ¢bukcanun
AIIEKTPOMAarHUTHBIX
U3ITy4EHUHN, BO3HUKAIOIIUX
pu (GyHKIIMOHUPOBAHUU
CPEICTB KOMIIBIOTEPHOM
TEXHUKd M KOMMYHHUKaLUN
Ha3bIBACTCS

AKTHBHBIN IepexBar

MaCCUBHBIN nepexsar

ayauonepexBar

BHUOCOIICPEXBAT

MIPOCMOTpP Mycopa

B MEXKTYHapOJHOM
cTaHzapre «OpanxeBas
KHUTa» MaHJaTHas 3alluTa
9TO rpyIIa

m o0 W >

ITo YCIIOBHIO Havazia
OCYILIECTBIIEHUS BO3JEHCTBUSA
YAQJIICHHBIC aTaK! ACJIATCA Ha

YCIJIOBHBIE U O€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOM CBs3bI0 U 0e3 00paTHOM CBSI3U

BHYTPUCETMCHTHBIC U MCKCCTMCHTHBIC

IIaCCUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCHUMOCTH OT HApPYIICHHA KOH(bI/IJIeHIII/IaJ'IBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

CobcTBeHHMK  HMH(}OpMAIUH
3TO

¢u3znyueckoe U0, WIM MaTepUaIbHBI OOBEKT, B TOM YHCIIE
¢usznueckoe ToNe, B KOTOPBIX HMHQPOpPMAIUS HAXOJUT CBOE
O0TOOpaKeHHE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
pELIEHUI U TPOLIECCOB




Bonpoc Bapuanmer omeema

CyOBEKT, OCYILECTBISIOUINI TMOJIb30BaHHE HWH(pOpMaNMend U
peaIu3yIoNUil TTOJTHOMOYHS PaclopsDKEHUsT B Ipenesax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HMJIM COOCTBEHHHKOM MH(OPMALIUU
CyOBEKT, TMONB3YIOMUKACS HWHPOPMAIUEH, TOJYyYCHHOM OT ee
COOCTBEHHUKA, BJAJENblla WM TOCPEAHHKA B COOTBETCTBHH C
YCTaHOBJICHHBIMU IIpaBaMH U MpaBHJIaMHU JIOCTyMa K HHPOpMAIHH
a100 ¢ X HapyIICHUEM
CyObeKT, B TIOJHOM O0bEME peIN3YIOMHUNA IOJTHOMOYHS
BJIQJICHUS, IIOJIb30BAaHMSA, pPACIOpsHKeHUs UHpoOpMmanuedl B
COOTBETCTBHUU C 3aKOHOJATEIbHBIMU aKTaMU
Y4aCTHUK MTPABOOTHOLICHHUH B MH()OPMAIIMOHHBIX MPOIeccax

ITepexaar, KOTOPBIN | aKTUBHBIN IE€pPEXBAT

OCYMIECTBIIAETCA € MOMOUIBIO | 1130 ypHRIi MepeXBaT

HOJIKJIFOUEHUS K

TEJIEKOMMYHHUKAI[THOHHOMY
000pYyIOBaHUIO KOMIIBIOTEpA

AyJAHUOIICPEXBaT

IIPOCMOTpP Mycopa

Ha3bIBacTCHa BHUACOIICPCXBAT
B MEXKIYHAPOIHOM ';‘
CTaHaapTe «OpaH>1<eBa;1 C
KHWUra» BepUPUIMpPOBaHHAS D
3aliuTa 3TO I'pyIina E

[Io wamuuuio  oOpaTHOI
CBS3U c aTaKyeMbIM
00BEKTOM y/aJeHHbIE aTaku
JeniTcs Ha

YCIIOBHBIE U 0€3yCIIOBHBIE

aTaku ¢ 0OpaTHOM CBSA3BIO U 0€3 0OPATHOMW CBSI3U

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBLIC

ITIaCCUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HAPYIICHHA KOH(l)I/IIIGHIII/IaJII)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

Jluno, CaMOCTOSITEITbHO
co3/aBIiee nH(pOpMaLIHIO
1100 MOJTy4YMBIIEE Ha
OCHOBAaHMM  3aKOHa  WJIH
JIOTOBOpa MpaBO pa3perarhb

HJIM OTpaHUYUBATHL JOCTYII K

HCTOYHUK UH(POpMAIIH

nmoTpeduTenh HHHOPMAITUU

YHAYTOXXUTENIb HHPOPMALIUU

HOCUTENb MH(POpMALUU

MHPOPMALIHH o0ranartens nHGopMAaIH
Obs3atenpHoe A | 31ekTpoHHOE COOOIIEHNE
BBITIOJIHEHUS JIALIOM,

MOJYyYMBIIMM  JIOCTYIl K | PacIpoCTpaHeHHe HHOpMAIMHu

orpeneneHHol nH(opmaluy,
TpeOoBaHUE HE NeperaBaTh
TaKyIo UHpOpMAIIHIO
TPETHUM JIuIaM 0e3 coryacus
ee obaaTens 3To

MPeIOCTaBICHIE NHPOPMAIUH

KOH(HIEHIINATHHOCTh HH(POPMATIAN

JOCTYN K HH(pOpMAIIu

[elicTBus, HalIpaBIECHHbBIE HA

YHUYTOXCHUC I/IH(i)OpMa]_II/II/I

MOJIyYEHHUE uH(popManun

acrpocTpaHeHue HHPOPMALTUH
HEONPEAEICHHBIM  KPYIrOM pactpoctp (popman
JIALY 1581051 repenavy | mpeaocraBieHue HHPOpMALUH
HE(OpMALIH KOHQUJICHIIMATEHOCTH HH(OpMAaIIUU
HEONPEAEIEHHOMY Kpyry
JIHT] 5TO JOCTYN K HH(pOpMAIU
B03MOXHOCTh  TOJIyYEHHsI | COXpaHEeHHe MH(OpMALUK




Bonpoc

Bapuanmbl omeenma

uHpopMaun " ee
UCTIOJIb30BAHUS 3TO

pacnpocTpaHeHue HHPOPMaITUH

IIpeIocTaBieHre HH(OPMAITIH

KOHHJICHINAITBHOCTh HHOpMaLIuU

JOCTYN K nH(GOpMauu

ITpomecc COOOIIIEHUS ABTOpH3AIAS
CyOBEKTOM CBOETO HUMEHHU
Wi HOMEpa, C HCJIbIO | gyreHTH(DUKAIHS
MIOJIy4EHUSI  OIPENEIIEHHBIX
MOJIHOMOYMII (IIpaB JOCTyMa) | 00e3IHIuBaHKE
Ha BBIMIOJIHEHUE HEKOTOPBIX
(pa3pemeHHBIX eMy) ACnCpCoOHaIn3anusa
JNEUCTBUII B CHCTEMax C

uneHTudukanus
OTPaHUYEHHBIM JIOCTYIIOM
[Ipouenypa IIPOBEPKU | aBTOpH3AIMS
COOTBETCTBHS CYOBEKTA M | (Gesmmunpanme
TOTO, 32 KOT'O OH TBITAeTCA

JIETIepCOHANIA3a LS
cebst BbIIAaTh, C TIOMOIIBIO
HEKOMN yHUKanbHOi | 2YTeHTAHKaINA
PIH(l)OpMaI_II/II/I I/II[eHTI/I(bI/IKaL[I/Iﬂ
ITpouecc, a Takxke pe3ysbTaT

aBTOpHU3anyA
npoiecca MIPOBEPKU
HEKOTOPBIX  00s3aTeIbHBIX
apamMeTpoB MOJIL30BATEIIS H, MICHTH (KA
npu YCHEIIHOCTH,
MpEe10CTaBICHUE eMy | ayTeHTH(hHUKaIUS
ONpeAENEHHBIX TOJTHOMOYHI
Ha BBIIIOJIHEHUE HEKOTOPBIX | ofesnuiBaHme
(pa3perieHHbIX emy)

WCTBUH B  CHCTEMax

Jlenc cucte € | nenepconamusamms

OIpaHUYCHHBIM JOCTYIIOM

HecaHKIIMOHMPOBAaHHBIN
JOCTYN K HH(POPMAIUH 3TO

JOCTYN K MH(OpMaluy, He CBSI3aHHBIM C BBIOJHEHUEM (PYHKIIMOHAIb-
HBIX 00s3aHHOCTEH U HE O(OPMIICHHBIH JOKYMEHTAJIBHO

paGOTa Ha 9YKOM KOMIIBKOTCPE 0e3 pa3peuicHus €To BjiIaJC]Ibla

BXOJ HAa KOMIIBIOTEP € MCITOJIB30BAHNEM JIAHHBIX APYTOr'0 IOJb30BATCIIA

JOCTYH K JIOKaJbHO-WH(POPMALIMOHHON CETH, CBSI3aHHBIN C BBITIOJTHEHU-
eM (QYHKIIMOHAJIBHBIX 00sI3aHHOCTEH

noctyn K CYBJI noj 3anpeiieHHbIM UMEHEM 0JIb30BaTeNs

JlokyMeHTHpOBaHHAS

uHpOopMaIus, JIOCTYTI K
KOTOpPOH  OrpaHUYMBAET B
COOTBETCTBHUH c

3aKOHAAeILCTBOM PO

nH(OPMALIKS COCTABIISIIONIAs] TOCYAAPCTBEHHYIO TaAlHY

WH(POPMAIIUS COCTABIIAIONIAsE KOMMEPUYECKYIO TalHY

MepCOHAJbHAsI

KoH(pUIeHIMaIbHas nH(OpMAITUs

JOKYMEHTHpPOBaHHasi HH(popMaLus

UndopmanmonHas
0€e30MMacHOCTh 00ECIIEYNBAET. ..

Os0KMpOBaHKE HHPOPMALMH

HCKaKeHUe WHPOpMAITH

COXpaHHOCTh UH(OpMAIH

yTpary nHGOpMaILuH

noJeKy MHpopMamu

Xwumenne nHGOpMAaIH — 3TO. ..

HECaHKIIMOHUPOBAHHOE KOMMPOBaHHE WH(OPMAITUI

yTpara nHopMarmu

OyoKnpoBaHue HH(popMauu

HCKaKEHUE WHPOPMaIIH

npojaaxa HHPOpPMaIH
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Hoctym k na(DOpMAITUHN — 3TO:

00s13aTeNTbHOE JUISt BBIMIOJIHEHHS JIUIIOM, TIOTYYMBIIAM JIOCTYI K OIpe-
neneHHo mHpopmanmu, TpeOoBaHNE He TMepenaBaTh Takyr WH(popMa-
LU0 TPETHUM JIMIaM 0e3 cornacus ee 00aaaTens

JICHCTBYSI, HANpPABICHHBIC HA IMOJy4YeHUE WH(POPMALUU HEONpEICiICH-
HBIM KPYTOM JIUI] WM TIepeaady WHGOpMAIH HEOMIPEAEIIEHHOMY KPYyTy
JIUT]

JICHCTBYSI, HAMPABJICHHBIC Ha TOJy4YeHHE WHQPOPMAIMU OIpPEICICHHBIM
KpPYyTOM JIUI] WJIH TIepeiady HHPOPMAIHX OTPeIeTICHHOMY KPYTY JIHIL

nH(popMaIus, TepeaHHas WiId MoydeHHas MoJib3oBaTelleM HH(popMa-
LHUOHHO-TEJICKOMMYHHUKAIIMOHHON CETH

BO3MOKHOCTB ITOJIYYCHUS I/IHq)OpMaHI/II/I 1 €€ UCII0JIb30BaHUA

Oo0ecrieuenue
MHPOPMAaITMOHHON
0€e3011aCHOCTH
obecreyeHue. . .

CCTh

HE3aBUCHUMOCTH MH(OPMALIUH

W3MEHEHUS HHDOPMAITIH

KOIMMPOBaHUs HH(POpMAIUN

COXpaHHOCTH MH(opMamu

npeoOpa3oBaHysi HHPOPMAIMH

K kakomy BuAy Mep 3aIlIUTHI
uHQOpMaIH OTHOCHUTCS
YTIBEp)KICHHAs] MporpaMma pa-
60T B 001acTH G€30MacHOCTH

IIOJINTUKA O€30MMACHOCTH BEPXHETO YPOBHS

MOJUTHUKA O€30IIaCHOCTH CPEJHETO YPOBHS

MOJINTHKA 0€30IIaCHOCTU HMKHETO YPOBHHI

IIPUHIOWUIT MUHUMHU3AIUHU HpI/IBI/IJIeFI/II\/JI

3aIuTa NoJIep KUBaroIIeld HHGPACTPYKTYPHI

I'apanTus ToOro, 4TO NpPU XpaHe-
HUM WIM Tepepade uHPopma-
UM He OBLJIO MPOW3BEACHO He-
CaHKIIMOHUPOBAHHBIX H3MEHE-
HUN

KOH(UICHIINATBHOCTb

LEJIOCTHOCTD

AOCTYITHOCTDH

AYTCHTUYHOCTDH

aneJuIMpyeMocThb

K dynkumsam nHpopMamoHHoH
0€301acHOCTH OTHOCSTCS

BbBISIBJICHUEC UCTOYHUKOB BHYTPCHHHNX WM BHCHIHUX YI'PO3

CTpaxoBaHuE MH(OPMALMOHHBIX PECYPCOB

3alIMTa roCcy1apCTBEHHBIX HH(OPMALIMOHHBIX PECYPCOB

MMOJIFOTOBKA CIIEI[HAIUCTOB IO 00eCreveHnu0 HH()OpPMAaIMOHHON 0e3-
OIACHOCTH

BCC OTBCTHI BEPHBI

K HamuoHanbHBIM HHTEpEcaMm
P® B undopmannonHoit chepe
OTHOCSITCS

pcan3anys KOHCTUTYIIMOHHBIX IPdB HAa IOCTYII K I/IH(I)OpMaI_II/II/I

3anuTa nH(OpMaIuu, 00eCreunBaroIIeH JTUIHYI0 0€301aCHOCTh

3aluTa HE3aBUCHUMOCTH, CYBEPEHUTETA, TOCYAAPCTBEHHON U TEpPHUTO-
pHATBHOHN LIEJIOCTHOCTH

IOJIUTHYCCKAsE SKOHOMUYCCKAA U CONMaJIbHAsA CTaOUIILHOCTD

COXPAHEHHE U 03/I0POBICHHU OKPY)KAIOLIECH Cpe/ibl

[apaHTust TOrO, YTO KOHKPET-
Hasg wuHpOpMaluUs  JIOCTYyITHA
TOIIBKO TOMY KpYyTry JHWIL, IS
KOTOPBIX OHA Npe/THa3HaYeHa

KOH(l)I/II[eHHI/IaJ'IBHOCTB

OEJIOCTHOCTD

JIOCTYITHOCTh

AYTCHTUYHOCTDb

aneJJIMpyeMoCTh

COBOKYIMHOCTh HOPM, TIPABUI U
MPAaKTHYECKUX PEKOMEHIAINH,
perIaMeHTUPYIOIUX  paboTy
cpenctB 3amutel AC oT 3amaH-
HOTO MHOXXECTBa yrpo3 0es3-
OMAaCHOCTH

KOMILJIEKCHOE o0ecreueHue HH(pOpMaHHOHHOﬁ 0e30IMacHOCTH

oe3omacHocth AC

yrpo3a HH(GOpPMaIMOHHOM 0€30MaCHOCTH

aTaka Ha aBTOMATU3UPOBAHHYIO CUCTEMY

MOJUTHKA OC30ITaCHOCTH

Haubonee pacnpoctpaHeHHbIE
yrpo3sl WH(OPMAITMOHHON 0e3-
OIIaCHOCTH

YIPO3bI IETOCTHOCTH

YIrpO3bl 3alIUIICHHOCTH

YIpO3bl 6€30MaCHOCTH
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YIpo3bl JOCTYITHOCTH

yrpo3bl KOHOUICHIIMATBHOCTH

[HelictBue, peANpUHUMAEMOE
3JIOYMBIIIUICHHUKOM, ~ KOTOPOE
3aKJIIOYAETCSl B TIOMCKE M HC-
MOJIB30BAHUU TOM WM HHOU
YSI3BUMOCTH CUCTEMBI

KOMIIIEKCHOE 00eCIIeueHre I/IH(l)OpMaHHOHHOI;'I 0e30IacHOCTH

oe3omacHocTh AC

yrpo3a HH(QOpMaIIMOHHOM 6€30MaCHOCTH

aTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

MOJINTHKA 0€30I1aCHOCTHU

Cocrosinne 3aIUIIECHHOCTH | pHQpOpMaMOHHAsT 0€30MTaCHOCTh
MHOTOHAUMOHANBHOTO  HAPOMA [ gon oo oo
KaK HOCHUTEJsSI CYBEpCHHTETA U
€JMHCTBEHHOTO pcToYHMKa | SoUTa uH(opmaIH
BIIACTH HallMOHaIbHAast 0€30I1aCHOCTD
CBOMCTBO ITaHHBIX OBITH I0O- KOH(HIEHIIHATBHOCTh
CTYNHBIMA JUIS CAHKLHMOHHMPO- | 116710 CTHOCTD
BaHHOTO IIOJIb30BAHUS B IIPOU3-
. JIOCTYITHOCTh
BOJIBHBII MOMEHT BPEMEHH, KO-
ria B oOpanieHuy K HuM Bo3Hu- | 4YTCHTHIHOCTh
KaeT He0OXOIUMOCTD arnmneImpyeMocTb
KOH(PHUACHIIMAIBHOCTD
rapaHTI/IH TOT'0, YTO HCTOYHU- IEJIOCTHOCTD
KOM I/IH(i)OpMaHI/II/I SABJISICTCA
JOCTYITHOCTh
HMEHHO TO JIMIIO, KOTOpOE 3a-
SIBJIEHO KaK ee aBTop ayTCHTUYHOCTD
anmneIupyeMocCThb
[apantus TOro, 4ro mpu HeoO- | KOH(PUIACHIMATLHOCTD
XO0JUMOCTHU MOKHO 6yﬂeT JOKa- IIEJIOCTHOCTD
3aTh, YTO aBTOPOM COOOIICHUSI JIOCTYIIHOCT
SBIIAETCS MMEHHO TOT YEJIOBEK, AYTCHTHUHOCTH
KOTOPBIH 3asBJI€H KaK €€ aBTOp
W HH KTO JPyTroil anmneIupyeMocThb

CooTHecuTe MHTEpECH B 00ja-
cti  uHGOPMAIMOHHOW  0Oe3-
OTaCHOCTH:

1. HauumoHansHEIE HHTCPCChI

2. InTepechl TMIHOCTH

3. MHTepeckl rocynapcraa

4. UnTepecs! ob1IecTBa

1. cocrosT B peanu3anvi KOHCTUTYLIMOHHBIX MpaB M CBOOOM, B
oOecIlieyeHn JUYHOM Oe30IaCHOCTH, B IOBBIIICHHH KauyecTBa U
YPOBHS JKU3HH, B (PU3MUECKOM, TyXOBHOM U HHTEIUICKTYaTbHOM
Pa3BUTHUU YEJIOBEKA U TPaKIaHUHA

2. o0ecnednBalOTCs WHCTUTYTaMH TOCYJapCTBEHHOM BIacTH,
OCYILIECTBIISIOMMHU CBOM (DYHKIIMH, B TOM YHUCIIE€ BO B3aUMOJEH-
CTBUM C JIeHCTBYIOIIMMU Ha ocHOBe KoHcTuTynuu P® u 3akoHo-
narenbcTBa PO 0011ecTBEHHBIMY OpraHu3alusMu

3. COCTOAT B HE3BIOJIEMOCTH KOHCTHTYIIMOHHOTO CTPOSI, CYBEPEHHU-
TeTa U TEPPUTOPHAIILHON 11eJ0CTHOCTU Poccuu, B MOTUTUYECKOM,
SKOHOMUYECKOW M COIMATBHOW CTaOMIBLHOCTH, B 0€3yCIOBHOM
o0ecrevYeHnr 3aKOHHOCTH U TIOJIIEPKaHUU TMPABOMOPSAKA, B pa3-
BUTHUU PABHOMPABHO TO U B3aMMOBBLITOJHOTO MEXIYHapPOTHOTO
COTPYAHHUYECTBA

4. coCTOSIT B yIPOUEHUHU JEMOKPATUH, B CO3/IaHUU MTPABOBOTO, CO-
[UAJILHOTO TOCYJapCTBa, B JOCTH)KEHUHM U TOJIEp>KaHUM oO1ie-
CTBEHHOTO COTJIacHsi, B JyXOBHOM oOHoOBIeHHH Poccun

CooTHecuTe OCHOBHBIE MOHATHUS
B o0nactu WHGPOPMALMOHHON

1. ataka

2. ysi3BUMOCTh AC
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0€e30MacHOCTH

3. yrpo3sa 6e3omacaoct AC

4, 3allII€HHAass CUCTEMA

1. HCKOTOPOC HEYyJA4YHOC CBOMCTBO CUCTEMBI, KOTOpOC Ac€aacT
BO3MOXHBIM BOBHUKHOBCHUC U PCAJIM3AIIUIO YI'DO3bI

2. cUCTeMa CO CPEJICTBAMH 3alUThI, KOTOPbIE yCHEIHO U 3 dek-
TUBHO MPOTHBOCTOSIT yrpo3aM 0e30MacHOCTH

3. BO3MOxHbIe Bo3zeicTBus Ha AC, KOTOpbIC MPSIMO WJIM KOCBEH-
HO MOT'YT HaHECTH yiiep0 ee 6e30macHOCTH

4. neicTBUe, MPEANPHUHHUMAEMOE 3J0YMBIIIUICHHUKOM, KOTOPOE
3aKJIFOYAETCS B IOUCKE U UCIIOJIb30BAaHUH TOW WM MHOU yA3BUMO-
CTH CUCTEMBI

CooTHEeCUTE OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrpo3a HapymieHus] KOHQHUICHIINATHLHOCTH

2. yrpo3a oTKaza ciayxo

3. yrpo3a HapyuIeHMsl IEJJOCTHOCTH

1. mo6oe yMBIIUICHHOE U3MEHEHUE MH(POPMAIUH, XPAHSIIEHCS B
BC nnu nepenaBaemoii OT 0JTHOM CUCTEMBI B IPYTYIO

2. BO3HHMKAET BCSAKHM pa3, KOTJa B pe3yibTaTe MpeaHaMEPEHHBIX
JICHCTBHH, TPEANPUHAMAEMBIX JIPYTUM MOJIb30BATEIEM WM 3710~
YMBIIIJICHHUKOM, OJIOKUPYETCS JOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3aKiroyaercs B TOM, 4TO MH(OpMalMsi CTAHOBUTCS U3BECTHOU
TOMY, KTO HE pacrnoJjaraeT NOJHOMOYUSMH JIOCTYyIa K HeH

CooTHecuTe  KiIaccH(PHUKAINIO
yrpo3 1o psiy MPU3HAKOB

. 11O ITPUPOJAC BOSHUKHOBCHUA

. IO HCIIOCPCACTBCHHOMY UCTOYHUKY

. TI0 crenenu Bo3nencTeus Ha AC

. 1o cioco0y goctyna kK pecypcam AC

. IaCCMBHBIC U aKTHUBHBIC

NP RARIWN -

. HalIpaBJICHHBIC HA UCITIOJB30BAHUEC IMTPAMOTO CTAHAAPTHOTO ITyTHU
JOCTYTa K pecypcaM U HampaBlieHHbIE Ha UCTIOIB30BAaHUE CKPBITO-
T'0 HECTAHJIAPTHOTO JocTyma K pecypcam AC

3. €CTECTBEHHBIC HIIH HCKYCCTBCHHBIC

4. npupojHas cpeja, 4elOBEK, CAHKIIMOHHPOBAHHBIE MPOrpamM-
HBIE CPEJICTBA U HECAHKIIMOHUPOBAHHBIE IPOrPAMMHBIE CPEICTBA

Yro Takoe cepTrdUKAIHS

IMOATBCPIKACHUC COOTBCTCTBUA MPOAYKLIUHU HIIU YCIYI' YCTAHOB-
JICHHBIM Tpe6OBaHI/IHM WJIN CTaHdapTaM

ITOATBEPKICHUE COOTBETCTBUS NMPOAYKIIMH, HO HE YCIYI YCTaHOB-
JICHHBIM TPeOOBAHUSAM MJIM CTaHAapTaM

TOATBCPIKACHUC COOTBETCTBUA YCIYT', HO HC IPOAYKIHUH YCTAHOB-
JICHHBIM Tp€6OBaHI/I$[M HJIW CTaHJapTaM

Yro Takoe cepTudhuKaT?

JOKYMEHT, MOJTBEPXKAAIOUIMNA COOTBETCTBUE CPEJCTBA 3aIIMThI
nH(popManuu TpedoBaHUAM 10 0€30MaCHOCTH H(DOpMAIUN

JOKYMEHT, MOATBEPKAAIOIINNA COOTBETCTBUE CPEACTBA 3allIUTHI
nHpopManuy TpeOOBaHMSIM 110 XpaHEHHIO MHPOpMaIUH

JOKYMEHT, MOATBEPKIAAIOIINA COOTBETCTBUE CPEACTBA 3allIUTHI
nHdopmannuy TpeGoBaHMsIM 10 00paboTKe HHPOPMAIUI

Kak Ha3zpiBacTcs JIMIo, CcaMoO-
CTOATCIIBHO CO3JaBIICC I/IH(i)Op-
Manuro 100 MMOJIy4yuBIICE Ha
OCHOBAHHWM 3aKOHA WJIH JOI'OBO-

CY6’LCKT MNEpCOHAIBHBIX JAaHHBIX

orepaTop HHPOPMAITHOHHON CUCTEMBI
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pa mpaBo paspeniatb WIK orpa-
HUYHABATh JOCTYN K WH(popma-
ouu, OHpeI[CJ'IHeMOfI 110 KaKHuM-
60 npu3HaKam? CyOBeKT HH(pOpMaLKH

oOmanarens HHGOpMAIIH

Bonpocsl k kommiiekcHomy 3aganuio TK1

1. Yro Takoe unpopmaimonHasi 0€30macHoOCTh?

2. llepeuncnure BaxkHeHIIME acTIeKThl UH(HOPMAITMOHHON O€30MaCHOCTH.

3. [lepeuncnure ypoBHH 3aIUTHI HH)OPMALIHH.

4. OxapakTepusyiTe yrpo3bl HHPOPMAIMOHHOW OE€30MaCHOCTH: PACKPBITHS
LEJIOCTHOCTH, OTKa3 B 00CITy>KUBaHUU.

5. O0BsACHUTE TPUYHUHBI KOMIIBIOTEPHBIX MPECTYIUICHUN.

6. OnumuTe OCHOBHBIE TEXHOJIOTHMH KOMITBIOTEPHBIX MPECTYIIIICHU.

7. Ilepeunciure Mephl 3alIUTHI THPOPMALIMOHHON 0€30MacCHOCTH.

8. Ilepeuncnure Mepbl IPEIOCTOPOKHOCTH TPU PabOTE C IEIBIO 3aIMUTH WH-
dbopmaruu.

9. OnuiuTe OCHOBHBIE MEPHI 3aLUTHl HOCUTENEH HH(OPMALIUU.

10. [Touemy mnonkiIO4YEHHE K TIIOOAIBHOW KOMIBIOTEpHOU cetu MHTepHeTr
MPEACTaBIIAECT COO0M yrpo3y st HH(POpMaAIMOHHOM 6€3011acHOCTH?

11. Onumure, Kak UCMIOJIb30BAHUE IIEKTPOHHOW MOYTHI CO3/1a€T Yrpo3y HH-
dbopmarnonHoit 6e3onacHoctd. Kakue mepbl obecrieunBaroT 6€301acHOe HCI0JIb30-
BaHue e-mail?

12. Kakue cymecTBYIOT MEXIyHAPOIHBIE U POCCUNCKHUE CTaHIAPTHI B 00JIACTH
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM M HH(POPMALMOHHBIX TEXHOJIOTUIA?

13. Kputepuu 6€30macHOCTH KOMIBIOTEPHBIX CUCTEM MUHUCTEPCTBA OOOPOHBI
CIIA (“OpankeBast kHUra”).

14. PykoBonsmme 1okyMeHThl ['octexxomuccuu Poccun.

15. MexayHapoaHbie cTaHAapThl HHPopMalmoHHo 6e3onacHocTH. CTaHIapT
ISO/IEC 15408 "O6mue kputepun". Onrcanue TpeOoBaHUil 6€30MaCHOCTUA U XapakK-
TEPUCTHUK yTPO3.

Jas tekymero kouTpoJs TK2:

IIpoBepsiemast KoMIeTeHU S

Kox n HanMeHOBaHNE KOMIIETEHITUH Kox n HanMeHOBaHWE HHIMKATOPA
OIIK-6. Ciocoben nonnmars npuHuunsl pa- | OIIK-6.2. Bnaneer HaBblkamMu IpUMEHEHHS LUPPO-
0O0TBI COBpPEMEHHBIX MH(OPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHHA Ui peUIeHHs 3ajad Hpodeccro-
HOJIOTUH ¥ MCHIOJIb30BaTh UX ISl peLLIeHHs HAJIBHOW JIeATEIbHOCTH C Y4€TOM OCHOBHBIX TpeOo-
3a/1a4 MPOECCHOHATBHOMN JIEATeNTbHOCTH BaHU HHGOPMAITMOHHOM 0€30MacCHOCTH
Tect
Bonpoc Bapuanmur omeema

Kakoii o0mwuii ymep6 1o | 4

JIAHHBIM HucruryTa | 34
KomnbrorepHoit
besonacHocTH nanecmu | 24

KOMIIBIOTCPHBIC BUPYCHI 3a | 74
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nocienHue S5 naer, (MIpA. 94

noiin. CIITA)?

ITo JaHHBIM JKypHaia | 500000

«Security Magazine», | 1000000

cpenHuii pasMep ymepba oT

KOMITHFOTEPHOTO 1500000

MomrenHnuectBa cocrapiser | 2000000

(romun. CIIIA) 2500000
mporecc  cbopa,  HaKOIUICHHsS,  OOpaOOTKH,  XpaHEHU,
pacrpeieneHus ¥ norcka nHpopManuu
npeoOpa3oBaHue  WHPOpPMALUU, B  pe3yjibTare  KOTOPOTO
colepkaHue MHGOPMAIMM  CTAHOBHUTCS  HEMOHSITHBIM  JJIS
CyObeKTa, He UMEIOIIETO JIOCTYIIA

HIudppoBanre wuHGOpPMAIMH | TOTyYeHHE  CYOBEKTOM  BO3MOXKHOCTH  O3HAKOMJICHHS  C

9TO

HHq)OpMaHHeﬁ, B TOM YHMCJIC ITpHU IMTOMOINH TCXHUYCCKUX CPCACTB

COBOKYITHOCTBH IIpaBWJI, PCTIIaMCHTHPYIOUX IOPAJOK W YCIIOBHA
HAOCTYIIa CY6’LGKTa K I/IH(I)OpMaI_II/II/I 1 €€ HOCUTCIIAM

NEeSATENILHOCTh 10  TPEJOTBPAIICHUIO YTEYKH HHQPOPMAIUH,
HECAHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEe

Ilo JTAaHHBIM I'naBHOTO
MH(OPMALIMOHHOIO  IIEHTpa
MBJl Poccun KOIMYECTBO
KOMITHIOTEPHBIX
MPECTYIJICHUI €XKEroJIHO
yBEJIUYHBAETCS B (pasza)

2

2,5

3

3,5

4

Ilo JTaHHBIM I'naBHOTO
MH(OPMALIMOHHOIO  IIEHTpa
MBJI Poccum exeroaHsii
pa3mep MAaTepUaTbLHOIO
yiepba OT KOMITBIOTEPHBIX
MPECTYIJIEHU  COCTaBIISIET
OKOJIO (MJIH. pyOJeil)

6

60

160

600

1600

ITo JTaHHBIM I'maBHOTO
MH(OPMALIMOHHOTO  IIEHTpa
MB/I Poccun CpeaHun
yiiepo, MPUIHHSIEMBII
MOTEPIIEBIIEMY oT 1
KOMITHIOTEPHOTO
MPECTYIUICHUsI, paBeH (MIIH.
pyb6ueit)

7

1,7

2,7

3,7

4,7

OcHoBHOE
obecneynBaroniee
KOH(UICHIINATEHOCTD
uH(poOpMalluy, TOChUIaEMOM
MO0  OTKPHITBIM  KaHajJam
nepeayd  JaHHBIX, B TOM
YHCIie, 0 CETH UHTEPHET

CPEICTBO,

uaeHTUDUKAITAS

ayTeHTU(UKALIUS

aBTOpU3alud

JKCIIEPTHU3a

mmdpoBaHue

Jns OGe3omacHoN mnepenayu
JTAHHBIX o KaHanam
UHTEPHET HCTIOJNIB3YETCS

WWWwW

dicom

vpn
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TEXHOJIOTHUS ftp

xml
Kommieke arrmapaTHbIX

AHTHUBUPYC
197070171 IPOrPaMMHBIX
CPE/ICTB, OCYILECTBIISIOLIHHA
PEACTB, yi i 3aMOK
KOHTPOJIb H  (PHIIBTPALIHIO
CETEBOTO Tpaduka B

OpanaMay’p
COOTBETCTBUU C 3aJaHHBIMHU
NpaBUJIaMU U 3allUIIAIOIIHHA
p = B Kpunrorpadus
KOMIIBIOTEPHBIE ~ CETH  OT
HECAHKIIMOHUPOBAHHOTO

9KCHEPTHAs CUCTEMa
J0CTyma
[Ipouenypa, mnposepsromias, | HACHTUPHUKALHS
UMEeT M T[OJb30BaTeNlb C | ayTeHTU(UKALUA
PEIbSIBICHHBIM crpaTuduKanus
UIEHTU(UKATOPOM TIPaBO HA | PErUCTPAIUs
JOCTYII K peCypcy 3TO aBTOpH3AIUS

COACPIKATDb I_[I/I(bpbl u 6YKBBI, 3HAKU IIPCIIMHAHUA U OBITH CIIOKHBIM
JJIL yrablBaHU A

COJIEP>KaTh TOJIBKO HHUQPHI

ITaposnb I10JIB30BATENS | COJEPIKATh TOIBKO OYKBbI

JIOJIKEeH MMETh SBHYIO MPUBS3KY K BJIaJEibIly (€ro UMs, JaTa POKIACHHUS,
HOMep TesehoHa | T.11.)
OBITH MPOCTBHIM M JIETKO 3allOMHHAThCS, Harpumep «123», «111y,
«qwerty» u T. 1.

[TnactukoBas KapTOYKa, | TOKeH

coJieprkarias UM I | hassword

KpHnTorpaqlnquKHx Hapos

BBIUMCJICHUM U BCTPOEHHYIO login

3alMIICHHYI0 [aMsTh s
XpaHeHus: uHpopMauu

cMapT-KapTa

YcerporicTBo JUISL
UIEeHTU(DUKAITIN
MOJIb30BaTeNICH,
IpeJICTaBIIsIIoIIEe co0oit
MOOWJIIBHOE  TEPCOHAIBHOE

YCTPOMCTBO, HAITOMUHAOIIIHE
MaJICHBKUM  TIEUJKep, HeE
MIO/ICOEINHSAEMBIE K
KOMIBIOTEPY U  HUMEIOLINE
COOCTBEHHBIH HCTOYHHK
MATaHUSA

TOKECH

aBTOHOMHBIN TOKEH

USB-tokeHn

ycTpoiicto iButton

cMapT-KapTa

Hoctyn  moisb3oBarenst K
HH(pOPMAIMOHHBIM pecypcam
KOMIplOTEpa W/ WM
JIOKAJbHOW BBEIYHCIMTETBHON
CeTU TMPEAIPHUATUS JIOJDKEH
pa3pemarbecsi TOIbKO MOCIe:

BKIIFOYCHHSA KOMITBIOTEPA

I/I,Z[eHTI/I(I)I/IKaLII/II/I I10 JIOTUHY U IIapoJIto

3arpoca maCnopTHBIX JaHHBIX

3arpoca IOMCHHOI'O HMCHU

3anpoca OO

DIIEKTPOHHBIE
IpeIHa3HAYEHBI I ...

3aMKH

o0ecrieveHus JOBEPEHHOU 3arpy3Kd KOMIBIOTEpA U KOHTPOIIS I1e-
JIOCTHOCTH (PailyioB B CHCTEMax

CKaHHUPOBAaHUA OTIICYATKOB MAJIBLICB
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MIPOBEPKH CKOPOCTHU U 3arpy3ku (aition

00111ero KOHTPOJIS

I/I,Z[eHTI/I(i)I/IKaHI/II/I I1OJIb30BaTCJIsA

ONEeKTpOHHBIE 3aMKH IIpeHa-
3HAYCHBI JIJIS:

XpaHeHus 001b1I0ro 00beMa KOH(pUICHIIMATBHON HH(OpMAIHN

3allUThI IEPUMETPa KOPIOPATUBHOM CETH

HA/IKHON ayTeHTU(UKAINH U UISHTH()HUKALIUY TTOJIb30BaTeNIeH

OJIOKMPOBaHUS KOMITBIOTEPA BO BPEMSI OTCYTCTBHUS IOJIB30BATEIIS
Ha paboueM MecTe

Jos 3aIUThI
3JI0YMBIIIJICHHUKOB
HEOOXO0INMO HCIIOIb30BATh

oT

CUCTCMHOC IIPOI'paMMHOC obecneyeHne

IPUKJIaJHOE IPOrpaMMHOE o0ecrieueHue

AHTUBHUPYCHBIEC TPOTrPAMMBI

KOMIIBIOTCPHBIC UI'PBL

MY3BIKY, BUICO(DUITbMBI

AnnapaTHblie
JIOBEPEHHOM
«AKKOPI-AM/I3»
IPEJICTaBIISIIOT COOOM. . .

MOJIyJIH
3arpy3Ku

anmnapaTHbIi KOHTPOJIEp

3JIEKTPOHHBINA 3aMOK

CUCTCMa KOHTPOJIA

ceTeBol aJlaITep

KOIIMPOBAJILHBIN anmnapar

[Ipocreiimmm crmocobom
UIeHTU(DUKAITIN B
KOMIThIOTEPHOM CHCTEME
SIBJIICTCS BBOJI
uaeHTU(HUKaTOpa

[10JIb30BaTENA, KOTOPBIN

HMCECT CICAYIOIICC HA3BAHUC

TOKCH

password

apoJib

login

cMapT-KapTa

YroOsl IOAIHUCATE COOOIIEHHE
AIIEKTPOHHOM 1 poBO
MOJIITUCHIO, UCTIOJIB3YIOTCS

OTKpBITBIﬁ KJIFOY OTIIPAaBUTCIIA

OTKpBITLIfI KJIFOY ITOJIYyYUaTCIIst

SaKpBITBIﬁ KJIFOY OTIIPABUTCIIA

3aKpBITBIﬁ KJIIOY ITOJTYy4aTCIIsd

KakoBa  mociieqoBaTelIbHOCTE
MOANMUACAHUSA  COOOIIEHHH ¢
oMo DIIT?

BBIYHCIIACTCA XOIII, 3aTCM XOIII 38.I_HI/I(1)pOBI>IBaCTC$I

cooOmieHue  3amu@poBBIBACTCS,  IMOCIE  YEro
XDIIUPYETCS

pe3ysbTar

MpU TIOJANKUCAHUK COOOIIEHHE 3amI(POBBIBACTCS, MPU MPOBEPKE
BBIYMCIISIETCS X311

BBIUUCIIAETCSL XOUI HCXOJHOrO COOOIIEHUs, IIOCIE Yero OHO
3a(poBbIBACTCS

B uwem 3akmrodaercs Takoe
CBOICTBO byHKIIH
X3IMMPOBaHUs H Kak cTOHKOCTh
K KOJUTM3USM MIEPBOTo poaa?

JUIsl J1I000ro Xoma h JT0MKHO OBITh MPAKTUYECKH HEBO3MOXKHO
BBIYHCIUTH WM To00path Takoe X, uto H(x) =h

JOJDKHO OBITh TPAKTHMUECKH HEBO3MOXKHO BBIUYUCIHUTH WM
noo0pare M00yI0 Mapy pasiM4YHbIX COOOLIEHMH X WM Yy JJs
kotopbix H(x) = H(y)

JUTMHA XDIIa JIOJDKHA OBITh (UKCHPOBAHHOW HE3aBUCHUMO OT
JUIMHBI BXOJHOTO COOOIIEHUS

Bupycsl, He  CBS3BIBAIOIINE
CBOM Komuu ¢ (aiiiaMu, a co-
3/IAI0IINE CBOW KOMWU Ha JIWIC-
Kax, He M3MEHssA JIpyrux (Qaii-
JIOB, HAa3bIBAOTCS

KOMITAHBOH - BUPYCAMH

YepBU

Mapa3suTHYICCKUC

IPU3PAKU

CTEJIC-BUPYCHI

AHTHBHpYCHAS nmporpamMma

PEBU30POM
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MIPUHITA pabOTHI, KOTOPOU OC-
HOBaH Ha TpoBepke (haiios,
CEKTOPOB U CHUCTEMHOH MaMSATH
U TMOHWCKE B HUX WM3BECTHBIX U
HOBBIX BHPYCOB Ha3bIBaCTCS

HUMMYHHU3ATOPOM

CKaHCpOM

JIOKTOpa U (haru

YkazaThb HEAOCTATKH, UMEIOIIU-
€cs y aHTUBHPYCHON Iporpam-
MBI PEBU30P

HECIIOCOOHOCTL ITOMMATh BUPYC B MOMCHT €ro IIOSABJICHUSA B
CUCTEMC

HeOoJIbIIast CKOPOCTh TOUCKA BUPYCOB

HEBO3MOXKHOCTh OIPEICTINTh BUPYC B HOBBIX (haiinax

BCE BAPUAHTHI BEPHBI

K nocromHcTBaM TEXHHYECKHX
CpCACTB 3allIUThI OTHOCATCA

PEryJISpHBIA KOHTPOJIb

CO3JaHUEC KOMILICKCHBIX CUCTCM 3alllUThI

CTCIICHb CJIIOKHOCTH YCTpOfICTBa

BCC BApHWAHTEI BEPHEI

OIlacHbIE
(haiioBbIe

B xnaccudukanuro BUpycoB mo | PE3HIACHTHBIC

Croco0y 3apaXKeHUs BXOJAT 3arpy304HbIe
(aii10Bo-3arpy30uHbIC
HEPE3UACHTHBIC
4epBHU

K Bupycam usmenstomuMm cpeny | CTyACHUYCCKHC

OOHMTaHHS OTHOCSTCSL: OJUMOpP(HBIE
CIyTHUKH

Bupycel, He cBsspBaroque | KOMIAHLOH - BUpyCAMU

cBOM Komuu ¢ (aiimamu, a co- | IEPBHU

3[AIOIIHME CBOM KONMH HA JHC- | CTEJIC - BUPYCHI

Kax, He M3MCHsS APYrux Gail- | MakpoBHpPYCHI

JIOB, Ha3bIBAIOTCS pU3paKK
4epBU

K Bupycam He W3MEHSOMUM | CTCIIC-BUPYCHI

cpely oOMTaHUsI OTHOCATCS noJIMMopQHbIE
CIIyTHUKH

Hekortopoe cekperHoe Kommde-
CTBO HMH(OPMAIINH, H3BECTHOE
TOJIBKO TIOJB30BATEN0 M TIa-
pOJIBHOM  CHCTEME, KOTOpOE
MOXKET OBITh 3aIIOMHEHO TOIIb-
30BaTE€IEM U IIPEABSIBICHO IS
MIPOXOXKIECHUS MpOLEAYPhI
ayTeHTU(UKAIIUU — ITO . ...

I/I,ZLCHTI/I(I)I/IKB.TOp IIOJIB30BaTCIA

MapoJib MMOJIB30BATCIIA

YUC€THAaA 3a1MChb IMMOJIb30BATCIIA

ImapoJjibHasA CUuCTeMa

UccnenoBanne  BO3MOXXHOCTH
pacudpoBanust uHGOpMALKU
0e3 3HaHus KIoYen

KPHUIITOJIOT U

Kpunrorpadus

KpUIITOAHAJIN3

B3JIOM

HCC&HKLII/IOHI/IPOBaHHLIﬁ AOCTYII

XpaHeHue  mapoJien
OCYILECTBIISTHCS

MOXET

B BU/JIE CBEPTOK

B OTKPBITOM BHUIC

B 3aKPBITOM BUJIC

B 3alIM()POBAHHOM BUJIE
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BCC BApHWAHTHLI OTBCTA BCPHLBI

CooTHecuTe OCHOBHBIE METObI
MOJTy4eHUs Maposeit

1. meTon ToTaNbHOTO MIEpebdopa

2. CJIOBApHAas aTaKa

3. TosTydeHue mapoJiei U3 caMoOi CUCTEMBbl Ha OCHOBE MPOTPAMM-
HOW U anmnapaTHON peajn3aii KOHKPETHON CUCTEMBI

4. mpoBepka mnapoJiell, yCTaHaBJIMBAEMbIX B CUCTEMAaX 10 yMOJI4a-
HHUIO

1. nna mepebopa HMCHONB3yeTCS CIOBaph HamboIee BEPOSTHBIX
KJIIOUYen

2. ABYMsI BO3MOKHOCTSAAMH BBIAICHCHUSA 1TAPOJIA ABJIAKOTCA: HCCAHK-
[MOHUPOBAHHBIN JOCTYI K HOCHTEIIO, COACPIKAIIEMY ITapOIIH, JTH-
00 HCIIOJIb30BAaHHE YSA3BUMOCTEH

3. OHpO6BIBaI-OTC${ BCC KJIIOYM ITOCJIEA0BATCIIbHO, OJUH 3a IPYT'UM

4. maposb, yCTaHOBJICHHBIN (UPMON-pa3pabOTUMKOM 110 yMOT4a-
HUIO, OCTA€TCsI OCHOBHBIM I1APOJIEM B CHCTEME

CootHecuTe (DYHKIHH, BBINOJN-
HSIEeMBIE TEXHUYECKUMH CpeJ-
CTBaMH 3aIUTHI

1. BHEIIHAA 3aluTa

2. OnO3HABaHUE

3. BHYTPCHHSS 3alllUTa

1. 3ammTa OT BO3ACUCTBHS IEeCTAOMIN3UPYIONNX (HAKTOPOB, TIPO-
SIBJIAIOIIMXCST HETIOCPECTBEHHO B cpeAcTBax o0paboTku uHGOp-
Malluu

2. 3aIMTa OT BO3/EHCTBUS JeCTaOMIN3NPYIOMNX (aKTOPOB, MPO-
SIBJIAIOIIMXCS 3a NpejiesiaMu ocHOBHBIX cpeactB ACOJ]

3. CHGL[I/I(I)I/I‘IeCKaH I'pynima CpeaACTB, NPCAHA3HAYCHHBIX IJIsI OIIO-
3HaBaHUA JHOI[Cﬁ MO0 pa3jiMYHbIM HWHAWBUAYAJIBHBIM XapaKTCpPH-
CTHKaM

OnekTpoHHass TUQpoBas MOJ-
MUCh B AJIEKTPOHHOM JOKYMEH-
T€ paBHO3HauyHa COOCTBEHHO-
PYYHOH IOANMCH B JOKYMEHTE
Ha OyMa)XHOM HOCHTENE IIpH
OJTHOBPEMEHHOM  COOJIIOIEHUH
CIEYIOIINUX YCIIOBHIA:

cepTu(dUKaT KIIF0Ya TOIITUCH, OTHOCSIIMICS K 3TOW AICKTPOHHOU
nnudpoBON MOAMKMCH, HE yTpaTHI CUIy (IEHCTBYEeT) HA MOMEHT
MPOBEPKU WJIM HA MOMEHT MOAMUCAHUS SJIEKTPOHHOTO IOKYMEHTA
NpU  HAIAYUM  JI0KA3aTENIbCTB,  ONPEHCISAIOMIMX  MOMEHT
MOJITACAHUS

MOATBEP:K/I€HA MOUIMHHOCTD 3JEKTPOHHOU 1U(POBOM MOJIUCH B
JJIEKTPOHHOM JJOKYMEHTE

OJICKTPOHHAA III/I(i)pOBaSI MMOANHNCHh HMCIOJB3YCETCA B COOTBCTCTBUU
CO CBCACHUAMU, YKA3AHHBIMHU B CepTI/I(I)I/IKaTC KJIrO4Ya nmoAanucu

BCPHBI BCC BAPpMAHTEI

Cosnmanue KITIOYeH
3IEKTPOHHBIX UPPOBBIX
MOMKCEH OCYIIECTBISICTCS IS
HCIIOJB30BaHUS B

MH(OPMALIMOHHON CHCTeME OOIIETO MOJIb30BAHUS €€ YYACTHUKOM
WJIM 110 €r0 0OpalleHHI0 YA0CTOBEPSIOIIUM HEHTPOM

KOpHOpaTHBHOﬁ HH(I)OpMﬁI.IPIOHHOfI CUCTEMC B
YCTAaHOBJICHHOM B 3TOM CHCTEME

HOpSAJKE,

BCPHEIL 00a BApHUAHTHI

Yem ompenensercd ypoBEHb
Ha/IeKHOCTU NPUMEHSIEMBIX
KpUnTOrpaduIecKux
npeoOpa3oBaHUi

3HAYCHUECM I[OHYCTHMOﬁ BCPOATHOCTHU HCHCHpaBHOCTCﬁ 5005

cOoeB, TMPHUBOJAIMMX K  TOJXYYEHUIO  3JOYMBIIIJIEHHUKOM
JOTIOJTHUTETBHOU uHbopMaIuu 0 KpunTorpapuueckux
peoOpa3oBaHMSIX

CIIO)KHOCTBIO KOMOHMHAIIMM CHUMBOJIOB, BBIOPAHHBIX CIyYailHBIM
obOpazom

HCIIOJIE30BAHUEM OOJIBIIIOr0 YHCIIA KIIOUeH JJIA IJ.IH(I)pOBaHI/IH
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OTHOIICHHEM KOJIM4eCTBa Jemu(ppoBaHHOW HHPOpPMALIUU K
o0IeMy KOJIM4ecTBY HIM(POBaHHON MH(OpMAINH, MOISKAIIEH
et (ppOBaHHIO

Kak HHaue Ha3bIBAETCS
CHMMETPUIHOE TP POBAHNC

¢ poBaHue C 3aKPBHITHIM KIIFOUOM

mudpoBanue MmetoaoM beiitca

1 (poBaHUE C OTKPHITHIM KITHOYOM

g poBaHue C IEPEMEHHBIM KIIIOYOM

Kakoit aJTOPUTM HE
WCTIONB3yeTCA npu
CUMMETPUYHOM IHU(POBAHUU

MOTOYHOE M (pOBaHKE

1moouTOBOE MUppPOBaHUE

610yHOE mu(ppoBaHUEe

anroputM Jnb-I"amans

Uro sBisieTCsl MPEUMYLIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOPOCThH BBINOJIHEHUS KpunTorpadguueckux npeodpa3zoBaHuil

JIETKOCTh BHECEHHUSI U3MEHEHUH B aJITOPUTM IIH(PPOBAHUS

CEKPETHBIN KJII0Y M3BECTEH TOJBKO IMOJIyYaTear0 MH(pOpMALUHU U
TepBOHAYAIbHBIA 0OMEH HE TpeOyeT nepeaayn CeKPEeTHOro Krva

NpUMEHEHHEe B CHCTeMax ayTeHTU(UKAUUU  (DJIEKTPOHHAS
TIO/TIHCH)

Kak HaspiBaeTCst «UCTOpHYE- wndp Mapkosa

ckuity mmpp, B KOTOPOM Kak-

nasi OykBa HMCXOIHOTO TEKCTa

3aMCHsTaCh OYKBOM, CTOSIICH ump Llesapst

Ha HEKOTOpoe (hPUKCHpPOBAaHHOE
YHCJIO MECT Jlajibllie B ayiaBH-

mdp DHUrMa

T, O TPUMEHEHHH KOTOPOTO
UMEIOTCS JIOKYMEHTaIIbHBIC
CBUIETEILCTBA? wmdp badumka

CHAMMETPUYHBIE KPUIITOCUCTEMBI

KPUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM

. | KpUnTocucTeMbl C TyOJIMPOBAHUEM 3aIUTHI

Paznens COBpPEMEHHOMU v v

CHCTEMBI DJIEKTPOHHOH 1IM(POBOI moaAnucH
Kpunrorpaduu:

yIpaBJIeHUE MapOIsIMU

yTipaBJIeHHUE Nepeadeil JaHHbIX

YIIpaBJICHHUC KIIFOUaMU

ABTOpHU3aLIMel Ha3bIBACTCS

MIPOLIECC, MOCPEICTBOM KOTOPOIO HAECHTU(UKALUS Ipearnoarae-
MOH JIMYHOCTH IPOBEPSETCS HA OCHOBE JIOKYMEHTA, YAOCTOBEpS-
IOLLET0 JINYHOCTh

aYTeHTI/I(l)I/IKaI_II/ISI OCHOBAHHAA Ha ABYX Pa3HbIX THUIIAX I/II[CHTI/I(I)I/I—
Kanuu.

9aCTb UJACHTUYHOCTH, KOTOpas OTpAXKACT OHIPCACICHHYIO BPOK-
JACHHYIO 0COOCHHOCTE JJMYHOCTH, TO €CTh TO YTO CBA3aHO C KOH-
erTHOﬁ JIMYHOCTBIO

[Ipomecc, KoTOphIi HaeT (WM OTKJIIOYAET) MPaBO JOCTyma K (ce-
TEBBIM) pecypcam

AyTreHTHUKALHS - 3TO
IpoLecc IPOBEPKU
npeJnosaraeMol moJJIMHHOCTH
JUYHOCTH  HAa  OCHOBaHHUU
KaKoro-1m00  yJIOCTOBEPEHUS
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, UTO BBI 3HACTC

4YTO-TO, YTO Y BaC €CTb

TO, YEM BbI ABJIACTCCH

JIBOIHOM 3a1IMTOI HA3bIBAETCS

ayTeHTU(UKALMsI HA OCHOBE JIBYX UJEHTHU(HUKATOPOB.
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ayTeHTU(UKanus THITAX

HJEeHTU(DUKAITIN

OCHOBaHAa Ha  JIBYX  pasHBIX

ayTeHTU(UKAIKUS, OCHOBaHHAs Ha JBYX WM 0oJjiee pa3IUYHBIX
TUTIaX UACHTU(DUKAITIT

[lepeuncnuTe BasKHBIE Y4eTHBIE
3aMUcH AN TOJIb30BaTeNs
HNurepHera, rae HYKHO
HCTIONIb30BaTh  JIBYXJTAITHYIO
ayTeHTU(UKAHIIO?

YUYCTHBIC 3allMCHU IJId BXO/Jid B 0aHK

YUETHBIC 3allMCH, COJEpXKalHe KOH(DUICHIIMAIBHYIO JIMYHYIO
nH(pOpMaIHIO

aZpeca HJIEKTPOHHOW MOYTHI, Ha KOTOPBIE Bbl MOXKETE 3aKa3aTh
HAaNIOMHHAHUS NAPOJIs 7S IPYTUX BeO-cpes

YYCTHBIC 3aIlMMCHU CONHUAJIBHBIX ceTel

y4EeTHBIC 3alUCH CITy’KO C MOMOIIBIO KOTOPBIX BXOAAT B ApPYrue
Be0-CITyKOBI

ANropuTMBI IX(PPOBAHUS C OT-
KPBITBIM KJIFOYOM  TO-JIpYTOMY
Ha3bIBAIOTCS

ACUMMCTPUYHBIMHA aJITOPUTMaMU I_HI/I(i)pOBaHI/Iﬂ

CUMMETPUYHBIMH aJITOPUTMAMU U (POBAHUS

OJTHOCTOPOHHUMH JITOPUTMaMH MU (POBAHUS

HOMCXOYCTOI}'I‘II/IBLIMI/I AJIrOpuTMaMu H_II/I(i)pOBaHI/IH

ACHMMETpUYHBIE  AITOPUTMBI
mdpoBaHus MO-7PyToMy
Ha3bIBAIOTCS

QJIrOpUTMaMH MU(POBAHUS C OTKPHITHIM KIIIOUOM

CUMMCTPHUYHBIMHA AJITOPUTMAMH H_II/I(I)pOBaHI/IH

OJTHOCTOPOHHUMH AJITOPUTMaMH U (POBAHUS

HOMCXOYCTOI}'I‘II/IBLIMI/I AJIrOpuTMaMu H_II/I(i)pOBaHI/IH

MaremaTtnyeckast (yHKIUS, KO-
TOPYIO OTHOCHUTEIBHO  JIETKO
BBIYUCIUTD, HO TPYAHO HAWTH
M0 3HAYCHWIO (YHKIIMUA COOT-
BETCTBYIOIIEE 3HAYCHUE apry-
MEHTa, Ha3bIBacTCSd B KPHIITO-

rpadun

Kpunrorpaguueckon GyHKIuen

OJIHOCTOPOHHEH (PyHKIHMEH

¢bynkueit uddu-Xemnmana

bynkuumeit Ditnepa

OnHOCTOpOHHUE (YHKIUH, TO
ecTb (PyHKIHMH, KOTOpBIE OTHO-
CHUTENIFHO JIETKO BBIYUCIIHTH, HO
NPaKTHYECKU HEBO3MOXKHO
HATH TO 3HaYeHHI0 (DYHKIHUU
COOTBETCTBYIOIIEE  3HAUCHHE
apryMeHTa, MOXXHO HCIIOJIB30-
BaTh JUIS

(hopMupOBaHUS XEII-KOJI0B

U(ppPOBaHUs COOOIIEHUI

(dhopmupoBanus LU(POBON OTUCH

KOHTPOJIA U UCITPABJICHUSA OIIMOOK Ipu 1repegadyc I/IH(I)OpMaI_II/II/I

Uro sBnsieTcsi OCOOEHHOCTHIO
CUCTEM INU(PPOBAHUS C OTKPHI-
TBIM KIIFOYOM TI0 CPaBHEHHIO C
CUMMETPUYHBIMH  CHCTEMaMH
umdpoBaHus?

BO3MOXXHOCTh MIM(POBAHUS KaK TEKCTOBOM, Tak U Irpaduyeckoit
uHpopMalu

BBICOKAasi CKOPOCTb ITpoLieccoB M (poBaHUst/pacinppoBaHus

HCIIOJIb30BAHNUEC MAJIOTO KOJIMYCECTBA BHIYUCIIMTCIBHBIX PECYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  MpEIBAPUTENIbHON  mepenadu
CEKPETHOI'0 KJII0Ya 110 HaIEKHOMY KaHaJly CBSI3H

Jnst  pemreHuss Kakux 3ajaa4
MOXHO HCIIOJIB30BATh aHI‘OpI/IT-
MBI IIU(QPOBAHUS C OTKPBITHIM
KII0YoM?

JJIA HII/I(l)pOBaHI/ISI nepeaaBacMbIX U XpaHUMBIX JAaHHBIX B LEJIAX
HX 3allIUTBI OT HCCAHKITMOHUPOBAHHOT'O JOCTYIIA

st hopMHUpOBaHUS ITUGPOBOM TOMMUCH TIOJ] DJIEKTPOHHBIMHU
JIOKYMEHTaMU

JUTSL pactpe/iesieHnsT CEKPETHBIX KIFOYEH, MCIOJIb3YEeMBIX TTOTOM
py MU(GPOBAHUN JOKYMEHTOB CHMMETPHYHBIMHI METOIaMU

JUTSL MTOMEXOYCTOMYHUBOTO KOJIUPOBaHUS nepeaBaeMbIX
COOOIIIeHNI

Yro sBuseTcs HEJOCTAaTKOM CH-

HHU3Kast CKOPOCTH IMPOLCCCOB I.HH(I)pOBaHI/IH-paCH_II/I(I)pOBaHI/I}I




Bonpoc

Bapuanmbl omeenma

CTEMBbI IH(PPOBAHUSA C OTKPHI-
TBIM KJIFOYOM?

HEOOXOAMMOCTh OOHOBJIEHUS KJIIO4a IIOCNie KaXaoro (akra
nepenadn

OTCYTCTBHE  HEOOXOIMMOCTH  IpPEIBAPUTEILHON
CEKPETHOI0 KJII0Ya 10 HAAE)KHOMY KaHaly

nepenadn

HE0OXOIMMOCTDb TPEIBAPUTENILHOIN Mepeayu CEeKPETHOTo KiI4a
110 HAaJIEKHOMY KaHaly

YTto Ha3BIBAIOT 3aKPBITBIM KJIHO-

KJIIOY, KOTOpBIfI JOJIKEH XPaHUTBCA B CEKPETE

KITIF04, KOTOPBIH HEO0S3aTEIHbHO XPAaHUTh B CEKPETE

4OM B aCHMMMETPUYHBIX METO- | JJFOOOM  KJIIOY,  MCHOJb3yeMbId Uil  mUpOBaHUA  WIU
Aax mwupposaHus? paciudpoBaHus
KJIFOY, KOTOPBIN HCIOJIb3YeTCs AJ1 BEIPAOOTKH HMUTOBCTAaBKH
KJIFOUY, KOTOPBIN JI0JKEH XPAaHUTHCSI B CEKPETE
Yro  Ha3BIBAIOT  OTKPHITHIM | KJIKOY, KOTOPBIN HE 00513aTeJIbHO XPaHUTh B CEKPETE
KJII0OYOM B aCUMMETPHYHBIX Me- | IIOOOW  KIIFOY,  HWCIIOJIB3YeMbId Uil  IIMQPPOBAHHUS  WIH
ToAax muppoBaHus? pacimudpoBaHus

KJIIO4, KOTOpBIfI HCIOJIB3YCTCA IJIA Bpra6OTKI/I HUMHUTOBCTAaBKH

Kak Ha3pIBaeTCS KIIOY, UCIONb-
3yeMblii B  aCHMMETPHUYHBIX
KpUNTOrpauuecKux ajaroput-
Max, KOTOPbIA MOXHO HE Xpa-
HUTH B cekpere?

3aKPBITHIN KIIIOY

OTKpBITLIfI KJIFO4Y

TallHBIA KIIIOY

SIBHBIN KJTIOY

KJIF04 MK (poBaHUS

CKOJBKO KIIFOUEH MCIOJb3yeTcs
B KpUNTOrpauyecKux ajiro-
PHUTMaX C OTKPBITHIM KITIOYOM?

WIN R |O

4

Yro 00I1ero MMET BCE METO-
Il 1I(POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX JIUIS IU(PPOBaHUS MHPOPMALIUU UCIIOIB3YETCSl OJMH KIIFOY,
a Juia pactrpoBaHuUs — IPYrou K04

B HUX Uil MWHUGpoBaHUS U pacuPpoBaHUS HHPOPMAIUH
VCIIOJIB3YETCS] OOUH M TOT XKE KII0Y

B HUX BXOJHOH ITOTOK MCXOJHOIO TEKCTa NEIUTCS Ha OJIOKH, B
KaXOM M3 KOTOPBIX BBIIIOJIHAETCS IEPECTAHOBKA CUMBOJIOB

B HHMX Ui omepanuuil mmdpoBaHus U paciuppoBaHUS
HCIIOJIB3YETCS JIBA Pa3HBIX KIII0Ya — OTKPBITBIN U 3aKPBITHIN

Yxaxure TpeOOBaHHA K airo-
pUTMaM MHUPPOBAHUS C OTKPHI-
TBIM KIIFOYOM

BBIUHCIIUTEIHO HEBO3MOXKHO CO37aBaTh Mapy (OTKPBITHIM KIItOY,
3aKpBITHIN KIIFOY)

BBEIUMCIIUTEIHLHO CcOo00IIIeHNE

OTKPBITHIM KJIHOYOM

HEBO3MOXKHO  3alIM(poBaTh

BBIYMCIIUTEIIBHO HEBO3MOXKHO, 3HAsl OTKPBITBIA KITFOY, OMPENCIIUTh
COOTBETCTBYIOIIMI 3aKPBITHIN KIIFOY

BBIUMCIIUTENIbHO HEBO3MOXHO, 3Has TOJBKO OTKPBITHIM KIIOY U
3amuppoBaHHOE cooo1ieHue, BOCCTaHOBUTH HCXOJHOE
CcOo00IIIeHNE

Ykaxure TpeOOBaHHS K airo-
pUTMaM MUQPPOBAHUS C OTKPHI-
THIM KJIFOUOM

BBIUHUCIUTENBHO JIETKO 3amu@poBaTh COOOIIEHUE OTKPBITHIM
KJIFOYOM

BBIYMCIIMTENILHO JIETKO pacimm@poBaTh COOOIIECHUE, HCIIOIb3YS
3aKPBITBINA KITIOY

BBIYMCIIUTEIIBHO HEBO3MOXKHO, 3Hasl OTKPBITHIA KITFOY, OMPEICIIUTh
COOTBETCTBYIOIIMI 3aKPBITHIN KIIFOY




Bonpoc

Bapuanmbl omeenma

BBIYUCIIUTCIBHO HCBO3MOXKHO, 3HasA TOJIBKO OTKpBITBIfI KJIIFOY U

Kakue Kiarounm M Kak JOJDKHBI
MPUMEHSTHCS TIPU KCIOJIB30Ba-
HUH aCUMMETPHYHBIX KPHIITO-
rpaduyYecKux aJroOpUTMOB IS
muQpPoBaHUsI  MEPEIaBACMbIX
JTAHHBIX?

3an(poBaHHOE cooOI1IeHHE, BOCCTAHOBUThH HCXOIHOE
cooO1ienne
OTIPaBHUTENb  MH(PYET  COOOIIEHHE  OTKPHITHIM  KIHOYOM

MoJTy4aTessi, a MOoJdy4aresb paciin(poBbIBAET COOOIIEHHE CBOUM
3aKPBITHIM KIIFOYOM

oTIpaBuTeNb  MUGPyeT  COOOLIEHHE  3aKPBITBIM  KIOYOM
MoJTy4aTessi, a MOoJdy4aresb pacin(poBbIBAET COOOIIEHHE CBOUM
OTKPBITHIM KIJIFOUOM

OTIpPaBUTENb MHU(PYET COOOIIEHUE CBOMM OTKPBITHIM KIIFOUOM, a
nojryyaresib pacliM(ppOBBIBAET COOOIIEHUE 3aKPBITBIM KIOYOM
OTIIPABUTEIIS

OTIPABUTENb MHU(PPYET COOOLMICHUE CBOMM 3aKPBITHIM KIIFOUOM, a
MOJIy4aTeNib paciu@poBbIBACT COOOIIEHUE OTKPBITHIM KIFOUYOM
OTIPABUTEIIS

KakuMm TpeOOBaHMSAM TOTDKHA
VIOBJCTBOPSITh  3JICKTPOHHAs
1u¢poBas MOJIMUCH?

OoAIINCh BOCIIPOU3BOAUTCA TOJIBKO OJHUM JIMIIOM, a IIOAJIMHHOCTD
€€ MOYKET OBbITh YAOCTOBECPECHA MHOTUMU

moArCh BOCHPOU3BOIUTCA MHOTMMH JIMIAMHU, a €€ IOAJIMHHOCTD
MOJKET OBITH YAOCTOBEPCHA TOJIBKO OJHUM JIMTIOM

moANIMCh HCPA3PBIBHO CBA3BIBACTCA C JaHHBIM COO6HICHI/ICM n HEC
MOJKET OBITH IICPCHCCCHA Ha ,Z[perﬁ HJOKYMCHT

moANMCh HC CBA3BIBACTCA C KOHKPCTHBIM COO6III€HI/I€M n MOXCT
OBITh ICPCHCCCHA Ha Z[perﬁ JOKYMCHT

Kakum TpeGoBaHMSAM JODKHA
YIOBIETBOPATh  DIICKTPOHHAS
1u¢poBast TOJIITUCH?

IIOCJIC TOI'0, KaK JOKYMCHT INOAIIMCAH, €TO HEBO3MOKHO U3BMCHHUTD

ITIOCJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €TI0 MOXXHO U3MCHATH

MOJIIMCh HEPa3phIBHO CBA3BIBAECTCS C AAHHBIM COOOIIEHUEM U HE
MOJKET OBITh IIEpEHECEHa Ha JPYTOl TOKYMEHT

MOJIUCh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha PYrod JOKYMEHT

Kakum TpeOoOBaHUSAM JIOJDKHA
YIOBIETBOPATh  DIICKTPOHHAS
UQPOBast NOMUCH?

OT IIOCTaBJICHHOM IIOAMNHCH HEBO3MOXKHO OTKa3aTrbCA, TO CCTb
JIMo, moAmnrucaBmIece AOKYMCHT, HE CMOXKET IMOTOM YTBEPIKAAThb,
YTO HC CTaBHJIO ITOAIINCH

moAIINCh BOCHPOU3IBOJUTCA MHOTMMHU JIMIIaMH, a €€ IMMOAJIMHHOCTD
MOKET OBITh YAOCTOBEPCHA TOJILKO OJHUM JIMTIOM

MOJNKCh HEPa3pbIBHO CBS3BIBAETCS C JAaHHBIM COOOIIEHHEM U HE
MOJKET OBITh MIEpEeHeceHa Ha APYrol JOKYMEHT

MOJIUCh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha JPYTrod JOKYMEHT

s gero mpenHazHaueH LEHTP
CepTU(UKALNH KITIOUen?

I perucTpanumn a0OHEHTOB

JUISL U3TOTOBJIEHUS CEPTU(HUKATOB OTKPBITHIX KIIIOUEH

JJI1 BBIACJICHUA CIICHHMAJIbHBIX KaHAJIOB CBA3H abOHEHTaM

JJI XpaHCHH A N3IrOTOBJICHHBIX CepTI/I(i)I/IKaTOB

Ul TOJJAEpKAaHMsS B aKTyaJlbHOM COCTOSIHUM CIIPaBOYHHKA
JENCTBYIONUX CEPTU(PUKATOB

JJI BBITYCKaA CIIMCKAa JOCPOYHO OTO3BAHHBIX CCpTI/I(I)I/IKaTOB

Kak Ha3bIBaeTCsl CTPYKTypa B
cocTaBe OOJNBIIONW CETU CBSI3H,
3aHUMAIOIIASCS TEHEPUPOBAHU-
€M KJIIOUEeH, MX XpPaHEHUEM H
apXUBUPOBAaHUEM, 3aMEHOUN WK

YCTPOMCTBO pacnpeereHus Kitouen

LHCHTP 3aKPbITOT'O I_I_II/I(I)pOBaHI/ISI

LIEHTpP pacrpeaeneHus Kiouen




Bonpoc

Bapuanmbl omeenma

U3BIATHEM W3 OOpaIlleHUs CTa-
PBIX U HEHYXHBIX KITI0Ueii?

LEHTP OTKPHITOTrO MHU(POBAHUS

Kakum cBoWcTBaMH  JIOJDKEH
obmamaTh cepTU(HUKAT OTKPHI-
TOTO KJIF04a?

Ka)KJIbIN MOJIb30BaTEelb IICHTPA CEPTUPUKAIIMKI, UMEIOIIUNA JOCTYII
K OTKPBITOMY KJIIOYY LIEHTPA, MOXKET HM3BJI€Yb OTKPBITHIN KIIIOY,
BKJIFOUEHHBIN B CEpTU(HUKAT

HU OJHA CTOPOHA, NMOMHMO IIEHTpa CEepTU(UKAINUHA, HE MOXKET
M3MEHUTH CEPTU(UKAT TaK, YTOOBI ATO HE OBIIO OOHAPYKEHO

JIF00O0H MOJIB30BATEb CUCTEMBI MOKET U3MEHUTE CepTI/I(l)I/IKaT

KaX/IbIil TI0JI30BATENb IIEHTPa cepTU(UKALINN, UMEIOIIUI JOCTYI
K OTKPBITOMY KJIIOYY LIEHTPA, MOXET U3MEHUTH OTKPBITHIA KIIIOY,
BKJIFOYCHHBIN B CepTH(HKAT

Yrto o0IIero UMEKT BCE METO-
el TA(GPOBAHUA C 3aKPBITHIM
KITFOYOM?

B HUX Ui mudpoBaHus MHGOPMALIUU HUCTIONIB3YETCSl OJUH KIIIOY,
a U1 pacupoBaHus — IPYroi KoY

B HHX BXOI[HOﬁ IIOTOK HCXOJHOI'0 TCKCTAa ACIHNTCA Ha 6J'IOKI/I, B
KaXXJ10M M3 KOTOPBIX BBINOJHACTCA NICPECTAHOBKA CUMBOJIOB

B HHUX MPOU3BOJUTCS CIIO)KEHHE CHMBOJIOB HCXOJHOTO TEKCTa W
KJIFOYa 110 MOJIYJII0, PABHOMY YHCITY OYKB B andaBuTe

B HuUX s mudpoBaHus U pacmmu@poBaHUS HHPOPMAIUH
WCIIOJIB3YETCS OJIUH U TOT K€ KIII0Y

Kakue oneparun npumMeHsroTC
00BIYHO B COBPEMEHHBIX OJ0Y-
HBIX aITOpUTMax MU POBaHUs?

BO3BCICHUC B CTCIICHD

3aMeHa OUT 110 TadIuIEe 3aMeH

HaX0XJICHHUEC OCTaTKa OT JCJIICHHA Ha 0oJIbIIOE IMPOCTOC YUCIIO

IICPCCTAHOBKA our

CJIOKEHHE 110 MOAYJIO 2

CummeTpuyHble METOAbI MIH(-
POBaHHUSA — 3TO METOHI ...

IJ_II/I(i)pOBaHI/IH C OTKPBITBIM KJIKOYOM

ckaTusi nHopMaIuu

HOMCXOYCTOP'I‘II/IBOFO KOJIHUPOBAHUA

IJ_II/I(l)pOBaHI/I}I C 3aKPBITBIM KJIFOUOM

Kax maspiBaeTcst CcooOIIEHHE,
HOJIydeHHE T0Cie Mpeodpaso-
BaHUS C HCIOJBL30BAHHEM JIIO-
ooro mmdpa?

UMHUTOBCTABKOI

KIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HazpiBaeTcsi OJHO3HAYHOE
npeoOpa3oBaHue BXOZHOTO
MaccuBa JaHHBIX MPOU3BOJIb-
HOU JJTMHBI B BBIXOJHYIO OUTO-
BYI0 CTPOKY (UKCHpPOBaHHOMN
JUIAHBI?

KOJIIIN3UA

XEHIMPOBAHNE

TraMMHUPOBAaHHC

TNIEpCCTaHOBKA

CIIOKEHHE 110 MOAYJIO 2

Kak HaspiBaeTcsi GyHKIUS, KO-
TOopast JUisi CTPOKH TPOHM3BOJIb-
HOU JIJTMHBI BBIYUCIISIET HEKOTO-
poe 1enoe 3Ha4YeHHe WIIH HEeKO-
TOPYIO JPYTYHO CTPOKY (hUKCH-
POBAaHHOM JITHHBI?

Kpunrorpaguueckast pyHKIHs

OJTHOCTOPOHHSS (PYHKITUS

Xem-QyHKIusI

byHKIUS Diinepa

(GyHKIIUS TaMMUPOBAHUS

Kakne TpeOoBaHHs TpeabsB-
JSIOTCA K KpUNTOrpaduyeckum
xem-(QyHKIusm?

xem-(QyHKIUs  JI0JDKHA  OBITh COOOIIEHUIO

(bl/IKCI/IpOBaHHOFO pasMepa

INpuMEHNMa K

MpH U3BeCTHOM 3HaueHuu xem-pyHkunn H(M)=m nomxHO OBITH
TPYAHO (IIPAaKTUYECKHM HEBO3MOXKHO) HAWUTH  MOAXOISALINM
npoodpasz M




Bonpoc Bapuanmer omeema

MpU HM3BECTHOM COOOMmEHNH M MOJDKHO OBITh TPYIHO HANTH
npyroe coodmeHne M’ ¢ TaKUM ke 3HaYCHUEM XelI-(pyHKIIMH, KaK
y UCXOJTHOTO COOOIICHMS
JUIS  COOOIIEHUH OJMHAKOBOIO pa3Mepa XeII-KOJ JIOJDKCH
MOJIYYaThCSl OJTMHAKOBBIM

Xem-(QyHKIUs JO0DKHA OBITh NPUMEHMMa K  COOOIICHHUIO
(UKCHPOBAHHOTO pa3Mepa

IIpU U3BECTHOM 3HaYeHHH Xem-QpyHKkuuud H(M)=m nomkHO OBITH
TpyaHO (TMIPAaKTUYECKM HEBO3MOXKHO) HAWTH  IOIXOMASAIINN
poobpasz M

IPY U3BECTHOM COOOIIEeHNH M TOIDKHO OBITH JIETKO HAWTH Apyroe
cooOmienne M’ ¢ TakuM jk€ 3HAYEHHWEM XeHI-(PyHKIHH, KaK Y
MCXOJTHOTO COOOIICHUSI

JOJDKHO OBITH TPYIHO HAaWTH Kakyrlo-TuOO mapy CIy4JaiHbIX
pa3INYHBIX COOOIIEHHH C OIMHAKOBBIM 3HAYCHUEM Xell-(pyHKINU

Kakue TtpeboBanus mpeabsB-
JSFOTCSL K KpUNTOrpaduaecKum
xem-(QyHKIusIm?

JUIS1 IPOBEPKHU IIETIOCTHOCTH COOOIICHUS

JUIsl IPOBEPKU aBTOPCTBA COOOIICHUS

111 POPMHUPOBAHHUS DIIEKTPOHHON IU(POBOI MOATTUCH
11 A (POBAHUS COOOIICHHH

B Ka4eCTBE KJII0Ya NpHU MUPPOBaHUU

Jns xakux nened mpuMeHseTCs
XelI-KoJ B Kpuntorpapun?

Bonpocs! k kommiekcHomy 3aganuio TK2

1. Yto oOTHOCUTCS K CpEICTBAM HH)KEHEPHO-TEXHUYECKOW  3aIUTHI
uH(pOpMAIUK U 17151 Yer0 OHU NpeAHa3HAYEHBI?

2. Kakue crocoObl ayTeHTH(UKALMN TOJN30BAaTENIe MOTYT MPHUMEHSTHCS B
KOMITBIOTEPHBIX CUCTEMaXx?

3. B yem 3akitouaroTcsi OCHOBHBIE HEJOCTAaTKU MapOJbHONW ayTeHTHU(PUKALUU 1
KaK OHa MOXET OBITh ycuJieHa?

4. Kakue OMOMeTpHuYECKHE XapaKTEpUCTHKHU IMOJIb30BaTEIe MOTYT IpHMe-
HATBCA JUIsl UX ayTeHTHuKauuu? B yem mpeumyiiectBa nogooHoro crocoda mnoj-
TBEPXKACHUS MOJJIMHHOCTH?

5. Yrto Ha3bIBalOT ABYX(AKTOPHOU ayTeHTU(UKAIIEH?

6. B yem pasHuiia Mexay CUMMETPHYHBIMH M aCHMMETPUYHBIMU KPUIITOTpa-
(uyeckuMH cucTeMamu?

/. B ueM pa3HuLia MeXy MOTOKOBBIMH M OJOYHBIMU U ppamMu?

8. Uto Takoe snekTpoHHas Lu(poBas MOAMUCH, KaK OHA TOIy4aeTcs |
IIpOBEPSETCS?

9. Kakoga pois B cuctemax DI pynkmmit xemupopanus?

10. Kakyioo posp HCHOJNHSAIOT YAOCTOBepsitomMe HeHTpbhl? YUto Takoe
cepTu(UKaT OTKPHITOrO Kitoya?

11. Kakue nporpaMmbl OTHOCSAT K pa3psily BPEAOHOCHBIX ?

12. Yto Takoe KOMITbIOTEPHBIN BUPYC?

13. Kakue cymiecTByoT BUbl KOMITBIOTEPHBIX BUPYCOB?

14. B yem pa3zHuIla MEXTY 3arPy30YHBIMH U (PaillIOBEIMU BUPyCaMU?

15. Kak mnpoucxoauT 3apaxeHue U (PYHKIMOHUPOBAHHME 3arpy304YHBIX
BUPYCOB?



16. Kakue tumsl ¢aiinioB MOryT 3apaxarbcst (PpailyioBpIMU BUpycaMu?
17. Kak mpoucX0ouT 3apa’keHre IpOorpaMMHBIX (haiisioB?
18. [Touemy daitsibl TOKyMEHTOB MOTYT COJIEPKaTh BUPYCHI?

19. Kak
MaKpOBHPYCaMH?

oOecrneunBaeTcs

ABTOMAaTH4YCCKOC IMOJIYUCHHUC YIIPaBJICHUA

20. B d4yem 3akmtoyaercss MNpOPUIAKTUKA 3apaXKEHUS KOMIIbIOTEPHBIMU

BUpycamu?

21. Kpunirorpadguueckue NpUMUTHBBL. X31I-QyHKIUS U €€ TPUMEHECHUS.

T Tekymero koutpoJs TK3:
IIpoBepsiemast KOMIIETEHIUS:

KOI[ 1 HAMMCHOBAHUC KOMIICTCHIIHN

KOI[ N HAMMCHOBAHUC MHAUKATOpA

OIIK-6. CriocoOeH MOHUMATh TIPUHITUITEI Pa-
0O0TBI COBPEMEHHBIX MH(OPMAIIMOHHBIX TEX-
HOJIOTHI M MICTIOJTB30BaTh UX JUISl PEIICHUSI
3aJ1a4 PO(ECCHOHATIBHOM JCSTEIbHOCTH

OIIK-6.2. Brnaneer HaBblkaMu MpUMEHEHHS UDPO-
BBIX TEXHOJOTHMU IS pelIeHus: 3aaad npodeccuo-
HATBHON JIEATEIBHOCTH C YY€TOM OCHOBHBIX TpeOo-
BaHU1 HH(GOPMAIIMOHHOIN 0€301MaCHOCTH

Tect

Bonpoc

BapuaHmbl omeena

pa3paboTka HOPMAaTHUBHO IPABOBBIX AaKTOB, PETIIAMEHTHPYIOLINX
OTHOIICHUS B MH(OpMaLIMOHHOU cdepe

CO3/IJaHUE U COBEPIIICHCTBOBAaHKE CHCTeMbI ooecnieueHus b PD

K [paBOBbIM METOJaM | pa3pab0OTKa, HCIOJIb30BAHNE M COBEPIICHCTBOBAHHE CPEICTB

3alIAThI MH(OPMALNH | 3aIuThI IIPOILIECCOB U MPOTrpaMM

OTHOCUTCA: paspabotka mporpamm obecreueHuss b P® wu ompenenenue
TOpsIIKA X (PMHAHCUPOBAHUS
dbopMupoBaHHE  CHCTEMBl ~ MOHUTOPHHIA  TOKaszareie u
xapakrepuctuk Ub PO

I/IHq)OpMaHI/IH, rIpO(peCCI/IOHaJILHaﬂ TaiiHa

HCIIOJIb30BaHUE KOTOpOU 0e3
cornmacus CyOBeKTa MOXKET
HaHECTU BpE€a C€ro 4YeCTu,

rocyJapcTBEHHas TaliHa

NEPpCOHAILHBIC TaHHBIC

KOMMCPYCCKaAA TaiHa

JIOCTOUHCTBY, JIeJI0BOM

penyranuu ciyxeOHas TaiiHa

B pykoBogsamiem nOKyMeHTe

®OCTOK CHCTEMEI, B 1A

KOTOpBIX  paboTaer  oauH

II0JIB30BAaTENb, JOIMYIICHHBIN 1T

KO Bceil oOpabareiBaeMoii

uHpopmaruu ypoBHSA | 2A

rOCYIapCTBEHHOU TalHBbI,

Pa3sMELIEHHON Ha HOCHUTEIAX | 3A

OJIHOTO YpOBHSI

KOH(pHICHIIMAIBHOCTH ~ 135

OTHOCSITCSI K TpyHIe

K MIPaBOBBIM METOJIaM | CO3J]aHKe U COBEPIICHCTBOBaHUE CUCTeMbl oOecnieuenus b PO
3aIIUATHI uHpopManuy | pa3paboTKa, WCIONB30BAaHHE M COBEPIICHCTBOBAHUE CPEICTB
OTHOCUTCS 3alllUThl TPOLIECCOB U MPOTrpamMm
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BHECEHHE H3MCEHEHUM M JOIOJHEHHUM B 3aKOHOJATEILCTBO P,
peryaupymoIire oTHOIIeHUs B obsactu obecrieuenus b

pa3zpaboTka mporpamm obOecneueHuss b P® wu ompenenenue
nopsiika uX (pUHAHCHPOBAHUS

¢bopMUpoBaHME  CHCTEMBbl ~ MOHUTOpPUHIAa  IOKaszareiae u
xapakrepuctuk Ub PO

B pykoBopsmeM AOKymMeHTe

®CTOBK CHUCTEMEI, B | 3A

KOTOPBIX pabotaet

HECKOJIBKO  II0Jb30BaTEICH, A

KOTOpBIE UMEIOT OJIMHAKOBHIE

IpaBa JOCTyla KO BCeH

uH(popMauu ypoBHs | 1A

rOCyIapCTBEHHOU TalHBblI,

o0OpabaTbIBacMOi u/unm

XpaHUMOW HA  HOCHUTEJSX 3b

Pa3IMYHOTO YpOBHS

KOH(UICHIIMATEHOCTH -11B

OTHOCATCS K I'PYIIIIC

K OpraHU3aIMOHHO-
TEXHUYSCKUM METOIaM
3aIUATEI uHbopmanuu
OTHOCHUTCS

CO3/IaHHE U COBEPIICHCTBOBAHUE CHCTEMbI oOecnieueHust b PO

paspabotka mporpamm obecneueHuss b P® wu ompenenenue
nopsaka ux (QuHaHCHpOBaHUA;, 3. (QOPMHPOBAHUE CHUCTEMBI
MOHUTOPHUHTA NTOKa3aTesen u xapakrepuctuk b PO

YTOYHEHHE CTaTyca HMHOCTPAHHBIX WH(POPMALMOHHBIX areHTCTB,
CMMU u )xypHAINCTOB

B pykoBogsmiem nOKyMeHTe
OCTIOK
MHOTOII0JIb30BATEIbCKHUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPaHUTCS uH(popmanus
pa3HBIX YpOBHEU
KOH(UIEHIIMATBHOCTU hi ()
rpudpa  «Ocobo  BaxkHOY»
BKITIOYHTEIBHO, npuyeM
pasin4yHble  IOJIb30BATEIH

UMEIOT pa3JInyHble IpaBa Ha
JoCTynl K uHpopManmuum —
OTHOCSITCS K TpyIIe

1b

2b

3A

1A

1B

3amuiaeMele TOCYIapCTBOM
CBEJICHUS, PaCIpPOCTpaHEHHE
KOTOPBIX MOXET HaHeCTH
ymep6 PO

npodeccronanbHas TaitHa

rocyJapCcTBEHHas TallHa

NEPCOHAJIBHBIC TAHHBLIC

KOMMCPYCCKAsA TaiiHa

ciryxeOHas TaifHa

B pykoBopsmeMm 10KyMeHTe
OCTIK
MHOT'OII0JIb30BaTEIbCKUE
CHUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

1b

2b
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oOpabatsiBaeTcs u/unm
XpaHUTCSA uHpopmanus
pa3HbIX YpOBHEU
KOH(QUICHIIMATBHOCTH [0
rpuda «CekpeTHo»
BKJIFOUUTENBHO, npuyeM
pa3IM4YHbIE  IOJB30BATEIH

UMEIOT pa3JInyHbIe IpaBa Ha
noctyn K uHpOpManmum —
OTHOCSITCS K TPYIIIe

3A

1A

1B

K »sxoHoMHMYyeckumM MeTomam

pa3zpaboTka mporpamm obOecrneueHuss b P® u omnpenencHue
nopsiiKa UX (pUHAHCHPOBAHUS

YTOYHCHHE CTaTyca WHOCTPAHHBIX WH(MOPMAIMOHHBIX areHTCTB,
CMMU u KypHaJIHCTOB

3aIUATHI uHbopMauu » "

OTHOCHTCS BHECEHHE M3MEHEHHI M JIONOJHEHWI B 3aKOHOJATENbCTBO PO,
peryaupymolre oTHOIIeHUs B obnactu obecrieuenus b
dbopMupoBaHME  CHCTEMBl ~ MOHUTOPHHIA  I[OKaszareie u
xapakrepuctuk Ub PO
npodeccroHanbHas TaitHa

WNndpopmanus roCyJapCTBEHHAs TallHa

MPEACTABIISIOLIAS CEKpET | MepCOHANbHBIE JAHHbIE

MPOU3BOJCTBA(HOY-XAY), 3TO

KOMMepUecKas TaiiHa

ciryxeOHas TaiiHa

B pykoBopsieM AOKyMeHTE

OCTOK 1b

MHOTI'OII0JIb30BaTEIbCKHE

CUCTEMBI, B KOTOPBIX

OZHOBPEMEHHO 1T

obOpabaThiBaeTCs u/unm

XpaHUTCA uHpopmanus

pa3HbIX ypoBHeil | 3A

KOH(HIEHIIUATIBHOCTH B TOM

qucIie IIepconanbHsble

JTaHHbIEe, pUYeM pa3nuuHble | 1A

M10JIb30BATEIN HUMEIOT

pa3iIM4YHbIE paBa HA JIOCTYI

K uH(popmauuu — oTHOcsTCH | 1B

K Ipymnie

K cBeZieHUSAM | MTHPOpMaIus 0 pacpoCTpaHEHUH TPOTrpaMM
KOH(HJIEHIIMATBHOTO uH(popMalys 0 JUIEH3UPOBAHUH ITPOrPaMMHOI0 00ecreueHus!

XapakTepa, COIVIACHO YKa3y
npesuseHta pd ot 6 mapra
1997 ., oTHOCATCA

nHpopmalys, pasmeniaeMas B razerax, MiHrepuere

TICPCOHAJILHBIC TaHHBIC

JIAYHAsA TarHa

OTHOIIEHUSs, CBS3aHHBIE C
00paboTKOIl MepCOHaTbHBIX
JTAHHBIX, PeryaupyroTCs
3aKOHOM. ..

«O6 nadpopmanun, THPOPMAITMOHHBIX TEXHOJIOTHIX)

«O 3amure uHGOPMAIII»

d)enepam)HHM 3akoHOM «O MNEPCOHAJIBHBIX JaHHBIX)

denepanbHbIM 3aKOHOM «O KOHPHICHITMATHLHON HH(OPMAIIH»

«O0 yTBEepXKICHUU TIEPEYHS CBEICHUU KOH(PUICHIIUATHLHOTO
XapaxkTepay

JleficTBHs ¢ MEpCOHAIBHBIMU

HCIIPABJICHUEC IICPCOHAIBHBIX JaHHBIX
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JTAHHBIMU (COTJIaCHO 3aKOHY),

BKJTFOYAst coop,
CHCTEMaTH3AalIHIO,
HaKOILJICHHE, XpaHeHue,
UCTIOJIb30BaHUE,

pacrnpoCTpaHCHUEC U T. 11 3TO:

paboTa ¢ nepcoHanbHBIMU JAHHBIMU

npeo6pa30BaHHe IEPCOHATIBHBIX JaHHBIX

o6pa60T1<a MCPCOHAJIBHBIX JTaHHBIX

HU3MCHCHUC MCPCOHAIIBHBIX TAHHBIX

[eiictBus, B  pe3yJsbrare
KOTOPBIX HEBO3MOXKHO
OIIpECIUTh
IIPUHAJICKHOCTD
IIEPCOHAIIBHBIX JTAHHBIX
KOHKPETHOMY CyOBeKTy

INCPCOHAJIBHBIX TAHHBIX

BBIJCJICHUC IICPCOHAJIBHBIX TaHHBIX

obOecrneyenne 0€30MacHOCTH IEPCOHATIBHBIX JaHHBIX

neayTeHTH UK

JI€aBTOPH3AITUS

JenepcoHu(pUKaIuUs

IlepcoHanbHbIE TaHHBIE 3TO

nrobass wHGOpPMAaLUs, OTHOCAMIAACA K ONPENCICHHOMY WU
oIpeiesIIeMOMY Ha OCHOBAaHMM Takoi MH(opManuu GpusnyeckoMmy
JUILLY

(1)8.MI/IJ'II/I$I, UM, OTYECTBO (1)I/ISI/IIICCKOFO JIMIa

T'OJI, MECSIII, 1aTa M MECTO POKICHHUS, aipec GPU3NIECKOTO JTUIA

aJ[pCC IPOKMUBAHUS (1)1/131/1‘{601(01"0 Jquna

CBEICHMSI O  CEMEMHOM, COLMAJIbHOM, HMYLIECTBEHHOM
MOJIOKEHUN YeJI0BEKa, COCTAaBJISAOLIHE MIOHATHE
«1rpodeccruoHanbHas TalHaY

OenepanbHpii 3ak0H «O0 WH-
¢dopmaruu, nHHOPMATH3AIIH H
3ammTe UHPOPMALMU» HaIpaB-
JIeH Ha:

peryupoBaHue B3aMMOOTHOIICHUH B HMH(OPMAIMOHHOW cdepe
COBMECTHO C I'PayKJJaHCKUM KOoJeKcom PD

PEryjinpoBaHuC B3aIMOOTHOIIICHUH B IrpaXXa1aHCKOM 06H_IGCTB6 PO

perynupoBaHue TpeOOBaHUN K pabOTHUKAM CIy>K0, paboTarolux
¢ uHpopmanuit

¢dbopmMupoBaHHEe HEOOXOAMMBIX HOPM U TpaBuil paboThl C
nHpopmanuen

¢dopmMHupoBaHHEe HEOOXOAWMBIX HOPM M TNpaBWI, CBA3aHHBIX C
3alUTON JeTei oT nHdopmanuu

ITepcoHanbHBIMU
BJIQ/ICIOT:

JaHHbIMH

rOCY/1apCTBO

pa3JINYHbIE YUPEKACHUS

rocynapcrBeHsas Jyma

xurtesn Pocculickoit denepanuu

MCUKO-COMAJIbHBIC OpraHu3allnn

®denepanbhbiii 3akoH "O0 WH-
dopmaruu, nHHOPMATH3AIMH U
3amuTe HMHpOpMammMu' ~ aeT
omnpezeiecHre HHHOPMAIUH:

TCKCT KHUI'M U1K IIMCbMa

CBEJIEHUs O JHIAX, MpeaMeTax, QpakTax, COOBITHSIX, SIBICHUSX H
Mpoleccax He3aBUCUMO OT (hOPMBI X MPEJICTaBICHUS

CBCACHUA O SBJICHUAX W IPOLECCAX

(akThl ¥ 1Jieu B (popManru30BaHHOM BHUJIE

(P POBAHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Vkaxure HOPMAaTHBHO-
IIPaBOBOM aKT, B KOTOPOM
packpbIBaeTCs MOHSTHE
«wH(hOpPMAITMOHHAS
0€301MacHOCTb)

3akon Poccuiickoit deneparuu ot 27 aexadps 1991r. Nel224-11
«O cpezacTBax MaccoBoi HHGOPMAIIH»

®denepanbHbII 3akoH oT 27.07.2006 Nel49-®3 «OO0
uHpopManuy, WHPOPMALMOHHBIX TEXHOJOTHSX H O 3alluTe
nHbOpMaLUN»

JOKTPHHA HHPOPMALMOHHOM 6€3011aCHOCTH

BCC OTBCTHI BEPHBI

3akoH poccuiickoil (eaepaunn

1982
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«O ToCymapCTBEHHOW TaitHE)
OBUT TIPUHST B CIEAYIOIIEM TO-

Ay

1985

1988

1993

2005

BribepuTe, MOXXHO 7M1 B CIy-
KEOHBIX HeNsX HCIOIb30BaTh
ANEKTPOHHBIN azpec (MOYTOBBIN
SIIAK),  3aperHCTPUPOBAHHBIIN
Ha OOILEAOCTYIIHOM I10YTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPH KaKHUX 00CTOATENLCTBAX

HCT, HO IJId OTIIPABKU CPOYHBIX U 0c000 Ba)KHBIX ITHCEM MOKHO

MO>KHO, €CJIM 10 HEeMY I0JIb30BaTesb OyAeT nepechuiaTh UHpOp-
MaIfio, HE COAEPIKAIIYI0 CBEJACHUN KOH(UACHIUAIBLHOTO Xapak-
Tepa

MO>KHO, €ClIi WH(OPMALMIO TPEABAPUTEIBHO 3aapXHUBHPOBATH C
IIOMOILBIO TPOrpaMMBbl winrar ¢ napoJieM

MO>KHO, €CJIM APYIHX CIIOCOOOB 3JIEKTPOHHOH Nepeaayd JaHHbBIX
Ha MpeIIpUATUU UM Y M0JIb30BaTENs B HACTOSIIUNA MOMEHT HET,
a nHGOPMAIHIO HYXKHO [IepecIaTh CPOUHO

MoxeT JM COTPYAHHK OBITh
NPUBJICYCH K YTOJOBHOH OTBET-
CTBEHHOCTH 32  HapyIICHHS
npaBu WHPOPMALMOHHON Oe3-
OIACHOCTH MPEIIPHUITUS

HET, TOJBKO K aﬂMHHHCTpaTHBHOﬁ OTBC€TCTBCHHOCTHU

HCT, €CJIN OTO IroCyaapCTBCHHOC IIPCANIPUATUC

Ja

Jla, HO TOJIBKO B Cllydae, €CIIM JEUCTBUA COTPYIHHKA HAHECIU
HEINOIIPaBUMBIN BpeEJ

Jla, HO TOJIBKO B CJIy4ac OCO3HAHHBIX HENPAaBOMOYHBIX ACHCTBHUN
COTPY/IHHMKA

B naHHOM ciyyae COTpYyAHUK
YUpEeXICHUS MOXKET OBITh TpH-
BJICYEH K OTBETCTBEHHOCTH 3a
HapyIlICHUs TNpaBuil WHpOpMa-
[IMOHHOM 0€30TIaCHOCTH:

BbIXOJ] B MIHTEepHET 0e3 pa3penieHus: aIMUHUCTPATOpa

ITpHU YCTAHOBKC KOMIIBIOTCPHBIX UTPD

B CJIyYasiX YCTaHOBKM HenueH3noHHoro 110

B CJIy4Jac HC BbIX0Ja U3 HH(I)OpMaHHOHHOfI CHUCTCMbI

B Tr000M cilydae HEIIPaBOMOYHOT'O HCIIOJIH30BaHUS
KOH(MUIEHIIMATBbHON WH(POpPMAIUU TPH YCIOBHH MUCHBMEHHOIO
TIPEAYNPEKACHUS COTPYAHIUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapylIieHus B chepe
uH(popMaluuy,
WH(OPMaAITMOHHBIX
TEXHOJIOTHH u 3al[UThI
uHpOpManuu JTaHHBIA BH]I
HaKa3aHWsg Ha CEeTOXHSITHUN
JICHb HE IPEAYCMOTPEH

JUCHUIITIMHAPHBIC B3bICKAHU S

aJMUHUCTPATUBHBIN mTpad

YroJIoOBHasA OTBETCTBCHHOCTb

JINIIIEHUE CBOOOIBI

CMEpTHAs Ka3Hb

HNudopmarueii, cocTtaBustomieit
KOMMEPYECKYIO TaifHy, BIaje-
OT

TOCY/IapCTBO

PA3JIMIHBIC YUPCIKIACHUA

rocynapcrBeHsas Jyma

rpaxaHe Poccutickon denepanun

MCUKO-COMAJIBHBIC OpraHu3allnn

Wndopmanueit, cocrasisiomiei

rOCY/IapCTBO

TOJIBKO O6pa3OBaTeJ'IBHBIe YUPCKACHUS

TOCYJIapCTBEHHYIO TaliHy, | TOoapKO Tpe3uanyM BepxosHoro Coeta PO
BJIAJICIOT: rpaxjane Poccuiickoit @eneparun
TOJIBKO MUHUCTEPCTBO 3PABOOXPAHEHNUS
TOCyAapCTBO
BrnagensuieM  wHboOpManuu | KOMMEpUYECKas OpraHu3alus
nepBou KaTeropuu | MyHUIIUITAIBHOE YIPEKICHNE
SIBJIISIETCHL. . . T000# TpaK TaHUH

IpyIIa JUI, UMEIOMIKX obl1ee Ae10
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IIPOCTHIC JIXOAU

Bnanensuem  umH(pOpMaruu | rocy1apcTBo
BTOpOH KaTeropuu | KoOMMepueckasi opraHu3anus
ABJISETCH. . . MYHHUIMIIAJIBHOE YUPEKIECHUE
HEKOMMEpUEeCKasi OpraHu3arysl
IO
Brnanensuem  mHpopmanuu | rocyaapcTBo
TpeTbel KAaTE€ropuy | MyHUIMIIAIbHOE YUPEKACHHUE
SBIISICTCA. . . yUpexaeHue
HEKOMMEpUEeCKasi OpraHu3arysl
OcHoBHBIM HOPMAaTUBHO- | Ctparerusi HalMOHAJIbHOM Oe3onacHocTU PO
UIPAROBEM AOKINCTTOM, @3 "O rocyagapcTBeHHOM TaiiHe"
3alMIIAI0IIUM paBa,
cBOOOIBI U 0€30HaCHOCTb | KOHCTUTYLUS
yeJioBeKa B CHCTEME | o O RHBIIT KOTEKC
UH(POPMALIMOHHBIX

oTHoIIeHUN, B P® sBisiercs

JTOKTpUHA MHGOPMAITMOHHON Oe3onacHocTH PO

CoBOKYMHOCTh  O(HUIHATBHBIX
B3JISIIOB  HAa II€NH, 3a/ayH,
TPUHIIMITBI u OCHOBHBIE

HanpasJIeHHs] 00ecrieyeHus! uH-
(opMaroHHOW 0€30TacHOCTH
P® mpencrasiieHbl

B /[oxTpuHe nH(DOpMAIMOHHOM Oe30macHoCTH PD

B KoHuennuu HanmosaineHoi 0e3oracHoct PO

B Koncturyuuu PO

B bunne o HaJA30p€C 3a JaHHbBIMHA

B @3 PO "O6 nndopmanmu, nHOOPMAITMOHHBIX TEXHOJIOTHAX U O
3ammTe nHpopMaun"

Ha wexnynapogHoM ypoBHE
npefensl  BMeEIaTelIbcTBA B
YaCTHYIO JKHM3Hb CO CTOPOHBI
rocyaapcTBa M APYIHX CyObek-
TOB OIIpPEIEIICHBI

3aKOHOM O TaliHe YacTHOW MH(popMaluu

cragaaproM ISO 15408

OpaH>KEBOM KHUTOU

OeKnapauHeﬁ IIpaB YCJIOBCKaA

OmIeM 0 Ha/130pe 3a TAHHBIMU

[pectymiennsim B cdepe
KOMITBIOTEPHOH WH(MOpMAI B
YronoBHOM KOJICKCEe
IIOCBAILIASICTCA

2JiaBa

pazzen

CTaThA

ITYHKT

4acCTb

CTaHOBJIEHHE OTEYECTBEHHOI'O
3aKOHOJATEIbCTBA 110
WHGOPMATH3AIUH [TPOU3OIILIO

B KoHIIE 60-X IT

B KoHIle 70-X IT

B KoHIIE 80-X IT

B Hayajie 90-x T

B Hayaie 70-x T

3ammTa KOMIBIOTEPHOH WH-
(dbopMmaiuu BBeJICHa. ..

CEMENHEBIM KoJiekcoM PD

Koncrurynuein PO

I'paxxnanckum konekcom PO

YromaoBHEIM KoJiekKcOM PD

Yro  mpencraeisier  coOoi
JIOKTpUHA  WH()OPMAIMOHHOMN
6e3omacuoctu PO?

HOPMATHBHO-TIPABOBOM aKT, YCTAHABIMBAIOIINN OTBETCTBEHHOCTH
3a mpaBOHapyIIeHUs B cepe MHYOpMAITMOHHON 6€301aCHOCTH

(denepanbHBIA 3aKOH, PETYIUPYIOLINM MPaBOOTHOIIEHUSI B 00Ja-
CTH HH(POPMALIMOHHOM 6€30MacHOCTH
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1esneBasi mporpamMma pa3BUTHSI CUCTEMbl MH(POPMALMOHHON Oe3-
onacHoct P®, mpexacraBnsromas co0oi MOCIIeA0BaTENbHOCTh
CTaJUM U 3TAIIOB

COBOKYIHOCTh O(HUIIMATIBHBIX B3IVISIOB HA IICJIM, 3aJa4d, NMPHH-
IUIIBI 1 OCHOBHBIE HAIPaBJICHUs obecredeHusi HHPOPMAIIMOHHOMI
6e3onacHocTH Poccuiickoit denepanun

OxpaHa TNepcOHAJbHBIX JaH-
HBIX, TOCYIJApCTBEHHOH, CIy-
KeOHOW M APYIMX BHUIOB HH-
¢dopmManuu OrpaHUYEHHOTO JO-
CTyIa 3TO

3amuTa HHQOpMaIuu

KOMIIbIOTE€pHAasi 0€3011aCHOCTh

3allUIICHHOCTD I/IH(l)OpMaI_II/II/I

3alMIIEHHOCTH MOoTpeduTeneil nudopmaru

0€3011aCHOCTD JaHHBIX

HokymentupoBatHas — HHOOP- | rocyqapcTBeHHas TallHa
Mami,  IOCTYN K KOTOpOH KOMMepYeCKas TaliHa
OrpaHn4nBacTCA B COOTBET- »
CTBUMN C 3aKOHOAATCJIIBCTBOM 6aHKOBCKaﬂ TanHa
PD KoH(UIeHITMATbHAS HHPOPMAITUS
1. IPUHIINII CUCTEMHOCTHU
2. IPUHLIMI KOMIUIEKCHOCTH
3. IPUHIUI HETIPEPHIBHOCTHU 3aIIUTHI
4. ruOKOCTb CUCTEMBI 3alTUTHI
5. pazymHasi JOCTaTOYHOCTh
1. mpaBUIIbHO BBIOPATh TOT JOCTATOYHBIM YpOBEHBb 3alUTHI, MPU
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO T0 ymepda Obutr ObI
MIPUEMIIEMBIMU
CooTHeCHTe TIPUHLMIBI HH- | 2. HEIIPEPHIBHBIN LIeJIEHANIPABICHHBIN IpoLece, IPEeANOoIararoni
(GopmaloHHOH 6e30macHOCTH, | MPUHATUE COOTBETCTBYIOIIMX MEP Ha BCEX 3Talax >XKMU3HEHHOI'O
ompenenennele  ['ocrexkomuc- | rukna AC
cueit

3. mpenmoyaraeT COTJIACOBAHWE PAa3HOPOAHBIX CPENCTB MpPH TIO-
CTPOCHHUH LIEIOCTHOM CHUCTEMBI 3aIUTHI, MEPEKPHIBAIOIICH BCe
CYLIECTBEHHbIE KaHAJIbl pealu3allii yrpo3 U He cozeprKallel cia-
OBIX MECT Ha CTHIKaX OTAEIbHBIX €€ KOMIIOHEHTOB

4. ocoboxmaer Biangenbiia AC oT HEOOXOAMMOCTH HPUHSTHUS
KapJWHAJIBHBIX MEp I10 MOJIHOW 3aMeHe CPEJICTB 3allUThl HA HOBBIE

5. TIpeArnoaraeT HeOOXOAMMOCTh Y4€Ta BCEX B3aMMOCBSI3aHHBIX,
B3aMMOJICHCTBYIOIIUX M MU3MEHSIOUINXCS BO BPEMEHH DJIEMEHTOB,
yCJIOBUH U (aKTOPOB

Conepxxanue W CTPYKTypa 3a-
KOHOJATEIhCTBA B 00JIaCTH WH-
(hopMaIMoHHOW 0e301acHOCTH
BKJTIOYAET

Konctutynus Poccuiickoit @enepanun - HopmaTtuBHO-IpaBoBbIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit @epepanun - [Togzakon-
Hble akThl [IpaButenscTtBa Poccuiickoit denepauuu - denepans-
HbIE 3aKOHBI - KOJIEKChI

Konctutynus Poccuiickoit @enepanun - HopmatuBHO-IpaBoBbIE
akThl (Ykassl) [Ipesunenta Poccuiickoit denepammm

[Tom3akonnsie aktel [IpaBurensctBa Poccuiickoint @enepauuu -
®denepanbHble 3aKOHBI - KOEeKChbI

HCT BCPHOI'O OTBETA

3akoHOAATeNLCTBO Poccuiickoi
Oenepann 060 uHGOpMAaIHH,
MH(POPMAIMOHHBIX TEXHOJIOTH-
X W 0 3ammre HH(DOpMAaIUu

¢benepanbHoro 3akoHa «O0 nHpopmanuu, UHPOPMALMOHHBIX TEX-
HOJIOTHSX U O 3aIIuTe MHPOpMAUu» U Ipyrux ¢eaepaibHbIX 3a-
KOHOB, PETyJIHPYIOIIUX OTHOLIEHHS B OOJACTH HCHOJIb30BAHHUS
nHpopManuu
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COCTOMT U3

¢benepanbHOro 3aKkoHa «O MEPCOHANBHBIX JaHHBIX» U APYTUX (e-
JepajbHBIX 3aKOHOB, PEryJUPYIOUIMX OTHOLICHUS B 0OJACTH HC-
M0JIb30BaHKs HHPOPMALIUU

(benepanbHOro 3akoHa «O KOMMepuecKoil TaitHe» u aApyrux dene-
PANBHBIX 3aKOHOB, PETYJIMPYIOIIMX OTHOIICHHWS B OOJAcTH WC-
10JIb30BaHUs UH(OpMALIUU

¢denepanpHoro 3akoHa «O TOCYIapCTBEHHOW TaiHE» W APYTUX
(benepanbHBIX 3aKOHOB, PETYIMPYIOLUIMX OTHOIIEHHS B 00JacTu
WCIOJIb30BaHUS HH(POPMAIIH

[IpemMeToM mpaBOBOTO pery-
JUPOBaHMUS B oOmacth HHGOP-
Maryy, UHPOPMAITHOHHBIX TEX-
HOJIOTUH M 3aIluThl WH(pOpMa-
WU SBJSIFOTCS

OTHOIICHHS, BO3HUKAIOIINE TOJIBKO MPH OCYIIECTBICHUH paBa Ha
MIOUCK, MOJy4eHHe, Nepeaady, IPOU3BOACTBO U PacIpOCTpaHEHUE
uH(pOopMaIu

OTHOIICHMSI, BO3HUKAIOMIUE TOJBKO IIPpU NPHUMCHCHUU HH(bOpMa-
IMUMOHHBIX TCXHOJIOT 5171

OTHOIICHUSI, BO3HHMKAIOUIME TOJBKO IMPHU OOECIIEYEHUH 3aIlUThI
nHpOpMaIN

OTHOIIICHHSI, BO3HUKAIOLIHME MIPU OCYIECTBICHUH MPaBa Ha MOUCK,
HOJy4eHHe, Iepenady, MPOM3BOACTBO M PACIPOCTPAHEHHE HH-
dopmanuu; Mpu NPUMEHEHUH HH(GOPMAMOHHBIX TEXHOJIOTHIA;
npu 00eCTIeYeHUH 3aIUTHI HH(OPMAIHN

B cTpykTypy rocyaapcTBEHHOU
CUCTEMBI 3alUThl WH(OPMAIUH
PO Bxomar

OCh PO

MB/JI P®

OCTOK

OCHH

HopmaTtuBHO-1IpaBoBOil  akT -
3TO

HpaBOBOﬁ aKT, HpHHiITI:IfI IMOJIHOMOYHBIM Ha TO OpPraHoM MU CO-
nepmamnﬁ IIpaBOBBIC HOPMBI, T. €. IMMPCAIIHNCAHUA O6IH€FO Xapak-
T€pa U IIOCTOSHHOI'O IIGP'ICTBI/Iﬂ, PaCCUYUTAHHBIC HA MHOI'OKPATHOC
IIPUMCHCHUC

HpaBOBOﬁ aKT, HpHHfITI)IfI IIOJJHOMOYHBIM Ha TO OpPraHoM MU CO-
nepmamﬂﬁ IIPaBOBBIC HOPMEI, T. €. MMPEANINCAHUA O6H_ICFO Xapak-
T€pa U MOCTOAHHOIO I[CflCTBI/ISI, PAaCCUYUTAHHBIC Ha OJHOKPATHOC
IIPUMCHCHUC

HCT BEPHOI'0 OTBCTA

Kak mnaspiBaeTcs 3aKkoH, pery-
JUPYIOIIUNA JEATENBHOCTh TOC-
YAApPCTBEHHON TalHbI Ha Tep-
puropuu PO

O KOMMepUecKol TaliHe

O rocyaapcTBEeHHOM TaifHe

O ciyxeOHoi1 TaitHe

O BpaueOHOH TaiiHe

CyObeKkT mnepcoHATbHBIX JaH-
HBIX 00J1aJjaeT npaBamMu

Ha JOCTYyIl K CBOUM IIEPCOHAJIbHBIM TaHHBIM

BO3PaKEHUE MPOTUB IPUHATHUS PEIICHUN UCKIIIOUATEIBHO HA OC-
HOBaHUHM aBTOMATU3UPOBAHHOW OOPAaOOTKH MEPCOHAIOM JaHHBIX,
MOPOXKAAIOUIMX FOPUIHMUECKUE MOCIEICTBUS B OTHOIIEHUH CYOb-
€KTa WJIX UHBIM 00pa3oM 3aTparuBalOLINX €ro MpaBa U 3aKOHHBIE
HMHTEPECHI

oOKaoBaHHe AEHCTBUH MIIA O€31€HCTBUI

BCPHBI BCC BAPpMAHTLI

[IpaBoBOe perynupoBaHHe OT-
HOILIEHUH B 00JaCTU HCIIOJIB30-
BaHUS SJIEKTPOHHOH IUGPOBOI
MOJIITUCH OCYIIECTBISETCS B CO-

I'paxxnanckum konekcom Poccuiickoit denepannun

®enepanbHbM 3akoHOM "OO wHpOpMaIu, UHPOPMATH3AIUU U
3ammTe nHpopMarun"




Bonpoc

Bapuanmbl omeenma

OTBCTCTBHH C

®enepanbHbM 3ak0HOM "O cBs3U"

BCPHBI BCC BApHUAHTHI

Uro U3 TEepeyuCICHHOTO He
BXOJIUT B MEPBBIN YPOBEHbH Ipa-
BOBOTO obecrieueHus napopma-
ITMOHHOU 0€30TTaCHOCTH

Koncrurynus PO (ct. 23, npaBo Ha TaliHy MEPETTHCKHN)

I'paxnanckuii kogekc PO (ct. 139, Bo3MenieHne yObITKOB OT yTe-
YeK)

®epnepanpHblil 3akoH "O rocynapcTBeHHON TalHe"

ITocranoBnenus [IpaBurenscra PO

M3 CcKONBKUX ypOBHEH COCTOUT
IpaBoOBOEC  oOecrieueHue  MH-
(hopMaIMoHHOM O€301MacHOCTH

JIBYX YPOBHEHN

TpEX ypOBHEI

YEThIPEX YPOBHEU

IIATH YPOBHEHN

IlepeueHs BUAOB HESTEIBHOCTH
B o0yacT 3ammTel WH(pOpMa-
Oy, Ha KOTOPBIC BbIAAIOTCA
nuueH3uy, omnpeneneH Ilocra-
HoBienueM IlpaBurtensctBa PO
"O JMIEH3UPOBAaHUU OTHCIb-
HBIX BHIOB AeATEIbHOCTH" OT
24.12.94 Ne1418 x HUM, B JacT-
HOCTH, OTHOCHTCSA pa3paboTka,
NPOM3BOJICTBO, peaiu3anus |
CEPBHCHOE 00CTy)KUBaHHE

1 (poBaIBHBIX CPEICTB

Al CHHBIX CUCTCEM TGHCKOMMYHI/IKaL[I/Iﬁ

IIPOTPaMMHBIX CPEICTB

CIICHUAJIBHBIX TCXHUYCCKUX CPCACTB 3allIUThI I/IH(I)OpMaI_[I/II/I

IMOATOTOBKA N NEPLIIOATIOTOBKA KaAPOB

BCC BCPHbI BApHAHTHBI

3aKOHOATEIbHOW U HOPMATHB-
HOM 0a30il NUIEH3UPOBaHUS U
ceprudukanum B 00JIaCTH 3a-
MIUTEl MH(pOPMAIMU SBIISIOTCS
3aKOHbl PD

(¢} FOCYHapCTBeHHOﬁ TaliHe

0 TCXHHUYCCKOM PCTYJIMPOBAHNUN

0 JIMOCH3UPOBAHUHN OTACIBbHBIX BUAOB ACATCIIbHOCTHU

0 3alIUTC IIpaB HOTpG6HTCJ’ICI>i

BCC BCPHBI BApMAHTEI

IlepeueHb BUIOB ACATEIHHOCTH
B 0o0JlacTH 3amuThl HHPOpPMA-
MU, HAa KOTOpPHIE BBIJAIOTCS
nuuen3ud, omnpeneneH Ilocra-
HoBieHueM IlpaBurenscta PO
"O NWIEeH3UPOBaHWUU OTNENb-
HBIX BHOOB JEATEIBHOCTH K
HHM, B YaCTHOCTH, OTHOCHTCS
pa3paboTKa, IPOU3BOJICTBO, pe-
anu3anys U CepBHUCHOE OO0CIy-
JKMBAHNE

I (PPOBATIbHBIX CPEACTB

3allUIICHHBIX CUCTCEM TCJ'ICKOMMYHI/IKaL[I/Iﬁ

IporpaMMHBIX CPEIACTB

CIICUAJIBHBIX TEXHUYCCKUX CPCACTB 3allIUThI I/IH(l)OpMaIII/II/I

BCEPHBI BCC BAPpHUAHTBI

Kakne xareropum mnepcoHaib-
HBIX JaHHBIX BeIgeisieTr O3 “O
MEPCOHABHBIX TaHHBIX 7

JIMYHBIC

0011eT0CTYITHBIE

(1)H31/IOJ'IOTI/I‘-ICCKI/IC

CIellalbHEIE

OroMeTpHUYecKHe

B kakux ciydasx omepatop He
00513aH YBEJIOMIIATH PEryJsaTopa
00 00paboTke NEPCOHATBHBIX
JTAHHBIX ?

ecliu laHHble BKIo4atoT B cedst PUO, tenedon u pasmep okiaaa

€CJIM OTlepaTopa CBS3bIBACT C CYOBEKTOM TPYIOBBIE OTHOIICHUS

€CJIM JJaHHBIE BKIIIOYAIOT B ce0sa Toinsko DO

€CJIU JIaHHBIE KacaloTCs 3[J0POBbsl CyObEKTa

€CJIM JJaHHBIE KaCaloTCI CEMEMHOM KU3HHU CYG’BCKTa




Bonpoc

Bapuanmbl omeenma

€ClIi TaHHBIe HEOOXOTUMBI JUIsl OJJHOKPATHOTO MPOIMYCKa Ha TEp-
PUTOPHIO oTlepaTopa

Bribepute ciydan 00paboTKu
MEPCOHANBHBIX JaHHBIX, KOTJa
omepaTop He 00s3aH TOIy4aTh
MUCPMEHHOE COTJIaCHe CyOBeK-
Ta Ha 00paboTKY:

OpOHHPOBAaHUE TOCTUHHIIBI TYPUCTUYECKON (prpMOi

nepcaada IaHHbIX TPETHbUM JIMLAM

€CITM MEXJy OIepaTopoM M CyOBEKTOM €CTh JOTOBOP, MPEayCMaT-
puBatomuii oo6padorky I1]]

JIOCTaBKa [IOYTOBBIX COOOIIEHUI

OpraHM3aIys COCTaBJIsIeT 0a3y JAHHBIX CBOMX KIMEHTOB, C yKasa-
Huem ®UO, TenedoHOB, aIpeCOB U 3aHUMACMBIX JOIKHOCTEH

Kakoil nOKyMEHT CcOmEpXHUT B
cebe cTpaTerndyecKue HaIro-
HAJBHBIC TPUOPUTETHI, IEIU U
Mepbl B 00J1aCTH BHYTPEHHEH U
BHEIIHEH moauTuKn Pocchm,
OTIPEICIISIONTNE COCTOSIHHC
HAI[MOHAIBHON 0€30MacHOCTH H
YpOBEHb YCTOWYMBOTO Pa3BUTHS
rocyJapcTBa Ha JIOJTOCPOYHYIO
MEPCIEKTUBRY?

®enepanbHblii 3akoH “O0 nHOpMaK, THYOPMAITMOHHBIX TEX-
HOJIOTHUSIX M O 3amuTe nHdopmauu”

®depnepanbHblil 3aKk0H “O rocy1apCcTBEHHOM TaiiHe”

JlokTpuHa wHpOpManMoHHONW Oe3onacHocTH Poccuiickoit dene-
panuu

Crparerust HalmoHaIBHOU Oe3omacHoCcTH Poccuiickoit denepanun

Kakoit mokymeHT oToOpaxkaer
oduIMaTbHbIC B3MIIAAB Ha Iie-
7M, 3aJa4d, TPHHIMIB H OC-
HOBHBIC HarpaBjieHHs obecme-
4yeHus: MH(POPMAIMOHHOW 0e3-
omacHocTH PO?

®enepanbHblii 3akoH “O0 mHDOpManu, THOOPMAITMOHHBIX TEX-
HOJIOTHSIX M O 3amuTe nHdopmauu”

®denepanpHblil 3ak0H “O rocyapcTBEHHOM TailHe”

Hoktpuna uHpopManmonHoi Oe3onacHoctu Poccuiickoit Dexe-
pauuu

Crparerus HaloHaibHOM 6e3onacHocT Poccuiickoit denepanuun

Bonpocel k kommiekcHomy 3aganuio TK3

1. Yto Takoe «mpaBoBoe obecrieueHue UH(POPMAIIMOHHOM 0€30acCHOCTU» U B
4eM 3aKJIF0YAETCsl ero npeaMer?

2. Packpoiite coaepkaHue MpaBOBOTO oOecteueHus: 6e30MacHOCTHA CBECHHH.

3. PackpoiiTe comepikanne u CTPYKTypy 3aKOHOAATEIhCTBA B 00IacTh obecrie-
YyeHUs1 MH()OPMAIMOHHON O€30MTaCHOCTH.

4. OCHOBHBIE HOPMATHUBHBIE PYKOBOJAIIUE JOKYMEHTHI, Kacaloluecs: rocyaap-
CTBEHHOM TailHBI, HOPMATHUBHO-CIIPABOYHBIE JOKYMEHTHI.

5. YpoBHH NpaBoBOro odoecrneyeHusi THPOPMaLMOHHON 0€30MaCHOCTH.

6. Mecto nHpopMaMoHHOI 0€30MaCHOCTH HIKOHOMUYECKUX CHUCTEM B HAIHO-
HaJIbHOM O€30ITaCHOCTH CTPAHBI.

7. OCHOBHBIE PUHIIUIIBI 00ecTIeueHUsT O€30MACHOCTH.

8. Konnenust nHGOpMaIiMoHHOM 6€30MacHOCTH.

9. loxTpuna uadopMannoHHo# 6e3omacHoctu Poccun.

10. YeTthipe OCHOBHBIE COCTABJISIONINE HAIMOHAIBHBIX HHTEpEcOB Poccuiickoi
denepanuu B nHGOpMAIMOHHOM chepe.

11. OcHoBHBIE 3a/1aun obOecnieueHus: UHGopMaMoHHON Oe3omacHocTH. [IpaBo-
BbI€ METO/IbI 00ecreueHs] H(OOPMAIIMOHHON 0€301MacHOCTH

JlJ1st MPpOMesKYyTOYHOM ATTECTAIUM

1. UadopmarmonHas 6€30MacHOCTh YEJIOBEKa M OOIIeCTBa. YPOBHH 3aIlUTHI



UH()OPMAITMOHHBIX PECYPCOB.

2. Komnsrotrepusie npectyruienusi. OCHOBHbIE TEXHOJOTHUHU, UCTIOJIb3YIOIIHECs
IIPU COBEPLICHUU KOMITBIOTEPHBIX MPECTYTUICHUM.

3. OOBeKTHI 3amUThl HHPOpMaLMK. 3amuTa HHHOPMAIIMK OIPaHUYEHHOTO J10-
CTyIa: TOCyJJapCTBEHHAs TallHa, KOMMepYecKas TaiHa.

4. OCHOBHBIE KaHAJIbI YTEYKU UHPOPMAIIUH.

5. Meroabl u cpenactBa 3amutbl uHGopmanuu. ConaepkaHUE CHOCOOOB H
CpeacTB obecrneueHus: 6e30MacHOCTH UH()OPMALIUH.

6. Kpuntorpadus. CuMmMeTpudHbIE KPUTITOCUCTEMBI.

7. Kpuntorpadus. ACuMMeTpUYHbIE KPUITOCUCTEMBI.

8. O030p u KiaccupuKalys METO10B MUPPOBAHUST HHPOPMAITHH.

9. DnexTpoHHO-IU(PPOBAsT MOAIHUCH.

10. UYto oTHOCHTCS K CpEICTBAM WHKCHEPHO-TEXHUYECKOW 3aIlUTHI
uH(OpPMAIUU U 1711 YeTO OHU MpeAHa3HAYECHBI?

11. B yem 3akitoyaroTcs JOCTOMHCTBA M HEJAOCTATKH MPOTPAMMHBIX CPEJICTB
3aIUTh HHpOpMAIUK?

12. TlaponbHas 3amura.

13. IlonsiTre yrpo3sl. AHamU3 yrpo3 uHGOPMAIMOHHON Oe3omacHocTH. Buab
CHAPYIIUTEIICH.

14. TlonuTtuka 6e3onacHocTH. OCHOBHBIE TUIIBI MOJIUTHUKUA O€30MaCHOCTH.

15. CrangapTsl uH(pOPMAITMOHHOMN 0€30MTACHOCTH.

16. IlpaBoBoe oOecrnieueHre 3auThl nHpopManru. HopMaTuBHbIE TOKYMEHTHI.

17. Pazpymaromue nporpaMMHBbIE BO3JCUCTBUS: BUPYCHI U 3aKIaJKU. AHTUBU-
PYCHBIE CPENICTBA.

18. Ilcuxonornyeckue acnekThl UHPOPMAITMOHHOM O€30MTaCHOCTH OpraHU3aIIUU.

19. Hactpoiika noauTUKN O€30MaCHOCTH OTIEPAIMOHHON CHCTEMBI.

20. AHanu3 3alUIEeHHOCTH W30JIMPOBAHHOM MPOTPaMMHOM CpPEIbl.

21. UccnenoBanue cucteM UICHTU(DUKAIUU.

22. CTpyKTypa 3aKoHO1aTeIbHOM 0a3bl mHGOpMamoHHOU 6e3omacHocT PO.

23. Ctparerus HaMOHAIBHOM Oe3omacHocTH. HazHaueHne, OCHOBHBIC TEPMUHEI.

24. Jloxtpuna Ub. Ee Ha3Hauenwue.

25. CTpyKkTypa ¥ BHUABl HOPMATHUBHBIX aKTOB, PETYIUPYIOIMHUX OOCCICUCHHE
nHopmarmonHoit 6e3onacHoctu B Poccuiickoii denepanuu

26. Ilonsarue o 3ammre naopmammu B PO (149-D3). 'ocygapcTBeHHOE pery-
aupoBanue. O6s3aHHOCTH 0OJIamareneld HHPoOpMaIMu U OrepaTopoB HHGOPMAIIUOH-
HBIX CUCTEM. PerynsTopsl.

27. CucreMa HOPMATUBHBIX MPABOBBIX aKTOB, PETIAMEHTHPYIONMIUX obecrede-
HUE COXPAHHOCTHU CBEJCHHM, COCTABIISIOMINX TOCYIAPCTBEHHYIO TallHy B Poccuiickoi
denepanuu
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