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1. Heap, 3a1a4M ¥ IVIAHUPYEMbIe Pe3yJIbTAThI 00YYEeHHUs 10 JUCHUIIIMHE

Henpro ocsoenuss aucuuiauabl B1.0.11.03. "OcHoBbl HH(DOPMAIMOHHON
oe3onacHocTu" SABIsiETCS (OPMHUPOBAHUS Y CTYACHTOB 3HAHUHW M HABBIKOB II0
BOIIpocaM HMH(POPMAITMOHHOW O€30MacCHOCTH, a TaK)Ke HABBIKOB MPAKTHYECKOTO
oOecrieueHus 3amuThl HHPOpMaIUU U 6€30MaCHOTO WCIIOIB30BAHUS MPOTPAMMHBIX
CPEJICTB B BBIUYMCIIUTENIbHBIX CHCTEMaX OpraHu3aliil U yUpeskIeHUH.

3agauaMy  TUCIHUAILIINHBI

SABJIAROTCA:

IMOJIYUYCHUC 0a30BBIX TCOPCTUUCCKUX

IIPEACTABICHUM O COBPEMEHHBIX OpPraHM3allMOHHBIX M TEXHUYECKUX METOJax
3alUThl UHPOPMAINH, a TAK)KE€ TEXHHUYECKHX CPEACTBaX 3aIIUThl KOMITBIOTEPHOMU
uHbOopMaIuu NHPOPMAITMOHHBIX CUCTEM OPraHU3alUN U YIPEKACHUN.

Komnerenumu u uHIUKATOPBI, PopMuUpyeMble y 00ydaronuxcsi:

KO[[ 1 HAMMCHOBAHUEC KOMIICTCHII N

KOI[ 1 HAUMCHOBAHUC MHIHUKATOPA

OIIK-1. Crioco6eH noHuMaTh NPUHLIUIIBI
PaboThI COBPEMEHHBIX MH(OPMAIMOHHBIX
TEXHOJIOTHI 1 UCTIONB30BATh UX JUIS PEIICHUS
3a71a4 MPo(HeCcCHOHAITBHOMN ACSTETbHOCTH

OIIK-1.2. Bmuageer
IU(GPOBBIX  TEXHOJOTMH I pEIICHHS  3ajad
npo(ecCHOHAILHOW  JIEATEIBHOCTH C  y4ETOM
OCHOBHBIX TpeOOoBaHUI HH(OPMALMOHHON
0e30macHOCTH

HaBBIKaAMH IMPUMCHCHUA

2. Mecto aucuuninHbl B cTtpykrype OIl

[IpenmecTByromue AMCHUILIUHEI (Moayn), mpaktuku, HUP, np.:
b1.0.11.01. UudopManimoHHbIE TEXHOJIOTHH

b1.0.11.02. Anropur™Mu3anus 1 IporpaMMHPOBAHUE

[Tocnenyronue qucuuIuIMHbL (MOyn), ipakTuku, HUP, ap.:

b1.0.11.04.  IIporpammuoe
npo¢eCCUOHATIBHON JIEATEIIbHOCTH

o0OecrieueHne ¥  TPOrPpaMMHUPOBAHHE B

3. CTpyKTypa M cofepKaHHe TUCHUTLTHHBI

3.1. CTpykTypa IMCUMILINHBI
Js1st ouHOM hopmbI 00yUeHUs

Bun yuebnoit paboThl Bg(]azro E:S(l;g 4CeMec;p(bI) 5
OBIIAS TPYTOEMKOCTH JMCHUITJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexun 0,44 16 16
[IpakTnyeckue (ceMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHble paboThI 0,44 16 16
CAMOCTOSTEJIBHASA PABOTA OBYYAIOHIEI'OCA 1,12 40 40
ITpopaboTka yuebHOro MaTepuaia 1,12 40 40
KypcoBoii npoekt 0 0 0
KypcoBas pabota 0 0 0
[ToaroToBKa K MPOMEKYTOYHOM aTTECTAIHH 0 0 0
[TpomesxyTouHas aTTecTalus: 3




Jiia 3a04HOM (hOpMBI 00yUEHUS

Bun yuebHo# paboThl Bg%ro E;fg;) 3C€M6CZP(H) 5
OBIIAS TPYTOEMKOCTb AMCHUITJIMHBI 2 72 72
KOHTAKTHAS PABOTA 0,44 16 16
AYJIUTOPHAS PABOTA 0,28 10 10
Jlexmun 0,17 6 6
[IpakTnyeckue (ceMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHbie pabOThI 0,11 4 4
CAMOCTOSTEJIbHA S PABOTA OBYUAIOIIET'OCS 1,72 62 62
[TpopaboTka yuyebHOrO MaTepuaia 1,72 62 62
KypcoBoii mpoekt 0 0 0
KypcoBas pabora 0 0 0
[ToaroToBKa K MPOMEKYTOYHOM aTTeCTAIIMU 0 0 0
[TpomexyTouHasi aTTECTALIUSA: 3

3.2. Conep:kaHue IMCHUIVIMHBI, CTPYKTYPHPOBAaHHOE IO pa3jejaM H
BH/aM 3aHATHH

Pacnpenenenue DopMbI 1 Nunexcst
TPYJIOEMKOCTH BT WHUKATOPOB
§ 10 BHJIaM y4€OHOH | KOHTpOJIs dbopMupyeMbIx
Paznensl S paboThI KOMIIETEHIIN I
JUACIUTLIAHEB % s S g S
M = ;* m ;’*
= 8| E| 8
Pazgen 1. OcHoBHBIC
MOHATHA M aHalu3 Yrpo3 | o >lolola TK1 OIIK-1.2. 3
uH(OPMAITMOHHON o
0e30MmacHOCTH
Paznen 2.
OpraHu3aroHHO-
aIMUHUCTPATUBHBIC MeEpbI | 6 21010 4 TK2 OIIK-1.2. 3
uH(OPMAITMOHHON
0€3011acCHOCTH.
Paznen 3. MmxeHepHo-
rexpmmecine o MOPML) 40 | 8 12| 0 20| TK3 | OINK-1.2.3VB
MH(POPMALMOHHON
0€30IMacCHOCTH
Paznen 4. HopmarusHo-
HPaBOBRIC L, MPMlog 4| 4]0 |12 TK4 OIIK-1.2. 3YB
uH(OPMAITMOHHON
0e30MMacHOCTH
3auer 0 0O]0 |00 OM 1 OIIK-1.2. 3YB
HTroro 3a 4 cemecTp 72 |16 116 | 0 |40




3.3. Conep:kaHue IMCUUIIMHBI

Paznen 1. OcHOBHBIE MOHATHS U aHAIN3 YTPO3 HH(OPMAIIMOHHOW O€30ITaCHOCTH.

OcHoBHBIE TepMuHBI u ompeneneHus. ObecnieueHne WHPOPMAITUOHHON
0€30MacHOCTH KOMITBIOTEPHBIX cHCTeM. Bumel yrpo3. Tpu Hambosee BBIPaKCHHBIC
yrpo3el: 1) TOABEP)KEHHOCTh (PU3MYECKOMY HCKOKEHUIO WM YHUUYTOXCHUIO; 2)
BO3MOYKHOCTb ~ HECAHKIIMOHMPOBAHHOM  (CydyallHOM WM 3JIOYMBIIIJICHHO#)
MOIU(UKALINY; 3)  OMmacHOCTb  HECAaHKIMOHUPOBAHHOTO  (CIydyallHOro  u
NpeJHaMEPEHHOI0) TMOoJlydyeHus uHGOpMAlUK JIMLIAMH, JUI KOTOpPBIX OHa He
npeHa3HaueHa. XapakTep TMPOUCXOXKICHUS  yIpo3:  yMBIIDICHHBIE  (DAaKTOPBHI,
ectecTBeHHbIE (akTopbl. Mcrounmkwm yrpo3. [IpeamochuIKel TOSIBICHUSI  YTPO3:
OOBEKTUBHBIE, CYOBEKTUBHBIC

Pazgen 2. OpranuzaliMOHHO-aIMUHUCTPATUBHBIE MeEphl  MH(GOPMAIIMOHHOM
0€30I1aCHOCTH

OcCHOBHBIE ~ TOHATUSL  MOMUTUKU  Oe3omacHOoCTH.  CTpPyKTypa  HOJUTHKU
0€30MacHOCTH OpraHu3alyu: 0a30Bas MOJUTUKA OE30MaCHOCTH, CHELMATU3UPOBAaHHBIC
MOJIUTUKM ~ O€30MacHOCTH, Tpoleaypbl Oe3omacHocT . Pa3paboTka MONUTUKA
0e30MacHOCTH opraHu3auuy. KoOMIIOHEHTBI apXUTEKTypbl Oe3omacHoctd. Pomm u
OTBETCTBEHHOCTH B O€30ITaCHOCTH CETH.

Pa3znen 3. UnxeHepHO-TEXHUYECKUE MEPbI UH(OPMALIIOHHOM 0€3011aCHOCTH

[lonsitue kpunrorpaguu. OCHOBHBIE TMOHSATHSL KPUNTOTPAapHUECKOM 3allUThI
uopmanuu. Kpunrorpapuueckre anroputMbl. CHMMETPUYHBIE KPHUIITOCHCTEMBI
mmgpoBanus. OCHOBHBbIE PEXHMMBI pabOThl OJOYHOIO CHUMMETPHUYHOIO AJrOPUTMA.
OcobeHHocTH ITPUMEHEHUS AJIITOPUTMOB CUMMETPUYHOTO nppoBaHus.
AcUMMETpUYHbIE KPUIITOCUCTEMBI IIM(ppoBaHusl. OyHKIMN XAIIMPOBAHUSA. DIIEKTPOHHAS
uudpoBasg noanuck. OCHOBHbIE MpoUEnyphl IM(PPOBOM MOANMCH. YTpaBleHUE
KPUNITOKIIIOYaMu.  Mcrnonb30BaHMEe  KOMOMHMPOBAaHHOM — KpPHUIITOCUCTEMBL.  Meton
pactipenenenus kmoueit [uddu-Xemmana. Mappactpykrypa yrnpaBieHHs] OTKPHITHIMU
xkioyamu PKI.

AyteHtudukanus,  aBTopu3auMs U AJAMUHUCTPUPOBAHUE  JEWCTBUU
II0JI30BATEIIEH. MeTtonbl ayTeHTU(UKALUH, UCIIOJIb3YIOIIHE IIapOoJIN:
ayTeHTU(PUKaLKs Ha OCHOBE MHOTOpPA30BBIX Maposeil, ayTeHTU(UKAIUs HAa OCHOBE
OJIHOpa30BbIX mapoieil. Crporas ayTeHTU(HUKALUA: MPUMEHEHUE JIIEKTPOHHBIX
UIEHTU(UKATOPOB, MPOTOKOJIBI CTPOTOM ayTEeHTU(PUKALIUH.

buomerpuueckas ayreHTU(uKauus  noab3oBarena.  KoMOMHUpOBAaHHbBIE
CUCTEMBbl MJCHTHU(PUKALUUU U ayTEHTU(PUKAUUU. DJIEKTPOHHBIE 3aMKHU. YTIpaBJICHHE
JIOCTYTIOM TIO CXEME OJHOKpaTHOro BxoAa ¢ aBropu3anued Single Sign-On.
VYrpasnenue naeHTUPUKAIUEH U JOCTYIIOM

BpenonocHble mporpaMmbl U MpoOJIeMbl aHTUBUPYCHOU 3amuThl. OCHOBHBIE
KaHAJIbl PacCIpOCTPAHEHUsI BPEIOHOCHBIX MPOrpaMM. AHTHUBUPYCHBIE IPOrPAMMBI:
OCHOBBbI ~ pabOThl ~ AHTHBUPYCHBIX  MIpOrpamMM, OCOOCHHOCTH  «OOJIaYyHOI»
AHTUBUPYCHOW TEXHOJOTHUU, BHJBI AHTUBUPYCHBIX MPOrpPaMM, JIOMOJHUTEIbHBIC
MOJYJH AHTUBUPYCHBIX IpOrpamm, pexuMbl  pabOoThI aHTUBHUpYCA.
[Ipodpunaktuueckue Mepbl 3auUThl. J[OMONHUTENbHBIE CPEACTBAa  3aIUTHI:



oOnoBnenust I[1O, Opanamayspbl, CpeACTBa 3alllUTHl OT  HEXKEJIaTeJIbHOU
KOPPECTIIOHJAEHIMU. AHTUBAPYCHBIE TPOrPAMMHBIE KOMIUIEKCHI

Paznen 4. HopmatuBHO-ipaBOBbIE MEPBHI MHPOPMALTMOHHON O€3011aCHOCTH

Pons crammapTtoB wuwHpOpManmMOHHOW Oe3omacHOCTH. MeXIyHapOIHbBIE
cranaaptel uHbopmarmonHoi 6e3zonacHoctu. Cranmapt ISO/IEC 17799:2002 (BS
7799:2000). I'epmanckuii crangapt BSI. MexayHnapoansiii cranmapt [SO 15408
«OO01me Kputepun O0€30MaCHOCTH HH(POPMAIMOHHBIX TEeXHOJOTHIY. CTaHAapThI
IEEE 802.11 u WPA - crangapthl s OecnpoBOAHBIX ceTeil. CranmapThl
uHpopMallmoHHON Oe3omacHocTH ansi  Internet. OTeuecTBEHHBIE CTaHAAPTHI
0e3omacHOCTH HH(OPMALIMOHHBIX TEXHOJIOTHH.

Opranu3anuoHHas CTPYKTypa TOCYAApCTBEHHOW CHCTEMBI OOECIEUEHHS
nHpopmarmornHon Oe3zomacHocTu. CoBer besomacHoctu Poccuiickoit deneparum.
Komuccust Coera ®@enepanuu 1mo HHGOPMAIIMOHHON MOJUTUKE U B3aUMOJCHCTBUIO
CO cpencTtBaMu MaccoBod uH(popmauuu. PenepanbHble OpPraHbl HCIIOIHUTEIbHOU
BJacTH B oOnactu uHpopmaruzauuu. MexXBEJOMCTBEHHAss KOMHUCCHUS IO 3allUTe
rocyaapctBeHHoi TaiiHbel. DenepanbHas cioyxk6a Oe3zomacHocTu  Poccuiickoit
®enepaunu. DenepanbHas ciayx0a MO TEXHUYECKOMY U 3KCHOPTHOMY KOHTPOJIIO.
®denepanbHas ciayx0a oxpansl Poccuiickoit @enepanuu. Ciry:x0a BHEIIHEN pa3BeaKu
Poccuiickoii ®enepanuu. denepanbHas ciayx0ba Mo Haa3opy B cdepe cCBs3M,
MH()OPMAIIMOHHBIX TEXHOJOTMH W MacCOBbIX KOMMyHUKauuii (Pockomuamzop).
®enepanbHas ciyx0a 10 UHTEJUIEKTYalbHOH COOCTBEHHOCTH, MATEHTAM U TOBAapPHBIM
3HakaMm (Pocnatent). denepanbHOE areHTCTBO MO TEXHUYECKOMY PETYJIHMPOBAHUIO U
metponorun (Poccranpmapr). OOecnieuenne MHGOPMALMOHHONM O€30MacCHOCTH Ha
ypoBHe cyobekToB Poccuiickoii denepanum.

3akoHonatenbcTBO Poccuiickoin denepanuu B 001acTy 3alIUThl HHGOPMALIIH,
3alllMThl TOCYJApPCTBEHHOM TalHbl W KOH(QUIAEHUMaIbHOU uHGMOopManuu. Buasl
3amumaeMoil uHpopmanuu. Kouctutyuus Poccuiickoir ®denepanuu. JlokTpuHa
uHpopmanmonHo Oe3omacHoctu Poccuiickoit ®enepaumn. Koaexc Poccuiickoit
®denepanii 00 aJIMUHUCTPATUBHBIX TMPABOHAPYIICHUSIX. YTOJOBHBIM KOJEKC
Poccuiickonn  ®epepaumu. ['paxmanckuit  koaekc Poccuiickont  ®enepanum.
Hanoroseii koxekc Poccuiickort ®Denepamuu. TpynoBont kojekce Poccuiickon
Oenepanuu.  Denepanbubiii 3akoH  "OO0  uHpOpManuu, HUHPOPMAIUMOHHBIX
TEXHOJIOTUSX U 0 3ammre nHpopmarn'". denepanbubiii 3akoH «O rocygapcTBEHHOM
taiiHe». DenepanbHblii 3aK0H «O KoMMepueckoi TanHe». denepanbHblii 3akoH «O
TEXHUUYECKOM peryiaupoBaHuny». OeaepayibHbiii 3akoH «O0 3JEKTPOHHON MOIITUCH.
DenepanbHbii 3akoH «O NEepCOHaANbHBIX JaHHBIX». DenepanbHblii 3aK0H «O CBA3M».
®denepanbHblil 3akoH "O cpeactBax MaccoBoi mHpopmanuu". denepanbHblii 3aKOH
«O OGe3onacHoctuy. PenepanbHblii 3akoH «O JHIIEH3UPOBAHUU OTIECIBHBIX BHJIOB
nestenpHOCTHY. DenmepanbHbiii  3akoH «O0 apxuBHOM Jene B Poccuiickoit
Ddenepanuny. GenepanbHbiii 3aKk0H «O TPaHCIOPTHON 6€30MACHOCTIY.

3.4. TeMaTu4yeCcKHii IVIAH NPAKTUYECKHUX 3aAHATHI

JlanHbli BUA pabOThI HE MPEYCMOTPEH YUEOHBIM IJIAHOM.



3.5. TemaTuueckni IjiaH JadOpPaTOPHBIX padoT

IIponomxure
Ne Howmep poa
HanMenoBanme mabopaTopHBIX padboT JBLHOCTb,
/o paszena
Jac.
1 Hactpoiika moauTuku 0e30MacHOCTH OIepallMOHHON 3 4
CUCTEMBI
2 Opranuzanusi 3aluThl  JOKYMEHTOB CpEACTBAMU
: 3 4
nakera Microsoft Office
3 Mudposanue uH(bOpMaIuu METOJIOM
nosuanaBUTHON 3aMEHBI. IlocTpoenue u 3 4
HCII0JIb30BaHUE MaTpHIlbl BukuHepa
4 JloxTprHa uH(pOpMaITMOHHOM 0e30macHOCTH 4 4
Poccuiickon denepanum.

3.6. KypcoBoii npoekT /KypcoBasi pa6oTa

JlaHHbI BUA pabOTHI HE MPEYCMOTPEH YUSOHBIM IIAHOM.

4. OueHnBaHue pe3yJIbTATOB 00y4eHUsI

OrneHnBaHWe pe3yabTaTOB OOYYCHHS IO MUCIHUIUIMHE OCYIIECTBIACTCS B
paMKax TEKYIIEro KOHTPOJS M IMPOMEKYTOUHOM aTTeCTallud, IPOBOJMMBIX 10
oabHO-perTuHroBoit cucreme (bPC).

[IIxana oreHKH pe3yJbTaTOB OOYYCHUS 110 JUCIUTIINHE:

VpoBeHb chpOPMUPOBAHHOCTH
MHIMKATOpPa KOMIETEHIMU
o . Hwuxe o
Kon 3aruiaHu- Boicokuit | Cpennmuii CDEIHErD Huzkuit
Kon HHIUKATOD pOBaHHBIE %5 70 100 0 <4 pS ? 69 0 52
KOMITEe- a pE3yJIbTAThI oT 8> 110 or 70 210 84 JoT 55 A0 orv Ao
TEHIIMU KOMIIETEHII 00y4eHHus 110 IIxana oleHUBAHUS
uu TUCIUTIIINHE YIOBIIET- HEYNOB-
OTJIUYHO XOpOH_[O J‘IeTBOpI/I-
BOpI/ITeJ'IBHO
TCJIIBHO
3a4TCHO HC 3a4YTCHO
OIIK-1 | OIIK-1.2 | 3HaTh:




Kon
KOMIIE-
TEHIINU

Kon
MHIUKATOP
a
KOMITETEHII
15071

3amranu-

pPOBaHHbBIE
pe3yIbTaThI
o0ydeHus 1o
JUCLIUILIHHE

YpoBeHb cHhOPMUPOBAHHOCTH

WHJIMKATOPa KOMIETEHIIUHU

Bricokui

Cpennuit

Huxe
CpEJTHETO

Huzkuii

oT 85 mo 100

ot 70 1o 84

ot 55 1o 69

ot 0 mo 54

[IIxana oneHuBaHusd

OTJIMYHO

XOpOIIO

yIIOBJIET-
BOPUTENIBHO

HEY/I0B-
JICTBOPH-
TEJILHO

3a4TCHO

HC 3a4TCHO

3HATh MPABOBHIC
aKThI B 00J1aCTH
3aIUTHI
nHpOpPMaITUH,
OCHOBHBIC TIOHSTHS U
yIpo3bl
MHGOPMAITMOHHON
0e30macHOCTH,
OCHOBHEIC
MEPOIPHUSATHS TIO
o0ecIieueHHI0
HHGOPMAITMOHHON
0€30MacHOCTH B
poQeCcCHOHATLHOM
JESTEIIbHOCTH

3HaeT B
COBEPIICHCT
BE

3HaeT
OCHOBHEIE
TIPUHITATIBT

3HaeT
OTIEIILHBIE
TIPUHIIATIBT

AMEET
TIPE/ICTaBIIE
HHE

MH()OPMAITMOHHO-
KOMMYHHKAIIMOHHBIE
TEXHOJIOTHH,
MpPUMEHSIEMbIe
pereHus
CTaHIApTHHIX  3a/1a4
pogeCcCHOHATEHOM
JeSTEIbHOCTU c
Y4ETOM  OCHOBHBIX
TpeOoBaHUM
nH(pOpMaIMOHHON
0€30MacHOCTH

JUIA

3HaeT B
COBEPIIIECHCT
BE

3HACT
OCHOBHBIC
TIPUHIIAIIBI

3HAET
OTZENbHBIE
TIPUHLIUIIBI

MeeT
TIpeJICTaBIe
HHEC

YMETh:

UCIIONB30BaTh
METOAbI W CpENCTBa
obecrieueHust
nH(pOpMaIMOHHON
0€3011acCHOCTH c
LEJIbIO
MPEeIOTBPAIICHHUS
HECaHKIIMOHHPOBAHH
oro JIOCTYTIa,
3JI0YMBILIICHHOM
uHpopMaIUM WM
yTpaThl 3aIIUIIaeMOit
uHpopMaluH

yMeeT B
COBEPILICHCT
BE

yMeeT c
HEKPUTHYH
bIMHA
OIIMOKaMHU

JUTyCKaeT
OTJIEIIbHBIE

rpyOble
OIIMOKH

He
0e3
TIOCTOPOHH
el TTIOMOITH
HCITONB30Ba
Tb

MOXET




YpoBeHb cHhOPMUPOBAHHOCTH
WHJMKATOpa KOMIIETCHIIUU
. . Huxe .
Kon 3anuianu- Bricokuii | Cpennuii JUN Huzkuii
Kox  mHamkarop pPOBaHHbBIE 5570100 T p5 SH <o 5054
KOMIIE- a PE3YJIbTATHI o1 S) A0 oT /U A0 8% 0T )Y A0 or 1 A0
TEHLUH KOMIIETEHI] 00y4EeHuUs 10 Ilxana oueHuBaHus
uu JUCLIUILINHE YIOBIET- HEY0B-
OTJINYHO XOpouIo JICTBOPU-
BOPUTCIILHO
TCIIBHO
3aUTEHO HE 3aUTEHO
OLICHUBATh
OITaCHOCTD,
CBSI3aHHYIO c
yrpo3aMu HE MOXET
HECaHKIIMOHUPOBAHH cor 5 | YMECT ¢ | amyckaer 0e3
oro I[OCTYHa K ™ HECKPUTHYH OTACIIBHBIC IIOCTOPOHH
COBEPILEHCT .
nHbOpMaITUH, se BIMU rpyoObie ell moMoIm
HaMEpPEHHOU OIIMOKaMH | OMIMOKU HUCIIONB30Ba
MO TU(UKAITAN Tb
JaHHBIX W  YTPaThI
CIry»KeOHOM
“HGOPMAITIH
BJIAJIETh:
COBPEMEHHBIMU BIIAZIEET
HE BIIAJEET
o0IIMMH CcHOocOOaMH | Brageer B | BIajeeT OTHCTBHBIM |
O6eCHequI/Iﬂ COBepHIeHCT OTACJIBHBIM 1 HAaBBIKAMHU
. TIOCTOPOHH
nH(pOpMaAITMOHHON BE Y HABBIKAMH | C N
€M MMoOMOIIH
0e30macHOCTH HEZ0YETAMHU

OueHoYHBIE MaTepUabl JUIi  TPOBEACHUS  TEKYIIErOo  KOHTPOJISI U
MIPOMEXKYTOUHOM arTecTanuu npuBeAcHb B [lpuiioxkenun k pabodeid mporpamme
JIMCIIUTLINHEI.

[TonHBIN KOMIUIEKT 3aJlaHUil U MaTepuajgoB, HEOOXOIUMBIX MJis OLIEHUBAHUS
pEe3yNbTaTOB 00YUYEHUs MO AUCLMIUIMHE, XPAHUTCA Ha Kadeape pa3padoTuuka.

5. Y4eOHO-MeTOoIMYecKoe U HH(POPMALIMOHHOE o0ecniedeHHne JUCTHILTHHbI
5.1. YueOHO-MeTOAMYECKOE 0DecneueHne
5.1.1. OcHoBHas nuTeparypa

1. MenseneB, B. A., Wudopmarmionnas Oe3omacHOCTh. BBenenne B
cnetmanbHOCTh + ellpunoxenue: Tectol : yueOnuk / B. A. MenBeneB. — MockBa :
KuoPyc, 2023. — 143 c¢. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870.
— TekcT : AIeKTPOHHBIN.

2. MenbnaukoB, B. I, Wudopmanumonnas Oe3onacHocts : yueOHuk / B. IL
Menbnukos, A. U. Kynpussos, T. FO. BacunbeBa. — Mocksa : KnoPyc, 2023. — 371 c. —
ISBN 978-5-406-11960-0. — URL.: https://book.ru/book/950148. — Tekcrt : 31eKTpOHHBIIA.

3. 3ammTa undopmanuu : yuebHoe nocodue / A. I1. Kyk, E. I1. XKyk, O. M.
Jlerrermkue, A. Y. Tumomkun. — Mocksa : PUOP : UTHDPA-M, 2021. — 400 c. — URL.:
http://new.ibooks.ru/bookshelf/361250. - Tekcr : 35K TPOHHBIIA.



5.1.2.JlonomHUTEBHAS TUTEPATYPA

1. Kpbuios, I'. O., ba3oBbie moHsATHS HHPOPMALIMOHHONW 0E€30MACHOCTH : yueOHOe
nocodue / I'. O. Kpsuios, C. JI. Jlapuonoa, B. JI. Hukutuna. — Mocksa : Pycaiinc, 2023.
— 257 c¢. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Tekcr :
AJIEKTPOHHBIN.

2. babam, A. B., Kpunrorpaduueckue METo/IbI 3aUThl MHPOPMAIHH : yIEOHUK /
A. B. babam, E. K. bapanosa. — Mockga : KunoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — Tekct : 3NeKTpOHHBIA.

3. OpranuzalmoHHO-TIPaBOBOE obOecredeHne MH(GOPMAITMOHHON O€30MacHOCTH :
yuebHoe nocobue aiist By30B / A. A. Crpensiio, B. C. ['op6aros, T. A. [lonsikosa [u ap.];
nogt pe. A. A.Crpensiiona. - M. : Akagemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TekcT : HEenmoCpPEeACTBEHHBIM.

4. WNudopmanmonHas 0€30MaCHOCTh: KOHLENTYaJbHbIE M METOJIOJOTHYECKHE
OCHOBBI 3aIUTHI HH(OpMAIKH : yueOHoe mocodue / A.A. Mamok. - M. : 'opstuast TuHMS -
Tenekom, 2004. - 280 c. - TeKCT : HEMOCPEACTBEHHBI.

5.2. MudopmanuonHoe odecrnevdenue

5.2.1. DneKTpOHHBIE U HHTEPHET-PECYPCHI

1?/?1 HanmeHnoBaHUE 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccbuika
1 |9BC IBOOKS.RU https://ibooks.ru
2 |9bC LANBOOK.COM https://e.lanbook.com

5.2.2. llpodeccronanpubie 0a3bl AaHHbIX |/ HH(pOpMaIMOHHO-CIIPABOYHBIC
CUCTEMBI

HaumenoBanue npodeccnoHanbHbIX 6a3

No
o/ | AGHHBIX, MH(OPMaIlMOHHO-CIIPABOYHbIX Anpec Pexxum noctyna
CUCTEM
1 |Poccuiickas HarmoHanbHas oubnmoreka  [http://nlr.ru/ http://nlr.ru/
5 O6mepoccuiickuii MaTeMaTH4ecKuil http:/Awww.mathnet.ru/ http://www.math
nopra net.ru/
3 |KubepJlennnka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/

4 g{a;g;maﬂwaﬂ PIEKTPOHHAT GHOTIOHOTEKa https://rusneb.ru/ https://rusneb.ru/
5 |Texuuyeckas OMOIMOTEKA http://techlibrary.ru :lljtp://techllbrary.
6 [MCC Konexon / «Texoxcrepry http://app.kgeu.local/Home/Ap |http://app.kgeu.lo

ps cal/Home/Apps

7 |«KoHCynbTaHT mIrOC» http://www.consultant.ru/ ngﬁélz\lj\;ww'consu
8 |«["apanT» http://www.garant.ru/ ?trtup/://www.garan

5.2.3. JIunieH3MOHHOE W CBOOOAHO  pacHpOCTpaHSIEeMOE  IPOTPaMMHOE
oOecreueHne TUCIUILINHEI




PexBu3utel
Ne | HaumeHoBaHHE MPOrpaMMHOTO Crioco0 pacrpocTpaHeHHS
MTOJITBEPIK TAFOTIINX
n/a oOecrieueHus (JTMIIEH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
. "CodrJlaitnTpeiin"
Windows 7 IIpodeccuonansHas|[lonb30Barenbckas onepauoHHas
1 (Pro) cHCTeMA Ne2011.25486 oT
28.11.2011 Hewuck.
paso. beccpouyHo
3A0
Windows 7 IIpodeccuonansHas|[lonb30Barennbckas onepanuoHHAs CogrlaitnTpeiin
2 (Starter) cucrema Ne2011.25486 ot
28.11.2011 Hewnck.
npaBo. beccpoyHo

6. MaTepl/IaJILHO-TeXHI/I‘IeCKOG o0ecrneueHue AUCHUIIIMHBI

HaumenoBanue Buga

HaumeHnoBanue yueOHOM

yae0HOH pabOTHI ayTUTOPHH, [lepeuens HEOOXOIUMOTO OOOPYAOBAHUS H
CIIeHUaIN3UPOBAHHON TEXHUYECKUX CPEJICTB O0yICHHS
naboparopuu
Jlexnun YyeOHast ay TUuTOpHst ISt Crenuanu3upoBaHHas yueOHas Me0elb,
MIPOBECHUS 3aHITHN TEXHUYECKUE CPEACTBa OOy4YeHHMs, CyKalme IS
JEKIHOHHOT0 THIIA MpEeICTaBICHUS yueOHoU uHbopMaIun
OonbiIol  ayauropun  (MYJIbTUMEIUMHBIN
MPOEKTOP, KOMIbIOTEp (HOYTOYK), OJKpaH),
JNEMOHCTpallMOHHOE 000pyI0BaHue, y4eOHO-
HarJIsTHbIE TOCOOMS

Jlaboparopubie |KoMIblOTEpHBIN Ki1acc ¢ CreuuanusupoBaHHass  ydyeOHass ~ MeOelb,
padoTEI BeixonoM B Mutepuer [1-418, JI-| texuuueckue cpencTsa 00y4eHus
420, 11-424, 1-427 (MynbTUMEIUNHBIA TPOEKTOpP, MOHOOJIOKH 25
me.), JULEH3UOHHOE IpOrpaMMHOE

o0ecrnieyeHue
KommbroTepHslii K1ace ¢ CneunanusupoBaHHas ydeOHasg mebens Ha 30
BeixonoM B Muteprer B-600a | mocamounsix  mect, 30  KOMIBIOTEPOB,
TEXHHUYECKHUE CpelICTBA OOyueHus (MyJIbTHMe-
JUUHBIA TIPOEKTOp, KOMIBIOTEP (HOYTOYK),
9KpaH), BUJIEOKAMEPHI, IpOrpaMMHOE

o0ecnieueHue
CamocrostenbHas |KoMmbroTepHBIN K1acc ¢ CrenmanusupoBanHas yuyebHas mebenb Ha 30
pabora BeixonoM B Muteprer B-600a | mocamounsix  mect, 30  KOMIBIOTEPOB,

TEXHUYECKHUE CpeAcTBa O00y4deHUs (MyJbTUMe-
JUUHBIA TPOEKTOp, KOMIBIOTEP (HOYTOYK),
HKpaH), BUJICOKAMEPBHI, IpOTrpaMMHOE
o0ecneueHue

YuraapHbIH 3a1
OUOIUOTEKHU

CrneunanusupoBaHHas MeOelb, KOMIbIOTEpHas
TEXHHMKA C BOBMOXXHOCTBIO BbIXoa B IHTepHeT
u obecnieuenuem noctyma B JUOC, skpan,
MYJIbTUMEAUHHBINA TPOEKTOP, MPOTPaMMHOE
obecrieueHue

7. Oco0eHHOCTH OPraHM3aluu 00Pa30BaTeIbHOM AeITeJIbHOCTH JJIs JIUIL C
OrPAHUYE€HHBIMH BO3MOKHOCTSIMH 3/I0POBbSI H HHBAJINI0B




JIuia ¢ orpaHMYEHHBIMU BO3MOKHOCTSIMU 370poBbsi (OB3) u MHBaIUIBI UMEIOT
BO3MOKHOCTh OECIPENITCTBEHHO MEPEMENIAaThCsl U3 OJHOr0 y4eOHO-1adopaTopHOro
KOpIlyca B JPYroi, MOJHATBCS Ha BCE JTaXH Y4eOHO-IA0OPATOPHBIX KOPITYCOB,
3aHUMaTbCd B Y4E€OHBIX W HMHBIX TOMEIICHUSX C YY4eTOM OCOOEHHOCTEH
NCUXO(U3NIECKOTO PA3BUTHS U COCTOSIHUS 37I0POBDSL.

Jist o6yuenust i ¢ OB3 ¥ MHBaNIMAOB, MMEIOIIMX HAPYIIEHUS OIMOPHO-
JIBUTATEJILHOTO armapara, 00ecreueHbl yCIOBUsSI OECHpPENSITCTBEHHOTO JOCTYIa BO
Bce yueOHble nmomeneHus. Mapopmaius o cnennaabHbIX YCIOBUAX, CO3AAHHBIX AJIS
oOyuatomuxcs ¢ OB3 u wuHBanuMooB, pa3MellleHa Ha caiiTe yHUBEpCcHUTETa
www//kgeu.ru. MimeeTcst BO3MOXKHOCTb OKa3aHUs TEXHUYECKOM ITOMOIIM aCCHCTEHTOM,
a TaKoKe YCIIYT CYpJOTIEPEBOTYUKOB U TH(PIOCYPAOTIEPEBOAIUKOB.

JUtst aganTanuu K BocupusaTuio Jiuamu ¢ OB3 u nHBanMgaMu ¢ HapyleHHbIM
CIIyXOM CIIPaBOYHOTO, y4eOHOro MaTepuana MO JUCIHUIUIMHE 00ecreYnBaroTCs
CJIEIYIOLIUE YCIOBUSA:

- U1l JTy4IlIed OpUEHTAlMU B Ay JUTOPUH, TPUMEHSIOTCS] CUTHAJIBI OTIOBEILICHHUS
O HayaJie ¥ KOHIIE 3aHATHSA (CIIOBO «3BOHOK» MUILIETCS HA JJOCKE);

- BHUMaHUE CJIa0OCTBIIIAIIET0 O00yYarollerocss MpUBJIEKaeTcs Meaarorom
YKECTOM (Ha IIJIeY0 KIJIAJETCS pyKa, OCYIIECTBIIETCS HEPE3KOE MOXJIONBIBAHUE);

- pazroBapuBasi ¢ OOy4YarOIIUMCA, MEAArornyeckuii pabOTHUK CMOTPUT Ha
HEro, TOBOPUT SICHO, KOPOTKUMH TPEAJIOKEHUSAMHU, OOECHEeurBas BO3MOXKHOCTh
YTEHUsI IO TyOam.

KommneHncanuss 3aTpyIHEHM pPEYEBOrO0 M HWHTEIIEKTYaJbHOTO Pa3BUTHS
cabOCbIIIAIMX 00yYaOIIUXCs MPOBOAUTCS ITyTEM:

- HCTIOJIb30BAaHUS CXEM, TUArpaMM, PUCYHKOB, KOMIIbIOTEPHBIX MPE3EHTAIUN C
TUIEPCCHIIKAMH, KOMMEHTHPYIOIIUMU OTAEIbHBIE KOMIOHEHTBI U300paKEeHHUS;

- PEryJIsipHOTO TNPUMEHEHHs] YOPaKHEHHM Ha Trpaduueckoe BbIJECICHHE
CYILECTBEHHBIX MPU3HAKOB IIPEIMETOB U SIBJICHMIA;

- obecriedyeHrs] BO3MOXKHOCTH JUIsi  OOYyYaroLIerocsi IMOJIyUYUTh aJpECHYIO
KOHCYJIbTAIIUIO 10 3JIEKTPOHHOM MOYTE 110 MEpe HEOOXOAUMOCTH.

Jlns apantauuu K BocnpusTuio Jminamu ¢ OB3 1 nHBanuaamu ¢ HapylneHUIMHU
3peHus CIIPaBOYHOIO, yueOHoro, IIPOCBETUTEIBCKOTO Marepuana,
IpeyCMOTPEHHOTO 00pa30BaTEIbHON MPOrpaMMOil 10 BHIOPAaHHOMY HalpaBJICHUIO
HOJIFOTOBKU, 00ECIIEUNBAIOTCS CIEAYIOIINE YCIOBUS:

- BeZleTcd ajanrtauus opUIMaIbHOTO caidTa B ceTh MIHTepHeT ¢ yueToM 0CoObIX
NOTPEeOHOCTEN MHBAIMIOB 110 3PEHUI0, 00ECIIEYNBACTCS HATMUHUE KPYIHOMPU(PTOBOM
CIPaBOYHON MH(POPMALIMM O PaCIMCAaHUHU YUYEOHBIX 3aHSTHIA;

- IEIarOrM4ecKuii  pabOTHUK, ero cobeceqHUK (MpU HEOOXOIUMOCTH),
NPUCYTCTBYIOIIME HA 3aHSATUHU, MPEACTABISIOTCS 00YYaIOIUMCS, MIPU 3TOM Kax bl
pa3 Ha3bIBAE€TCs TOT, K KOMY N€Jaroruueckuii paboTHUK oOpaniaeTcs;

- ICUCTBUS, KECThl, MEPEeMEUICHHs MeJarornyeckoro pabOoTHHKA KOPOTKO U
SICHO KOMMEHTHPYIOTCS;

- meyaTHass WHGOpPMAIHS TPEAOCTaBiIsAeTCS KpymHbIM Tmpudrom (oT 18
IIYHKTOB), TOTAJIbHO 03BYYMBAETCS;

- oOecrieunBaeTCsi HEOOXOIMMBIN YPOBEHb OCBEILIEHHOCTH MOMEIIEHUII;

- IPEAOCTABIIAETCS BO3MOYKHOCTh HCIIOJIb30BaTh KOMIIBIOTEPBl BO BpEMs



http://www.kgeu.ru/

3aHSTHI U MPABO 3aMKUCH 00BSICHEHUI Ha TUKTO(OH (T10 KEJTaHUIO0 00YJaIONUXCs).

dopMa mpoBeAeHUS TEKyllel W MPOMEXKYTOUYHOM aTTecTauuu IS
oOyuaronuxcs ¢ OB3 u MHBAJIMIOB ONpenensieTcs MeaarornyeckuM paboOTHUKOM B
COOTBETCTBUM ¢ yueOHbIM IiaHoM. [Ipu HeoOxoammoctu oOyuaromemycs ¢ OB3,
WHBAJIMY C YYETOM UX WUHAMBUAYAJIBHBIX NMCUXO(PU3HUUECKUX OCOOCHHOCTEN NaeTcs
BO3MOYKHOCTh MPOUTH MPOMEKYTOUHYIO aTTECTAIlMI0 YCTHO, MUCbMEHHO Ha Oymare,
MMCbMEHHO Ha KOMITIbIOTEpPE, B OpME TECTUPOBAHUS U T.II., TUOO MPEIOCTABIACTCS
JOTIOJIHUTEILHOE BPEMS JJIsl TOATOTOBKHU OTBETA.

8. MeToauyeckue peKOMeHAAIMM /ISl MpemnojaBaTe/eid Mo opraHu3amuu
BOCIIUTATEJbHOI PadoThl ¢ 00y4AKOIMMHUCS.

Mertoanyeckoe oOecreueHre mporecca BOCIUTaHUs 00yJarOUXCsl BEICTYIAeT
OTHUM U3 OMNpeAeNSIonuX (aKTOpOB BBICOKOTO KadecTBa OOpa30OBaHMS.
[IpenonaBatens By3a, IEMOHCTPHPYS BBICOKHMH TPO(EeCcCCHOHATN3M, 3SPYIUIINIO,
YETKYIO TPAKTAHCKYIO MTO3HIINIO, CAMOAUCIUIUINHY, TBOPUYCCKUI MOIXO0 B PEIICHUH
npodeCCUOHANIBHBIX 3a/lad, B XOJ¢ 00pa30oBaTeIbHOrO IMpoliecca CIOCOOCTBYET
(GhOpMHUPOBAHUIO TAPMOHUIHON JTUIHOCTH.

[Ipn peanmu3aruu  AUCIUIUIMHBI TPENOABATEIb MOXET HCIOJIB30BATh
CJICTYIOITUE METOIBI BOCTIUTATEIBHON PaOOTHI:

- MeToibl (hOPMHUPOBAHUSA CO3HAHUS JMYHOCTU (Oecena, AMUCIYT, BHYIICHHE,
WHCTPYKTQX, KOHTPOJIb, OOBSICHEHUE, NpPUMEpP, CAMOKOHTPOJb, paccka3, COBET,
yoexxaeHue 1 ap.);

- METO/Ibl OpraHu3alliy JACSITEIBHOCTH M (POPMUPOBAHUS OIbITa MOBEICHUS
(3amaHue, OOIIECTBEHHOE MHEHHE, TeJarormueckoe TpeOoBaHUE, TOpYYCHHE,
pUyYeHue, CO3JaHNe BOCTIUTHIBAIOIINX CUTYAIINI, TPEHUHT, YIIPAXKHEHHE, U JP.);

- METOJIbI MOTHBAIIMW NIEATECILHOCTH W TOBEIEHUS (0J00pEHUE, MOOIIPECHHE
COIIMAJIbHON aKTHUBHOCTH, TIOPUIlAaHWE, CO3JaHUE CHUTyalluil ycrexa, CO3/aHue
CUTYAIIMH JIJI1 SMOIIMOHATLHO-HPABCTBEHHBIX TIEPEKUBAHUH, COPEBHOBAHWE U JIP.)

[Ipu peanmuzanmmu  TUCHUIIIMHBI  MPEMOAABATENb  JOJDKEH  YYHUTHIBATH
CJIETYIONTUE HAIIPaBJICHUS BOCITUTATEIIBHON JCATEITHHOCTH:

I'pasicoancroe u nampuomuyeckoe 60cnumanue.

- opMUpOBaHUE Yy OOYYAIOIIMXCS IIEJIOCTHOTO MHPOBO33PEHUS, POCCUMCKOM
UJICHTUYHOCTH, YBAKEHHUS K CBOEH CeMbe, OOIIECTBY, TOCYAAPCTBY, IPUHSATHIM B CEMbE U
00I1IeCTBE JyXOBHO-HPABCTBEHHBIM M COLIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAIIMOHAIBHOMY,
KyJIbTYPHOMY W HWCTOPUYECKOMY Haclenuto, (OPMHUpPOBAHUE CTPEMIICHHS K €ro
COXPaHEHUIO U Pa3BUTHIO;

- hopMHUpPOBaAHKE Y OOYUAFOIIUXCS aKTUBHOM TPayKIAHCKON ITO3UIIMH, OCHOBAHHOM
Ha TPAJMIIMOHHBIX KYJIBTYPHBIX, TyXOBHBIX M HPABCTBEHHBIX IEHHOCTSX POCCHICKOTO
oOIIecTBa, ISl TOBBIIICHUS CIIOCOOHOCTH OTBETCTBEHHO pPEAIM30BBIBATH CBOM
KOHCTUTYIIMOHHBIC TIPaBa U 00S3aHHOCTH;

- pa3BUTHUE MPABOBON M MOJUTUYCCKON KYJbTYPhl O0yUYaIOIIUXCS, PACITUPCHHE
KOHCTPYKTUBHOTO YYacTUsl B TPUHATHH PEIICHHWHA, 3aTparvBarolldX HX TIpaBa H
WHTEPECHI, B TOM YHCIIC B PA3IMYHBIX (POpMax caMOOpraHU3aIMK, CAMOYIIPABIICHHUS,
0OIIECTBEHHO-3HAUNMOM JICSATCIIbHOCTH;

- opMHpOBaHKE MOTHBOB, HPABCTBEHHBIX W CMBICIIOBBIX YCTaHOBOK JIMYHOCTH,



MO3BOJISIIOIIMX ~MPOTHBOCTOATh  AKCTPEMHU3MY, KCEHO(POOWH, AUCKPUMHHAIIMK TIO

COLIMAJIbHBIM, PEJTMTHO3HBIM, PACOBBIM, HAIIMOHAIBHBIM IPU3HAKAM, MEKITHUUECKOU U

MEKKOH(ECCHOHATbHON HETEPIMMOCTH, IPYTUM HETATUBHBIM COLIUATIBHBIM SIBJICHUSIM.
lyxoeHno-upascmeennoe ocnumaHue:

- BOCIIUTAHUE YYyBCTBAa JOCTOMHCTBA, YECTU U YECTHOCTH, COBECTIMBOCTH,
YBa)XEHHUS K POJIUTENSIM, YUUTEISIM, JFOASM CTAPIIETO TOKOJICHUS;

- popMupoBaHME NPUHLMIIOB KOJUIEKTMBM3Ma U  COJMIAPHOCTH, JyXa
MUJIOCEPIIUsl U COCTPaJaHusi, MPUBBIUKH 3a00THUTHCS O JIOAAX, HAXOIALIUXCA B
TPYIHOW )KU3HEHHOU CUTYallWH;

- popMupoBaHUE CONUAAPHOCTH M YYBCTBA COLMATIBHONW OTBETCTBEHHOCTHU IO
OTHOILIEHUIO K JIOASIM C OTPAaHMYEHHBIMH BO3MOXKHOCTSMHU 370POBbSI, MPEOI0JICHNE
NICUXOJIOTHYECKUX OapbepoB IO OTHOUICHHIO K JIOJASIM C OTpaHMYEHHBIMU
BO3MO>KHOCTSIMH;

- popMupOBaHHE SMOLMOHAIBHO HACBIIIEHHOTO M JIyXOBHO BO3BBIIIEHHOTIO
OTHOUIEHUSI K MUPY, CIOCOOHOCTH U YMEHUS IEepeAaBaTh JAPYTUM CBOW 3CTETHUYECKHUN
OIIBIT.

Kynemypno-npoceemumenscrkoe socnumanue:

- popMHUpoOBaHUE 3CTETUUECKON KapTHUHBI MUPA;

- popmMupoBaHUE yBaXKEHUS K KYJIbTYpHBIM LIEHHOCTSIM POJIHOTO TOpoJa, Kpasd,
CTpaHBI;

- MOBBIIICHUE TIO3HABATEIIFHOM aKTUBHOCTH O0YYaIOITUXCA.

Hayuno-obpazosamenvroe socnumanue:

- hopMupoBaHue y 00y4aIOIUXCI HAYYHOTO MUPOBO33PEHUS;

- popmupoBaHuEe yMEHUS OTy4YaTh 3HAHUS;

- popMupoBaHuEe HABBIKOB aHalHM3a M CHHTE3a WH(OpMALMU, B TOM YHCIE B
npodeccuoHanbHON 001acTH.



BHocumble n3MmeHeHus U yrBep:kaeHus Ha 2024/2025 y4eOHblii roa
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3 3.5 05.04.2024 | U3smeneunune TEMATUKHA
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4 1 05.04.2024 | UsmeHenne  TEXHOJOTHMYECKOU
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5 1 05.04.2024 | YacTHyHOE U3MEHEHHUE TECTOB




Ipunosrcenue x paboueii
npozpamme OUCYUniIuHbl

(I)e)lepa.nbnoe rocyrapCcrBeHHO¢€ ﬁmI[)KeTHOC 05pa30BaTeJILH06
yupeskaeHue BbICIIero 00pa3oBaHus
«KA3AHCKHH I'OCYJAPCTBEHHbBIN SHEPTETUYECKH YHUBEPCUTET»
(PI'BOY BO «KI'DY»)

@ MUHHCTEPCTBO HAVKH U BBICILIET'O OBPA30BAHUSI POCCUICKOI ®EJIEPALIIN

KI'2Yy

OLHEHOYHBIE MATEPUAJIBI
10 AMCHUIIHHE

b51.0.11.03. OcHOBBI HHPOPMALIMOHHON 0€30MMaCHOCTH

(Haumenosanue OucyuniuHvl 6 COOM8emcmeu ¢ y4eOHbiM nAaHOM)

r. Kazanp, 2023



OreHOYHBIE MATEPHABI 1O AWCIUIUIMHE, MPeAHA3HAYEHHBI ISl OICHUBAHUS
pE3yNIbTaTOB 00yUYEHHS HA COOTBETCTBUE MHAMKATOPAM JTOCTIKEHUSI KOMIICTCHIINH.

OueHuBaHue pe3yabTaTOB OOYy4YEHHS MO JAUCIMIUIMHE OCYIIECTBISETCS B
pamkax Tekymero koutpons (TK) u mpoMexyTodHol aTTecTanyu, IpOBOJAUMBIX IO
oamnpHO-perTunroBoi cucreme (bPC).

1. TexHnoJsiornyeckasi KapTa
Cemectp 4
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Paznmen 1. OcHOBHBIE TOHSTHS W aHAIM3 YIPo3
HH(OPMAIMOHHON 0€30ITaCHOCTH TK1 9 6 9-15
Paznen 2. OpraHu3alliOHHO-aJMUHUCTPATUBHbIC
Mepbl HHOPMAIIMOHHOH 0€30I1aCHOCTH
TectupoBanue 9 6 9-15
P 3. U . 27-
a371en UH)KeHepHO TCXHIMECKHS  MEPHL | 1 27 18
HH(OPMAIMOHHON 0€30ITaCHOCTH 45
TectupoBanue 9 6 9-15
18-
Brmonmsenne 1 3ammTa 1ab0paTopHOi paboTHI 18 12 30
Pazne 4. Hopma 0-TIPABOBBIC e 15-

JTeI ) PMATHBHO-TIPABOBBI MEPEL | oy 15 10
MH(POPMALIMOHHO 0€3011aCHOCTH 25
TectupoBanue 9 6
Brmomsenne 1 3ammTa 1ab0paTopHO paboTHI 6 4
ITpoMme:xyTouHasi aTTecTanus (3a4eT) OM 9-15
HrtoroBoe TecTHpoBaHKe 9-15

2. OueHOYHbIE MATEPUAJIBI TEKYILEr0 KOHTPOJIA  MPOMEKYTOYHOI aTTecTalun
[IIkana oreHKH pe3yabTaTOB O0yUEHHUS 1O AUCITUTUIMHE:
YpoBeHb CPOpMHUPOBAHHOCTH
WHAUKATOPa KOMIICTCHIIUN
. . Hwxe .
Kon 3arianu- Beoicokuii Cpenuuit CpeIHero Huzkmit
Ko WHIUKATO OBaHHBIC
A A p p or 8510100 ot 70 m0 84 |or55m069 | or0 mo 54
KOMIIC- a PE3YJIbTAThL
[1Tkana oLeHUBaHUs
TCHIONHM KOMIICTCHI] 06y‘IeHI/IH 1o HEVIIOB
nn JUCIUITIIINHE YAOBJICT- I
OTJIIMYHO XOopouIo JICTBOPUTCIIb
BOPUTCIIBHO
HO
3a4TCHO HEC 3a4TCHO
OIIK-1 | OIIK-1.2 | 3Hath:




Kon
KOMII€E-
TEHIIUU

Kon
MHIUKATOP
a
KOMIIETEHI]
15054

3aranu-

POBaHHbBIE
pe3yabTaThl
00y4eHHS 110
JUCLIATIIIMHE

YpoBeHb chopMHUPOBAHHOCTH

WHIUKATOPA KOMIIETEHIIMH

Bricoknii

Cpenuuit

Hwoxe
Cpe/Hero

Hwuskuit

ot 85 mo 100

ot 70 mo &4

ot 55 o 69

or 0 1o 54

Ixama orieHnBaHus

OTJIMYHO

XOpOIIO

YIIOBJIET-
BOPUTEJIHHO

HEY/IOB-
JIETBOPUTED
HO

3a4TCHO

HC 3a4TCHO

3HATh NIPABOBBIC AKTHI B
obnacti 3aIIUThHI
UH(POPMAITIH,
OCHOBHBIC TIOHSATHSA U
YIpO3bI
UH()OPMALTMOHHON
0e30macHOCTH,
OCHOBHBIE
MEPOTIPHSITHSI
00€CIICYCHUTO
MH()OPMALTIOHHON
0e30macHOCTH B
npoeccuoHaIbHON
JICATCITHHOCTH

110

3HacT B
COBCPHICHC
TBC

3HacCT
OCHOBHBIC
MPUHIOUIILI

3HACT
OTICIbHBIC
IMPUHIUIILI

HNMECT
IIpCaACTaBIIC
HHUC

MH()OpPMALIMOHHO-
KOMMYHUKALMOHHBIE
TEXHOJIOTHH,
HpUMEHsIeMble JUISt
pellIeHus] CTaHAAPTHBIX
3aj1a4
npodecCHOHATIBHOM
NESTEIFHOCTH C YIETOM
OCHOBHBIX TpeOOBaHUI
MH(OPMALIMOHHON
0e301acCHOCTH

3HacT B
COBCPHICHC
TBC

3HacCT
OCHOBHBIC
MPUHIOUIILI

3HaCT
OTICIbHBIC
IIPUHIUIILI

HNMCECT
IIpCaACTaBIIC
HHUC

YMETB!

UCIIOJIB30BaTh METOJIbI
" cpencraa
obecreueHust
UH(OPMALMOHHON
0€30MacHOCTH C LIENBIO
NpeIOTBPAIICHUS
HECAHKIIMOHUPOBAHHOT
0 J0CTYyTIa,
3JI0YMBILLIJIEHHON
uH(pOpMAIIH W
yTpaThl  3allUIaeMOM
uHpopmarmu

yMeeT B
COBEPILIEHC
TBE

yMeeT c
HEKPUTUYH
BIMH
OIIMOKaMH

JUTYCKaeT
OTIEIIbHBIC

rpyoble
OILIMOKH

HE
0e3
MIOCTOPOHH
el TTOMOIITH
HCITOIB30Ba
Tb

MOXKCT




Kon
Kon  mmamkarop
KOMII€E- a
TEHIIMA KOMIIETEHI]
15054

YpoBeHb chopMHUPOBAHHOCTH
HWHJMKATOPA KOMITETEHIIUU

N N Hwxe N
3aranu- Beoicokuii Cpenuuit Huzkwmit
OBaHHbIE CPOAHETO
P 0185 10 100 |01 70 10 84 | 01551069 | o1 0 sio 54
pe3yabTaThI
[lIxana oneHnBaHus
00y4eHHS 110
HEYJI0B-
JMCIUTUIAHE YIIOBJIET-
OTJINYHO XOpOIIIO JIETBOPUTED
BOPUTEJIHHO
HO
3a4TEHO HE 3aYTE€HO
OLICHUBATh OIMACHOCTD,
CBSI3aHHYIO C Yrpo3amu He  MOYKET
HECaHKLIMOHUPOBAHHOT
Kt P yMeeT C | Imyckaer 6e3
0 JOCTyTa K | ymeer B
HEKPUTUYH | OTAENBHBIE | OCTOPOHH
uHpopmaruu, COBEpIIICHC .
. BIMHU rpyObie el momoru
HAMEpPEHHOU TBE 5 6
MOUDUKAITY JTAHHBIX OLIMOKaMU | OLIMOKHU UCIIOJIb30Ba
U yTpaThl CIyXeOHOU b
uHpopmaru
BIIAJICTh!
BIIaJIeeT
BPEMEHHBIMHU OT/ICITLHBIM
CcOBpEME BIIa/IeeT A HE BIajeeT
o0ImMMH  CcriocoO0aMu | BIageeT B U
OT/ICITbHBIM 0e3
obecrieyeHust COBEpIIICHC HaBBIKAMU
. u MIOCTOPOHHE
MH()OPMALTIOHHON TBE c .
6e30MACHOCTI HaBBIKAMHU wenoueram | B TIOMOIIIN
u

OLeHKa «OTJMYHO» BBICTABIIACTCA 3a BIAJCHHUE B MOJHON MEpE MOHSITUUHBIM

anmapaToM JUCHHUIUIMHBI « OCHOBBI MH(POPMAITMOHHOW 0€30TaCHOCTHY, CIIOCOOHOCTh
WJUTFOCTPUPOBATh OTBET NMpUMepaMH, (daKTaMu, JaHHBIMH HAyYHBIX HMCCIIECIOBAHUH,
MPUMCHSTh TEOPETHUYCCKUE 3HAHUS JIJI1 PEIICHUS TUIIOBBIX 3aJl1ad W IPAKTHUYCCKUX
3a/TaHu# 00JIee BBICOKOTO YPOBHS CIOKHOCTH.

OlleHKa «XOPoII0» BBICTABISCTCS 3a BJAJCHUC IOHATHHHBIM ammapaToM
crnoco0OeH

«OCHOBBI 0e30IMacHOCTHY,

HIUTIOCTPpUPOBATh OTBCT IIPUMCEpPAMU, (baKTaMI/I, IMPUMCHATb TCOPCTHYCCKHUEC 3HAHMUSA

JVCHUTUTHHBI uHpopMaImoHHas
MIpU PELICHUM THUIIOBBIX 3a/a4, JOMYCKaeT HE3HAUUTEJIbHbIC OIIUOKU MPHU PEIICHUU
MPAKTUYECKUX 3aJ]aHui 00Jiee BHICOKOTO YPOBHS CIOKHOCTH.

«yI0BJIETBOPUTEJIBLHO)

OI.[GHKa BBICTABJICTCA 3a YaCTHYHOC BJIaACHHC

TEOPETUUYECKUMU «OcHoBBbl  mH(pOpPMaITMOHHAS

6e3omacHOCTHY, (PparMEHTAPHYIO CIIOCOOHOCTh WJLTFOCTPUPOBATH OTBET MPUMEPAMH,

OCHOBaMHt AU CIHUITIIMHBI

dakTamu, B psAle CIy4yaeB 3aTPyAHSIETCS MPUMEHSITh TEOPETUUYECKUE 3HAHUS MpU

pEelIeHUN TUIIOBBIX 3aJlay, HE BCEr/la CHOCOOEH pEelIUTh MPAKTUYECKUE 3aJaHus

0o0Jiee BHICOKOTO YPOBHSI CJIOKHOCTH.

OreHKa «Hey10BJIeTBOPUTEIbHO» BbICTABIISIETCS 3a HE COOTBETCTBUE JHOOBIM
u3 nokazateneid.  OOydarolmuicss  J1€MOHCTPHUPYET

TpEM IICPCUYNCIICHHBIX



OTPBIBOYHBIE, ()parMeHTapHbIE 3HAHUS, JOMYCKAaeT rpyOble OMMOKU MPHU pEHICHUU

THUITIOBBIX PAaCUYCTHBIX 3aJa4 100 HE UMEET MpEeACTaBJICHHUA O criocode ux PCUICHUA.

3. IlepeyeHb O1LIEHOUYHBIX CPEICTB
Kpatkas xapakTepHUCTHKa OLIEHOYHBIX CPEACTB, UCIOJIb3YEMbBIX MPU TEKYIIEM
KOHTPOJIE YCIIEBAEMOCTH M IIPOMEXYTOYHOM arrecTauu OO0y4aromierocss Io

JUACILUILUIAHE:
Haumenosanue Onucanue
OLICHOYHOT'O Kpatkas xapakTeprcTiKa OLIEHOYHOTO CPEeICTBA OLICHOYHOT'O
CpelcTBa CpelicTBa
Koncnekrupoanue | Kparkoe TekCTOBOE Ipe/icTaBIeHHE repepaboTaHHOH [lepeuens paznenon
y4eOHOTrO HHpOPMAITIH
Marepuaa
[Tepeuens 3amannii u
Or4er o Brimonnenne na60pan)pH0171 pa65)T1)1, 00paboTka BOITPOCOB IS
. pE3yIbTaTOB HCIIBITAHU, HW3MEPEHHUH, OSKCIEePUMEHTA. 3aIUTHI
JabopaTopHOi . .
pacore (OJIP) OdopmiieHne oTueTa, 3aluTa pe3yabTaToB JJa00paTOPHOM nabopaTopHOI
PaboTHI MO OTYETY paboTBI, IepeveHb
TpeOOBaHMIA K OTYETY
CpencrBo KOHTpOJISI, OPraHW30BAaHHOE KaK CIeraIbHas
CoGecenopanme Oecena nperoziasatenst ¢ oﬁyqaronvaca Ha TEMbl, CBS- Bompocs! o
(C6c) 3AHHBIC C H3y1aeMOH INCLMIIINHOM, 1 PAcCUNTAHHOS Ha paznenam
BBIICHEHHE 00beMa 3HaHWN OOYYarolIerocs Mo Onpese- JMCIATUTAHBI
JICHHOMY pa3Jielly, TeMe, TpoOIeMe U T.I1.
Cucrema cTaHIapTU3UPOBAHHBIX 3aaHUIA, TO3BOJISIOIIAL
KoMruiekT TecToBbIx
Tecr (Tecr) ABTOMATU3UpPOBaTh  MPOLIEAYPY H3MEPEHHS]  YPOBHS .
3HaHUI U yMEHHH 00yJaroerocs A
4. IlepeyeHb KOHTPOJBHBIX 3aJaHUil WJIH HHbICe MAaTepHAJbI,

HeoOXoaMMble JI1 ONEHKH 3HAHWI, YMEHHMH M HABBIKOB, XapaKTePH3YHIIHX
Tanbl GopMUPOBAHUS KOMIETEHIMH B Mpoliecce 0CBOEHHUS TUCIUILINHBI
Ipumepnulii nepewenv 6onpocos 0is cobecedo8anus
1. Chopmympyiite monstue nHGpopmarmonHoi 6ezonacuoctu C.
2. OOBSACHUTE TOHATHS IIEJIOCTHOCTH, KOH(MUACHIMAIBLHOCTH W JOCTYIHOCTH

uH(pOpPMAITUH.

3. VYkaxure OTIMYMS CaHKUMOHUPOBAHHOIO JOCTyNna K HWHGOpMaIMd OT
HECAHKIIMOHUPOBAHHOTO.
4. Ilepeuncnure OCHOBHBIE TPU3HAKK KIACCU(UKAMK BO3MOXKHBIX YIpo3

oe3onacuoctu NC

5. JlaWiTe KpaTKyr0 XapaKTEpUCTUKY YIrpo3bl O€30MacHOCTH, 00O03HaYaeMoi
TEPMUHOM TPOSTHCKUI KOHbY.
6. /[aiire kpaTKyi0 XapakTepUCTUKy yIrpo3 Oe30MacHOCTH, 0003HaYaeMbIX
TEPMUHAMU «BUPYCH» U «UEPBbHY.
7. HazoBuTe 1 0XapakTepu3yiTe HanOoJee paclpOCTPAaHEHHBIE BUJIBI CETEBBIX.

8. Onuumre araky

«HYCIIOBCK-B-CCPCANHC))>.

3¢ hEeKTUBHO OOPOTHCS ¢ aTaKaMH TAKOTO THIA?

Kakue CpcacTBa II0O3BOJLAIIOT




9. Onummre araKy TUMa «OTKa3 B OOCITY>KUBAHUM» U PACMIPEENCHHYIO aTaKy
«OTKa3 B OOCITYKUBAHUI.

10. Omummre ocoOeHHOCTH (ummHra U  (papMuHra. YKaxdTe Mepbl
MPOTUBOJICHCTBUS 3TUM aTaKaM.

11. KakoBbl MCTOYHMKM HapyIIEHU 0€30MaCHOCTH MPOBOAHBIX KOPIIOPATUBHBIX
cerein?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTH M YTPO3bl OECIIPOBOAHBIX CETEH.

13. OObsCHHUTE IOHATHE KIOJUTHUKA OE30MAaCHOCTH OPraHU3aIN.

14. Kakue paznenbl JobKHA COJEPKaTh TOKYMEHTAIBHO O(pOpMIICHHAS TTOJTMTHKA
0e3omacHOCTH?

15. Kakuie mpobneMbl perraeT BepXHUM YPOBEHb MOIUTUKN 0€30MacHOCTH?

16. Kakue 3agauu pemiaer cpeiHuil ypoBEHb MOJIUTHKHN O€3011aCHOCTH?

17. KakoBbl OCOOCHHOCTH HMYKHETO YPOBHSI TTOJTUTUKN 0€301MacHOCTH?

18.  Cdopmynupyiite  00S3aHHOCTH  PYKOBOAMTENEH  IMOApa3/ICICHUM,
aIMUHHUCTPATOPOB U MOJIb30BaTENEH MIPU peaTM3aliK OJIUTUKN O€301TaCHOCTH.

19. OnuimTe CTpyKTypy HOJIUTUKY O€30MIaCHOCTH OpraHu3alyu.

20. Yo npeAcTaBisitoT coO0 CrielMann3upOBaHHbIE OIUTHKHA O€30MIaCHOCTH?

21. IlpuBenure HECKOIBKO MPUMEPOB  CHELUAIM3UPOBAHHBIX  MOJIUTUK
0€30I1aCHOCTH C OIMCAHNUEM UX OCOOEHHOCTEH.

22. YTo npencTaBIsitoT co00i Mpolieayphbl 6e30MacHOCTH?

23. IlpuBenuTe HECKOJBKO MPUMEPOB MPOIETyp OE30MaCHOCTH C OIMMCAHUEM HX
0COOEHHOCTEH.

24, Tlepeuncnante OCHOBHBIC OTambl pa3pabOTKHM MOJIMTUKA OE€30MacHOCTH
OpraHu3aIny.

25. CdopmynupyiiTe T[1aBHYIO 3aJady CTaHAApTOB  MH(OPMAIIMOHHON
0€30MacHOCTH €  MO3WLMKA  TMPOU3BOJAUTENIEH M MOTpeOuTeneld  MPOIYKTOB
UH()OPMALIMOHHBIX TEXHOJOTHM, a TaKkKe CHEUUATUCTOB MO CEepTU(PUKAMU STUX
HPOYKTOB.

26. HazoBuTe OCHOBHBIE MEXAYHApPOAHbIE CTaHIAPTHl HH(OPMALMOHHOM
0€30I1aCHOCTH.

27. JlaiiTe KpaTKyl0 XapakTepHCTHKy MekayHapoanoro cranmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE OCOOCHHOCTH TepMaHCKoro cranmapta BS| «PykoBoacTBo
HO 3aIlMTe HHPOPMALIMOHHBIX TEXHOJIOTUH JI71sl 0a30BOr0 YPOBHS 3ALUILIEHHOCTI?

29. OrmummTe cosepKaHre M YKKUTE 3HAYCHNE MEXKTyHapOaHOTo cTadmapta 1SO
15408 «O0uwe kpurepru 6€30MacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHID.

30. Ilepeuucmure craHAapThl Ui OECHPOBOAHBIX CETEH M JalTe MX KPaTKYIo
XapaKTePUCTHUKY.

31. HazoBute cranaapThl MHGOPMALIMOHHON Oe30macHoCTH uist MIHTepHera.

32. Uto takoe kpunrrorpadusi?

33. Jlaiite onpeeneHus CIEAYIONMX MOHATHI: KPUIITOTpaMMa, KPUITOAJITOPUTM,
KpUIITOCUCTEMA

34. B ueM COCTOMT KOpPEHHOE pa3IM4Yle CUMMETPUYHBIX W ACUMMETPHUUYHBIX
KpUnTocucreM?



35. Omnummre [BE OCHOBHBIE TMPOLEAYPHl, OCYIIECTBISIEMbIE CHCTEMON
ANIEKTPOHHOW LM(GPOBOM MOMMUCHU Ui TMOITBEPXKICHHUSA MOJIMHHOCTH I1HU(POBOro
JIOKYMEHTA.

36. KakuM 00pazomM KOMOMHHUPOBAHHBIA METO]T IIM(POBAHUS TTO3BOJISIET COYETATh
JIOCTOMHCTBA ACCUMETPUYHBIX U CHUMMETPUYHBIX KpHUnrocucteM? ONUIIUTE MPOTOKOI
peanu3aiyu KOMOMHUPOBAHHOTO METO 1A MM POBAHUSI.

37. Urto Takoe BpemoHOCHas mporpamma? (OxapakTepu3yiTe OCHOBHBIC THUIIbI
BPEIOHOCHBIX MIPOTPAMM.

38. VKaxuTe CyIIECTBEHHBIC OTJIMYUS KOMIBIOTEPHBIX BHUPYCOB OT CETEBBIX
yepBell. Onuiiere OCHOBHbIE OCOOEHHOCTH TPOSTHCKUX MPOTrpamM.

39. OruimTe 1Ba OCHOBHBIX MOJX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX IPOTPaMM.

40. Kak BbIMONHSETCS CUTHATYpHBIM aHamm3? KakoBbI €ro JOCTOMHCTBA H
HEJIOCTaTKu?

41. Yrto mnpeAcTaBsOT COOOM MPOAKTHBHBIE METOJbI OOHapykeHus? JlanTte
XapaKTEPUCTHKH ABYX HAHOOJIEE OMYIISPHBIX MOJIXO/I0B.

42. Onummre MPUHLIUI JEUCTBUSI, TOCTOMHCTBA M HEIOCTATKU 3BPUCTUYECKUX
aHaJIM3aTOPOB.

43. Onuimmre MPUHIUN JEHCTBUS, JOCTOMHCTBA M HEIOCTAaTKH TOBEIECHYECKUX
OJIOKUPATOPOB.

44. Ha3oBUTE 1 OMUIIIUTE JONOJIHUTEILHBIE MOTYJIM aHTUBUPYCHBIX CPE/ICTB.

45. KakoBbl JOMONHUTENBHBIE MEpPhl W CpPEACTBA 3alUTHl OT BPEIOHOCHBIX
IpOrpamMM, PACHIUPSIONIIE BOZMOXHOCTH aHTUBUPYCHBIX TIpOrpamMm?

46. OnummTe Mephl U CPEICTBA 3aIIHUTHI OT CIIaMa.

47. KakoBbl OCOOCHHOCTH peaM3allii TOACHUCTEMBI 3aIlUThl KOPIIOPATUBHOM
uH(pOpMAIIMHU OT BPEIOHOCHBIX IPOTPaMM B BUPYCOB?

48. KakoBbl BO3MOKkHOCTH cepuu TipoaykToB Kaspersky Open Space Security mst
3aIIUTHI KOPIIOPATUBHBIX CETEH OT COBPEMEHHBIX MHTEPHET-YTPO3?

Js rekymero kourpoJs TK1:
IIpoBepsiemast KoMIeTeHU S

KO)I 1 HAUMCHOBAHUE KOMIICTCHIITUHN KOI[ 1 HAUMCHOBAHUC MHAHUKATOPA

OIIK-1.2. Bmameer  HaBBIKAMH  TPUMEHEHUS
IUGPOBBIX  TEXHOJOTMH Ul  peIIeHus  3ajay
MpOPECCHOHAIBHOW ~ NIEATETBHOCTH €  YYETOM

OIIK-1. Cioco6eH noHuMaTh NPUHLIUITBI
PaboTh COBPEMEHHBIX MH(DOPMAIIMOHHBIX
TEXHOJIOTHI 1 UCTIONB30BATh UX JUIS PEIICHUS

N OCHOBHBIX TpeOoBaHU nH(OPMAIIMOHHON
3ama4 npoheCCHOHATBHOMN eITeTbHOCTH
0e3onacHOCTH
Tect
Bonpoc Bapuanmer omeema
Ckompko BBIJICTICHO

OCHOBHBIX  COCTaBJISIOIINX
HAI[MOHAJBHBIX ~ MHTEPECOB
Poccniickoit ®enepauuu B
nH(popManoHHOH cdepe?.

oo~ |Ww

AKTHUBHBII IIEpPEXBAT | 3aKJII0YAETC B YCTAHOBKE IOJACIYIIMBAIOLIETO YCTPOHCTBA B
uH(pOpMallMl 3TO NEpexBarT, | anmnapaTypy cpeicTB 00paboTku nHGOpMaluu




Bonpoc

Bapuanmbl omeenma

KOTOPBIN:

OCHOBaH Ha (QUKcallUd  DICKTPOMATHUTHBIX  HW3JIYYCHHH,
BO3ZHUKAIOMIMUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMITBIOTEPHOM
TEXHUKH U KOMMYHUKAIUN

OCYIICCTBIIACTCA MYTEM HMCIIOJIB30BAHUSA OINTHYECKOM TEXHUKH

HETIPaBOMEPHO UCTIONB3YeT TEXHOJIOTUYECKUE OTXO/IBI
MH(OPMAIIMOHHOTO MpoIecca
OCYIIECTBIICTCS c MIOMOIIBIO HOAKITIOYEHHS K

TEJICKOMMYHHUKAITMOHHOMY 000PYJIOBAaHHIO KOMITBIOTEPA

OO0ecrieueHre HAMOHAIBLHOM

HaacKHas 3aluTa JIMIHOH U HMYHlCCTBCHHOﬁ 0e30macHOCTH

obecrieyeHne HaydHO OOOCHOBAaHHOTO W TapaHTUPOBAHHOTO
rOCy/IapcTBOM MHHHMYMa MAaTepHAJIbHBIX M JKOJOTHYECKHX
YCJIOBUU

0e3011acCHOCTH Ha
NpeojioicHue  KOH(pOHTAanMu B OOIIECTBE,  JIOCTHIKEHHUE
roCyJapCTBEHHOM YpOBHE
onpenenseTcs  ciemyiomed HAIIMOHAILHOI'O COIJIacus
HeIbIo obecrieueHre MPU3HAHHBIX MEXKIYHAPOIHBIM IIPABOM HHTEPECOB
rpaxaan Poccuu, MpoKUBaIOMUX B 3apyOeKHBIX CTpaHaX
o0OecrieueHrne CYBEpPEHHTETa M TEPPUTOPUAIBHON LEIOCTHOCTU
Poccun
YIPABISIONINE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BbeKTaMHu
HEO0OXOIMMO WMETh SIBHYIO W XOPOIIO OINPEACIICHHYIO CHCTEMY
obOecreyeHns 6€30IaCHOCTU
B cranmapre «OpanxeBas | MHANBUIYAIbHBIC CYOBEKTHI JOJKHBI HICHTUDHUITPOBATHCS
KHUTa»  (QyHIAMEHTAIbHOE | BEIYMCIIMTEIbHAS CHCTEMAa B CBOEM COCTaBE JOJDKHA HMETh
TpeboBaHue, KOTOpOE€ | ammapaTHbIe/TTPOrpaMMHEIC MEXaHHU3MBI, JOITYCKAIOIITNE
OTHOCHUTCS K IpyIIE | HE3aBUCHUMYIO ~ OLIGHKY Ha MpeIMeT TOro, 4YTO CHCTeMa
IMomoTueTHOCTD o0ecrieunBaeT BHITIOJHEHNE U3JI0)KCHHBIX TPEOOBAHMIA
rapaHTUPOBAHHO  3AIllMIICHHBIE MEXaHU3MbI, pPeaTU3yIoIIne
MIEPEUNCIICHHBIE  TPeOOBaHUs, JIOJDKHBI  OBITH  MTOCTOSIHHO
3alUIIEHBl OT «B3JAMBIBAHUS» W/WIM HECAHKIHOHHUPOBAHHOTO
BHECEHHS U3MESHEHUH
MOJIy4eHHUsl  3aluiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HApYIICHHEM YCTAHOBJICHHBIX  IPABOBBIMHU
JOKYMEHTAaMU WM COOCTBEHHHKOM, BIAJeNblieM HH(OpMAIUH
TIpaB WJIM TIPABIJI JIOCTYIIA K 3alTUIIAeMO HHPOpMAIHH
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBIEHHBIX MpPaB W/WJIH MPaBUIT
Ha W3MEHEHHWE WH(GOPMAIUU, TIPUBOAAIIECTO K HCKAKCHHIO,
Bamura wWHGOpMAKMK  OT | YHUUTOXKEHHIO, KOMHMPOBaHUIO, OJOKHMPOBAHUIO JOCTyHNa K
HECaHKI[MOHUPOBAHHOTO nHQOpMAIIMK, a TaKXKe K yTpaTe, YHUYTOKCHHIO WU COOI0
BO3IENCTBUA 910 | QYHKIMOHMPOBAHUS HOCUTENS WH(DOPMALIUU
eI TEIbHOCTD MO | BO3ACUCTBUA  HA  3allUIaeMyr0  HHGPOpPMAIMI0O  OMIMOOK
MPEIOTBPAICHHIIO oJib30Bartens nHpopManue, CO0s TEXHUYECKUX U MPOTPAMMHBIX

cpencTB HHGOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJTHBIX SIBJICHHI

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHuUs 3alIUIIaeMOi
uHpOpPMAIIMM OT €€ paslJAllleHHs, HECAaHKIMOHUPOBAHHOTO
JOCTyTIa

HECAHKIIMOHUPOBAHHOTO JIOBEJCHMs 3allluIlaeMoil HH(popMaIuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MoTyvaresneil HHpopMaluu

3ammTa nHGOPMAIHH ITO

po1iecc coopa, HaAKOILICHUS, 00paboTKH,  XpaHEHUs,
pacnpesiesieHus: ¥ Torucka nHdopMaluu




Bonpoc

Bapuanmbl omeenma

npeoOpa3oBanue  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
cojepkaHue WHQPOPMAIlMM  CTAHOBHUTCS  HETOHATHBIM IS
cyObeKTa, HE UMEIOUIET0 J10CTyna

MOJy4YeHHEe  CYOBEKTOM  BO3MOXHOCTHM  O3HAaKOMIJIGHHSI  C

uHpopManKel, B TOM YHCIIe TP MOMOIIY TEXHHUECKUX CPEJCTB

COBOKYIHOCTb IMpPaBWJI, PErJIaMEHTUPYIOMINX MOPSAIOK U YCIOBUS
JocTyna cyobekTa K MHQOpMalliy U €€ HOCUTEISIM

NEeSATeNbHOCTh 10 TPEJOTBPAIICHUIO YTEYKH HH(POPMAIIUH,
HECAaHKIIMOHUPOBAHHBIX M HENPEAHAMEPEHHBIX BO3JCHCTBHIA Ha
Heé

[TaccuBHbIN repexsar
uHpOpMaLlUU 3TO IEpexBart,
KOTOPBIN

3aKIII0YAeTCs B YCTAHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBA B
anmnapatypy cpeicTB 00paboTku nH(GOpMaUU

OCHOBaH Ha  (uKcaluu  SJIEKTPOMArHUTHBIX  W3JIy4YEeHHUH,
BO3HUKAIOMIUX NPU (PYHKIMOHUPOBAHUH CPEICTB KOMITBIOTEPHOM
TEXHUKU 1 KOMMYHHKAIUI

HEIIPaBOMEPHO UCIIOJIb3YET
MH(OPMALIMOHHOTO TTpoliecca

TCXHOJIOTHYCCKHE OTXOAbI

OCYHICCTBJIACTCA MYTEM UCIIOJIB30BAHUS ONTUYCCKON TEXHUKH

OCYILIECTBIISAETCS c IIOMOLIBIO MOAKJIFOYEHHUS K
TEJICKOMMYHHUKAITMOHHOMY 000PYJIOBAaHHIO KOMIThIOTEPA

Oo0ecrieuenue HallMOHAJILHOM

0€30MacHOCTH Ha
roCyJapCTBEHHOM  YpOBHE
OIpenenseTcs  CIEeAYHOIIEH
LEJIBIO

HAJCKHAS 3alTUTa JJUIHON ¥ MMYIIIECTBEHHOUN 0€3011acCHOCTH

obecrieyeHre Hay4dHO OOOCHOBAaHHOIO M TapaHTUPOBAHHOI'O
rocylapCTBOM MHHMMYMa MaT€pPUAJIbHBIX M 3KOJOTHYECKUX
YCIIOBUM

MPEOJOJICHUE  KOH(PPOHTAMM B  OOIIECTBE, JOCTHIKCHHE
HAIlMOHAJILHOT'O COTJIACUS
obecrieueHre  COLMAIBHO-TIOIUTUYECKOH Y DKOHOMHYECKOU

CcTaOMIBLHOCTHU CTpaHbI

o0ecrnieyeHre MPU3HAHHBIX MEXIYHApOJIHBIM IPaBOM HHTEPECOB
rpaxjad Poccun, npokuBaromux B 3apyOeKHBIX CTpaHax

K ucrouynukam 3amuinaeMoi
MH(pOpMaIlU OTHOCUTCS

QJICKTPHUYICCKHUC ITOJIA

CBIpBbE

MAarouTHBIC I10JI1

OJICKTPOMArHMUTHBIC I10JIS

QJICMCHTAPHBIC YaCTUIbI

AKyCTHYECKHE KOoJIeOaHus!

EcrecTBeHHBIE YIpO3BI
6e3omacHOCTH  MH(OpMaIH
BBI3BaHBI

ACATCIIBHOCTBIO YCJIOBCKA

omuOkamu mnpu npoektupoBanun ACOU, ee 3JI€MEHTOB WIH
pa3paboTKe IpOrpaMMHOro 0OecTeyeHus

BO3I[€I>1CTBPI§IMPI 00BEKTUBHBIX (I)I/ISI/IIIGCKI/IX ImponeccoB M
CTUXUHUHBIX MMPUPOJHBIX HBHGHI/Iﬁ, HE3aBUCAIINX OT YCJIIOBCKA

KOPBICTHBIMU YCTPEMIJICHUSAMHU 3JIOYMBINIJICHHUKOB

olmnOKaMu Npu AEHCTBUSIX NEepcoHaIa

3amura wHQOpPMAIMH  OT
HETpeTHAMEPEHHOTO

BO3JCUCTBUSI 3TO
NeITeIbHOCTD 1o

MOJIy4eHHUsl  3amuiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM ¢  HapyIIEeHHEeM YCTAaHOBJICHHBIX  IPABOBBHIMHU
JOKYMEHTAaMU WJIH COOCTBEHHHKOM, BIAJeNblleM HH()OpPMAIUH
TpaB WM TIPABUII IOCTYIIA K 3alTUIIIaeMOi HHPOPMaITUH




Bonpoc

Bapuanmbl omeenma

MPEeA0TBPALIECHUIO

BO3/ICHCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MpaB W/WUIH MPABUI
Ha UW3MEHEHHWEe HWH(OpMalWU, MPUBOIAIIETO K HCKaKCHHUIO,
YHUYTOXKCHUIO, KONMHPOBAHUIO, OJIOKHUPOBAHHMIO JIOCTyNa K
uHpOpMAIMK, a TaKKe K YyTpare, YHUYTOXKECHUIO WIH COOI0
(YHKIIMOHMPOBAHUS HOCUTENS] HH()OPMAIHH

BO3JICCTBUSl  Ha  3alMIIaeMyl0  HHGOpPMAIMI0O  OMHUOOK
moJib3oBaress nHpopMaluei, cO0s TEXHHUECKHUX U MPOTrPAMMHBIX
cpencTB HHPOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJIHBIX SIBJICHUI

HEKOHTPOJIHPYEMOTO pacnpocTpaHeHuUs 3aIIUIIaeMOi
uHpOpPMAIMM OT €€ pasMJIAlleHHus, HECAaHKINOHUPOBAHHOTO
JOCTYyIa

HECAaHKIIMOHUPOBAHHOTO JIOBEACHUS 3alIMIIAEMON HH(POPMAIUH
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MoTyvareseil iHpopMaluu

HNudopmanmonnbie

MponecChul 3TO

mporecc  cOopa,  HAaKOIUIEHUs,  0OpabOTKHM,  XpaHEHHS,
pacnpejiesieHus: U Noucka nHGopManuu

npeoOpa3oBanne  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
cojepkaHne MHGOPMAIMA  CTAHOBHUTCS  HEMOHATHBIM IS
cyObeKkTa, He HIMEIOLIEro JIOCTYIa

MOJly4YeHHe  CyOBEKTOM  BO3MOXKHOCTH  O3HAaKOMJIEHHUS  C
nHpOpManKeH, B TOM YHCIIe ITPH MOMOIIN TEXHHYECKUX CPEJICTB

COBOKYITHOCTb MPaBUJI, PETIAMEHTUPYIOLIUX MOPSIAOK U YCIOBHUS
JOCTYyTa CYyObeKTa K MH(POpPMAIIUU U €€ HOCUTEIISIM

NEeSTeNIbHOCTh 1O TPEJOTBPAIICHUIO YTEUYKH HH(POpMAIHH,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPEHHBIX BO3JICHCTBUI Ha
Heé

Aynuonepexsar

nepexBar

uH(pOpMallUu 3TO TEpexBar,

KOTOPBIN

3aKJII0YAaeTCsl B YCTAaHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBA B
anmnapatypy cpeactB 00paboTku nHhopManuu

OCHOBaH Ha  (uKcaluu  SIEKTPOMArHUTHBIX  W3JIy4YECHUH,
BO3ZHUKAIOIIMUX MPHU (PYHKIIMOHUPOBAHUU CPEJICTB KOMITbIOTEPHOU
TEXHUKHU U KOMMYHUKaIUN

HEIpPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKHE OTXOJIbI
MH(OPMAIMOHHOTO ITpolecca

OCYHICCTBIIACTCA MYTEM UCIIOJIB30BAHUS OINTHYECKOMN TEXHUKH

OCYILIECTBIIAETCH c ITOMOILIBIO MTOAKIIIOYEHUS K
TEJIEKOMMYHHUKAIIMOHHOMY 000pYJJOBaHUIO KOMIIBIOTEPA

B cranpapre «OpanxeBas
KHUTa»  (yHIaMEHTaJIbHOE

TpeOoBaHueE,
OTHOCHUTCS K
I"apanTun

KOTOpOe
rpymnrme

YIPaBISIONIME JOCTYIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BeKTaMU

HEO0OXOIMMO HMETh SIBHYIO UM XOPOIIO OMNPEAETCHHYI0 CHUCTEMY
obecrieueHus 0€30MMacHOCTH

WHAWBUAYAJIbHBIC CY6’I)€KTI)I JOJIDKHBI I/IJIGHTI/I(l)I/IHI/IpOBaTI)CH

BBIYUCIIMTENIBHAS CHUCTEMA B CBOEM COCTAaBE JOJDKHA HMMETh
anmnapaTHble/TIpOrpaMMHbIE MEXaHU3MBI, JOMYCKArOIINE
HE3aBUCHUMYIO OLICHKY Ha IIpeIMeT TOro, 4Yro CHUCTEMa
o0OecrneurBaeT BHIIIOJHEHHE W3JI0)KEHHBIX TpeOOBaHMM

KOHTpOJbHasE WH(GOpPMALMA JOJDKHA XPAHUTHCA OTIENBHO H
3aIMINATBCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOW 3a 3TO
TPYIIBI  MUMENAach  BO3MOXHOCTb  OTCJHEXHBATh  JCHCTBUS,
BJIMSIOIIKE HA 0€30I1aCHOCTD

K Hocurensim 3amuinaeMoit
MH(pOpPMaIlUU OTHOCUTCSH

JIFOH

CBIpbE

YCPHOBUKHU U OTXOAbI IPOU3BOJICTBA




Bonpoc

Bapuanmbl omeenma

JIOKYMEHTBI

AdKYCTUYCCKHC KoJIeOaHUs

HckyccTBeHHBIE yIpO3bI
6e3omacHOCTH  MH(OpMAIUH
BBI3BAHBI

JCATCIIBHOCTBIO UCJIOBCKA

omuOkamu npu npoekrupoBanun ACOWU, ee 37I€MEHTOB WM
pa3paboTKe NporpaMMHOro obecreyeHus

BO3JCHUCTBUSMH OOBEKTHUBHBIX (DU3NYECKUX TPOLECCOB MU
CTUXUUHBIX IPUPOJHBIX SIBJICHUH, HE3aBUCALINX OT YEJIOBEKA

KOPBICTHBIMHU YCTPCMJICHUSAMHU 3JIOYMBINIJICHHUKOB

omnOKaMu IpH HCﬁCTBHHX IICpCoHaJIa

3ammra wHQOpPMAUH  OT

pasriialicHuAa 9TO
JACATCIIBHOCTD 1o
npeaOTBPalICHHUIO

MONMYyYeHUs  3alMIaeMoil  MHGOpMAIMM  3aWHTEPECOBAHHBIM
CyObEeKTOM €  HaApYUIEHHMEM YCTAHOBJCHHBIX IPABOBBIMU
JOKYMEHTaMH HJIM COOCTBEHHUKOM, BIaJeNblieM HH(POpPMAaLUu
IIpaB WM IPaBUJI JOCTYIA K 3alUIIaeMoil HHpopMaluu

BO3/CHCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MpaB W/WUIHM MPABUI
Ha UW3MEHEeHHWEe HWH(OpMAalNU, MPUBOIAIIETO K HCKaKCHHUIO,
YHUYTOXKCHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHpOpMAIMK, a TaKKe K yTpare, YHUYTOXKECHUIO HIH COOIO
(YHKIIMOHMPOBAHUS HOCUTENSI HH(OPMAITHH

BO3ZCHCTBUS ~Ha  3aIIMIIAEMyl0  WHPOpPMAIHMIO  OMIHOOK
noJib3oBaress uHpopmaluen, co0s TEXHUYECKUX U MPOTrPaMMHBIX
CpeICTB MHPOPMAIIMOHHBIX CUCTEM, @ TAKKE MPUPOIHBIX SIBICHUN

HEKOHTPOJIUPYEMOTO pacrpocTpaHeHus 3aIUIIAEMON
uHbOpMAIMM OT €€ pasMJalleHus, HECAaHKIMOHWPOBAHHOTO
JOCTYyIa;

HCCAHKIIWUOHHUPOBAHHOI'O AJOBCACHUA 3amnmaeM0ﬁ HH(i)OpMaIII/II/I
A0 HCKOHTPOJIMPYECMOI'O KOJIMICCTBA nonyaneneﬁ I/IHCI)OpMaI_II/II/I

IIpocmorp  Mycopa  3TO

3aKJII0YAeTCsl B YCTAHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBA B
anmnapatypy cpeictB 00paboTku nHhopManuu

OCHOBaH Ha  (UKcallud  OJEKTPOMAarHUTHBIX  HM3JIY4YECHUH,
BO3HHUKAIOMIUX MpU (HYHKIHOHUPOBAHUM CPEJICTB KOMIIbIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

nepexBar uHpopMaluuy,
KOTODI HEIIPaBOMEPHO UCIIOJIB3YET TEXHOJIOTMYECKUE OTXOJBI
p MH(OPMAIIMOHHOTO ITpoliecca

OCYIIECTBIISAETCS ITYTEM UCIIOJIb30BAaHUS ONTUYECKON TEXHUKHU
OCYLIECTBIIAETCS c IIOMOILIBIO MTOJIKJIFOUEHUS K
TEJIEKOMMYHUKAIIMOHHOMY 000pYJIOBaHHIO KOMIIbIOTEPA
¢du3nyeckoe pazpylieHue CUCTEMbI TYTEM B3pbIBa, MOKOTa M T.II.
nepexBar MOOOYHBIX 3JEKTPOMArHUTHBIX, aKyCTHUECKUX U APYTUX
U3JIy4CHUN YCTPOUCTB U JIMHUH CBSI3H

K ocHopHEy | I3MEHEHHE  PEXKIMOB paboThl  yCTPOMCTB WM MPOrpamm,
3a0acToBKa, caboTaX MepcoHasa, MOCTAHOBKA MOLTHBIX aKTHBHBIX

HENpeJHaMEPEHHBIM
IIOMEX M T.II.

HCKYCCTBEHHBIM yrpo3am —1 ”
YTEHHE OCTATOYHOW MH(OpMAIMU U3 ONEPATUBHOM MaMATU U C

ACOMU otHOCHTCSA pMan p

BHENTHUX 3alIOMUHAIONIUX YCTPONCTB

HEYMBIIIJICHHBIE JEHCTBHs, IPUBOAAIIME K YaCTUYHOMY WIIU
IIOJITHOMY OTKa3y CHCTEMBl WJIM pPa3pyLICHUIO amnlapaTHBIX,
IPOrpaMMHBIX, HH()OPMAITMOHHBIX PECYPCOB CUCTEMBI




Bonpoc

Bapuanmbl omeenma

3ammra uwHQOpPMAUH  OT
HECAaHKIIHOHUPOBAHHOTO
JOCTya 3TO JAEATEIbHOCTD

110 IpC€AOTBPAILLICHUIO

MONyYeHUs  3alMIaeMoil  MHGOpMAIMM  3aWHTEPECOBAHHBIM
CyObEeKTOM €  HaApyUIEHHMEM YCTAHOBJCHHBIX  IPAaBOBBIMU
JOKYMEHTaMH MM COOCTBEHHUKOM, BIaJENbIieM HH(pOpMAIUU
MIpaB WM IPaBUJI JOCTYIA K 3alUIIaeMoil HHpopMaluu

BO3/ICHCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MPaB W/WUIH MPABUI
Ha UW3MEHEHHWEe HWH(POpMAalNU, MPUBOIAIIETO K HCKAKCHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHpOpMAIMK, a TaKXKe K yTpaTe, YHUYTOXKCHHIO HIH COOI0
(YHKIIMOHMPOBAHUS HOCUTENSI HH()OPMAIHH

BO3JICCTBUSl  Ha  3allMIIaeMyr0  HHGOpPMAIMI0O  OMHUOOK
moJib3oBaress nHpopMaluei, cO0si TEXHHUECKHUX U MPOTrPAMMHBIX
cpencTB HHPOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJIHBIX SIBJICHHUI

HEKOHTPOJIMPYEMOTO pacnpocTpaHeHus 3aIUIaeMON
uHboOpMalMM OT €€ pasMJalleHus, HECAaHKIMOHWPOBAHHOTO
JIOCTyIIa

HCCAHKIIUOHUPOBAHHOI'O OJOBCACHUA 3amnmaeM0ﬁ HH(i)OpMaIII/II/I
A0 HCKOHTPOJIMPYECMOI'O KOJIMICCTBA nonyaneneﬁ I/IHCI)OpMaI_II/II/I

Joctyn k uHGOpMAIIH 3TO

mporecc  cOopa,  HAaKOIUIEHWs,  0OpaOOTKHM,  XpaHEHHS,
pacnpezeneHus U oucka HHpopManuu

npeoOpa3oBanue  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
colepkaHue WH(POPMAIMM  CTAHOBHUTCS  HETOHATHBIM IS
cyObeKkTa, He HIMEIOLIEro JIOCTYIa

MOJy4YeHHE  CYOBEKTOM  BO3MOXKHOCTHM  O3HaKOMJIGHHSI  C

nHpOpManrei, B TOM YHCIIe TPH MOMOIIY TEXHHYECKUX CPEICTB

COBOKYITHOCTb MPaBUJI, PETIAMEHTUPYIOLIUX MOPSIAOK U YCIOBUS
JOCTyTa CYyObeKTa K MH(POpMAIIUU U €€ HOCUTEIISIM

NeSITeIbHOCTh IO MPEIOTBPALICHUIO YTEYKH HHOOpPMAIIHH,
HeCaHKIII/IOHI/IpOBaHHI)IX nu HenpeaHaMepeHme BOSHeﬁCTBHﬁ Ha
Heé

AKTHBHBIN IepexBar

MaCCUBHBIN nepexsar

ayauonepexBar

BHUOCOIICPEXBAT

MIPOCMOTpP Mycopa

Ilepexsar, KOTOPBIN
3aKJII0YAETC B YCTAaHOBKE
MOJICTYIIMBAIOLIETO
YCTpPOMCTBA B amnmaparypy
CPEICTB 00paboTku
MH(OpMallM1 Ha3bIBaeTCs

B MEXIYHapOJHOM
CTaHJapTe «OpanxeBas
KHHTa» MUHUMAaJIbHAS

3aluTa 3To rpymnmna

mo|0|@ >

ITo xapakTepy BO3IEUCTBHUS
yAaJICHHbIE aTaKH JIETSATCS Ha

YCJIOBHBIC U 663yCJ’IOBHHe

aTaku ¢ 0OpaTHOM CBsI3bI0 U 06€3 00paTHOM CBSI3U

BHYTPUCCTMCHTHBIC 1 MCKCCITMCHTHBIC

IIaCCUBHBIC U aKTHBHBIC

aTakH, KOTOPbIE MOTYT PEaTM30BbIBATHCS HA BCEX CEMH YPOBHSX —
(buU3mYecKoM, KaHAJIBHOM, CETEBOM, TPAHCIOPTHOM, CEaHCOBOM,
MIPEJICTAaBUTEIHHOM U MPUKIIATHOM

CyOBexT JO0CTyMa K
uH(pOpMaIuU 3TO

¢u3nyeckoe U0, WIM MaTepUaJbHBI OOBEKT, B TOM YHCIE
¢usnueckoe ToNe, B KOTOPHIX HH(OpPMAIHMS HAXOAWT CBOE
0TOOpakeHHE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKHUX
pELIEHHUI U TPOLIECCOB




Bonpoc Bapuanmer omeema
CyOBEKT, OCYILECTBISIOUINI TIOJIb30BaHHE HWHpOpManuend U
peanu3yromuil MMOJTHOMOYMUSL PacHoOpsDKEHHMsl B IIpefenax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHKOM MH(OPMALIUU
CyOBEKT, TMONB3YIOMUKACA HWHPOPMALUEH, TOJYYCHHOM OT ee
COOCTBEHHUKA, BJAJENblla WA TOCPEAHHKA B COOTBETCTBHH C
YCTaHOBJICHHBIMU IIpaBaMH U MpaBUJIaMU JIOCTyNa K HHPOpMAIHH
a100 ¢ X HapyIICHUEM
CyObeKT, B TIOJHOM O0bEME peaU3YIOIHUNA MOTHOMOYHS
BJIQJICHUS, IIOJIb30BAaHMSA, pPACIOpsHKeHUs UHpoOpMmanuedl B
COOTBETCTBUU C 3aKOHOJATEJIbHBIMHA AKTaMU
Y4aCTHUK MPABOOTHOLICHHUH B MH()OPMAIIMOHHBIX MPOIeccax
. | aKTUBHBIN ITIEpEXBAT
Ilepexsar, KOTOPBIN "
M1aCCUBHBIN MEpEXBaT
OCYLIECTBIISETCS yTeM
. | ayauomnepexsar
UCIIOJIb30BAaHUSl ONTHYECKOMN
BHJICOIIEPEXBAT;

TCXHHUKH, HA3BIBACTCA

IIPOCMOTP Mycopa

OoOecrieyeHne HAIMOHAIBHOM

HAJC)KHAS 3alTUTa JUIHON ¥ MMYIIIECTBEHHOUN 0€3011acCHOCTH

obOecrieyeHue HAaY4YHO 00OCHOBAaHHOTO H rapaHTUPOBAHHOI'O
rocyaapCcTBOM MHHHMYMa MATCPUAJIBHBIX W 3KOJOTMYCCKUX

0€30I1aCHOCT Ha  ypOBHE 9
YCIIOBUH
IPaXXIaHCKOTO o01mecTBa
.. | moBbImeHne PPEKTUBHOCTH 3AIUTHI KOHCTUTYIIHOHHOTO CTpOS,
ompezieNsieTcsl  CIenyrouen 9
HENBIO IPaBOIOPsIKA, OOPBHOBI C OPT. MPECTYITHOCTHIO U KOPPYIIHEH
npeojoyieHne  KOHQPOHTaMH B OOIIECTBE, JIOCTHIKCHHE
HAIMOHAIBHOTO COTIIACHUS
A
B MEXKIYHAPOIHOM B
cTaHaapre «OpanxeBas C
KHUTa» MHMBUTYalbHAS [
3aIlIUTa TO rpyImna E
YCIJIOBHBIE U O€3yCIIOBHBIE
aTaky ¢ 00paTHOM CBsI3bI0 M 0€3 00paTHOM CBSI3U
[lo wmemm  BO3MEHCTBHSA | BHYTPHCETMEHTHBIC M MEKCETMEHTHBIC

YAQAJIICHHBIC aTaK! ACJIATCA Ha

IIaCCUBHBIC U aKTHBHBIC

aTaKu B 3aBUCUMOCTH OT HApYIICHHA KOH(I)I/II[eHI_[I/IaJ'IBHOCTI/I,
IEJIOCTHOCTHU U JOCTYITHOCTHU

IIepexBar, KOTOPBI OCHOBaH
Ha ¢bukcanun
ANEKTPOMATHUTHBIX
W3JIyYEHUM, BO3HHKAKOIIUX
pu (GYHKITMOHUPOBAHHUH
CpeJlICTB KOMIBIOTEPHOMN
TEXHUKA WU KOMMYHMKALIUN
Ha3BIBACTCS

AKTHBHBIN IepexBar

ITaCCUBHBIN ITEpeXBaT

ayaAuonepexBaT

BUACOIICPEXBAT

HIPOCMOTP Mycopa

A
B MEKIYHapOTHOM |-
CTaH/IapTe «OpanxeBast C
KHUT2» MaHJaTHas 3alluTa
9TO rpyIIa E
ITo YCIIOBUIO Hayaja | yCJIOBHbIE U 0€3yCIIOBHBIE

OCYILIECTBJIEHUS BO3ICHCTBUS
YAAJIEHHBIE aTaK! JEISTCSA HA

aTaku ¢ 00paTHOM CBsI3bI0 U 6€3 00paTHOM CBS3U

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBIC
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IIaCCUBHBIC U aKTHUBHBIC

dTaKh B 3daBUCHMOCTH OT HApPYHICHUS KOH(bI/II[eHI_[I/IaJ'IBHOCTI/I,
HEJIOCTHOCTU U JOCTYITHOCTU

CoOcTBeHHHK HMH(pOpMaLIUU
3TO

¢usnyeckoe IO, WM MaTepUalbHBIA OOBEKT, B TOM YHCIE
¢u3nueckoe Tmosie, B KOTOPbIX HH(OpManus HAXOAUT CBOE
oToOpakeHHe B BUJE CUMBOJIOB, 00Pa30B, CHTHAJIOB, TEXHUYECKUX
peLIeHUi U POLIECCOB

CyOBEKT, OCYIIECTBISIOUINIA TMOJIb30BaHHE WH(pOpMaNMend U
PEATHM3YIOIIUI ITOJTHOMOYHSI PACIOpPSDKEHUS] B MpeAeiax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHKOM MH(OPMALIUU

CyOBEKT, TMOJB3YIOMUKACS HWHPOPMALMEH, IOJTYyYeHHOH OT ee
COOCTBEHHUKA, BJAJENblla WA TOCPEAHUKA B COOTBETCTBHH C
YCTaHOBJICHHBIMU IIpaBaMH U MpaBHJIaMU JIOCTyNa K HHPOpMAIHH
a100 ¢ X HapyIICHUEM

CyOBbEeKT, B TMOJHOM OOBbEME peaTu3yIIIUi [OJTHOMOYHUS
BJIQJICHUS, TIIOJIb30BAaHMSA, pPACIOpSHKCHUs HWHpopManuendn B
COOTBETCTBHUH C 3aKOHOJATEJIbHBIMUA aKTaMH

YYaCTHHK MTPABOOTHOIICHUH B MH(POPMAITMOHHBIX MPOLECCAX

[Tepexsar, KOTOPBIi
OCYILIECTBIISIETCS C TIOMOILIBIO
MOJIKIIFOUEHUS K

TCIICKOMMYHHUKAIITUOHHOMY
O60py,I[OBaHI/II-O KOMIIBIOTCpa

AKTUBHBIN nepexpar

ITIACCUBHBIN ITEpEXBaT

AyaAUOoIIepexXBaT

MIPOCMOTP Mycopa

Ha3bIBACTCS BUECONEPEXBAT
B MEKTYHapOJHOM g
CTaHJapTe «OpanxeBast C
KHUTa» BepUPUIIUPOBAHHAS D
3al[MTa 3TO TPyIIa E

[To wHammuuio  oOpaTHOM
CBA3HU c aTaKyeMbIM
00BEKTOM Yy/aJeHHbIE aTakH
JenATcs Ha

YCJIOBHBIC U 6e3yCJ'IOBHBIe

aTaku ¢ 00paTHOM CBsI3bI0 U 06€3 00paTHOM CBSI3U

BHYTPUCECTMCHTHEBIC U MCKCCTMCHTHBIC

INaCCUBHBIC U AKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HApPYIICHHA KOH(l)I/I}IeHIII/IaJ'II)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

Jluto, CaMOCTOSTEILHO
CO3/1aBIlIEe nH()OPMAIIHIO
60 MOJTyYUBIIIEE Ha
OCHOBaHMM  3aKOHAa  WIHU
JIOTOBOpa TIPAaBO pa3peliaTh
WM OTPAaHUYUBATH JIOCTYH K

HUCTOYHUK MH(pOpManu

nmoTpeduTenh HHHOPMAITUU

YHAYTOXXUTEIb HHPOPMALIUU

HOCUTENb MH(pOpMALUU

rHGOpMAIIH obnazarens uHGOpMALUU
OOs3atenbHOE A | 3nexTpoHHOE COOOMIIEHHE
BBITIOJIHEHUS] JIATIOM,

MONYYMBIIAM  JOCTYI K | PACTIPOCTpaHeHHe MHOpMAIH

ornpezeneHHoN nHpopMaluy,
TpeOoBaHUE HE TepenaBaTh
TaKYIO nHpopMaIuo
TPEThbUM JUIaM 0e3 cornacus
ee o0Jragaress ATo

npeaoCTaBJIICHUC I/IH(I)OpMa]_II/II/I

KOHQUJICHIIMATEHOCTH HH(OpMAaIIUU

JOCTYH K MH(pOpMaLuu

JelicTBus, HanpaBJIEHHbIE HA

YHHUYTOXKEHHE NH(OpMaITUN
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HOITy4CHHUE MHQOPMALIUH | pacnipocTpaneHre HHOPMALIH
HEONPEEICHHBIM KpPYrom

npeaocTaBlicHre HHHOpMAIUU
JIALY 1581051 nepegayy
uHpopmanuu KOH(UIEHIINAIHHOCTh HH(pOpMAIUN
HEONPEAEIEHHOMY Kpyry
JIHLL 3T0 JOCTYN K nH(pOpMauu

coxpaHeHHe HHHOPMAITHH
Bo3moxHOCTB IIOJIYYEHHUS | pacnpocTpaHeHne HHbopManuu
uHpopmanuu u ee | npexocraBieHne HHPOPMALTUH

HCIIOJIB30BaHHUA 3TO

KOHHUICHINATBHOCTh HHOpMaLIUU

JOCTYN K nH(GOpManuu

[Tpomecc COOOWICHHS. | o prsaIms
CyObEKTOM CBOEro HMEHH
WM HOMEpa, C  LEJbIO | gyrentnuxauus
HOJYyYEeHUsI  OIpPElesIEHHBIX
MOJIHOMOYMH (IIpaB J0CTyNa) | 00e3MHInBaHKe
Ha BBIIOJHEHUE HEKOTOPBIX
(pa3peLIeHHBIX eMy) | AeriepcoHanuzanms
JNeHcTBUH B CHUCTEMax C
OTPaHUYECHHBIM JOCTYIIOM MACHTH KAl
IIpouenypa MIPOBEPKH | aBTOpU3AIHS
COOTBETCTBUS  CYOBEKTA WM | (Gesmmunpanme
TOrO, 32 KOIO OH IIbITaeTcs

JIeTIepCOHATH3AIIHs
ceOs BBIIATH, C IIOMOIIBIO
HEKOM yHUKaIbHO} | 2YTeHTAdUKaIIA
uH(GOpMAIHH UIeHTUHUKALHS
IIpouecc, a Takxke pe3yabraT
npoiiecca npoBepky | t0TOPHIAIIA
HEKOTOPHIX  00s3aTeNbHBIX
TapaMeTpoB MOJIb30BaTeNs i, | WICHTHUKAIHS
npu YCIEIHOCTH,
IpeoCTaBlIeHUE eMy | ayreHTH(HKALHS
ONpeAeNEHHBIX MTOTHOMOYHM
Ha BBINOJHEHUE HEKOTOPBIX | ofesmmunBanme
(pa3pemeHHbIX eMy)
AEHCTBAH B CHCTEMAX  C | o0 onamsans

OIpaHUYCHHBIM JOCTYIIOM

HecaHKIIMOHMPOBAaHHBIN
JOCTYN K HH(POPMAIUH 3TO

JOocTyn K  wuH(bOpManuu, HE CBSI3aHHBIA C  BBIIOJHEHHEM
(yHKIMOHANBHBIX 003aHHOCTEH U HE 0()OPMIICHHBIH JOKYMEHTAJILHO

paGOTa Ha 9YKOM KOMIIBKOTCPE 0e3 pa3peuicHus €To BjiIaJC]Ibla

BXO0/]I Ha KOMIIBIOTEP C MUCMOJB30BAHUCM NAaHHBIX JPYTOoro 1mojb30BaTejid

JOCTYIl K  JIOKaJbHO-UH(POPMAIIMOHHOW  CETH, CBSI3aHHBIA  C
BBITIOJTHEHHEM (DyHKITHOHAIBHBIX 0053aHHOCTEN

noctyn Kk CYB]] noj 3anpenieHHbIM UMEHEM 0JIb30BaTeNs

JokymeHTHpOBaHHas

uHpopMaIus, JIOCTYTI K
KOTOpPOH  OrpaHUYMBAECT B
COOTBETCTBHHU c

3aKOHaAeILCTBOM PO

rH(OPMAIIKs COCTABIISIONIASA TOCYIAPCTBEHHYIO TalHy

WHGPOPMAIIUS COCTABJISAIONIAsE KOMMEPUYECKYIO TalHY

HepCOHAIbHAS

KoH($HIeHIHaNbHas nHpopMaLus

JOKYMCHTHUPOBAHHAs I/IH(bOpMaLII/IH

UndopmanmonHas
0€3011aCHOCTh 00ECIIEYHBAET. . .

OyoKnpoBaHue HH(pOpMaTUU

HCKaKeHUe WHPOpMaIH

COXpaHHOCTh HH(OpMaIUH
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yTpaty HHGOpMaIuu

TTOAIETIKY MH(MOPMAITHH

XunieHue HHPOPMaIIH — 3TO. ..

HCCAHKIIMOHNWPOBAHHOC KOIMMMPOBAHUC I/IH(bOpMaLII/II/I

yTparta naHdopMamu

O50KMpoBaHKe HHPOPMALMH

HCKaKeHHEe HHPOpMaIin

TIpo1aXka MHGOPMAITHH

Hoctyn k uapopmManum — 3T0:

00s13aTeIbHOE JUISI BBIMOJHGHUS JIUIIOM, TIOJIYYHUBIIUM JIOCTYNl K
omnpeieicHHON uWHpopMaruu, TpeOOBaHHE HE IMepeaaBaTh TaKYHO
HH()OPMAITHIO TPETHUM JIMIIAM O€3 COTIacHs ee 00JIaIaTens

JeicTBus, HaInpaBJICHHbIE Ha HOJTy4eHHE
HEOINpPEAETIEHHBIM  KpyroM  JIMII nepenady
HEOIIPEETICHHOMY KPYTY JIUI

nHpopMaIu

WIH HHPOpPMaIUH

JeMCTBYUS, HAIIPABJICHHBIC HA IIOJy4YeHHUE MH(POPMALMK ONpPEICICHHBIM
KpYT'OM JIUII WK Tiepeiady HHPOPMALIMH OTIpeIeIEHHOMY KPYTY JIHIL

uHpoOpMaLus, TepelaHHAs WM TOJNyYeHHas  I0JIb30BaTeIeM
nH(OPMALMOHHO-TEJICKOMMYHHUKAIIMOHHOM CETH

BO3MOXXHOCTD ITOJTYYCHU S I/IH(I)OpMaLII/II/I 1 €€ NCII0JIb30BAHMA

OOecneuenue
WH(POPMAITMIOHHON
6e30MmacHoOCTH
obecrieueHue. ..

€CTh

HE3aBUCUMOCTH MH(OpMALIUH

W3MEHEHHUs] HHOopMaIuu

KONHMPOBaHUs HHPOpMALIUU

COXPAaHHOCTH WH(OPMAITHH

peoOpazoBaHus HHPpOpMAIUH

K kakomy BuIy Mep 3alluThl
nHpOpMAITUN OTHOCHTCS
YTBEPKICHHAS IporpaMmma
paboT B 00J1acTH OE30MaCHOCTH

MOJINTHKA 0€30I1aCHOCTHU BCPXHECTO YPOBHAI

MOJINTHKA 0€30I1aCHOCTHU CpCAHEIO YPOBHA

MIOJINTUKA O€30MMACHOCTH HUYKHETO YPOBHS

IIPUHIOHXII MUHUMHU3AINH HpI/IBI/IJ'Iel"I/Iﬁ

3aluTa Nojiep KuBarolield HHQPacTpyKTypbl

I'apantus  TOro, 4ro 1npu
XpaHEeHUH 1031 nepenayde
nHpOpMaIUH HE OBLII0
MIPOU3BEJICHO
HECaHKIIHOHUPOBAHHBIX
WU3MEHEHUI

KOH()HICHIINATHHOCTD

OECJIOCTHOCTD

JIOCTYITHOCTh

AYTCHTUYHOCTb

aTneJTNPyeMOCTb

K ¢ynknusm nabopManmoHHO’
0€30MacHOCTH OTHOCSTCS

BBIBJICHUC NCTOYHUKOB BHYTPCHHUX W BHCIIHUX YI'PO3

CTpaxoBaHHe HH(POPMAIIMOHHBIX PECYPCOB

3alUTa rocyIapCTBEHHBIX HH(OPMAIIMOHHBIX PECYPCOB

MOJIrOTOBKA  CHCIMAIMCTOB MO  obOecreueHuo  HHPOPMAIMOHHOM
0€e30I1aCHOCTH

BCC OTBCTHI BEPHBI

K HallMOHAJIBHBIM HHTEpECaM
P® B undopmammonnoit chepe
OTHOCATCS

peanu3aiys KOHCTUTYIIMOHHBIX MPaB Ha JIOCTYM K HHGOpManuu

3aluTa I/IH(I)OpMa]_II/II/I, 06CCH6"IPIBaIOH_IeI\/'I JINYHYHO 0e30IMacHOCTh

3alllUTa  HE3aBUCUMOCTH,  CYBEPEHHUTETa, TOCYJapCTBEHHOH U
TEPPUTOPHUATIBHON 1IEJIOCTHOCTH

TIOJIMTHYCCKAsA DKOHOMHUYCCKaA U CoraJibHas1 CTaOMIILHOCTD

COXPAaHCHHUEC U O310POBJICHUHA 0pr>1<a}01ue171 CpCabl

T'apanrtus TOTO, YTO
KOHKpETHAas uHpOpMAITHIS
JIOCTYIIHA TOJIBKO TOMY KpYTy
Jqui, JyIi KOTOPBIX  OHa
MpeHa3HaYeHa

KOH(PHICHIINAIBHOCTD

OCJIOCTHOCTD

JOCTYITHOCTh

AYTCHTUYHOCTD

AlCJUIMPpyCMOCTDb

COBOKYITHOCTh HOPM, TIPaBWII U
MPaKTUYECKUX PEKOMEHIaIlNi,

KOMIUIEKCHOE oOecrieueHre HHGOPMAIIMOHHONW 0€301TacCHOCTH

oe3omnacHocts AC
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perIaMeHTHPYIOIMHUX  paboTy
cpeacte  3ammtel  AC  oT
33JJaHHOTO0 MHOXECTBA  yrpo3
Oe3omacHOCTH

yrpo3a HH(pOpMaIMOHHOW 0€30MaCHOCTH

dTdKa Ha aBTOMAaTU3UPOBAHHYIO CUCTCMY

MOJINTHKA 0€30IaCHOCTH

Haubonee pacnpocTpaHeHHBIE

YI'PO3bl LEIOCTHOCTU

YI'PO3bI 3allUIICHHOCTH

YIPO3bl MH(OPMAIMOHHON | YTPO3BI 0€301aCHOCTH
0€e30I1aCHOCTH YI'PO3BI JOCTYIHOCTH
yrpo3bl KOH(HICHIIHATbHOCTU
JleifcTere, TpeanmpuEIMaeMoe | KOMILUICKCHOE obecrieueHe HHOPMALMOHHON 6e30IacHoCT!
3JI0YMBIIUICHHUKOM,  KOTOpOe 6esomacHocth AC

3aKJIIOYaeTCsI B IIOUCKE U
HUCIIOIB30BaHUN TOM WM HHOU
YSI3BUIMOCTH CHUCTEMEI

yrpo3a HH()pOpPMaAIMOHHOW 0€30aCHOCTH

dTdKa Ha aBTOMAaTU3UPOBAHHYIO CUCTCMY

HOJIMTHKA O€30I1aCHOCTH

CocrosiHue 3aLIUIIECHHOCTH | yH(OpMAIMOHHAs 0€30MacHOCTh
MHOTOHALMOHANBHOTO  HAPOMA | s i o
KaK HOCHTEJSI CyBEpeHHTETa U
€IMHCTBEHHOT'O ncToummKa | SAUMTA HHpopMan
BJIACTH HalMOHaJbHas 6€3011aCHOCTh
CBolicTBO JIAHHBIX OBITh KOH(HIECHIHATLHOCTh
JOCTYITHBIMH US| 11e[J0CTHOCTD
CaHKIMOHHPOBAHHOT'O
.. | IOCTYIIHOCTb
MOJIb30BAHUSI B MPOU3BOJIBHBIN
MOMEHT BpeMeHH, kKorga B | AYTCHTHIHOCTD
OOpalleHn: K HUM BOSHHKAaeT | ., EITHPYEMOCTD
HEO0XOIMMOCTh
KOH(UIECHITNAIBHOCTD
lapantus TOrO, 4TO [ e T0CTHOCT
HMCTOYHUKOM HHpOpPMAITUH
JIOCTYITHOCTb
SBJISICTCS. HMMEHHO TO JIHIIO,
KOTOpOE 3asIBJICHO Kak ee apTop | &Y LCHTHIHOCTD
aIneJInpyeMoCTh
lapanTnss  TOro, 4dTO MNpPH | KOHPHUICHIIMAIHLHOCTb
HEOOXOJIMMOCTH MOXKHO OYZIET | 11e710CTHOCTE
JI0Ka3aTh, 4TO aBTOPOM | 11Ty IIHOCTS
COOOIICHUST SIBJISIETCSI MMEHHO
. AyTEHTUYHOCTH
TOT YEJIOBEK, KOTOPHIi 3asiBIICH
KaK €€ aBTOp W HU KTO JPYTOi alIeINpyeMOoCTh

CooTHecuTe  MHTEpeCH B
obnactu UH(POPMAITOHHOM
0e3omacHOCTH:

1. HauumoHansHEBIE HHTCPECHI

2. lnTepechl TMIHOCTH

3. MuTepeckl rocypapcTaa

4. Unrepeckl obmiecTBa

1. cocrosaT B peamm3anu KOHCTUTYHHWMOHHBIX IIpaB U CBO60I[, B
0o0eCneUeCHUN JIMIHOM 6C3OHaCHOCTI/I, B IIOBBINICHHMH Ka4€CTBa H
YPOBHA XWU3HU, B (i)I/ISI/I'—IeCKOM, AYXOBHOM W HHTCJUICKTYAJIbHOM
PAa3BUTHUH YCIIOBCKA U I'PAKAAHUHA

2. o0ecrneYnBaOTCS HWHCTUTYTAMH TOCYJAAPCTBEHHOW BJIACTH,
OCYIIECTBISIONIMMU  CBOM  (PYHKIMHM, B TOM YHCIE BO
B3aUMOJICVCTBUM C AEHUCTBYOIIMMU Ha ocHOBe KoHctutynuu PO
1 3akoHo/aTenbcTBa PD 001I1eCTBEHHBIMU OpraHU3AIISIMHU
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3. COCTOSAT B  HE3BIONIEMOCTH KOHCTUTYLIHMOHHOTO  CTPOS,
CYBEpEHHUTETA U TEPPUTOPHAIBHON 1EeIocTHOCTH Poccum, B
IMOJUTUYECKON, S9KOHOMUYECKON M COL[MAIbHOM CTaOMIBLHOCTH, B
0C3yCIIOBHOM  O0CCIEYCHHMH 3aKOHHOCTH W TOJJICPKaHUHU
MPaBONOPAJIKA, B PA3BUTHUH PABHOIPABHO 'O U B3aUMOBBITOJIHOTO
MEXKTYHAPOJHOTO COTPYAHUYECTBA

4. coCTOST B YNPOYCHUH JIEMOKPATUM, B CO3JIaHUM IPABOBOTO,
COLIMAJILHOTO TOCYJapcTBa, B JOCTIKEHUH U MOAJAEPKAHUU
OOIIECTBEHHOTO COTJIacus, B JyXOBHOM 0OHOBiIeHUU Poccun

CoOTHECHUTE OCHOBHBIC MOHSTHUS
B o0nacth WHPOPMALMOHHON
Oe3omacHOCTH

1. ataka

2. ysizBuMocTh AC

3. yrpo3sa 6e3onacaoctu AC

4, 3allII€HHAass CUCTEMA

1. HekoTOpOE€ HEynayHOE CBOWCTBO CHUCTEMBI, KOTOPOE MAEIAEcT
BO3MO’KHBIM BO3HMKHOBEHHE U PEAIHU3ALUIO YIPO3bl

2. cUCTeMa CO CpEICTBAMHU 3allWTHl, KOTOPHIE YCIENIHO |
3¢ (HEeKTUBHO MPOTUBOCTOST Yrpo3aM OE€30MacCHOCTH

3. Bo3MOXHBIE Bo3zmedcTBus Ha AC, KOTOpbIE MpSIMO WK
KOCBEHHO MOT'YT HaHECTH yuiepb ee 6€301aCHOCTH

4. neiicTBUe, TPEIIPUHUMAEMOE 3JIO0YMBIIUIEHHUKOM, KOTOpOE
3aKJII0YaeTCd B IMOUCKE W MCOOJH30BAHMM TOW WIM WHOU
YSI3BUMOCTH CUCTEMBI

CooTHecHTE OCHOBHBIE BHBI
yrpo3 st AC

1. yrpo3a HapymieHUs] KOHQHUICHIINATHBHOCTH

2. yrpo3a OTKa3za ciyx0

3. yrpo3a HapyuIeHHsl 1IeJIOCTHOCTH

1. mr060€ yMBIIUIEHHOE U3MEHEHHE MH(POpPMAIUH, XpaHsIIIenHcs B
BC unu nepenaBaemoii OT 0JIHOM CUCTEMBI B IPYTYIO

2. BO3HHKAET BCAKUU pa3, KOrja B pe3yjibTaTe MpeJHAMEPEHHBIX
NEHCTBUM, NpeINpUHUMAEMbIX JPYTUM IIOJb30BaTENEM WM
37I0YMBIIIJICHHUKOM, OJIOKUPYETCs TOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3akio4yaercs B TOM, 4TO MH(OpManus CTAaHOBUTCS M3BECTHOU
TOMY, KTO HE pacrojiaracT MOoJHOMOYUSIMH JIOCTYIa K HEMl

CooTHecuTe  KJIacCH(HUKAIUIO
yIpo3 110 psify HPH3HAKOB

. 1O ITPUPOJAC BOSHUKHOBCHUA

. IO HCIIOCPCACTBCHHOMY UCTOYHUKY

. o crernenu Bo3aercTeus Ha AC

. TIo croco0y goctymna K pecypcam AC

. IaCCUBHBIC 1 aKTUBHBIC

NP ARIWN -

. HalpaBJIEHHbIE HA UCIOJIb30BAaHUE MPSIMOT0 CTAaHAAPTHOTO MYTH
JOoCTylla K pecypcaM M HalpaBlIEHHbIE Ha MCIOJIb30BaHUE
CKPBITOT0 HECTAHIAPTHOTrO AocTyna K pecypcam AC

3. €CTCCTBEHHBIC WIIH HNCKYCCTBCHHBIC

4, NpuUpoAHas  cpeaa,  YeJOBEK, CaHKIIHUOHUPOBAHHBIE
MPOrPAMMHBIE CPEACTBA U HECAHKLIMOHUPOBAHHBIE TPOTPAMMHBIE
CpelcTBa

Yro Takoe cepTH(UKALHS

MOATBCPIKACHUC COOTBCTCTBHUA MNpoaAyYKIUU Ui yciayr
YCTAaHOBJICHHBIM Tpe6OBaHI/I$IM HJIW CTaHdapTaM

NOATBCPIKACHUC COOTBCTCTBUA HOPOAYKOHUHU, HO HC YCIyr
YCTaHOBJICHHBIM Tpe60BaHI/I$[M HJIN CTaHdapTaM
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IIOATBEPKIACHUE COOTBETCTBUS YCIYI, HO HE MPOAYKLUU
YCTaHOBJICHHBIM TPEOOBAHUSAM WJIM CTaHAAPTAM

JOKYMEHT, TOATBEPKIAIOIIMI COOTBETCTBUE CPEJICTBA 3aIIUTHI
nHpopManuu TpedoBaHUAM 110 Oe30macHOCTH HH(pOpMaITUU
JOKYMEHT, TIOATBEPKIAIOIINIA COOTBETCTBUE CPEACTBA 3AIIUTHI
nHpopMauy TPeOOBAHMIM 0 XpPaHEHHUIO WH(OpMAIUU
JOKYMEHT, TIOATBEPKIAIOIINI COOTBETCTBHE CPEACTBA 3aIIUTHI
nHpopManuu TpeboBaHMIM 10 00paboTke nHpOopMaLUU

Uro Takoe cepTuduKar?

Kak Ha3bIBACTCS JIUTIO, 5
CAMOCTOSTCILHO cosmapiee | CYOPEKT NEPCOHATLHBIX TAHHBIX
HH()OPMAITHIO 60

MOTydMBIIGE HA OCHOBaHMHM | OTIEPATOP HH()OPMAILMOHHOH CHCTEMBI
3aKOHA WIM JIOTOBOpa TIPaBO
pasp€uiat HWJIX OI'paHUYMBATH O6J'IaI[aTeJ'II-> I/IH(l)OpMaHI/II/I

J0CTyI K WHPOPMALUH,

I JIIEMOU MO K -

oTpeieNIIeMON 10 KaKHUM-JINOO Cy6BeKT HHbOpMALIH
MpU3HaKam?

Bomnpocsl k koMIuiekcHoMy 3axanuio TK1

1. Yro Takoe nnpopmaimonHast 0€30MacHOCTb?

2. Ilepeuncnute BaKHEUIINE aCEKThl HH(POPMAITMOHHOM 0€30MaCHOCTH.

3. [lepeuncnure ypoBHH 3aIUTH HH()OPMAIIHH.

4. Oxapakrepusyite yrpo3bl MH(GOPMaLMOHHOM O€30IaCHOCTH: PACKPBITHS
LEJIOCTHOCTH, OTKa3 B 00CITyKHBAHUU.

5. O0bsicHUTE TPUYUHBI KOMIIBIOTEPHBIX NMPECTYIICHUM.

6. OnuiurTe OCHOBHBIE TEXHOJIOIMH KOMITBIOTEPHBIX MPECTYIIIICHUM.

7. Ilepeuncnure Mepsbl 3alIUTH UHPOPMALIMOHHONW O€30MaCHOCTH.

8. Ilepeunciute Mepbl NMPEAOCTOPOKHOCTH NHpU paboTe C LENbIO 3alUThI
uHdopmaIuu.

9. OnumuTe OCHOBHBIC MEPHI 3alIUTH HOCUTENEH HH(OPMAIIUH.

10. Tlouemy moakmOYeHHE K TI00ATBHON KOMIIbIOTEpHOUW cetn HHTepHeT
MpeACTaBIsAeT co00i yrpo3y aist UHGOPMaIlMOHHON 0€30MacHOCTH?

11. OnwummTe, Kak HMCHOJIB30BAHUE DJIEKTPOHHOW TMOYTHI CO3/IAE€T YIPO3y
uHpopmanmoHHo Oe3omacHocTu. Kakume Mepel oOecrieuynBalOT Oe30macHoe
UCTIONIb30BaHue e-mail?

12. Kakue cymecTByIOT MEXAYHAPOIHbIE U POCCUICKHUE CTAaHIAPThI B 00J1acTH
0€30M1acHOCTH KOMIIBIOTEPHBIX CUCTEM U MH(DPOPMALIMOHHBIX TEXHOJOTUI?

13. Kpurtepuu 6€301acHOCTH KOMITBIOTEPHBIX CHCTEM MUHUCTEPCTBA OOOPOHBI
CIHIA (“OpanxeBast kHura’).

14. PykoBonsmue 1okyMeHTsl ['ocTexkomuccuu Poccun.

15. MexxnynapoaHbie CTaHAAPTH HHPOPMAIMOHHOHN Oe3omacHocTu. CTangapt
ISO/IEC 15408 "O6mme xkputepuun". Omnucanue TpeOOBaHUM O€30IAaCHOCTH H
XapaKTEPUCTHUK yTPo3.

Js Tekymero kouTpoJsa TK2:

IIpoBepsiemast KOMIIETEHIMS:

KO,Z[ 1 HAMMCHOBAHHEC KOMIICTCHIIMH KO,Z[ 1 HAUMCHOBAHUC MHAHUKATOPA

OIIK-1. CnocobeH NoHuMAaTh NPHUHIIUIIEI OIIK-1.2. Bnageer  HaBbIKAMH  NPUMEHEHUS




Kox u HauMeHOBaHHE KOMIIETEHITHH Ko u HanMeHOBaHME WHIUKATOPA

PabOTHI COBPEMEHHBIX HH(OPMAITMOHHBIX nU(GPOBBIX  TEXHOJIOTHW JJsl  pelIeHUs  3aaad

TEXHOJIOTUI U UCTIOJIL30BaTh UX JUIS PELIeHHs | MPOo(ecCHOHANbHON  JIeATENbHOCTH C  y4YETOM

3a71a4 po(heCCHOHATBHON eATETbHOCTH OCHOBHBIX TpeGoBaHU MH(POPMALIMOHHOM

0e301macHOCTH
Tecr
Bonpoc Bapuanmer omeema

Kakoii o0muii ymep0d 10 | 4

JTAaHHBIM Wucturyra

KoMnsrorepHoi 34

be3zonacHoctu HaHecnu | 54

KOMITBIOTCPHBIC BUPYCHL 3 | 74

nocineaHue S5 ner, (MIpI.

noun. CIITA)? 94

Ilo INAaHHBIM JKypHaia | 500000

«Security Magazine», | 1000000

cpenHuii pasMep yimepba oT 1500000

KOMITBIOTEPHOTO

MolIeHHMuecTBa cocTasiser | 2000000

(momn. CHIA) 2500000
nporecc  cbopa,  HaKOIUICHHS,  OOpaOOTKH,  XpaHEHUs,
pacnpesiesieHus: U IoucKa nHGopMaluu
npeobpa3oBanue  uHPOpMAIMK, B  pe3yibTare KOTOPOTO
coliepkaHue  HMHQPOPMAIMM  CTAHOBUTCS  HEMOHSATHBIM  JJIS
cyOBeKTa, He UMEIOIIETo JI0CTyMa

[Mudposanne wuHboOpManuu | HOTydYeHHE  CYOBEKTOM  BO3MOXKHOCTH  O3HAKOMIIGHUS  C

9TO

nHpOpManKeH, B TOM YHCIIe ITPH MOMOIIN TEXHHYECKUX CPEJICTB

COBOKYITHOCTb MPaBUJI, PETIAMEHTUPYIOLIUX MOPSIAOK U YCIOBUS
JOCTYyTIa CYyObeKTa K MH(POPMAIUU U €€ HOCUTEIISIM

NEeSITeNbHOCTh 1O TPEJOTBPAIICHUIO YTEYKH HH(POpPMAIIUH,
HCC&HKHI/IOHI/IpOBaHHI)IX nu HGHpGHHaMCpCHHBIX BO3I[CI>'ICTBI/Iﬁ Ha
Heé

ITo JTAaHHBIM ['maBHOTO
WH(OPMALIMOHHOTO  IIEHTpa
MB/J[ Poccun KOIMYECTBO
KOMIIBIOTEPHBIX
MPECTYIICHUN €XKEroTHO
yBenMYuBaeTcs B (pa3a)

2

2,5

3

3,5

4

ITo JIAHHBIM I'maBHOTO
WH(OPMAIIMOHHOTO  IIEHTpa
MBJI Poccuu exeroaHbiit
pa3zmep MaTepuaibHOrO
yimepda OT KOMIBIOTEPHBIX
MPECTYIJIEHUA  COCTaBIISIET
OKO0JIO (MJTH. pyOIIeit)

6

60

160

600

1600

ITo JTaHHBIM I'maBHOTO
WH(OPMAIIMOHHOTO  IIEHTpa
MBJI  Poccum  cpenHuii

yiepo, MPUYHHSEMBIHA

1,7

2,7
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MIOTEPIIEBIIEMY oT 1
KOMITbIOTEPHOT'O
IPECTYIUIEHUS, paBeH (MIIH.
pyOIeit)

3,7

4,7

OcHoBHOE CpPEICTBO,
o0ecreunBaroIiee
KOH(UICHIINATEHOCTD
UHPOpPMAIIUK, TOCHUIAEMOMN
MO0  OTKPHITBIM  KaHajam
nepeaayd JaHHBIX, B TOM
YHCIIe, 10 CETH UHTEPHET

UICHTHDUKAIISL

ayTeHTH(UKAIIIS

ABTOpHU3alu

OKCIICPTHU3a

mudpoBaHue

Hns Oe3omacHOM mepenavu
JTAaHHBIX 10 KaHaJlam
WHTEPHET HCIIONTB3YETCS
TEXHOJIOTHS

WWW

dicom

vpn

ftp

xml

Komrmieke arrmapaTHbIX
u/nm IPOrPaMMHBIX
CPE/CTB, OCYILECTBIISIOLIHMA
KOHTPOJIb H  (PHIIBTPAIIHIO
CETEeBOTO Tpaduka B
COOTBETCTBUHU C 3aJaHHBIMH
NpaBUJIaMU U 3allUIIAFOIIHHA
KOMIIBIOTEPHBIE ~ CETH  OT
HECAHKIIMOHUPOBAHHOTO
JOCTyTa

AHTHUBUPYC

3aMOK

Opanamay’p

Kpunrorpadus

OKCICPTHaA CUCTEMaA

[Ipouenypa, mnposepsroas,
UMEEeT JU TMOJb30BaTeNh C
MNpEaABABICHHBIM
UACHTU(PHUKATOPOM TMpPaBO Ha
JOCTYT K pecypcy 3To

uaeHTUDUKAIHS

aYTeHTI/Iq)I/IKaHI/IH

cTpaTuuKanus

pEerucTpanus

aBTOPH3AIUS

COACPIKATDh I_[I/I(I)pbl u 6YKBBI, 3HAKU MPCIIMHAHUA U OBITH CIIOKHBIM
JJId yraablBaHUA

COJIepKATh TOJIBKO IU(PEI

[Taponb MOJIb30BATENs | COAEPIKATh TOJIBKO OYKBBI

JIOJIKEH MMETh SBHYIO NMPUBS3KY K BiaAeiblly (€ro UMs, JaTa POKIACHMUS,
HOMep TenedoHa u T.11.)
OBITH MPOCTHIM M JIETKO 3allOMHHATHCS, Hampumep «123», «111y,
«qwerty» 1 T.J.

[TmactukoBas KapTOYKa, | TOKEeH

cozeprkanias YU A | hassword

KpunTorpauueckux

o 1apoJib
BBIUMCJICHUM U BCTPOEHHYIO login

3alIUIICHHYI0 MaMATh JUIs
XpaHeHHs HHPOpPMaLIUU

cMapT-Kapra

YcrpoiicTBo JUISt
uaeHTU(DUKAITIH
MMOIb30BaTeIIEeH,
IpeJCcTaBIsIoNee coboit

TOKCH

aBTOHOMHBIN TOKEH
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MOOWJIBHOE  TEPCOHAIBHOE
YCTPOMCTBO, HAIIOMHHAIOLIHE
MaJICHBKHM  TEUIKEp, HE
HOJICOEAUHSAEMBIE K
KOMIIBIOTEPY U  HMMEIOIIHe
COOCTBEHHBIN UCTOYHHUK
OUTAHUS

USB-tokeHn

ycTpoiicTBo iButton

cMapT-KapTa

Hoctyn  mnonb3oBarenss K
UH(OPMAIIMOHHBIM pecypcam
KOMIIbIOTEpa © / WIH
JIOKAJbHOM BBIYHMCIMTEIBHOM
CEeTU TPEANPUATUS JTOJLDKEH
paspeniaTbCsi TOJIbKO MOCE:

BKIIFOYCHHS KOMIIBIOTEpA

UICHTH(UKAIUY 10 JIOTUHY U MapOJTI0

3alpoca nNacinopTHbIX AaHHBIX

3arpoca 10MCHHOI'0O NMCHHA

3anpoca PO

oOecreyeHnsT JTOBEPCHHOM 3arpy3Kd KOMITBIOTEpA W KOHTPOJIS
[EJIOCTHOCTH (haiJIOB B CHCTEMAX

DJEeKTPOHHBIC 3aMKH | CKaHUPOBAHHS OTIICYATKOB IAJIbIICB
peHa3HAYEeHbI JUIA ... IIPOBEPKH CKOPOCTHU U 3arpy3kHu (aisioB
o01Iero KOHTPOJIs
UACHTU(UKALIMH [10JIb30BATE
XpaHeHus 001bI0ro 00beMa KOH(pHUICHIMATBHON HH(OpMAIHN
3alIUThI IEPUMETPA KOPIOPATUBHOM CeTH
OneKTpoHHbIE 3aMKH > v
) Ha/IKHOM ayTeHTU(UKAIMK U UJIEHTU(UKALIUKU 1T0JIb30BaTeNei
MpeAHA3HAYCHBI JJIS:
OJOKMPOBAHUSI KOMIIBIOTEPA BO BPEMsI OTCYTCTBHUS IMOJIb30BATEIS
Ha paboueM MecTe
CHCTEMHOE MPOTrpaMMHOE 00ECTICYCHHE
Jus 3aLUThHI OT | IPUKJIAJIHOE IPOrpaMMHOE o0ecrieueHue
37I0YMBIIIJICHHUKOB AHTUBHUPYCHBIE MPOTPAMMBI

HeO6XO,I[I/IMO HCIIOJIB30BaTh

KOMIIbOTCPHBIC UT'PbI

MY3BbIKY, BUJIEO(DUIbMBI

AnmnaparHble
JIOBEPEHHOM
«AKKOPI-AM/I3»
MPEJICTaBIISIIOT COOOM. . .

MOJTYJTH
3arpy3Ku

arrmapaTHbIi KOHTPOJIEP

SHeKTpOHHLIﬁ 3aMOK

CHCTEMa KOHTPOJIS

CETEBOM ajanrtep

KOIMPOBAJIBHBIN anmnapar

[Tpocreiimmm CII0cO00M
UIEeHTU(DUKAITIN B
KOMIIBIOTEPHOU cucreme
ABIISIETCS BBOJ
UICHTUPHUKATOPA

[10JIb30BaTENA, KOTOPBIN

HMCECT CJICAYIONICC HA3BAHUC

TOKECH

password

napoJib

login

cMapT-KapTa

YroObl moamucath cOOOIIEHNE
IEKTPOHHOMN IUQpOBOI
MOJIHCHIO, HCTIOJIB3YIOTCS

OTKpBITLIfI KJIFOY OTIIPABUTCIIA

OTKpBITBIfI KJIIFOY ITOJTYy4aTCIIsd

3aKpBITLIﬁ KJIFOY OTIIPABUTCIIA

SaKpBITBIﬁ KJIFOY ITOJTYy4aTCIIsd

KakoBa  mociie1oBaTeIbHOCTH
MOAMMCAHUS  COOOILIEHUH  C
oMo IIIT?

BBIYHCIIACTCA XOIII, 3aTEM XOIII 3aI_I_II/I(I)pOBBIBaCTC$I

cooOmieHnue  3amu@poBBIBACTCS,  IMOCIAE  YEro
XOIIUPYETCS

pe3ynbTar

IIpu MMoAINMCaHnuun COO6IJ.I€HI/IG SaH_II/I(prBLIBaeTCH, IIpu IMPOBCPKE
BBIYHUCIIACTCA XOII
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BBIYHCIISICTCSl XOII HMCXOJHOTO COOOIIEHUS, IOCIE YEero OHO
3amu(poBbIBACTCS

B 4em 3akmrouaercss Takoe
CBOICTBO GbyHKIIIH
xamupoBanus H kak croikocTh
K KOJUTH3USM ITEPBOTO poaa?

s mo0oro xsma h 10mKHO OBITH MPAKTUYECKH HEBO3MOXKHO
BBIYMCIIMTH WM 1TOA00paTh Takoe X, 4To H(x) =h

JOJDKHO ~ OBITh NMPAKTHYECKH HEBO3MOXHO BBIYHCIHTH WU
nmogoOpate JIOOYI0 Mapy pasiudHbIX COOOMIEHWUH X W Yy Ui
kotopsix H(x) = H(y)

JUIMHA X5IIa JO0JDKHA OBITh (DUKCHPOBAaHHOW HE3aBUCHMO OT
JUTUHBI BXOJHOTO COOOIICHHSI

Bupycel, He cBs3BIBarOIIUE
cBOM Kommu ¢ ¢ainamu, a
CO3JIAIOIIME CBOM KONHHM Ha
UCKaX, HE W3MEHAA IPYTUx
(aiioB, Ha3BIBAIOTCS

KOMITAHBOH - BUPYCAMU

4yepBU

MMapa3uTHUYCCKUC

MIPU3PAKU

CTEJIC-BUPYCHI

AHTHBUpYCHAs nporpamma
OpUHIMI ~ pa0oOThl, KOTOPOH
OCHOBaH Ha TIPOBEpKe (aiisos,
CEKTOPOB U CHUCTEMHON HaMATH
N IIOHCKE B HHUX H3BCCTHBIX U
HOBBIX BUPYCOB HA3bIBACTCSA

PEBU30POM

HUMMYHHU3AaTOPOM

CKaHEepOM

JOKTOpa U (haru

VkazaTh HEJIOCTaTKH,
HMMEIOLMECS Y aAHTUBUPYCHOM
MIPOTpaMMBbl PEBU30P

HECTIOCOOHOCTh TIOWMaTh BUPYC B MOMEHT €ro IMOSIBICHHUS B
cUcCTeMe

HeOoJIbIIast CKOPOCTh TOUCKA BUPYCOB

HEBO3MOXKHOCTH OIPEICIUTh BUPYC B HOBBIX (haiimax

BCC BAPpHUAHTBI BCPHLBI

K JOCTOMHCTBAM TCXHHYCCKHX
Cp€ACTB 3alllUThI OTHOCATCSA

peryspHbli KOHTPOJIb

CO31aHHUEC KOMIIJICKCHBIX CUCTCM 3alllMThI

CTENEHb CI0KHOCTH YCTPONUCTBA

BCC BApHUAHTBI BCPHLBI

OITACHEIE
(haiinoBbie
B xnaccudukanuio BUpycoB 1o | PE3HIACHTHBIC
croco0y 3apakeHUs! BXOIST 3arpy304HbIe
(aiinoBo-3arpy30uHbIe
HEPE3UICHTHBIE
YEepPBU
K Bupycam U3MeHSIOIMM cpey | CTYACHUYCCKHE
0OUTaHUS OTHOCSTCS: OJINMOp(HBIE
CIYTHUKU
Bupycs, He cBssbBaroupe | KOMIAHBOH - BUDYCaMHU
cBOM Komuu C (aitnamu, a | UCPBH
CO3JAIOIIME CBOM KOIMU HA | CTEJC - BUPYCHI
JUCKax, HE HU3SMCHAA JOpPYyrux MaKpOBHPYCHI
¢aiinos, Ha3bIBAIOTCA IPHU3PAKH
4epBU
K Bupycam He wusMmesstomum | CTCIC-BUPYChI
cpefy OOMTaHHs OTHOCSTCS OJIMMOp(HBIE
CIYTHUKH

Hexotopoe
KOJINYECTBO

CEKpETHOE
WHPOpMAIUH,

UICHTUPUKATOP MOJIb30BATENS
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HW3BECTHOE TOJIBKO
MOJB30BATENI0 W TapOJIbHOM
CUCTEME, KOTOPOE MOXKET OBITh
3alIOMHEHO IOJIb30BaTEJIEM U

MapoJib MOJIb30BATCIIA

YUCTHAaA 3alUCh IMOJIb30BaATCIIA

IPEIbBICHO ISt
[POXOKACHHA IpOUCAYPEL | raponibHast cucTemMa
ayTeHTU(UKAINH — 3TO ...

KPHIITOJIOTUSI
UccnemoBanue  BO3MOXHOCTH | KpHIITOrpadus
pacmudpoBanus HH(GOPMALMK | KPUIITOAHAIN3
0e3 3HaHMS KII0UeH B3JIOM

HecaHKHI/IOHI/IpOBaHHBIﬁ JOCTYII

XpaHeHue mapoJieit
OCYIIECTBISTHCS

MOXKCET

B BHJIE CBEPTOK

B OTKPBITOM BHIC

B 3aKPbITOM BUJIC

B 3a1IM()POBAHHOM BUJIE

BCC BApHUAHTBI OTBCTA BCPHBI

CooTHecuTe OCHOBHBIE METOIBI
IIOJIYYECHUS TapoJIeit

1. MeTox ToTaLHOTO TIepedopa

2. CJIOBApHasdA aTakKa

3. TmoilydyeHHWe TMapojied M3 CcaMOi CHCTeMBbl Ha OCHOBE
IIPOrpaMMHOM U anmnapaTHOM peaan3alii KOHKPETHON CHCTEMbI

4. mnpoBepka MapoJied, YyCTaHAaBIMBAaEMbIX B CHUCTEMax IO
YMOJIYaHUIO

1. mis mepebGopa HMCHONB3YEeTCS CIIOBaph HaMOOJIEe BEPOSTHBIX
KJIIO4eH

2. ABYMA  BO3MOXKHOCTAMU  BBIACHCHUS  IIApOJId  ABJISIFOTCS:
HecaHKIII/IOHI/IpOBaHHI)If/i JOCTYIl K HOCHUTCIIIO, COACPIKALICMY
11apoJin, JIMOO MCITOJIb30BaHUE y;ISBI/IMOCTeI‘/'I

3. OIpOOBIBAIOTCS BCE KITFOUM MOCIIE0BATENBHO, OJIUH 32 JPYTUM

4. maponb, YCTaHOBJEHHBIH  (QUPMON-Pa3pabOTUUKOM IO
YMOJTYaHHUIO, OCTAETCs] OCHOBHBIM IIAPOJIEM B CUCTEME

1. BHEIIHA 3aluTa

2. ONO3HABaHUE

3. BHYTPEHH:IS 3aIl1Ta

1. 3ammuTa OT BO3IEWUCTBHUS JECTAOUIU3HPYIOMIUX (AKTOPOB,

Cootnecure dyHKIHH, | TPOSBILSIIOIIMXCS HEMOCPEACTBEHHO B CPEACTBAX 00pabOTKH
BBITIOJIHAEMbIE ~ TEXHHMYECKMMH | HH(GOPMAITUU
CpeACTBaMH 3AIUTHI 2. 3amuTa OT BO3JEHCTBHA JAECTAOMIM3HPYIONMX (PaKTOPOB,
TPOSBISIFOIINXCSI 3 Tpe/ieiaMu OCHOBHbIX cpencts ACO]]
3. cnenuuyeckas TpyIa CpeACTB, IMPeAHA3HAYCHHBIX YIS
OMO3HABAHUs  JIOJACH 1O  PA3NUYHBIM  WHIUBUIYaTbHBIM
XapaKTEPUCTHKAM
cepTH(UKAT KITF0YA MOAIMKCH, OTHOCSIIUICS K 9TOM 3JIEKTPOHHOMI
OneKTpoHHas unbpoBas | phpoBoii MOAMKMCH, He YTPATHI CHTy (IeiiCTByeT) Ha MOMEHT
[OAmACE B SNCKIPOHHOM | popepku MM HA MOMEHT IMO/ITACAHUSI 3JICKTPOHHOTO JIOKYMEHTa
AOKYMCHTC PABHOSHATHA |y pangpuum  JOKA3aTeNbCTB,  OMPEAESIONIMX — MOMEHT
COOCTBEHHOPYYHOH TMOJIKCH B
JOKyMEHTE Ha  OyMaXHOM TTOAMHCAMTHA

HOCHTEJIE TPU OJIHOBPEMEHHOM
coOJII0JICHUT CIIETYIOIINX
YCJIOBUH:

MOATBEPK/ICHA TTOAJIMHHOCTD AJIEKTPOHHON ITU(POBON MOIIUCH B
3JIEKTPOHHOM JIOKYMEHTE

OJICKTPOHHAasA I_[I/I(i)pOBaSI MMOAMHCHh HUCIIOJB3YETCA B COOTBCTCTBUU
CO CBCACHUAMU, YKA3AHHBIMHU B CepTI/I(I)I/IKaTe KJIIO4Ya nmoanucu
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BCPHBI BCC BAPpUAHTLI

Cosznanue KJIrouei
3JIEKTPOHHBIX UG POBBIX
MOJIITUCEHN OCYIECTRBISICTCS TSI
HCIIOIB30BaHUs B

MH(OPMALIMOHHON CHCTEME OOIIEro MOJIb30BaHMS €€ YYaCTHUKOM
WJIM 110 €r0 OOpaleHHIO YAOCTOBEPSIOIIUM HEHTPOM

KOPIIOpAaTUBHON  MH(OPMAIIMOHHOH  cUCTeME B
YCTaHOBJICHHOM B 3TOU CUCTEME

MOpsIZIKE,

BEpHbI 002 BapUAHTHI

3HAa4YCHUCM HOHYCTHMOﬁ BEPOATHOCTHU HCI/ICHpaBHOCTeﬁ W1

cO0eB, TMPUBOAANMX K MOJYYCHHIO  3JOYMBIIUICHHUKOM
JIOTIOTHUTEIBHON uHbopMauu 0 KpunTorpapuueckux
Yem ompenenseTcs ypOBEHb npeobpa3zoBaHusIX
HaJISKHOCTH NpUMeEHSeMBIX | CIOKHOCTBIO KOMOMHALIMM CHMBOJIOB, BBIODAHHBIX CIly4ailHbIM
KpHUITOrpadUueCKuX obOpa3om
npeoOpa3oBaHuii HCIIOJI30BaHUEM OOJIBIIIOTO YMCIIA KITFOUEH J1s G pOoBaHUs
OTHOILICHHEM KOJIMYeCTBa Jemu(ppoBaHHOW HHPOpPMALIUU K
o0uieMy KOJIMYECTBY MIM(PPOBaHHOW MHGOpMALIMU, MOJUIekKallen
JIemnppoOBaHHIO
1 poBaHue C 3aKPBHITHIM KIIIOUOM
Kak UHaAYe HasbiBaercs | mMudpoBaHue MeTooM belitca

CUMMETPUYHOE MHUPPOBAHHUE

(P POBAHUE C OTKPBITHIM KIIIOUOM

IJ_II/I(i)pOBaHI/Ie C ICPEMCHHBIM KJIFOYOM

Kaxoit aIrOPUTM HE
UCIIOJIB3YETCS npu
CUMMETPUYHOM MIH(YPOBAHUN

MMOTOYHOE M (pOBaHHE

moOuTOBOE MHUDPOBAHUE

6s104uHO€E U(ppOBaHNE

aIropuT™ Jib-1 amarns

Uro siBAsieTCS MPEUMYIIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOPOCTbH BBITIOJIHEHUSI KpUNTOrpauuecKkux npeoOpa3zoBaHuii

JIETKOCTh BHECEHHUSI N3MEHEHUH B aJITOPUTM MIH(PPOBAHUS

CEKPETHBIN KJII0Y U3BECTEH TOJBKO IMOJIyYaTelnr0 HHPOpMAIUH U
TepBOHAYAIbHBIA 0OMEH He TpeOyeT nepeaadyn CeKPETHOro KIIoya

MpUMEHEHHEe B CHCTeMax ayTeHTU(UKAuu (DJIIEKTPOHHAS
TIO/ITIHCH)
Kax Ha3bIBaeTCS
«ucropuueckuit»  mudp, B up Mapkoa
KOTOpPOM KaXKaast OykBa
HCXOJHOTO TEKCTa 3aMEHANACE | yyuchp [lesaps
OyKBOH, CTOAIIEH Ha HEKOTOpPOE
(UKCHPOBAaHHOE YHUCIIO MECT
naneme B andaBuTe, O wup JHUrMa
MPUMEHEHUH KOTOpPOTO
HUMEIOTCS JIOKyMEHTAIBHBIE | 11y Ba6umKa
CBUJIETEIhCTBA?
CHAMMETPUYHBIE KPUIITOCUCTEMBI
KPUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM
. | KpUIITOCHUCTEMBI C TyOJIMPOBAHUEM 3AIIUTHI
Paznensr COBpPEMEHHOMU v v
CUCTEMBI DJIEKTPOHHOM IIM(PPOBOM MOANHUCH
Kpuntorpadpuu:
YIPaBICHUE MAPOISIMU
yIpaBJICHHUE NEPENavYeil JaHHbBIX
YIIPAaBJIEHUE KIIFOYaMHU
npolece, [IOCPEICTBOM KOTOPOTO HIEHTU(DUKAITHS

ABTOpH3anyei Ha3pIBaeTCS

MpeAnoaraeMo JIMYHOCTH MPOBEPSETCS HA OCHOBE JTIOKYMEHTA,
YIOCTOBEPSIONIET0 JINYHOCTD
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ayreHTU(UKAUS  OCHOBaHHAas Ha JBYX pa3HBIX  THUMAX
HJIEHTU(DHUKAITUH.
4acTh MJCHTHUYHOCTH, KOTOpas OTPaKaeT OMpPEICICHHYIO

BPOX/IEHHYIO OCOOCHHOCTb JINYHOCTH, TO €CTh TO YTO CBSI3aHO C
KOHKPETHOU JIMYHOCTHIO

[Iponecc, koTOpbIM MaeT (WU OTKIIOYAET) MpaBO JOCTyNa K
(ceTeBBIM) pecypcam

AyteHTudukanus - 3TO
TPOoIIECC MIPOBEPKHU
MPEoaraeMoi TMOATUHHOCTH
JINYHOCTH Ha OCHOBaHHH
KaKoro-JInbo  yAOCTOBEPECHUSI
JUYHOCTH, KOTOPOE  MOXET
OBITh

YTO-TO, YTO BBI 3HACTC

4YTO0-TO, YTO Y BacC €CThb

TO, YEM BHI ABJIACTCCH

JBOIHOM 3a1IMTOI HA3bIBAETCS

ayTeHTU(UKAINS HA OCHOBE JIBYX HJICHTU(HUKATOPOB.

ayreHTU(UKAUS  OCHOBaHA Ha  JIBYyX  pa3HBIX
WICHTH()UKAITIH

TUIIaX

ayreHTU(UKAlUg, OCHOBaHHAs Ha ABYX WM Oojiee pa3iIM4HbIX
TUTIAX UICHTH()UKAITIT

IlepeuncnuTte Ba’KHBIC YUETHBIE

YUCTHBIC 3allMCHU UISA BXOJd B 0aHK

YUETHBIC 3aIlMCH, COJCpXKalHe KOH(DUICHIMAIBHYIO JIMYHYIO
nH(pOpMaIHIO

3amMCH  JUIA  OJIb30BaTels =
azgpeca JJIEKTPOHHOM IIOYTHI, Ha KOTOPBIE Bbl MOKETE 3aKa3aThb
Nurepuera, rie HY>XHO
HANIOMHHAHUS NIAPOJIs TS IPYTUX BeO-cpen
UCIIONIB30BaTh  JIBYXOTAITHYIO -
ayTeHTHHKALHIO? YYETHBIE 3aIIMCU COLMAIIBHBIX CETEU
YUETHBIE 3aMKMCH CIYKO C MOMOIIBIO KOTOPBIX BXOAST B JIPyrue
Be0-CITYKOBI
ACHMMETPUYHBIMU AJITOPUTMAMHU MU(POBAHUS
Anroput™Mel  (pPOBAaHUS €
CUMMETPUYHBIMU AJITOPUTMAMH MIU(POBAHUS
OTKPBITBIM KITFOUOM 1o- (bposa
HOCTOPOHHUMH AJITOPUTMAMHU IHA(PPOBAHUS
JPYroMy Ha3bIBaIOTCS OZHOCTOPO = aropuT™Ma P
MMOMEX0YCTOMUMBBIMU alITOPUTMAMHU NG POBaHUS
ITOpUTMaMH MU(POBAHUS C OTKPHITHIM KIFOYOM
ACHMMETPUYHBIE  AITOPUTMBI
CUMMETPUYHBIMU AJITOPUTMAMU MTU(POBAHUS
MU (pPOBAHUS HO-JIPyTOMY b
HA3HIBAIOTCS OILHOCTOpOHIjI/IMI/I AJITOPUTMAMH U (DPOBAHUS
MTOMEXO0YCTONYMBBIMH AJITOPUTMAMHU MU (DPOBaAHUS
Marematndeckast GbyHKIHSA,

KOTOPYIO OTHOCHUTCIILHO JIETKO
BBIYHUCINTb, HO TPYAHO HalTH

Kpunrorpaguueckoi GpyHKIHeH

OJIHOCTOPOHHEHN (QyHKIMEN

o 3HAYECHHIO GbyHKIIN

cootBercTBylomee  3Hauenne | pynxumen Juddu-Xennmana
apryMeHTa,  Has3blBaeTcs B .

KpurTorpadum dbynkme Ditnepa
OpnHOCTOpOHHUE (YHKIUH, TO

ecTh bymKim, KOTOpBIE (hopMUpOBaHHUSI XEII-KOJIOB
OTHOCHUTEIIEHO JIETKO

BBIYUCIUTh, HO MPAKTHYCCKH wu(ppoBaHust COOONIIEHUH
HEBO3MOXXHO HalTH 1o

SHa4YCHHIO ¢yskuny | hopmupoBanus HU(POBOIL IO IUCH
COOTBETCTBYIOLIIEE  3HAUCHHE

aprymMmeHra, MOKHO

HUCIIOIB30BaTh I

KOHTPOJIA U UCITPABJICHUSA OIIMOOK IIpu nepeaavuc HH(bOpMElLIPIH




Bonpoc

Bapuanmbl omeenma

Yro sBusgercs 0COOEHHOCTHIO
CHCTEM mUQppOBaHUS c
OTKPBITHIM KJIFOYOM o
CPaBHEHUIO ¢ CHMMCTPUYHBIMHU
crucTeMaMH UG POBAHS?

BO3MOKHOCTh IIU(POBaHMUS KaK TEKCTOBOHM, TaKk M rpaduyeckoit
nHpopmauu

BBICOKAsi CKOPOCTh MPOLIeCCOB MudpoBanus/pacumdpoBanus

HCIIO0JIb30BAHHUEC MAJIOTO KOJIMYCCTBA BHIYUCIIMTCIIbHBIX PECYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  IIPEIBApUTEIILHOM  Iepenadu
CEKPETHOI'0 KJII0Ya 110 HaIEKHOMY KaHaJly CBSI3U

Jns  peleHuss Kakux —3aja4
MOKHO MCTIOTB30BATh
ANTOPUTMBI  IIUPPOBAHUS  C
OTKPBITBIM KITIOUOM?

JJIA H_II/I(i)pOBaHI/ISI nepeaaBacMbIX U XpaHUMBIX JAaHHBIX B LECIIAX
HX 3alllUThl OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIA

s popmupoBaHuss UGPOBON MOANUCH TOJ SIECKTPOHHBIMU
JIOKYMEHTaMU

JUI PACIIPENEICHUS] CEKPETHBIX KIIIOUEH, HCIOJIB3YEMBIX ITOTOM
npu NM(POBaHUHU TOKYMEHTOB CHMMETPUYHBIMU METOIaMH

TUTS [TOMEX0YCTOUYMBOTO KOJHUPOBaHUS nepeaaBaeMbIX
COOOIIEHU M

Yro sBISETCS  HEITOCTaTKOM
CUCTEMBI mmppoBaHus  C
OTKPBITBIM KJIIOYOM?

HU3Kasi CKOPOCTH MPoLeccoB MuppoBaHUsI-paciiiGpoBaHms

HEOOXOIUMOCTh OOHOBJICHHS KJIH0Ya IIOCIAe Kaxaoro (akra
nepeaadn

OTCYTCTBHC HCO6XOI[I/IMOCTI/I HpeﬂBapHTeHLHOﬁ nepcaadun

CEKPETHOI0 KJIK4a 10 HaIEKHOMY KaHally

HE0OXOIMMOCTh TPEIBAPUTENLHON Mepeayu CEeKPETHOTO KI4a
110 HAJEKHOMY KaHAITY

KJIHO4, KOTOpBIﬁ JOJDKCH XPaHUTBCA B CCKPECTC

KITIF04, KOTOPBIH HEOOS3aTEIIbHO XPAaHUTh B CEKPETE

Uro  Ha3pIBalOT  3aKPBITHIM
KJIIOUYOM B  aCHMMETPHYHBIX | JIFOOOM  KJIIOY, HCIONb3yeMbI  uisi  mUdpoBaHUA WU
MeTofax mudpoBanus? pacinudpoBaHus
KIIFOY, KOTOPBIN HCMOJIb3YeTCs AJI BEIPAOOTKH HMHUTOBCTAaBKH
KJIKOY, KOTOPBIM TOJKEH XPaHUTHCS B CEKPETE
Yto Ha3bIBAIOT OTKPBITBEIM KJIHOY, KOTOpI:IfI HE 003aTeIbHO XPaHUTh B CCKPETC
KJIIOYOM B ACUMMETPHYHBIX | JFOOOM  KJIIOY,  HCHOJB3YyeMBIH Ui IMH(POBaHUS  WIH
MeTofax mudpoBanus? paciudpoBaHus

KJII0Y, KOTOpBIfI HCIOJIB3YCTCA IJIA BBIpa60TKI/I HNMHUTOBCTAaBKH

Kaxk Ha3bIBAETCS KJIIOY,
UCIIOJIb3YEMBbIi B
ACUMMETPUYHBIX
KpUNTOrpaduuaecKux

ITOPUTMaxX, KOTOPBIH MOKHO
HE XpaHWUTh B cekpere?

3aKPBITHIN KIIFOY

OTKpBITLIﬁ KJIHOY

TallHBIA KIIIOY

SIBHBIN KITIOY

KJTI0Y IIH(ppOBaHUS

0
CKOJIBKO KJIFOUYEH HCIOJIb3YyeTCs 1
B KpUnTorpadguyecKux 2
aJropuTMax c OTKPBITHIM 3
KIIFOYOM?
4
B HUX JUIsI ¢ poBaHus HHHOPMAIIUU HCIIONB3YeTCsl OJUH KITIOY,
a i pactmrpoBaHUs — IPYroi K04
B HUX s mudpoBaHus U pacmmdpoBaHUS HHPOPMAIUH
Yro o0mero HMET  Bce
HCIIOIB3YETCA OJIMH U TOT K€ KITFOY
METO/IBI I poBaHUs c

3aKPBIThIM KJII04OM?

B HHUX BXOHHOﬁ IIOTOK HCXOAHOI'o TCKCTa ACIHUTCA Ha 6J'IOI(I/I, B
KaXXJI0OM M3 KOTOPBIX BBIITOJHACTCA NICPECTAHOBKA CUMBOJIOB

B HUX Juid onepaimui mudpoBaHHs U pacmudpoBaHUSL
WCIIOJIB3YETCS ABA PA3HBIX KIIFOYA — OTKPBITHIN U 3aKPBITHIN




Bonpoc

Bapuanmbl omeenma

Ykaxwure TpeOOBaHMS K
anroputMaM MUGPOBAHUSL C
OTKPBITBHIM KJIFOUOM

BBIYMCIIMUTENILHO HEBO3MOXHO CO3/1aBaTh Mapy (OTKPBITHIM KIIOY,
3aKPBITHIN KITHOY)

BBIYHUCITUTEIEHO 3amuppoBath  COOOIICHUE

OTKPBITBIM KJIKOYOM

HCBO3MOKHO

BBIYHCIIUTEIIBEHO HEBO3MOKHO, 3Hasl OTKPBITHIM K04, OIIPEIEIUTh
COOTBETCTBYIOIIMM 3aKPBIThIA KJIFOY

BBIYHMCIIUTEIIFHO HEBO3MOXKHO, 3HAs TOJBKO OTKPBITHIA KIIOY U
3amQpoBaHHOE cooO1ieHue, BOCCTAaHOBUTH HCXO/IHOE
coo0IIeHnE

Vkaxure TpeOoBaHUs K
anroputMaM  mHUQPOBaHUS €
OTKPBITHIM KJIFOUOM

BBIUMCIIUTENIFHO JIETKO 3almHu(poBaTh COOOIIEHHE OTKPBITHIM
KJIFOYOM

BBIUHMCIIMTENILHO JIETKO pacIIU(pOBaTh COOOIICHHUE, HCHONb3Ys
3aKPBITHIM KIIOY

BBIYHMCIINTCIIBHO HEBO3MOXKHO, 3Has OTKpBITBIfI KJIFOY, OIIPCACIIUTD
COOTBCTCTBYI-OI_HI/Iﬁ BaKpBITBIﬁ KIIIOY

BBIYUCIIUTCIBHO HCEBO3MOXKHO, 3HaA TOJIBKO OTKpBITLIfI KJIIOY U

Kakne kIo4d M Kak JOJDKHBI
MIPUMEHATHCS npu
HCIIOJIBL30BAHUH
aCI/IMMeTpI/IqHBIX
KpUNTOTpadhnIecKux
ANTOPUTMOB [UIS IU(PPOBAHUS
MepeaBacMbIX JaHHBIX?

3amupoBaHHOE cooO1eHue, BOCCTAaHOBUTbH HUCXOIHOE
COoO0IIIeHnE
OTIpaBHUTENb  MIM(PYET  COOOIIEHHUE  OTKPBITHIM  KIHOYOM

MoJTy4aTesisi, a Mojaydaresb paciu@poBbIBAET COOOIIEHUE CBOUM
3aKPBITHIM KITHOYOM

OTIpaBHUTENb  MHQPYET COOOUICHHE  3aKPBITBIM  KIHOYOM
MoJTy4aTesisi, a Mojydaresb paciu@poBbIBAET COOOIIEHUE CBOUM
OTKPBITHIM KITHOYOM

OTIpaBUTENb MH(PYET COOOIIEHNUE CBOMM OTKPBITBHIM KIIFOUOM, a
nojryyaresib pacliM(ppOBBIBAET COOOIIEHHE 3aKPBITHIM KIOYOM
OTIPABUTEIIS

OTIIPaBUTENb MHUGPYET COOOIIEHNE CBOUM 3aKPBITHIM KIIOUOM, a
MoJTy4yaTesib paciuu(pOBBIBAET COOOIIEHHE OTKPBHITHIM KIIFOUOM
OTIIPABUTEIS

KakuM TpeOOBaHUAM TOTDKHA
YIOBJCTBOPSITH  3JICKTPOHHAsS
1u¢poBas MOJIMUCH?

OoATIMCh BOCIIPOU3BOAUTCA TOJIBKO OJHUM JIMIIOM, a IIOAJIMHHOCTD
€€ MOXET OBbITh YAOCTOBEPCHA MHOTHUMU

moAIMCh BOCHPOU3IBOJUTCA MHOTMMH JIMIIAMH, a €€ MOJJIMHHOCTD
MOET OBITh YAOCTOBEPCHA TOJIBKO OJHUM JIMTIOM

MOJINUCH HEPa3pbIBHO CBSA3BIBAETCS C JAHHBIM COOOIIEHHEM U HE
MOJKET OBITh MIEpEeHeceHa Ha APYrol JOKYMEHT

MOJINKCH HE CBS3bIBACTCS ¢ KOHKPETHBIM COOOILIEHHUEM M MOXKET
OBITh NIEpPEHECeHa Ha IPYTroil TOKYMEHT

Kakum TpeGoBaHMSAM TOIDKHA
YIOBIETBOPATh  DIICKTPOHHAS
uQpoBas NOANUCH?

IIOCJIC TOI'0, KaK JOKYMCHT INOATIIMCAH, €TI0 HCBO3MOKHO U3MCHHUTD

ITIOCJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €TI0 MOXXHO U3MCHATH

MOJINTUCh HEPA3pPhIBHO CBA3BIBAECTCS C JAHHBIM COOOIICHHEM U HE
MOJKET OBITh IEpEHECeHa Ha IPYroi JOKYMEHT

MOJITUCHh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha JPYTrod JOKYMEHT

Kakum TpeOoBaHMAM JOJDKHA
YIOBJCTBOPSITh  DIIEKTPOHHAS
UQpoBast NOIMUCH?

OT IIOCTaBJICHHOM IIOAMNHCH HEBO3MOXKHO OTKa3aTbCsd, TO €CThb
JIMO, moAmucaBoIece AOKYMCHT, HE CMOXKET IMOTOM YTBCPKIATh,
YTO HEC CTaBHJIO ITOAIIMCH

mOoAIMCh BOCHIPOU3BOJUTCA MHOTHMU JIMLIaMH, a €€ IMMOAJIMHHOCTD
MOKET OBITh YAOCTOBCPCHA TOJILKO OJTHUM JIMTTOM




Bonpoc

Bapuanmbl omeenma

MOJNUCh HEPa3pBIBHO CBS3BIBACTCS C JAHHBIM COOOIICHHEM U HE
MOJKET OBITh NIEpeHeceHa Ha JPYroi JOKYMEHT

MOJNUCh HE CBS3BIBACTCS ¢ KOHKPETHBIM COOOIIEHUEM H MOXKET
OBITh IIEpEeHECeHa Ha PYTrod JOKYMEHT

i gero mpeaHa3HA4YeH LEHTP
CepTU(HKALNH KITIOUen?

I perucTpanun a0OHEHTOB

JUIs1 U3TOTOBJICHUS CEPTU(PUKATOB OTKPBITHIX KIIIOYEH

JJIs1 BBIACJICHUA CIICHHUAJIBHBIX KaHAJIOB CBA3U a0oOHEeHTaM

I XpaHCHH A U3TrOTOBJICHHBIX CepTI/I(i)I/IKaTOB

UL TIOAZICP)KAaHWS B aKTyaJbHOM COCTOSHHM —CIPaBOYHHKA
JCHCTBYIOIUX CEPTU(DUKATOB

JJI1 BBIITYCKA CITMCKA JOCPOYHO OTO3BAHHBIX CepTI/I(i)I/IKaTOB

Kak wHaswbiBaeTCs CTpPyKTypa B
cocTtaBe OOJIBIION CETH CBSI3H,
3aHMMAIOIIasaCs
TCHEPUPOBAHUEM KIIFOUCH, WX
XpaHEHUEM U apXHBHPOBAHUEM,
3aMCHOHM WM HU3BATHEM W3
oOpamieHus CTaphIX 17§
HEHY>KHBIX KJIHOUei?

YCTPOMCTBO pacrpeeeHus KIouen

LEHTP 3aKPBITOrO MIHN(PPOBAHUS

LIEHTP paclpeesICHUs KIIF0Yei

HEHTP OTKPBITOTO MHU(POBAHUS

Ka)X/IbI TI0JIb30BATENb IIEHTPA cepTU(hUKALNN, UMEIOIIUI JOCTYI
K OTKPBITOMY KIIIOUY LIEHTPa, MOXET M3BJIEYb OTKPBITHINA KIIIOY,
BKJIFOYCHHBIN B CEpTH(HKAT

KakuMm  cBOiicTBaMH qOJbKeH | HU OJIHA CTOpOHA, MOMHUMO IEHTpa cepTH(HUKAIMU, HE MOKET
o0manath ceprudukar | U3MEHUTH CEPTU(DUKAT TaK, YTOOBI 3TO HE OBLIO OOHAPYIKEHO
OTKpBITOro Kitoya? 10001 MOJIb30BaTEIh CUCTEMbI MOYKET U3MEHHUTD CepTU(UKAT
KaKIBIH TIOJIH30BATEIb IICHTPa CePTU(DHUKAINHN, UMCIOIIHA JOCTYII
K OTKPBITOMY KJIIOUY LIEHTPA, MOKET U3MEHUTH OTKPBITBIA KIIIOY,
BKJIFOUCHHBIN B CePTH(HUKAT
B HUX JUIsI IUGPOBaHUS MHPOPMAITUU HCIIOIB3YETCsl OJUH KITFOY,
a s pacipoBaHus — IPYron K04
B HUX BXOJIHOM MOTOK MCXOJHOTO TEKCTa JEIHUTCS Ha OJIOKH, B
Yro o0mero WMET BCeE
KaXXJIOM U3 KOTOPBIX BBINIOJHAETCS NIEPECTAHOBKA CUMBOJIOB
METO/IBI mudpoBaHUs c

3aKPbIThHIM KJII04OM?

B HHUX IPOU3BOJUTCS CIIO)KEHHWE CHMBOJIOB MCXOJHOTO TEKCTa U
KJII04a 10 MOJTYJII0, pAaBHOMY 4YHCIy OYKB B ajipaBUTE

B HUX Uil MWHUGpoOBaHUS U pacmuPpoBaHUS HHPOPMAIUH
VCIIOJIB3YETCS] OUH M TOT XK€ KJIF0Y

Kakue onepariuu mpuMeHsIOTCS

BO3BCJICHHUC B CTCIICHDb

3aMeHa OUT 110 Ta0IuIEe 3aMeH

00BIYHO B COBpPEMEHHBIX
HaxO0>KJICHUE OCTaTKa OT JIEJICHUsI Ha OOJIBIIIOE MPOCTOE YUCIIO
OJOYHBIX aNrOpUTMAax 5
umbposanus? nepecTaHOBKa OUT
CJIOKEHHUE TT0 MOJYJIIO 2
U POBAHUS C OTKPBITHIM KIIFOUOM
CumMeTpuUHBIC MeTozibl | CKaTHsI HH(pOpMaIUU

U (POBAHUS — 3TO METOHI ...

HOMCXOYCTOP'I‘IHBOFO KOIWPOBAHUA

IJ_II/I(I)pOBaHI/I}I C 3aKPBITBIM KJIFOUOM

Kak wmaswBaeTcs cooOIIeHHE,

MOJTy4eHHUE noce
npeoOpazoBaHUs c
MCIIOJIb30BaHUEM 00010
mmgpa?

HUMHUTOBCTABKOUI

KJIIFOYOM

OTKPBITBIM TCKCTOM

3aKpPBITBIM TEKCTOM

Kak HaspiBaeTCd OIHO3HAYHOE

KOJIJIN3UA




Bonpoc Bapuanmer omeema

npeo6pasoBaHI/Ie BXOIHOI'O | XCIMHUPOBAHUEC
MacCCHuBa JaHHBIX raMMHUpOBaHUE
HpOHSBOJ’ILHOfI JJINHBI B HepEeCTaHOBKA

BBIXOJHYI0 OWTOBYIO CTPOKY

. CIIOKEHHE 110 MOAYIIO 2
(hUKCUPOBAHHON JITHHBI?

Kak  mHaspiBaetcs  GyHKUMSA, | kppmTorpaduueckas GpyHKIHs

KOTOpasda JJIA CTpOKH
MIPON3BOJIBHON appy | OAHOCTOPOHHAA bymxma
BBIUUCIIICT HEKOTOpOe LeJoe | Xell-(QyHKIIUS
3HAa4YCHUC niIn HECKOTOPYIO (bYHKHI/IH Bﬁnepa
JPYTYIO CTPOKY
(UKCUPOBAHHOM JTHHBI? (byHKIKS raMMUPOBAHHUSL
Xem-QyHKIUs JODKHA OBITh NPUMEHHMa K  COOOIIEHUIO
(UKCUPOBAHHOI'O pazMepa
IIpU U3BECTHOM 3HaYeHHu Xem-QpyHkiuuud H(M)=m nomkHO OBITH
Kakue TpeGoBanmst | TPYAHO — (IPAKTMYECKM  HEBO3MOXKHO)  HAWTU  IOIAXOMALIMM
IPEIbABIAIOTCS K | mpoobpaz M
KpHITOrpahHIecKuM Xell- | IpM WM3BECTHOM COOOIEHMH M JO0IKHO OBITh TPYAHO HaMTH
bynKimsam? apyroe coobuierne M’ ¢ TakuM Ke 3HaYCHHUEM XelI-()yHKIHH, KaK
y UCXOJHOTO COOOILEHUS
UL COOOIIEHW OJMHAKOBOTO pa3Mepa Xem-KoJA JIOJKEH
110JIy4aTbCsl OJJUHAKOBBIM
Xxem-(QyHKIUs JIOJDKHA OBITh NpUMEHMMA K COOOIIEHHUIO
(UKCUPOBAHHOTO pa3zmepa
MIPU M3BECTHOM 3Ha4YeHHU Xem-QpyHKiuud H(M)=m momkHO OBITH
Kakue TpeboBanms | TPYAHO  (MPAKTHYECKM  HEBO3MOXKHO) ~ HAWTH  MOAXOAALINN
IPEABBIAIOTCS K | mpoobpaz M
KPHITOrpahHIecKuM Xell- | IPY U3BECTHOM COOOIIEHUU M JT0JIKHO OBITh JIETKO HaTH Jpyroe
dyHKIHAM? coobmienne M’ ¢ TakuM jK€ 3HAYeHHWEM XenI-(PyHKIHH, KaK Y

HCXO/HOTO COOOLICHMSI
JOJDKHO OBITh TPYIHO HAaWTH Kakyro-TuOO mapy ciaydaiHbIX
Pa3INYHbIX COOOIIEHUH C OJJMHAKOBBIM 3HAYEHUEM XeHI-PYHKIINU

JUISL IPOBEPKH 1IEJIOCTHOCTH COOOIIIEHUS

JUTSI IPOBEPKH aBTOPCTBA COOOIIEHUS

Ui hopMHUpOBaHUS SIEKTPOHHON M(POBOY MOIMUCH
JUTS I POBAHMS COOOIICHUIA

B KauecTBE KJI0Ya MpH MuGpPOBAHUN

Jns xakux neneil npuMeHseTCs
Xew-KoA B Kpunrorpapuu?

Bonpocel k komniiekcHomy 3aganuio TK2

1. UYro oOTHOCHTCS K CpEICTBAM WHKEHEPHO-TEXHUYECKOW  3aIlUTHI
uH(MOpMAIUU U 17151 YeTO OHU MpeAHA3HAYCHBI?

2. Kakue crocoObl ayTeHTHU(UKAIMKU T0JIb30BATEICH MOTYT NMPUMEHSTHCS B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B ueM 3akit04ar0TCsi OCHOBHBIE HEIOCTATKH NMApOJIbHON ayTeHTH(PUKAIIMHA U
KaK OHa MOXET OBITh yCUJieHa?

4. Kakue OHOMETPUYECKHME XapaKTEPUCTHKU  MOJIb30BaTENE  MOTYT
NPUMEHATHCA JUIsl MX ayTeHTuGuKanuu? B yem npenmyiiecTBa nol00HOro crnocoda
MOATBEPKACHUS MMOJTUHHOCTH ?

5. Urto Ha3bIBAIOT IBYX(AaKTOPHOU ayTeHTUDUKauen?

6. B wuyeM pasHUIla MEXIy CUMMETPUYHBIMU U aCUMMETPUYHBIMU



KpUNTOrpaguuecKuMu CUCTeMamu?

/. B ueM pa3Huiia Mexay MOTOKOBBIMH U OJOYHBIMU UppamMu?

8. Uro Takoe »JeKTpoHHas LHU(PpPOBas MOANKHCH, KaK OHA IMOJIY4YaeTcss H
MpOBEPSIETCS?

9. Kakoga poisb B cuctemax LI pynkuuii xemupoBanus?

10. Kakyio posib UCHOJHAIOT YAOCTOBEpsIolmMe MLEeHTpel? YTo Takoe
cepTUuUKAT OTKPHITOTO KItoua?

11. Kakue nporpaMMbl OTHOCST K pa3psiay BPEIOHOCHBIX?

12. YTto Takoe KOMITbIOTEPHBINA BUPYC?

13. Kakue cymiecTBy0T BUIbI KOMIIBIOTEPHBIX BUPYCOB?

14. B yem pa3HuIia MeXay 3arpy30UHBIMH U (DaliJIOBEIMU BUPYyCaMU?

15. Kak mnpoucxomuT 3apakeHHe U (PYHKIMOHUPOBAHUE 3arpy304HBIX
BHUPYCOB?

16. Kakue tumsl (aityioB MOTYT 3apakaTbCsi (haiisIOBBIMUA BUPYCaMM?

17. Kak npoucxXoauT 3apa’keHue MporpaMMHBIX (HaitioB?

18. [loueMy (ailsibl TOKyMEHTOB MOTYT COJIEPKATh BUPYCHI?

19. Kak obecrneunBaeTcsi aBTOMATHYECKOE  TOJIyYCHHE
MakpoBHpycamu?

20. B wuyem 3aximouaercss NpoQUIAKTUKA 3apaXXC€HUsT KOMIBIOTEPHBIMU
BHpyCaMu?

21. Kpunirorpadgudeckue NpUMUTHBBL. X31I-QyHKIUS U €€ TPUMEHECHHUS.

yIpaBJICHUS

Jst Tekymero kourpoJs TK3:
IIpoBepsiemast KOMIIETEHIMS:

Ko 1 HauMeHOBaHNE KOMIIETEHIIUA Kon n HaumMeHoBaHue HHIUKATOPA
OIIK-1.2. Bnaneer HaBbLIKAMH MIPUMEHEHUS
OIIK-1. CiocoGeH moHuMAaTh MPUHIIUITBI a . p
nU(GPOBBIX  TEXHOJIOTUH [N pelIeHds  3aaad
paboOThI COBPEMEHHBIX MH(DOPMAITOHHBIX o
o npo(eCCHOHAILHOW ~ JIEATEIBHOCTH C  y4ETOM
TEXHOJIOTUH U MCTIOJIL30BaTh UX IS PEIICHHS . .
N OCHOBHBIX TpeOoBaHU nH(OPMAIIMOHHON
3a1a4 Mpo(heCCHOHATBHOMN JICITeITHHOCTH
0€e301acHOCTH

Tect
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pa3paboTKa HOPMAaTHUBHO IPABOBBIX AaKTOB, PErIAMEHTHPYIOLIUX
OTHOIIEHUS B MH(OpMaLlMOHHOH cdepe

CO3/IaHUE U COBEPIIIEHCTBOBaHKE cUCTeMbl obecrieuenust Ub PD

K IpaBOBBIM METOJaM | pa3paboTKa, HCIOIB30BAHIUE M COBEPIICHCTBOBAHUE CPEICTB

3alAThI MH(OPMAIINHY | 3amuTHI MPOIIECCOB M MPOrpaMm

OTHOCHUTCS: pazpabotka mporpamm obecreueHuss b P® wu omnpenenenne
nopsiika ux (pUHaHCHPOBAHUS
(¢bopMUpOBaHME  CHCTEMBl ~ MOHUTOpPHHIAa  TMOKa3zaTeled u
xapakrepuctuk Ub PO

Wndbopmars, npodeccuoHabHas TaitHa

UCTIONIb30BaHUE KOTOPOH Oe3
corjacusi CyObEeKTa MOXKET
HAHECTU BpEI €ro 4ecCTH,

rocyJgapcTBeHHas TaliHa

NEPCOHAIIBHBIC TaAHHBIC

KOMMepUecKas TaiiHa
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JIOCTOUHCTBY, b1 (S (010}

penyranuu

ciy>keOHas TaifHa

B pykoBogsamiem IOKyMEHTe
OCTOK CHCTEMEI, B
KOTOpBIX ~ paboTaer  oauH
MOJIb30BaTENb, JOMYIIEHHbII
KO Bcel oOpabaTpiBaeMOit
uH(popMauu YpOBHS
rOCy/1apCTBEHHOM TalHBbI,
pa3MeIIeHHON Ha HOCUTEJSIX
OJIHOTO YPOBHS
KOH(UICHIIMATBHOCTH —
OTHOCSITCS K TPYIIIe

1A

1T

2A

3A

3b

K  mpaBoBeiM  MeTomam
3allUTHI UHPOpPMALIUU
OTHOCHTCS

CO3/IaHHE U COBEPIICHCTBOBAHUE cHCTEeMBI obecrieueHus 11b PO

pa3pa60TKa, HCIIOJIB30BAHHUEC K COBCPIICHCTBOBAHUEC CPCIACTB
3aIIUTHI IPOLECCOB U NPOTIrpaMM

BHECEHHE M3MEHEHHI M JIONOJHEHWI B 3aKOHOJATENbCTBO PO,
peryJNHpyoIIe OTHOIICHHS B 00yacTu obecrieueHus 11b

paspabotka mporpamm obecrieueHuss b P® wu ompenenenue
MOpsIJIKa X (PMHAHCUPOBAHUS

(dbopMUpOBaHHE  CHUCTEMBI nokasarene u

xapakrepuctuk b PO

MOHHUTOPHHI'A

B pykoBoasiieM 10KyMeHTe
OCTOK CHUCTEMEI, B
KOTOPBIX pabotaer
HECKOJIBKO  II0Jb30BaTECIICH,
KOTOpPbIE UMEIOT OJIMHAKOBBIE
mmpaBa J0OCTyna KO BCeil
uH(popMaIuu YPOBHS
rOCy1apCTBEHHOM TalHBbI,
oOpabaTrsiBaeMOM u/unm
XpaHUMOW HA  HOCHUTENSX
pa3IMYHOTO YPOBHS
KOH(pHICHIIMAIBHOCTH -
OTHOCSITCS K TpyNIe

3A

2A

1A

3b

1b

K OpraHu3alOHHO-
TEXHUUYECKUM METOJaM
3aIIUTHI uHbopMauu
OTHOCHUTCS

CO3JJaHUE U COBEPIIIEHCTBOBAaHHE cHCcTeMbl obecnieuenust b PD

pazpabotka mporpamm obOecrnieueHuss b P® wu ompenenenue
nopsaka ux (uHaHCHpoBaHUs; 3. (HOPMHUpPOBAHHE CHCTEMBI
MOHUTOpPHHIA IToKaszaresel u xapakrepuctuk b PO

YTOUHEHHE CTaTyca HMHOCTPAHHBIX MH(OPMALMOHHBIX areHTCTB,
CMMU u xypHaIucToB

B pykoBogsamiem nOKyMeHTe
OCTOK
MHOTOIIOJIb30BATEIbCKHE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPaHUTCS uHpopmanus
pa3HBIX YPOBHEU

1b

2b

3A
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KOH(UICHIIMATEHOCTH
rpuda  «Ocob0  BaKHO»
BKITFOUUTENBHO, npuYeM
pa3InYHbIE  TOJIL30BATEIH
UMEIOT pa3lInyHbIe TpaBa Ha
noctyn K wuHpOpMarmuum —
OTHOCSITCS K TPYIIIe

a0

1A

1B

3amuiaemMple TOCyIapCTBOM
CBEJICHUS, PacIpOCTpaHEHHE
KOTOPBIX MOXET HaHECTH
yiiepo PO

npodeccronanbHas TaiiHa

rocyJapCTBEHHas TalHa

NICPCOHAJILHBIC TaHHBIC

KOMMCPYECCKas TaliHa

ciyxeOHasi TaliHa

B pykoBoasmeM ITOKyMEHTE
DOCTOK
MHOTIOIIOJIL30BATENILCKIE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obOpabatsiBacTCs u/unm
XpaHUTCS uHpopManus
pa3HbIX YPOBHEU
KOH(QUJICHIIMATBHOCTH IO
rpuda «CexpeTHo»
BKITIOYHTEIBHO, npu4yeM
pa3iuyHBIe  TIOJI30BATENN

UMEIOT Pa3/In4yHble IpaBa Ha
JoCTyn K HHpoOpManuum —
OTHOCATCS K TpylIe

1b

2b

3A

1A

1B

K »skoHoMHUECKMM MeTOHaM

pa3zpaboTka mporpamm obOecrneueHuss b P® wu omnpeneneHue
MopsAIKa X (UHAHCUPOBAHUS

YTOYHEHHE CTaTyca MHOCTPAaHHBIX HMH(OPMALIMOHHBIX areHTCTB,
CMMU u xypHaIucToB

3aIUTHI uHbOopMaIuu » v

OTHOCHTCS BHECEHUE M3MEHEHUN M JIONOJIHEHMH B 3aKOHOAATENLCTBO PD,
peryaupymolire oTHOIeHus B obiactu obecnieuenus b
¢dbopMHUpOBaHHE  CHCTEMBbl  MOHUTOpPHMHIA  IOKa3aTele u
xapakrepuctuk Ub PO
npodeccronanpHas TaitHa

WNndpopmarnus roCcyJapCTBEHHAs TaliHa

IIPEICTaBIISIFOIIAS CEKPET | EPCOHAIIbHBIE JaHHBIE

MPOU3BOJICTBA(HOY-XAY), 3TO

KOMMepUecKas TaiiHa

ciryeOHas TaiiHa

B pykoBozsiiieM IOKyMEHTE
OCTOK
MHOT'OII0JIb30BATEIILCKUE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

obOpabaTsiBaeTCs u/unm
XpaHUTCA uHpopManus
pa3HbIX YPOBHEM

1b

1r

3A
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KOH(UICHIIMATLHOCTA B TOM
yuclie [Tepconanpnbie | 1A
JIaHHbIE, MPUYEM pPA3JIUYHBIE
MOJIb30BaTENN AMEIOT
pasiMuHbIE NpaBa Ha JAOCTYI | 4o

K MHGOpMAaLUU — OTHOCSTCS
K rpynie

K CBEIECHUAM
KOH(HUICHIIMATILHOTO
XapakTepa, COTJacHO YyKazy
npe3uaeHra pd or 6 mapra
1997 r., oTHOCATCA

nH(OpMaIKs 0 paCIPOCTPaHEHUU MPOTPamMM

nH(pOpMaIK O JUIEH3UPOBAHUH ITPOrPAMMHOT0 00eCreueHUs

nHpopManus, pazMeniaemas B razeTax, MHTepHeTe

ICPCOHAJIBHBIC TaHHBIC

JIMYHAas TailiHa

OTHOIICHUS, CBS3aHHEIC C
00paboTKON  TEePCOHATBLHBIX
JAHHBIX, peryIupyroTCs
3aKOHOM. ..

«O06 nndopmanuu, THPOPMAIIMOHHBIX TEXHOJIOTHUIX)

«O 3amure nHOPMAIII»

CDCI[epaJ'IBHBIM 3akoHOM «O IMCPCOHAJIIBHBIX JAHHBIX»

denepanbHbIM 3aK0OHOM «O KOH(MUICHIIMATLHON HHGOPMAITUN

«O0 yTBEpXKICHUM TIEPEUHS CBEIACHUHN KOH(PHUICHINATHHOTO
Xapaxkrepay

JleficTBHs ¢ MEepCOHAIBHBIMU
JAHHBIMU (COTJIACHO 3aKOHY),

HCIIPABJICHUC IICPCOHAJIbHBIX JaHHBIX

pa60Ta C NNICPpCOHAJIbHBIMU JaHHBIMHA

npeo6pa30BaHHe MNEPCOHAJIbHBIX JTaHHBIX

o6pa60TKa ICPCOHAJIBHBIX JaHHBIX

HU3MCHCHUC MECPCOHAIIBHBIX TAHHBIX

BKJTFOYAst coop,
cUCTEeMaTHU3allHuIo,
HaKOIUICHUE, XpaHeHue,
UCIIOJIb30BaHUE,
pacnpoCTpaHEHUE U T. J 3TO:
JeiictBusi, B  pe3ynbTate
KOTOPBIX HEBO3MOXKHO
OIIpeIeNIUTh
MPUHAJJIEKHOCTD
NEPCOHAIBHBIX JTAaHHBIX
KOHKPETHOMY CyOBEeKTYy

INEPCOHAJIBHBIX TAHHBIX

BBIJICJICHUC IICPCOHAJIBHBIX JAHHBIX

obecrieyeHne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX

neayTeHTUUKaLUs

JieaBTOpHU3aLus

JenepCcoOHUpUKaIuUs

IlepcoHanbHBIE TaHHBIE 3TO

mobass uHbopMalus, OTHOCSIIAACS K ONPEACNIEHHOMY WIH
oTpeJiesIIeMOMY Ha OCHOBAaHMM Takoi MH(opManuu Gpusnyeckomy
JIAIY

(I)aMI/IJ'II/ISI, UMs1, OTYCCTBO q)HBH‘IeCKOFO JIMIa

roa, MECAL, 1aTa 1 MECTO POXKIACHUS, aIpEC Q)H3qucxoro JIMIa

ajZipec MPOKUBaHUs (PU3UIECKOTO JINIIA

CBEIACHMS O  CEMEWHOM,  COLMAIBHOM, HMMYLIECTBEHHOM
MOJIOKEHUN 4eJI0BEKa, COCTaBJISIOLIME MIOHSITHE
«mpogeccruoHanbHas TaltHa»

OQenepanpupiidi  3ak0H  «O0
MHQOPMAIIH,
MHQOpPMATH3alMd W 3alluTe

UHQOpMAIU» HATIpaBJICH Ha:

peryaupoBaHie B3aWMOOTHOIICHUNH B WH(OpMaImoHHOU cdepe
COBMECTHO C IpakIaHCKUM KoJieKcoMm PD

peryaupoBaHie B3aMMOOTHOIICHHUH B TpaKaaHCKOM obmectBe PD

perynupoBaHue TpeOOBaHUM K pabOTHUKAM CIIyK0, paboTarommx
¢ uHpopmanuit

¢dopmMHupoBaHHEe HEOOXOAMMBIX HOPM U TpaBuil paboThl C
nHpopmanuen
(dbopMupoBaHHEe HEOOXOAMMBIX HOPM U TMpaBWJ, CBSI3aHHBIX C

3alIUTON feTel oT MHpOpMaIUK
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roCy1apCTBO
Pa3INUHBIE YUPEKICHUSL
HepCOHaHbeIMI/I JaHHbBIMHA roc ADCTBEHHA II a
BJIA/ICIOT: yAap 1ad JYM
xures Poccuiickoit @eneparuu
MEINKO-COLUAILHBIE OPraHU3aLUuK
TEKCT KHUTHU WU ITUCbMA
L n
Denepanbhbiit  3ak0H  "O0 ["cpernenug o smuax, npeaMerax, (GakTax, COOBITHAX, SBJEHHSX U
HHPOpMaAlIUn
(bopmampy, HPOLIECCAX HE3ABUCUMO OT (POPMBI UX HPEICTABICHHS
uHpOpPMATH3aMK W 3AIIUTE
" CBEJICHHUS O SABJICHHUAX M IPOILIECCaX
nHDOpMaIuu naer

onpezencHre HHHOPMAIUH:

(akThl ¥ H1e B (hopManrn30BaHHOM BHUJIE

M (POBAHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

VYkaxure HOPMAaTUBHO-
IIPaBOBOIl aKT, B KOTOPOM
packpbIBaeTCs MOHSITHE
«uH(pOpMaIOHHAs
0€301acHOCTH

3akoH Poccuiickoit @enepanuu ot 27 nekadbps 1991r. Nol1224-11
«O cpeacTBax MaccoBOi MH(OPMAITII

®denepanbHbIA 3ak0H ot 27.07.2006 Nel49-d3 «O0
nHpopmanuy, HHOOPMANMOHHBIX TEXHOJOTHSX M O 3allUTe
nHpOpMaIUm»

JTOKTpUHA MHPOPMAIITMOHHON 0€301TaCHOCTH

BCC OTBCTHI BCPHLI

3akoH poccuiickoil (deaepannn
«O rocymapcTBEHHOM TaitHE»
ObUT TIPUHAT B  CJCAYIOIIEM
TONy

1982

1985

1988

1993

2005

Beibepure, MoOXHO JH B
CITyKeOHBIX HEISIX
HCIIOJIb30BaTh 3JIEKTPOHHBII
anpec  (TIOYTOBBIN  SIIHK),
3aperuCTPUPOBAHHBIN Ha
O0IIEZIOCTYITHOM MOYTOBOM

cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPH KAKHUX 00CTOATEILCTBAX

HCT, HO IJIs1 OTIIPABKU CPOYHBIX U 0c000 BaKHBIX ITHCEM MOYKHO

MOXHO, €CIM TI0 HEeMy IIOJIb30BaTeldb OyIeT NepechlIaTh
nH(pOpMaLINIO, HE COJEPKaIlyl0 CBEICHHH KOH(MUICHIIMAIHLHOTO
XapaxkTepa

MOKHO, €CJIi MH(OpMalMIo MpeIBapUTENbHO 3aapXUBHUPOBATH C
MIOMOIIIBIO TPOTPaMMBbI winrar ¢ napoJieM

MO>KHO, €CJIM JPYTUX CIOCOOOB 3JEKTPOHHOM INepenauu JaHHBIX
Ha MPeINpUATHU WM Y MOJb30BaTeNs B HACTOSIIUNA MOMEHT HET,
a MHQOPMAINIO HY)KHO NlepecaaTb CPOYHO

MoxeT 1M COTPYAHHK OBITh

IIPUBJICYEH K YTOJIOBHOM
OTBETCTBEHHOCTH 3a
HapyILIeHNs paBUII
UHPOPMAaITMOHHOH

0e30MmacHOCTH MPEaIPUATHS

HCT, TOJIBKO K aHMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTHU

HCT, €CJIM OTO IroCyaapCTBCHHOC NMPECANTPHUATHUC

na

74, HO TOJIBKO B CIlly4ae, €Ciu JCUCTBUS COTPYJAHHKA HaHECTH
HEMOMPaBUMBII BpeJ

J1a, HO TOJIBKO B CIIy4ac OCO3HAHHBIX HEIPABOMOYHBIX ACUCTBUUI
COTPY/IHHMKA

B nanHOM cilydae COTpPYIHUK
VUPEKJICHUSI  MOXET  OBITh
NPUBJIEYEH K OTBETCTBEHHOCTH
3a HapyIIeHHS paBuII
UHPOPMAITMOHHOH
0€30MaCHOCTH:

BBIXO/] B I/IHTepHeT 0e3 pa3pClICHU aAMUHUCTPATOPA

IIPY YCTAHOBKE KOMITBIOTEPHBIX UTP

B CJIydassX YCTAHOBKH HCIIMIICH3MOHHOI'O 110

B CJIy4ae He BbIX0Ja U3 UH()OPMAIIMOHHOM CHCTEMBI

B Tr060M ciy4ae HEIIPaBOMOYHOI'O UCIIOJIb30BaHUs
KOH(MUIEHIMATBbHON WHGOpMauu MpH YCIOBUU IMHCbMEHHOTO
PeIyNpexkACHUs] COTPYIHUKA 00 OTBETCTBEHHOCTH

3a npaBoHapyIeHus B chepe
uH(popMaluuy,
UH(POPMALIMOHHBIX

JUCHUIITIMHAPHBIC B3bICKAHUS

aQIMUHUCTPATUBHBIN mTpad

YroJioBHasA OTBETCTBCHHOCTb
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TEXHOJIOTUH u 3allIUThI
uH(poOpManuM JTaHHBIA BH]
HaKa3aHWsg Ha CETOIHSIITHHI
JICHb HE IPEJYCMOTPEH

JIMLLIEHUE CBOOOIBI

CMCpPTHas Ka3Hb

HMudopmaryeii, CoCTaBISIFOIICH
KOMMEPYECKYIO TalHy,
BJIAJICIOT

rOCY/IapCTBO

pa3JIMYHbIC YUPEIKACHUS

rocynapctBeHHas Jlyma

rpaxaaHe Poccuiickon denepanun

MCIUKO-COMAJIbHBIC OpraHu3alnun

HMudopmaryeii, coCTaBISIONICH

rOCy/IapCTBO

TOJIEKO 00pa30BaTEbHbIE YUPEIKICHHS

TOCYZIapCTBEHHYIO TaiiHy, | Toapko mpe3uanyM BepxosHoro Coseta PO
BIIQJICIOT: rpaxaane Poccuiickoit @enepanuun
TOJIbKO MUHHCTEPCTBO 3APABOOXPAHEHNUS
TrOCyIapCTBO
Brnanenpiiem  mHbopmanuu | KOMMEpUYecKasi OpraHu3anys
epBOU KaTEerOpUH | MyHULIMTIIAJIBHOE YUPEKIECHUE
SIBIIAETCA. . . J000# IpaKTaHUH
rpymna Jull, UMEIIUX ob111ee 1eJI0
MPOCTBIE JIFOIN
Bnagensuem  uH(pOpManuu | rocyapcTBo
BTOpPOH KaTEerOpuH | KOMMEPYECKast OpraHnu3alus
SIBIIAETCA. . . MYHULIMNIAJIBHOE YUPEKICHUE
HEKOMMEPYECKAs] OPraHU3alus
JTOIN
Bnagensuem  uH(pOpManuu | rocyapcTBo
TpeTbeit KaTEerOpUH | MyHULIMTNIAJIBHOE YUPEKIECHUE
SIBIIAETCA. . . YUpEKICHUE
HEKOMMEPYECKAs] OPraHU3alNs
OcHOBHEIM HOPMAaTHUBHO- | Ctparerus HalMoOHaJIbHOU O6e3onmacHocTH PO
MPABOBBIM KYMEHTOM
5 :;H?H ALOLLLIM HO yMera(;a: ®3 "O rocyaapcTBeHHOM Taiine"
CcBOOONBI W  0€30MacHOCTb | KOHCTUTYIIUS
YeJI0BEKA B CHUCTEME YTOMOBHBII KOTEKC
MH(OPMaILIMOHHBIX

OoTHoIIeHu, B P® sgBisgercs

JTOKTpUHA MHPOPMAITMOHHON Oe3omacHoCcTH PO

COBOKYMHOCTh  O(HUIHUATBEHBIX
B3MJIAZIOB HAa [ENH, 3aJavu,
TIPUHIHITBI u OCHOBHBIC
HaIpaBJICHUS obecrnieueHust
UHPOPMAITHOHHOH
0e3omacHoOCTH P®
NPEe/ICTABICHBI

B /[okTpune undopmanuonHoit 6e3omacHoctu PO

B KoHriernmu HanmnonanbpHoi 0e3omacHoct PO

B Koncturynnu PO

B bumie o HaA30pcC 3a JaHHBIMHA

B @3 PO "OO6 undopmanuu, nHGOPMAITHOHHBIX TEXHOJIOTHIX U O
3amute nHGopmanuu"

Ha wmexnyHapogHoM ypoBHE
mpefesibl  BMEIIATENbCTBA B
YaCTHYHK) JKHU3Hb CO CTOPOHBI
rocynapcTsa u JIpYyrux

3aKOHOM O TaifHe 4acTHOM MH(popMaIuu

cragaaproM ISO 15408

OpaH)KEBOM KHUTOU

OeKnapaLu/Ieﬁ IpaB YCJIOBCKaA
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CyOBEKTOB OIpEICICHBI

OuJuIeM 0 HaJ[30pe 33 JAHHBIMU

IIpecrymuienusim B cepe
KOMITBIOTEPHON WH(GOpMAI B
YronosBHoM KOJIeKce
MOCBSIIIASETCS

2JlaBa

pasuen

CTaThA

MTYHKT

4acCTb

CTaHOBJICHUE OTEYECTBEHHOTO
3aKOHOJIATENbCTBA o
nH()OPMATH3AIIAN TTPOU30IILIO

B KOoHIIE 60-X IT

B koHIte 70-x T

B xoHI1ie 80-x rr

B Hayajie 90-x Ir

B Hayajie 70-x T

3ammra KOMITHIOTEPHOH
MH(QOPMaIUK BBECHA. ..

CEMENHEBIM KoaekcoMm PP

Koncrurynuein PO

I'paxxpanckum konekcom PO

YromaoBHBIM KoJiIEKCOM PD

HOPMAaTUBHO-IIPAaBOBOM aKT, YCTaHABIMBAIOLIUN OTBETCTBEHHOCTb
3a npaBoHapyuieHus B chepe nHHOpMalnOHHON 6€30MMaCHOCTH

denepanbHBIA  3aKOH, PETYJIUPYIONIMA TPABOOTHOIICHHS B
. | obmactu naopmanmoHHOM 6€301MaCHOCTH
Uro  mpencraBmsier  coboit v
. | leJeBass mporpamMma pa3BUTHUS CHUCTEMbl  HMH(POPMALMOHHOMN
MOKTpUHA  WH()OPMAIMOHHOMN N
6esonachocTi PO? 6e3omnacHoctu P®D, npencrapinsromas co0oil mociea0BaTeIbHOCTh
CTaJMii U 3TAOB
COBOKYITHOCTh O(PHMIIMANBHBIX B3INIAJ0B HA LEJIH, 3a0a4H,
TIPUHIIATIBI u OCHOBHBIE HarpaBJICHUs obecrieueHus
nHpopManmoHHoi 6e3omacHocTr Poccuiickoit deneparuu
Oxpana nepconansupix | 33UHMTa HEGOpManuy
HOAHHBIX, FOCyHapCTBeHHOﬁ, KOMIIBOTCpHAA 0€30I1aCHOCTh
CIy)KeOHOM M JPYrux BHJIOB | 3alIMINEHHOCTH WH(MOPMAIIUN
MH(OPMALMA  OrPaHUYCHHOTO | 3aMMIIEHHOCTH IOTpebuTENel nHGOopMaMH
AOCTYyIa 310 0€30MaCHOCTh JJAHHBIX
JloxyMeHTHpOBaHHAs rOoCyJapCTBEHHas TaifHa
HH(Op Mat, AocTyn ¥ kommepueckas TaitHa
KOTOpON  OrpaHUYMBAaeTCs B -
COOTBETCTRII o | OaHKOBCKas TaiiHa
3aKOHOAATENbCTBOM PO KOH(uIeHIaNbHAsS UHpOpMaLHs
|. IPpUHIUIT CUCTEMHOCTH
2. IPUHIIAI KOMIUIEKCHOCTH
3. IPUHIIUT HETIPEPBIBHOCTHU 3AIIHUTHI
4. ruOKOCTb CUCTEMBI 3aITUTHI
5. pazyMmHasi JOCTaTOYHOCTh
1. mpaBUJIBHO BBIOPATH TOT JOCTATOYHBIM ypOBEHB 3AIUTHI, MPU
CootHecute MIPUHIUTIBI
. KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOKHO TO yiiepOa Obuti Obl
UHPOPMAITMOHHOH
0€30MacHOCTH, ONpE/Ie/ICHHbIE TPHCMICMBIMH - — —
TocTeXKoMucCHeii 2. HETIPEPBIBHBIN IIeJICHANPABICHHBIN MTPOIIECC, MPEITOIararoIIHiA

MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX ATalax >KU3HEHHOTO
mukia AC

3. TpeamonaraeT CoOIrIaCOBAaHUE PA3HOPOAHBIX CPEACTB TMpU
MOCTPOEHUH LEIIOCTHOM CUCTEMBI 3allUThI, IEPEKPHIBAIOIICH BCE
CYILIECTBEHHBIE KaHAJIbl peajM3aldd Yrpo3 U HE COJAEpKallen
ci1a0bIX MECT Ha CThIKAX OTIAENILHBIX €€ KOMIIOHEHTOB
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4. ocoOoxmaer Bnaznenbia AC 0T HEOOXOIMMOCTH TNPHHATHUS
KapIMHAIBHBIX MEp IO IOJIHON 3aMEHE CPE/ICTB 3alUThI HAa HOBBIC

5. mpenrnonaraeT HeoOXOAUMOCTh y4eTa BCEX B3aWMOCBS3aHHBIX,
B3aUMOJCHCTBYIOINX M M3MEHSIOIINXCS BO BPEMEHH HJIEMEHTOB,
yCJIOBUH U (PAKTOPOB

Comepxanne ®  CTPYKTypa
3aKOHOJATEIbCTBA B 00JacTH
MHPOPMAaITMOHHOH
0€e30IMacHOCTH BKIIFOYAECT

Koncturynusa Poccuiickont ®enepanuu - HopMatuBHO-IIpaBOBbIE
aktel  (Ykasel) Ilpesmpenta Poccuiickoit ®Depepanuu -
[Tom3akonnsie akthl [IpaBurensctBa Poccuiickonn ®enepauuu -
®denepanbHble 3aKOHBI - KOJIEKChbI

Koncturynusa Poccuiickont ®enepanuu - HopMatuBHO-IIpaBOBbIE
akthl (Ykassl) [Ipesunenta Poccuiickoit depepanun

[Tom3akonnsie akthl [IpaBurenbcrBa Poccuiickoint @enepauuu -
®denepanbHble 3aKOHbI - KOeKChbl

HCT BCPHOI'0 OTBCTA

3akoHoaaTenbcTBO Poccuiickoit
Oenepann 00 uHDOpMAaIHy,
WH(GOPMAITMOHHBIX
TEXHOJIOTHSIX W O 3alluTe
UH(POPMAITUKU COCTOUT U3

tdbenepaibHOro 3akoHa «00 wuHboOpMauu, WHHOPMAITMOHHBIX
TEXHOJIOTHSAX W O 3aIuTe WHPOPMAIUU» U APYTUX (eaepaTbHBIX
3aKOHOB, PETYJIUPYIOIIUX OTHOIICHHS B 00JACTH MCIOJIb30BAHUS
nH(pOpMaIU

denepanbHoro 3akoHa «O MEPCOHATBHBIX MAHHBIX» M JIPYTHX
(denepanbHBIX 3aKOHOB, PETYIHPYIOIIUX OTHOIICHUS B 00JacTu
WCIOJIb30BaHUs UH(OpMaLIUU

¢denepanpHOro 3akoHa «O KOMMEpPYECKOM TailHEe» W JIPYTHX
(benepanbHBIX 3aKOHOB, PETYJIMPYIOLIMX OTHOLICHHS B 00JacTu
WCTIOJIH30BaHUs MH(OpMAIIH

¢benepanpHOro 3akoHa «O TOCYJAapCTBEHHOM TalHE» W NIPYTHX
(benepanbHBIX 3aKOHOB, PETYJIMPYIOIIUX OTHOIIEHHS B 00JacTh
UCIOJIb30BaHUS MH(OPMAIIH

IIpeameTom IIPaBOBOI'0
perynupoBanuss B o0OjacTu
nH(pOpMAaIIH,
WHQOPMAITMOHHBIX TEXHOJIOTUH
u 3aIUTHI HHpOpMAIUH
SIBIISTIOTCSI

OTHOIIICHUSI, BO3HUKAIOIINE TOJIBKO IPH OCYILECTBICHUH IIpaBa Ha
MIOUCK, MOJIy4eHHe, Nepeaady, MPOU3BOACTBO U PACHPOCTPAHEHNE
uHpopMalu

OTHOIIECHHUS,  BO3HHUKAIOLINE
MH(GOPMAIIMOHHBIX TEXHOJIOTHH

TOJIBKO npu MMPUMCHCHUU

OTHOIICHHSI, BO3HUKAIONIME TOJBKO IMPH OOECIIEYCHUHU 3allUThI
uHpopMalu

OTHOILEHNUS, BO3HUKAOLIUE ITPU OCYIIECTBICHUH IIPaBa Ha IOUCK,
MOJIy4yeHue, Iiepefady, MPOU3BOACTBO U pacIpoCTpaHEHUE
nH(pOpMaLUY; TpU NPUMEHEHUH HH(OPMALMOHHBIX TEXHOJIOTHIA;
pu 00eCeYeHUH 3alUThl HH(OpMaIUU

B ctpykTypy rocymapcTBeHHOI
CHCTEMBI 3alIUThl MH(OpMaLUU
P® Bxomdar

OCh PO

MB/]] PD

OCTOK

OCHH

HopmaTtuBHO-1IpaBOBOl  akT -
3TO

IIPaBOBOM aKT, NPHUHATHIA II0OJHOMOYHBIM Ha TO OpPraHOM U
COJIepKalllii TpaBOBble HOPMBI, T. €. MPEANHCAHUS OOIIEro
XapakTepa M IIOCTOSHHOIO JEWCTBUS, pPACCUUTAHHBIE HAa
MHOT'OKPAaTHOE MPUMEHEHHE

MPaBOBOM aKT, MPHUHATHIM ITOJTHOMOYHBIM Ha TO OpPraHOM H
COJIep KAl TPaBOBbIE HOPMBI, T. €. MPEANUCAHUS OOIIEeTo
XapakTepa W IOCTOSHHOTO JEMCTBHS, pPACCUMTAHHBIE Ha
OJTHOKPATHOE MPUMEHEHHUE

HCT BCPHOI'O OTBETA




Bonpoc

Bapuanmbl omeenma

O KoMMepUecKol TaliHe

Kaxk Ha3bIBACTCS 3aKOH,
perymupyromuii  gesrensHocts | O TOCy1apCTBEHHOH TaliHe
rOCyNapCTBEHHOW TalHbl Ha | O CiIy)keOHOM TaliHe
Tepputopuy PO O BpaueGHOM TaliHe
Ha JOCTYN K CBOUM IIEPCOHATIBHBIM JaHHBIM
BO3paXEHUE NPOTHB IMPUHATUA PELICHUHA HCKIIOYUTEIBHO Ha
OCHOBAaHMU  ABTOMATU3UPOBAHHOW  OOpabOTKH  IMEPCOHAJIOM
CyOpekt MEPCOHANBHBIX | JAHHBIX,  MOPOXKIAIOIMIUX  IOPUAUYECKHUE  IIOCIEACTBUA B

JaHHBIX 06Ha):[aeT npaBaMu

OTHOLLICHHH CY6T>CKT3 WM HWHBIM o6pa30M 3aTparuBarommx c€ro
IIpaBa U 3aKOHHBIC HHTCPCChI

00’KaJIOBaHUE IEMCTBUN Win Oe31eiiCTBUNA

BCPHBI BCC BAPpUAHTHI

IIpaBoBoE
OTHOLIEHUN B
UCIIOIB30BaHMsI  JJIEKTPOHHOU
¢ poBoit MO IITUCH
OCYIIIECTBISETCS B
COOTBETCTBHH C

peryaupoBaHue
obiactu

I'paxxnanckum konekcom Poccuiickoit denepanniu

®enepanbHbiM 3akoHOM "OO0 mHbOpManuu, WHPOPMATH3ALUU U
3ammTe nHpopMaun"

®enepanbHbiM 3akoHOM "O cBsizH"

BCPHBI BCC BAPpHAHTLI

UTo W3 NEpeduciIeHHOro He
BXOIUT B TIEPBBIH YPOBEHBb
MPaBOBOTO obecrnieueHust
UHPOPMAITUOHHON
Oe3omacHOCTH

Konctutynus PO (cr. 23, npaBo Ha TallHy NEPENHUCKH)

I'paxnanckuii kogekc P® (ct. 139, Bo3MelieHne yOBITKOB OT
yTeyeK)

®enepanpHblil 3ak0H "O rocy1apcTBEeHHON TaliHe"

IToctanoBnenus [IpaBurenscrBa PO

N3 CKOJNBKUX YpOBHEH COCTOUT
paBoOBOE oOecrieueHue
WH(POPMAITMIOHHON
Oe3omacHocTH

JIBYX YPOBHEHN

TpEeX YpOBHEH

YETBIPEX YPOBHEN

IIATH YPOBHEU

[lepeueHsr BUIOB AEATEIHHOCTH
B obmacTu 3aIIUTEI
WHPOpPMAIIMK, Ha  KOTOpBIE
BBIIAIOTCS JIMICH3UH,
ompeaeneH  IlocranoBneHuem
IIpaBurenscTBa PO "O
JTUTEH3UPOBAHUU  OTICIBHBIX
BUIOB nesaTeabHocT" oT
24.12.94 Nel418 kx HUM, B

U (pPOBATBHBIX CPEJCTB

3allUIICHHBIX CUCTEM TCJ'ICKOMMyHI/IKaIII/II\/JI

IporpaMMHBIX CPEIACTB

CIICUAJIBHBIX TEXHUYCCKUX CPCACTB 3allIUThI I/IH(l)OpMaHI/II/I

JaCTHOCTH, OTHOCHUTCH | 1onroTOBKA M MEPEMOArOTOBKA KapOB
paspaborTka, MIPOU3BOJICTBO,
pcain3anusia u CCPBUCHOC
BCE BEpPHBI BAPHAHTHI

obcy)KnBaHNE
3akoHOJaTEIBHON M | 0 TOCY/IapCTBEHHOM TaliHe
HOpMAaTUBHOU 0azoii | o TexHMUECKOM peTyIMpOBaHUHI
JUICHINPOBAHMS . 1| 0 MMIEH3MPOBAHUH OT/IEIBHBIX BUJIOB JAEATEILHOCTH
cepTu(UuKaInu B 0o0J1acTn o

praguKan 0 3alIUTe MpaB MoTpeduTene
3aIIUTHI nH(pOpMaIIn

SIBIIAIOTCS 3aKOHBI PD

BCC BCPHBI BApHMAHTEI

Hep €4YCHb BHUJOB JCATCIBHOCTHU

B oOactn 3AIIATEI
uHpOpMAIMK, HA  KOTOPHIC
BBIJAIOTCS JIMIEH3HUN,

(G POBaTIbHBIX CPEACTB

3allUIICHHBIX CUCTEM TCHCKOMMYHI/IKaI_II/Iﬁ




Bonpoc

Bapuanmbl omeenma

ompezaened  IloctaHoBieHHEM
TpasHTenbCTEa PD »() | MTPOTPAMMHBIX CPE/ICTB
JMLCH3UPOBAHUM  OTACIBHBIX
BHJIOB JICATENBHOCTH” K HuM, B | CTIEHMAIBHBIX TEXHUYECKUX CPEICTB 3aLIMThI MHPOPMALUK
JaCTHOCTH, OTHOCHTCS
pa3paboTka, MPOHU3BOACTBO,
peanusamus M ceppucHoe | BEPHBI BCC BADHAHTEI
o0cTyXKBaHHe
JIMYHBIE
Kaxkue KaTeropHt "o enocTynHbIe
HePCOHATBHBIX TaHHBIX
R o3 “0 (bu3HoNIOrNYecKue
MIEPCOHANBHBIX JaHHBIX 7 CrienraIbHbIC
OHOMETpHUECKHE

B kakux ciywasx omepaTop He
00513aH YBEZIOMIISITH PETyNATOpa
00 00paboTke TEePCOHATBHBIX
HNaHHBIX?

eciu JTaHHbIe BKIIIO4aroT B cedst DO, tenedoHn u pazmep okinama

€CJIK ori€paropa CBA3LIBACT C Cy@b@KTOM TPYAOBBIC OTHOLICHUSA

€CJIM JaHHbIE BKJIOUYAIOT B ce0d Toiibko DO

CCJIN JaHHBIC KaCatOTCA 310POBbA CY6’beKTa

€CITU JTaHHBIE KaCcal0TCsl CeMEHHOM KU3HH CyOheKTa

€CIM JaHHbIe HEOOXOJMMBI JJIsi OJHOKPATHOTO IPOIyCKa Ha
TEPPUTOPHIO OLIepaTopa

Bribepute ciydan 00paboTKu
HEPCOHANBHBIX JAHHBIX, KOT/a
orepaTop He 00s3aH TOJyYaTh
NHCBMEHHOE coriacue
cyOBekTa Ha 00paboTKy:

OpOHHPOBAHUE TOCTUHUIIBI TYPUCTHYECKON (hupMon

rnepclada JaHHbIX TPCTbUM JIMIIAM

€ClI MEXJy OIEepaTopoM U CYOBEKTOM
npenycmarpuBaromuii oopadorky I1]]

€cTh  JIOTOBOD,

JIOCTABKA IMOYTOBBIX COOOLICHUN

opraHusanusa COCTaBJIACT 633y JaHHBIX CBOHMX KIIMCHTOB, C

ykazanueM @®UO, TtenedoHOB, agpecoB W 3aHUMACMBIX
NOJDKHOCTEN
Kakoii mokyment comepxut B | @enepanbHbiii  3akoH  “O0 wuHpopmanmu, WHOOPMAITMOHHBIX
cebe CTPAaTEruyeCKUe | TeXHOJIOIMSIX M O 3aluTe HHpopMauuu”
HAlMOHATILHBIC  TIPHOPHUTETRL, | DenepanbHblid 3aK0H “O TOCYyIapCTBEHHOW TaliHe”
Hedd |- Mepbl - B OGHaCTIf Joktpuna  uHbopManmoHHol  Oe3omacHoct  Poccuiickoit
BHYTPCHHCHU n BHCIIHCHU CDCI[epaHI/H/I
TOJIMTUKHA Poccuun,
OlpeIeNsIoIne COCTOSIHHE

HaIlMOHAJBbHOHN 0€30MacHOCTH U
YpOBEHb YCTOWYHBOIO Pa3BUTHS
roCyZiapcTBa Ha JIOJITOCPOYHYIO
MEPCIEKTUBRY?

Crparerus HanoHanbHOM O6e3omacHocT Poccuiickoit @enepanumn

Kakoli nokymeHT oToOpakaeT

opuIManbHBIE  B3MVISAABI  HA
ey, 3aJa4d, TPUHIHIB |
OCHOBHEIE HarpaBJIeHHs
obecrevyeHus
UHPOPMAITHOHHOH

Oe3onacHoctd PD?

@enepanbHblii 3akoH  “O0  uHpOpMaIUH,
TEXHOJIOTUSIX U O 3aIuTe HHpopMaru”

MH(GOPMaLIMOHHBIX

®denepanpHbIil 3ak0H “O rocy1apCcTBEHHOM TaiiHe”

JloktpuHa  uH(popManoHHOW  Oe3zomacHocTH  Poccuiickoit

denepanun

Crparerus HanpoHanbHOU O6e3omacHocT Poccuiickoii deneparumn

Bonpocs! k kommiekcHomy 3aaannio TK3

1. Yto Takoe «mpaBoBoe oOecrieueHre MH(OOPMAIIMOHHONW 0€30MacHOCTU» U B
YeM 3aKJIH0YAETCsl €ro MpeaMeT?

2. PackpoiiTe conep:kaHue NpaBoBOro ooecreyeHusi 0€30MacHOCTH CBEJICHU.

3. Packpoiite coaepxkaHue u CTPYKTYypy 3aKOHOJATENIbCTBA B 00JIaCTU




obecrieueHust UHOOPMAITMOHHON OE30TTaCHOCTH.

4. OcHOBHBICE HOpPMATHBHBIC PYKOBOJSAIIME JIOKYMEHTBHI, KacarolIuecs
rOCy/IapCTBEHHOMN TaiHBI, HOPMATUBHO-CIIPABOYHBIE TOKYMECHTHI.

5. YpoBHH NpaBoOBOT0O odecnedeHrss MHGPOPMaITMOHHON O€30ITaCHOCTH.

6. Mecro wuHPOPMAITMOHHON 0€30MacCHOCTH JKOHOMHUYECKHX CHCTEM B
HAI[MOHAJILHOW O€301TaCHOCTH CTPAHBHI.

7. OCHOBHBIE PUHITUIIBI 00ECTIeYeHUST OE30TTaCHOCTH.

8. Konmnenmust nHGopManmmoHHON 6€30TTaCHOCTH.

9. loxTpuHa nHpOpMaTMOHHOM Oe3o0macHocTy Poccun.

10. YeTbIpe OCHOBHBIEC COCTABIIAIONINE HAIMOHATLHBIX HHTEpECcOB Poccuiickoit
denepanuu B nHGOpMAIMOHHOMH chepe.

11. OcHoBHble 3amgaun obOecmedeHuss HWHPOPMAITMOHHOW OE30MaCHOCTH.
[IpaBoBBIC MEeTOIBI OOCCTICUeHNS MHGOPMAITMOHHON 0€30MacHOCTH

Jlyist MpoMesKyTOYHOM aTTeCTALUM

1. UudopmanmonHas 6e30MacHOCTh Y€JIOBEKa U OOIIEeCTBa. YPOBHU 3alUTHI
MH()OPMAIIMOHHBIX PECYPCOB.

2. KomnbrorepHbie npecTyruieHus1. OCHOBHBIE TEXHOJIOTHH, UCTIOJIb3YIOINAECS
IIPU COBEPLIEHUU KOMITBIOTEPHBIX MPECTYIICHUN.

3. OOBekThl 3auMThl UH(pOpPMAIMHU. 3anuTa HHPOPMALUH OTPAHUYEHHOTO
JIOCTyMa: TOCYJapCTBEHHAs TallHa, KOMMEPUYECKasl TailHa.

4. OCHOBHBIE KaHAJIBI YTEYKU UHPOPMAIIUH.

5. Meroasl u cpeactBa 3amuTel MHpopmauuu. ConepikaHue cHocobOB U
CpelcTB obecrnieueHus 0€30MacHOCTH HH(OPMAITUH.

6. Kpunirorpadusi. CumMeTpruiHbIe KPUTITOCUCTEMBI.

7. Kpunirorpadusi. ACUMMETPUYHBIE KPUITOCUCTEMBI.

8. 0O030p U KiIaccuukanrs METOA0B MKU(PPOBaHU UHPOPMALIUH.

9. DnexkTpoHHO-1IU(POBAs TOMKCH.

10. Yrto oTHOCHMTCS K CpEACTBAM WHXEHEPHO-TEXHUYECKOW 3alUThHI
yuH(pOpMAaIUK U 17151 YeT0 OHU NpeAHa3HAYEHBI?

11. B yem 3akitoyaroTcs AOCTOMHCTBA M HEAOCTATKH MPOTPAMMHBIX CPEJICTB
3aIUThl HHPOpMALIUH?

12. [TaponpHas 3ammra.

13. IlonsiTrie yrpo3sl. AHamU3 yrpo3 HHGOPMAIMOHHON 0e30macHOCTH. Bus
CHAPYILIUTETEH.

14. TlonuTtuka 6e3onacHoCTH. OCHOBHBIE TUIIBI MOJTUTHKU O€30MTaCHOCTH.

15. CrangapTsl HH(GOPMAITMOHHON 0€30ITaCHOCTH.

16. IlpaBoBoe obecnieueHre 3auThl nHGopManu. HopMaTuBHBIE TOKYMEHTHI.

17. Pa3zpymarone nporpaMMHBIE BO3JIEUCTBUSA: BHUPYCHl M 3aKJIQJKH.
AHTUBHPYCHBIE CPENICTBA.

18. Ilcuxonornyeckue acnekThl HHGOPMAITMOHHOM O€30MTaCHOCTH OpraHU3aIIUH.
19. Hactpoiika moIuTHKHA O€30MaCHOCTH OTIEPAIMOHHON CHCTEMBI.

20. AHanu3 3anUIeHHOCTH W30JIMPOBAHHOM MPOTPaMMHOM CpEIbl.
21. UccnenoBanue cucTeM HICHTH(MUKAIUH.



22. CTpyKTypa 3aKkoHOAaTenbHOM 0a3bl nHGOopMalmoHHo# Oe3omnacHoctu PO.

23. Crparerus HalMOHaIbHOM Oe30nmacHocTu. HazHaueHue, 0CHOBHbBIE TEPMUHBI.

24. lloxtpuna Ub. Ee HazHaueHwMe.

25. CTpyKTypa ¥ BBl HOPMATHUBHBIX aKTOB, PErYJIUPYIOIIUX OOECICUCHHE
nHpopmarmonHoit 6e3onacHoctu B Poccutickoit denepanm

26. Ilonstue o 3amure uHbopmamuu B PO (149-D3). T'ocymapcTBeHHOE
perynupoBanue. OOsi3aHHOCTH  oOyajmaTeneil uHGOpMAMM W ONEPaTOpOB
WH()OPMAITMOHHBIX CUCTEM. PerymsiTopsl.

27. CucreMa HOPMATHBHBIX TMPAaBOBBIX aKTOB, PETJIAMEHTHUPYOIINX
oOecrieueHne COXPAHHOCTH CBEICHUH, COCTABISIONMIUX TOCYJAPCTBEHHYIO TAalHY B
Poccuniickon @enepanun
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