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1. Heasb, 320a4M U IVIAHUPYEMbIe Pe3yJIbTAThl 00y4eHHs M0 AMCUHUIIMHE

Lenpro ocBoenus aucuumivHael 51.0.11.03. "OcHOBbI HH(POPMAIIMOHHOM
Oe3omacHocTH" ABIACTCS (HOPMUPOBAHUS Yy CTYACHTOB 3HAHUM WM HABBIKOB 10
BONpocaM HMH()OPMAIIMOHHOW O€30MaCHOCTH, a TaKKe€ HABBIKOB MPAKTHYECKOTO
obecrieyeHust 3aIIUThl HHOOPMAIMA W O€30MaCHOTO HCIIOJIB30BAHMS POrPAMMHBIX
CPEICTB B BHIYMCIIMTEIBHBIX CHCTEMaX OPraHM3aIlNi U yUPEKICHHUIA.

3amayaMyu  QUCIHUIUIAHEI

ABJIAIOTCA:

IMOJIYUYCHHC 0a30BBIX TCOPECTUUCCKUX

MPEACTABIEHUA O COBPEMEHHBIX OpPraHU3alMOHHBIX W TEXHUYECKHX METOAAX
3alUThl MH(OpMAIUK, a TAaKKe TEXHHMUYECKUX CPEACTBAaX 3alllUThl KOMIIBIOTEPHOM
uH(pOopMaIK UHPOPMALIMOHHBIX CUCTEM OPTraHU3alUi U YUPEKICHUH.

KoMnereHunu u uHAUKAaTOphl, GOpMUpyEMBbIE Y 00yHatONINXCs:

KOI[ 1 HAMMCHOBAHUE KOMIICTCHIIUHU

Ko u HauMeHOBaHWE HHIMKATOPa

OIIK-11. CnocobeH noHUMAaTh MPUHIIUTIBI
paboThI COBpeMEeHHBIX MH(DOPMAITMOHHBIX
TEXHOJIOTHIA M HICTIOJIH30BATh MX YISl PEIIICHUS
3aj1a4 MPO(HECCHOHATBHON eI TETHHOCTH

OIIK-11.2. Bnameer HaBBIKAMH  TPUMEHEHUS
nU(GPOBBIX  TEXHOJOTMH A pemieHust  3ajad
npo(eCCHOHATBHON  JIEATENIBHOCTH € y4EeTOM
OCHOBHBIX TpeOoBaHui MH(OPMaLMOHHON

0€e30I1aCHOCTH

2. Mecto pucuumiinHbl B cTpykrype OII

[IpenmecTByromue JUCUUIUIMHBL (MOYH), npaktuku, HUP, np.:
b1.0.11.01. MudopmanrioHHbIe TEXHOIOTUH

b1.0.11.02. Anropurmuzanus u porpaMMHUpPOBaHUE

[Tocnenyromnue TUCIUIUIMHEBL (MOYW), ipaktuku, HUP, np.:

b1.0.11.04. IIporpammHoe
npodeccuoHaIbHOM EeATeTbHOCTH

o0ecrieueHne ©  MPOrpaMMHUpPOBAaHUE B

3. CTpyKTYpa u cojepkaHue TUCHUILTUHbI

3.1. CTpykTypa IMCUMILINHBI
Jlns ouHol popMbl 00yUueHUs

Bup yae6HO# paboTh ngo E;:(l;g 4C€Mecgp(51) 5
OBIIAA TPYTOEMKOCTDH AMCHUITIJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexiun 0,44 16 16
ITpakTHyeckue (ceMUHapCKUe) 3aHsThs 0 0 0
JIaGopatopHble pabOThI 0,44 16 16
CAMOCTOSTEJIBHASA PABOTA OBYUYAIOHIET'OCA 1,12 40 40
[TpopaboTka yyeOHOro MaTepuaa 1,12 40 40
KypcoBoii npoekr 0 0 0
KypcoBas pabora 0 0 0
IToaroToBka K MpOMEKYyTOYHON aTTeCTallUN 0 0 0
[IpomexxyTouHasi aTTecTalus: 3




3.2. Conepxxanue IUCUMILIMHBI, CTPYKTYPMPOBAaHHOE IO pa3aelaM u
BHJaM 3aHATHH

Pacnpenenenune ®opMbI U NHunexcebr
TPYAOEMKOCTHU BUJI MHIUKATOPOB
@ 10 BUJaM y4eOHON | KOHTpOJIs bopMuUpyeMbIX
Pas el S padoThI KOMIIETEHIIUI
JIMCLIUTUTUHBI e : ;
2§ B B
Paznen 1. OCHOBHBIE
HOMDITIGL - aHalis yIpos | g 1 5 1 0 | 0 | 4 | TKI OITK-11.2. 3
UH(POPMAITMOHHON
0€301acHOCTU
Paznen 2.
OprasauzanoHHO-
aMUHUCTPATUBHbIE MeEphl | 6 2 1 00| 4 TK?2 OIlK-11.2. 3
UH(GOPMAIIIOHHON
0€301aCHOCTH.
Pazgen 3. UmxkenepHo-
reximeeriie - MOPM 40 | 8 |12 0 |20 TK3 | OIK-11.2.3YB
uHGOPMAITUOHHOM
0€3011acHOCTH
Paznen 4. HopmartusHo-
HPABOBRIC . MPMIo0 4 40|12 TK4 | ONK-11.2.3VB
uH(OPMaIIMOHHON
0€3011acHOCTH
3auer 0 O] 0|00 OM1 | OIIK-11.2.3VB
Hroro 3a 4 cemecTp 72 11616 | 0 | 40

3.3. Coneprkanue TUCUUTIHHBI

Paznen 1. OcHOBHBIE MOHATHS U aHATIN3 YTPO3 HH(DOPMAIIOHHON OE30MTaCHOCTH.

OcHoBHBIEe TepMuHBI u  ompeneneHus. ObecrieueHne  MHGOPMAIIMOHHON
0€30MacHOCTH KOMIBIOTEPHBIX CHCTeM. Bumbl yrpo3. Tpu nHambGonee BbIpaskeHHBIC
yrpo3el: 1) TOABEP)KEHHOCTh (PU3MUECKOMY HWCKOKEHUIO WM YHHUUYTOXKCHHUIO; 2)
BO3MOXKHOCTb ~ HECAHKIIMOHUPOBAHHOM  (CllydalHOM ~ WJIM  3JIOYMBIIIJICHHOM)
MomuduKarmu;  3)  OMACHOCTh  HECAHKIMOHUPOBAHHOTO  (CIyd4allHOTO U
MpeHAMEPEHHOT0) TOMydeHHuss WH(pOpMaMi JUIaMH, JJIsI  KOTOPhIX OHAa HE
npeHa3HadeHa. XapakTep TPOUCXOXKICHUS  yIpo3:  yMBIIDICHHBIE  (DAKTOPBHI,
ecrectBeHHbIe  (pakTophl. Mcrounmkm yrpo3. [IpeanochiIku  TOSBIEHUS  YIPO3:
OOBEKTHUBHBIC, CyOBEKTUBHBIC

Paznen 2. OpranuzaliiOHHO-aIMUHUCTPATUBHBIE MEPbl  MH(POPMAIIMOHHON
0e30macHOCTH

OcHOBHbIE  TIOHATUSI  TMOJUTUKK  Oe3omacHocTH.  CTpykTypa  MOJUTUKU
0e30MacHOCTH OpraHu3aluu: 0a30Basi MOJUTHKA O€30MAaCHOCTH, CIEHUATM3UPOBAHHBIC




MOJIMTUKU ~ O€30MacHOCTH, mpoueaypbl Oe3omacHocT . Pa3paboTka MOIUTHUKH
Oe3omacHOCTH opraHm3anuy. KOMITOHEHTBl apXWTEKTypbl Oe3omacHocTH. Pomu u
OTBETCTBEHHOCTHU B OE€30MaCHOCTH CETH.

Paznen 3. MHxeHepHO-TEXHUYECKHE MEePbl HH(OPMAIIMIOHHOM O€3011acCHOCTH

[lousitne xpunrorpagur. OCHOBHBIE MOHSTUS KPUOTOrPaQUUECKON 3aIIUThI
unpopmanuu. Kpunrorpadpuueckue anroput™bl. CUMMETpPUYHBIE KPUITOCHCTEMBI
mr@poBanus. OCHOBHBbIE PEXUMBI PabOTHl OJIOYHOTO CHUMMETPUYHOTO aJIrOpUTMA.
Ocobennoctu IIPUMEHEHUS IITOPUTMOB CUMMETPUYHOTO mudpoBaHus.
AcUMMeTpUYHbIE KPUITOCUCTEMBI U poBaHus. OYHKIMU XIIUPOBAHUSA. DIIEKTPOHHAS
midpoBas noanuck. OCHOBHBIE MpoUenypbl LHU(POBOM MNOANKMCH. YTpaBieHHUE
KpUIITOKITIIOYaMu.  Mcnosnb3oBaHMEe  KOMOMHHMPOBAaHHOM  KpUNTOCHUCTEMBL.  MeTtoj
pacripenenenus kiaoued Judpdu-Xennmana. Mappactpykrypa ynpaBieHUs] OTKPHITHIMUA
xirouamu PKI.

AyTeHTuUKalMs,  aBTOpH3alUs W aIMUHUCTPUPOBAHUE  JICUCTBHIA
M0JIb30BaTeNeH. MeTto b1 ayTeHTU(UKALINH, UCIOJIb3YIOIIIHE napoJu:
ayTeHTU(HKalKsg Ha OCHOBE MHOI'OpPA30OBBIX MapoJiei, ayTeHTU(UKAIUMs HA OCHOBE
OJIHOpa30BbIX mapoieil. Crporas ayTeHTU(DUKAIUSA: MPUMEHEHUE DIIEKTPOHHBIX
UACHTU(PUKATOPOB, MPOTOKOJIBI CTPOTOM ayTeHTU(DUKAIUY.

buomerpuueckass  ayreHTudukanus — nojb3oBarens. KoMOMHUpPOBaHHbBIE
CUCTEMbI UACHTU(UKALNUN U ayTeHTU(UKAIMKU. DJIEKTPOHHbIE 3aMKH. YTpaBIeHHE
JOCTYIIOM II0 CXeMe OJHOKpaTHOTO BXxoja ¢ aBropm3aunueit Single Sign-On.
VYnpapneHue uieHTUPUKAUEN U TOCTYIIOM

BpenonocHble nporpammsl U NpoOseMbl aHTUBUPYCHON 3amuThl. OCHOBHBIE
KaHaJbl pacHIpOCTPaHEHUs] BPEJOHOCHBIX NPOrpaMM. AHTHBUPYCHBIE NPOIPAMMBI:
OCHOBbl ~ pabOThl  AHTUBUPYCHBIX  IPOrpaMM, OCOOEHHOCTH  «OOJauHOM»
AHTUBUPYCHOM TEXHOJOTHH, BHJIbI AHTUBUPYCHBIX NPOrPaMM, JONOJHUTEIbHBIC
MOJIYJIH aHTUBUPYCHBIX  IPOTpamM, peXUMBbI  palbOThI aHTUBUpYCA.
[Ipopunaktuyeckue Mepbl 3alluThl. J(ONOJHUTENBHBIE CpPEICTBA  3ALUTHI:
obHoBnenuss IO, Opanamayspbl, cpeAcTBa 3allUThl OT  HEXEJATEIbHON
KOPPECIOHACHIIMN. AHTUBUPYCHBIE IIPOIPAMMHBIE KOMILJIEKCHI

Paznen 4. HopmatuBHO-TipaBOBBIE MEphI HH(POPMAIIMOHHOW 0€30MaCHOCTH

Ponp cranpmaptoB mHpOpManuoHHOW  Oe3omacHOCTH. MeXIyHapOIHbBIE
ctanaaptel nHbopmammonHoi 6ezonmacHoctu. Cranmapt ISO/IEC 17799:2002 (BS
7799:2000). TI'epmanckmii cranmapt BSI. Mexaynapomsbsiii cranmapt ISO 15408
«O0mme Kputepun O€30MaCHOCTH WH()OPMAIMOHHBIX TeXHOJOTHI». CTaHIapThI
IEEE 802.11 u WPA — cranmaptel g OecnpoBOJHBIX ceTe. CTaHIapThl
uHpopmarmonnorr  Oe3omacHoctd i Internet. OTedecTBEHHBIE CTaHIAPTHI
6e3omacHOCTH MH()OPMAITMOHHBIX TEXHOJIOTHH.

OpraHu3arnioHHass CTPYKTypa TOCYAapCTBEHHOW CHCTEMBI OOCCIICUCHHSI
nHpopmanmonroi Oe3zomacHoctu. CoBer besomacHoctn Poccwmiickoit denepanmm.
Komuccus Cosera ®@enepanuu 1no nHPOPMAIMOHHON MOJUTUKE U B3aUMOJICHCTBUIO
co cpeactBamu MaccoBod uHbpopmanuu. DenepanbHble OpraHbl UCMOJIHUTEIBHOU
BJIaCTU B 00jacTu uMHpopMaTu3anuu. MeXBeJOMCTBEHHAas: KOMHUCCUS IO 3alllUTE
rocyJapcTBeHHOW TaiHbl. @DeaepasibHasi ciyx0a Oe3zonmacHocTu Poccuiickoii



Oenepaunu. denepanbHas ciayxba MO0 TEXHUYECKOMY U SKCHOPTHOMY KOHTPOJIIO.
®denepanbHas ciayx06a oxpansl Poccuiickoit @enepanuu. Cinyx0a BHEIIHEN pa3BeaKu
Poccuiickoit ®enepanuun. denepanbHas ciayx0ba MO Haa3opy B cdepe CBA3M,
MH(OPMAIIMOHHBIX TEXHOJOTMH W MacCOBbIX KoMMyHHKanui (PockoMHanzop).
®denepanbHas ciayx0a M0 UHTEIUVIEKTYalbHOM COOCTBEHHOCTH, MATEHTAM M TOBAPHBIM
3HakaM (Pocmarenr). @enepanbHOE areHTCTBO MO TEXHUYECKOMY PEryJIUPOBAHUIO U
Metposiorun (Poccranmapr). OOecneuenne uHOpMalMOHHONW O€30MacHOCTH Ha
ypoBHe cyObekToB Poccuiickoit deaeparuu.

3akononatenbcTBO Poccuiickoit denepanuu B 06actu 3auuThl ”HGOPMALIIH,
3alllUThl TOCYAApCTBEHHOW TallHbl M KOH(UIEHUUAIbHON wuHOpManuu. Bumisl
samumaemMot uHopmanuu. Konctutynusi Poccuiickoii depeparuu. J{oxkrpuHa
uHpopmanronHon Oe3zonacHocty Poccuiickoir ®denepanuu. Koapexc Poccuiickoi
@Oenepaud 00 aJAMUHUCTPATUBHBIX IPABOHAPYIICHHUSIX. YTOJNOBHBIA KOAEKC
Poccuiickot  ®enepaumu. I'paxganckunt  komekc Poccuiickon — denepanuu.
Hanoroseii konexkc Poccuiickori ®epepaumu. TpynoBou koxekc Poccuiickoit
Oenepanuu. Denepanbubii  3akoH  "O6  uHPopManuu, HHPOPMALMOHHBIX
TEXHOJIOTHUAX U 0 3aimuTte nHpopmanuu". Oeaepanbubiii 3akoH «O rocyaapCTBEHHON
TaiiHe». DenepanbHbiii 3akoH «O KomMepueckon TaitHe». DenepanbHblii 3akoH «O
TEXHUYECKOM peryiaupoBaHun». OenepanbHblii 3akoH «O0 3JIEKTPOHHON MOATHCH.
®enepanbHblii 3aKk0H «O NEPCOHAIBHBIX AaHHBIX». DenepanbHblil 3aKoH «O CBSI3U.
denepanpHblil 3ak0H "O cpencTBax maccoBoit nHpopmaruu". deaepanbHbii 3aKOH
«O Oe3zomacHoctuy. denepanbHblii 3akoH «O JUIEH3UPOBAHUU OTICIBbHBIX BUIOB
nestenbHOCTH». Denepanbhpiii  3akoH «OO0 apxuBHOM jene B Poccuiickoii
Ddeneparuny. GenepanbHbiii 3aKk0H «O TPaHCTIOPTHOM 0€30TTACHOCTI.

3.4. TemaTuyeckuii IJIAH NPAKTHYECKHUX 3AHATHIA
JlanHblii BUI pabOThI HE MMPEYCMOTPEH YU4E€OHBIM TJIAHOM.

3.5. TemaTtuueckuii mJiaH JJaOOpaTOpPHBIX padoT

[Iponoikure
No Howmep poa
HaumenoBanue nabopaTopHbIX paboT JHHOCTb,
/11 pazzaena
Jac.
1 Hactpoiika moauTuku 0€30MacHOCTH ONEpaluOHHON 3 4
CUCTEMBI
2 Opranuzanusi 3amuThl  JOKYMEHTOB CpEJICTBAMHU
- 3 4
naketa Microsoft Office
3 udpoBanue uHbOopMaIu METOJI0OM
nosnanhaBUTHON 3aMEHBI. [locTpoenue u 3 4
MCTIOJIb30BaHNe MaTpuIlbl Brknnepa
4 JlokTpuHa nH(pOpMaITMOHHOM 0e30MacHOCTH 4 4
Poccwuiickoit @enepanum.

3.6. KypcoBoii npoekT /kKypcoBasi pabora

JlaHHBIM BUJT paOOTHI HE MPEYCMOTPEH YUEOHBIM IIJIAHOM.




4. OueHuBaHue pe3yJIbTAaTOB 00yUYeHUsI

OrnennBaHue pe3yIbTaTOB OOYYECHHSI 1O JWCIMIUIMHE OCYIIECTBISCTCS B
paMKax TEKYIIero KOHTPOJSI M TPOMEXKYTOYHOW aTTECTAI[MU, IPOBOJAMMBIX IIO
6abHO-peiiTuaroBoit cucreme (bPC).

[Ilkasia OIIEeHKH PE3yJIbTATOB 00YUYEHUS MO TUCLIUIUIUHE:
YpoBeHb chopMUpPOBaAaHHOCTU
HHJIWKATOpa KOMIICTCHIIUN

Kon
KOMIIC-
TCHIIUN

Kon
MHIUKATOP
a
KOMIICTCHIL
Hnn

3ara"u-

pOBaHHBIC
PE3YIIbTATHI
00y4eHHs 0
JUCHMIUTHHE

Bricokuii

Cpennuit

Huxe
CpEIOHEro

Huzkuii

ot 85 1o 100

ot 70 mo 84

ot 55 1o 69

ot 0 mo 54

[Ixana orieHnBaHus

OTJIMYHO

XOpOILO

YZOBJIET-
BOPUTEIBHO

HEYJIOB-
JIETBOPH-
TETHHO

3a4TCHO

HC 3a4YTCHO

OIIK-11

OIIK-11.2

3HaTh.

3HATh MPABOBEIC
aKThI B 001aCTH
3aIIUTHI
nHpopMaImm,
OCHOBHBIC TIOHSITHS 1
YIPO3BI
“HGOPMAITMOHHON
0e301acHOCTH,
OCHOBHBIE
MEPOTIPUSTHS TIO
o0ecrieyeHn o
UHGOPMAITMOHHON
0€3011acCHOCTH B
npoeCCHOHATEHON
JICATEIIbHOCTH

3HaeT B
COBEPIIIEHCT
BE

3HaACT
OCHOBHBIC
ITPUHITUIIBI

3HAET
OTHENLHBIE
TIPUHITHATIBT

uMeeT
npeJicTaBIIe
HHE

UHPOPMAITHOHHO-
KOMMYHHUKAIIMOHHBIE
TEXHOJIOTHH,
PUMEHSIEMbIC
pelIeHus
CTAHJAPTHHIX 3334
npodeccuoHambHOM
JeATENBHOCTH c
y4eTOM  OCHOBHBIX
TpeboBaHUit
nH(OpMaLIMOHHON
0e3011acHOCTH

I

3HACT B
COBCPILCHCT
BC

3HACT
OCHOBHBIC
IIPUHIAIIBL

3HaACT
OTACIIbHBIC
IIPUHIHUIIBI

HUMECT
mpeacTaBiic
HHC

YMETh:




YpoBeHb chopMUPOBAHHOCTH
WHAMKATOpPA KOMIIETCHIIUU
. . Huxe .
Kon 3arulanu- Bricokuii | Cpennuii Huzkuit
Kox  pmmuxartop pOBaHHBIC 25 75 100 00 84 CpeaHer (6)9 p
KOMITe- a DPE3yITBTaTH or 85 1o ot 70 o ot 55 no ot 0 10 5
TEHLMH KOMIIETEHI] 00y4eHus 1o Ilxana oueHnBaHUA
uu TUCITUTUINHE yIOBIIET- HeyaoB”
OTJIMYHO XOpOIIIO JIETBOPH-
BOPUTEIBHO
TCIIbHO
3a4TEHO HE 3a4YTEHO
UCTIOJIb30BATh
METOJIbl U CpEeJICTBA
o0ecrieueHust
MH(POPMALIMOHHON
H MOX
0e30MacHOCTH c ¢ Moker
yMeer C | amyckaer 0e3
(1% yMeer B
HECKPUTHYH OTICIIbHBIC TIOCTOPOHH
TIPEI0TBPAIICHUS COBEPILICHCT N
BIMH rpyObIe eif ToMOoIIu
HECAHKIIMOHUPOBAHH | BE
ommoOKaMH | OIIHOKH HCIOJIB30Ba
oro JIOCTYyTIa, .
3JI0YMBIIIIEHHOM
uHpOpPMALIUK WU
yTparhbl 3alMIIAaeMON
uHbOpMaLIU
OIICHUBATH
OIACHOCTb,
CBSI3aHHYIO c
Yrposamu HE MOXET
HECAHKLIMOHUPOBAHH cer 5 | ymeer c | mmyckaer oe3
oro I[OCTyrIa K yM HEKPUTHYH OTACIIBHBIC TIIOCTOPOHH
COBEPIICHCT N
uHpOpMALIUH, se BIMU rpyoble el TIoMOIIH
HaMEpPEHHOU OIMOKaMH | OIIMOKU WCTIONIB30Ba
Mo TU(UKAITAN Tb
JaHHBIX U  YTpaThl
CITy>KeOHOM
uHOOPMAITIH
BJIQJICTh:
COBPEMEHHBIMU BITa ICET
HE BJaJeeT
o0muMH crioco0aMu | BiajeeT B | BIajieeT OTACTBHBIM |
066CHC‘ICHI/I$I COBEPILICHCT | OTACIIbHBIM 1 HaBbIKAMHN
. MIOCTOPOHH
UHGOPMAITUOHHON BE Y HaBBIKAMH | C N
€U TIOMOIIHN
0e30MmacHOCTH HeI04YeTaMH
OHGHO‘-IHBIe MaTCpHUaJibl JUJISL IIPOBCACHUA TCKYHICTO KOHTPOJIA u

MPOMEXKYTOUYHON artectanu mnpuBeneHsl B IlpunoxkeHun kK pabodeil mporpamme
TV CUUTLIHBI.

[TomHBIA KOMITIEKT 3aJlaHWK W MaTepHajoB, HEOOXOAUMBIX JJIS OIICHUBAHUS
pEe3yAbTATOB OOYUEHHUS MO AUCHUILIMHE, XPAHUTCS Ha Kadeape pa3padoTuHKa.



5. YueOHO-MeTONMYecKOe U HH(POPMALMOHHOE o0ecrieyeHne TUCHUILIMHbI
5.1. YueOHO-MeTOAUYECKOE OOecTieueHne
5.1.1. OcHoBHas nuTeparypa

1. MenBeneB, B. A., HWudopmammonHas Oe3omacHOCTb. Bpenenue B
cneuuanbHocTh + ellpunoxenue:Tectol : yueOnuk / B. A. MeaseneB. — Mocksa :
KunoPyc, 2023. — 143 c. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870.
— TeKcCT : AMEeKTPOHHBIN.

2. MenpnaukoB, B. I, Mudpopmaumonnas OGe3omacHocth : yueOHuk / B. IL
Menbnukos, A. 1. Kynpussos, T. FO. BacunbeBa. — Mocksa : KnoPyc, 2023. — 371 c. —
ISBN 978-5-406-11960-0. — URL.: https://book.ru/book/950148. — TekcT : AneKTpOHHBIIA.

3. 3amuta uHdopmaimu : yuebHoe mocodue / A. I XKyxk, E. I1. XKyk, O. M.
Jlenemkun, A. M. Tumomxkun. — Mocksa : PUOP : MTHOPA-M, 2021. — 400 ¢. — URL.:
http://new.ibooks.ru/bookshelf/361250. - Tekct : 3eKTPOHHBIIA.

5.1.2. JlononHuTenbHAS IUTEPATYPA

1. Kpeuio I'. O., ba3oBbie noHsiTHST nHGOPMAIIMOHHONW 0€30MacHOCTH : yueOHOe
nocodbue / I'. O. Kpwuios, C. JI. Jlapuonona, B. JI. Hukutuna. — Mocksa : Pycaiinc, 2023.
— 257 c¢. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Texkcr :
AJIEKTPOHHBIM.

2. babam, A. B., Kpunrorpadudeckue MeTobl 3aiuThl HHGOpMAIUH : y4eOHUK /
A. B. ba6am, E. K. bapanosa. — Mocksa : KuoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — TekcT : 3JIeKTPOHHBIA.

3. Opranm3aloHHO-TIpaBOBOE obecrieueHrne MH()OPMAIMOHHOW O€30MacHOCTH :
yueOHoe nocobue aiist By30B / A. A. CrpensbiioB, B. C. ['opbaros, T. A. [omsikosa [u ap.];
nof pea. A. A.Ctpensiiosa. - M. : Akagemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TekcT : HernoCpeACTBEHHBIM.

4. WudopmaroHHass 0€30MaCHOCTh: KOHIENTYaJbHBIE U METOJIOJIOTHYECKHUE
OCHOBBI 3alTUTHI HH(pOpMaIuy : yaeoHoe nocodue / A.A. Mamok. - M. : ['opsiuast jiuHus -
Tenexom, 2004. - 280 c. - TeKkCT : HENOCPEACTBEHHBI.

5.2. MudgopmanmnonHoe odecnevyeHune

5.2.1. DneKTpOHHBIE U UHTEPHET-PECYPCHI

l:]I\j.iI HaumenoBanue QJICKTPOHHBIX 1 UHTCPHCT-PECYPCOB Ccplaka
1 |9BC IBOOKS.RU https://ibooks.ru
2 |9bC LANBOOK.COM https://e.lanbook.com




5.2.2. Ilpodeccuonanbupie 0a3pl gaHHBIX /| HMH(MOpMaMOHHO-CIIPABOYHBIC

CUCTEMBI
e HaunmenoBanue npogeccnoHaabHbIX 6a3
I /;T JAHHBIX, TH()OPMAITMOHHO-CIIPABOYHBIX Anpec Pexxum nocryna
CUCTEM
1 |Poccuiickas HanmoHaabHas oubnmuoteka  [http://nlr.ru/ http://nlr.ru/
2 Oo6mepoccuiickuii MaTeMaTHYECKHH http://www.mathnet.ru/ http://www.math
nopTal net.ru/
3 |KubepJlennnka B https://cyberleninka.ru/ B https://cyberle
ninka.ru/
4 |HaumoHambHas SNCKTPOHHAT OUOTOUOTERA e isney ru/ https://rusneb.ru/
(H3B)
5 |Texuuyeckas 6ubIMOTEKA http://techlibrary.ru ?ljtp://techllbrary.
6 |MCC «Komexon / «Texaxrcrepm» http://app.kgeu.local/Home/Ap [http://app.kgeu.lo
ps cal/Home/Apps
7 |«KOHCYIBTaHT ILTIOCY http://www.consultant.ru/ http://www. consu
Itant.ru/
8 |«[apanT» http://www.garant.ru/ ?trtlf/://WWW.garan
5.2.3. JIunieH3MOHHOE W CBOOOJHO  pPacHpOCTpPaHSEMOE  IPOTrPaMMHOE
obecrieueHNe qUCIUILINHEI
PexBu3HTHI
Ne [ HammeHoBaHHME mPOTrpaMMHOTO Crioco6 pacnpocTpaHeHHs
MO ITBEPIKTATOTIIHX
/11 obOecrieueHus (JTM1IIeH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
: "CodrJlaitaTperin"
Windows 7 TIpodeccuonasnbhas|Ilonbp3oBaTenbekas onepaoHHas
1 (Pro) cHCTeMA Ne2011.25486 oT
28.11.2011 Hewuck.

npaso. beccpoyno

Windows 7 IlpodeccuonanpHas

(Starter)

ITonw3oBarenbckas oncpanroHHas
CHUCTCMaA

3A0

"CodrJlaitaTperin"
Ne2011.25486 oT
28.11.2011 Hewnckor.

npaBo. beccpouHo

6. MaTepuajbHO-TEXHUYECKOE o0ecriedeHre TUCIMILTHHbI

HaunmenoBanue BUa

HanmenoBanue yueOHON

y4eOHOl paboThI ayJUTOPHH, [lepeuenp HEOOXOAMMOrO OOOPYIOBAHHUS U
CIICIHATN3UPOBAHHOM TEXHUYECKHX CPEACTB 0OyUCHUS
nabopaTopuu

Jlexuu

VYyebHast ayauTopust 1ist
MIPOBEICHNS 3aHATHI
JIEKLIMOHHOT' O THIIA

Crenunann3nupoBaHHas yueOHast Meberb,
TEXHUYCCKUEC CPCACTBA 06y‘IeHI/I$I, ClIyXamue OJIsd
IpeCTaBICHUs ydeOHOI uHpOpMaLuu
OonplIol  ayauTOpuu  (MYJIbTUMEAUNHHBIN
MPOEKTOP, KOMIbIOTEp (HOYTOYK), OKpaH),
JEMOHCTpAIlMOHHOEe 000py/lOBaHUE, Y4eOHO-
HarJsiiHble mocoous




HaumenoBanue Buna HanmenoBanue yueOHOM

y4eOHOH paboThI ayIUTOpUU, IlepeueHbp HEOOXOAMMOrO 0OOPYIOBAHHUSI U
CHeHHaHI/ISI/IpOBaHHOﬁ TCXHUYCCKUX CPCACTB O6y‘IeHI/I$I
nabopaTopuu
Jlabopatopubie |KommbloTepHbIi Kiace ¢ CrnenuanusupoBaHHas  y4eOHas  meOeub,
paboTHI BbIxozioM B Untepuer JI-418, JI-| Texunueckue cpencTBa 00yuenus
420, 1-424, 1-427 (MyJIbTUMEIUIHBIA TPOEKTOpP, MOHOOJIOKH 25
me.), JIMIICH3UOHHOE IIPOTrPaMMHOE
o0ecrnieueHue

KoMnbroTepHsbIi Ki1ace ¢ CnennanusupoBaHHas ydeOHas mebens Ha 30

BbIxofoM B MHTeprer B-600a | nocamouneix  mect, 30  KOMIIBIOTEDOB,
TEXHUYECKUE CpeJcTBa OOydeHHs (MyIbTUMeE-
JTUWHBIA  TPOEKTOP, KOMIIBIOTEp (HOYTOYK),

9KpaH), BHJICOKaMEPHI, MIPOTPaMMHOE

obecrnieyeHue
CamocTrosTenapHas |KoMIIbIOTepHbIH KIace ¢ CreunanusupoBaHHasi yueOHas meOenb Ha 30
pabora BbIxotoM B UnTeprer B-600a | nmocamounsix  mect, 30  KOMIIBIOTEDOB,

TEXHUYECKUE CpeJCTBa OOydeHHs (MyIbTHMeE-
JUIHBIA TPOEKTOp, KOMIBIOTEP (HOYTOYK),
JKpaH), BHJICOKaMEPBI, MIPOrpaMMHOE
obecrieyeHue

Crnenunanu3upoBaHHasi MeOeb, KOMIIBIOTEpHAS
TEXHHUKA C BO3MOXHOCTBIO BBIX0/a B IHTepHET
u obecrieuenrneM noctymna B OMOC, skpaH,
MYJIbTUMEAUNHBIN TPOEKTOP, TPOTPAMMHOE
obecrnieueHue

YuraapHbIH 3a1
OnoInoTEKU

7. Oc00eHHOCTH OPraHU3ANUU 00PA30BATEIbHON AeATEILHOCTH ISl JIMIL C
OrpaHMYEeHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI H HHBAJINI0B

JIvma ¢ orpaHMYEHHBIMU BO3MOKHOCTSIMH 3710poBbs (OB3) 1 MHBaIuAbl UMEIOT
BO3MOXKHOCTh OECIIPENATCTBEHHO IEPEMENIaThbCs M3 OJHOr0 Y4eOHO-I1a00paTOpHOTO
KOpIlyca B JPYroW, TMOJHATHCS HAa BCE DJTAXH YUeOHO-IAaOOPATOPHBIX KOPITYCOB,
3aHUMAaTbCd B Y4YEOHBIX W HMHBIX TIOMEIICHUSX C YY4ETOM OCOOEHHOCTEMH
NCUXO(U3UUECKOTO PA3BUTHS U COCTOSIHUS 3/TOPOBBA.

Hust o6yuenuss nun, ¢ OB3 u WHBaAIMIOB, WMEIOMIUX HApPYIIECHUS OMOPHO-
JIBUTATEIILHOTO ammapara, 00ecCredYeHbl YCIOBHUS OECHPEnsSTCTBEHHOTO JIOCTYyMa BO
Bce yueOHbIe nmomenieHus. MiapopManus o cnenraibHbIX YCIOBUSX, CO3TaHHBIX IS
oOydarommxcs ¢ OB3 wu wHBanmaoB, pa3meleHa Ha caidTe YHUBEpPCUTETa
www//kgeu.ru. imeetcss BO3MOXXHOCTHh OKa3aHHS TEXHUYECKOU ITOMOIIA ACCUCTEHTOM,
a TaKXKe yCIIyT CypAONEPEBOTUMKOB U TU(DIOCYPAONIEPEBOTUHKOB.

Jlnst apantanuu K BocnpusaTuio guiiamu ¢ OB3 u nHBanumamMu ¢ HapymeHHBIM
CIIyXOM CIIPAaBOYHOr0, y4eOHOro Marepualia MO JUCLUUIUIMHE O00eCIeYMBaIOTCS
CJEAYIOIIHNE YCIOBHUSL:

- IS JTy4IIIed OPUEHTAIINY B ayJUTOPUH, IPUMEHSIIOTCS CUTHAIBI OTIOBEIIICHUS
0 Hayalie U KOHIIE 3aHSTHS (CIOBO «3BOHOK» MUIIETCS HA JIOCKE);

- BHUMaHHUE CJa0OoCIbIIIaiero o0y4Yalmierocss MNPUBJIEKAECTCS IeJaroroMm
KECTOM (Ha IJIeHO KIJIAJIETCs pyKa, OCYIIECTBIACTCS HEPE3KOE MOXIIONBIBAHUE);

- pasroBapuBasi ¢ OOYYaIOIMIUMCS, TEAArOTHYECKHA pPaOOTHUK CMOTPUT Ha



http://www.kgeu.ru/

HEro, TOBOPHUT SCHO, KOPOTKHMH TMPEIJIOKEHUSIMHU, OOecreurnBas BO3MOXHOCTH
YTEHUS MO Ty0am.

KoMmeHncanusi 3aTpyIHEHHWH pPEYEBOTO W HWHTCIUICKTYaJTbHOTO Pa3BUTHS
c1aboCbIIIaINX 00yYarOIIUXCsl TPOBOJIUTCS MTYyTEM:

- HCTIOJTIB30BAHUS CXEM, TMAarpaMM, PUCYHKOB, KOMITBIOTEPHBIX TMPE3CHTAIUH C
TUIEPCCHUTKaMU, KOMMEHTHUPYIOIIMMHE OTACTbHBIC KOMITOHEHTHI H300paKCHUS;

- PETYJSIPHOTO TPUMEHEHUs yIpaKHEHWH Ha Tpaduueckoe BBIACICHHE
CYIIECTBEHHBIX NMPU3HAKOB MIPEIMETOB U SIBIICHU;

- obecriedeHnsT BO3MOXHOCTH JUII  OOYyYaromerocs TMONYYHTh aJpecHYIO
KOHCYJBTAIIUIO 10 3JIEKTPOHHOM MOYTE 0 MEpPEe HEOOXOIUMOCTH.

Jlnst aganranuu K Bocnpusitrio uinamu ¢ OB3 u nHBaMIaMu ¢ HapyImeHUsIMH
3peHUs CIIPaBOYHOTO, y4eOHoro, MIPOCBETUTEIHCKOTO MaTepuana,
IIPEyCMOTPEHHOTO 00pa30BaTEIbLHON MPOTPAMMOK IO BHIOPAHHOMY HalpaBJICHHUIO
MOJITOTOBKH, 00ECTICUNBAIOTCS CIICAYIOIINE YCIOBUS:

- BeJIeTCs ajanTanus o(QUIMaIbHOTO caiiTa B ceTh MIHTepHEeT ¢ y4eToM 0COOBIX
NoTpeOHOCTEH MHBAIU/IOB 10 3PEHUI0, 00CCIICUMBACTCS HATMYKE KPYITHOIPU(TOBOKH
CIPaBOYHOM MH(POPMAIIMH O PACTIMCAHUH YUCOHBIX 3aHSATHIA;

- IEIarOTMYEeCKUii  pabOTHUK, ero coOeceqHUK (Mpu HEOOXOIUMOCTH),
NPHUCYTCTBYIONINE HA 3aHATUU, TIPEICTABIISIOTCS 00YJYaIONIUMCS, TP 3TOM KaXIbIi
pa3 Ha3bIBaeTCs TOT, K KOMY IEIarorHuecKiii pabOTHHUK oOpaliaercs;

- IEUCTBUSA, YKECThI, MEPEMEIICHUSI MEeJaroruHueckoro padOTHHKA KOPOTKO U
SICHO KOMMEHTUPYIOTCS;

- meyaTHass MHQOpMalUMA TPENOCTaBiseTcs KpymnHbiM mpudtom (ot 18
YHKTOB), TOTAJIHHO 03BYYMBAETCS;

- obecrieunBaeTcsi HEOOXOUMBII YPOBEHb OCBEIIEHHOCTH TOMEIIICHUI;

- IPEAOCTABIISICTCS BO3MOXHOCTh HCIOJIB30BaTh KOMIIBIOTEPHl BO BpeMs
3aHATUHN W MPABO 3alUCH 0OBSICHEHUH HAa TUKTO(OH (TI0 JKeJTaHUI0 00 YyJarOIIUXCs).

dopmMa NOpoBEHECHUS TEKyIIEW H MPOMEKYTOUYHOM aTTeCTaluu IS
oOydaromuxcsa ¢ OB3 u UHBaMIUIOB OMpeAeNseTcs MeJarornieckuM pabOTHUKOM B
COOTBETCTBHM C y4eOHbIM mmaHoM. [Ipu HeobOxommmoctu oOydarmemycs ¢ OB3,
WHBAJIUAY C YYETOM UX HWHAMBUAYATBHBIX MCUXOPU3MUYECKUX OCOOCHHOCTEH Naercs
BO3MOXXHOCTh MPOUTH MPOMEKYTOUHYIO aTTECTAI[MI0 YCTHO, MMChbMEHHO Ha Oymare,
MMCBMEHHO Ha KOMITbIOTEpE, B JopMe TECTUPOBAHMS U T.II., TUOO MPEAOCTABISACTCA
JOTIOTHUTENIBHOE BPEMS JUISI TIOJTOTOBKH OTBETA.

8. MeToanueckue peKOMeHAANUM Ui TMpenoaaBaTesieil M0 OpraHu3aluu
BOCIIMTATEJIbHON PadoThI ¢ 00y4al0IIUMHUCS.

Mertoauyeckoe o0ecreueHre mpolecca BOCIUTAHUS 00yUYarOIINXCsl BHICTYIAET
OIHUM W3 Ompenensonmx (akTopoB BBICOKOTO KadecTBa  0Opa3oBaHUS.
[IpenogaBarens By3a, JAEMOHCTPUPYS BBICOKHM MpodecCuoHanu3M, 3pYyAULHIO,
YETKYIO TPAXKJIAHCKYIO MO3UIINI0, CAMOJIUCIMUIUINHY, TBOPUYECKUM MOAXO0 B PEIICHUN
npoecCUOHANbHBIX 3aJlady, B XOAe 00pa30BaTEIBLHOTO MpOIEcca CHOCOOCTBYET
(GhOpMUPOBAHUIO TAPMOHUYHON JTUYHOCTH.

[Ipu peanuzanuu OUCHUIUIMHBI TpenojaBaTelb MOXKET HCIOJIb30BaTh
CJIEAYIOIINE METO/Ibl BOCTIUTATEIHLHON paOOTHI:



- MeTOoJbl (OPMHPOBAHUS CO3HAHUS JUYHOCTU (Oecena, AUCHYT, BHYUICHHE,
MHCTPYKTAX, KOHTPOJIb, OOBSICHEHUE, NpPHUMEpP, CAMOKOHTPOJb, pPAaccKa3, COBET,
yoexaeHue u ap.);

- METOJbl OpPTraHM3alUU JESITEIIbHOCTH M (POPMUPOBAHMS OIBITA MOBEACHUS
(3amaHue, OOIIECTBEHHOE MHEHHUE, [eNaroruyeckoe TpedoBaHUE, IOpPYYEHHUE,
MPUYYEHUE, CO3/JaHNE BOCTIUTHIBAIOIINX CUTYALUM, TPEHUHT, YIPAKHEHHE, U 1. );

- METOJbl MOTHBAIIMU JEATEIBHOCTH W TNOBeAeHUS (0A00peHHe, MOOUIPEeHHE
COLIMAJILHOM aKTMBHOCTH, MOPHUIAHUE, CO3JaHUE CUTyallMil ycrexa, Co3/laHue
CUTYaLU| JJIsl SMOLIMOHATBHO-HPABCTBEHHBIX MEPEKUBAHUI, COPEBHOBAHUE U JIP.)

[Ipu peanuzauuMu JAUCHUIUVIMHBL  TpenojaBaTesib  JOJKEH  YYUTHIBATh
CJIeIyIOIIMe HAalpaBJICeHUs BOCIIUTATEIbHOMN €SI TeIbHOCTH:

I'padsicoanckoe u nampuomuyeckoe 60ChUmManue:

- popMupoBaHKe y OOydYarOUIMXCSl UETOCTHOIO MHPOBO33PEHHUS, POCCUICKON
UJIEHTUYHOCTH, YBa)KEHHUS K CBOEH CeMbe, OOIIECTBY, TOCYIaPCTBY, MPUHSATHIM B CEMbE U
00IIeCTBE JyXOBHO-HPABCTBEHHBIM M COILIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAIMOHAJIBHOMY,
KyJbTYPHOMY W HCTOPUYECKOMY HAclienuio, (OPMHUpPOBAHUE CTPEMIICHHS K €ro
COXPaHEHUIO U PA3BUTHIO;

- popmupoBaHue y 00y4aromuxcs aKTUBHOW TPa)KIaHCKOW MO3UIIMK, OCHOBAHHON
Ha TPAJUIMOHHBIX KYJIBTYPHBIX, TyXOBHBIX M HPABCTBEHHBIX LEHHOCTAX POCCHICKOrO
oOmiecTBa, JJIi TIOBBIIIEHHUS CHOCOOHOCTM OTBETCTBEHHO pEAIM30BBIBATH CBOM
KOHCTUTYLIMOHHBIE 1IpaBa U 00SI3aHHOCTH;

- pa3BUTHUE MPABOBON U MOJUTHUECKON KYJIbTYpbl 00YyUarOIIMXCs, paclliIupeHHe
KOHCTPYKTHBHOI'O YYacTHsl B IPUHATHM PELICHUH, 3aTparuBarOlIMX HUX IpaBa U
MHTEPECHI, B TOM YHUCJIE B Pa3IMYHbIX (JOPMAX CaMOOPIraHU3ALMH, CAMOYIPABICHMUS,
0O0I1ECTBEHHO-3HAUUMOM J1€ATEIbHOCTH;

- hopMHUpOBaHKE MOTHBOB, HPAaBCTBEHHBIX M CMBICIOBBIX YCTAHOBOK JIMYHOCTH,
HO3BOJISIIOIMX MPOTHBOCTOATh IKCTPEMU3MY, KCEHOPOOWH, AUCKPUMHHAIMU 10
COLMAJIbHBIM, PEIMIMO3HBIM, PACOBBIM, HAIMOHAJIBHBIM IIPU3HAKaM, MEKITHUYECKOU U
MEKKOH(ECCHOHAIBHOM HETEPITUMOCTH, IPYTUM HETATUBHBIM COLIMATIbHBIM SIBJICHUSIM.

LlyxoeHo-npascmeennoe gocnumanue:

- BOCIIUTAHWE YYBCTBAa JIOCTOMHCTBA, YECTH W YECTHOCTH, COBECTIIMBOCTH,
YBXEHUS K POIUTENAM, YUUTENSAM, JIFOJSIM CTapIIEro MOKOJICHHUS;

- bopMHUpOBaHHE TIPUHIUIOB KOJUIEKTUBU3MA M  COJMIAPHOCTH, JAyXa
MUJIOCEPJIUsl U COCTpaJaHusi, MPUBBIUKU 3a00THUTHCS O JIOAAX, HAXOIALIUXCA B
TPYJAHOW )KU3HEHHOW CUTYyaIluu;

- hopMHpOBaHNE COTUAAPHOCTH U YYyBCTBA COLHMAIBHON OTBETCTBEHHOCTH IO
OTHOLICHUIO K JIOJSM C OTPaHUYECHHBIMH BO3MOXXHOCTSMM 3J10POBbs, IPEOJOJECHUE
IICUXOJIOTUYECKUX OapbepoB MO OTHOLIEHUIO K JIIOJAM C OTPaHUYECHHBIMU
BO3MOXHOCTSIMU;

- hopMHUpOBaHUE HMOIMOHATBHO HACHIIIEHHOTO M JIYXOBHO BO3BBIIIEHHOTO
OTHOLUEHUSI K MUPY, CLIOCOOHOCTH M YMEHUS NepefaBaTh IPYIMM CBOM ACTETUYECKUN
OIIBIT.

Kynvmyphno-npoceemumenvckoe éocnumanue:

- opMUpOBaHHE ICTETUYECKON KapTUHBI MUPA;



- hopMHpoOBaHNE yBa)KEHUS K KYIBTYPHBIM IIEHHOCTSIM POJHOTO TOpOAa, Kpas,
CTpaHBI;

- MOBBIIIICHHE MTO3HABATEIHLHON aKTUBHOCTH O0YJarOIINXCS.

Hayuno-obpazosamenvhoe socnumanue:

- popMHpoOBaHNE Yy 00YYAIOIIUXCSI HAYYHOTO MUPOBO33PEHUS;

- hopMHpoOBaHHNE YMEHHUS MTOTYYaTh 3HAHMS,

- hopMHupOBaHNE HABHIKOB aHAlM3a U CHHTE3a WH(POpPMAIMU, B TOM YHCIE B
npodeccruoHanbHOi 0071aCTH.



BHocumBbIe MI3BMEHEHHUS M YTBEPKACHUS HA HOBbIN y4eOHBbIN IoJ
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OneHouyHble MaTepHaibl MO AUCHUIUIMHE, MPEIHA3HAYEHHBI JJIsI OLICHUBAHUS
pPEe3yAbTATOB O0YyUEHHS HA COOTBETCTBHE MHIUKATOPAM JIOCTUKEHUSI KOMIIETCHIIUH.

OueHnBaHuE pe3yJbTaTOB OOYYEHUS IO JUCHUIUIMHE OCYIIECTBISETCS B
pamkax Tekymiero koHTpoJisa (TK) u mpoMexxyTodHOM aTTecTalyu, IPOBOJUMBIX IO
6abHO-peiiTunroBoit cucreme (bPC).
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Paznen 1. OcHOBHBIE TOHATHA W aHAIM3 YIrpo3
UH(GOPMAITMOHHON OE30MaCHOCTH TK1 9 6 9-15
Paznen 2. OpraHu3aiOHHO-aMHUHICTPATUBHbIC
Mepbl HH(GOPMAIIOHHOH 0e301aCHOCTH
TecrupoBanue 9 6 9-15
P 3. u - 27-
azzien vH)KCHCpHO TEXHUECKHE  MEPBI | . 97 18
UH(GOPMAIIOHHON 0E30MaCHOCTH 45
TecrupoBanue 9 6 9-15
18-
Beinonxenue u 3aimra 1abopaTopHoi paboTh 18 12 30
Pazne. 4. Hopma 0-IIPABOBBIE 15-
16T ) PMATHBHO-TIPABOBEI MepHL | on 15 10
nH(pOPMAILIMOHHOH Oe3011aCHOCTH 25
TecrupoBanue 9 6
BeinonHenue 1 3aimra 1abopaTopHoi paboTh 6 4
IIpomexyTouHasi aTTecTaius (3a4eT) oM 9-15
HUroroBoe TectrpoBanie 9-15
2. OueHOYHbIE MATEPHAIHI TEKYILEr0 KOHTPOJISA U MPOMEKYTOUHOM aTTecTaluu
[IIxana oleHKH pe3yJbTaTOB OOYUYCHUS 110 JUCITUTIIINHE:
YpoBeHb chopMUPOBAHHOCTH
HHIWKATOPa KOMIICTCHIINN
N N Hwuxe N
Kon 3amnanu- Bricokmit Cpennuit CpemEero Huzkuii
Ko MHIUKATO OBAHHBIC
A H p p or 8510100 |or70 084 | 0T 551069 | or 0 1m0 54
KOMIIC- a PE3YIbTATBI
[IIxaa oneHMBaHMS
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Ppe3ybTaThl
IIIxaJia oeHUBaHMS
00yd4eHus 1o
HEYJIOB-
JMCIUTUTAHE YJIOBJIET-
OTJINYIHO XOPOIIIO JICTBOPUTEITH
BOPHTEIILHO
HO
3a4TeHO HE 3aYTEHO
OLICHUBATh OIACHOCTD,
CBSI3aHHYIO C YTPO3aMH He  MOJKeT
HECaHKIIMOHUPOBAHHOT
CCAHKIMOHUPOBAHHO yMeeT C | Amyckaer 0e3
0 Joctyna K | yMeeT B
HEKPUTUYH | OTACIBHBIC | TIOCTOPOHH
HUHpOpMALIUH, COBEpILEHC .
. BIMH rpyoble €l ToMOIIHn
HaMEPEHHOM TBE 6 5
MOMAMKAIH TAHHBIX OMMOKaMH | OIIHOKU UCIIOJTh30Ba
U YTpaThl CIIy)KeOHOM b
uHbOpMaLIU
BJIQJIETh!
BJIaJieeT
BPEMEHHBIMHU OT/CTBHBIM
COBPEME BJIaJieeT : HE BIaJIeeT
ol0mumu  crocobamu | BIafeeT B u
OTAEILHBIM 0e3
o0ecrieueHus COBEPIIICHC HaBBIKAMU
. u MOCTOPOHHE
UHGOPMAITMOHHON TBE ABLIKA c 4 HoMO
6e301macHOCTH HaBbIKaMH HejoueTaM 1 TOMOTIH
u

OHGHKa «OTJIMYHO» BBICTABJIICTCA 3a BJIaJCHHC B MOJTHOM MCpC MMOHATUHHBIM

amnmapaToM JUCIUIUTMHBI «OCHOBBI HH()DOPMAIIMOHHONW OE301TaCHOCTH, CIIOCOOHOCTh
WLTIOCTPUPOBATh OTBET NMpUMEpaMH, (PaKTaMH, JaHHBIMH HAy4YHBIX HCCJICIOBAaHHMIMA,
IPUMEHSTh TCOPETUYCCKUE 3HAHUS JUIS PEIICHUS THUIIOBBIX 3aJ1ay M MPAKTHYCCKHUX
3aJlaHni 00JIee BBICOKOTO YPOBHS CJI0KHOCTH.

O1ieHKa «XOpOII0» BBICTABIIACTCS 3a BJAQJCHHE IOHATUHHBIM aIapaToM
IUCIMUILINHEI «OCHOBBI nHpOopMaITnoHHAas 0e30MmacHOCTH Y, croco0eH
WUTFOCTPUPOBATh OTBET NpHMepamu, (pakTamu, IPUMEHATh TCOPETHYCCKUE 3HAHUS
IIPU PEIICHUH THUIIOBBIX 3a/a4, JOMYCKAeT HE3HAYMTEIIbHBIC OIIMOKH NP PEIICHUN
MPaKTHYECKUX 3aJIaHUK 00J1ee BRICOKOT'O YPOBHS CJIIOKHOCTH.
«y/J10BJIETBOPUTEJIHLHO»

OI_[eHKa BBICTABJIICTCA 3a 4YdaCTHYHOC BJIAACHHC

TEOPETUYECKUMU OCHOBAMU «OCHOBBI nH(popMaloHHAas

6e3omacHOCTHY, (ParMEHTAPHYIO CIIOCOOHOCTh MILTIOCTPUPOBATH OTBET MPUMEPAMH,
dakTamMu, B psAlie CIy4daeB 3aTPyIHACTCS TPUMEHSTh TEOPETHUECKHE 3HAHUS TPHU

JTACIUATLINHBI

pElIEHNH TUIOBBIX 3a7ady, HE BCEraa CIOCOOEH PEUIUTh MPAKTUYECKUE 3aJaHust
0o0Jiee BBICOKOTO YPOBHS CJIOKHOCTH.
OlieHKa «HEey10BJIETBOPUTEIbHO» BBHICTABIISIETCS 32 HE COOTBETCTBUE JIFOOBIM

u3 nokazatened.  OOydvaroumuiics  JI€MOHCTPUPYET

TpEM MCPCUYNCIICHHBIX



OTPBIBOYHBIE, ()parMEHTApHBbIE 3HAHMS, JONMYCKAET I'pyOble OMIMOKU MPH pPELICHUU
TUIIOBBIX PACUETHBIX 3a7a4 JJMOO HE UMEET MPEICTABICHUS O CIIOCO0E UX PELICHUS.

3. IlepeyeHb OLICHOYHBIX CPEJICTB

Kpatkast xapakTepucTuka OLIEHOYHBIX CPEACTB, UCIOJIb3YEMbIX IIPHU TEKYILEM
KOHTPOJIE YCHEBAa€MOCTH M MPOMEXKYTOUHOM aTTecTauu oOydYaromierocs o
TUCIUIUINHE:

HaumenoBanue Onwucanue
OLIEHOYHOTO Kparkas xapakTeprcTHKa OIICHOYHOTO CPEICTBA OIIEHOYHOTO
cpencTa cpencTBa
KoncnekrupoBanue | KpaTkoe TeKCTOBOE MpeICTaBICHHE epepaboTaHHON [Tepedens pa3nenoB
y4eOHOro nHpOpMAaLIIU
Mareprana
[Tepeuens 3amannii u
OT4eT 10 Brimonnenue na60paT9pH0171 pa6(3TI>I, 00paboTka BOTIPOCOB JIJIst
. pe3yJIbTATOB HCIIBITAaHUH, HW3MEPEHUH, HKCICPHMEHTA. 3l THI
nabopaTopHOH . .
pacore (OJIP) Odopmitenre oT4eTa, 3aIuTa pe3yabTaToB Ja00PATOPHOM nabopaTtopHOU
paboThI 10 OTYETY paboThl, IEpevEHb
TpebOBaHU K OTYETY
CpencTBo KOHTPOJIS, OPraHM30BaHHOE KaK CIICIAATbHAS
CoGecenopanme Oecema npenogIaBaTeznﬂ C O6yanOHEI/IMC${ HAa TEMEI, CBS- Bomnpocer o
(C6c) 3AHHBIE C M3YIAEMOH JMCLMIUTMHON, H PacCUNTaHHOE Ha paznenam
BbISICHEHHE 00beMa 3HaHWN OOy4aroLIerocs Mo Oonpese- JICHUTLIHBI

JICHHOMY pa3Jielly, TeMe, podeMe U T.11.

Cucrema CTaHAAPTU3UPOBAHHBIX 33JJaHUIA, MO3BOJISIOILAS
Tect (Tecr) ABTOMATHU3UPOBAaTh  TPOILEAYPY HW3MEPEHHUS  YPOBHSA
3HAHUA U YMEHUH 00yJaroerocs

KoMIuIekT TECTOBBIX
3aTaHuN

4. IlepeyeHb KOHTPOJBbHBIX 3aJaHUH WJIM HMHbIE MaTepPHAJIbI,
Heo0XoauMblIe /Uil OUECHKH 3HAHUM, YMEHUIl W HABBIKOB, XapaKTEePHU3YHIIHX
Tanbl (POPMHUPOBAHUS KOMIIETEHIIMIA B poLecce OCBOCHHUS TUCHMILTHHBI

IIpumepnwiii nepeuenv 60npocos OJisi cobecedosaHus

1. Chopmymupyiite nmonsTre nHpopMarpionHon o6e3omnacHocta UC.

2. OObsACHHUTE TOHSATHS IIEJIOCTHOCTH, KOH(UICHIMAIHHOCTH W JOCTYITHOCTH
uHpOpMAIIUH.

3. Vkaxutre OTIMYMSA CAaHKIMOHHUPOBAHHOTO JIOCTyNMa K WHGOpMAIMUA OT
HECAaHKIMOHMPOBAHHOTO.

4. llepeuucnure OCHOBHBIC TPHU3HAKA KIACCH(DUKAMK BO3MOXKHBIX YIPO3
6e3omacuoctu UC

5. JlaiiTe KpaTKyl0 XapaKTEpPHUCTHUKY YIPO3bl OE30MacHOCTH, 00O03HAYaeMOi
TEPMHUHOM (TPOSITHCKUN KOHB.

6. JlaiiTe KpaTKyl0 XapaKTEpPHUCTHKy yIrpo3 Oe30MacHOCTH, 0003HaYaeMbIX
TEPMUHAMU «BUPYC» U «UEPBbY.

7. HazoBuTe 1 0XapakTepu3ynTe HauOoJee PacIpoCTPaHEHHBIC BUIbI CETEBBIX.

8. Ommmure araky «4enoBeK-B-cepeauHe». Kakue cpenctsa MO3BOJISIIOT
3¢ PeKkTUBHO OOPOTHCS ¢ aTaKaMU TaKOro THrna?




9. Onumure aTaky TUMNA «OTKa3 B OOCIY)KMBAaHMW» M PACIPEIEIICHHYIO aTaKy
«OTKa3 B 00CITy>KUBAaHUID.

10. Omnwumwure ocoOeHHOCTH (uImMHIa W (apMuHra. YKaKuTe Mepbl
MIPOTUBOJICUCTBHS ITUM ATaKaM.

11. KakoBbl UCTOYHUKH HapyIIEHUI 0E€30MaCHOCTH MPOBOJHBIX KOPIOPATHUBHBIX
ceren?

12. Ha3oBUTE OCHOBHBIE YSI3BUMOCTH U YTPO3bl OECIPOBOAHBIX CETEN.

13. OOBsAcHHUTE MOHATUE IIOJIMTHKA OE30aCHOCTH OpraHU3aLUm.

14. Kakue pa3znenbl JOKHA COAEPkKATh TOKYMEHTAIBHO O(OPMIICHHAs MOJUTHKA
6e3onmacHocTu?

15. Kakue npobiiemMbl pelaeT BEpXHUM YpOBEHb OJIUTUKY 0€30MacHOCTH?

16. Kakue 3a1auu pemiaeT CpeiHui ypOBEHb MOJIUTUKU O€30MacHOCTH?

17. KakoBbl 0COOEHHOCTH HUKHETO YPOBHSI MOJUTUKU O€30MacHOCTH?

18.  Cdopmynupyiite  00S3aHHOCTH  PYKOBOAMTENEH  MOApA3/EICHUi,
aJIMUHUCTPATOPOB U MOJIL30BATENEH MTPU pealTM3allK OJIUTUKY O0€30MaCHOCTH.

19. OnuimuTe CTPyKTYpY MOJUMTHKH O€30MaCHOCTH OpraHU3aI|H.

20. Yro npeacTaBIsitoT co00# crenuain3upoBaHHbIe TOTUTUKN O€30MacHOCTH?

21. TIlpuBemuTe HECKOJIBKO MPUMEPOB  CIEIHATM3UPOBAHHBIX  MOJUTHK
0€30MaCHOCTH C OMTUCAHUEM UX OCOOCHHOCTEH.

22. Yto npeacTaBisiroT co00# MpolieIyphbl 0€30macHOCTH?

23. TlpuBenuTe HECKOJILKO MPUMEPOB Mpolieayp O€30MacHOCTH C OMUCAHUEM X
0COOEHHOCTEH.

24. Tlepeuncnure OCHOBHBIE OTambl pa3paOOTKU TMOJUTUKH OE30MacHOCTH
OpraHu3allvu.

25.  CdopmynupyiiTe TIaBHYIO 3a7ady CTaHAAPTOB  MH(POPMALMOHHOU
0€30MacHOCTH € TO3WIMA  TMPOW3BOAMWTEIICH W TOTPEOUTENIe  MPOIYKTOB
MH(QOPMALIMOHHBIX TEXHOJIOTHUH, a TaKKe CIEIHUATNCTOB MO0 CEpTUPHKAIMU ITUX
POJTYKTOB.

26. HazoBuTe OCHOBHBICE MEXIYHAPOJIHBIC CTAaHAAPTHI HH(POPMAIIMOHHON
0€30MacHOCTH.

27. [aiite KpaTKyl0 XapaKTepHCTHKy MexmayHapomHoro cranmapra |SO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbI OCHOBHBIC OCOOCHHOCTH TepMaHcKoro cranmapra BSI «PykoBoacTBo
HO 3a1uTe HHPOPMALIOHHBIX TEXHOJIOTHI 17151 6a30BOTr0 YPOBHS 3aIUIIIEHHOCTI ?

29. OnuimuTe cofiepKaHne M YKaKUTE 3HAYCHHUE MEeKITyHapoaHoro cranmapra 1SO
15408 «O06mue kpurepun 6€30MacHOCTH HHPOPMAITMOHHBIX TEXHOIOT .

30. Ilepeuncnure cTaHAapTHl IS OECIPOBOAHBIX CETEH M JalWTe MX KPATKYIO
XapaKTEPUCTHKY.

31. HazoBute cTangapTel nHMGOPMAIIMOHHOM Oe30macHoCcTH it MHTepHeTa.

32. Yro takoe kpunrorpadus?

33. [laifre ompeneneHus CIEAYIOMINX MOHITHI: KPUITOTPaMMa, KPUIITOAJITOPHUTM,
KPHUIITOCUCTEMA

34. B WeM COCTOMT KOPEHHOE pa3IHMyhe CHUMMETPHYHBIX U aACHMMETPUYHBIX
KpPHUIITOCUCTEM?



35. OnwummuTte JABE OCHOBHBIE NPOLEAYpPbI, OCYILECTBISEMBbIE CHUCTEMOM
AIIEKTPOHHON 1M(POBON MOMNMUCH JAJsl TOATBEPXKACHHUS TOUIMHHOCTH IH(POBOTO
JOKYMEHTA.

36. Kakum 00pazoM KOMOMHUPOBAHHBIM METO] IKU(POBAHUS MO3BOJISIET COUETATh
JOCTOMHCTBAa ACCUMETPUYHBIX M CHMMETPUYHBIX KpumTocucTeM? ONHIIHUTE MPOTOKOI
peanu3anyu KOMOMHUPOBAHHOTO METO/1a MKU(POBAHMSL.

37. Yrto Takoe BpemoHOcHass mporpamMma? OxapaKTepu3yiTe OCHOBHBIE THUIIBI
BPEIOHOCHBIX MPOTPaMM.

38. VYKaxuTe CyIIECTBEHHbIE OTIMYMS KOMIBIOTEPHBIX BUPYCOB OT CETEBBIX
yepBeil. Onuiere 0CHOBHBIE 0COOEHHOCTH TPOSTHCKHX MTPOTPAMM.

39. OmmuTe 1Ba OCHOBHBIX MOX0/1a K OOHAPYKEHUIO BPETOHOCHBIX MIPOrPaMM.

40. Kak BBITIOJHSETCS CUTHATYpHBIM aHamm3? KakoBbI €ro JOCTOMHCTBA |
HENOCTATKU?

41. Yto mnpeAcTaBisIOT CcOOOM TMPOAKTUBHbIE METONbI OOHapyxeHusi? Jlaiite
XapaKTEePUCTUKH JBYX HaHOO0JIee TIOMyIISPHBIX TIOIXO/I0B.

42. OnummTe TPUHIWIT JEWCTBUS, JOCTOMHCTBA M HEIOCTATKH IBPHUCTHUECKUX
aHaJIU3aTOPOB.

43. OnuimmTe TPUHIMI JACHCTBUS, JOCTOMHCTBA M HEIOCTATKU TOBEIECHUECKUX
OJIOKHPATOPOB.

44. Ha30oBHTE U ONUIITNTE JOTIOTHUTEIBHBIC MOy aHTUBUPYCHBIX CPE/ICTB.

45. KakoBbl [JOINOJHUTENbHBIE MEpPhl U CPEACTBA 3allUThl OT BPEIOHOCHBIX
[pOrpamMM, paclIUpsIOLINE BO3MOKHOCTH aHTUBUPYCHBIX IPOrpaMm?

46. Onuimmre Mepsl ¥ CPEICTBA 3ALLUTHI OT CIaMa.

47. KakoBbl OCOOCHHOCTH pea3alUM MOJCUCTEMBI 3aIlUThl KOPIOPATUBHOU
HH(OpMAaILIH OT BPEIOHOCHBIX IIPOrpaMM U BUPYCOB?

48. KakoBsl BO3MOKHOCTH cepun nipoayktoB Kaspersky Open Space Security mst
3aIIUThl KOPIIOPATUBHBIX CETEN OT COBPEMEHHBIX MHTEPHET-YIpo3?

Has texkymero kourposas TK1:
[IpoBepseMast KOMIETCHIMS :

KOI[ 1 HAUMCHOBAHUEC KOMIICTCHIIMH KO,I[ W HAMMCHOBAHUC MHUKATOpa

OIIK-11.2. Bnageer HaBbIKaMH  TPUMCHCHHS
U(GPOBBIX  TEXHOJOTMH i1 pEIICHHs  3ajad
npo(eCCUOHATBLHON ~ JICATENILHOCTH € y4ETOM

OIIK-11. CnocobeH moHUMATh TPUHIIUTIBI
pabOThI COBPEMEHHBIX HH(DOPMAITOHHBIX
TEXHOJIOTHI ¥ UCIIOJIb30BATh UX IS PEIICHUS

N OCHOBHBIX TpeboBaHuit uH(GOPMaMOHHOK
3a7a4 mpo(ecCHOHATIBHOMN JIeITETLHOCTH
0e30MacHOCTH
Tect
Bonpoc Bapuanmer omseema
CkoJbKO BBIJIEJIEHO

OCHOBHBIX  COCTaBJISIOIIUX
HAIlMOHAJIIBHBIX ~ MHTEPECOB
Poccuniickoit ®enepauuu B
uHbopManMoHHOM chepe?.

ol w

AKTUBHBIN IIEpPEXBaT | 3aKJIIOYAETCSI B YCTAHOBKE MOJACITYLUIMBAIOLIETO YCTPONHCTBA B
uHbOpMallMK 3TO TepexBaT, | anmapaTypy cpeacTB o0pabOTKHU HHPOPMALIUU




Bonpoc

BapuaHmbz omeema

KOTOPBIN:

OCHOBaH Ha  (pUKcauM  DIEKTPOMATHUTHBIX  W3JIy4eHUH,
BO3HUKAIOIMIUX MPH (PYHKIIMOHUPOBAHUH CPEJICTB KOMITBIOTEPHOM
TEXHUKU U KOMMYHUKAIUI

OCYIICCTBJIACTCA IMYTEM MCITOJIb30BAHHUA ONTUYECKON TEXHUKH

HETIPaBOMEPHO UCTIONB3YeT TEXHOJIOTUIECKUE OTXOJIBI
MH(POPMAIIMOHHOTO MpOoIecca
OCYIIECTBIICTCA C MTOMOIIBIO MO TKITFOYCHHUS K

TEJICKOMMYHUKAIIMOHHOMY 000PYJI0OBaHUIO KOMIIBIOTEpA

OoOecrieueHUEe HAIIMOHAIBHOM

HaJe)KHAs 3alUTa JUYHONU U UMYIIIECTBEHHOM 0€3011acHOCTH

obOecriedeHre HaydyHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOIO
TroCyaapCTBOM MHHUMYMa MATCPHUAIIBHBIX W 3KOJOTHMYCCKUX
YCJIOBUU

0e301acHOCTH Ha
NpeoJoJIicHNe  KOHPpPOHTaIMA B  OOIIECTBE, JIOCTHKCHUE
rOCy/IapCTBEHHOM YpOBHE
ompenenseTcs | Cleiyomeit HAIIMOHAJILHOTO COIJIacus
HeNbIO obecreyeHre NMPU3HAHHBIX MEXIYHAPOJHBIM IPAaBOM HHTEPECOB
rpaxkaan Poccuu, mpoKMBaOMINX B 3apYOEIKHBIX CTpaHAX
oOecrieueHHe CYBEPEHHUTETa W TEPPUTOPHAIBHON IIEJOCTHOCTH
Poccnn
VIOPABJISIFOIIUE JIOCTYIIOM METKH JOJDKHBI OBITH CBSI3aHBI C
o0beKTaMU
HEOOXOJIMMO WMETh SBHYIO W XOPOIIO OINPEACIICHHYIO CHCTEMY
oOecrieyennst 0€30MaCHOCTH
B cranmapre «OpanxeBas | MHAMBUYaTbHbBIE CYOBEKTHI JOJKHBI HICHTU(PHUITMPOBATHCS
KHUTa»  (YHIAMEHTAJIBHOC | BEIYMCINTEIbHAS CHCTEMAa B CBOEM COCTAaBE JOJDKHA WMETh
TpeboBaHue, KOTOpOE€ | ammapaTHbIe/TTPOrpaMMHBIC MEXaHWU3MBblI, JOTTYCKAIOIINE
OTHOCHUTCS K IpyIIIE | HE3aBUCUMYIO  OIICHKY Ha MpeAMEeT TOro, 4YTo CHCTeMa
ITogoTyeTHOCTH o0ecreunBaeT BHITMOJHEHUE U3JI0KEHHBIX TpeOOBaHUH
TFapaHTUPOBAHHO  3aIIMIIEHHBIE MEXaHU3MBbI, PEATH3YIOIINE
MepPEUNCICHHbIE  TPeOOBaHMS, JIOJDKHBI  OBITh  TOCTOSIHHO
3alMIICHBl OT «B3JAMBIBAHUS» W/MJIM HECAHKIIMOHHUPOBAHHOTO
BHECEHUS U3MEHEHUN
MOJYYCHHS  3allMImaeMod HMHQPOPMAIMK  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HapyIIeHHEM YCTAaHOBJIICHHBIX  ITPABOBBIMU
JOKYMEHTaMH WIA COOCTBEHHHKOM, BJajelblieM HH(opMauu
IPpaB WM PABUI IOCTYNA K 3alUIIaeMoil HHpopMaluu
BO3/ICIICTBUS C HApYIICHHEM YCTaHOBJICHHBIX MPaB W/WIH MPABUII
Ha W3MEHEHHE WH(POPMAIMK, TPUBOJANIETO K HCKAKCHHIO,
Bammra HWHGOPMAIMH  OT | YHUUYTOXKCHHMIO, KOIHUPOBaHMIO, OJOKUPOBAHMIO JOCTyNa K
HECaHKITHOHUPOBAHHOTO uHbOpMallMK, a TaKKe K yTpare, YHMUYTOXKEHUIO WU COOIo
BO3JIEHCTBUA 910 | QyHKIIMOHMpPOBAHUS HOCUTENS HH(OpManuu
NEeITEILHOCTD Mo | BO3ACUCTBUS  Ha  3alUIIaeMyr0  HHGOpMAIUI0  OMIHUOOK
MPeI0TBPAILIEHUIO noJib30Bartens uHbopMaluei, c60s TEXHUUECKUX M MTPOrPaMMHBIX

CpCACTB I/IH(I)OpMaI_H/IOHHBIX CHUCTCM, a TaK’KC IMPUPOJHBIX SIBJICHUM

HEKOHTPOJIMPYEMOTO pacrpoCTpaHEHHUs 3alnIaeMon
uHpOpMaLlUM OT €€ paslJIalleHus, HECAaHKIMOHUPOBAHHOTO
J0CTyTa

HCCAHKIIMOHUPOBAHHOI'O AJOBCIACHUA 3alUIIaeMOM HH(bOpMaHHH
A0 HCKOHTPOJIMPYEMOT'O KOJIMYCCTBA HOJIy‘IaTCJleﬁ I/IH(I)OpMaI_II/II/I

3amuTa nHpOpMaIUU 3TO

npoiiecc cbopa, HaKOILICHUS, 00paboTKH, XpaHEHUs,
pacnpeneneHus U noucka nHhopmanuu




Bonpoc

BapuaHmbz omeema

npeoOpazoBanne HWHPOpPMAIMK, B  pe3ylbTare KOTOPOTO
colepkaHue WHQPOPMAIMU  CTAHOBUTCS  HEMOHSATHBIM ISt
cyObeKTa, He UMEIOIIEro I0CTyIa

IOJIy4eHHE  CYOBEKTOM  BO3MOXHOCTH  O3HAKOMIJIGHHSI  C
uHpOpManrei, B TOM YHCIIe TPU MOMOIIY TEXHUYECKHX CPEJICTB

COBOKYITHOCTh IPABWJI, PETIAMEHTHPYIONIUX MOPSIOK U YCIOBHS
nocTyrna cyobekTa K MHOOPMAIUK U €€ HOCUTEIISIM

JIESTEIPHOCTh 10  TPEIOTBPAIICHUIO YTEUYKH HUHPOpPMAIINH,
HECAHKIIMOHUPOBAHHBIX M HEMPEIHAMEPEHHBIX BO3JICHCTBHI Ha
Hee

[TaccuBHBIM repexsar
nH(pOpMaIUU ATO TIEPEXBaT,
KOTOPBIN

3aKJIIOYAeTCsl B YCTAHOBKE TMOJCIYIIMBAIOLIEr0 YCTPOWCTBA B
anmnaparypy cpeacTB 00paboTKu uHpopmaIuu

OCHOBaH Ha  (UKcalMuu  DJIEKTPOMAarHUTHBIX  HM3JIY4YECHUH,
BO3HUKAIOIIUX NPU (PYHKIHOHUPOBAHUU CPEJICTB KOMIIbIOTEPHOU
TEXHUKW ¥ KOMMYHUKAIUI

HEIPaBOMEPHO UCIIOJb3YET
HMH(}OpPMaIIMOHHOTO Ipoliecca

TEXHOJIOTHYCCKHEC OTXO/bI

OCYIICCTBJIACTCA IMYTEM MCITOJIB30BAHHA ONTUYECKON TEXHUKH

OCYILIECTBIISETCS c ITOMOUIBIO IO AKJTFOUYEHHU S K
TEJIEKOMMYHUKAIIMOHHOMY 000pYJJOBaHHIO KOMIIbIOTEPA

O0ecrieyeHre HAMOHAILHON

0e301IacHOCTH Ha
roCyJIapCTBEHHOM YpOBHE
ONpEeAeNsieTCa  CIEeAYIOIEeH
LIEJTBIO

HaJIe)KHas 3alIUTa JUYHOW U UMYIIIECTBEHHOM 0€301MacHOCTH

obecriedeHre HaydyHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOTO
rocyJapcTBOM MHHUMYMa MAaTEepHAIbHBIX M 3KOJIOTMYECKHX
YCJIOBUU

MpeoioIecHue  KOH(PpOHTAIMu B OOIIECTBE, JIOCTHXKEHUE
HAIMOHAJILHOI'O COTJIACHS
o0ecriedeHre  COLMANBHO-IOJIUTUYECKON M DKOHOMHYECKON

CTAOMJIBHOCTH CTPAHBI

obecrieueHre MPU3HAHHBIX MEXKIYHAPOJHBIM IMPABOM HHTEPECOB
rpaxaad Poccuu, npoxkuBaronmx B 3apyOeKHbIX CTpaHax

K ucrouynukam sammiiaeMon
MH(pOpMAITUH OTHOCUTCS

OJICKTPHUYCCKUC T10JIA

CBIpbE

MAar"HuTHBIC I10JIA

QJICKTPOMAIrHUTHBLIC I10JIA

QJICMCHTAPHLIC YaCTUIIbI

AKYCTUYCCKHC KoeOaHus

EcrecTBeHHbIE YIpO3bI
6e30macHOCTH  HMHGMOpPMAIIH
BbI3BaHbI

ACATCIIbHOCTBIO YCJIIOBCKA

omubkamu mnpu mnpoekrupoBaHun ACOU, ee s1meMEHTOB WM
pa3paboTKe NPOrpaMMHOT0 00ECTICYeHH S

BO3JCHCTBUSIMHU 0O0BEKTHBHBIX (l)I/I3I/I‘leCKI/IX nponeccoB UJHA
CTUXMUHBIX IIPpUPOAHBIX HBHCHHﬁ, HC3aBUCAIINX OT YCJIOBCKA

KOPBICTHBIMU YCTPCMJICHUAMU 3JIOYMBIIIJICHHUKOB

OIINOKAMH Ipu JIENCTBUSX IepcoHajia

3amura uwHPOpPMAIUU  OT
HENPEIHAMEPEHHOTO

BO3JICHCTBUS 3TO
JIeATEIIbHOCTD 3 (0]

MMOJIY4CHUA 3allUIIaeMoi I/IH(I)OpMaI_II/II/I 3aNHTCPCCOBAHHBIM
CY6’BCKTOM C HapyImCcHHueEM YCTaHOBJICHHBIX IIpaBOBbBIMU
AOKYMCHTaAMU WJIN CO6CTBCHHI/IKOM, BJIaACabLEM I/IH(I)OpMaI_II/II/I
IpaB WK NpaByJI JOCTYIIA K 3alluIaeMoi I/IH(I)OpMaI_II/II/I
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MPEAOTBPALLECHUIO

BO3JCUCTBUS C HAPYIICHUEM YCTAaHOBJICHHBIX MPaB W/WUIH MPABUI
Ha W3MEHEeHHEe MH(POpMAIMK, TNPUBOIAIIETO K HCKaKEHHIO,
YHUUYTO)KEHHUIO, KONMPOBAHUIO, OJIOKMPOBAHMIO JOCTyNa K
uHpOpMaLlMK, a TaKkKe K yTpare, YHHYTOXXEHHIO MU cOO0r0
(YHKIIMOHUPOBAHUST HOCUTEISI HH(OpMAIHN

BO3JCHCTBUS  Ha  3aliuuiaeMyro  uHdopmanuio  omunbOoK
noJIb30BaTess HHPOpMaIuei, c00si TEXHUIECKUX M IIPOTPAMMHBIX
cpeacTB MHPOPMAITMOHHBIX CUCTEM, a TAKXKE TPUPOTHBIX SIBJICHUN

HEKOHTPOJIMPYEMOTO pacnpoCTpaHeHHs 3aIUIIAeMON
UHPOpMALIMM OT €€ paslJIAlleHus, HECaHKIMOHWPOBAHHOTO

JOCTyIa

HECaHKIIMOHMPOBAHHOTO JIOBEACHHUS 3allluiiaeMol uHpopManuu
JI0O HEKOHTPOJIMPYEMOT0 KOJIMYECTBA MOJIydareiaed HHPopMau

Nudopmanrionnsie
IIPOLIECCHI ITO

npouecc  cbopa,  HakomjieHHs,  00pabOTKH,  XpaHEHUS,
pacrpeieneHus U Morucka HHPOpMaIuu

npeoOpazoBanre  HUHPOpMALMM, B  PE3yJbTare KOTOPOTO
cojepaHne WHPOPMAIMA  CTAHOBUTCS  HETIOHSITHBIM IS
cyObeKTa, He UMEIOIIETo JI0CTYIa

MOJIydEHHE  CYOBEKTOM  BO3MOXHOCTH  O3HAaKOMJICHHMS €
nHpopmanyen, B TOM YHciie IPU NOMOIIM TEXHUYECKUX CPEJICTB

COBOKYITHOCTH TMPaBUJI, PETIAMEHTHPYIOIINX TOPSIOK U YCIOBUS
JIoCcTymna cyObekTa K nH(pOpMaIuy U €€ HOCUTEIISIM

JESATETPHOCT TI0 TPEIOTBPAIICHUIO YTEUYKH HUH(POPMAIINH,
HECAaHKIIMOHUPOBAHHBIX M HEIMPEIHAMEPCHHBIX BO3JICHCTBHIA Ha
Heé

Aynuorniepexsar

nepexBar

uH(popMalUd 3TO IEpexBar,

KOTOPBIN

3aKJIIOYAeTCsl B YCTAaHOBKE TIOJCIYIIMBAIOIIETO YCTPOWCTBA B
anmaparypy cpeAcTB 00paboTKu nHpopmaIuu

OCHOBaH Ha  (UKcalUu  DJIEKTPOMArHUTHBIX  HM3IYYCHUI,
BO3ZHUKAIOIIUX NPU (PYHKIHOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM
TEXHUKH U KOMMYHHKAIIH

HEIPaBOMEPHO HCIOJIB3YeT TEXHOJIOTUYECKHE OTXO/IbI
nH(GOPMAIIMOHHOTO IIpoIecca

OCYIICCTBIIACTCA ITYTEM MCITIOJIB30BAHMA ONTUYECKON TEXHUKH

OCYIICCTBIIACTCA C IIOMOIIIBIO IO AKIIFOYCHH A K
TCJIICKOMMYHHUKAIITMOHHOMY O60py,I[OBaHI/II-O KOMIIBIOTCPA

B cranmapre «OpanxeBas
KHUTa»  (yHIaMEHTAIbHOE

TpeOoBaHue,
OTHOCHUTCS K
lapanTun

KOTOpO€E
rpyrmmne

YIPABJISAIONINE JIOCTYIIOM METKH JIOJDKHBI OBITh CBSI3aHBI C
o0OBeKTaMu

HEOOXOJIMMO MMETh SIBHYIO M XOPOIIO ONPEACICHHYI) CHUCTEMY
o0ecneueHus 0e30aCHOCTH

WHIWNBUIYAJIbHBIC Cy6’LeKTBI JOJIXKHBI I/I,I[CHTI/IQ)I/IHI/II)OBaTLCH

BBIYHUCIINTCIIBbHAA CHCTEMAa B CBOCM COCTAaBC [0OJI’)KHA HUMCTH
annapaTHLIe/nporpaMMHHe MCXAaHU3MBI, AOITyCKaromue
HC3aBUCUMYIO OLNCHKY Ha MOpeaAMEeT TOro, 4YTO CHUCTEMaA
00eCIeuynBacT BBITTOJTHEHHUE H3JI0KECHHBIX Tpe6OBaHHI>'I

KOHTPOJIbHAsA I/IH(I)OpMaI_[I/IH JOJDKHA XpPaHUTBCA OTACIBHO H
3alquaIaTbCA Tak, YTOOBI CO CTOPOHBI OTBETCTBEHHOM 3a 3TO
TPYIIIIbI nmMeiaachb BO3MOXHOCTb OTCJIC)KUBATDb ﬂCﬁCTBHH,
BJIMAOIIMEC HA 0€30I1acCHOCTh

K Hocurensam 3ammniaemMoi
uH(pOpMAIIUK OTHOCUTCS

JIIOIU

CBIpBE

YCPHOBHUKHU U OTXOAbI ITPOHU3BOACTBA
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JIOKYMEHTBI

aKyCTHUYECKHE KojeOaHus

HckyccTBeHHbIE yYIrpo3sl
0e3omacHOCTH HMH(OPMAIIH
BbI3BaHbI

JACATCIBbHOCTBIO YCJIIOBCKA

omubOkamu mnpu npoektupoBannn ACOU, ee >1eMEHTOB WM
pa3paboTKe MPOrpPaMMHOTO OOECTICUCHUS

BO3H€ﬁCTBHﬂMH 00BEKTUBHBIX (1)I/ISI/IIICCKI/IX MpouecCoB UJA
CTUXHHHBIX IIPHUPOAHBIX ﬂBJICHI/II\/JI, HE3aBUCAIIUX OT YCJIOBCKaA

KOPBICTHBIMU YCTPECMJICHUAMMU 3JI0O YMBITIIJICHHHUKOB

olrOKaMu IpU JeMCTBUIX NEpcoHaIa

3amura UHPOpPMAIUU  OT

pasriameHus 3TO
NESITETHHOCTh 1o
MPEAOTBPAIICHUIO

MOJIy4YEHUS]  3aluIlaeMoll MHGOpMalMu  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HapylIeHHMEM YCTAHOBJICHHBIX  IPaBOBBIMU
JOKYMEHTaMU WM COOCTBEHHHKOM, BIaJieNblieM HH(pOpMaIun
IIPaB WJIM IPaBUJI IOCTYNA K 3alIUIIaeMoil HHpopMaluu

BO3/ICIICTBUS C HAapYIIEHUEM YCTaHOBJICHHBIX MpaB W/WIM MPaBUII
Ha U3MEHeHue uHPOpMaluy, TMPUBOASIIIETO K HCKAKEHUIO,
YHUUYTO)KEHHUIO, KONHMPOBAHUIO, OJOKUPOBAHHMIO JOCTyNa K
nHopmaluy, a TaKXkKe K yTpaTe, YHHUUYTOXXEHHIO WIU COOI0
(GyHKIIMOHUPOBaHMS HOCUTENSE HHGOpMauu

BO3JCHCTBUS  Ha  3amumiaeMyro  uHdopmanuio  ommnbok
MOJIb30BaTENsT MHPOpMaIUeH, cO0sk TEXHNIECKUX M TIPOTPAMMHBIX
cpenctB HHGOPMAITMOHHBIX CHCTEM, a TAK)KE MPUPOTHBIX SIBJICHUI

HEKOHTPOJIHPYEMOTO pacrpocTpaHeHHs 3anIUIIAeMOM
UHPOpMALIMM OT €€ paslJIallleHUs, HECAaHKIMOHUPOBAHHOTO
JOCTyTA;

HECAaHKIIMOHMPOBAHHOTO JIOBEACHHUA 3alluiiaeMol uHGopManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOJIydareied HHpopMaIiu

[IpocmoTp  Mycopa  3TO

3aKJIIOYaeTCsl B YCTaHOBKE TOJCTYIIMBAIOMIETO YCTPOWCTBA B
amnmapaTypy cpeacTB 00paboTku nHpopmaIuu

OCHOBaH Ha  (UKcalUU  DJICKTPOMArHUTHBIX  HM3IYYCHUI,
BO3HUKAIOIIUX NPU (PYHKIHOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM
TEXHUKH U KOMMYHHKAIIH

nepexBar uHpopMaIuy,
KOTODLL HENpaBOMEPHO UCIOJb3YeT TEXHOJIOTUYECKUE OTXO[Ibl
P MH(POPMALMOHHOTO ITpolecca

OCYIIECTBJISETCSI YTEM MCIIOJIb30BaHUSI ONTUYECKON TEXHUKH
OCYILECTBIISAETCS c MIOMOUIbIO HOIKJIIOYEHHUS K
TEJIEKOMMYHHKAIIMOHHOMY 000pYIOBaHHIO KOMIIBIOTEPA
¢du3nueckoe pazpyleHHe CUCTEMBI ITyTEM B3pbIBA, IOJHKOTa U T.11.
nepexBaT NOOOYHBIX JEKTPOMArHUTHBIX, aKYCTUYECKUX U IPYTUX
U3JTy4E€HUI YCTPOMCTB M JIMHUN CBSI3U

K ocHOBHEN | FSMEHEHNE  PEKUMOB paboThl  yCTPONCTB WM THPOTpaMM,
3abacToBKa, caboTaX MepcoHasa, MOCTAaHOBKA MOIIHBIX aKTHBHBIX

HeNpeIHaMEPEHHBIM
NIOMEX U T.II.

HCKYCCTBEHHBIM yrposam

ACOMU otHOCHUTCA

YTEHHE OCTAaTOYHOM HH(bOpMaHHH nus3 OHepaTHBHOﬁ IHaMsATH U C
BHCIITHHUX 3alIOMUHAIOMINX YCTpOﬁCTB

HCYMBIIIJICHHBIC HeﬁCTBHH, npuBoAdAIEC K YaCTUYHOMY WA
INOJIHOMY OTKa3ly CHUCTEMbl MWK PpPa3pylmiCHUIO allllapaTHbIX,
IMporpaMMHBbIX, I/IH(I)OpMaI_[I/IOHHBIX PECYPCOB CUCTCMBI
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3ammra WHPOpPMALUU  OT
HECAHKIIMOHUPOBAHHOTO
JOCTyNa 3TO JAEATEIBHOCTD

10 TIPEIOTBPAIIEHUIO

NOJy4YeHHUsl  3alMIfaeMoil HMH(pOpMAMKM  3aUHTEPECOBAHHBIM
CyObEKTOM ¢  HapyIIEHHEM  YCTAaHOBJICHHBIX IPaBOBBIMHU
JOKYMEHTaMH WM COOCTBEHHHMKOM, BIaJIeiblieM HH(pOpMaluu
1paB WIK OPaBWJI JOCTYNA K 3alMIIaeMoi HHPOPMaLuu

BO3CUCTBUS C HAPYIICHUEM YCTAHOBJICHHBIX MPAaB /MM MPABUI
Ha W3MEHEHHEe WH(POpPMAIMK, TPUBOIAIMICTO K HCKAKEHUIO,
YHUYTOKCHHUIO, KOMHMPOBAHUIO, OJIOKUPOBAHMIO JIOCTyNa K
uHpOpMaLMK, a TaKkKe K yTpare, YHHYTOXXCHHIO MK CcOO0r0
(YHKIIMOHUPOBAHUST HOCUTEISI HH(OpMAIHN

BO3JCHCTBUS  Ha  3aluuiaeMyro  uMHpopmauuio  omHnOoK
NoJIb30BaTeNs HHPOpPMAIUei, cO00si TEXHUIECKUX M TIPOTPAMMHBIX
cpencTB HHGOPMAITMOHHBIX CHCTEM, a TAK)KE MPUPOTHBIX SIBJICHUI

HEKOHTPOJIMPYEMOTO pacnpocTpaHeHHs 3alIUIaeMO
uHpOpMallMM OT €€ pas3rjallieHus, HEeCaHKIMOHHUPOBAHHOIO
JocTyna

HECaHKIIMOHMPOBAHHOTO JIOBEACHHUS 3allldiiaeMol HHpopManun
JI0O HEKOHTPOJIMPYEMOT0 KOJIMYECTBA MOJIydareraed HHpopMaiu

JocTyn x nuHpOpMaIIUK 3TO

mpouecc  cOopa,  HakomjieHus,  0OpabOTKH,  XpaHEHUS,
pacnpe/iesieHus: U moucka UH(popmaluu

npeoOpazoBanue  wHGOPMAIMK, B  pe3ylIbTaTe  KOTOPOTO
cojepaHne WHPOPMAIMA  CTAHOBUTCS  HETIOHSITHBIM IS
cyOBbeKTa, He HMEIOIIEro JOCTymna

NOJy4deHHe  CyYOBEKTOM  BO3MOXXHOCTH  O3HAKOMJIEHHS  C

uH(popMaIeH, B TOM YKCie PH MOMOIIY TEXHUYECKUX CPEJICTB

COBOKYITHOCTH TIPaBHJI, PETJIAMEHTHPYIOIIUX MOPSIOK M YCIOBUS
JIocTymna cyOobekTa K nH(pOpMaluy U €€ HOCUTEIISIM

NESATETPHOCTh TI0 TPEIOTBPAIICHUIO YTEUYKH HUH(POPMAIINH,
HECAaHKIIMOHUPOBAHHBIX M HEIMPEIHAMEPCHHBIX BO3JICHCTBHIA Ha
Heé

AKTHUBHBIN nepexnar

ITaCCUBHBIHN nepexBar

aynuornepexnar

BHACOIICPEXBAT

IPOCMOTp Mycopa

[Tepexsar, KOTOPBIN
3aKJII0YaeTCsl B YCTaHOBKE
MOACTYIINBAIOLIETO
yCTpoiicTBa B ammaparypy
CpenCcTB 00paboTKn
nH(OpPMAaILUY HA3bIBACTCS

B MEXKIYHApOJHOM
CTaHaapTe «OpanxeBas
KHHTa» MUHUMAaJbHAs

3aluTa 3TO rpylnia

m o0 |w >

IIo xapakrepy BO3IECHCTBHUSA
yIaJICHHbIE aTaKH JIEIATCA Ha

YCJIOBHBIC 663y0J'IOBHLIC

aTaku ¢ oOpaTHOM CBs3bI0 U 0€3 00paTHOM CBSI3U

BHYTPUCCTMCHTHBIC 1 MCKCCIMCHTHBIC

IMaCCUBHBIC U AKTHUBHBLIC

aTakKu, KOTOPBIC MOT'YT pCaJIM30BLIBATHCA Ha BCEX CEMH YPOBHAX —
(I)I/I3I/I‘IeCKOM, KaHaJIbHOM, CCTCBOM, TPAHCIIOPTHOM, CCAHCOBOM,
MMPEACTABUTCIBHOM U IMPUKIIATHOM

CyObexT J0CTyma K
uH(pOpMAIIHHU 3TO

¢u3uueckoe MO, WIM MaTepUAbHBIH OOBEKT, B TOM 4YHCIE
¢u3uueckoe moie, B KOTOPBIX MH(OpMAIUs HAXOJUT CBOE
0TOOpa’keHUe B BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKHUX
pEeLIEHUN U ITPOLIECCOB
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CyObeKT, OCYIIECTBIISIIOUINI TIOJIb30BaHMEe HHpOpMaAIMend U
peanu3yomuil  OJTHOMOYHS PAaCIOpPsHKEHUS B Tpeesax Mpas,
YCTaHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHUKOM UH()OpPMALIUU

CcyObeKT, mMoib3ylomuics HH(OpMAIMel, IOJyYeHHOH OT ee
COOCTBEHHHUKA, BJAJENblla WIH TOCPEAHWKA B COOTBETCTBHH C
YCTAaHOBJICHHBIMH TIPAaBaMH ¥ TPABHIIAMH JOCTYNA K WH(GOpMALUN
1100 ¢ UX HapyUICHHEM

CyOBEKT, B TIOJHOM OO0BEME pEalIN3yIOUMH MOJTHOMOYHUS
BJIAJICHHS, T[IOJIb30BAHMSA, pPACIOpPSHKCHUs HWHPOpManuendn B
COOTBETCTBUU C 3aKOHOIATEIIbHBIMU aKTaMHU

YYaCTHUK MTPaBOOTHOUIEHUI B MH(MOPMAIIMOHHBIX MPOLIEccax

Ilepexsar, KOTOPBIN
OCYILECTBIISAETCS myTeM
HCIIOJB30BAHUS ONTHYCCKOM
TEXHHUKH, HA3BIBACTCS

AKTHBHBIN EpEXBaT

IIACCUBHBIN ITepexBaT

ayJnoncpexBar

BHUJCOIICPCXBAT,

IIPOCMOTP Mycopa

OoOecrieueHrEe HAITMOHAIBHOM

HaJIe)KHAs 3alIUTa JUYHOW U UMYIIIECTBEHHOM 0€301MacHOCTH

obecriedyeHre HaydyHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOTO
TroCyaapCTBOM MHHUMYMa MAaTCPHUAIIBHBIX W 3KOJOTHYCCKUX

0€30MacHOCTH Ha  ypOBHE 9
YCIIOBHI
TPaKIaHCKOTO oO1mrecTBa
., | moBbIIIeHHE YPPEKTUBHOCTH 3alIUTHl KOHCTUTYLHOHHOTO CTpOS,
OTIpeNieNseTcsl  CIeyIoIen 9
HeNbio paBoNoOpsIKa, OOPHOBI C OPr. MPECTYIMHOCTHIO U KOPPYIIIIHEH
npeojioicHue  KOH(poHTarmu B OOMmIeCTBE,  JTOCTH)KCHHE
HAI[MOHAJILHOTO COTJIACHsI
A
B MEXIYHApOIHOM B
CTaHJapTe «OpanxeBast c
KHHTa» MHIMBUYAIbHAS [
3aluTa 3TO rpymnmna E
yCIIOBHBIE U O€3yCIOBHbBIE
aTaku ¢ 0OpaTHOM CBSI3bI0 M 0€3 0OpaTHOM CBSI3U
[lo wenmu  BO3IEHCTBUS | BHYTPUCETMEHTHBIE M MEKCETMEHTHBIC

YAQJIICHHBIC aTaKu JCJIATCA Ha

ITaCCUBHBLIC U aKTHBHBIC

aTaKl B 3aBHCHUMOCTH OT HApYLICHHA KOH(l)I/I,I[eHHI/IaJ'IBHOCTI/I,
HCJIOCTHOCTHU U JOCTYITHOCTU

IlepexBart, KOTOpPBIA OCHOBAaH
Ha (ukcaruu
3NEeKTPOMAarHUTHBIX
W3IIy4eHUH, BO3HHUKAIOUIUX
npu (GYHKIIMOHUPOBAHUH
CpeACTB KOMIIBIOTEPHOH
TEeXHUKH M KOMMYHHUKaLHUH
HAa3bIBACTCS

aKTHUBHBIN nepexBar

MMaCCUBHBIN nepexBar

ayAuoInepexBar

BUACOIICPECXBAT

IPOCMOTpP Mycopa

B MEXKIYHApOJHOM A
cTaHaapre «OpanxeBast g
KHUT2» MAHJIaTHAS 3allUTa [~y
9TO rpyImma E
ITo YCIIOBHIO Hauaja | YCIOBHBIE U O€3yCIOBHBIE

OCYIICCTBJICHUA BO3ACHUCTBUS
YAAJICHHBIC aTaKU JACJIAATCA Ha

aTaku ¢ 00paTHOM CBs3bI0 U 0e3 00paTHOM CBS3U

BHYTPUCCTMCHTHLIC 1 MCKCCIMCHTHBIC
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ITACCUBHBIC U aKTUBHBIC

aTakKu B 3aBUCHUMOCTH OT HApYLICHHUA KOH(I)HI[GHI_II/IaHBHOCTI/I,
HCJOCTHOCTHU U JOCTYITHOCTU

Cob6cTBeHHUK  MH(pOpMAUU
3TO

¢u3udeckoe IO, WM MaTepUAIbHBIH OOBEKT, B TOM 4YHCIE
¢u3udeckoe mone, B KOTOPBHIX HH(OpMAIMs HAXOJUT CBOE
0TOOpa’keHUE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKHUX
pPELICHUH U MTPOIIECCOB

CyOBEKT, OCYIIECTBISIOIMN I0JIb30BaHWE HH(poOpMauuen u
peanu3yomuil  TTOJTHOMOYHS PAacIOPsHKEHHUST B Tpeenax Mpas,
YCTAaHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHMKOM HH(OpMALIUU

CyOBEKT, TMOJB3YIOMMNACS HHPOPMALUEH, TOJTYYEeHHOM OT ee
COOCTBEHHUKA, BIIAJENIblla WJINW TOCPEIHUKA B COOTBETCTBUU C
YCTaHOBJICHHBIMU ITpaBaMu U MpaBUJIaMU JOCTYyIA K MHPOpMaLUU
1100 ¢ UX HapyLUICHHEM

CyOBEKT, B TOJHOM OOBEME pPEATU3YIOIUA MOJTHOMOYMS
BJIAJICHHS, TIOJIb30BAHMSA, PACMOPSHKCHUs WHPOpManuendn B
COOTBETCTBUU C 3aKOHOJATEIIHHBIMH aKTaMHU

YYaCTHUK MTPaBOOTHOUIEHUH B MH()OPMAIIMOHHBIX MpolIeccax

[Iepexsar, KOTOPBIN
OCYILECTBIISETCS ¢ TIOMOILBIO
IO IKJTFOUEHUS K

TCJICKOMMYHHUKAIITUOHHOMY
000pYyIOBaHUIO KOMIIBIOTEpA

AKTHBHBIN MepexBat

[TaCCHUBHBIN IepexBaT

ayauonepexsar

IPOCMOTp Mycopa

Ha3bIBAETCS BHJICOIIEPEXBAT
B MEXIYHAPOIHOM g‘
CTaHJapTe «OpanxeBast C
KHHUTa» BepUPHUIIMPOBaHHAS D
3aIuTa 3TO rpymnmna E

[To wammumio  oOpaTHOM
CBSI3U C aTaKyeMbIM
00BEKTOM y/aJeHHbIE aTaKu
JeNATCs Ha

YCJIOBHBIC 663y0J'IOBHI>IC

aTaku ¢ 0OpaTHOM CBSI3bIO M 0€3 0OpaTHOM CBS3U

BHYTPUCETMCHTHBIC U MCKCCITMEHTHBIC

ITaCCUBHBLIC U aKTHBHBIC

aTaKl B 3aBHCHUMOCTH OT HApYLICHHA KOH(l)I/I,Z[eHI_II/IaJ'IBHOCTI/I,
HCJIOCTHOCTHU U JOCTYITHOCTU

Jluno, CaMOCTOSITENIHO
co3/aBIiee uH(pOpMaIUIO
160 MOJTyYUBIIIEE Ha
OCHOBAaHMU  3aKOHAa  WJHU
JOTOBOpa MPaBO pa3peliarb
WM OTPaHUYMBATH JOCTYI K

HACTOYHUK WH(POpMAITIH

rorpedurens nHpopMauu

YHUYTOXUTEIb HHPOPMALIUH

HOCHTENh WH(pOpMaIun

MHpOPMAIIH oOiaaTens HHGOpMAIIH
Obsi3atenbHOE AL | sniexTpoHHOE COOOIEHHE
BBINOJIHECHUS JIALIOM,

HONYYMBIIMM  JOCTYIl K | PacnpocrpaHeHne HH(OopMaruu

OTIpe/IeICHHOW MH(OPMAITUH,
TpeOOBaHUE HE MeperaBaTh
TaKyto UHPOPMAIHIO
TPETHUM JIUI[aM 0€3 COTJIACHSI
ee o0amaTens 310

npenocTaBiIeHue HHPOPMaLH

KOH(I)I/I,Z[CHLII/IaJ'IBHOCTB I/IH(i)OpMaL[I/II/I

JIOCTYTI K HH()OpMAIH

JlelicTBus, HanpaBJIECHHbBIE Ha

YHUYTOKEHHE HHPOpMaLn
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HOJy4CHHUE uHpopManuu pacnpocTpaHeHue HHPOPMAITHH
HEOIPEACIICHHBIM  KPYTOM
L - nepenauy | TPEAOCTABIEHHE uHpopManmu
uHbopManuu KOH(UACHINATBHOCTH HH(OPMAIIUH
HEOIPEJCIIEHHOMY Kpyry
IIHLL 570 JOCTYH K HH(OpManuu

coxpaHeHue HHPOopMaILnH
BO3MOXHOCTE ~ NOJIy4EHHMS | pacrpocTpaHeHre HHHOpMAIUH
uHpOpMAIUH u ee | mpenocraBieHne HHpOpMALHU

HCITIOJIB30BaHHUA 3TO

KOH(UIECHIMAILHOCTh HHPOPMAIIIH

JIOCTYH K WHMOpManuu

[Tpomecc coo0mIeHUs ABTOpH3AIIS
CyOBEKTOM CBOET0 HWMEHHU
WM HOMEpa, C  LENbIO | ayrentndukanus
MOJIyUEHUST  OTIPEICIEHHBIX
MOJIHOMOYUH (IIpaB AOCTyNa) | 00e3nTHInBaHHe
Ha BBITIOJHCHHE HEKOTOPBIX
(pa3perieHHbIX emy) | ACTICpCOHANM3ALA
NEUCTBUM B CHCTEMax C
OTPaHWYCHHBIM JIOCTYIIOM naeHTHHKaLIA
[Ipouenypa IIPOBEPKH | aBTOpHU3ALMS
COOTBETCTBHA CYOBEKTA MW | (5esmumpaniie
TOTO, 32 KOTO OH IbITaeTcs

JeTepCOHATM3AIIHST
ce0sg BBIJATH, C ITOMOIIBIO
HEKOM VHUKaTBHO} | AYTCHTHHKALHS
urdopmamu uaeHTuuKanus
[Ipouecc, a Takxke pe3yabTat
mpotrecca nposepkn | APTOPH3ALHA
HEKOTOpBIX  00s3aTeIbHBIX
IapaMeTPOB M0JIB30BATEIS U, | MWACHTHUKAIHMA
npu YCIIEUTHOCTH,
MIpeI0CTaBIICHUE eMy | ayTeHTH(hHKAIHSI
OTpeeNEHHBIX OJHOMOYUN
Ha BBIMOJHEHUE HEKOTOPBIX | ofesmuunBanme
(pa3pelieHHBIX emy)
NeUCTBUML B CHCTeMax C Jeepeonanm3aIs
OTPaHUYEHHBIM JIOCTYIIOM

JocTynm K uHGOpMAIWK, HE CBA3aHHBIA C  BBHIIOJIHEHUEM

HecaHnkimmonnpoBaHHbBIN
JOCTYI K UH(pOpMAITIH 3TO

(hyHKITMOHATHHBIX 00s3aHHOCTEH 1 HE 0DOPMIICHHBIH TOKYMEHTAIBHO

paboTa Ha 9yKOM KOMITbIoTepe 0e3 pa3pelnieHus ero Biajenbia

BXO0J Ha KOMIIBIOTEP C MCIMOJB30BAHNUEM NJAHHBIX APYToro rnojb30BaTCiIsd

AOCTYyIT K J'IOKaJ'IBHO-I/IH(l) OpMaLIPIOHHOﬁ CCTH, CBSI3aHHBIN C
BBITTOJTHCHUECM q)YHKI_H/IOHaJ'ILHLIX 00sI3aHHOCTEH

noctyn Kk CYBJI noj 3anpenieHHbIM UMEHEM O0JIb30BaTEINS

JloKyMeHTHpOBaHHAS

nHpopmanus, JOCTYII K
KOTOpOH  OrpaHH4YHMBacT B
COOTBETCTBUU c

3aKoHagenbCcTBOM PD

nH(OpMAILHSl COCTABIIONIAS TOCYIAPCTBEHHYIO TAHHY

uH(OpMAaILHs COCTABIIAIONIAs KOMMEPUYECKYIO TallHY

INIEpCOHAJIbHAA

KOH(UIeHIMaIbHasi ”HPOpMaIHs

JAOKYMCHTHPOBAHHAsA I/IH(l)OpMaI_II/ISI

Wndopmanuonnas
0€e30MacHOCTh 00ECIIEUYHNBAET. ..

OnokupoBaHue HHPOpMaMH

HCKaXKeHHe HHPOpMaLH

COXPaHHOCTh MH(POpMaLHH
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yTpaty nHhopMalun

NoAJIeNKY HHGOpMauu

Xwurienue nHGopMaImu — 3T0. . .

HCCAHKIIMOHUPOBAHHOC KOITMPOBAHUEC I/IH(bOpMaHI/II/I

yTpata uHpOpMaIu

OnokupoBaHue HHPOpMAIHH

UCKa)KEeHHE MHPOpMaIuH

npojaxka nHpopMauu

Hoctyn k nHpOpMALIUHU — ITO:

06H33TCHBHOC IJId  BBIIOJIHCHHA JIMIOM, IIOJIYYUBIOMM JOCTYII K
onpeneneHHod uH(OpMalmMu, TpeOOBaHME HE TMepeAaBaTh TaKYIO
nHGOPMaIMIO TPETHUM JHLIAM 0e3 cornacusi ee obnaaaTes

JIeNCTBUS, HallpaBJICHHbIE Ha IIOJIy4EHHUE
HEOIPENCIICHHBIM  KPYyroM  JIHI neperayy
HEONPEAECIIEHHOMY KPYT'Y JIMI]

WH(pOpMAITUH

Win nHpOpMAaLIUH

JEWCTBUS, HAIIPaBJIEHHBIC HA MOMy4YeHHE WHPOPMAIMU ONpellelleHHBIM
KPYTOM JIVII WM TIepeaady HHPOPMAaIK ONPEeIeHHOMY KpPYT'Y JIHIL

uHpOpManus, TepelJaHHas WM TIOJNyYeHHas  I0JIb30BaTelieM
WH(OPMAIOHHO-TEIEKOMMYHUKAIIMOHHOH CEeTH

BO3MOXXHOCTb ITOJYUCHHUA I/IH(bOpMaI_[I/II/I " €€ UCITIOJIb30BaHUA

OOecneuenne
WH(OPMaITMOHHOM
0e30macHOCTH
oOecIieueHue. ..

€CTh

HE3aBHCHMOCTH MHPOpPMAIAN

M3MeHeHus nH(popManuu

KOMMPOBaHMs HH)OpMaIIUU

COXpaHHOCTH MH(opMarmn

npeoOpa3oBanus HH(OpMAITUH

K kakomy BuIy Mep 3alluThl
nHpOpMAaITIN OTHOCHUTCS
yTBEpKIACHHAS mporpamMma
paboT B 00acTH 6E301MaCHOCTH

MOJINTUKA OE30MMACHOCTH BEPXHETO YPOBHS

MIOJINTHKA OE30MTACHOCTH CPETHETO YPOBHS

MOJINTHKA O€30IaCHOCTH HIKHETO YPOBHA

IMPUHIUIT MUHUMHU3AIUN HpI/IBI/IHeFI/Iﬁ

3alUTa NoAJIep>KuBaromel HHGPACTPYKTYpPhI

l'apantuga TOro, 4Yro WpH
XpaHEHUHU WIH nepeaade
nHpOpMAITIN HE OBLITO
MIPOM3BENEHO
HECAHKI[MOHUPOBAHHBIX
HM3MEHEHUI

KOH(HUICHIIHATBHOCTD

LETOCTHOCTH

AOCTYITHOCTDH

AYTCHTUYHOCTDb

aTneIMPyEeMOCTb

K ¢ynxkumsm nHpOpManmoHHOM
0€30MacHOCTH OTHOCSITCS

BBISBJICHMEC HCTOYHUKOB BHYTPCHHUX W BHCINHHUX YI'pO3

CTpaxoBaHNE HHPOPMAIMOHHBIX PECYPCOB

3aIMTa TOCYJAPCTBEHHBIX MH()OPMALMOHHBIX PECYPCOB

IOATOTOBKA  CIICIIHANMCTOB MO OOECIedeHn0 WH(OPMAIMOHHON
0e30macHOCTH

BCC OTBCTHI BEPHBI

K HamymoHanbHBIM HHTEpecam
P® B uadopmannonnoii chepe
OTHOCATCS

peanu3anusi KOHCTUTYLHMOHHBIX IPaB Ha JOCTYI K HHpOpMaH

3amuTa nH(popMaImu, odecreynBatonIe INIHYI0 0€30MaCHOCTh

3alqUTa  HE3aBHCHMOCTH,  CYBEPEHHTETa, TOCYJapCTBEHHOH M
TEPPUTOPHAIIBLHOM LIEIOCTHOCTH

IMOJIMTUYCCKAsA DKOHOMHNYCCKAsA U COMaJIbHas CTaOUILHOCTh

COXpaHCHUC U O3J0POBJICHUHA Oprma}omeﬁ CpCabI

IapanTus TOrO, 910
KOHKpETHas nHpOpMAaIs
JOCTYITHa TOJNBKO TOMY Kpyry
UL, JA8  KOTOpBIX  OHA
NpeHa3HayeHa

KOH(I)I/I,Z[GHLII/IS.J'ILHO CTb

NECJIIOCTHOCTD

JOCTYITHOCTh

AYTCHTUYHOCTD

aAlCJUIMpyeMOCThb

COBOKYITHOCTB HOpM, IIPaBUI U
MPaKTUYECKUX PEKOMEHIAIui,

KOMILJIEKCHOE 0OecIeueHue I/IH(I)OpMaLIHOHHOﬁ 0€30IMacHOCTH

oe3omacHocts AC
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perimaMeHTUpyonmx — pabory
cpencts  3amutel  AC ot
3aJIaHHOTO0 MHOXKECTBA  YIpo3
0€30I1acCHOCTH

yrpo3a HHQOPMAIIMOHHOW 0€30TTaCHOCTH

aTaKka Ha aBTOMATU3UPOBAHHYIO CUCTEMY

[IOJIUTHUKA 0E€30I1aCHOCTH

Hawnbonee pacnpocrpaHeHHbIE

YIpO3bl LIETOCTHOCTH

yrpo3bl 3aLUIIIEHHOCTH

yrpO3bI HHGOPMALMOHHON | yTpo3bl 0€30aCHOCTH
0e30acHOCTH YI'pO3bl JOCTYITHOCTH
yrpo3bl KOH(UAESHIIMATBHOCTH
JleficTBue, TpeTpHHMMaeMoe | KOMIUICKCHOE obecrieueHre HH(POPMAIMOHHOI 0e3011aCHOCTH
3JI0YMBIIIUIEHHUKOM,  KOTOpPO€E 6e3onacHocTh AC

3aKjIIo4aeTcss B IIOMCKE U
HUCIIOJIL30BAHUM TOW WA WHOU
YSA3BUMOCTH CUCTEMBI

yrpo3a uH(pOpMaIMoOHHON 0€30MacCHOCTH

aTaka Ha aBTOMATU3UPOBAHHYIO CUCTEMY

MMOJINTHUKA O0E€30TIaCHOCTH

CocrosHue  3AIIMIIEHHOCTH | HH(OpPMAIMOHHAS 6E30TaCHOCTD
MHOTOHALMOHANBHOTO  HAPOJA | 5e3011acHOCTE
KaK HOCHTEIS CYBEPEHHWTETa
CANHCTBCHHOI'O UCTOYHHUKA 3auiuTa I/IH(bOpMaHI/II/I
BIIACTH HaMoHaIbHAas 0€30II1aCHOCTE
CBoiicTBO JTaHHBIX ObITh | KOH(DHUIEHIINATBHOCTD
JIOCTYITHBIMHA JUIA | [1e0CTHOCTD
CaHKIIMOHUPOBAHHOI'O
., | TOCTYITHOCTH
MOJIb30BAHUS B ITIPOM3BOJIBHBIN
MOMEHT BpeMeHH, Korga B | 4YTCHTHYHOCTD
oOpalieHny K HMM BO3HHUKAET ATITEANPYEMOCTD
HEOOXOTMMOCTh
KOH(HUICHIINAIIBHOCTh
I'apanTus TOrO, 4TO | e TOCTHOCTD
HCTOYHUKOM HH(pOPMAITHH
JIOCTYITHOCTh
SBIIIETCS HMMEHHO TO JIHIIO,
KOTOpPOE 3asIBJICHO KaK ee apTop | &Y LoHTHTHOCTD
armneJIupyeMocCTh
l'apantis  TOro, 4Yro npH | KOHPHUICHIHAIBHOCTD
HEOOXOMMOCTH MOXHO OYZET | 11e;10CTHOCTD
JOKa3aTh, 910 ABTOPOM |16 6Ty IIHOCTS
COOOIIEHNS SBIISIETCA HMEHHO
. AyTEHTUYHOCTb
TOT YEJIOBEK, KOTOPbIH 3asBIICH
KaK €€ aBTOP U HU KTO JAPYToi alMeJIMPpyCMOCTD

CoorHecure  HMHTEpechl B
obiacti MH()OPMAITMOHHOM
0e301MacHOCTH:

1. HanmonansHaeie HHTCPCCHI

2. lnTepechl TMYHOCTH

3. MHTepeckl rocynapcTsa

4. NuTepecsl odiecTBa

1. cocTosT B peain3aliui KOHCTUTYIHOHHBIX IIpaB U CBO60,Z[, B
00CCIICUYECHUH JTUYHOM 6C3OH8.CHOCTI/I, B INOBBINICHHMHM Ka4y€CTBaA H
YPOBHA KU3HU, B (I)I/IBI/I‘-ICCKOM, AYXOBHOM M HHTCIIJICKTYaJIbHOM
Pa3BUTHU YCIIOBCKA U I'PAKAAHUHA

2. o00ecneunBalOTCsl MHCTUTYTaMH TOCYJapCTBEHHOH BiacTw,
OCYLIECTBIISIONIMMA  CBOM  (YHKLIMH, B TOM UHCIE BO
B3alMOJEHCTBUM C JeicTByromuMu Ha ocHoBe KoHctutynuun PO
U 3aKoHOAaTesibeTBa PD 00111€CTBEHHBIMH OpraHU3allusIMU
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3. cOCTOAT B  HE3BIOJIEMOCTH KOHCTUTYLIMOHHOTO  CTpOS,
CYBEPEHUTETA M TEPPUTOPUAIBHOM UenocTHOCTH Poccum, B
MOJINTUYECKOM, SKOHOMHYECCKON M COLMAJILHOM CTAOUJILHOCTH, B
0e3yCIIOBHOM  OOECNEYeHHH 3aKOHHOCTH U MOJJEPKaHUU
MPaBOMNOPSAJIKA, B Pa3BUTUU PABHOMPABHO T'O U B3aUMOBBITOTHOTO
MEKJIYHAPOJHOTO COTPYTHUYECTBA

4. cocTOSIT B YNPOYCHUH JEMOKPATHH, B CO3JIaHUM IPABOBOTO,
COIMAJIBHOTO TOCYHapCcTBa, B JIOCTHIKEHUH | TOJJACPKAHUU
0OIIIECTBEHHOI'O COTJlacusl, B JyXOBHOM 0OHOBieHnU Poccun

CooTHeCHUTE OCHOBHBIE OHITHS
B o0nacth HHGPOPMAIMOHHON
0e30I1acHOCTH

1. araka

2. ysizBuMocTh AC

3. yrpo3sa 6e3onacHoct AC

4. 3amuIneHHas cucreMa

1. HekoTOopoe HEyIauHOE CBOICTBO CHCTEMBI, KOTOPOE MAENacT
BO3MOKHBIM BO3HUKHOBEHHE U PEATTU3ALINIO YIPO3bI

2. CuCTeMa CO CpCaACTBAaMH 3alllMTBI, KOTOPBLIC YCIICOIHO U
3(()EKTUBHO MPOTUBOCTOAT yrpo3aM 0€301MaCHOCTH

3. Bo3MOXHBIE Bo3zmeiicTBusi Ha AC, KOTOpBIE TPSIMO WU
KOCBEHHO MOTYT HAaHECTH yIiepO ee 6€30macHOCTH

4. nelicTBUe, MpEeANPUHUMAEMOE 3JIOYMBIIUIEHHUKOM, KOTOpOE
3aKJIF0YaeTCd B DNOMCKE W HWCHOOJB30BAHMM TOW WM UWHOU
y;ISBI/IMOCT U CUCTEMBI

CooTHecUTE OCHOBHBIE BHBI
yrpo3 wist AC

1. yrpo3a HapylieHus: KOHPUASHIUATbHOCTH

2. yrpo3a oTKa3a CIIyxo0

3. yrpo3a HapyuieHusl [eIOCTHOCTH

1. moboe yMbIIIUIEHHOE U3MEHEeHUEe MHPOpMaINK, XpaHsIIencs B
BC wim nepegaBaeMoii OT OJHOM CUCTEMBI B APYTYIO

2. BO3HUKAET BCSKHUI pa3, KOrja B pe3yibTaTe MpeaHaMepeHHBIX
JNECUCTBUHM, NPEANPUHMMAEMBIX JPYTUM IOJB30BATEIEM WU

3JI0YMBIIIJIEHHUKOM, OJOKHPYETCs JOCTYI K HEKOTOPOMY pecypcy
AC

3. 3aKiroJaeTcs B TOM, 4YTO I/IH(bOpMaI_[I/IH CTAHOBHUTCSI M3BECTHOM
TOMY, KTO HE pacriojaract roJJHOMOYHIAMHN JOCTYIIA K HeH

CoorHecnte  KiIaccu(DUKAIUIO
YIpo3 IO psiy NPU3HAKOB

. 110 ITIPHUPOJAC BOSHUKHOBCHHA

. I[10 HCTIOCPCACTBCHHOMY UCTOYHUKY

. TIo cTerieHu Bo3aencTeud Ha AC

. o cnocoOy goctyna K pecypcam AC

. IIAaCCUBHBIC 1 aKTHUBHBIC

NP AWNIEF

. HAITPaBJICHHBIC HA UCIIOJIB30BAHUC MTPAMOI'O0 CTAHAAPTHOI'O IIYyTU
AOCTYyIla K pecypcaM W HaAIPABJICHHBIC Ha HCIOJIb30BAHUC
CKPBITOT'O HECCTAHAAPTHOTO AOCTYIIA K peCypCaM AC

3. €CTECTBEHHBIC WUJIH HCKYCCTBCHHBIC

4. npupomHas  cpena,  YENOBEK,  CAHKIIMOHHUPOBAHHBIC
NPOTPaMMHBIE CPEJICTBA U HECAHKIIMOHUPOBAHHBIE MPOTPAMMHBIC
CpencTBa

Uro Takoe cepTuuKanus

MMOATBCPKACHUC COOTBECTCTBHUA npoayKIruunu N yciayr
YCTAHOBJICHHBIM Tpe6OBaHI/ISIM HJIN CTaHJapTaM

MOATBCPXKIACHUC  COOTBCTCTBUA  NPOAYKOHWH, HO HC YCIYT
YCTAHOBJICHHBIM Tpe6OBaHI/ISIM WJIN CTaHJapTaM
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IOATBEP)KJICHUE COOTBETCTBHUS yCIyr, HO HE IPOAYKLUHH
YCTaHOBJICHHBIM TPeOOBaHUSIM WJIM CTaHIapTaM

JOKYMEHT, TOATBEP)KIAIOIIUI COOTBETCTBHE CPEICTBA 3alIUThHI
uH(bOopMaIMU TPeOOBaHUSIM IO 6€30MaCHOCTH WHPOPMAITUU
JOKYMEHT, TOATBEP)KIAIOIINN COOTBETCTBHE CPEJICTBA 3aIIUTHI
uHpOpMauu TpeOOBAHHUIM IO XPAaHEHUIO HHPOPMAILTUU
JOKYMEHT, TOATBEP)KIAIOIINN COOTBETCTBHE CPEIICTBA 3aIIUTHI
uHpopManuu TpedboBaHUSIM 10 00paboTKe HHPOPMALTUU

Uro takoe cepTrduKaT?

Kax Ha3bIBACTCS JIUIIO, 6
CAMOCTOSTEIBHO cosnapmee | CYOPEKT EPCOHATBHBIX JIAHHBIX
WHpOPMAIHIO 6o

ModyYMBIIGE HA OCHOBaHWH | OTIEPATOP MH(POPMALMOHHON CUCTEMBI
3aKOHA WJIM JIOroBOpa IpaBo
paspemarh WM OTPaHUYMBATE | 0OsamaTelIhb HH(bOpMaHHH

JOCTYTI K WHPOpMAIH,

1 SIEMOM 10 KaKUM-JIA

OTpCCIACMON TI0- Ka o CcyOBEeKT HHpOpMaun
npu3HaKam?

Bomnpocs k kommiiekcHomy 3aganuio TK1

1. Yro Takoe nHpopMaloHHas 6€30MacHOCTh?

2. Ilepeuncnure BaxKHEHIITHE aCTIEKThl MHQOPMAIIMOHHON 0€301MacHOCTH.

3. Ilepeuncnute ypoBHU 3aIIUTHI UHPOPMAITUH.

4. OxapakTtepu3yite yrpossl HH(DOpPMAIMOHHOW OE30MacCHOCTHU: PACKPBITHS
[IEJIOCTHOCTH, OTKa3 B OOCTY>KHBAHHH.

5. O0BsACHUTE TPUUMHBI KOMIBIOTEPHBIX MTPECTYIIIICHUH.

6. OnummuTe OCHOBHBIE TEXHOJIOTUH KOMITBIOTEPHBIX MPECTYIICHUN.

7. Ilepeuncnute MephI 3aIUTH HHPOPMALIMOHHOMN 0€301MaCHOCTH.

8. IlepeunciauTe Mepbl MPEAOCTOPOKHOCTH TpPH paboTe C LEIbI0 3alTUTHI
uHdOpMaIHH.

9. OnumuTe OCHOBHBIE MEPHI 3aIIUTHI HOCUTEIEH HHPOPMAIIUH.

10. Tlouemy mnonkmrOYeHHE K TJI00aTbHONW KOMIbIOTEpHOW ceTu HHTepHeT
IpeACTaBIsseT COO0M yrpo3y st HHGOPMAIMOHHON O€3011aCHOCTH?

11. OnwumwmTe, KaKk HCMOJIB30BAaHUE JJIEKTPOHHON IOYTHI CO3JAET YIrpo3y
uHdopmarmonnorr  Oe3omacHoctu. Kakme wMepbl oOecrneunBaOT —Oe3omacHoe
ucnoip3oBanue e-mail?

12. Kakue cymecTBYIOT MEXIyHAPOIHBIE U POCCUICKUE CTaHIAPTHl B 00J1aCTH
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM U HH(POPMAIIMOHHBIX TEXHOJIOTUN?

13. Kpurepuu 6€30macHOCTH KOMITBIOTEPHBIX CHCTEM MHUHHCTEPCTBA 0OOPOHBI
CHIA (“OpanxeBast KHUTA”).

14. PyxoBogsiuue nokyMeHThl ['octrexkomuccun Poccun.

15. MexxnyHapoaHbie CTaHAapThl WHPOpMaHOHHOW 6e3omacHocTu. CTtaHmaapt
ISO/IEC 15408 "OOmme kputepun". Onucanme TpeOoBaHUN O0€30MACHOCTH U
XapaKTEPUCTUK YTPO3.

Js Tekymero koutpoas TK2:

[IpoBepsiemass KOMIEeTeHIMSA:

KO,I[ 1M HAUMCHOBAHHEC KOMIICTCHIIMH KOI[ U HAMMCHOBAHUC MHJIUKATOpPA

OIIK-11. CnocoGeH moHUMaTh NPHHIMIBI OIIK-11.2. Brnanmeer HaBbIKAMHM  TPUMEHEHUS




Ko 1 HanMeHOBaHUE KOMITETCHITUN Ko n HanMeHOBaHUE MHIUKATOPA

paboThI COBPEMEHHBIX MH(DOPMAITIOHHBIX mU(GPOBBIX  TEXHOJOTHHA JJIsi  pelIeHHs  3ajad

TEXHOJIOTHI U MCTIOJIb30BaTh UX ISl PEIICHHS | MPOPECCHOHAIBHON  JCATETBHOCTH € y4ETOM

3a1a4 po(ecCUOHATIBHOMN JIeITEIHHOCTH OCHOBHBIX TpeboBaHUit MH()OPMAIMOHHOU

0€30MacCHOCTH
Tect
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Kakoit o0mmii ymepd 10 | 4

JTaHHBIM HNucturyra

KommnerorepHoit 34

bezonacnocTu HaHecnn | 54

KOMIIBIOTCPHBIC BHPYCHI 34 [ 74

nociaeaHue S5 jer, (MIIp.

nomn. CIITA)? 94

Ilo JTAaHHBIM KypHana | 500000

«Security Magazine», [ 1000000

cpemHuii pazMep yiiepOa ot 1500000

KOMITHFOTEPHOTO

MolueHHYecTBa cocTapiser | 2000000

(momn. CIIA) 2500000
mpouecc  cOopa,  HakomjieHUs,  00pabOTKH,  XpaHEHUS,
pacnpeseneHus U noucka nHhopmanuu
npeoOpazoBanre  HMHPOPMAIMK, B  PE3yJbTare KOTOPOTO
colepkaHue UHGOpPMAlMUM  CTAHOBUTCS  HEMOHATHBIM IS
cyOBeKTa, He UMEIOIIETO JOCTYyIa

[udpoBanne wuHpOpManuu | MoJydeHHEe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJICHHSI  C

9TO

uH(bopMaIueH, B TOM YKCie MPH MOMOIIY TEXHUYECKUX CPEJICTB

COBOKYITHOCTb MpPaBWJI, PErJAMEHTUPYIOLUIUX MOPSAIOK U YCIOBUS
noctyna cyObekTa K MHQOpPMAaIUY U €€ HOCUTEISIM

JEATEIPHOCTh 10 TPEIOTBPAIICHUIO YTCUYKH HMH(POPMAIINH,
HECAaHKIIMOHMPOBAHHBIX M HEIMPEIHAMEPCHHBIX BO3JICHCTBHHA Ha
Heé

Ilo JTAHHBIM I'maBHOTO | 2
MH(OPMALIMOHHOTO  IIEHTpa 2.5
MBJI Poccum KOJIHYECTBO 3
KOMIBIOTEPHBIX

MPECTYIICHUN €XEroJHO 3,5
yBEJIMYMBAETCS B (paza) 4
IIo JAHHBIM I'maBHoOrO | 6
nHGOpMaAIIMOHHOTO  LeHTpa | 60
MBJl Poccunm exerognbii | 160
pasmep MatepualibHOTO | 600
yuiepba OT KOMITBIOTEPHBIX
IpecTyIuieHnd  cocrasiseT | 1600
OKO0JIO (MJIH. pyOuei)

IIo JTaHHBIM ['naBHoTO | 7
MH(OPMALIMOHHOTO  IIEHTpa 17
MBJl  Poccum  cpemumit |’
y1iepo, NPUYUHSIEMBIH | 2 7
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[IOTEPIEBLIEMY oT I 7
KOMITLIOTEPHOTO

IIPECTYIUIEHUS, paBeH (MIIH. 4,7

pyouieii)

OcHoBHOE CPEICTBO, | yneHTHdUKAIIS
o0ecrieunBaromee

KOH(UICHITNATEHOCTH ayreHTHHUKaLys

uHbOpMaIMY, TOCBIIAEMOH | aBTOpU3aLUs

110 OTKPBIThIM KaHaJ1aM
P JKCIIepTU3a

neperaud JaHHbIX, B TOM
YHUCJIE, 110 CETH UHTEPHET mu(posaHne

WWW

A OacHOW 1 9y [
Jns  GezomacHO epena dicom

JaHHBIX 110 KaHaJ1aM
vpn

HHTCPHET HCIIOJIB3YCTCA

ftp

TECXHOJIOT U
xml

Komnuexc anmnapaTHbIX

aAHTUBUPYC
u/nnm MIPOTPaMMHBIX

CPEACTB, OCYIIECTBIISIOMIMI

3aMOK
KOHTPOJIb W  (PHIIBTpaAUIO

CETEBOI0 Tpaduka B

OpauaMay?d
COOTBCTCTBUHN C 3aJaHHBIMU p A y p

MpaBWaMy U 3allALIAIONIUN

Kpunrorpadus
KOMIBIOTEPHBIE ~ CETH  OT

HCCaAaHKIIMOHUPOBAHHOI'O

focTyma OKCIICpTHasd CUCTEMA

[Mporienypa, TnpoBepsroas, | MICHTHOUKALNSA

UMEECT JIM TII0JBb30BATCIIb C aYTeHTI/I(i)I/IKaHI/IH

MIpeIbsBICHHBIM cTpatuduKanus
UACHTU(HHUKATOPOM IPABO HA | pErUCTPAIUs
JOCTYII K PECYpCy 3TO ABTOPHU3ALIHS

coziepkath HUGPHI U OYKBBI, 3HAKU MIPEHUHAHUS U OBITH CI0KHBIM
JUIS yraJbIBaHUs

COJIEP’KaTh TOIBKO IUGPHI

Hapom, IMOJIB30BATCIIA | COACPIKATDH TOJIBKO 6YKBLI

JOJDKEH UMETh SIBHYIO MPHBSI3KY K BIIQJIENbIly (€ro MMsl, JaTta POKICHUS,
HOMED TenedoHa U T.I1.)

OBITH MPOCTBHIM M JIETKO 3allOMHHATHCS, Harpumep «123», «111»,
«qwerty» " T.J.

IImacTukoBas KapTO4Ka, | TOKeH
cojeprkalas YHII US| password
KpUnTOrpaQuuecKux

" apoJb
BBIYUCIIEHUH U BCTPOCHHYIO -
3aIMILIEHHYI0 TaMATh JJid login
XpaHeHus] THOpMaIuu cMapT-KapTa
YerpoicTBo JUISL | o
UICHTUDUKAITIH
MOJIb30BaTeIeH,

aBTOHOMHBLIN TOKEH

MpeJCTaBIISIONIEe coboi
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MOOWJILHOE  IEePCOHATBHOE
YCTPOMCTBO, HAIIOMHUHAOIINE
MQJICHBKHM  NENKep, He
M0JICOEIMHIEMBIC K
KOMITLIOTEPY H  HMEIOIIUe
COOCTBEHHBIN HUCTOYHUK
MTATAHUS

USB-token

ycTpoiictBo iButton

cMapT-KapTa

Hoctyn  nosnb3oBarens K
MH(POPMAIMOHHBIM pecypcaM
KOMIIbIOTEpa W/ WIH
JIOKQJIbHOM BBIYUCIUTEIBHOU
CeTH TMPEANPHUATUS JIOJDKEH
paspeniatbCs TOJIBKO MOCIe:

BKJIIOUCHUSA KOMIILIOTEpaA

UACHTU(DUKAIIMH T10 JIOTHHY U TIAPOJTIO

3arpoca nNaCrnopTHLIX JaHHBIX

3arpoca JOMCHHOT'O UMCHU

3anpoca ®UO

oOecrieueHHs JTOBEPCHHON 3arpy3kd KOMIIBIOTEpAa W KOHTPOJIS
1[EJIOCTHOCTH (DAIJIOB B CHCTEMAax

DNEeKTpPOHHBIE 3aMKH | CKAHUPOBAHHUS OTIEYATKOB MaJIbLIEB
MpeHa3HaYeHbl I ... MIPOBEPKU CKOPOCTH U 3arpy3ku QailioB
00111eT0 KOHTPOJISI
WICHTHU(QHUKAIUU T0JIh30BaTEIs
XpaHeHus 00J1bII0r0 00beMa KOH(pUIeHITHAIbHOM HHpOopMauu
3alMThl IEPUMETPa KOPIIOPATUBHOM ceTH
ONEeKTPOHHBIC 3aMKH v =
HaJIe)KHON ayTeHTHU()UKAIMN U UJIeHTU(UKALIMU TI0JIb30BaTeNIen
NpeaHa3HAYEHbI J1JI4:
OJIOKMPOBaHMSI KOMIIBIOTEPA BO BPEeMs OTCYTCTBHUS IOJB30BATEINS
Ha paboyem mecTe
CUCTEMHOE IpOorpaMMHO€E oOecrieyeHne
Jis 3aIUTHI OT | IPUKJIAIHOE TPOrpaMMHOE 00ecrieueHHe
3JI0YMBIIIJIEHHUKOB AHTUBUPYCHBIE TPOTPAMMBI

HGO6XOI[I/IMO HUCIIOJIB30BAaTh

KOMIIBIOTCPHBIC UI'PhI

MY3BIKY, BUJCO(PHUIbMBI

AnmnapaTtHbie
JIOBEPEHHOM
«AKKOPI-AM/I3»
MPEACTABIISIIOT COOOM. . .

MOYIIH
3arpy3Kku

anmnapaTHbIi KOHTPOJIep

JJIEKTPOHHBIN 3aMOK

CHUCTEMA KOHTPOJIA

CETEeBOM aganTep

KOHI/IpOBaJ'ILHHﬁ alrrrapar

[Ipocreiimmm criocobom
UICHTU(PUKAIIH B
KOMIIBIOTEPHOM cucreme
SIBJISIETCS BBO/JI
uaeHTudukaTopa

10JIb30BaTEIIs, KOTOPBII

HMCECT CIICAYIOIICC HA3BAHUC

TOKCH

password

apoJib

login

cMapT-KapTa

Yr0o0Bl MMOAMKCATHL COOOILIECHUE
3JIEKTPOHHOU ndpoBoit
MTOJIITUCHIO, UCTIONB3YIOTCS

OTKpBITLIﬁ KJITOY OTIIPABUTCIIA

OTKpBITLIﬁ KJIIOY ITOJIYy4aTeJIsd

3aKpBITLII71 KJITOY OTITPABUTECIIA

3aKpBITLII71 KJITOY IIOJIYyYUaTeIsd

KakoBa  mociieoBaTenbHOCTD
MOANUCAHUSA  COOOIICHUH ¢
nomompio DIIIT?

BBIYHCIIACTCA XOIII, 3aTEM XOIII 33.IJ_II/I(I)p0BBIBaCTCH

cooOmeHre  3amu@poBBIBAE€TCSA,  IMOCIE  HYEro
XIUIMPYETCS

pe3ynbTar

Ipu noAnruCaHnuun COO6IJ_ICHI/IC BaLHI/I(I)pOBBIBaCTCSI, Ipru IIPOBCPKE
BBIYHCIIACTCA XOIII
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BBIUMCIISIETCST XA HCXOJHOTO COOOLICHMS, IIOCJIE YEro OHO
3appOBBIBACTCS

B uem 3akmroyaercsa Takoe
CBOWCTBO ¢byHKINN
x3mupoBanus H Kak cTOHKOCTh
K KOJUTH3HUSAM TIEPBOro poaa?

s o0oro xsma h 1oKHO OBITh MPAKTUYECKH HEBO3MOXKHO
BBIYMCIIUTH WM 110100path Takoe X, uto H(x) =h

JOJDKHO  OBITh NPAKTHYECKH HEBO3MOXHO BBIYHCIHTH  WIU
nojo0paTh JIFOOYI0 TMapy pasIUYHBIX COOOIICHWA X W Y IS
xoTopeix H(x) = H(y)

JUIMHA X3IIa JOJDKHA OBITh (UKCHPOBAaHHOW HE3aBHCHMO OT
JUTAHBI BXOIHOTO COOOIIEHMS

Bupycel, He CBs3BIBAOLINE
CBOM Komuu C ¢ailamu, a
CO3JAafoIIe CBOM KOMHWU Ha
JMCKax, HE W3MEHss JPYrux
(haiiioB, Ha3bIBAIOTCS

KOMIIaHbOH - BUPYCAMH

YEepBU

MapasuTHICCKUC

IpU3PAKU

CTEJIC-BUPYCHI

AHTHBUpPYCHAs mporpamma
OPUHIUI ~ PabOThI, KOTOPOM
OCHOBaH Ha TpoBepke (paiinos,
CEKTOPOB M CHCTEMHOHN MamsTu
W TOMCKE B HUX WM3BECTHBIX U
HOBBIX BUPYCOB Ha3bIBaeTCS

peBH30pOM

HUMMYHHU3AaTOPOM

CKaHEepOM

JoKTOpa u aru

Vxkazath HEIOCTaTKH,
AMEIOITHECS y AaHTHBHPYCHOU
MIPOTPaMMBI PEBU30D

HECIOCOOHOCTh TMOMMaTh BHUPYC B MOMEHT €ro TOSBIIEHUS B
CUCTEME

HeOO0JIbIIIast CKOPOCTh MOKCKA BUPYCOB

HEBO3MOKHOCTh ONPEJIEIUTh BUPYC B HOBBIX (paiiyiax

BCE BapHaHThI BEPHBI

K nocromHCTBAaM TEXHHMYECKHX
CpC€aCTB 3alUThl OTHOCATCA

PETYJISIPHBIN KOHTPOJIb

CO3JJaHHUEC KOMIIICKCHBIX CHUCTEM 3alllUThI

CTENeHb CI0KHOCTH YCTPOMCTBA

BCC BApHAaHTHI BEPHEBI

OIIaCHBIE
dainoBbIe

B xmaccudukanmio BupycoB mo | PE3UACHTHBIC

CrIoco0y 3apaskeHust BXOISAT 3arpy304HbIe
dailioBo-3arpy304HbIe
HEpE3UICHTHbIE
YepBU

K Bupycam u3MeHsonmM cpeny | CTYACHUYCCKUE

OOHMTaHUsI OTHOCSITCSL: noJiuMopdHbIe
CIYTHUKU

Bupycel, He cBssbiBaroume | KOMIIAHBOH - BUDYCAMHU

CBOM Komuu c ¢aitmamu, a | ICPBU

CO3JAIONIME CBOM KONUHM HA | CTEJC - BUPYCHI

AUCKaxX, HE MH3MCHAA OPYTHUX MaKpOBHUPYCHI

(baiinos, Ha3bIBAIOTCS pU3PaKH
4epBU

K Bupycam He H3MEHSIOIUM | CTCJIC-BUPYCHI

cpeay OOMTaHHS OTHOCSTCS no1uMophHbIe
CILYTHUKHU

Hekoropoe
KOJIM4YECTBO

CEKpETHOE
nHpopMaLuH,

HI[GHTI/I(i)I/IKaTOp TI0JIB30BAaTCIIA
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HU3BECTHOE TOJIBKO
MOJIL30BATENI0 M MAPOJILHOM
CHUCTEME, KOTOPOE MOXKET OBITh
3aIIOMHEHO II0JL30BaTeIeEM U

IapoJib MOJb30BATCIIA

YUYCTHAA 3alUCh IMMOJIb30BaTCIIA

MIPEIBSIBICHO JUIS
HPOXOAKACHHA IpOUCAYPEL | paposnbHAs cCUCTEMa
ayTeHTU(PHUKAIIUK — 3TO ....

KPHIITOJIOTUSI
UccienoBanne  BO3MOXKHOCTH | KpHUIITOrpadust
pacmmdpoBanus HHGOPMALUH | KPUIITOAHAIN3
0e3 3HaHus KITrouei B3JIOM

HECAHKIIMOHUPOBAHHBIN JTIOCTYII

XpaHeHue mapojedl  MOXKET

OCYIIIECTBIISITHCS

B BHJIC CBEPTOK

B OTKPBITOM BHUAC

B 3aKpPLITOM BUJC

B 3a1IM(POBAHHOM BHJIE

BCC BApHWAHTHI OTBETA BECPHBI

CooTHecuTe OCHOBHBIE METOJBI
MOJTy4Y€eHUs aposien

1. MmeTop ToTanbHOTO MIEpedopa

2. clioBapHasi aTaka

3. TmoiydyeHHWe Tapojieil W3 CcaMOW CHCTeMBbl Ha OCHOBE
MPOrpaMMHOM U annapaTHON pean3aii KOHKPETHON CUCTEMBI

4. mpoBepka mapoJiel, YyCTaHaBIMBAaEMbIX B CHCTEMax IIO
YMOJIYaHUIO

1. nns mepeGopa HMCHOJIL3YETCS CIIOBapbh HamOojee BEPOSTHBIX
KITFOUen

2. 7BYMsT BO3MOXXHOCTSMH BBISICHEHUS TIApOJIs  SIBJISIIOTCS:
HECAaHKIIMOHUPOBAHHBIA JOCTYl K HOCHTENIO, COJCpKaleMy
napoJiv, 100 UCTOJIB30BAHUE YA3BUMOCTEH

3. OHpO6BIBaIOTCH BCC KJIIOYM ITIOCJIE€A0BATEIILHO, OJJUH 3a JPYT'UM

4. mapoab, YCTAHOBJIEHHBIH  (UPMOK-pa3pabOTUUKOM  TIO
YMOJTYAHHIO, OCTAETCSI OCHOBHBIM ITAPOJIEM B CHCTEME

1. BHeNIHAS 3ammTa

2. OII0O3HaBaHUE

3. BHYTpEHHSIS 3alUTa

1. 3ammra OT BO3ACHUCTBHS JECTAOMIM3UPYIOMINX (aKTOPOB,

CootHecure ¢yskuy, | IPOSIBISIIOLIMXCS  HEMOCPEICTBEHHO B CpEICTBAaX 00paboTKH
BBINIONTHSIEMbIE ~ TEXHHYECKUMH | HH(MOpMAIUn
CpCACTBAMM 3l THI 2. 3ammTa OT BO3JCHCTBUS JecTaOMIM3UPYIOMUX (AKTOPOB,
IPOSIBISIOIIMXCS 3a npeaenaMu oCHOBHBIX cpenctB ACO/]
3. cneumduyeckas Trpynmna CpeiacTB, MPEAHA3HAUYCHHBIX IS
OMO3HABaHWs  JIIOAEH 1O  Pa3iUYHBIM  MHIMBHyabHBIM
XapaKTePUCTUKAM
cepTu(UKAT KIF0Ya MOJIHCH, OTHOCSAIIMACS K 3TOH DIEKTPOHHON
OnekTpoHHas uugposas U(pPOBOH MOANUCH, HE YTpaTHJ CUIy (IEHCTBYeT) HA MOMEHT
HOAMHC, B SJCKTPOHHOM | popepky MM HA MOMEHT IOJIMHCAHHS 3JIE€KTPOHHOTO JOKYMEHTA
AOKYMCHTE _PaBHOSHAUHA | iy pamyumm  JOKa3aTeNnbCcTB,  ONPENENSIONUX — MOMEHT
C06CTBCHHOpy"IHOI/I IIOAIIMCH B
TIOIIACAHUS

JOKYMEHTe Ha  OyMaxHOM
HOCHTENIE MIPU OAHOBPEMEHHOM
co0JI0ACHUH CIICAYIOLINX
YCIIOBHIA:

MOATBCPKJACHA IMOJJIIMHHOCTD BHCKTPOHHOf/'I LIH(I)pOBOfI noArrcCu B
OJICKTPOHHOM JOKYMCHTC

OJICKTPOHHAA LII/I(ppOBaH MNOANUCH HCIIOJB3YCTCA B COOTBCTCTBHU
CO CBCACHUSAMMU, YKA3dHHBIMU B CepTI/I(I)I/IKaTC KJIr04a ImoAnnucu
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BCPHLBI BCC BApUAHTLL

Co3pganue KIIo4en
AIEKTPOHHBIX UG POBBIX
MOJIITUCEH OCYIIECTBIIACTCS IS
HCIIOJIL30BAHUS B

UHPOPMALMOHHON CUCTEME OOIIETo MOJB30BAaHUS €€ YUACTHUKOM
WJIY TI0 €10 00panieHNIo YI0CTOBEPSIONIUM IEHTPOM

KOPIIOpaTHBHON  MHMOPMAIMOHHOH  cHCTeME B
YCTaHOBJICHHOM B 3TOU CUCTEME

MOPSIKE,

BEpHBI 002 BapHaAHThI

3HAYCHUECM HOHYCTHMOﬁ BCPOATHOCTHU HGHCHpaBHOCTeﬁ U

cO0€eB, TMPUBOAAIIMX K  IMOJYYEHUIO  3J0YMBILIJIEHHUKOM
JIOTIOTHUTEIbHOU nH(popMauu 0 KpunTorpaduyecKkux
Uem ompenensercs yposens | IPCOOpa3oBaHUAX
HaJIOKHOCTH NpUMEHSIeMbIX | CIOKHOCTBIO KOMOMHAIIMM CHMBOJIOB, BBIOPAHHBIX CIIy4ailHBIM
KpUIITOrpaduuecKux 00pazom
npeodbpasoBaHHii MCII0JIH30BaHMEM OOJIBIIIOTO YHCIIA KIIFOUeH NIl i poBaHus
OTHOLIEHHEM KOJM4YecTBa JemudpoBaHHOW uUHPOpMALUU K
001IeMy KOJIM4ecTBYy IU(pOBaHHON MHGOPMAIINH, TOJICKAIEH
Jemn(poBaHUIo
mu(poBaHUE € 3aKPHITHIM KITFOUOM
Kak HHaYe HasplBaercs | MHUQpOBaHUE METOI0OM beiitca

CUMMETPHYHOE I poBaHHE

(G pOBaHUE C OTKPBHITHIM KIHOYOM

mupoBaHUe ¢ MEPEMEHHBIM KIIIOYOM

Kakoit aJIrOpUTM HE
HCIOIb3yETCS pH
CUMMETPHYHOM IIU(GPOBAHUU

MOTOYHOE MH(PpPOBaHUE

noOnTOBOE MUppPOBaAHUE

6s10uHOE mudpoBaHue

anroputm Oib-I"amans

Uro sBNsSETCA MPEHMYIIECTBOM
CUMMETPHYHOTO MH(PPOBAHUS

CKOPOCTH BBINOJIHEHUS KpUNTOrpaguueckux npeoOpa3oBaHuii

JIETKOCTh BHECEHUS] U3MEHEHH B aJITOPUTM HMIH(PPOBAHUS

CEKPETHBIN KJII0Y M3BECTEH TOJBKO IMOIydaTelno MHPOpMAIUU U
NepBOHAYaNIbHBII 0OMEH He TpeOyeT nepeaadyn CEeKpEeTHOro KiIroya

OpUMEHEHHEe B CcHUCTeMax ayTeHTHHUKauuu  (dJIEKTPOHHAs
MTOIITUCH )
Kak Ha3bIBAETCS
«hacTopmyeckuity  mmdp, B umpp Mapkosa
KOTOpPOM KaXkaast OykBa
MCXOJHOTO TEKCTa 3aMEHANACh | yyydyp Llesapst
OyKBOii, CTOSIIIIEH Ha HEKOTOPOE
(PMKCHpPOBaHHOE YHCIIO MECT
najpiie B andaBuTe, O wugp SHurma
PUMEHEHUH KOTOPOTO
UMEIOTCS JIOKYMEHTATIBHEIE | 11y BaGupka
CBUJICTENHCTBA?
CUMMETPUYHBIE KPUIITOCUCTEMBI
KPUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM
. | KpUIITOCHCTEMBI ¢ AYOITUPOBAHUEM 3AITUTHI
Paznensr COBpEMEHHOU = =
CUCTEMBI AJIEKTPOHHOU ITGPOBOI MOANHCH
Kkpunrtorpaduu:
yIpaBJICHUE MAPOJISIMU
yIpaBJICHHUE NIepeaavyeil JaHHbIX
YIPaBICHUE KIFOYAMU
rpouecc, IIOCPEACTBOM KOTOPOTO UACHTUPHUKAIISL

ABTOpHu3alMell Ha3bIBACTCA

TpeInoIaracMoi JTMYHOCTH MPOBEPSICTCS Ha OCHOBE JOKYMEHTA,
YJIOCTOBEPSIOUIETO JINYHOCTh
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ayreHTU(UKALlMsg OCHOBAaHHAs Ha JBYX pa3HBIX THUIAX
UICHTU(DUKAIIHH.
4acTh WJCHTHYHOCTH, KOTOpas OTpakaeT OIpPeACICHHYIO

BPOXKJEHHYIO OCOOEHHOCTh JTMYHOCTH, TO €CTh TO YTO CBSI3aHO C
KOHKPETHOW JIMYHOCTHIO

[Ipouece, koTopelii naeT (WM OTKJIKOYAET) IpPaBO JOCTyHa K
(ceTeBBIM) pecypcam

AyTeHTUUKATHS - 3TO
mporiecc MPOBEPKU
MpEAnoiaraéMord MOAJIUHHOCTH
JUYHOCTH  Ha  OCHOBaHUH
Kakoro-iudo  yJI0CTOBEpEHUS
JUYHOCTH, KOTOPOE  MOXET
OBITh

YTO-TO, YTO BBI 3HACTC

YTO-TO, YTO y BacC €CTh

TO, YEM BBI ABJISICTECH

JIBOIHO# 3a111MTOI Ha3bIBAETCA

ayTeHTU(UKalMs Ha OCHOBE JABYX UJICHTHU(PHKATOPOB.

ayrTeHTU(QUKalMsl  OCHOBaHA Ha  JIBYX  pa3HBIX
HJICHTU(DUKAITIT

THUIIaX

aYTeHTI/I(i)I/IKaHI/ISI, OCHOBaHHasA Ha IBYX HIIN Ooiee Pa3InYHBIX
THUIIax I/I)IGHTI/I(bI/IKaHI/II/I

Hepe‘II/IC.HI/ITe BAXXHbBIC YUCTHBIC

YUYCTHBIC 3aITMCHU JJId BXOdd B OaHK

YUYCTHBIC 3alluCHh, COJACpIKAIINC KOH(l)I/II[eHHI/IaJ'IBHYIO JIMYHYIO
rHdOopMaLHIO

3aucl  JUIS  TIOJb30BaTENs v
ajipeca d3IIEKTPOHHOW IOYTHI, HA KOTOPBHIE BBl MOXKETE 3aKa3aTh
HurepHera, rae HYXHO
HAITOMWHAHMSI TAPOJIsl ISl APYTHUX BeO-Cpes
WCIONB30BATh  JIBYXOTAIHYIO -
ayTenTHOUKAIIIO? YUYETHBIE 3AITMCH COIHMAIBHBIX CETEN
YYETHBIE 3alHCH CIY)KO C TOMOIIBI0 KOTOPBIX BXOMIST B ApPYyrue
BEO-CITyKOBI
ACHMMETPUYHBIMH QJITOPUTMAMH MU(PPOBAHUS
AnroputMel  MUGPOBAHUSA  C
CUMMETPUYHBIMH AJITOPUTMAMM MU(PPOBAHUS
OTKPBITBIM KITIOYOM mo- b
JPYTOMY HA3EIBAIOTCS O,Z[HOCTOpOHIjI/IMI/I aNrOpUTMaMHU MU(POBAHUS
MTOMEX0YCTOMYMBBIMH AJITOPUTMaMHU MU POBaAHUS
aNropuTMaMu MMGPOBAHUS C OTKPHITHIM KIFOYOM
ACHMMETpPHYHBIC  alTOPUTMBI
CUMMETPUYHBIMH AJITOPUTMAMM MU(PPOBAHUS
Wi ppoBaKiLe HOTAPYIOMY I HOCTOpOHHIMH anTopHTMaMH mudpoBaHuUs
HA3bIBAIOTCS A p - p p
MIOMEXOYCTOMYUBBIMH aITOPUTMAaMU MIH(PPOBAHUS
MartemaTHueckas byHKIUS,

KOTOPYIO OTHOCHUTENIBHO JIETKO
BBIYUCIUTb, HO TPYAHO HAWTH

Kpuntorpadguueckoi GhyHkuuen

OJIHOCTOpPOHHEH (yHKIMEH

1o 3HAYCHHIO GbyHKIAH

cootBercTByfomee  3Hauenue | QyHKUMer Juddu-Xennmana
apryMeHTa,  Has3plBaercs B o

KpHITOrpad M ¢dbyHkme Ditnepa
OpHocTOpOoHHME (YHKIMH, TO

eCT byHKimH, KOTOpBIE (hopMHpOBaHHS XEII-KOIOB
OTHOCHUTEIIBHO JIErKO

BBIYUCINUTh, HO IPAKTUYECKH HII/I(I)I)OBaHI/IH coo0IeHui
HEBO3MOXHO HaWTH o

SHa4CHHIO dyHkuMY | hopmupoBaHUs HU(GPOBOI HOIUCH
COOTBETCTBYIOILLIEE  3HAUEHUE

apryMeHTa, MOXKHO

HCITIOJIB30BaTh JJIsA

KOHTPOJIA U UCITPABJICHUA OIINOOK IIpu nepeaadyc I/IH(I)OpMaI_II/II/I




Bonpoc
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YUto sABIsAETCA OCOOCHHOCTHIO
CHCTEM i poBaHuUs c
OTKPBITHIM KIIIOYOM 1o
CPABHEHHIO C CHMMETPHYHBIMH
cucTeMaMu MUppoBaHus?

BO3MOKHOCTh IIMU(POBaHHUA KaK TEKCTOBOH, Tak M rpaduveckoit
uHpOpMaUU

BBICOKAsi CKOPOCTh MPOLIECCOB MM (ppoBaHus/pacmmpoBaHus

HCIT0JIb30BAHUEC MAJIOI'0 KOJIMYCCTBA BEIYHMCIIMTCIBHBIX PECYPCOB

OTCYTCTBHE  HEOOXOIMMOCTH  IPEIBAapPHUTEIBHON  Iepenadu
CEKPETHOI'0 KJII0Ya 110 HaAEKHOMY KaHally CBSI3U

[ns  pemenus kakux 3a1ay
MOXHO HCIOJIb30BaTh
QIrOPUTMbl  IIM(PPOBAHUS €

OTKPBITHIM KJIFOUOM?

JJIA IHI/I(i)I)OBaHI/Ifl NnepcaaBacMbIX W XpaHHUMBIX JAHHBIX B LEJIAX
HX 3aIIUTHI OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIa

s GopmupoBaHuss TUPPOBON TOIIMUCH IO SICKTPOHHBIMH
JIOKYMEHTaMHU

JUTSL pacrpeiefieHnss CeKPETHBIX KIFoUel, UCIOJIb3YeMbIX MOTOM
pyu MUPPOBAHUH TOKYMEHTOB CHMMETPUYHBIMH METOIaMU

JJIA HOMCXOYCTOI;'I‘{HBOFO KO)II/IpOBaHI/IH HCpCI[aBaeMI)IX
COOOIIeHNI

Yto sBIgETCS  HEIOCTATKOM
CUCTEMBI muQppOBaHU c
OTKPBITBIM KITFOYOM?

HU3Kasi CKOPOCTb MPOLIECCOB MU (POBAHUSI-pacInDpOBaHUS

HEOOXOIUMOCTh OOHOBJICHHSI KJIIO4Ya TMOCTe Kaxaoro (Qaxra
repeIavun

OTCYTCTBHE  HEOOXOJAMMOCTH  IpeIBAPUTEIILHOMN
CEKPETHOT0 KJIK4a M0 HaI&KHOMY KaHaIy

nepeaavn

HEO0OXOIMMOCTh IMPEIBAPUTENLHON Mepeaayu CEeKPETHOTO KiIroda
110 HAJIEXKHOMY KaHAIy

KJII0Y, KOTOPBIH J0JKEH XPaHUTHCSI B CEKPETE

KJII0Y, KOTOPBIIl HEO0s3aTEIBHO XPAHUTD B CEKPETE

Yto  Ha3pIBAIOT  3aKPBITHIM
KII0YOM B aCHMMETPHYHBIX | JIFOOOW  KJIFOY,  HWCIOJB3YeMBIM  JIs1  IMUGPOBAHUS WU
MeToax mudppoBaHus? paciudpoBaHus
KJII0Y, KOTOPBII MCIIOJIb3YyeTCsl 17151 BBIpaOOTKH HUMUTOBCTABKU
KJIFOY, KOTOPBIN JOJKEH XPAHUTHCS B CEKPETE
Yro  Ha3BIBAIOT  OTKPHITEIM | KJIIOY, KOTOPBIM HE 0053aTEIbHO XPAHUTh B CEKPETE
KIIOYOM B  aCHMMETPHYHBIX | JIIOOOW  KJIFOY,  HCIOJB3YeMBIM  JIi  IMUGPOBAHUS WU
MeToaax MmuppoBaHms? pacmn(l)pOBaHH;{

KJIIOY, KOTOpBIﬁ HCIIOJIB3YCTCA IJIA BI)Ipa6OTKI/I HNMHNTOBCTaBKH

Kaxk Ha3bIBACTCSA K10,
HCIIOJIb3yEMBII B
aCHUMMETPUYHBIX
KpuUnTorpaduIeckux

IrOpUTMaX, KOTOPBIH MOXKHO
HE XpaHHUTb B CeKpeTe?

SaKpBITBIﬁ KJIIOY

OTKpBITBIﬁ KJIIOY

TaHBIN KITF0Y

SIBHBIN KJTIOY

KJTI0Y mudpoBaHus

0
CkonbKo KiIH0ueH HCromb3yercs [
B KpUNTOrpaduIecKkux 5
QIrOpUTMax € OTKPBITBIM 3
KIIFOUOM?
4
B HUX Uig U poBaHus WHHOPMAIIUU HCIIONB3YETCS OJIMH KITIOY,
a 17 pacuudpoBaHus — IPYrol K04
B HUX uia mmdpoBaHus u pacmudpoBaHus uHGoOpMAIUK
Uro oOmero uMET Bce
HCTIONB3YETCS OJTUH U TOT XK€ KIIF0Y
METO/IBI mudpoBaHUS c

3aKPbIThIM Ki1r04oM?

B HHUX BXOJHOH IIOTOK HCXOJHOIO TEKCTa MEIUTCS Ha 6J'IOKI/I, B
KaXXIO0M M3 KOTOPBIX BBITIOJHACTCA ICPECTAHOBKA CUMBOJIOB

B HUX Ui omnepauui mudpoBaHUs U  pacmindpoBaHUSL
UCIOJIb3YeTCs JBa Pa3HbIX KIF0Ya — OTKPBITHIN M 3aKPBITHIH




Bonpoc
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Ykaxute TpeOOBaHUS
anroputMaM MMGPOBaHHUS  C
OTKPBITBIM KITIOUOM

BBIUHCIIUTEIBHO HEBO3MOXKHO CO31aBaTh Napy (OTKPBITHIA KIIHOY,
3aKpPBITHIN KIIH0Y)

BBIYHCITUTEIIHHO 3amudpoBaTth  COOOIIECHUE

OTKPBITHIM KJIFOYOM

HCBO3MOXKHO

BBIYMCIIMUTEIIEHO HEBO3MOKHO, 3Hasl OTKPBITBIN K04, ONPEICINTh
COOTBETCTBYIOIIMHI 3aKPBITHIM KIHOY

BBIYUCIIUTCIIBHO HCEBO3MOXHO, 3HasA TOJBKO OTKpI:ITBIﬁ KIII0O4Y Hu
3amuppoBaHHOE cooOrienue, BOCCTAHOBHTh UCXOJTHOE
coo01eHue

Ykaxute TpeOOBaHUS
anroputMaM MMGPOBaHHUS  C
OTKPBITBIM KITFOYOM

BBIUMCIIUTENIFHO JIETKO 3alM(poBaTh COOOIIEHHE OTKPHITHIM
KIIFOUOM

BBIUHUCIIUTENBHO JIETKO pacu(poBaTth COOOIIEHHE, HCIONb3Ys
3aKPBITHIN KITFOY

BBIYMCIIMTEIIEHO HEBO3MOKHO, 3Hasl OTKPBITBIN K04, ONPEICIUTh
COOTBETCTBYIOIINHI 3aKPBITHIM KIHOY

BBIYUCIIUTCIIBHO HEBO3MOXHO, 3Has TOJIBKO OTKpBITBIﬁ KJIIO4Y U

Kakne xmroum M Kak JOJI?)KHBI
MPUMEHSTHCS npu
HCTIOJIb30BAHUH
ACHMMETPUYHBIX
Kpunrorpaguaeckux
QITOPUTMOB ISl MH(POBAHUS
nepeaBaeMbIX JTAHHBIX?

3amndpoBaHHOE cooo1eHue, BOCCTaHOBUTh HCXOJHOE
CcOo00IIIEHNE
OTHpaBuTeNb  MUGPYET  COOOIIEHHWE  OTKPBITHIM  KIIOYOM

MOJTyJaTelis, a MoJydaTeNlb paciiupOBhIBAET COOOIMIEHUE CBOUM
3aKPBITBIM KJIFHOYOM

OTHpaBuTeNb  IMHU(pPyeT CcOOOLIEHHE  3aKPBITBIM  KIOYOM
H0JIy4aTesisd, a MojdydaTellb paclIu(ppOBBIBAET COOOLIEHHE CBOUM
OTKPBITBIM KITFOUOM

OTIpaBUTENb WHUGPYET COOOIIEHNE CBOUM OTKPBITHIM KIIIOUOM, a
noJiyyaTellb paciii(@poBBIBa€T COOOIICHHWE 3aKPBITHIM KIIOYOM
OTIPABUTEIIS

OTIpaBUTENb MHU(PYET COOOIIEHNE CBOUM 3aKPBITHIM KIIIOUOM, a
noJiyyaTellb paciupoBbIBA€T COOOLIEHUE OTKPHITHIM KIIOYOM
OTIPABUTEIIS

Kakum TpeOOBaHHMSIM JTOIDKHA
YIOBJIETBOPATh  SJIEKTPOHHAS
nrdpoBast MOMUCH?

MMOAINKCh BOCIIPOU3BOJUTCA TOJIBKO OAHHUM JIMIIOM, a IIOJJIMHHOCTD
€€ MOXET OBITh yYAOCTOBCPCHA MHOT'MMHA

IOoAIINCh BOCHPOU3BOJUTCA MHOTHMHU JIUIAMH, a €€ MOJJIMHHOCTD
MOJKET OBITH YAOCTOBCPCHA TOJILKO OJTHUM JIMIIOM

IMOAIIUCh HEPA3PBIBHO CBA3BIBACTCA C OAHHBIM COO6H.[€HI/ICM Hn HC
MOJKET OBITH IICPCHCCCHA Ha I[py1“0171 JAOKYMCHT

MOAIIUCh HE CBA3BIBACTCA C KOHKPCTHBIM COO6H_IGHI/IGM H MOXCT
OBITh IICPCHCCCHA Ha ,Z[perﬁ JOKYMCHT

Kakum TpeboBaHusAM A0IDKHA
YIOBJIETBOPSITh  DIIEKTPOHHAS
nrdpoBast MOMUCH?

I1IOCJIC TOI'O, KaK JOKYMCHT IMOAIIMCAH, €r0 HCBO3MOKHO U3MCHUTH

IIOCJIC TOT'O, KAK JOKYMCHT ITOAIIMCAH, €0 MOKHO U3MCHTH

HOJITUCh HEPA3PhIBHO CBS3BIBAETCS C JAHHBIM COOOIEHHEM U He
MOJKET ObITh MIEpeHeceHa Ha IPYroi IOKYMEHT

HOJIIUCh HE CBA3BIBACTCA C KOHKPETHBIM COOOILIEHHEM M MOXKET
OBbITh EPEHECeHA Ha IPYroil TOKYMEHT

Kakum TpeOoBaHMsM [HOMKHA
YIOBJIETBOPATh  BIIEKTPOHHAs
uudpoBast NOANUCH?

OT IIOCTaBJICHHOM IIOAMHCH HEBO3MOKHO OTKa3aTbCA, TO €CTb
JIMIO, MoATIMCaBIICC NOKYMCHT, HC CMOKET IIOTOM YTBCPKIAATh,
4qTO HE CTaBHJIO IO AITMCH

MMOANHUCH BOCHIPOU3BOJUTCA MHOTUMHU JIMIIaMH, a €€ NOMJIMHHOCTDb
MOYKET OBITh YAOCTOBCPCHA TOJILKO OAHHUM JIMIIOM
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HOJITUCHh HEPA3phIBHO CBS3BIBACTCS C JAHHBIM COOOIICHHEM U HE
MOYKET OBITh MIEpEHECeHa Ha IPYTOi TOKYMEHT

HOJINCH HE CBS3BIBAETCSI C KOHKPETHBIM COOOILEHHUEM M MOXKET
OBITh NEPEHECeHA Ha IPYroil TOKYMEHT

[ns yero mpenHazHadyeH LEHTP
cepTUUKAIUN KITFOYUCH?

JUTSL pETHCTPAIK a00OHCHTOB

JUIsl U3TOTOBJICHHSI CEPTU(HHUKATOB OTKPBITHIX KIIIOUYEH

JJIA BBIACJICHHUA CIICHHHAJIBHBIX KaHAJIOB CBA3U aboHeHTaM

I XpaHCHUS M3TrOTOBJICHHBIX CepTI/I(bI/IKaTOB

JUId  TOJJIEp)KaHUsS B AKTyaJbHOM COCTOSIHUM CIIPaBOYHHKA
JICHCTBYIOIUX CEPTU(PUKATOB

JJIs BBIITYCKA CITMCKAa JOCPOYHO OTO3BAHHBIX CepTI/I(i)I/IKaTOB

Kak HazpiBaercs cTpykTypa B
cocTtaBe OOJIBIION CETH CBS3H,
3aHUMAIOIIAsCS
FEHEPUPOBAaHUEM KIIIOUEH, WX
XpaHEHHEeM U apXHUBHPOBAaHHUEM,
3aMEHOM WM HU3BSITHEM U3
oOpareHns CTapbIX u
HEHYKHBIX KITIOUeH?

YCTPOMCTBO paclpeieICHUs KITFOUei

LEHTP 3aKPbITOrO MHPPOBaAHUS

LIEHTP paclpeeNCHHs KIIIoUei

LEHTP OTKPBITOrO MHU(GPOBAHUS

KaKJIbIH TIOJIb30BaTElb IIEHTPa CePTU(HUKAINK, UMEIOIIHA JTOCTYT
K OTKpPBITOMY KIIFOUY IIEHTpa, MOXET H3BJI€Yb OTKPBITHIA KIIOY,
BKJIFOYCHHBIN B cepTU]UKaAT

Kakum cBoiictBamMu [ODKeH | HU OJHA CTOpPOHA, MOMHUMO IEHTpa CepTI/I(l)I/IKaHI/II/I, HE MOXET
o0aaTh cepTuHKaT | UI3MEHUTH CEPTUHHUKAT TAK, YTOOBI ATO HE OBLIO OOHAPYKEHO
OTKPBITOTO KIIf04a? J1000¥ M0JIb30BATEh CUCTEMbI MOXKET U3MEHUTH CepTU(DUKAT
KaXbl{ MOJIb30BaTeNb IEHTpa cepTU(UKAINK, UMEIOIIUNA JOCTYI
K OTKPBITOMY KIIFOUY IIEHTPA, MOYKET WU3MEHUTh OTKPBITHIN KJIIOY,
BKJIIOUYEHHBIN B cepTHU(UKAT
B HUX JUid mudpoBaHus UHGOPMALIUU HCIIOIB3YETCS OJIMH KITIOY,
a s pacundpoBaHus — IPYroi KoY
B HHUX BXOJHOW MOTOK HCXOJHOTO TEKCTa AENUTCS Ha OJOKH, B
dro  obmero mmeror - Bce KQ)KJIOM U3 KOTOPBIX BBIIOJIHAETCS EPECTAHOBKA CUMBOJIOB
METOMBI mudpoBaHUS c

3aKPBITHIM KITFOUOM?

B HUX NPOU3BOAMUTCS CIIOKEHHE CHMBOJIOB HMCXOJHOIO TEKCTa U
KJII0Ya 110 MOJIYJII0, PABHOMY YHCIly OYKB B ajihaBuTe

B HUX Juid mHdpoBaHus u pacmudpoBaHus uHGOpMALIMH
UCIOJIL3YETCS OJMH U TOT Ke KITI0Y

Kakue onepanuu npuMeHsOTCs

BO3BCICHUC B CTCIICHD

3aMeHa OUT 110 Ta0IuIlEe 3aMEH

OOBIYHO B COBpPEMEHHBIX
HAXO0JIEHUE OCTaTKa OT JIEJICHUs Ha OOJIBIIOE MPOCTOE YUCIIO
OIIOYHBIX aNropuTMax 5
Hmdposarms? IIepeCcTaHOBKa OUT
CJIOXKEHHE 110 MOJYIIO 2
MU PPOBAHUS C OTKPHITHIM KIIOUYOM
CumMeTpuYHbIe MeTozbl | CKATUsl HUHPOPMALIUU

KU (POBAHUS — 3TO METOABI ...

HOMCXOYCTOﬁHHBOFO KOIWPOBAaHUA

H_II/I(I)pOBaHI/ISI C 3aKPBITBIM KJIKOUOM

Kak HaspIBaeTcs COOGH_IGHI/Ie,

MOJTy4eHue nocie
npeoOpa3oBaHus c
UCTIOJIb30BaHUEM n1r000oro
mmdpa?

HUMHUTOBCTaBKOU

KIIOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kakx nHa3zpBaercs OIHO3HAYHOE

KOJITIU3UA




Bonpoc Bapuanmur omeema

npeoOpa3oBaHue BXOJTHOTO | XELIMPOBAHUE
MaccuBa AQHHBIX | TaMMHPOBAHHE
HpOHBBOJ‘ILHOfI JJIMHBI B HepeCcTaHOBKA

BBIXOJJHYIO OWTOBYIO CTPOKY

. CJIOXEHHE 110 MOJYIIO 2
(hPMKCUPOBAHHOW JUIMHBI?

Kak  maseBaercst  dyHKUMA, | kppmrorpaduueckas GyHKIHs

KOTOpas JUTSL CTPOKH
IIPOU3BOJILHOI ppmp | OAHOCTOPOHHIA bymiuns
BBIUKCIISICT HEKOTOpOe Ienoe | Xem-(pyHKIUs
3HAQ4EHUE WM  HEKOTOPYIO bynkims Ditnepa
JPYTyIo CTPOKY
(UKCHPOBAHHOMW JUTHHBI? (yHKIMSE rAMMHPOBAHHS
xem-QyHKIUs JOoJDKHA OBITh MPHUMEHHMa K  COOOILEHHUIO
($uKCHPOBaHHOTO pa3mepa
IpU U3BECTHOM 3HaueHuu xeml-pyHkuuu H(M)=m nosxHO ObITH
Kaxue TpeGoBanus | TPYAHO  (IIPAKTHYECKH — HEBO3MOXKHO) — HAWTH  MOAXOMAALIMiMA
NPEIBSIBISIOTCS K | mpoobpaz M
KpunTorpaguyeckum X€ll- | TP HW3BECTHOM COOOIMEeHHH M 10JDKHO OBITH TPYAHO HAWTH
yHxumsIM? npyroe coobuienne M’ ¢ TakuM ke 3HaYeHUEM XelI-(pyHKIIUU, KaK
Y HCXOJHOTO COOOIICHHMSI
JUIs  COOOIIEHHMH OJMHAKOBOTO pa3Mepa XemHI-KOJ JIOJDKEH
TOJTy9aThCsl OJJMHAKOBBIM
xem-QyHKIUS JOJDKHA OBITh TMpUMEHMMA K  COOOIIEHUIO
(UKCHPOBAHHOTO pa3Mepa
MpU W3BECTHOM 3HaueHMu xem-¢pyaknuun H(M)=m mnomxHO OBITH
Kaxue TpeGoBanmst | TPYAHO  (MMPAKTHYECKH  HEBO3MOXKHO) HAWTH  MOIXOAALIMH
PEIbSBISIOTCS K | mpoobpaz M
KPUITOrpapruIecKuM X€lI- | PU U3BECTHOM COO0IIEeHNH M MOHKHO OBITH JIETKO HaWTH Apyroe
yHxumsIM? coobmenre M’ ¢ TakuM >Ke 3HaYeHMEM Xell-(QyHKIHH, KaK y

HCXOOHOTI'O COO6H.[€HI/IH

JNOJKHO OBITh TPYIHO HAWTH Kakylo-1HOO mapy CIy4aiHbIX
Pa3IUYHBIX COOOIICHUH C OJJMHAKOBBIM 3HAYEHUEM XelI-QYHKINN

JJIs1 IIPOBEPKH LEJIOCTHOCTHU COO6I_HCHI/IH

JJIs1 IIPOBEPKH aBTOPCTBA COO6I_HCHI/IH

Jns kakux menedt mpumeHsieTcs v v
TU1s1 POPMHUPOBAHHUSI FICKTPOHHOM U(PPOBOI TOATHCH

XeII-KOJ B KpUITorpahuu? —
JUTSI TTA(POBAHKS COOOIICHHMA

B KaUCCTBC KJIKO4a IIpH HII/I(prBaHI/II/I

Bonpocsl k kommiekcHomy 3aganuio TK2

1. Yro oTHOCUTCA K CpEACTBAM HHXKCHEPHO-TEXHUYECKON  3allUThI
uH(MOPMAITIH U 1711 YeTO OHM MPpeaHA3HAYCHBI?

2. Kakne crmocoObl ayTeHTHU(UKAIMKA TOJIH30BATEICH MOTYT NMPUMEHSATHCS B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B uem 3akmtouaroTcss OCHOBHBIC HEJIOCTATKU MAPOJIbHON ayTeHTU(UKAIIUN U
KaK OHa MOXET OBITh yCujeHa?

4. Kakue OuOMETpUYECKHE XAPAKTEPUCTUKHU  IOJb30BATEIEH  MOTYT
MPUMEHSIThCS ISl UX ayTeHTu(ukanuu? B yeM npeumymiecTsa mojooHoOro crnocoda
MOATBEPKACHUS MOIITMHHOCTH ?

5. Uto Ha3bIBaIOT IBYX(AKTOPHOI ayTeHTU(DUKALIUEH ?

6. B wuem pasHHIAa MeXAy CHUMMETPUYHBIMA H ACHMMETPUYHBIMU




KpunTorpaguyecKuMu CUCTEMaMHU ?

7. B yueM pa3Huna Mexay NOTOKOBBIMH U OJOYHBIMH IIKPpamu?

8. Uro Takoe »5JeKTpoHHas LHU(poOBasg MNOANHCH, KaK OHA MOJIY4YaeTcs M
poBepsieTcA?

9. Kakona ponsb B cuctemax DI pyHkuuid xemmpoBanus?

10. Kakyio poib HCHOJHSAIOT YAOCTOBEpSIONIME ULEHTphl? YTo Takoe
cepTU(UKAT OTKPHITOrO Kiroya?

11. Kakue nporpaMMbl OTHOCST K pa3psay BPeIOHOCHBIX?

12. Yto Takoe KOMIBLIOTEPHBINA BUPYC?

13. Kakue cymiecTByIOT BUAbl KOMIIbIOTEPHBIX BUPYCOB?

14. B yem pa3HHIIa MEX]y 3arpy304HBIMU U (pailioBEIMU BUpycaMu?

15. Kak mnpoucxoautr 3apaxkeHue U (PYHKIMOHUPOBAHHUE 3arpy304YHBIX
BUPYCOB?

16. Kakue Turmbl ¢ailiioB MOTYT 3apaxkaTbes (paillioBbIMU BUpycaMu?

17. Kak npoucxoauT 3apa>keHue MporpaMMHBIX (aiaoB?

18. Tloyemy (aitsibl JOKYMEHTOB MOT'YT COJIEpKaTh BUPYCHI?

19. Kak oOecneunmBaeTcsi aBTOMATHYECKOE TOJyYCHHUE
MaKpOBHpYCaMH?

20. B d4yem 3akmtoyaeTcss MNPOPUIAKTHUKA 3apa)KeHUs KOMIbIOTEPHBIMU
BUpycamu?

21. Kpunrorpadguueckne npuMHUTUBBI. X31I-QYHKIUS U €€ IPUMEHEHUS.

YIpPABJIECHUS

s Texkymero koutposs TK3:
[TpoBepsiemass KOMITIETEHITHUS:

Kox 1 HanMeHOBaHME KOMIIETEHIIAN Ko u HanMeHOBaHKME HHIUKATOPA
OIIK-11.2. Bmageer HaBbBIKAMHM  IIPUMEHEHUSI
OIIK-11. CnocobeH moHUMaTh PUHITUATIBI . P
mU(GPOBBIX  TEXHOJOTHHA JUIA  pEIICHHs  3ajad
pabOThI COBPEMEHHBIX HH(DOPMAITOHHBIX o
o NpoECCHOHAIBHOW ~ JICATEIBHOCTH C  y4ETOM
TEXHOJIOTHH ¥ UCITOJIb30BATh UX YISl PEIICHUS . N
N OCHOBHBIX TpeboBaHUI UHGOPMAIMOHHO N
337124 PO (heCCHOHATIBHOM JICITETBHOCTH
0e30MacHOCTH

Tect

Bonpoc

BapuaHm bl omeemda

pa3paboTKa HOPMATUBHO MPABOBBIX AKTOB, PETIAMEHTHUPYIOIINX
OTHOIICHUsI B UH(OpMAIIMOHHOH cdepe

CO3JIaHWE W COBEPILICHCTBOBaHUE CUCTeMbI oOectieueHusi Ub PO

K IpaBOBbBIM METOAAM | pa3paboOTKa, MCIOJIb30BAaHUE M COBEPLIEHCTBOBAaHME CPEJICTB

3alrThl MH(OPMAIMK | 3amUTHI OpOLECCOB U IIPOTpaMM

OTHOCHUTCA: pa3paboTka mporpamm obOecneuenuss Wb P® u omnpenenenue
nopsiika ux (uHaAaHCUPOBAHUS
dopMupoBaHHE  CHCTEMbl  MOHHMTOPHMHIA  TOKa3aTeled |
xapakrepuctuk Ub PO

Wudopmanyus, npodeccroHanbHas TaiiHa

WCIO0JIb30BaHNE KOTOpOW 0e3
coryiacusi CyObeKTa MOXET
HAHECTH BpPEI €ro 4YecTH,

rocyJapcTBeHHasi TaliHa

MEPCOHAJILHBIC TAHHBIC

KOMMCPYCCKasA TaliHa
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JIOCTOUHCTBY, JIETIOBOM .
ciyxeOHas TaitHa

penyranuu

B pykoBomsmiem nOKyMeHTe

OCTOK CHUCTEMBI, B 1A

KOTOPBIX  paboTaeT  OJWH

[10JIb30BATENb, JOIYILICHHBIN 1T

KO Bceil oOpabarbiBaeMOi

uHpOpMAIUH ypoBHS | 2A

roCyJIapCTBEHHOM TaWHBbI,

pa3sMENICHHOW Ha HOCHUTENAX | 3A

OJIHOTO YPOBHS

KOH(UIEHITNAIBHOCTH — |35

OTHOCSITCS K TpyIIe
CO3JIaHME U COBEPIIEHCTBOBaHUE cucTeMbl obecnieueHus: b PO
pa3paboTka, HCHOJb30BAaHHUE W COBEPUICHCTBOBAHUE CPEICTB
3alUTHI TPOLIECCOB U TPOrPAMM

K MPABOBBIM METOJIaM | BHECEHIE W3MCEHEHHI M JOMNOJHCHHM B 3aKOHOJATEILCTBO P,

3aIHTHI nH(pOpMaLIMK | peryIupyrolue OTHOIIeHUs B obiactu obecnieuenust b

OTHOCHTCH pa3pabotka nporpamMMm obOecneueHuss Wb P® u onpenenenue
MOPsIIKa UX PUHAHCHPOBAHUS
dbopMUpOBaHHE  CHUCTEMBbl ~ MOHHMTOPHHra  IIOKa3aTesled U
xapakrepuctuk b PO

B pykoBogsiieM T0KyMEHTE

OCTOK CHCTEMEI, B | 3A

KOTOPBIX paboraer

HECKOJIBKO  ITOJIH30BaTelICH, A

KOTOPbIE UIMEIOT OJIMHAKOBBIE

nmpaBa JOCTyna KO BcCeil

nHpopMaruu ypoBHs | 1A

roCyJ1IapCTBEHHOM TalHBbI,

o0OpabaTpIBacMOM u/unu

XpaHUMOM HAa  HOCHUTEJSIX ks

pa3InyHOTO YPOBHS

KOH(UIECHITNATIBHOCTH -1 1B

OTHOCATCS K I'PYIIIIC

K OpraHU3aIMOHHO-
TEXHUYECKUM METOIaM
3aIUTEI nHpopmauu
OTHOCHUTCS

CO3JIaHWE W COBEPIICHCTBOBaHKE CHUCTeMbI oOecrieueHust b PD

pazpabotka mporpamm obOecnedeHuss b P® wu omnpenenenue
nopsanka ux (¢GuHaHcupoBaHus; 3. (opMHpOBaHHE CHUCTEMBI
MOHUTOPHHIA MOoKa3aresnen u xapakrepuctuk b PO

YTOUYHEHHUE CcTaTyca HMHOCTPAHHBIX MH(POPMALMOHHBIX areHTCTB,
CMMU u KXypHaIucTOB

B pykoBogsmeMm IOOKyMEHTE
OCTOK
MHOTOIIOJIb30BaTENbCKHUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obOpabaTsiBaeTcs u/unm
XpaHUTCS uHbopMaIus
pa3HbIX YPOBHEU

1b

2b

3A
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KOH(UICHITNATEHOCTH
rpudpa  «Ocobo  BaKHOY»
BKJTIOYHUTEIBHO, npuaeM
pa3NuyHBIE  TIOJIb30BATENN
UMEIOT pa3InYHbIe MpaBa Ha
JOCTyll K HHpOpMauu —
OTHOCSITCS K TPYIIIE

J0

1A

1B

3amuiaemMpie TOCyJapCTBOM
CBEJICHUS, PaACIpPOCTPaHEHHE
KOTOPBIX MOKET HAaHECTU
yiepo PO

npodeccronanbHas TaiiHa

roCyJapCTBEHHAas TallHa

INEPCOHAJIBHBIC JAHHBLIC

KOMMeEpUECKasl TaliHa

ciyxeOHas TaitHa

B pykxoBomsamiem nokyMmeHTe
OCTOK
MHOTOIIOJIb30BaTENbCKUE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

oOpabaThIBaeTCs u/unm
XpaHUTCA uHdopmanus
pa3HbIX YPOBHEM
KOH(PHUACHITHATHHOCTH o
rpuda «CexpeTHO»
BKJIIOYHUTENBHO, IpUYeEM
pasiuyHble  I10JIb30BATENN

UMEIOT pa3InYHbIe MpaBa Ha
I0CTyn K wuHpOpMaruu —
OTHOCSITCS K TPYIIIE

1b

2b

3A

1A

1B

K sxoHOMHYECKHM METoJaM

paspaboTtka mporpamm obecriedueHuss Ub PD wu ompenenenue
nopsiika ux (GUHAHCHPOBAHUS

YTOYHEHHE CTaTyca WHOCTPAaHHBIX HWH(OPMALIMOHHBIX areHTCTB,
CMMU u )KypHAIHCTOB

3aIlUThI uHpopManuu = =

O THOCHTCS BHECEHHE W3MEHEHHMI W JIONOJHEHUH B 3aKOHOJATENbCTBO PO,
perynupymoiine oTHoIeHus B 06aacti obecnieuenus b
dbopMupoBaHHE  CHUCTEMBbl ~ MOHHTOPHHra  IOKa3aTesled U
xapakrepuctuk b PO
npodeccuoHanpHas TaiiHa

Nudopmanms rOCy/1lapCTBEHHAs TaillHa

MpeACTABIISIONIAs CEKpEeT | MepCOHAJIbHBIE IaHHbIE

MIPOU3BOJICTBA(HOY-XAY), 3TO

KOMMCPUYCCKasA TaliHa

cinyxeOHas TaiiHa

B pykoBogsimeMm IOOKyMEHTE
OCTOK
MHOTOIIOJIb30BaTENbCKHUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obOpabaTsiBaeTcs u/unm
XpaHUTCS uHdopmarms
pa3HbIX YPOBHEU

1b

1T

3A
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KOH(DUICHITMAIEHOCTH B TOM
4yHUCIIe [lepconanshelie | 1A
JIaHHBIE, MPUYEM paA3JIMYHbIE
I10JIb30BaTEIIN AMEIOT
PasIM4HBIC IpaBa Ha IOCTYI | | o

K HH(OpMAIIMA — OTHOCSTCS
K TpyIme

K CBEJICHUSIM
KOH(HUICHIINATEHOTO
XapakTepa, COTJAacHO yKa3y
npesuaeHTa pp or 6 mapra
1997 r., oTHOCATCS

uHOpMaIKs O PACIPOCTPAHEHUH TPOTPAMM

uHOpMAaNs O JTUIEH3UPOBAHUH IPOTPAMMHOTO 00ECTICUCHUS

uHopManus, pazMeniaemas B razerax, lHtepuere

MEPCOHAJIBHBIC TAHHBLIC

JIMYHAas TalHa

OTHOIIEHMS, CBS3aHHBIE C
00paboOTKOIl MEepCOHATBHBIX
JAHHBIX, PEryIUPYIOTCS
3aKOHOM. ..

«O0 uHbopmanuu, THGOPMAITMOHHBIX TEXHOJIOTUIX

«O 3amuTe nHOOPMAITUN

®denepanbHbIM 3aKOHOM «O TTePCOHAIBHBIX TAHHBIX)

®enepanibHbIM 3aKOHOM «O KOH(UIEHITHAIBHON HHDOpMAII)

«O0 yTBEepXKICHUU TIEPEYHS CBEICHUNM KOH(MUICHIIUATHLHOTO
XapakTepay

JIeHCTBHS ¢ MEepCOHAIBHBIMU
JAaHHBIMU (COTJIACHO 3aKOHY),

HCIIPaBJICHUC IIEPCOHAIBHBIX JaHHBIX

paboTa ¢ mepCcoHATbHBIMU TAHHBIMHU

npeoOpa3oBaHye NEPCOHATBHBIX JaHHBIX

00paboTKa MEePCOHAIBHBIX TAHHBIX

N3MCHCHUC MEPCOHATIBHBIX JaHHBIX

BKJTFOYAsI coop,
CUCTEeMAaTH3aIHIo,
HaKOIUJICHHE, XpaHeHHe,
HCIO0JIb30BaHUE,
pacnpocTpaHeHue U T. ] 3TO:
HelictBuga, B  pe3yJbTaTe
KOTOPBIX HEBO3MOYKHO
OTIpEeNTUTh
MIPUHA/IICKHOCTD
MePCOHAIBHBIX JAHHBIX
KOHKPETHOMY CYOBEKTYy

IICPCOHAJIBHBIX JaHHBIX

BBIJICJIICHUE IICPCOHATIBHBIX JaHHBIX

obecrieueHne 0€30MMacCHOCTH MTEPCOHABHBIX TAHHBIX

JeayTeHTH(UKALIAS

JICaBTOPHU3ALINS

JenepCOHNPUKALIHS

IIepcoHanbHbIE TaHHBIE 3TO

mo6ast uHGOpMalus, OTHOCSIIASACS K ONpEeAeTICHHOMY WU
oTpe/eNiieMOMY Ha OCHOBAHUU TaKOW MHGopMau GU3NIECKOMY
JUITY

(1)8.MI/IJ'II/I$I, M, OT4CCTBO (I)I/ISI/I‘IGCKOFO Jana

roa, MeCil, AaTa 1 MCCTO POXACHUA, aAPEC (1)I/I3I/I‘16CKOFO Jquna

aJIpCC MPOKNUBAHUA (bHSI/I‘ICCKOFO JMna

CBEJIEHUSI O  CEMEHHOM, COLMAJIbHOM, HMMYILIECTBEHHOM
HOJIOKEHUN YeJI0BeKa, COCTAaBJISAIOLINE MOHSTHE
«tpodeccroHanbHas TaliHay

denepanbHbI 3aKOH «00
nHpopMaIum,
vHpopMaTH3aUK W  3aIUTe

nH(pOpPMaIUN» HaIpaBJIeH Ha:

peryiaupoBaHHe B3aMMOOTHOILICHMH B HH(POPMALMOHHOHN cdepe
COBMECTHO C IPaykJaHCKUM KOJeKcoM PP

peryarpoBaHie B3aMMOOTHOIIIEHUH B rpax/1laHCKoM oOmiecte PO

peryiaupoBaHue TpeOOBaHUN K pabOTHUKAM CIIyK0, paboTaromux
¢ uHdopmanuit

¢opmupoBaHHe HEOOXOJAUMBIX HOPM M TpaBuil paboThl C
uHpopmanuein

dopmMHupoBaHHE HEOOXOIUMBIX HOPM M TpaBWJI, CBS3aHHBIX C
3alIUTON JleTel 0T HHPOpPMaLUU
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rocyaapcTBo
Q3JINYHbIE YUPEIKACHHS
HepCOHaHLHLIMI/I JaHHBIMU p yqp
BAAICIOT: rocynapcrseHHas Jlyma
' xwurenu Poccuniickoi @enepanyn
MEMKO-COLMAJIbHBIE OpraHU3aluu
TEKCT KHUTY MJIHM IIMCHEMA
x n
Denepanbhblit - 3akoH  "O0 ["cpeneng o mumax, npeaMerax, (akrax, COOBITHAX, SBICHUAX U
HUH Malun
(popmarn, IPOIECCAX HE3ABUCHMO OT (DOPMBI UX MIPEACTABIECHHS
nHopMaTH3aMK W 3alUTE
" CBEJIEHNS O ABJICHUAX M IPOLECCAX
nHpOpMAILTUH JlaetT

orpeneneHue nHpopMaluu:

(dakThl ¥ uaeH B OPMAIN30BAHHOM BHUJIE

MU (PPOBAHHBINA TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Ykaxure HOPMAaTUBHO-
MPaBOBOM aKT, B KOTOPOM
packpbIBaeTcs TIOHSTHE
«uH(pOPMAaIMOHHAS
0€30MacHOCTH»

3akoH Poccuiickoit denepanun ot 27 nexadbps 1991r. Nel224-11
«O cpencTBax MaccoBOM MHPOpPMAITII

®denepalibHbIN 3akoH  oT 27.07.2006 Nel49-®3  «OO0
uHpOpManuy, WHPOPMALMOHHBIX TEXHOJOTHSIX W O 3alluTe
nHpopmanum»

JTOKTpUHA HHOOPMAITMOHHON 0€30TTaCHOCTH

BCC OTBCTHI BEPHBI

3akoH poccuiickol (enepanuu
«O TOCyImapCTBEHHON TaitHe»
OBLT TIPUHAT B CIEAYIONIEM
TOAY

1982

1985

1988

1993

2005

Bribepure, MOXHO JH B
CITyKEOHBIX HesIX
HCIIONB30BaTh ANEKTPOHHBIN
anpec  (TIOYTOBBIA  SIIHK),
3aperucTpUupOBaHHBIN Ha
00IIeTOCTYITHOM MTOYTOBOM

cepBepe, HarpuMep Ha mail.ru

HET, HC ITPU KAKHUX 00CTOATEILCTBAX

HET, HO JJIA OTIIPABKKU CPOYHBIX U 0c000 BaKHBIX ITHCEM MOKHO

MOXXHO, €CIM II0 HEMYy II0Jb30BaTelb OyAeT IepechliaTh
nH(popMaIio, HE COJEPKAIIYI0 CBEACHUN KOH(MUIECHIIUATLHOTO
xXapakTepa

MOXHO, €CJIH I/IH(bOpMaI_[I/IIO NpEaABapUTECIIbHO 3aapXUBUPOBATH C
IIOMOIIBIO ITPOI'PAMMBI winrar ¢ napoJjicMm

MO3KHO, €CJIH JPYTrUX CHOCOOOB 3JIEKTPOHHOW Iepefayu JaHHBIX
Ha MPEANPUATUN WK Y TI0JIb30BaTENsl B HACTOSIIIUNA MOMEHT HET,
a MTHGOPMAIUIO HYXKHO MepeCiiaTh CPOUHO

Moxer 1M COTPYAHHUK OBITh

MPUBJICYEH K YTOJIOBHOM
OTBETCTBEHHOCTHU 3a
HapyILLEeHUs MIPaBUI
WH(OPMaITMOHHOM

0€301aCHOCTH MPEATIPUSITH

HET, TOJBKO K aﬂMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTH

HCT, €CJIN 3TO IrOCYJApCTBCHHOC IIPCAIIPUATHC

na

Ja, HO TOJBKO B Cy4ae, €CIM JEHCTBUS COTPYAHHMKA HAaHECIH
HENONPaBUMBIH Bpell

J1a, HO TOJBKO B CIy4yae OCO3HAHHBIX HEMPABOMOYHBIX ACHCTBHIA
COTPY/IHHKA

B nmanHOM ciydae COTpYAHUK
YUPSKACHHS  MOXET  OBITh
NPUBJICYEH K OTBETCTBEHHOCTH
3a HapyIICHUS TpaBHII
MH(OPMaIMOHHOM
0e30MacHOCTH:

BbBIXO/] B I/IHTepHeT oe3 paspCliCHUA aAMUHUCTPATOPA

ITPpU YCTAHOBKEC KOMIIBIOTCPHBIX HUI'D

B CJIydasaX YCTaHOBKH HCIIMIICH3MOHHOI'O 11O

B CJIy4aC HC BbIXOJa U3 HH(pOpMaHHOHHOﬁ CHUCTCMBI

B 1r000M cilydae HEIIPaBOMOYHOI'O UCIOJIb30BAHUS
KOH(HISHIIMATBHOH WH(POPMALMU TPU YCIOBHM MHCHMEHHOTO
NpeaYNPEeXICHHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapyieHus B chepe
nHpopmManuu,
MH(OPMAIMOHHBIX

JAUCTUIITIMHAPHBIC B3bICKAHU S

a/IMUHUCTPATUBHBIN 1ITpad

YroJioBHagd OTBETCTBCHHOCTb
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TEXHOJIOTHI u 3al[UThI
nH(pOpMallMU JTaHHBIA BH/]I
HaKa3aHWsg Ha CETroIHAITHHN
JIeHb HE IPEAYCMOTPEH.

JIMLIEHUE CBOOOIbI

CMepTHas Ka3Hb

Hudopmarueii, cocrapistomien
KOMMEPUYECKYIO Taiiny,
BIIAJICIOT

rOCY/IapCTBO

PA3JIMIHBIC YUPCIKIACHUA

rocyfapcrseHsnas Jlyma

rpaxkaane Poccuiickoit denepanun

MCJIMKO-COMAJIbHBIC OpraHru3allun

Hudopmarueit, cocrapistomien

rOCyIapCTBO

TOJIBKO 00pa30BaTEelbHbIEC YUPSIKIACHUS

TrOCyapCTBEHHYIO TaifHy, | Toabko npe3uauyMm Bepxosuoro Cosera PO
BJIAJICIOT: rpaxxaaHe Poccuiickoii @eaepannu
TOJIBKO MUHUCTEPCTBO 3IPABOOXPAHCHUA
roCy/1apCTBO
Brnagensiiem  wH(pOpManuu | KOMMeEpUYECKas OpraHu3anus
MepBOM KaTEeroOpuM | MYHUIIMTIAJIBHOE YUPEKICHUE
SIBJISIETCSL. . . JT1000¥ rpaX1aHuH
rpyMIa Jull, UMEIIUX o01ee Ae0
MPOCTHIE JIFO/IH
Bnagensuem  mHpopManuu | TOCy1apcTBO
BTOpPOU KaTeropuu | KOMMepYecKasi OpraHu3arus
SIBJISIETCSL. . . MYHUIMIIAJIBHOE YUPEKICHUE
HEKOMMeEPYECKasi OpraHu3alus
JOIN
Bnagensuem  mHbOpManuu | rocyapcTBo
TpeThen KAaTerOpUM | MyHUIIMIAIBHOE YUPEKICHUE
SIBJISIETCSL. . . YUPEKICHUE
HEKOMMEPYECKasi OpraHu3alus
OcHOBHBIM HOPMAaTUBHO- | CTtparerus HallMOHaIbHOU O6e3omacHocTH PD
MIPaBOBBIM JIOKYMEHTOM, ., o o
SaHIIAIOLIIM npaga, @3 "O rocygapCTBEHHOM TaliHe
cBOOOABI U  0E30MaCHOCTh | KOHCTUTYLIUS
YeJloBeKa B cucreme YTOTOBHBI KOZICKC
UH(OPMALIMOHHBIX

oTHo1eHuH, B PO aBnsercs

JNOKTprHa nHGOpMaMOHHOM 6e30macHocTH PO

COBOKYITHOCTh  O(HIIHATBHBIX
B3MIISI0B  HA IIEeNHW, 3aJaqd,
TPUHIIUTIBI " OCHOBHBIE
HarpaBJICHHs obecrieueHus
MH(OpPMaIMOHHOM
0e30IacHOCTH PO
Tpe/ICTaBICHBI

B /[okTpuHE HHPOpMaMOHHOH O6e3omacHocTH PD

B Konnemnmun namunonansHoi 0e3onacHoctd PO

B Koncturynuu PO

B buiie o HaA30p€ 3a JaHHBIMU

B @3 PO "OO6 nnpopmanyu, nHGOPMAIMOHHBIX TEXHOJIOTHUIX U O
3anure nHGopManuu'"

Ha w™exmyHapogHoM ypoBHE
Mpeaensl  BMEIIATENbCTBA B
YaCTHYIO0 H3Hb CO CTOPOHBI
rocyapcraa u JIpyTUX

3aKOHOM O TaiiHe YyacTHOW MH(pOpMALUU

crangaproM ISO 15408

OpaHXEBOW KHUTOM

c)eKnapauHeﬁ IIpaB YCJIOBCKA
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CyOBEKTOB OIpe/IeICHEI

OWIIeM 0 HaI30pe 32 TAHHBIMHU

[Ipectymennam B cdepe
KOMIBIOTEPHON HMH(pOpMALUK B
YronoBHOM KOJleKce
MOCBSIIIAsICTCS

2JiaBa

pasnen

CTaThiA

IIYHKT

qacCTb

CTraHoBJIEHHE OTEYECTBEHHOI'O
3aKOHOIATENLCTBA 110
WH(POPMATH3AINHI TPOU3OILIO

B KOHIIE 60-X T

B KoHIE 70-X T

B KoHIIE 80-X T

B Hayaiie 90-x T

B Hayaiie 70-X T

3ammra KOMITBIOTEPHOM
nH(pOpPMaIUK BBE/ICHA. . .

ceMenHbBIM KoaekcoM PD

Koncturynuein PO

I'paxxganckum konexcom PO

YromnoBHBIM KoJIeEKCOM PD

HOpMaTHBHO-HpaBOBOﬁ aKT, YCTaHaBJ'II/IBaIOHH/II\/'I OTBCTCTBECHHOCTH
3a IpaBOHApyIIeHUs B chepe nHPOPMAIIMOHHON 0€30TTaCHOCTH

dbenepanbHbIi  3aKOH, PETYJUPYIONIUN TPABOOTHOIICHHUS B
. | obmacti nHGOPMAITMOHHON 6E30TTaCHOCTH
Uro  mpencraBuser  co0oif =
. | memeBasi mporpaMMa pa3BUTHS CHUCTEMBI WHGOPMAIMOHHOU
JOKTpUHA  HMH(OPMAIMOHHON N
5e30macHOCTH PD? 6e3omacHoctu PO, npencraBisitomasi co0oi Mocaen0BaTeIbHOCTh
CTaguil ¥ 3TAIlOB
COBOKYIMMHOCTh O(HMIIMAIBHBIX B3[VISIIOB HA IIEJIHM, 3aJ1ayH,
MPUHIIUIIBI u OCHOBHEIE HanpaBJICHUS oOecrieyeHus
nHpopmarmonHoit 6e3omacHocty Poccutickort deneparm
Oxpana HepcoHanbHbIX | SAUTA MH(popMaLu
JAHHBIX, rocyJapcTBeHHou, | KOMIbIOTCpHasA 0C30ITacCHOCTh
CIOy)KEOHOW M JpPYrMX BHJAOB | 3aITUIIEHHOCTh HH(POPMALIUH
UH(POpMALlMM  OTPaHMYIEHHOTO 3alMIIEHHOCTh OTpeOuTENeH nHMOPMAIN
AOCTYyIIa 3TO 0€e30I1aCHOCTh JaHHBIX
JloxymeHTHpoBaHHast rocyJapcTBeHHas TaliHa
HHq)Opl\faum’ Aoctyn ¥l xoMmepueckas TaiiHa
KOTOpOoHn OrpaHNYMBaCTCA B 6 "
COOTBETCTBHN . | OaHKOBCKas TaiiHa
3aKOHOIATEIBCTBOM PD KOH(pUACHIIMAIbHAS HHPOPMAITHIS
1. npyHIUIT CUCTEMHOCTHU
2. IPUHIUI KOMIIJIEKCHOCTH
3. IpUHIUI HENPEPHIBHOCTH 3aIUTHI
4. rHOKOCTH CUCTEMBI 3aIlATHI
5. pazymHasi JOCTaTOYHOCTb
1. mpaBuIBbHO BBIOPATH TOT JOCTATOUHBIM YPOBEHb 3aILUTHI, MPU
COOTHGCI/ITG MIPUHIHAIIBL
. KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO ro yiiepda ObLTu ObI
I/IH(l)OpMaLII/IOHHOI/I IPHEMIEMEIMA
0€30MacHOCTH, ONpe/eeHHbIE P - - -
T ocTeXKOMUCCHE 2. HETIpEepbIBHBIN 1IeTIeHANPaBICHHBIN MPOIIECC, MPEANOIaraouui

IPUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX dTamax >KU3HEHHOTO
nukiaa AC

3. nmpeamnoJjrara€t CorjlaCoBaHue€ pasHOPOAHBIX CpCACTB IIpU
MMOCTPOCHUU LICJIOCTHOM CHCTEMEI 3alllnThI, HeperHBanmeﬁ BCC
CYIICCTBCHHBIC KaHaJIbl pCaJIM3allui YIrpo3 MW HC coz[epncameﬁ
c1a0bIX MECT Ha CTHIKAaX OTACIBHBIX €€ KOMIIOHCHTOB
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4. ocBoboxnaer Brnaaenbna AC oT HEOOXOAMMOCTH TPHHATHUS
KapJIWHAJIbHBIX MCP I10 MOJTHOM 3aMeHE CpCACTB 3allIMThI HA HOBBIC

5. mpearnoJiaraeT He0OXOAUMOCTh y4eTa BCEX B3aWMOCBS3aHHBIX,
B3aMMO/ICHCTBYIOIIMX M M3MEHSIOUIMXCSI BO BPEMEHHU 3JIEMEHTOB,
yCIOBHIA ¥ aKTOPOB

Conmepxanue W CTpPYKTypa
3aKOHOJATENbCTBA B 00JACTH
WH(POPMAITMOHHON
0€e30ITaCHOCTH BKJIFOYAET

Koncturynus Pocculickoin ®@enepannn - HopmaTtuBHO-TIpaBOBBIE
aktel  (Ykasel) Ilpesugenta Poccuiickoit  ®enepamum -
ITonzakonnsie aktel IIpaButenscTtBa Poccuiickonn denepauuu -
DenepanbHble 3aK0HBI - KOnekehl

Koncturynus Pocculickoin ®@enepanun - HopmaTtuBHO-TIpaBOBBIE
akThl (Yka3sl) [Ipesunenta Poccutickoii deneparin

ITonzakonnsie aktel IIpaButensctBa Poccuiickoit ®Denepauuu -
®denepanbHble 3aKOHBI - KOIEKChI

HET BEPHOI'0 OTBETA

3akoHonaTenbcTBO Poccuiickoit
Oenepannu 06 uHbOpMaIHH,
MH(OPMaITMOHHBIX
TEXHOJIOTHUAX u (0] 3alIuTe
HH(POPMAITHH COCTOUT W3

¢denepanbHoro 3akoHa «OO0 wuHbopManuy, HHPOPMAIMOHHBIX
TEXHOJIOTUSIX W O 3alIuTe MHPOPMAIMU» U Ipyrux (emepanrbHbIX
3aKOHOB, PETryJUPYIOIIUX OTHOIICHUS B 0OJACTH HCIOJB30BAHHS
nHpopmanuu

denepanbHoro 3akoHa «O TMEpPCOHAJIBHBIX JAHHBIX» U APYTUX
(denepalbHBIX 3aKOHOB, PETYIUPYIOLUIUX OTHOLIEHUS B 00JacTH
WCI0JIb30BaHUs HH(GOPMALIUU

denepanbHoro 3akoHa «O KOMMEpPYECKOW TaiHE» M Jpyrux
(enepanbHbIX 3aKOHOB, PETYIMPYIOLUIMX OTHOLIEHHWsS B 00JacTH
UCIIOJIb30BaHUs MH(OpPMAIK

dbenepanpHoro 3akoHa «O TOCYAapCTBEHHOW TailHE» W APYTHX
denepalbHbIX 3aKOHOB, PETYIUPYIOLUIUX OTHOILIEHUS B 00JacTu
MCIO0JIb30BaHusl HH(GOpMALIUU

IIpenmerom MpaBOBOI'O
perynmupoBaHus B 00JlacTé
nHpOpMAaITIH,
WH()OPMAITMOHHBIX TEXHOJIOTHHA
u 3aIUTHI WH(pOpMAIIH
SIBIITFOTCS

OTHOIIIEHHSI, BO3HUKAIOIINE TOJBKO MPH OCYIIECTBICHUH TIpaBa Ha
TIOMCK, TIOJTy4eHHe, Tiepeaady, MPOU3BOJCTBO M PACIPOCTPAHCHHE
uHbopmauu

OTHOIICHMS,  BO3HHUKAIOLIUE
MH(GOPMAIMOHHBIX TEXHOJIOT UM

TOJIBKO Ipu IIPUMCHCHUHA

OTHOIIICHHSI, BO3HUKAIOUINE TOJBKO IMPH OOECIICYCHUU 3alUThI
uHbopmauu

OTHONICHHMSI, BOSHUKAIOIINE IIPU OCYIIECTBIEHUH MpaBa Ha MOUCK,
MoJIydeHUe, Tepenady, MPOU3BOJICTBO U  PACIpPOCTPaHEHHE
uH(bOpPMAaIIUKY; TIPU MPUMEHEHUH WH(GOPMAIMOHHBIX TEXHOJIOTHA;
pu 00ecTeYeHNH 3alUThl HHpOpMaluu

B ctpykTypy rocynapcTBeHHOU
CHCTEMBI 3alIMTHl MH(OpMaLUu
P® Bxomar

OCb PO

MB/]] PD

DOCTOK

OCHH

HopmartuBHO-1ipaBOBO#l  akT -
3TO

HpaBOBOﬁ aKT, HpHHHTLIﬁ MNOJIHOMOYHBIM Ha TO OpraHoM H
conep;xanmﬁ MpaBOBBIC HOPMBI, T. €. MNPCANUNCAHUS 061].161"0
XapakTepa HU  IMOCTOAHHOTIO I[CI>’ICTBI/I$I, paCcCUnTaHHBIC Ha
MHOT'OKPAaTHOC IMPUMCHCHUC

HpaBOBOﬁ aKT, HpI/IHHTHﬁ MNOJIHOMOYHBIM Ha TO OpraHoM H
co,uep;xamnﬁ MMpaBOBBIC HOPMBI, T. €. MNOPCANNCaHUA O6I.I.[€FO
XapakTepa U IMOCTOAHHOTO I[CﬁCTBPISI, PpaCCUUTAHHBIC  Ha
OJJTHOKPATHOC MPUMCHCHHC

HCT BEPHOI'0 OTBCTA




Bonpoc

BapuaHmbz omeema

O KoMMepuecKo TaliHe

Kak Ha3bIBaeTCs 3aKOH,
perymupyrommii  gesrensrocts | O rocy1apcTBEHHOM TaliHe
roCy/IlapCTBEHHOM  Taiinel  Ha | O cirykeOHOIl TaifHe
Teppuropun PO O Bpa4eOHOii Taiine
Ha JOCTYI K CBOUM MEPCOHAIBHBIM TAHHBIM
BO3PXEHUE TMPOTHB TMPHUHATHUSA PEHICHUN HCKIIOYUTEIBLHO Ha
OCHOBAaHMW  aBTOMATH3UPOBAHHOW  OOpabOTKH  MEPCOHATIOM
CyObexT IepCOHANBHBEIX | JAHHBIX,  HOPOXKAAOUIMX  IOPUIUYECKUE  IIOCIEACTBUA B

JaHHBIX 00Ja/aeT npaBaMu

OTHOIIECHNH CYOBEKTa WJIM WHBIM 00pa3oM 3aTParuBaONIUNX €ro
IIpaBa " 3aKOHHBIE NHTEPECHI

o0XaJioBaHMe JIEHCTBUN WK Oe30eCTBUI

BCPHBI BCC BApHWAHTHI

IIpaBoBoe
OTHOILIEHU I B
HCIIOJIB30BAHUSL  AJIEKTPOHHOM
QG poBoi MOJIUCH
OCYIIECTBIISAETCS B
COOTBETCTBHH C

peryaMpoBaHne
obacta

I'paxxpanckum konekcom Poccuiickoit denepannun

®enepanbHbM 3akoHOM "OO0 uHpopMmanuu, uHOpMaTH3aALUU U
3amuTe nHpopmarmmn'"

®enepanbHbIM 3ak0HOM "O cBs3H"

BCPHBI BCC BApHUAHTHI

YUTo W3 MEpPEUUCICHHOIO HE

BXOJAUT B TIEPBHIH ypOBEHb
MIPaBOBOTO obecrieueHus
HHPOPMAITHOHHON
0e30ImacHOCTH

Koncrutynus PO (ct. 23, npaBo Ha TaiiHy NepenucKku)

I'paxxnanckuii komekc P® (ct. 139, Bo3MmemieHWe YOBITKOB OT
YTEUCK)

®denepanbHblii 3ak0H "O rocynapcTBeHHOM TaiiHe"

[Tocranosnenus [IpaButenscra PO

N3 CcKOIbKUX YpOBHEH COCTOUT
MIPaBOBOE obecrneueHue
HHPOPMAITHOHHON
0e30MmacHOCTH

JIBYX YpOBHEU

TpEX ypOBHEH

YEThIPEX YPOBHEU

MATH YPOBHEM

[lepedeHb BHIOB HEATCIHHOCTH

B obmacTu 3aINTHI
nHpOpMAITMK, Ha  KOTOPBIC
BBIIAIOTCA JTUTICH3WH,
onpenened  IlocranoBieHueM
[IpaBurenscTBa PD "O
JTUTIEH3UPOBAHIUN  OTIENBHBIX
BHUJIOB JIeATeTbHOCTH" oT

24.12.94 Nel418 x HHUM, B

I PPOBATBHBIX CPE/ICTB

3allUIICHHBIX CHCTEM TEJICKO MMYHI/IKaHI/Iﬁ

IMpOrpaMMHBIX CPCIACTB

CIICHUAJIBHBIX TCXHUYCCKUX CPCACTB 3alllUThI I/IH(bOpMaI_II/II/I

“aCTHOCTH, OTHOCHTCH | 110 roTOBKA M IEPEOArOTOBKA KaIpOB

paspaborka, [POU3BOJICTBO,

pcajn3anusa u CCPBUCHOC BCE BepHLI BapI/IaHTbI

00CITy)KHBaHHE

3aKOHOJATENbHOM U | 0 TOCYIapCTBEHHOU TalHe

HOPMaTHBHOU 0a30if | o TexHUYECKOM perynupoBaHuN

JHICH3NPOBAHUA Y| 0 MIEeH3MpOBaHUH OT/IENILHBIX BUJIOB JEATEIBHOCTH
ceprudukaunn B obmacti 7 3alIUTe MPaB NOTPeOUTENCH

3aIIUTHI rHbOpMaIIH

SIBJISIOTCS 3aKOHEI PO

BCC BCPHBI BapUaHTHI

Hep €4CHb BHUJOB JCATCIIbBHOCTH

B obnactu 3alINThI
I/IH(l)OpMaI_II/II/I, Ha KOTOPLIC
BbITAIOTCA JINICH3UH,

KU (pPOBaTBHBIX CPEICTB

SallMIICHHBIX CHCTEM TCJICKO MMyHI/IKaI_II/Iﬁ




Bonpoc

BapuaHmbz omeema

onpenenen  I[locraHoBieHneM
Tpasurenscrea PO n(y | IPOTPaMMHBIX CPEJICTB
JIUICH3UPOBAHUN  OTAEIBHBIX
BUJIOB JeATENbHOCTH" K HuM, B | CHEIHAIBHBIX TEXHUYECKUX CPEJICTB 3aIIMThl HH(OpMaLKK
YAaCTHOCTH, OTHOCHUTCS
pa3pabotka, MIPOU3BOJICTBO,
peanusaiuss ¥ cepucHoe | BEPHBI BCC BADHAHTEI
00CITy>)KHBaHHE
JINYHBIC
Kaxue KaTeropuH. |66 10CTyIHbIE
MIEPCOHATBHBIX JTAHHBIX DESHOIOTHIECKHS
BBIIEIISIET D3 “O
MIePCOHANILHBIX JAHHBIX 7 CIICTINATLHBIC
OMOMETPUYECKIE

B kakux ciyuadx omepaTop He
00513aH yBEIOMJISATH PEryJsiTopa
00 00paboTke mepCOHANBHBIX
aHHBIX?

€CJIM JIaHHbIe BKII0YaroT B ce0st DU O, Tenedon u pazmep oknaaa

€CJIM OTlepaTopa CBI3BIBAET C CYOBEKTOM TPYIOBHIE OTHOIIECHUS

€CJIN TAaHHBIE BKJIIOYAIOT B ce0s Toipko OO

€CJIU JIaHHBIE KaCal0TCs 3J0POBbs CYOBEKTa

€CJIM JTAaHHBIC KaCAOTCsl CEMEWHOM )KU3HU CYOBEKTa

€CJI1 JaHHBIC HGO6XOHI/IMBI 11 OJHOKPATHOI'0 IIPOITyCKa Ha
TEPPUTOPHIO OlIepaTopa

Breibepure cirygan  00paboTKH
MEPCOHANBHBIX JaHHBIX, KOTJa
oreparop He 00s3aH IOIy4aTh
MUCbMEHHOE coriacue
cyObekTa Ha 00paboTKy:

OpOHUPOBAaHUE TOCTUHHUIIBI TYPUCTHUECKON (hrpMOii

nepeaada 1aHHbIX TPETbUM JIMIaM

€CIi  MEXJIy OIepaTopoM U CYObEKTOM €cCTh

npeaycMatpuBaronuii oopadbortky I1]]

JIOTOBOD,

JIOCTaBKa IMMOYTOBBIX COOOIIIEHUNA

opraHusanus COCTaBJIACT 633}’ JaHHBbIX CBOHX KIHCHTOB, C

ykazaauem OUO, TenedoHOB, aapecoB W  3aHMMAEMBIX
NOJDKHOCTEH
Kakoii mokyment comepxut B | denepanbHblii 3akoH “O0 wuHopManuu, WHHOPMAITMOHHBIX
cebe CTPATErUYECKUC | TEXHOJOTHSIX U O 3aIUTe HHPOopMauu”
HallNOHAILHBIC npnopgnerm, denepanbHblii 3aK0H “O roCcyIapCTBCHHON TaliHe”
uemd  mo MCpel B ODMACTH | Jraprpppma  mH(OpMALMOHHON — Oe3omacHocTH — PoccHiickoit
BHYTPCHHEU n BHCIIHCHU
denepanun
TIOJIMTHKH Poccun,
OTIPE/IETSIOIIIE COCTOSIHHE

HallMOHAJIbHOH 0€30IacCHOCTH
YpOBEHb YCTOWYMBOTO Pa3BUTHS
rocyaapcTBa Ha JOJITOCPOYHYIO
MEePCHEKTUBY?

Crparerust HallMOHANBHOM Oe3omacHocTu Poccuiickoit denepanun

Kaxoli mokymeHT oTOOpa)kaer

opunuaNBHBIE B3NSR  HA
LeH, 33Ja4d, TPUHLOUNBI |
OCHOBHBIE HarpaBJICHHs
obecrieueHus
MH(OPMaIMOHHOM

OeszomracHoct PD?

Oenepanbhblii  3akoH  “O0  wuHpOpMaKM, WHPOPMAIIMOHHBIX

TEXHOJIOTHAX U O 3a1uTe HHhOpMAaIuu’™”

DenepanbHblil 3ak0H “O rocy1apCTBEHHON TalHE”

JoktpuHa  uHpopMaunuMoHHOW  Oe3omacHocTH  Poccuiickoit

denepannn

Crparerus HanmoHanbHOU O6e3omacHocTu Poccuiickoit deneparumn

Bonpocel k kommiaekcHomy 3aaanuio TK3

1. Yto Takoe «mpaBoBoe obecniedyeHue UHPOPMAIMOHHON O€30MacHOCTH» U B
YEM 3aKJIK0YAeTCs €ro MpeaMeT?

2. PackpoiiTe comepikanne mpaBoBOTO oOecTeueHrs 0€30MaCHOCTH CBEICHHUIM.

3. Packpoiite coaepkaHue W CTPYKTYpYy 3aKOHOJATEIhCTBA B 00JIacTH




obecrnieueHus1 MHPOPMAIIMOHHOM 0€30MaCHOCTH.

4. OcCHOBHBICE HOPMATHBHBIC PYKOBOISAIINE JTOKYMEHTHI, KacaroIIHecs
rOCYy/IapCTBEHHOW TallHbI, HOPMATUBHO-CIIPABOYHBIC TOKYMEHTHI.

5. YpoBHHU npaBoBoro odecrneyeHus: nHPopMaIrmoHHOM 6€301macHOCTH.

6. Mecto wuHbDOpMaMOHHONW O0€30MaCHOCTH HKOHOMUYECKUX CHCTEM B
HaIllMOHAJILHON 0€30MacHOCTH CTPAHBI.

/. OCHOBHBIE PUHLUIIBI OOecTIeYeHUs] 6€30IMacHOCTH.

8. Konnenuust napopMainoHHON O€30MacHOCTH.

9. Hoxtpuna nndopmarmonHoit 6ezonacuoctu Poccun.

10. YeTpIpe OCHOBHBIE COCTABIISIONINE HAIMOHATBLHBIX HHTEpecoB Poccuiickoii
®enepannu B nHHOPMAIIMOHHOHK cdepe.

11. OcHoBHble 3amaun obOecmedeHuss HWHPOPMAIIMOHHON 0€30MacHOCTH.
[IpaBoBbIe MeTOABI OOecneueHns nH(HOPMAIIMOHHON 06€30MacHOCTH

JlJisi MPpOMesKYyTOUHOM aTTeCTAIUMN :

1. UudopmanmonHass 6€30MacHOCTh YeJIOBEKa U OOIIECTBA. YPOBHH 3alUTHI
UH(OPMAIIMOHHBIX PECYPCOB.

2. KommnbprotepHsie npecTymieHusi. OCHOBHBIE TEXHOJIOTUH, UCTIONb3YIOITHUECS
IIPU COBEPIICHUN KOMITBIOTEPHBIX MTPECTYIUICHUH.

3. OObexTsl 3amuThl HHPOpMalMU. 3aluTa HH()OpPMAIMU OTrPAaHUYEHHOTO
IOCTYIIA: TOCYIapCTBEHHAs TailHa, KOMMepUecKasl TaiiHa.

4. OCHOBHBIE KaHAJbl YTEUKU WH(OPMAITIH.

5. Meroabl u cpenctBa 3amutbl uHGopmanmu. ConaepxaHue CHOCOOOB H
cpeacTB obecriedeHus1 6€30MacHOCTH HH(OPMAIIHH.

6. Kpunirorpadus. CummMeTpruHbIe KPUITOCUCTEMBI.

7. Kpunrorpadus. ACHMMETpUYHBIE KPUIITOCUCTEMBI.

8. O630p u KiaccuduKaIys MeTo10B MudpoBaHus HHHOPMAIIUH.

9. DnexTpoHHO-IM(POBAs MOIIHUCH.

10. Yro oTHOCHTCA K CpEeACTBaM HHXCHEPHO-TEXHUYECCKON  3allUThI
uH(OPMAIH U 1711 YeTO OHU MpeaHA3HAYCHBI?

11. B yeM 3aki0yarOTCs TOCTOMHCTBA U HEIOCTAaTKH MPOTPAMMHBIX CPEACTB
3amuThl HHPOpMauu?

12. TlaponbHas 3amuTa.

13. Ilonatue yrpo3sl. AHaIu3 yrpo3 HHGOPMaIMOHHON Oe3omacHoCcTH. Bumbl
CHAPYLIUTEIEN.

14. TlonuTtuka 6e3onacHocTr. OCHOBHBIE TUIIBI MOJTUTHKN O€30MaCHOCTH.

15. Crangaptsl HHGOPMAITMOHHOK 0€30MTACHOCTH.

16. IIpaBoBOE obecnieueHue 3amuThl HHMOpMarmy. HopMaTuBHBIC TOKYMEHTHI.

17. Pa3pymaromme mnporpaMMHBIE BO3JICUCTBHS: BHUPYCHI W 3aKJIAJIKU.
AHTUBHPYCHBIE CPEACTBA.

18. Ilcuxonoruyeckue acrekThl MHPOPMAITUOHHON OE€30MaCHOCTH OpraHU3AIINH.
19. HaCTpOﬁKa MOJINTUKHU O€30IIaCHOCTH OHCpaHHOHHOﬁ CHUCTCMBI.

20. AHau3 3aNUIIEHHOCTH U30JIMPOBAHHOM MTPOrPAMMHOM CPEIBI.
21. UccnenoBanue cUCTEM HACHTU(DUKAIIUY.



22. CTpyKTypa 3aKOHOAaTeNIbHON 0a3bl MHGOpMALIMOHHON Oe3onacHOoCTH PO.

23. Ctpaterus HalMOHAIBHOM Oe3onacHocTy. HazHaueHne, OCHOBHbBIE TEPMUHBI.

24. Jloxtpuna Ub. Ee nazHauenwue.

25. CTpyKTypa M BHJbl HOPMAaTHBHBIX AaKTOB, PETYIMPYIOLIUX OOecreueHue
nHdopmarmonHoit 6e3onacuoctu B Poccuiickoit denepannu

26. Ilonarue o 3amure uHpopmamuu B PO (149-D3). T'ocymapctBeHHOE
perynupoBanue. OOs3aHHOCTH  oOjajaTtenel  uWHPOpMAIUU U ONEpPaTOpOB
UH(GOPMAITMOHHBIX CUCTEM. PerynsTopsi.

27. CucreMa HOpPMATHBHBIX TMPABOBBIX aKTOB, PETJIAMEHTHUPYIOIINX
oOecreyeHue COXPaHHOCTU CBEACHHUH, COCTaBJISIOUIMX TOCYIApPCTBEHHYIO TailHy B
Poccuiickon ®Penepanuun
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