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1. Heab, 3a1aum ¥ IVIaHUPYeMble Pe3yJbTAThHI 00y4eHHsl M0 JUCHHUILINHE

Lenpro ocoennst aucuummebl B51.0.11.03. "OcHOBbI HH(POPMAIMOHHOMI
6e3onacHocTH" ABISETCS (DOPMHUPOBAHHMS y CTYAEHTOB 3HAHWN M HABBIKOB IO
BOMpPOCcaM HMH(OPMAIMOHHON GE30MACHOCTH, a TAaKXKE HABBIKOB IPAKTHYECKOTO
obecrieyeHus 3aIuThl HHYOPMAIMU U OE30IIaCHOIO MCIOJIB30BaHMS POrPAMMHBIX
CPEJICTB B BBIYUCIIUTENIBHBIX CHCTEMAaX OPTraHU3aliil U YUPEKICHHUIA.

3aj[auaMu JUCHUILIMHBI SBISIOTCS: MMOJTyYeHHE 0a30BBIX TEOPETUUECKUX MPEI-
CTaBJICHUIM O COBPEMECHHBIX OpPraHHM3aIllMOHHBIX W TEXHHUYECKMX METOIaX 3alllHThI
UH(OPMAIINH, a TAK)KE TEXHHYECKHX CPEICTBAX 3aIlUThl KOMIBIOTEPHOU HUH(POpPMAa-
1M HHPOPMAIIMOHHBIX CHCTEM OPTaHM3alMi U YUPEKICHHH.

KoMmneTeHmu u HTHAUKATOPbI, POopMHUpyeMbIe Y 00yUaIOLIUXCSL:

Koz v HaumeHOBaHNME KOMIIETEHIINU Ko u naumeHoBaHMe HHAMKATOPA
OI1K-4. Crioco6en monumars npuHiunel pa- | OI1K-4.2. Braneer HaBblkaMu mpUMEHEHUs TUGPO-
00TBI COBPEMEHHBIX HH(OPMAITMOHHBIX TEX- BBIX TEXHOJIOTH JJIs perieHus 3a1a4d npogeccuo-
HOJIOTHUM U UCITOJIb30BaTh UX U pCIICHUA HaJIbHOU ACATCIIBHOCTU C YUYCTOM OCHOBHBIX Tp660-
3a1a4 mpo(hecCHOHATBPHOM TEATETHHOCTH BaHMI MHGOPMAIIMOHHON 0€30MaCHOCTH

2. MecTo aucuumiauebl B cTpykrype OIl

[IpenmecTByonme AMCUUILIMHG (Moayn), npaktuku, HUP, np.:

b1.0.11.01. MudopmarimoHHbie TEXHOIOTHH

b1.0.11.02. Anroput™Mu3amus U NpoOrpaMMUPOBAHUE

[Tocnenyrouye quctuuiuiuabl (Moayu), npaktuku, HUP, np.:

b1.0.11.04. IlporpamMmHOe obecriedeHue u MporpaMMupoBaHue B mpodeccruo-
HaJIbHOM JeATECIbHOCTH

3. CTpykTypa u coaepkaHue JUCHUIINHBI
3.1. CTpyKTypa M CHUILTHHBI
st ounolt popmbl 00yueHuUsI

. Bcero | Bcero Cemectp(ni)
Bun yuebHo# paboTs 3E 4ACOR 4 5 6
OBLIAA TPYAOEMKOCTDH ANCHUIIIIMHBI 2 72 2
KOHTAKTHAA PABOTA 1,00 32 32
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexun 0,44 16 16
[IpakTuyeckue (ceMUHAPCKUE) 3aHATUS 0 0 0
JlaGopaTopHbie paboThI 0,44 16 16
CAMOCTOATEJIBHAA PABOTA OBYYAIOIIET'OCA 1,12 40 40
[TpopaboTka yueOHOTO MaTepuasa 1,12 40 40
KypcoBoii mpoekt 0 0 0
Kypcosas pabora 0 0 0
ITonroroBka Kk IpOMEXYTOUHOM aTTECTALIUU 0 0 0
[IpomexxyTouHas arrectamusi: 3




3.2. Conep:xanue OMCHUIVIMHBI, CTPYKTYPHUPOBAaHHOe IO pas3jaejamM u
BH/aM 3aHATHH

Pacnpenenenue 1py- | ®@opmbl u | MHAEKCH HHANKATO-
JIOEMKOCTHU BH/T POB pOpMUPYEMBIX
§ 10 BHZaM Y4eOHOH | KOHTpOIs KOMIIETEH M
Pa3nensl g paboTh
o .
JTUCIUTLTAHBI § = | ¢ = S
R F| = 5] =
2| €| g &
= o
Paznen 1. OcHOBHBIE TIOHATHUSL U
aHaJINU3 yrpo3 UHPOPMAIIMOHHOM 10 | 6 8 0 12 TK1 OIIK-4.2. 3VB
0e30MmacHOCTH
Pasznen 2. IlousaTre HarimoHaIbHOU
0e30MmacHOCTH, BUABI 0€30MacHO- 6 ’ 0 0 4 TK? OIK-4.2. 3
ctu. Madopmanmnonnas 6e3omnac-
HOCTb PD
Paznen 3. MexnyHapoaHas, Ha-
[[MOHANIbHAS ¥  BEJIOMCTBEHHAs
HOpMAaTHUBHAs MMpaBoBas 0a3za B 00- | 6 2 0 0 4 TK3 OIlK-4.2. 3
JacTy uH(pOpPMAIMOHHON Ge3omac-
HOCTHU
Paznen 4. HNuxenepHo-
TEXHUYECKast 3ammra | 24 | 4 8 0 12 TK4 OIIK-4.2. 3VB
uHpopmaruu
Pazgen 5. OpranuzauuoHHO-
IPaBOBOE 0OECIIeYeHUE 3AIUTHI 10 | 2 0 0 8 TKS OIlK-4.2.3
uHpopmaruu
3auer 0 0 0 0 0 OM 1 OIIK-4.2.3YB
Hroro 3a 4 cemectp 72 116 | 16 | 0 | 40

3.3. Conep:xaHue QM CHUNINHBI

Paznen 1. OcHOBHBIE OHATHUS U aHAJIU3 YTPO3 MH(POPMALIMOHHOM O€30I1aCHOCTH.

Tema 1.1. OcHOBHBIE MOHATHUSI HHGOPMAITMOHHON OE30MACHOCTH U 3aIUThI UH-
dbopmanuu.

OcHoBHbBIE TEPMHUHBI U onpeAeneHus. Obecriedenrne nHPOpMaLMOHHOM Oe3omac-
HOCTH KOMITBIOTEPHBIX cUcTeM. Bunbl yrpo3. Tpu Hanbosee BeIpakeHHbIE YTPO3bI: 1)
NOJIBEP>KEHHOCTh (PU3NUECKOMY UCKAKEHUIO MM YHUUTOXKECHHUIO; 2) BO3MOKHOCTh He-
CaHKIIMOHUPOBAHHOM (CIIy4aillHOM MM 3JI0yMBIIIIEHHOM) MOAU(pUKAUK; 3) OACHOCTb
HECAHKLIMOHUPOBAHHOI'O (CIy4allHOrO M MPEAHAMEPEHHOI0) MOIYUYeHHUs MHPOpMALU
JMLAMH, JUI KOTOPBIX OHA HE NpeHa3HaueHa. XapakTep MPOUCXOKIEHUS YTPO3: YMBIII-
JeHHbIe (haKTOphl, ecTecTBeHHbIE (hakTophl. McTounmku yrpo3. [Ipennochuiku nosBiIeHus
yrpo3: 00bEKTUBHBIE, CYyOBEKTUBHBIC

Tema 1.2. IlonuTtrka nHGOPMAITMOHHOM 0€30MaCHOCTH

OcHOBHbBIE TOHATHS NOTUTUKU Oe30macHOCTH. CTPyKTypa MOIUTUKU O€30MacHoO-
ctu. Pa3paboTka NOMMTHKY OpraHu3aLiuy 0€3011aCHOCTH OpPraHU3alHH.

Tema 1.3. CrangapThl uHGOPMAITMOHHOM 6€30MTaCHOCTH

Ponp cranmaproB nHpopmannonHoi OezonmacHoctH. Kputepuu OGezomacHocTH
KOMIBbIOTEpHBIX cucTeM Munucrepctsa 060oponsl CIIA — «OpanxeBast kuura». EBpo-




necKrue KpuTepun 0e30nacHOCTH MH(GOPMAIIMOHHBIX TexXHOoJorHil. denepanbHbie KpuTe-
pun 6e3onacHoctu. Kanajackue kputepun 0e30macHOCT KoMIbloTepHbIX cucteM. ['OCT
P UCO/M3BK 15408-2002, kak ayTeHTUYHBIM BapUaHT OOIIUX KPUTEPUEB O€30IMACHOCTH
UT. OynkimonanbHbie TpeboBaHus Oe3omacHocTH. TpeboBanus noBepus K 0e30macHo-
ctu. Cranaaptsl ISO/IEC 17799: 2002 (BS 7799:2000). CranaapThl 10 MEHEKMEHTY
unpopmarmonHoi 6ezonacHoctu ISO/IEC 27001-27040. Hemenkue crangaptel BSI.
Crannaptel SysTrust, SCORE, GIAC. Ctanaaptsl 17151 6ecIpoBOIHBIX ceTei. OTeuecT-
BEHHbIE CTaHAapThI HH(OPMaIIMOHHOM Oe3omacHocTr. CTaHaapThl oOecnieuenrne HHPop-
MaIlMOHHOM 0€301acCHOCTH OpraHM3alii OaHKOBCKOW cucteMbl. Poccutickoit denepa-
un. 'OCT P 57580.1-2017 u I'OCT P 57580.2 — 2018. CtangapThl H”HQOPMAILIMOHHOM
6e3onacHoctr B Uarepuere (IETF, RFC)

Paznen 2. [lousTue HaloHanbHON O€30MacHOCTH, BU B Oe3omacHocTH. MHbop-
MarroHHag 0e3onacHoctsy PO

Opranbl, 06ecreunBaroNe HAIMOHATbHYI0 O0e30macHoCTh PO, 1ienu, 3amaun. Ha-
MoHaIbHbIE HHTEpechl PO B nHbopManinonHoi cdepe. [IpuoputeTHbie HaNpaBICHUS B
o0xactu 3amuThl nHGopManuu B PO. TenaeHnMu pa3BUuTrs HHPOPMAIIMOHHONM TTOTUTH-
KM TOCYZapCTB U BEIOMCTB. | '0cyJapCTBEHHAsI TaliHA.

Pasznen 3. MexyHapogHasi, HALIMOHAJIbHAS U BEJIOMCTBEHHAs! HOpMaTUBHAs ITpa-
BOBas 0asa B 001acTu UHGOPMAITMOHHON 0€301MacCHOCTH

O61me nonoxenus. KonmenrtyanbHbIe JOKYMEHTHI B 001aCTH HH(OPMAITTOHHON
0e3onacHocTH. Baxkneimme ¢enepanbHble HOPMATUBHBIEC IPABOBBIC aKThI. 3aKOHBI, Ka-
caroluecs OXpaHbl UHTEJUIEKTYanbHOM coOcTBeHHOCTH. [lonoxenus ['paxnanckoro ko-
nekca PO no 3amure nnpopmanuu. MexayHapoanoe cotpyaauiectBo. Konekc 06 aj-
MUHUCTPATUBHBIX MMPABOHAPYIICHUSIX. Y TOJOBHBIN KOJIEKC U 3amuTa uopmarmu. Oc-
HOBHBIE MI0/I3aKOHHBIE aKThI B 001aCTH UH(OPMAITMOHHOM Oe3omacHocTH. YKa3bl [1pe3u-
nenrta PO, mocranosnenus [IpaBurensctBa PO, BemoMcTBEeHHAass HOpMaTHBHAs 0a3a.

Pa3znen 4. ImxeHnepHO-TeXHIUYECKast 3aluTa HH(popMalu

[Honsarue kpunrorpaduu. Kpurepuii Hanexxnoctu mmdpoanus. OCHOBHbIE KPHII-
TorpadudecKkue MpueMsl: 6JI0YHOE MUdpPOBaHUE, CXeMa MOTOYHOTO mudpoBanus. Cum-
METPUYHBIE KPUIITOCUCTEMBI IIU(POBAHUSA. ACCUMETPUYHBIE KPUTITOCUCTEMBI U PPO-
BaHusl. OyHkimu xsmupoBanust. OCHOBHBIE MPOLEYPHI IIUPPOBON MOAMUCH. Y IpaBJie-
HUE KpunTokaodamu. Mnentudukanys, ayTeHTH(UKALNS U yTIPaBICHUE TOCTYTIOM: Me-
TOJIbI ay TCHTU(UKAIINH, UCTIOJIBL3YIONTHIE TTApOJIH, CTporas ayTeHTU(dUKaIus, OnOMETpH-
yeckas ayreHTHpuKaius. BpenonocHsie 3aknaaxu (B3): onpenenenue, pa3HOBUAHOCTH.
Paszpymaromue aeiictBus 3aknanok OcoOEHHOCTH B3aMMOJIEUCTBHS C MPOrPaMMHO-
anmnapaTHbIMU CPEJICTBAMU 3aIUThI. MeTouKa NpUMEHEHUs CPpelICTB OOPHObI C BpEo-
HOCHBIMU 3aKJIaJIKaMU Ha 3Tare SKCIuTyaTaiuu cucteM. CHUCTEMBbI pa3rpaHUyeHUs TIOCTY-
na u 3amuThl oT B3. [Ipenynpexnenre u MUHUMU3AIUS OCIEACTBUM Bo3aeiicTBus B3.
Kpatkas xapakrepucTika Mep 3allUThl: FOPUINYECKUE, AIMUHUCTPATUBHBIE U OpraHU3a-
IIMOHHBIE, arnmnapaTtHo-nporpamMmMubie. Kommnbrotepusie Bupychl. Kinaccuduxarms. Kusz-
HEHHbIN UK. OCHOBHBIE KaHAJIBI PACHPOCTPAHEHUS BUPYCOB U APYTUX BPEIOHOCHBIX
nporpamm. CpenictBa O0pbObI C BUPyCaMU: KpaTKasi XapaKTepUCTHKA MOMYJISIPHBIX aHTH-
BUPYCHBIX IporpamMm. CpeAcTBa 3alMThI OT KONUpoBaHus. [[pumepsl cpelIcTB U TEXHO-
Jorui. Bormpocsl mpaBoBOY 3aLIUThI

Pazmen 5. OpranuzaiioHHO-TIPaBOBOE OOECIIEUEHHE 3alUThl HH(pOpMaIu

CymIHOCTB U POJIb OPTraHU3aAIMOHHO-TIPABOBBIX ACTIEKTOB MH(POPMAIIMOHHOHN 0€30-



nacHOCTH. YelloBeK Kak IVIaBHOE 3BE€HO B CUCTEME 3alllUThl HHPOPMALIMKU U KaK 3J10-
yMblilIeHHUK. HopMaTuBHas npaBoBasi 0a3a MHGOPMaIMOHHON 0€30MacHOCTH. 3aKOH
P® “O6 undopmaiuu, THPOPMAITMOHHBIX TEXHOJIOTHUSX U O 3amuTe nHpopManuu”. Bu-
JIbl U KaTeropuy MH()OpMAIK OTPaHUYEHHOT O JOCTYIIA: TOCYJapCTBEHHAs U IPYTHE BU-
1bl TaliH. 3akoH P® “O rocynapctBeHHoM TaitHe”, “O KoMMepueckoii Taitie”, “O nepco-
HAJIbHBIX JaHHBIX, “O HallMOHAIBHOM IUIaTeXHOM cucteme”, “O 6e30MacHOCTH KPUTHU-
yeckoi nHpopmarmonHoi uHppacTpykTypsl Poccuiickoit @eaepanun’. I'ocynapcTBeH-
Hasi cUCTeMa JIMIEH3UPOBAHUS U CePTU(PUKALIMU AESITEIbHOCTH B 00JIACTH 3aIIUThI UH-
dbopmanuu. Yka3 [pesuaenta PO “O mepax mo coOroAeHNIO 3aKOHHOCTH B 00J1aCTH
pa3paboTKHU, MPOU3BOJICTBA, peaTU3allii U IKCIUTyaTalluy MU(POBAIbHBIX CPEJICTB, a
TaKXXe MPEAOCTaBICHUS YCIyT B o0nactu mm@poBanus uapopmaimn’. 3akon PO “O6
ANIEKTPOHHOU IIUPPOBON MOANKHCH . YTOJIOBHO- IPABOBOE PETYIUPOBAHHE 3AIUTHI UH-
dbopmarnmm.

3.4. TemaTH4eCKHUil VIAH NPAKTHYECKUX 3AHATHI

JlanHblii BU pabOThI HE MIPEAYCMOTPEH YUYEOHBIM TTAHOM.

3.5. TemaTu4yeckuii MJ1aH JJa0OPATOPHBIX padoT

Ne Homep | Ilpomomxu-
1/ HaumenoBanue nabopaTopHbIX padoT paszne- | TEITbHOCTD,
n na qac.
1 Hactpoiika nonutuku 6€300acHOCTH ONEPATMOHHON CHCTEMBI 1 4
2 Opranuzaliys 3aluThl TOKyMEHTOB cpesicTBamu rakera Microsoft Office 1 4
3 Hacrpoiika napameTpoB 6€3011aCHOCTH HHTEPHET-Opay3epa 4 4
4 | llludppoBanue nHbOpPMAIMK METOJOM MOJHAT(PABUTHONW 3aMEHBI. 4 4
[TocTpoenue u ucnoap30BaHue MaTpullbl Buxunepa

3.6. KypcoBoii mpoekT /KypcoBasi paboTa
JlauHbIi BUA pabOTHI HE MIPETYCMOTPEH YUEOHBIM MIIIAHOM.
4. OueHuBaHueE Pe3yJIbTATOB 00y4YeHUS

OrneHnBanne pe3yJabTaTOB OOYYEHUS MO MHWCIHUIUIMHE OCYIIECTBISCTCS B
paMKax TEKyIIero KOHTPOJS W TPOMEKYTOYHOW aTTeCTallid, MPOBOJUMBIX IIO
oabHO-perTuHroBoi cucreme (bPC).

[Ikana oueHku pe3yabTaToB 00YUEHUS MO UCIUILTUHE:
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YpoBeHb chHhOPMHUPOBAHHOCTH
WHMKATOPa KOMITETEHITUI
. " Hwuxe .
Bricokuit | Cpennuit Huzkuit
Kon 3armianu- CpEJIHETO
Ko UHINKATO OBaHHBIC oT 85 o
A JIKATOP p 016770 110 84 lot 55 10 69 |oT 0 110 54
KOMITe- a pe3yJIbTaThI 100
TEHIUX KOMIIETEHII 00ydeHus 1o IIxana oneHUBaHUA
15071 JHUCLHUILINHE YIOBJICT- HEY/I0B-
OTJIMYHO XOpOIIIO  |BOPUTENHH | JIETBOPHU-
0 TEALHO
3a4TEHO HE 3aYTE€HO
HCIIOIB30BaTh
METOJIbI U CPEJNICTBA
obecrieyeHust
HHOOPMAIIMOHHON
(bopman HE MOXKET
0€30IIaCHOCTH c 603
LETBIO yMeeT ¢ | IIyCKaeT
yMeeT B MOCTOPOH
MPEAOTBPAICHUS HEKPUTHY | OTJICITBHBI N
COBEpIIICH Hel
HECaHKIMOHUPOBAH HBIMU e TrpyObIe
CTBE IIOMOILIA
HOT'O JOCTYTIA, omunOKaMu | OIINOKHU
J HCIIOIE30
3JI0yMBIIIICHHOM
BaTh
nHpopManuu WA
yTpaThbl
3aIuIaeMon
nHpopmarun
OLIEHUBATh
OITACHOCTb,
CBSI3aHHYIO c
HE MOXKET
yrpo3amu o3
HECaHKIMOHUPOBAH yMeeT ¢ | IIyCKaeT
yMeeT B MOCTOPOH
HOTO JIOCTyma K HEKPUTHY | OTJICIHHBI .
COBEPIIICH Hell
nHpopManuu, HBIMU e TrpyObie
. CTBE IIOMOILIHA
HaMEPEHHON OLIMOKaMHU | OIIHMOKH
O — HCIIOIE30
A 1t BaTh
JAHHBIX U YTPAThI
ciryke0HO
nHpopmarun
BIAJETh:
BIIaAEET He
COBPEMEHHBIMHU OTIENbHBI
BJIAJIEET BJIAJICET
OOIIMMH CIIOCOOAMH | BIIaIEET B MU
OTHEIHLHBI oe3
obecrieueHus COBEPILIECH HaBBIKAMH
. MH MOCTOPOH
UH(POPMALIMOHHON | CTBE C .
HaBBIKAMU Hell
0€e30MacHOCTH HeJo4yeTa
IIOMOILIHA
MU
OueHouHble MaTepuanbl JJisl  [POBEICHHUS  TEKYIIErO0  KOHTPOJS U

IPOMEXKYTOUHOM arrecTanuu npuBeneHbl B [lpunoxkenun k paboueil mporpamme
T CLUUTINHBI.

[TonHpIA KOMIUIEKT 3aJaHUN M MaTepUaIOB, HEOOXOIUMBIX JIJISl OIICHUBAHUS
pe3yabTaToOB 00yUYEHHUS 0 AUCIHUIUIMHE, XPAHUTCS Ha Kadeape pa3zpadoTuuka.



5. YueOHo-MeToanueckoe u MHGOPMALMOHHOE O0ecriedeHre TUCUMILIUHBI
5.1. YueOHO-MeTOAMYECKOEe O0ecreuyeHue
5.1.1. OcHoBHas nuTEpaTypa

l. Mensenes, B. A., Uudopmarmonnast 0e3onacHocTh. BBenenue B crienmuaib-
HocTh + ellpunoxxenue:Tecto! : yaebnuk / B. A. Mensenes. - Mocksa : KnoPyc, 2023. -
143 ¢. - ISBN 978-5-406-11334-9. - URL: https://book.ru/book/948870. — Tekct : 3mek-
TPOHHBIM.

2. MenpaukoB, B. U., Undopmarmonnas 6e3onacHocTs : yuebHuk / B. Y. Menb-
HukoB, A. U. Kynpusnos, T. }O. BacunbseBa. - Mocksa : KnoPyc, 2023. - 371 c. - ISBN
978-5-406-11960-0. — URL: https://book.ru/book/950148. — TekcT : 31eKTPOHHBIA.

3. 3amura uHbopmaiuu : ydebHoe mocobue / A. Il. XKyk, E. II. XKyk, O. M.
Jlenmemxkun, A. 1. Tumomkun. - Mocksa : PUOP : UH®PA-M, 2021. - 400 c. - URL:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 2I€KTPOHHBIHN.

5.1.2. lonosHuTEbHASA TUTEPATYpA

1. Kpbutos, I'. O., ba3oBbie moHsATHS MHPOPMALMOHHONW 0€30MacHOCTH : yueOHOe
nocobue / I'. O. Kpsunos, C. JI. Jlapuonosa, B. JI. Hukutuna. - Mocksa : Pycaitac, 2023.
- 257 c¢. — ISBN 978-5-466-01996-4. — URL: https://book.ru/boolc/946979. — TekcT :
JJIEKTPOHHBIM.

2. ba6am, A. B., Kpuntorpadudeckre MeTO bl 3alIUThI HHPOpMAITUH ;| yICOHHK /
A. B. ba6am, E. K. bapanoBa. - Mockga : KnoPyc, 2022. - 189 c. - ISBN 978-5-406-
08880-7. - URL: https://book.ru/book/941751.-TeKCT : 3nexkTpOoHHBIH.

3. OpranuzanMoOHHO-TIpaBOBOe oOecrieyeHue WH(POPMAIIMOHHON 0e30MmacHOCTH
yaeOHoe mocobue st By3oB / A. A. CtpensioB, B. C. I'opbartos, T. A. Ionskosa [u mp.];
noxa pen. A. A.CtpenbioBa. - M.: Akagemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TexcT: HenmocpeACTBEHHBIN.

4. VudopmanmoHHass 0e30MaCHOCTh: KOHIIENITyalbHbIE W METOAOJOTHYECKUE
OCHOBHI 3alIUTHI HHDOpManuu : yuebHoe mocodue / A.A. Mamok. - M.: ['opsiuast muHus -
Tenexkom, 2004. - 280 c. - TekcT : HEMOCPEICTBEHHBIN.

5.2. UndopmanuoHHoe odecrieyeHHe

5.2.1. DJIEKTpOHHBIE U UHTEPHET-PECYPCHI

Ne
/T
I OBC IBOOKS.RU https://ibooks.ru

! BbC LANBOOK.COM https://e.lanbook.com

HanmeHnoBaHue 2JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccbuika


https://book.ru/book/948870
https://book.ru/book/950148
http://new.ibooks.ru/bookshelf/361250
https://book.ru/boolc/946979
https://book.ru/book/941751.-TeKCT
https://ibooks.ru/
https://e.lanbook.com/

5.2.2. Ilpodeccuonanpabie 0a3bpl naHHBIX / WMHpOpManmoHHO-CIIpaBOYHBIE

CUCTEMBI

Ne HaunmenoBanue npodeccnoHanbHbIX 6a3

I /;1 JIAHHBIX, THPOPMAIIMOHHO-CITPABOYHBIX Anpec Pexum mocryna

CUCTEM
1 |Poccwuiickas HarmonanbHas Oubnuoreka  |http:/nlr.ru/ http://nlr.ru/
) Oobmmepoccuiickuit MaTeMaTHIeCKuH|, . tp://www.mathnet.ru/ http://www.math
opTat net.ru/
3 |KubepJlennnka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/

(HDB)

HarmonaneHast 21eKTpoHHas OMbI0nOTEKa

https://rusneb.ru/

https://rusneb.ru/

5 |Tex"udeckas OMOIIMOTEKA

http://techlibrary.ru

http://techlibrary.
ru

6 |[UCC «Kogmekey» / «TexakcnepT»

http://app.kgeu.local/Home/Ap

http://app.kgeu.lo

ps cal/Home/Apps
7 |«KoHCynbTaHT MIIOCH» http://www.consultant.ru/ http://www.consu
Itant.ru/
) http://www.garan
8 [«T"apanT» http://www.garant.ru/ ¢ ru/
5.2.3. JlunieH3MOHHOe U CBOOOJHO  PacCHpOCTpaHAEMOE  IPOrpaMMHOE
o0ecrieyeHne JUCIUATUINHEI
PexBuzutsl
Ne | HammeHoOBaHHE IPOrpaMMHOIO Crnioco6 pacmpocTpaHeHus
MOJTBEPKIAIOIINX
/11 oOecrieueHus (JTMTIEH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
Windows 7 IlpodeccuonanpHas |[lonmp3oBarensckas oneparmoHHas "CorJlaitnTpeidn"
1 (Pro) . Ne2011.25486 oT
28.11.2011 Hewuck.

npaBo. beccpouno

Windows 7 IlpodeccuonanpHas
(Starter)

ITonw3oBaTenbcKas Oor€panvoOHHasd
CHuCTEMA

3A0

"CodrJlaitnTpeiin"
Ne2011.25486 oT
28.11.2011 Hewuckir.

npaBo. beccpouno

6. MaTepuaJibHO-TeXHHYECKOE o0ecTevyeHue U CHUIIINHbI

HaumeHoBaHue BuIa

HanmenoBanne yaeOHOI ayau-

y4eOHOM paboThI

TOPHH, CTICITUATU3UPOBAHHOMN
nmabopaTopuu

[TepedyeHsr HEOOXOIUMOTO OOOPYTOBAHUS U TEXHH-
YECKUX CPEJICTB O0YUCHHS

Jlexun

YueOHas ayTuTOpus ISl IPO-
BEJIECHUS 3aHATHHN JIEKIIMOHHOTO
THIIA

Crnenmanu3upoBanHas ydeOHas MeOenb, TeXHUIe-
CKHE€ CpeIcTBa OOydYeHHs, CIOyKame IS
IIPEICTaBICHUS yueOHOI uHpopMauu
Oompmiod  ayautopud  (MyJIbTHUMEIMMHBIN
MPOCKTOpP, KOMITbIOTEP (HOYTOYK), D3KpaH),
JIEMOHCTPAIIMOHHOE 000pYyIOBaHUE, YIEOHO-
HarJIIHBIE ITOCOOUS



http://nlr.ru/
http://nlr.ru/
http://www.mathnet.ru/
http://techlibrary.ru/
http://techlibrary/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/
http://www.consultant.ru/
http://www.garant.ru/

HaumenoBanue Buna | HaumenoBanue yueOHoi ayam-
[lepeuens HEOOXOANMOTO OOOPYAOBAHUS U TEXHU-

y4eOHOM paboThHI TOPHH, CIICIHATU3NPOBAHHON GeCKHX CPEZICTB 0By IeH A
nabopaTopuu
JlaGopaTtopHsbie pa- |KoMIblOTepHBIH Ki1ace ¢ BbIXO- | Crieruanu3upoBaHHass — ydyeOHas  MeOelb,
OOTHI nom B Unreprer [-418, J1-420, | texunueckue CpeicTBa 00yueHust
A-424, 1-427 (MyJTbTUMEIUMHBIA TPOEKTOP, MOHOOJIOKH 25
e. ), JULEH3UOHHOE MpOrpaMMHOE
o0ecrniedyeHue
KommpioTephbiii knace ¢ Bbixo- | Crienuaiau3upoBaHHas yueOHas mebenb Ha 30
nom B Muteprer B-600a nocajounblx  MecT, 30  KOMIIBIOTEPOB,
TEXHUYECKHE CpelcTBa oOyueHHs (MyJIbTHME-
TUWHBIA  TPOCKTOpP, KOMMBIOTEP (HOYTOYK),
9KpaH), BUICOKAMEPHI, IPOTPaMMHOE
obecrieyeHue
CamocrosTenbHas |KoMmbloTepHslii kinace ¢ Beixo- | Crenpanu3upoBanHas yueOHas mebenb Ha 30
pabora nom B Mutepuer B-600a HOCaJ0YHBIX  MecT, 30  KOMIIBIOTEPOB,

TEXHUYECKHE CpelcTBa 0OyueHHs (MyJIbTHME-
JTUWAHBIA  TPOCKTOpP, KOMMBIOTEP (HOYTOYK),
9KpaH), BUIEOKaMephl, IPOrPaMMHOE
obecrieyeHne
Crienmanu3upoBaHHas MeOelb, KOMIbIOTEpHAs
TEXHHMKA C BO3MOXHOCTBIO BbIXoza B IHTepHeT
u obecrieuenuem nocrymna B DMOC, skpaH,
MYJIbTUMEAUNHBIN TPOEKTOP, TPOTPAMMHOE
o0ecrieyeHue

YuTansHbIHI 321
OuOIUOTEKU

7. Oco0eHHOCTH OPraHM3aunu 00Pa30BaTeILHOM 1eATeJbHOCTH JIJIA JIUI C
OrpaHUYeHHBIMHU BO3MOKHOCTSIMHU 3/10POBbSI  MHBAJIU/I0B

JIuna ¢ orpaHMYEHHBIMU BO3MOXKHOCTIMHU 3710p0oBbs (OB3) 1 MHBAJIWIbI UMEIOT
BO3MOXKHOCTh O€CIPENsITCTBEHHO NepeMeNaTbCsi U3 OJJHOT0 y4eOHO-T1ab0paTopHOTo
KOpIyca B JApYroi, MOJHATHCA Ha BCE 3TaXH yueOHO-1a00paTOPHBIX KOPITYCOB,
3aHUMAaTbCi B YUYEOHBIX W HHBIX TOMEHICHHAX C YYETOM OCOOeHHOCTEeH
MCUXO(PU3UYECKOTO PA3BUTHUS U COCTOSIHUS 37J0POBBSI.

Hnst oOyuenust yun ¢ OB3 ¥ MHBAJIMIOB, UMEIOIIMX HApyUIEHUS OMOPHO-
JIBUTATEIBHOTO anmnapara, o0ecleyeHbl YCIOBUsl OeCHpensTCTBEHHOIO JOCTyIa BO
Bce yueOHble noMeneHus. Mudopmaius o crienuanbHbIX yCIOBUAX, CO3IAHHBIX IS
oOyvarormuxcst ¢ OB3 u wuHBanmMIOB, pa3MelieHa Ha CaldTe yHUBEpCUTETa
www//kgeu.ru. ImeeTcst BO3MOXKHOCTh OKa3aHHUS TEXHUYECKOM ITOMOIIH aCCHCTEHTOM,
a TaKXKe yCIIyT CypIONepeBOAUYMKOB U TU(PIOCYPAONIEPEBOTIHKOB.

JUig ajantanuu K BocnpusaTuio gunamu ¢ OB3 1 nHBanuaaMu ¢ HapyleHHbIM
CIIyXOM CIIpaBOYHOro, y4eOHOro Marepuaja IO JIUCLUUIUIMHE O00eCcleunuBaroTCs
CJIEYIOIINE YCIOBUS:

- JUIs1 JTyd1leil OpUEHTALUY B ayAUTOPUHN, IPUMEHSIOTCS CUTHAJIBI OITOBEIIECHHUS
0 HayaJsle U KOHIIE 3aHATHUs (CIOBO «3BOHOK» MUILETCS HA JOCKE);

- BHUMaHue ciadociblanero oOydYarouierocs MpHUBJIEKAECTCS Ie1aroroMm
KECTOM (Ha IUIeUO0 KIaAeTCs pyKa, OCYIECTBISETCS HEPE3KOE MOXIIONbIBAHUE);

- pasroBapuBas ¢ 00y4arIUMCs, TIeIaroTHYeCKiii pabOTHUK CMOTPUT Ha
HEro, TOBOPUT SICHO, KOPOTKUMHU MPEJIOKEHUSIMH, 0OecreunBasi BO3MOKHOCTb



http://www.kgeu.ru/

YTEHUS 110 TyOam.

Kommnencanuss 3arpyAHEHHl peYeBOro M HWHTEJUIEKTYaJIbHOTO Pa3BUTHS
CJIa0OCBIIIAIINX 00YUYaOIUXCS TPOBOAUTCS My TEM:

- HCTIOJIb30BAHMSI CXEM, IUarpaMM, PUCYHKOB, KOMIIBIOTEPHBIX MPE3EHTALUH C
TUIEPCChUTKaMU, KOMMEHTUPYIOIIUMHU OTJEIbHbIE KOMIIOHEHTHI H300pakKeHHUS;

- PEryJSIpHOTO TPUMEHEHHUs YIOpaKHEHUH Ha rpaduueckoe BBIJICICHUE
CYILLECTBEHHBIX MPU3HAKOB IPEIMETOB U SBJICHUII;

- obecriedyeHus: BO3MOMKHOCTH JUIsi OOydYaromierocss TMOJYy4YUTh aJpECHYIO
KOHCYJIBTAIIMIO IO 3JIEKTPOHHOM MOYTE M0 MEPe HEOOXOAUMOCTH.

Jnis aganTanuu K Bocripusituio jguiamu ¢ OB3 1 nHBanmmaaMu ¢ HapyIIeHUSIMH
3peHust CIPaBOYHOTO, y4eOHOoro, MPOCBETUTEIHCKOTO MaTepuarna,
MPEeTyCMOTPEHHOTO 00pa30BaTEeNbHON MPOTrpPaMMOl MO BHIOpAaHHOMY HANpaBJICHHIO
MOJITOTOBKH, 00ECTICYNBAIOTCSI CIEAYIOIIUE YCIOBHS:

- BeZleTcs afanTtauus opUIMaIbHOTO caiita B ceTu IHTEepHET ¢ yueToM 0coObIX
NOTPEOHOCTEN MHBAIKIOB MO 3pEHUI0, 00eCIIeUNBAETCS HATMUYUEe KPyTHOUIPU(TOBOI
CIpaBOYHOM MHGOPMAIINH O PACTIHCAHUH YUECOHBIX 3aHSTH;

- Mearoruueckuii  paboTHUK, ero cobecemqHUK (P HEOOXOIUMOCTH),
MPUCYTCTBYIOIINE HA 3aHATHUU, MPEACTABISIOTCS 00YUYaIOIMUMCS, TIPU STOM KaXKIIbIi
pa3 Ha3bIBaeTCs TOT, K KOMY IeJaroruueckuii paboTHUK oOpalaercs;

- IEUCTBUS, >KECThI, MEPEMEIIEHUSI MeIarornueckoro paboTHUKA KOPOTKO MU
SCHO KOMMEHTHUPYIOTCS;

- meyatHas wuH(poOpMaIUs MpeaocTaBisieTcss KpynHbIM wmpudptom (ot 18
MYHKTOB), TOTAJIHHO O3BYUHBAETCS;

- o0ecreunBaeTcss HEOOXOIUMBIM YPOBEHb OCBEIIEHHOCTH MOMEILICHHUI;

- IPEAOCTABISIETCSI BO3MOXKHOCTH HCIOJB30BaTh KOMITBIOTEPHI BO BpeMs
3aHSATUN U MIPABO 3alUCH OOBSICHEHUM Ha TUKTO(OH (10 KeJTaHUI0 00yYarOIIUXCS).

Popma TMpOBEICHHS TEKyIIEM W NPOMEKYTOYHOM  aTTeCTaluy  JUIs
oOyuaromuxcst ¢ OB3 u uHBanuaoB onpezensercs neJarornueckuM pabOTHUKOM B
COOTBETCTBUM C yueOHBbIM miaHoM. [Ipu HeoOxonmmocTtu obyuatomemycsa ¢ OB3,
WHBAJIMY C YY€TOM HUX WHIUBUIYATbHBIX NMCUXOPU3NUYECKUX OCOOCHHOCTEN Naercs
BO3MOXHOCTh MPONUTH MPOMEKYTOUHYIO aTTECTAllMI0 YCTHO, MUCAbMEHHO Ha Oymare,
MMCbMEHHO Ha KOMITbIOTEPE, B (hOpME TECTUPOBAHUS U T.II., JIUOO MPETOCTABISAETCS
JOTIOJTHUTEIBHOE BpeMs JJIsl IOJITOTOBKHU OTBETA.

8. MeToauyeckue peKOMeHIAUMU JJsl MpenojaBaTesieil M0 OpraHu3aluu
BOCIIUTATEJIbHOI PadoThI ¢ 00Yy4AIOIMMHUCS.

Meroaunueckoe obecriedeHre mpoiecca BOCIUTaHUSI 00YYaIOIUXCsl BHICTYIAeT
OJIHUM W3 ONpeaessomux (GakTopoB BBICOKOIO KadyecTBa oOpazoBanus. [IpenogaBa-
TeJb By3a, JEMOHCTPUPYS BBICOKHI MpOo(EeCcCHOHATN3M, SPYIUINIO0, YETKYIO Tpax-
JAHCKYIO MO3UIINI0, CAMOJUCIUILINHY, TBOPUECKUI MOIX0/l B PEIIEHUU MPOdeccro-
HaJBHBIX 33J]a4, B X0JI¢ 00pa30BaTEIBLHOrO MPOIEcca CIOCOOCTBYET (HOPMUPOBAHUIO
rapMOHUYHOM JTMYHOCTH.

[Ipn peanu3anuu AMCLMIUIMHBI IPENOJABATENb MOXET HCIOJIb30BATH Clie-
AYIOIIME METOJIbI BOCIUTATEIbHONU PabOTHI:



- MeTonbl (hOpMUPOBAHUS CO3HAHUS JIMYHOCTH (Oecema, MUCIYT, BHYIICHHE,
WHCTPYKTaX, KOHTPOJIb, O0BSICHEHHE, TTPUMEDP, CAMOKOHTPOJIb, paccka3, COBET, yoe-
KIEHUE U JIp.);

- METOJbI OpPTaHU3AIMH JEATCILHOCTH W (HOPMHUPOBAHMS OIBITA MOBEICHUS
(3amanue, OOIIECTBEHHOEC MHEHHE, IMeJaroruyeckoe TpeOoBaHME, MOPYUYCHUE, MpH-
y4€HHUE, CO3/JaHNE BOCHUTHIBAIOIINX CUTYalNi, TPEHUHT, yIPaXKHEHUE, U JI.);

- METOJbl MOTHBAIIMM JACATEIBHOCTH W TOBEACHUS (0I00peHHE, MOOIIPEHUE
COIIMAJIbHOM aKTUBHOCTH, MOPHUIIAHUE, CO3/IaHUE CUTYyallui ycrnexa, CO3/IaHle CUTya-
LUK 1JIS1 SMOITMOHAILHO-HPABCTBEHHBIX NMEPEKUBAHNM, COPEBHOBAHUE U JIP.)

[Ipu peanuzanuu JUCUMILUIMHBI MPENOJIABATENb JOJKEH YYUTHIBATH CIIEIYIO-
II[Me HAIPABJICHUS] BOCIIUTATEIILHOM JIESITEIbHOCTH:

I'pasicoancrkoe u nampuomuuecxkoe 8ocnumanue:

- hbopMUpOBaHUE y OOYUYAIOIIMXCS IIEJIOCTHOIO MHUPOBO33PEHUS, POCCUMCKON
UJICHTUYHOCTH, YBRKEHUS K CBOCH CeMbe, 00ILIECTBY, TOCYIaPCTBY, MPUHATHIM B CEMbE U
O0IIIeCTBE TyXOBHO-HPABCTBEHHBIM M COITMOKYJILTYPHBIM IIECHHOCTSIM, K HAIlHOHATILHOMY,
KyJIbTYPHOMY U UCTOPUYECKOMY HaCIeANI0, (POpMUpPOBaHKE CTPEMIICHUS K €r0 COXpaHe-
HUIO U PA3BUTHIO;

- hhopMUpOBaHKE y OOYJAFOIIMXCS AKTUBHOM IPaXKIaHCKOM MTO3UITNH, OCHOBAaHHOM
Ha TPAJUIMOHHBIX KYJIbTYPHBIX, JYXOBHBIX U HPABCTBEHHBIX IIEHHOCTSIX POCCUNUCKOTO
0011ecTBa, JUIsl TIOBBIIIEHUS CIIOCOOHOCTH OTBETCTBEHHO PEaAJIM30BBIBATH CBOM KOHCTH-
TYIIMOHHBIE ITpaBa U 00s3aHHOCTH;

- pa3BUTHE MPABOBOM U MOTUTUYECKONU KYJIbTYphl 00YUAIOIINXCSI, pACIIUPEHUE
KOHCTPYKTUBHOI'O Y4YacTHsl B MPUHSATUU PEIICHHH, 3aTparuBarolMx UX MpaBa U UH-
TE€pEeCchl, B TOM YHUCJE B pa3MyHbIX (hopMax camMOOpraHu3allu, CaMOyIpaBIICHHUS,
00IIECTBEHHO-3HAYMMOM JICATCILHOCTH;

- hopMHUpPOBaHKE MOTUBOB, HPABCTBEHHBIX M CMBICJIOBBIX YCTAHOBOK JTUYHOCTH,
MO3BOJISIFOIIUX TIPOTUBOCTOSITH AKCTPEMHU3MY, KCeHODOOUH, TUCKPUMHUHAITUH T10 COITH-
aJIbHBIM, PEJIMTUO3HBIM, PACOBBIM, HALIMOHAJILHBIM ITPU3HAKAM, MEXITHUUECKON U MEXK-
KOH(ECCHOHAJILHOM HETEPITUMOCTH, IPYTUM HETAaTUBHBIM COITMAIILHBIM SIBJICHUSIM.

JlyxoeHo-HpascmeernHoe 80cCnumaHnue.

- BOCIIMTAHHWE YyBCTBA JOCTOMHCTBA, YECTU U YECTHOCTH, COBECTIUBOCTH, yBa-
YKEHUS K POJIUTENSM, YUUTEIIAM, JIFOJAM CTApIIECTO MOKOJICHUS;

- opMUpOBaHNE TPUHIIMUIIOB KOJUICKTHBU3MA M COJUIAPHOCTH, JyXa MUJIO-
cepausi U COCTPaJiaHusl, IPUBBIYKH 3a00TUTHCS O JIIOJIAX, HAXOJAIIUXCS B TPYIAHOU
KU3HCHHOM CUTYAIlUU;

- bopMUpOBaHNE COJIMIAPHOCTA U YYBCTBA COIMAIBLHON OTBETCTBEHHOCTH II0
OTHOUIICHMIO K JIIOJISIM C OTPaHUYCHHBIMUA BO3MOXHOCTSIMU 3JI0POBbS, MPEOIOJICHUE
MICUXOJIOTHYECKUX O0aphepoB MO OTHOIICHHUIO K JIFOJSM C OTPaHUYEHHBIMU BO3MOXK-
HOCTSIMHU;

- opMHUpOBaHKE IMOITMOHATHHO HACBIIIIEHHOTO U TYXOBHO BO3BBHIIIICHHOTO OT-
HOIIICHUSI K MHUPY, CIIOCOOHOCTH W YMEHHUS TepeaBaTh APYTUM CBON ACTETUUCCKUIN
OTIBIT.

Kynemypno-npoceemumenvcrxoe gocnumanue:

- popMHUpOBaHNE ICTETHUECCKOU KApTUHBI MUDPA;



- popMupoOBaHUE yBaXKEHUS K KYJbTYPHBIM LIEHHOCTSIM POIHOTO TOPOAa, Kpas,
CTpaHbl;

- IOBBIIICHUE TT03HABATEIHHON aKTUBHOCTH O0YYaIOIIUXCSL.

Hayuno-obpazosamenvroe socnumanue:

- opMupOBaHUE y 00YUAIOITUXCSI HAYYHOTO MUPOBO33PECHUS;

- popmupoBaHUEe yMEHUS MOTy4YaTh 3HAHHUS,

- opMuUpOBaHNE HABBIKOB aHajIM3a M CHHTE3a MHPOpPMAIMU, B TOM YHUCIE B
poQecCUOHAILHOM 001acTH.



BHocuMble HI3MeHEHU U YTBEP KIeHUS HA HOBbIIl y4eOHbIil roj
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Ipunoscenue x pabouei
npozpamme OUCYUNTUHBL

®enepanbHOe rocy1apcTBeHHOE 0I01KeTHOEe 00pa3oBaTeIbHOE
yupekaeHue BbIcIero o0pa3oBaHusi
«KA3AHCKHH I'OCYJAPCTBEHHBIN YPHEPTETUYECKN YHUBEPCUTET»
(PT'BOY BO «KI'IY»)

@ MUHHUCTEPCTBO HAYKH U BBICIIIET'O OFPA30OBAHU ST POCCUMCKOM ®EJIEPALIUA

KI'DYy

OLHEHOYHBIE MATEPHAJIbI
10 JMCIHUIIHHE

b1.0.11.03. OcHoBBI HHPOPMAITMOHHOMN 6€30IaCHOCTH

(Haumenosanue oucyuniunbl 8 COOMeemcmeuu ¢ y4eOHbviM niaHom)

r. Kazans, 2025



OrneHOYHBIC MaTEpPHAIBI TIO0 TUCIUIIINHE, MPEIHA3HAYCHHBI JIJIi OIICHUBAHUS
pe3yabTaTOB 00yUEHHUS Ha COOTBETCTBUE UHIUKATOPAM JOCTHIKEHUS KOMITCTCHITHM.

OneHnBaHWe pe3yibTaTOB OOYYEHHs MO JUCHHUIUIMHE OCYIIECTBIISACTCS B
pamkax Tekymero koutpois (TK) u mpomexyTodHolt aTTectaniiu, IpOBOJAUMEBIX IO
oaubHO-perTuHroBoi cucreme (bPC).

1.TexHonornyeckasi Kapra
Cemectp 4

HaumenoBanue paznena

DopMBbI 1 BUJT
KOHTPOJIS

PeliTHTOBBIE TTOKA3aTEIN

I Texymmit
KOHTPOJTb

JlonmoTHUTEIbHBIE
6amel k TK1

IT Texymuit

KOHTPOJb

JlomoTHUTEIbHBIE
Oayutel k TK2
III rexymuit

KOHTPOJIb

ﬂOHOJ’IHI/ITeHBHLIC

oamel k TK3

Uroro

IIpomexxyTouHas
aTTecTanus

Pasnen 1. OcHOBHBIE MOHATUA U aHAIN3
yrpo3 HHPOPMAITOHHOK 6€301MacCHOCTH

TK1

[y
)]

15-
30

[InuceMenHbI Onpoc

9}

3aryra 1a00paTopHOi paboThI

Ortyer o caMoCTOsITENHHON padboTe

Pasnen 2. IloHATHE HAaMOHAILHON 0€30-
MACHOCTH, BUIbI Oe30macHocTH. MHpopma-
MOHHAs Oe301macHoCcTs PO

TK1

10

10-
15

[TuceMeHHBII onpoc

OT4er Mo caMOCTOSITETbHOM paboTe

Paznen 3. MexxayHapoaHasi, HallMOHaIbHAs
U BEIOMCTBEHHAsi HOPMaTHBHAs IIPABOBast
6a3a B o0sacT MHGOPMAIIMOHHOK 0e30-
MaCHOCTH

TK1

10

10-
15

[TuceMeHHBII onpoc

Otuyer 1o caMOCTOSATENBHON PadoTe

Paznen 4.  HMmXeHepHO-TEXHHUECKAs

3amuTa nH(opMarmn

TK2

15

15

30

[TuceMeHHBII onpoc

3armra 1a00paTopHON PabOTHI

10

Otyer o caMoCTOsITENBHON paboTe

Paznen 5. Opranu3anuoHHO-IIPaBOBOE
o0ecrieueHue 3auThl THpOpMaIym

TK3

5-10

[InceMenHbI OnIpoc

OT4eT Mo caMOCTOSITEBHOM paboTe

IIpome:xyTounasi arrecranus (3a4er)

oM

0-45

3agaHue MPOMEKyTOUHOM aTTeCTaluu

B mucemenHo# popme o ouneram




2. OuleHOYHBbIE MATEPUAJIbI TEKYILEr0 KOHTPOJIS M IIPOMEKYTOYHOI aTTecTalun

IlIxana orieHKH pe3yJIbTaTOB OOYUYCHUS MO TUCIUILINHE:

Kon
KOMIIe-
TEHLIMHU

Kon
MHIUKATOp
a
KOMIIETEHI]
nun

3amnaHu-

poBaHHBIE
pe3yabTaThl
00yd4eHUsI TI0
JUCLUITIIINHE

YpoBeHb chopMHUPOBAHHOCTH
HWHIMKATOPA KOMIIETEHLIUA

Bricokuii

Cpenuuit

Huoxe
CpEeIHero

Huskuii

ot 85 1o 100

ot 70 no 84

oT 55 o 69

ot 0 1o 54

IIxaia orieHUBaHUA

OTJIMYHO

XOPOIIO

YAOBJIET-
BOPUTEIIBHO

HEY/0B-
JICTBOPUTEIID
HO

3a4TCHO

HEC 3a4TCHO

OIIK-4

OIIK-4.2

3HaThb:

3HATh MPABOBBIC AKThI B
obmactu 3aIIUATHI
uH(pOpMaINH,
OCHOBHbIE TIOHITHS U
YTPO3BI
MH(POPMAIIMOHHOMN
0e30macHOCTH,
OCHOBHBIC
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AMeeT
TIPEJICTaBIIC
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MPEIOTBPAICHHSI
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yMeeT B
COBEPIIEHC
TBE

yMeeT c
HEKPUTUYH
BbIMHA

omuOKaMu

JITyCKaeT
OTJEIILHBIE
rpyOsbie
OIINOKU

HE

oe3
MOCTOPOHH
€M TIOMOIIH
HCIIOIb30Ba
Tb

MOXKET




YpoBeHb choOpMUPOBAHHOCTH
WHIMKATOPa KOMITETCHIINU
N . Huxe N
Kon 3aniaHu- Bricokuii Cpenuuit cpemHero Huzknii
Ko MHUKATO OBaHHBIC
A HHIAHKATOP P 0T 8510100 | ot 701084 | 01551069 | ot 0 10 54
KOMIIe- a pe3yIbTaTHI
IIxaima orieHUBaHUA
TEHLIUM [KOMITETEHI] 00y4eHus 10
uu JUCITUILINHE YIOBIIET- HCYNO0B-
OTJINYHO XOpOIIIO TICTBOPUTETH
BOPHTEITHLHO
HO
3a4TECHO HE 3a4TEHO
OIICHHBATh OMACHOCTb,
CBSI3aHHYIO C yrpo3aMu He  MOeT
HECAHKIIMOHUPOBAHHOT ymeer ¢ | mmyckaer 6e3
0 JIOCTYTIa K | yMeer B
HEKPUTUYH | OTACNBHBIE | MMOCTOPOHH
uHpopMaIuy, COBEPLICHC .
. BIMU rpyOsbie ei oMo
HaMepeHHOM TBE
omuOKamMu | OIHOKHK HCITIOJIb30Ba
MOTU(UKALNN TAHHBIX
U YTPATHI CIIy>KEOHOH b
nHpopmarun
BIIAJICTh:
BIIJICCT
OTAETHHBIM
COBPCMCHHBIMH BIIAJICCT A HE BJIaJiceT
o0muMu  crocobamu | BIAJEET B "
OTHEIBHBIM oe3
obecrniedeHus COBEPIIICHC HaBBIKAMH
. u MOCTOPOHHE
MH(POPMAIIMOHHOMN TBE ABBIKA C 5 [OMO
0C30ITaCHOCTH HaBbIKAMH HEI0YETaM H OMOTH
"

O1eHKa «OTJMYHO» BBICTABJISIETCS 3a BIAJCHHUE B TIOJHOW Mepe MOHSITUHHBIM
anmapaToM AUCIUILTHHBI «OCHOBBI MHPOPMAITMOHHON 0€30MacHOCTHY, CTIOCOOHOCTH
WUTIOCTPUPOBATh OTBET MpuUMepamMu, (HakTamu, TaHHBIMA HAyYHBIX HCCIICIOBAHUMH,
MPUMEHSTh TEOPETUUYECKUE 3HAHUS IS PEIICHHs] THIOBBIX 3a7a4 U MPAKTUYECKHUX
3a/1aHuil 0oJsiee BHICOKOTO YPOBHS CIIOKHOCTH.

Or1ieHKa «XOPOII0» BBICTABIISCTCS 32 BIAJCHUE OHATUHHBIM aIllapaToM JIuc-
uruHbl «OCHOBBI MH(pOpMaIoHHas 0€30MacHOCTHY, CIOCOOCH MILTIOCTPUPOBATH
OTBET MpUMepaMu, (pakTaMu, IPUMEHATh TEOPETUUCCKUE 3HAHUS MPHU PEIICHUU TH-
MIOBBIX 3aJ1a4, IOMYCKAaeT He3HAYUTEIbHBIC OIIMOKH TPY PEIICHUN MPAKTUISCKUX 3a-
JaHui 60Jee BRICOKOTO YPOBHS CIIOKHOCTH.

OreHKa «y/I0BJIETBOPHUTEILHO» BBICTABIISCTCS 32 YACTMYHOE BJAJICHUE TEO-
PETUYECKMMH OCHOBaMH AUCIMILTUHBI « OCHOBBI MH(POpPMAIIOHHAS 0€30IaCHOCTHY,
dbparMeHTapHy0 CIOCOOHOCTh WILTIOCTPUPOBAThH OTBET MpUMepaMHu, hakTaMu, B psJie
CITy4aeB 3aTPYAHSICTCS MPUMEHATH TEOPETUUYCCKHE 3HAHUS TPH PEIICHUU THUIIOBBIX
3a/1a4, He BCEr/ia CIOCOOEH PEIIUTh MPAKTUYECKUE 3a/1aHus 00jiee BBICOKOTO YPOBHS
CJIOKHOCTH.

OrieHKa «HEY/I0BJIETBOPUTEIBLHO» BHICTABISICTCS 32 HE COOTBETCTBHE JIFOOBIM
TPEM W3 TEPEUYUCIICHHBIX MoKa3aTenei. OOyJaromuiics AEMOHCTPUPYET OTPHIBOY-




HbIe, ()parMeHTapHbIC 3HAHUS, JOMYCKAET IpyOble OMMOKU MPHU PEIICHUU THUIIOBBIX

PpaCUYCTHBIX 3a/1a4 1100 HE UMEET NpCaACTaBJICHUA O croco0e ux PCLICHUS.

3. IlepeyeHb O1LIEHOYHBIX CPEICTB
Kpatkas xapakTepucTUka OI[EHOYHBIX CPEJCTB, UCIOJb3YEMBIX MPU TEKYILEM
KOHTPOJIE YCIEBAEMOCTH U MPOMEXKYTOUHOM aTTeCTallud OO0ydYaromierocss 1o

JUCHUIIIINHEC:
HaumenoBanue Onucanue
OLICHOYHOT'O Kparkast xapakrepucTika Ol[eHOYHOTO CpeICTBa OIICHOYHOT'O
CpeacTBa CpeacTBa
Koncnexkrupoanue | Kparkoe TekcToBoe npescTaBieHue nepepadoTaHHON [lepeuens paznenon
y4eOHOTO uHpOopMaIu
MaTepuaia
[Tepeuens 3agannii u
OT4er o Brimonnenune J'Ia60pan)pHOI71 pa69TI)I, o0paboTka BOITPOCOB JIJIs
. pe3ynbTaTOB HCHBITAHUA, W3MEPEHHI, SKCIIEPUMEHTA. 3aIUTHI
71abopaTOpHOI o .
pacore (OJIP) Odopmiienne otyera, 3alUTa pe3yIbTaToB Ja00paTOPHOM nabopaTopHOU
paboThI IO OTUETY paboTHL, IepeyeHb
TpeOOBaHMIA K OTYETY
CpencTBo KOHTPOIIS,, OPraHM30BaHHOE KaK CrelUaTbHAs
CobecenoBarie Oecena MpernosiaBaTesLt ¢ 06yqa1011mMcsi Ha TEMBbI, CBSI- Bonpocki o
(Coc) 3QHHBIC € H3y4aeMOH AMCUMILIHHON, 1 paCCUNTAHHOE Ha pazaenam
BbISICHEHUE 00beMa 3HaHUN 00y4arolerocs o onpee- JCIUTLITAHBI
JICHHOMY pa3zieiy, TeMe, polieme U T.11.
CucreMa CTaHIapTU3UPOBAHHBIX 33aHUM, TTO3BOJISIFOIIAST
KommekT TecToBbIX
Tect (TecT) aBTOMATU3MPOBATh MPOLEAYPY H3MEPEHUS YpPOBHS —

3HAHUN U YMEHHI 00y4Jaronierocs

4. IlepeyeHb KOHTPOJILHBIX 32aJaHMI WJIM HHbIe MaTepHaJIbl, HEOOXO01H-
Mble 1JIS OLCHKM 3HAHUI, YMEHUIl U HABBIKOB, XapaKTEePHU3YIOLIUX dTanbl (op-

MHUPOBAHUA KOMIIETEHIIMI B MpoLecce 0CBOEHM S JUCIUILIHHbBI

lIpumepnvlii nepeuenv 60npocos 0Jisi cobeced08aHuUs
1. Chopmymupyiite nonsitue uHpopmarronHoin 6e3onacHoctu NC.
2. OOBsiCHHUTE MMOHATHS [IETIOCTHOCTH, KOH(PHUISHITUATEHOCTH U IOCTYITHOCTH HH-

dbopmanuu.

3. YkaxuTe OTINYMS CAHKIIMOHUPOBAHHOTO JOCTYTa K UH()OPMALIMK OT HECaHK-

MUOHHUPOBAHHOIO.

4. Tlepeuncnute OCHOBHBIE TIPU3HAKU KJIACCH(PUKAIIMN BOZMOKHBIX YTpo3 0€30-

nacHoctu 1C

5. JlaiiTe KpaTKyro XapakTepUCTUKY yTpo3bl 0€3011aCHOCTH, 0003HAYaEMOM TEPMHU-
HOM «TPOSIHCKUI KOHbY.

6. JlaiiTe KpaTKyI0 XapaKTepUCTUKY yIpo3 0€30MacHOCTH, 0003HAYaEMbIX TEPMHU-
HaMU «BUPYC» U «YEPBbY.

7. HazoBuTe 1 0Xapakrepusyiire HanboJsiee paclpOCTPAHEHHBIE BU/IbI CETEBBIX.

8. OnuiuTe aTaKy «4ejJoBeK-B-cepeanney. Kakue cpeacTna mo3BosioT 3pdex-
TUBHO OOPOTHCS C aTaKaMH TaKOTo THMA?




9. OnuimTe aTaKy TUIA «OTKa3 B OOCITYy>KHBaHUW» U PACIIPEIETICHHYIO aTaKy «OT-
Ka3 B 00CITyKUBAHUI.

10. OnuimrTe 0co0eHHOCTH (DUIIMHTA U hapMUHTa. Y KaKUTE MEPHI POTUBOEH-
CTBUS D TUM aTaKaM.

11. KakoBbl HICTOYHUKHN HapyIIEHUH O€30MaCHOCTH MPOBOJIHBIX KOPIOPATUBHBIX
ceren?

12. Ha3oBUTE OCHOBHBIE YSI3BUMOCTH U YTPO3bI OECIIPOBOTHBIX CETEH.

13. OObsICHUTE IOHATHUE CTIOJIUTHKA 0€30MaCHOCTH OPTaHU3aALIN).

14. Kakue pasnesnsl J0/DKHA coiepKaTh JOKYMEHTAIbHO 0(hOpMIICHHAS TIOJIUTHKA
0e3onacHoCcTH?

15. Kakue npo0OieMsl peraeT BEpXHUN YPOBEHb MOJIUTUKU O€3011acCHOCTH?

16. Kakue 3a1aun periaeT cpeiHuil ypOBEHb MOJIMTHKN O€3011acCHOCTH?

17. KakoBbl 0COOEHHOCTH HIYKHETO YPOBHSI TIOJIUTUKU 0€301TaCHOCTH?

18. ChopmymupyiiTe 00s13aHHOCTH PYKOBOUTEIIEH MOApa3IeiICHU, a IMUHUCTPA-
TOPOB U MOJIL30BATENEH MPU PEATU3AINH TTOJIUTUKU O€30MTaCHOCTH.

19. Orummmre CTpyKTypy HOJUTUKH O€30MTaCHOCTH OpTaHU3aIIHH.

20. YTo npeacTapisitoT co00# CrenMan3upOBAaHHbIE MTOJIMTHKH O€30MacCHOCTH?

21. IlpuBeauTe HECKOJIBKO MPUMEPOB CHEIMATM3UPOBAHHBIX MMOJIUTUK O€30MaCHO-
CTH C OTIUCAHUEM UX OCOOEHHOCTEH.

22. Yo mpeacTaBIIsitoT cOO0H Mpolieayphl 0€30IMacHOCTH?

23. IlpuBenuTe HECKOJIBKO MPUMEPOB MPOIEAYP OE30MACHOCTHU C ONMCAHUEM UX
O0COOEHHOCTEM.

24, IlepeuncnuTe OCHOBHBIE ATAIbl Pa3pabOTKH MOJUTUKHU O0€30MaCHOCTA OpraHu-
3aLMH.

25. ChopmynupyiTe TIaBHYIO 33a4y CTaHAapTOB MHPOPMALIMOHHON 0€301macHOo-
CTH C TIO3UIIMI MPOU3BOAUTEIICH U TOTPEOUTENEH TPOIYKTOB HH(POPMAIITMOHHBIX TEXHO-
JIOTHH, a TAKKE CTICIIHATIMCTOB IO CEPTU(HUKAITIH ITUX MPOTYKTOB.

26. HazoBuTe OCHOBHBIE MEXKIYHAPOIHBIE CTAHIAPTHI HH(POPMAIITMOHHON 0e30-
MaCHOCTH.

27. JlaiiTe KpaTKyl0 XapaKTEepUCTUKY MexayHapoaHoro cranmaprta [SO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE 0COOCHHOCTH TepMaHcKoro ctanaapta BSI «PykoBoactso
HO 3auTe HH(GOPMAIIMOHHBIX TEXHOJIOTUM [ 0a30BOT0 YPOBHS 3aIIUIIEHHOCTI?

29. OnuimTe coAepKaHre U YKaKUTE 3HAUCHUE MEXTyHapoiHoro crtanaapra [SO
15408 «O61mme kputeprn 6€30MacHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHID.

30. [lepeuncnute cTaHAAPTHI AJ1s1 OECIIPOBOIHBIX CETEH U JalTE UX KPATKYIO Xa-
PaKTEpUCTUKY.

31. HazoBute cranaapThl HHGOpMaIIMOHHOM Oe30macHOCTH 1t UHTepHeTa.

32. Yto takoe kpuntorpadus?

33. JlaiiTe ornpenenenus cieIyromuX NOHATHI: KpUNITOrpaMMa, KpUIITOAJITOPUTM,
KpUNTOCHCTEMA

34. B ueM COCTOUT KOPEHHOE PA3INYUE CHMMETPUYHBIX U ACHMMETPUYHBIX KPHUII-
TOCUCTEM?

35. Onuimre qB€ OCHOBHBIE IPOLIETYPbI, OCYILECTBISIEMbBIE CUCTEMOM AIEKTPOH-
HOM 1P POBON MOAMMUCH JII TOATBEPHKICHUS MOJTMHHOCTH IU(DPOBOTO IOKYMEHTA.



36. Kakum 06pa3oM KOMOMHUPOBAHHBIM METO]T ITU(PPOBAHUS MTO3BOJIIET COUETATH
JIOCTOMHCTBA ACCUMETPUYHBIX U CUMMETPUYHBIX KpunTocuctem? ONUIIUTE TPOTOKOI
peanu3anuu KOMOMHUPOBAHHOTO METO/1a U (PPOBAHUS.

37. YUro takoe BpenoHOocHas mporpamma’? OxapakTepu3yiTe OCHOBHBIE TUITbI Bpe-
JIOHOCHBIX MPOrpamMM.

38. YkaxuTe CyleCTBEHHbIE OTJINYUS KOMIIBIOTEPHBIX BUPYCOB OT CETEBBIX Yep-
Beil. OnuieTe 0CHOBHbIE 0COOCHHOCTH TPOSHCKHUX POTPaMM.

39. Onummre J1Ba OCHOBHBIX MTOIX0/1a K 00HAPYKEHHUIO BPEIOHOCHBIX IPOTPaMM.

40. Kak BBINOJIHSETCSA CUTHATYpHBIN aHaln3? KakoBbI €ro 10CTOMHCTBA U HEAOC-
TaTKu?

41. Yro npencTapisioT cOO0M MPOaKTUBHBIE METOAbI OOHapy:keHuda? [aiite xa-
PAKTEPUCTUKH ABYX HAan0o0Jiee MOMYJIIPHBIX MOAX0/I0B.

42. Onuiure NPUHIKI AEUCTBUSA, JOCTOMHCTBA U HEIOCTATKU 3BPUCTUUYECKUX
aHaJIM3aTOPOB.

43. OnuivTte OpUHIUI ICUCTBUS, IOCTOMHCTBA U HEIOCTATKH MOBEICHYECKUX
OJIOKUPATOPOB.

44. Ha3oBUTE U ONUILIUTE AOMOIHUTEIBHBIE MOYJIM AHTUBUPYCHBIX CPEICTB.

45. KakoBbl JOTIOJHUTEIBHBIE MEPHI U CPEACTBA 3AIIUTHI OT BPETOHOCHBIX MTPO-
rpamm, pacIIUPSIOLIIE BO3MOXHOCTH aHTUBUPYCHBIX IPOrpamm?

46. OnuimTe Mepbl U CPEICTBA 3AILUTHI OT CIIAMA.

47. KakoBbl 0COOEHHOCTH pealIM3alliy MOJACUCTEMBI 3aIIUTH KOPTIIOPATUBHOM MH-
dbopmaiu OT BpeIOHOCHBIX ITPOTPAMM U BUPYCOB?

48. KakoBbl BO3MOXKHOCTH cepuu nporykToB Kaspersky Open Space Security st
3alIUThl KOPIIOPATUBHBIX CETEN OT COBPEMEHHBIX MUHTEPHET-YTPO3?

Juis rekymero kourpoas TK1:
IIpoBepsiemast KOMIIETEHIMSA:

KO,Z[ 1 HAMMCHOBAHUEC KOMIICTCHIIUN KO,Z[ U HAMMCHOBAHUC MHIAMUKATOpPA

OIIK-4. Crioco6en monnmarth mpuHiminel pa- | OI1K-4.2. Bnageer HaBbIKaMH TpUMEHEHUS IUPPO-
00TbI COBpEMEHHBIX MH(DOPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH [Js peleHus 3agad npodeccuo-

HOJIOTMH U UCTIOJIb30BATh UX JJISl PEILICHUS HATBHOW JIEATEIHHOCTH C YY€TOM OCHOBHBIX TpeOo-
3a71a4 NpOo(heCCHOHATBHOM IESITeNTbHOCTH BaHUI HHPOPMALIMOHHOM 6E€30MTaCHOCTH
Tecr
Bonpoc Bapuanmer omeema
CKOJIBKO BBIJICIIEHO

HallMOHAJIBbHBIX I/IHTepeCOB
Poccuiickoit @enepanuu B
nHpopManmoHHo# cdepe?.

3
OCHOBHBIX  COCTaBJIAIOIINX | 4
5
6

3aKIII0YAaeTCsl B YCTAHOBKE IOJCITYIIMBAIONIETO YCTPOWCTBA B
amnmapaTypy cpeAcTB 00paboTKu HHGOPMAITII

AKTHUBHBII nepexBar =

OCHOBaH Ha  (UKcalUW  DBJICKTPOMArHUTHBIX  U3IYUYCHUH,
uHpOpPMALIUK 3TO TIEepexBarT, .
KoOTOpBIii: BO3HUKAIOIMUX MpU GYHKIIMOHUPOBAHUM CPENICTB KOMIBIOTEPHOU

TCXHUKHU U KOMMYHI/IKaLII/Iﬁ
OCYHICCTBJIACTCA IMYTEM HUCIIOJIb30BAHUA ONTHUYECKON TEXHUKHU




Bonpoc

Bapuanmbl omeenma

HETIPaBOMEPHO UCTIONB3YEeT TEXHOJIOTUYECKHUE OTXO/IBI
UH(POPMALIMOHHOTO IIpoIiecca
OCYIIECTBIISETCA c MIOMOIIBIO MOJIKITFOUEHUS K

TEJIEKOMMYHHUKAITHOHHOMY 000PY/JOBaHUIO KOMITBIOTEPA

O0ecrieuenrne HaMOHAIBHON

HaJIe)KHAs 3aIIUTa JIMYHOW U IMYIIECTBEHHON 0€30MacHOCTH

obecrieueHne HayYHO OOOCHOBAaHHOTO ¥ TapaHTHPOBAHHOTO
roCy1apCTBOM MHHHMYMa MAaTE€pPHAIBHBIX H JKOJOTUYECKHUX
YCJIOBUU

0e30macHOCTH Ha
npeofojieHne  KOHPPOHTaMM B  OOIIECTBE, JOCTHUIKCHHE
rOCyJapCTBEHHOM  YPOBHE
.. | HAIIMOHAJIBHOTO COTJIACHS
ompenensieTcss  Cleayrolen
N obecrieueHre MPU3HAHHBIX MEXIYHAPOIHBIM MPABOM HWHTEPECOB
rpaxaan Poccun, mpoXUBaIOIINX B 3apYOSKHBIX CTPaHAX
o0OecrieueHrne CyBepeHUTETa W TEPPUTOPHAIBLHOW IIEIIOCTHOCTH
Poccun
YVIOPABJISAIONIAE JIOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BbeKTaMU
HEOOXOAMMO WMETh SBHYIO W XOPOIIO OMPEICICHHYI) CHCTEMY
obecneueHns 0€30IaCHOCTH
B cranmapre «OpamxkeBas | HHAMBUIYaJIbHbIE CyObEKTHI JOKHBI MICHTH(PHUIUPOBATHCS
KHUTa»  (DyHJAMEHTAJIbHOE | BHIYUCIUTEIbHAS CHUCTEMA B CBOEM COCTaBe JOJKHA MMETh
TpeboBanmue, KOTOpOE | anmapaTHbIE/IIPOrpaMMHBbIE MCXaHU3MBI, JOITyCKaromue
OTHOCHUTCS K TPYNIe | He3aBUCUMYIO OIICHKY Ha MPEJAMET TOro, 4TO CHCTEeMa
ITomoTueTHOCTH o0ecreurBaeT BBITTOJTHEHUE M3JI0’)KEHHBIX TPEOOBaHMI
TapaHTUPOBAHHO  3AIIMINEHHBIE MEXaHU3MBI, PEATH3YIONINe
MEPEeYUCIICHHbIE  TpeOOBaHUS, JIOJDKHBI  OBITh  TIOCTOSIHHO
3aIUIIEHBI OT «B3JIAMBbIBAaHUS» W/WIM HECAHKIIMOHUPOBAHHOTO
BHECEHMS N3MEHCHUM
MOJIyYeHUsT  3alluinaeMord HWHGOPMAIMK  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HApyIICHHMEM YCTAHOBJICHHBIX  IMPABOBBIMHU
JIOKYMEHTaMU WJIM COOCTBEHHHKOM, BJaJeNIbIieM WH(OpMaIuu
MIPaB WJIU MPABUJI IOCTYIIA K 3alUInaeMoi nHpopmamu
BO3JICUCTBUS C HAPYIICHUEM YCTAHOBIICHHBIX MPaB /WA TPABUI
HA W3MEHEHHWE WHQPOPMAIUU, TPUBOMISAIIETO K HCKAKCHHIO,
3amuTta uHQOpPMALMHM  OT | YHHYTOXKEHUIO, KOMTMPOBAHUIO, OJIOKUPOBAHHUIO JIOCTYyTMA K
HECAHKIIMOHHUPOBAHHOTO uH(pOpMallMK, a TaKKe K YTpare, yHHYTOXKECHHUIO HIU COOI0
BO3JICHCTBUSA 3TO | (DYHKIIMOHMPOBAHMSI HOCUTENS HHGOPMAITUT
NEeATEILHOCTD 0 | BO3ACHCTBHSI HAa  3allUIaeMylo  WHGOPMAIMIO  OMIMOOK
MPEI0TBPAIICHUIO noJib30BaTess nHpopmarmei, cOost TEXHUYECKUX U MPOTPAMMHBIX

CpeJCTB MHPOPMAIIMOHHBIX CUCTEM, a TAK)KE MPUPOJIHBIX SIBJICHHIM

HEKOHTPOJIUPYEMOTO pacrnpocTpaHeHus 3aIuIIaeMon
uHpOpMALlUM OT €€ pasMJIallleHus, HECAHKIIMOHMPOBAHHOTO
JoCTyna

HECaHKIIMOHUPOBAHHOTO JTOBEJCHUS 3alUIaeMoil MH(OopMaIuu
710 HEKOHTPOJIMPYEMOT'0 KOJIMUECTBA MoTyyaTene HHPopMaluu

3amura nHpOpMAIUU ATO

npoiiecc coopa, HaAKOILJICHUS, 00paboTKH, XpaHEHMUS,
pacrpeneneHus 1 morcka HHGopManuu

npeoOpa3oBanue  WHPOpMaLKU, B  pe3yjibTare KOTOPOTO
coiepkaHue WHQPOPMAIMM  CTAHOBHTCS  HETOHATHBIM UL
CcyObeKTa, He UMEIOIIET0 JI0CTyIa

HOJTy4eHHe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMIICHHS  C

uH(opMalrei, B TOM YUCIIe PU MTOMOIIM TEXHUYECKUX CPEICTB




Bonpoc

Bapuanmbl omeenma

COBOKYIHOCTb ITPABWJI, PETIIAMEHTUPYIOIINX HOPSIOK U yCIOBHUS
J0CTyMa cyObeKTa K HH()OPMAIMH U €€ HOCUTEISIM

JeSITeIbHOCTh 10 NPEJOTBPALICHUIO YTEUKH HH(pOpMaluHy,
HECAaHKITMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3JICHCTBHUI Ha
Heé

[TaccuBHBbIi nepexBar
uHpOpPMALIUK 3TO TIEepexBarT,
KOTOPBIi

3aKJII0YAeTCsl B YCTAHOBKE MOJCIYIIMBAIOIIETO yCTpOMCTBa B
anmaparypy cpeacts 00paboTku nHpopManuu

OCHOBaH Ha  (UKcalUu  DBJICKTPOMArHUTHBIX  U3IYUYCHUH,
BO3HHUKAIOIMIUX MPH (PYHKITMOHUPOBAHUU CPEACTB KOMITbIOTEPHOM
TEXHUKH 1 KOMMYHUKaIUH

HEMpPaBOMEPHO UCTIONb3YeT
UH(POPMALIMOHHOTO IpoIiecca

TCXHOJIOTHYCCKHEC OTXOAbI

OCYHICCTBIACTCA IIYTEM HUCIIOJIb30BaAHUA ONTHYECKON TEXHUKH

OCYIIECTBIISETCS c MTOMOUIBIO MOIKITIOUEHUS K
TEJIEeKOMMYHHUKAIIUOHHOMY 000PYOBaHHUIO KOMITbIOTEpA

O0ecrieuenrne HaMOHAIBHON

0€3011aCHOCTH Ha
rOoCyJJapCTBEHHOM  ypOBHE
OIpElNesieTcs  CICAYIOLIEH
LEJIBIO

HaJeKHAs 3alUTa JIUYHON U UMYIIIECTBEHHON 0€30MacHOCTH

obecrieueHne HayYHO OOOCHOBAaHHOTO ¥ TapaHTHPOBAHHOTO
rOCy1apCTBOM MHHHMYMa MAaTE€PHAIBHBIX H JKOJOTUYECKHUX
YCJIOBUU

npeosioicHue  KoH(poHTarmu B OOIIECTBE,  JIOCTHKEHHUE
HaIlMOHAJIbHOI'O corjiacus
o0ecrieueHre  COLMAIBLHO-IIOJUTHYECKOM W DKOHOMHYECKOM

CTaOMIIBHOCTH CTPAHBI

oOecrieueHre MPU3HAHHBIX MEXKIYHAPOJIHBIM MPAaBOM HHTEPECOB
rpaxzaan Poccun, mpoXuBaroux B 3apy0eKHBIX CTpaHax

K wmcrounukam 3amumaeMon
UH(POPMALIUU OTHOCUTCS

OJICKTPHUYCCKUEC TTOJIA

CBIpbE

Mar"duTHBIC I10JIA

SJICKTPOMAIrHUTHBIC MOJIA

OJIEMCHTAPHBIC YaCTUIIbL

aAKyCTHYECKHE KOJIeOaHUs

EcrecTBeHHBIE yYIpO3bl
0e30macHOCTH  MH(pOPMAITUN
BbI3BaHbI

JACATCIIBHOCTBIO YCJIOBEKA

ommOkamu npu npoektupoBanun ACOU, ee »1eMEHTOB WU
pa3paboTKe MPOrpaMMHOTO OOeCTIeUeHUs

BO3JICUCTBUSIMHA OOBEKTHUBHBIX (DU3MYECKUX TPOIECCOB HIIH
CTUXUWHBIX TPUPOIHBIX SBJICHUMN, HE3aBUCSIIINX OT YEIOBEKa

KOPBICTHBIMU YCTPEMIICHUAMMU 3JI0YMBIIIJIICHHUKOB

olMOKaMu MpHU ACUCTBUSAX EPCOHATA

3ammra wuHQOpPMAIUM  OT
HENpeHaMEPEHHOT 0
BO3JICUCTBUSA 3TO
JESITEIbHOCTD o
IPEOTBPALICHUIO

MOJlydYeHHUsl  3aluinaeMoll  uHGOpMaluu  3auHTEPECOBAHHBIM
CyOBEKTOM C  HApyUICHHMEM YCTAHOBJCHHBIX  IMPABOBBIMHU
JOKYMEHTaMU UM COOCTBEHHUKOM, BIaJeNblieM UHQOpMAaIUU
MIPaB WJIU MPABUJII JIOCTYIIA K 3alUIaeMoi nHopmammu

BO3/ICUCTBUS C HApyIICHUEM YCTAaHOBJICHHBIX MpaB W/UJIH MPaBHUI
Ha W3MCHEHHWE WHQOpMAIMK, TPUBOAAIICTO K HCKAKCHHIO,
YHUUYTOXEHHUIO, KOMIMPOBAHUIO, OJOKHPOBAHHIO JIOCTYyMA K
nHpopMaluu, a TakkKe K yTpare, YHUUYTOXKCHHIO WU COOO
(YHKIMOHUPOBAHUS HOCUTENSI HH(POpMAIUU

BO3JICUCTBUS  Ha  3allMIIaeMyl0  HHGOPMAIUIO  OIMHUOOK
noJb30Baresst HHpopMalen, coosi TEXHUYECKUX U TPOTrPaMMHBIX
CpeCTB HHPOPMAITMOHHBIX CHCTEM, a TAK)Ke MPUPOTHBIX SBICHHIMA




Bonpoc

Bapuanmbl omeena

HEKOHTPOJIUPYEMOTO pacrnpocTpaHeHus 3aIuIIaeMon
uHpoOpMallMd OT €€ pas3rjallleHus, HEeCaHKIMOHUPOBAHHOTO
JOCTyTa

HECAaHKIIMOHMPOBAHHOTO TOBEJCHUS 3alUIaeMoil MH(opMauu
710 HEKOHTPOJIMPYEMOT'O KOJIMUECTBA MoTyyaTene HHPpopMauu

WNndopmannonnsie
HPOLIECCHI 3TO

mporiecc  cOopa,  HakOIUIeHHs,  OOpabOTKH,  XpaHECHHS,
pacrpeneneHus 1 moucka HHPopMauu

npeoOpazoBanne  HWHPOpPMANMHM, B  PE3ylbTaTe€  KOTOPOTO
colepkaHue HWHQPOPMAIIUM  CTAHOBUTCS  HEMOHSATHBIM IS
cyObeKTa, He HIMEIOILIEero TOCTyTa

NOJy4YeHHEe  CyObEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C
uH(opMalrei, B TOM YUCIIe TP TOMOIIN TEXHUUECKUX CPEICTB

COBOKYITHOCTbH NPaBHJI, PErJIaMEHTUPYIOMINUX TOPSIOK U YCIOBUS
J0CTyma cyobeKTa K HH()OpMAIMK U €€ HOCUTEISIM

JeSITeIbHOCTh 10 MNPEJOTBPALICHUIO YTEUKH HH(pOpMaluHy,
HECAaHKITMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3/ICHCTBHUI Ha
Heé

AynuonepexBaTr — IepexBar
uHpOpMaLlUK 3TO TepexBarT,
KOTOPBIi

3aKJTFOYAeTCS B YCTAHOBKE TMOJICITYIIMBAIONIETO YCTPOHCTBA B
amnmapaTypy cpeAcTB 00padoTKu HHGOPMAITIHI

OCHOBaH Ha  (UKcauuu  DIEKTPOMArHUTHBIX  W3IYYCHUH,
BO3HUKAIOIMIUX MpU GYHKIIMOHUPOBAHUM CPEJICTB KOMIBIOTEPHOU
TEXHUKH U KOMMYHUKAINI

HCIIPAaBOMCPHO HCIOJIB3YCT TEXHOJIOTHYCCKHUEC OTXOAbI
UH(POPMALIMOHHOTO TIpoIiecca

OCYHICCTBJIACTCA IIYTEM UCITIOJIB30BAHUA ONTHYECKON TEXHUKHU

OCYIIECTBIISETCS c MTOMOMUIBIO MOJIKJIIOUEHUS K
TEJIEeKOMMYHHUKAIIUOHHOMY 000PYOBaHHUIO KOMITbIOTEpA

B cranmapre «OpanxeBas
KHUTa»  (yHJIAMEHTaIbHOE

TpeboBaHue, KOTOpOe
OTHOCHTCS K rpymime
lapanTun

ynpaBHHIOIL[I/Ie ,Z[OCTYHOM MCETKHN OOJIDKHBI 6I>ITB CBs3aHbBI C
o0OBEKTaMU

HEOOXOIMMO HMMETh SIBHYIO M XOPOIIO ONPEAEICHHYIO CHUCTEMY
obecrneuenus 0€30MaCHOCTH

WHIUBUTyaTbHBIC CyOBEKTHI JOIKHBI UACHTU(OUIIUPOBATHCS

BBIUUCITUTENIFHAS CHUCTEMa B CBOEM COCTaBe [OJDKHA HMETh
anmaparHble/IporpaMMHbIE MEXaHU3MBI, JIOITY CKaIOIKE
HE3aBUCHMYIO OIIEHKY Ha MPEIMET TOTO, YTO CHUCTEMa
obecrieurBaeT BBITTOJTHEHUE M3JI0’)KEHHBIX TPEOOBAHMI

KOHTPOJIbHAasE WHQGOpMAIUs JIOJDKHA XPAaHUTHCA OTACIBHO U
3alluIaTbCs Tak, I-ITO6I>I Cco CTOpOHBI OTBGTCTBeHHOﬁ 3a 9TO
TpyNnbl  MMENach  BO3MOXKHOCTH — OTCJICKHBATH  JICHCTBUA,
BIIMAIONINE Ha OE€30IIaCHOCTD

K "ocurenaMm 3ammiiaeMon
nH(pOpMaIu OTHOCHUTCS

JIIOIU

CBIPBE

YCPHOBUKHU U OTXOABI TPOU3BOJACTBA

JIOKYMEHTBI

aKyCTUUYECKHE KoJIeOaHus

NckyccTBeHHBIE YIpO3bI
6e30macHOCTH  MH(pOpMaIH
BbI3BaHbI

ACATCIIBHOCTBIO YCJIOBCKA

ommbOkamu npu npoektupoBannn ACOU, ee »1eMEHTOB WU
pa3paboTKe MPOrpaMMHOTO OOeCTIeUeHUs

BO3JICUCTBUSIMHA  OOBEKTHUBHBIX (DU3MYECKUX TPOIECCOB HIIH
CTUXUHHBIX TPUPOIHBIX SBJICHUN, HE3aBUCSIIINX OT YEIOBEKa




Bonpoc

Bapuanmbl omeenma

KOPBICTHBIMHU YCTPCMIICHUAMMU 3JI0YMBIIIJIICHHUKOB

olMOKaMu MpHU ACUCTBUSAX EPCOHATA

3ammra wHbOPMAIMK  OT
pasrialeHus 9TO
JIEATENHHOCTD 1o
PEIOTBPALICHUIO

MOJlydYeHUsl 3aluiiaeMol  uHGOpMaluu  3aWHTEPECOBAHHBIM
CyOBEKTOM ¢ HapylmIeHHEM YCTAaHOBIEHHBIX  MPABOBBIMH
JOKYMEHTaMHU WM COOCTBEHHUKOM, BaJielblieM HHPOpMaIIU
IIpaB WJIM MPaBUJI JOCTYyNA K 3alluiiaeMoi HHpOopMaIuu

BO3/ICUCTBUS C HApyIICHUEM YCTAaHOBJICHHBIX MpaB W/MIIHM MPaBUI
Ha W3MCHEHHWE WH(QOpMAIMK, TPUBOAAIICTO K HCKAKCHHIO,
YHUUYTOXKEHHIO, KOMHUPOBAHMIO, OJOKMPOBAHHIO JOCTyHma K
nH(popMaIuu, a Takke K yTpaTre, YHHUYTOKCHHUIO WM COOI0
(GyHKIIMOHUPOBAHUS HOCUTENS HHGOpMAIuu

BO3JICUCTBUS  Ha  3alMIIaeMyr0  HHPOPMAIMIO  OUIMOOK
noJb30Barteis uHdopMalei, coosi TEXHUUECKUX U MTPOTPaMMHBIX
CPEICTB HHPOPMAITUOHHBIX CUCTEM, a TAK)KE IPUPOTHBIX SBICHHMA

HEKOHTPOJINPYEMOTO pacnpocTpaHeHus 3alUIIaeMON
uHboOpMallMl OT ee pasrjalleHus, HECAaHKIIMOHUPOBAHHOTO
JOCTYyIa;

HECaHKIMOHUPOBAHHOTO JOBEICHUS 3allUIIaeMoil MHpOopMauu
710 HEKOHTPOJIMPYEMOT'0 KOJIMYEeCTBa MoJrydarenei nudopmanuu

[TpocMoTp
nepexsar
KOTOPBIi

Mycopa  3TO
uHpopManuy,

3aKJTFOYAETCS B YCTAHOBKE TMOJICITYIIMBAIONIETO YCTPOHCTBA B
amnmapaTypy cpeAcTB 00paboTKu HHGOpMAITII

OCHOBaH Ha  (UKcauuu  DIEKTPOMArHUTHBIX  W3IYYCHUH,
BO3HUKAIOIMUX MpU GYHKIIMOHUPOBAHUM CPEICTB KOMIBIOTEPHOU
TEXHUKH U KOMMYHUKAINI

HCIIPAaBOMCPHO HCIIOJIB3YCT TCXHOJIOTHYCCKHEC OTXO0AbI

WH(OPMAIMOHHOTO MpoIecca

OCYHICCTBJIACTCA IMYTEM UCITIOJIB30BAHUA ONTHYECKON TEXHUKHU

OCYIIECTBIISIETCS c MTOMOMUIBIO MOJIKJIIOUEHUS K
TEJIEeKOMMYHHUKAIIUOHHOMY 000PYOBaHHUIO KOMITbIOTEpA

K OCHOBHBIM
HelpeaHaMEPEHHBIM
HCKYCCTBEHHBIM
ACOMU otHOCHTCS

yrpo3am

buznyeckoe pazpyuieHHe CUCTEMbI ITyTEM B3phIBa, MOIXKOTa U T.I1.

nepexBaT NOOOYHBIX 3JIEKTPOMATHUTHBIX, aKYCTUUECKUX U APYTUX
W3JIyYECHHU YCTPOUCTB U JIMHUU CBSI3U

U3MEHCHHE PEKHMOB pPabOThI yCTPOWMCTB WM  IPOTPAMM,
3a0acToBKa, caboTaxk MepcoHasna, MOCTAHOBKA MOIIIHBIX aKTUBHBIX
MIOMEX U T.II.

YTEHHUE OCTAaTOYHOH HMH(OPMAIMM M3 ONEpPATUBHOW MaMATH U C
BHEIIIHUX 3alIOMUHAIOIINX YCTPOUCTB

HEYMBIIIJICHHbIE JEHCTBUS, MPUBOIAIINE K YaCTUYHOMY WIH
MOJIHOMY OTKa3y CHCTEMbl WM Pa3pyLICHUIO anlapaTHbIX,
IPOrPaMMHBIX, HHPOPMAIIMOHHBIX PECYPCOB CUCTEMBI

3ammra wHbOPMAIMK  OT
HECAHKIMOHHUPOBAHHOTO
JOCTYyTa 3TO JACSATEeILHOCTD
O MPEIOTBPAILICHUIO

NOJy4YeHUs 3alMIiaeMoil MHGOpMAaIMM  3aWHTEPECOBAHHBIM
CyOBEKTOM €  HapyUIEHHEM YCTAHOBJIEHHBIX IIPaBOBBIMHU
JOKYMEHTaMHU WA COOCTBEHHMKOM, BIIAJeNbIieM MH(opMaImu
IIpaB WJIK MPaBWJI JOCTYNA K 3alIUIaeMOi nH(opMaIiu

BO3JICHCTBUS ¢ HAPYIICHHEM YCTAHOBJICHHBIX MPAB /MM IPABHII
Ha W3MEHEHHEe WHGOpMAIMK, NPUBOAALIETO K MCKAKCHHIO,
YHUYTOXKCHHIO, KOIMPOBAHUIO, OJOKMPOBAHUIO JOCTyNa K
uHpOpMalLIUK, a TaKXKe K yTpare, YHUUYTOXKEHUIO WK cOOI0
(YHKIIMOHUPOBAHUS HOCUTEIS HH(POPMAITUU




Bonpoc

Bapuanmbl omeenma

BO3JICUCTBUS  Ha  3allMIIaeMyr0  HHPOPMAIMIO  OUIMOOK
M0JIb30BaTeN s HHPOPMAITUCH, cO0sI TEXHUYECKUX U MTPOTrPAMMHBIX
CPEICTB HHPOPMAITMOHHBIX CHCTEM, a TAK)KE IPUPOTHBIX SBICHHIA

HEKOHTPOJINPYEMOTO pacnpocTpaHeHus 3alUIIaeMON
uHpOpMallMd OT €€ pasrjalleHus, HEeCaHKIMOHUPOBAHHOTO
JocTyna

HECAaHKI[MOHUPOBAHHOTO JOBEICHHUS 3alllUIIaeMOil MHpOpMAIUU
710 HEKOHTPOJIMPYEMOT'0 KOJIMYeCTBa MoJrydarenei nudopmanuu

Joctyn x nuHopMaruu 3To

npoiiecc coopa, HaAKOILJICHUS, 00paboTKH,  XpaHEHUS,
pacrpeneneHus 1 moucka HHPopMauu

npeoOpa3oBanue  WHPOpPMaLUU, B  pe3yjibTare KOTOPOTO
coiepkaHWe WHQPOPMAIMA  CTAHOBHUTCS  HETOHATHBIM UL
CyOBeKTa, He MIMEIOILETo JOCTyna

HOJTy4eHHe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMIICHHS  C

uH(popMalel, B TOM YUCIIe IPU MOMOIIN TEXHUYECKUX CPECTB

COBOKYITHOCTH TPAaBHII, PETJIAMEHTUPYIOMIUX TTOPSIOK U YCIOBHUS
JIOCTyTIa CyObeKTa K HH()OPMAITUU U €€ HOCUTEISIM

JeSITeIbHOCTh 10 MNPEJOTBPALICHUIO YTEUKH HH(pOpMaluHy,
HECAaHKITMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3JICHCTBHUI Ha
Heé

AKTUBHBIN MepexBaT

[IACCUBHBIN IIEpEXBAT

ayuornepexnar

BHUACOIICPCXBAT

IPOCMOTp Mycopa

Ilepexaar, KOTOPBIi
3aKJII0YAeTCs B YCTaHOBKE
HOJICITYILIMBAIOIIETO
YCTpPOWCTBA B ammaparypy
CpenCcTB 00paboTku
nH(opMaIy Ha3bIBaeTCS

B MEXyHapOIHOM
CTaHzapre «OpanxeBas
KHUTa» MUHHMMaJbHas

3aluTa 3To rpymnmna

m| | QW >

ITo xapakTepy BO3AEHCTBUS
YAQAJICHHBIC aTaKU ACIIATCA Ha

yCIIOBHBIE U 0€3yCIIOBHbIE

aTaku ¢ 00paTHOH CBSI3bIO U O3 00paTHOI CBA3M

BHYTPHUCCTMCHTHBIC 1 MC)KCCITMCHTHELIC

IIaCCUBHBIC U aKTUBHBIC

aTaKH, KOTOPbIE MOTYT PEaIn30BbIBATHCS HA BCEX CEMU YPOBHSIX —
bu3nYECKOM, KaHAIILHOM, CETEBOM, TPAHCIIOPTHOM, CEAaHCOBOM,
MIPEACTAaBUTEIIHHOM U NMTPUKJIIATHOM

CyOBexT JOCTYyTIa K
nHpopMaIuu 3To

dusznyeckoe IUIO, WIHM MaTepHUaTbHBIA OOBEKT, B TOM 4YHCIIC
buznveckoe ToJIe, B KOTOPHIX HMHGPOPMAIMS HAXOAUT CBOE
0TOOpaXeHHe B BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKHIX
peLIeHUN U IPOLECCOB

CyOBEKT, OCYIIECTBISIOMUNA TIOJIb30BaHUE HWHPOpMauen u
peanu3yromuil TOJTHOMOYHSI PacIIOpsKEHHS B MpeJieNnax Mpas,
YCTAHOBJICHHBIX 3aKOHOM M/MJIM COOCTBEHHUKOM MH(pOpMaIUu

CyObBeKT, Monb3yloluiics HHPOpMauei, MOJIy4eHHOW OT ee
COOCTBCHHHUKA, BJIAJICNblIa WM TOCPEAHHKAa B COOTBETCTBHU C
YCTaHOBJICHHBIMH NPaBaMM U MPAaBUIIAMHU JJOCTYTIA K HHPOpMALUU
7100 ¢ UX HAPYIICHHEM




Bonpoc

Bapuanmbl omeenma

CyOBEeKT, B TIOJHOM OOBEME PpEATM3YIOIMMN MOTHOMOYUS
BJIAJICHUSI, TIOJB30BAHMS, pPACMOPSHKCHUsT WHpopManued B
COOTBETCTBUU C 3aKOHOJATEILHBIMH aKTAMHU

Y4aCTHUK ITPABOOTHOLICHUH B MH(POPMAIIMOHHBIX IpoIeccax

Ilepexaar, KOTOPBIi
OCYIIECTBIIAETCS yTeM
UCIIOJIb30BAaHUS ONTHYECKON
TCXHUKH, HA3BIBACTCA

AKTUBHBIN I1IepexBaT

MaCCUBHBIN MepexBaT

AyJUOoInCpexBaT

BUICOIICPEXBAT,

IPOCMOTP Mycopa

O0ecrieueHre HAMOHAIBHOMU

HaJIe)KHAs 3aIMTa JTMYHONW ¥ UMYIIIECTBEHHOW 06€30IacHOCTH

oOecrieyeHne HaydHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOTO
roCyJlapCTBOM MHHHMyMa MAaTEpUAIbHBIX W 3KOJOTHYECKUX

0e30MacHOCTH Ha  ypOBHE 9
yCIIOBUH
IpaXkIaHCKOTO o0rmiecTBa
.. | moBbImeHre 3(PPEKTUBHOCTH 3AIUTHl KOHCTUTYLIMOHHOTO CTPOS,
ompezensercs  claeayrouei .
HeNBIO paBoMopsIKa, OOPbOBI C OpPT. MPECTYMHOCTHIO U KOPPYIIHEH
npeofoJicHHe KOHPPOHTaMM B  OOIIECTBE, JOCTHIKCHHE
HAI[MOHAJILHOTO COTJIacHsl
A
B MEXIYHAPOIHOM B
CTaHJIapTe «OpanxeBas C
KHHTa) MHMBUYaTbHAS [y
3alUTa 3TO rpymnmna E
YCIIOBHBIE U 0€3yCIIOBHbIE
aTaku ¢ 0OpaTHOM CBSI3bIO M O3 0OpaTHOI CBA3H
I[lo wmemm  BO3AEHCTBHS | BHYTPUCEIMEHTHBIE U MEKCEIMEHTHbIE

YAAJICHHBIC aTaKW ACTIATCA Ha

IIaCCHUBHBIC U aKTUBHBIC

ATaKM B 3aBUCHUMOCTH OT HAPYLICHUIA KOH(bI/I,Z[GHI_II/Ia.HBHOCTI/I,
HCJIOCTHOCTHU U NJOCTYITHOCTHU

IIepexBar, KOTOpBI OCHOBaH
Ha (bukcarm
AJIEKTPOMAarHUTHBIX
W3IIy4YE€HUH, BO3HUKAIOIINX
npu (bYHKIMOHUPOBAHUN
CpEICTB KOMIIBIOTEPHOU
TEXHUKU U KOMMYHHUKaIUH
Ha3bIBACTCS

AKTUBHBIN MepexBaT

[IACCUBHBIN IIEpEXBaT

AyJUOICpeXBaT

BHUACOIICPCXBAT

IPOCMOTp Mycopa

B MEXIYHAPOIHOM
CTaHJIapTe «OpanxeBas
KHUTa» MaHJaTHas 3amuTa
3TO rpynna

m| | QW >

ITo YCJIOBUIO Havasa
OCYIIECTBIICHUS BO3/ICHCTBUS
yAQJICHHbIE aTaKy ACNISTCS Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOM CBSI3bIO U Oe3 0OpaTHOM CBSI3U

BHYTPHUCETMCHTHBIC 1 MC)KCECTMCHTHEIC

ITaCCUBHBIC 1 aKTUBHBIC

aTaKM B 3aBUCHUMOCTH OT HapyLICHUIA KOH(l)I/II[eHI_[I/IaJ'II)HOCTI/I,
HCJIOCTHOCTHU U NJOCTYITHOCTHU

CoOcTBeHHMK  HH(pOpMALUU
3TO

du3nyeckoe IO, WIN MaTepHAIbHBIH O0BEKT, B TOM YHCIIC
¢usuueckoe Tmose, B KOTOPBIX MHPOPMALMS HAXOAUT CBOE
0TOOpakeHHE B BHJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX
pEeLIECHUN U IIPOLIECCOB




Bonpoc

Bapuanmbl omeenma

CyOBEKT, OCYIIECTBISIOMUNA TIOJIb30BaHUE HWHPOpMauen u
peaTn3yIomuil MOJIHOMOYHS PACHOPSIKEHUS B Tpejiesiax Mmpas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHKOM MH(OpMaIiu

CyOBEKT, MOJb3yIoIuiics nH(OpMaIMel, MMOyYeHHOH OT ee
COOCTBEHHUKA, BIIAJEbla WIN ITOCPETHUKA B COOTBETCTBUH C
YCTaHOBJICHHBIMH NPaBaMM U MPABUIIAMU JJOCTYTIA K HH(POpMALUU
100 ¢ UX HApYIICHUEM

CyObEeKT, B TIOJHOM O0bEME pEIN3YIONMHA ITOJHOMOYUS
BJIQJICHUA, T[IOJIb30BaHMS, pachopsbkeHuss uHbopMmanueil B
COOTBETCTBUU C 3aKOHOAATEIbHBIMU aKTaMU

YYaCTHHK MTPABOOTHOIICHUN B HH(OPMAIIMOHHBIX IPOLIeccax

Ilepexaar, KOTOPBIi
OCYILIECTBIISIETCS C IOMOIIbIO
MOJIKJIIOUEHUS K

TCIICKOMMYHUKAITHOHHOMY
000pYyIOBaHUIO KOMITBIOTEpA
Ha3bIBACTCS

AKTUBHBIN MepexBaT

MaCCUBHBIN MepexBaT

AyJUOInCpexXBaT

IPOCMOTp Mycopa

BHUACOIICPECXBAT

B MEKTyHAPOITHOM
CTaHjapre «OpanxeBas
KHUTa» BepU(pUIMPOBaHHAS
3aluTa 3To rpymnmna

esllwii@llieeliv=

I[lo wammumio  oOpaTHOM
CBSI3U c aTaKyeMbIM
00BEKTOM yAalleHHBIC aTaKu
JeIISATCS Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOM CBsI3bIO M O3 0OpaTHOI CBA3H

BHYTPHUCETMCHTHEBIC 1 MC)KCECITMCHTHEIC

IIaCCUBHBIC U aKTUBHBIC

ATaKM B 3aBUCUMOCTH OT HAPYLICHUIA KOH(bI/II[eHI_[I/IaJIBHOCTI/I,
HEJIOCTHOCTH U NJOCTYITHOCTHU

Jluto, CaMOCTOSITEJILHO
cO3/1aBIlIee nH(popManuo
1100 NOJIy4MBIIEE Ha
OCHOBAaHMHM  3aKOHAa  WJIH
JIOTOBOpa MpaBO pa3peliarhb
WM OTPaHWYUBATH JOCTYH K

MCTOYHUK HH(OpMAIUN

MOTpeOUTEh HHPOPMAITHH

YHUYTOXUTENb HHPOPMALUH

HOCHUTEIb HHPOPMALTUH

rH(GOpMAIIH oOmagarens nHGopManuu
OOGs3arenbHOE A | 5 1exTpoHHOE COOOIEHNE
BBITIOJTHEHUST JIULIOM,

NONYYMBIIMM  JOCTYH K | PaclpocTpaHeHne uHpopManuu

oTpenieieHHONW uH(opMauy,
TpeOOBaHNE HE TepeaaBaTh
TaKyo UHPOPMALIHIO
TPETHUM JIUIIaM 0€3 COTJIACHSI
ee o0anaTens 3To

Npe0CTaBICHNE HHPOPMAIIH

KOHGHUACHIHATBHOCTh HHGOPMAIHH

JIOCTYT K HH(OPMAITUH

JenicTBus, HaIIpaBICHHBIE HA

YHUUTOKEHUE NH(OPMAIIH

MOJTyICHUE uHpopmaruu

pacnpocTpaHeHne HHHOPMAITHH
HEOTNPEACNEHHBIM  KPyTroM
JINIT nin r[epe;[aqy MpeaOCTaBIICHUC I/IH(i)OpMaLII/II/I
uH(popMamn KOH(QHICHINAIEHOCTh HHPOPMALTUH
HEONPeIeTICHHOMY KpyTy
JTUIT 3TO JOCTYH K HH(QOpMaIUu
Bo3moxHOCTB MOJYYEHUS | coOXpaHeHHe HHPOPMAIHU
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uHpopmarun u ee
HUCIIOJIB30BaHUA 3TO

pacnpocTpaHeHne HHPOpPMALIH

MpeaAOCTaBIICHUC I/IH(l) opManuun

KOH(GHUACHIHATBHOCTh HHGOPMAIHH

JIOCTYT K HH(OPMAITUH

[Tpouecc COOOIIeHNS ABTOpUZAIHA
CyOBEKTOM CBOEro HWMEHHU
U HOMEDpa, C LCJIBIO aYTeHTI/I(I)I/IKaLII/I}I
MOJTy4YeHHUsl  ONpeAeNEHHBIX
HOJIHOMOYHH (TIpaB gocTyma) | o0e3nnynBaHue
Ha BBIMOJIHEHHE HEKOTOPBIX
(pa3pereHHbIX emy) | ACHCpCOHATN3ALINA
JIEHCTBUI B CHUCTEMAX C

uACHTU(UKALINS
OTPaHUYEHHBIM JJOCTYIIOM
IIponenypa IIPOBEPKH | aBTOPH3AIHS
COOTBETCTBUSl CYOBEKTA U | ogesmuunpanue
TOTO, 32 KOIO OH IBITAETCA

JeTIePCOHATH3AIIHS
ce0s BBIIATH, C IIOMOIILIO
HEKOU YHUKAIIBHOMN ayTeHTHUKALM
MH(pOpMaLUU UICHTUDUKATIVS
ITponece, a Takxke pe3yybTaT

aBTOpHU3alud
npoiiecca MIPOBEPKHU
HEKOTOPBIX  00s3aTeNbHBIX
IapaMeTpOB TONb30BaTes N, | HACHTHUKaIA
npu YCHELIHOCTH,
NPEIOCTaBIICHUE eMy | ayTeHTH(HKauus
onpeAeNEHHBIX MOJTHOMOYUN
Ha BBIIIOJITHCHUC HEKOTOPBIX | oOe3IMUYUBAHUE
(pa3perieHHbIX emMy)
JEUCTBUM B CHUCTEMAaX C HeTIepCOHATH3AIHA

OIrpaHUYCHHBIM JOCTYIIOM

HecankumoHnpoBaHHbIM
JOCTYTI K HH(OpMaIuu 3T0

JIOCTYN K MH(OPMAIIUY, HE CBSI3aHHBIN C BBIIOJHCHHEM (DYHKIIMOHAb-
HBIX 00513aHHOCTEH 1 HE O(OPMIICHHBIHN JOKYMEHTAIBHO

paboTa Ha Ty>KOM KOMITbIoTepe 0e3 pa3pelieHus ero Biaieiblia

BXO0/J Ha KOMIIBIOTCP € UCTIOJIb30BAHUCM JAHHBIX APYTOr0 OJb30BATCIIA

JOCTYI K JIOKaJIbHO-HH(POPMAIIOHHON CETH, CBSI3aHHBIN C BBITOJHEHH-
eM (pyHKIIMOHAJIBHBIX 00SI3aHHOCTEH

noctyt k CYBJ] oy 3ampeneHHBIM IMEHEM TI0Th30BaTENS

JlokymeHTupOoBaHHas

uHpOpMaIUs, JOCTYTI K
KOTOpOH  OrpaHMYMBaeT B
COOTBETCTBHUH c

3aKOHAaAeILCTBOM P

MHQOPMAIHSI COCTABISIOMIAS TOCYJAPCTBECHHYIO TalHY

UHQOPMAITUS COCTABIISIONIAS KOMMEPUYECKYIO TaliHy

NepCOHANbHAs

KOH(UAeHINAIbHASI HHPOpMALHS

JIOKYMEHTHUpPOBaHHAsI WH(OPMAITHS

HNuadopmannronHas
0€e30MacHOCTh 0OECIIEYnBAET. ..

OnmokupoBaHue HHGpOpMaK

HCKaKeHHE HHPOpMaIH

COXPaHHOCTb HH(POPMALIH

yTpaTty uHbopMaIiu

Mo ICIKy HHOpMauu

Xurenue HHGOpMAIMH — 3TO. ..

HECAaHKIIMOHUPOBAHHOE KOITMPOBaHUE HH(POPMAIIUU

yTpara napopmanmu

0JioKMpoBaHue HH()OPMAIIUU

UCKaXCHHE HH(POPMAIUH

npojaxa HHpOopMaIuu
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Hoctyn k nHGOpMAIUH — 3TO:

00s13aTeTbHOE ISl BBITIOMHEHUS JIUIIOM, MOJIYYHMBIIUM JOCTYI K OIpe-
JleJIeHHOW mHpopManuu, TpeOOBaHNE HE TepelaBaTh TaKyr HHQpopMa-
IIUIO TPETHUM JIUIaM 0€3 COorJiacus ee oOamaTens

JIEHCTBUS, HANPaBJICHHBIC HA MOJTyYeHHe HHQOpMaIIHK HeoTpe IeieH-
HBIM KPYTOM JIMII WJIH Tiepefavy nH(OpMaIui HeOPeaeIEeHHOMY KPYTY
JIUI]

JeHCcTBUs, HAIlPaBICHHBIC HA NOJIy4YeHUE MH(OpMAaIMU ONpeeleHHbIM
KPYT'OM JIUII WK Tepefady HHGOpMaIH ONpeaeICHHOMY KPYTY JIUI]

I/IH(i)OpMaLII/IH, nepeaanHas Wjiun IMoJTy4YCHHas IMOJIb30BaTCICM I/IH(l)OpMa—
I_II/IOHHO-TeHeKOMMYHHKaHPIOHHOﬁ CCTH

BO3MOXXHOCTD ITOJTYYCHUA I/IH(i)OpMaI_II/II/I " €€ UCII0JIb30BaHUA

OOecneuenue
UHGOPMAIHOHHOM
0e301acHOCTH
obecrieueHue. ..

€CTh

HC3aBHUCHUMOCTH I/IH(I)OpMaI_II/II/I

W3MEHEHUs HHPOpPMALUU

KOMTUPOBaHUS HH()OpMAITUU

COXPAHHOCTH UH(pOpMAIHH

npeoOpazoBaHus HHHOpMALIUU

K kakomy Buay Mep 3allUThI
UHQOpPMAIUA  OTHOCHTCS  yT-
BEepXKACHHASI TporpamMma pabdoT
B 00acTu 6€30MacHOCTH

MOJINTHUKA 0€30MaCHOCTH BEPXHETO YPOBHS

HOJIUTHKA OE30I1aCHOCTH CPETHETO YPOBHS

MOJINTHKA 0€30MMaCHOCTH HUIKHETO YPOBHA

IMMPUHIMIT MUHUMHA3AIUA HpI/IBI/I.HeI‘I/Iﬁ

3alUTa MoAAeP>KUBatOIEH HHPPACTPYKTYPbI

T'apanTus Toro, 4To npu XpaHe-
HUM WM Tepenade wHpopma-
UK He ObLIO MPOU3BEACHO He-
CaHKIIMOHUPOBAHHBIX H3MEHE-
HUU

KOH(HUACHIIMAIBHOCTD

LIEJTOCTHOCTH

JOCTYITHOCTB

AYTCHTUYHOCTD

aneJTNpyeMOCTh

K dbynxumsam nadopmanmonHoi
0e30I1acCHOCTH OTHOCSTCS

BBIABJICHUC HCTOYHNUKOB BHYTPCHHUX U BHCHIHHUX YTPO3

CTpaxOBaHUC I/IH(i) OpMalMOHHBIX PECYPCOB

3aIIMTa roCyAapCTBEHHBIX HH(POPMAIIMOHHBIX PECYPCOB

MOJITOTOBKA CHEIHHMAIMCTOB O 00ecreYeHn0 MH(OPMAIMOHHON 0e30-
MacHOCTH

BCC OTBCTHI BCPHBI

K HarnuoHambHBIM HMHTEpecam
P® B undopmanmonHoi chepe
OTHOCATCS

peannzanys KOHCTUTYIIMOHHBIX TPaB Ha IOCTYN K WH(OPMAIUH

3amuTa nH(OpPMAIUH, 00eCIICUNBAIOIICH THYHYI0 0€30IMaCHOCTh

3alTa HE3aBUCUMOCTHU, CYBCPCHUTCTA, FOCYI[apCTBCHHOﬁ U TCPPUTO-
pPIaJ'IBHOfI OECJIIOCTHOCTH

MOJIUTUYCCKAA DKOHOMHYCCKasA U CollnaIbHasi CcTaOHMIIBHOCTD

COXpPAHCHHUC U O30POBJIICHUN oxpymaromeﬁ CpcablL

T'apanTus TOrO, 4TO KOHKpET-
Has wuH(OpMAaIUs  JOCTYITHA
TONIBKO TOMY KpYyTy JHI, s
KOTOPBIX OHA MpeTHa3HaYeHa

KOH(pHICHIIMAIBHOCTh

OEJIIOCTHOCTD

AOCTYIIHOCTD

AYTCHTHUYHOCTD

aneJIupyeMoCTh

COBOKYIHOCTb HOPM, MPaBWI U
NPaKTUIECKUX PEKOMEHIAIHIA,
peraMeHTHPYIOIUX  paboTy
cpenctB 3amutel AC OT 3amaH-
HOTO MHOXKECTBa Yyrpo3 0e30-
MACHOCTH

KOMIUIEKCHOE o0ecrieueHrne MHPOPMAIIMOHHON 0€30MacHOCTH

oe3omacaocts AC

yrpo3a nH(pOopMaImoOHHOM 0€301MacCHOCTH

aTaka Ha aBTOMATU3UPOBAHHYIO CUCTEMY

[IOJIUTUKA OE30MaCHOCTH

Haubosnee pacnpocTpaHeHHbIC
YIpO3bI MH(OPMAITUOHHOM
0€e30MacHOCTH

YTPO3bI EIOCTHOCTH

YIpO3bI 3aUTUIIIEHHOCTH

yIpO3bI 6€30MMaCHOCTH
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YI'PO3bI TOCTYITHOCTH

yTpo3bl KOHGUACHIIUATLHOCTH

JeiicTBue, npeAnpUHUMAEMOE
3JIOYMBIIUICHHAKOM, ~ KOTOpPOE
3aKJII0YacTCI B TIOMCKE M HC-
MOJIb30BAHUHM TOMW WIIM WHOM
YS3BUMOCTH CHCTEMBI

KOMIUIEKCHOE o0ecrieueHrne HHPOPMAITHOHHON 0€301acCHOCTH

oe3omacuocts AC

yrpo3a HH(pOpMaMoHHON 0e301acHOCTH

aTaka Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

[IOJIUTUKA OE€30aCHOCTH

Cocrosizue 3QLIUIIEHHOCTH | HH(pOpMALMOHHAs 0€3011aCHOCTh
MHOTOHAIMOHANIBHOTO  HAPOJA | §as1aCHOCTE
KaK HOCHUTCIIAI CYBEPCHUTETA U
CANHCTBCHHOI'O NCTOYHHUKA 3amuTa HH(bOpMaHHH
BIIACTH HAIMOHAJILHAS 0€30I1aCHOCTD
CBOMCTBO JNaHHEIX OBITH J0C- | KOH(MUACHIIMATHLHOCTD
TYOHBIMHU JI1 CAHKIUOHHUPO- EJIOCTHOCTD
BAaHHOI'O ITOJIB30BaHHA B ITPOU3-
. JIOCTYITHOCTD
BOJIbHBIM MOMECHT BPEMCHU, KO-
raa B O6paH_[€HI/II/I K HUM BO3HHU- aYTeHTI/IqHOCTB
KacT HCO6XOZ[I/IMOCTB aHHeHpreMOCTB
KOH(pHICHIIMAIBHOCTh
FapaHTI/ISI TOro, 410 HCTOYHHU- IIEJIOCTHOCTD
KOM I/IH(i)OpMaLII/II/I ABJACTCA
JIOCTYITHOCTh
UMEHHO TO JIMIIO, KOTOPOE 3a-
SIBJICHO KaK €€ aBTOp aYTeHTI/IqHOCTB
anmeaupyeMoCcThb
TapanTust Toro, 4to mpu HeoO- | KOH(OUICHIINATEHOCTD
XOOUMOCTH MOXKHO 6yz[eT AOKa- | 11eJJOCTHOCTh
3aTb, 4YTO aBTOPOM COO6H.[€HI/IH I[OCTYHHOCTI)
HBHHCTC? HUMCHHO TOT 4YCJIOBCK, aYTeHTI/IqHOCTB
KOTOPBIN 3asBJICH KaK €€ aBTOp
W HU KTO APYTOii anmeaupyeMoCcThb

CooTHecuTe MHTEPECH B 00Jac-
TH uHpOpMaLMOHHOU Oe3omac-
HOCTH:

1. HartmonanbHbIE MHTEPECHI

2. IHTEpEeCchHl TMYHOCTH

3. HTEepecsl rocynapcTna

4. NnTepeck! o01mecTBa

1. cocToAT B peanu3alMd KOHCTUTYLMOHHBIX IpaB M CBOOOM, B
o0ecrieueHNH JIMYHOW O€30MacHOCTH, B TOBBIIICHNH KAauyecTBa H
YPOBHSI KM3HH, B (DU3UYECKOM, AYXOBHOM M HHTEJUIEKTYyaJIbHOM
Pa3BUTHH YENIOBEKa M IPaKIaHUHA

2. o0ecrneuynBalOTCS HWHCTUTYTaMU TOCYJAApCTBEHHOW BJIACTH,
OCYIIECTBIISIOMMUMH CBOM (DYHKIIMH, B TOM YHCIIC BO B3aUMOJICH-
CTBUHU C JeicTByromUMH Ha ocHOBe KoHnctutynuu P® u 3akoHo-
natenbcTBa PO 001IeCTBEHHBIMUA OpPTraHU3aIUsIMA

3. COCTOSIT B HE3BIOJIEMOCTH KOHCTHTYIIMOHHOTO CTPOSi, CYBepEHU-
TE€Ta U TEPPUTOPUATILHON LIEIOCTHOCTH Poccuu, B MOTUTHYECKOM,
HYKOHOMHUYECKON W COIMAIBHON CTAOMIBHOCTH, B 0€3yCIOBHOM
o0ecreyeHny 3aKOHHOCTH M TMOJJIEp’KaHUU MPAaBOIOPAIKa, B pas-
BUTHUH PABHONPABHO I'0 U B3aUMOBBITOJIHOIO MEKTyHAPOIHOTO
COTPYJIHUYECTBA

4. cOCTOAT B yIPOUEHUHU JEMOKPATUH, B CO3JaHUU ITPaBOBOTO, CO-
[IAAJTFHOTO TOCYJIapPCTBA, B IOCTHKCHUH U MOICPKAHUU OOIIEeCT-
BEHHOT'O COTJIACHs, B yXOBHOM OOHOBJIeHUHU Poccun

CoOTHECUTE OCHOBHBIC TTOHATHS
B 00jacTH MHGOPMAIIMOHHON

1. aTaka

2. ya3BumocTtb AC
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0€e30acCHOCTH

3. yrpo3a 6e3omacHoctu AC

4. 3amnunieHHas CucTeMa

1. HEKOTOpOE HEyJauHOE CBOMCTBO CHCTEMBI, KOTOPOE MENAET
BO3MOKHBIM BOZHUKHOBEHHE U PEATH3ALNIO YTPO3bI

2. cucTemMa co CpeACTBaMU 3alllUThI, KOTOPbIE YCIEHIHO U 3] dek-
TUBHO MPOTHUBOCTOST yrpo3aM 0€301MacHOCTH

3. Bo3MOXxHbIe Bo3aelcTBUA Ha AC, KOTOpbIE NMPSIMO WJIM KOCBEH-
HO MOTYT HaHECTH ylIep0 ee Oe30macHOCTH

4. nelicTBUe, MPEINPUHUMAEMOE 3JI0YMBIIUIEHHUKOM, KOTOPOE
3aKJII0YAETCsl B IOUCKE U MCIIOIb30BAHUM TOM WUJIM UHOM ySI3BUMO-
CTHU CUCTEMBI

CooTHecUTe OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrposa HapyIieHust KOH(UIECHINATbHOCTH

2. yrpo3a oTKa3za ciyxo

3. yrpo3a HapyIIeHHs HEeIOCTHOCTH

1. mo0oe yMBIIIJICHHOE U3MEHEHHE WHPOPMALIUHU, XpaHSIIeHCcs B
BC unu nepenaBaemoii OT OJJHOM CUCTEMBI B APYTYIO

2. BO3HHUKAET BCAKUH pa3, KOTAA B PE3yJIbTaTe MPEIHAMEPCHHBIX
NENCTBUH, MPEANPUHUMAEMBIX IPYIMM I0JIB30BATEIEM WIIN 3J10-

YMBILIUIEHHUKOM, OJIOKMPYETCsl TOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3aKiro4aercs B TOM, YTO MHQOpMAIMs CTAHOBUTCS U3BECTHOM
TOMY, KTO HE pacroJiaraeT MoJIHOMOYHUSIMH JIOCTyIa K Hel

CootHecute  KJIacCU(UKALHIO
yTpO3 IO PSRy MPU3HAKOB

. TIO IPUPO/I€ BOSHUKHOBEHMUSI

. IO HETIOCPEACTBEHHOMY UCTOYHUKY

. II0 cTenenu Bo3nercTeus Ha AC

. TIo croco0y focryma k pecypcam AC

. ITaCCUBHBIC 1 aKTUBHBIC

N | =W —

. HalIpaBJICHHBIC HA WUCIIOJIb30BAHUC MIPAMOTO CTAHAAPTHOT'O IIYTHU
JOCTyTa K pecypcaM M HalpaBieHHbIE Ha HUCIIOIb30BAHUE CKPBITO-
o HECTAaHJAPTHOTO JocTyna K pecypcam AC

3. €CTECTBECHHBIC HIIH HCKYCCTBCHHBIC

4. npupoaHas cpena, 4elOBEK, CaHKLIMOHWPOBAHHBIE IIPOrpPaMM-
HbIE CPEJICTBA U HECAHKLIMOHUPOBAHHBIE IIPOIPAMMHBIE CPEICTBA

Yto Takoe cepTU(UKAIINS

MOJTBEPXK/IEHUE COOTBETCTBUS MPOIYKIUU WM YCIYr YCTaHOB-
JICHHBIM TPEeOOBAHUSM WM CTaHIapTaM

MOJTBEPXK/IEHUE COOTBETCTBUS MPOAYKIIMH, HO HE YCIyT YCTaHOB-
JICHHBIM TPEeOOBAHUSM WM CTaHIapTaM

MIOATBEPKIECHNUE COOTBETCTBUS YCIIYT, HO HE IPOAYKILUU YCTaHOB-
JIEHHBIM TPeOOBaHUAM WM CTaHIApTaM

Yro Takoe cepTudurar?

JOKYMEHT, TIOJATBEPKIAIOIINNA COOTBETCTBHE CPEIICTBA 3aIIHTHI
uHpopManuu TpeOOBaHUAM 10 0€30MacHOCTH HH(POpPMAITUU

JOKYMEHT, TIOJATBEP)KIAIOIINNA COOTBETCTBHE CPEJICTBA 3aIIHTHI
uHpopManuu TPeOOBAHUSAM 110 XPAHEHUIO HH(OpMAIHH

JOKYMEHT, TIOJTBEP)KIAIOIINNA COOTBETCTBHE CPEICTBA 3alIHTHI
uHpopManuu TpeOoBaHUAM 110 00paboTKe HH(pOpMaUU

Kak wmaspIBaeTcsa NIHIIO, caMo-
CTOSITEIIBHO co3faBiiee HHGOP-
Maruio Iu00 TOJIy4YHBIIEES Ha
OCHOBaHUH 3aKOHA WM JIOTOBO-

CyOBEKT MepCOHANBHBIX TaHHBIX

orepatop HH(PpOPMAITMOHHON CHCTEMBI
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pa mpaBo pa3pearh WIH Orpa-
HHYMBATh JOCTYNl K HH(pOpMa-
MM, OMPEICIAEMON M0 KaKUM-
a100 npHu3HaKam? CyOBeKT nHbopMaLHH

obnagaTenp HHPOPMAITUH

Bonpocs! k komiuiekcHomy 3aganuio TK1

1. Yro Takoe nHpopmaloHHast 0€30MacHOCTh?

2. llepeuncnure BakHEeHIIME acIEKThl THGOPMAIIMOHHON 0€30MaCHOCTH.

3. [lepeuncnure ypoBHH 3aIIUTHI HHGOPMALIUH.

4. OxapaktepusyiTe yrpo3sl HHPOPMAIMOHHON 6€30MacCHOCTH: PACKPBITHS
L[EJIOCTHOCTH, OTKa3 B 00CTY>KUBaHUU.

5. O0OBsCHUTE MPUUNHBI KOMIIBIOTEPHBIX TPECTYIIIICHUH.

6. OnuIImMTE OCHOBHBIE TEXHOJOTUH KOMIBIOTEPHBIX TPECTYTICHUI.

7. I[lepeuncnure Mepsbl 3aUTH HTHPOPMAITMOHHOMN 0€30MMaCHOCTH.

8. Ilepeunciure Mepbl MPETOCTOPOKHOCTH MPU PadOTE C IETBIO 3alIUTH UH-
dbopmarnuu.

9. OnumrTe OCHOBHBIE MEPHI 3alTUTHI HOCUTENIEH HHPOPMAIIUH.

10. ITouemy moakiroueHue K TJ100aTbHOM KOMIBIOTEpHOU cetn MHTEepHeT
peACTaBIsIeT CO00M yrpo3y i HHPOpMaIMOHHOM 6e30macHoCTH?

11. Onummre, KaK MCHOJIB30BAHHUE JJIEKTPOHHOW IMOYTHI CO3MAET Yrpo3y HH-
dbopmarmonHoit 6e3onacHoctr. Kakue mMepsl oOecrneunBalOT O€30IMacHOE HCIIOIb30-
BaHue e-mail?

12. Kakue CcymiecTByIOT MEXIyHAPOIHBIE U POCCUIICKHE CTaHIapThl B 00J1aCcTH
0€30MacHOCTH KOMITHIOTEPHBIX CUCTEM M MH(POPMAIIMOHHBIX TEXHOJIOTUIA?

13. Kpurepuu 6€301mMacHOCTH KOMIIBIOTEPHBIX CUCTEM MHUHHCTEPCTBA 0OOPOHBI
CHIA (“OpankeBast kKHUTA”).

14. PykoBoasiuue nokymeHThl ['ocTexxomuccuu Poccun.

15. MexayHapoiHble CTaHAApThl UHPOPMaMOHHON Oe3omacHocTu. CTaHgapt
ISO/IEC 15408 "O6mue kputepun". Onucanue TpeOOBaHU 6€30NMaCHOCTH U XapaK-
TEPUCTHUK yTpo3.

s Trekymero kourpoJs TK2:

IIpoBepsiemast KOMIETEHUMS:

Kon n HaumeHoBaHHE KOMITETEHIIMHI Kon n HaumeHoBaHue HHIUKATOpA
OI1K-4. Cnoco6en moanmMath mpuHIUmb pa- | OIIK-4.2. Bnaneer HaBblkaMu mpUMEHEHUs TUGPO-
0O0TBI COBpEMEHHBIX MH()OPMAIIIOHHBIX T€X- | BBIX TEXHOJOTUH Ui pelIeHus 3a1a4 mpodeccuo-
HOJIOTMH Y UCTIOJIb30BATh UX JJIS1 PEILICHUS HaJIbHON JIEATENIBHOCTH C YY€TOM OCHOBHBIX TpeOo-
3a/1a4 IpohecCHOHATBHOM IesITeIbHOCTH BaHU HH(OPMAIIMOHHOM 0€301MacHOCTH
Tect
Bonpoc Bapuanmer omeema

Kakoii o6muit  ymepo 1o | 4

JAHHBIM Huctutyra 34
KomneroTepHoit
be3omacuoctu HaHEeCIH >4

KOMIIBIOTEPHBIE BUPYCHI 3a 74
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nocienHue S yer, (MIpI. 94

ot CIHIA)?

IIo JTaHHBIM )KypHana | 500000

«Security Magazine», | 1000000

cpenHuil pasmep ymepda oT 1500000

KOMITHIOTEPHOTO

MoleHHnuecTBa coctapiser | 2000000

(momn. CIIA) 2500000
mporiecc  cOopa,  HaKOIUICHHs,  OOpaOOTKH,  XpaHEHUS,
pacrpeneneHus 1 moucka nHpopmauu
npeoOpazoBanne  HWHPOpPMANMM, B  PE3ylbTaTe€  KOTOPOTO
colepkaHue HMHQPOPMAIMM  CTAHOBUTCS  HETOHATHBIM IS
cyObeKTa, He HIMEIOILIEero TOCTyTa

HIudpoBanre wuHbOpMANMK | TONyYeHHE  CYOBEKTOM  BO3MOXHOCTH  O3HAKOMJICHHS  C

9TO

uH(opMalrei, B TOM YUCIIe TP TOMOIIN TEXHUUECKUX CPEICTB

COBOKYITHOCTbH NPaBHJI, PErJIaMEHTUPYIOIINUX TOPSIOK U YCIOBUS
J0CTyTa cyOBbeKTa K HH(OPMAIMH U €€ HOCUTEISIM

JeSITeIbHOCTh 10 MPEJOTBPALCHUIO YTEYKHM MH(OpMaIuy,
HECAaHKITMOHUPOBAHHBIX U HEMIPEAHAMEPEHHBIX BO3/ICHCTBHUI Ha
Heé

IIo JTAaHHBIM I'nmaBHOrO | 2
WH()OPMAITMOHHOTO  IIEHTpa 2.5
MBJI Poccuu KoOJIMYECTBO 3
KOMIThIOTEPHBIX
IIPECTYIUICHUN €XEroHo 3,5
yBeIMYUBacTcs B (pasa) 4
ITo AHHBIM I'maBHorO | 6
uHpOpMalMOHHOTO  IeHTpa | 60
MBJI Poccun exeroansiii | 160
pasmep MarepuaibHoro | 600
ymiep0a OT KOMITBIOTEPHBIX
IIPECTYIUICHUNA COCTABIISIET 1600
OKOJIO (MJIH. pyOeit)
ITo AHHBIM I'maBHoOTrO | 7
UHPOPMALIMOHHOTO  IIEHTpa
MBJI  Poccum  cpemmmii | 1,7
y1epo, MIPUYUHSAEMBIN 27
norepresiieMy ot 1 ’
KOMITbIOTEPHOTO 3,7
MPECTYIUICHUS, paBeH (MJIH.
pyouieii) 4.7
OcHoBHOE CpEacTBoO, I/II[GHTI/I(bI/IKaI_[I/IH
obecrnieunBaroIiee

ayTeHTU(UKAIHL
KOH(pHICHIIMAIBHOCTh
uH(pOpMaIlMK, TIOCHUIAEMOl | ABTOPU3ALIHS
MO OTKPBITEIM  KaHNaM | yicnentysa
nepefayd JaHHBIX, B TOM
YHUCIIe, IO CETH UHTEPHET mQposanue
s Ge3omacHOM mepenadyn | WWw
JIAHHBIX o kaHaiaMm | dicom
WHTEPHET HCIIOJIB3YETCS vpn
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TEXHOJIOTHSI ftp

xml
Kommneke anmapaTHbIX

AHTHBHPYC
U/ IIPOrPaMMHBIX
CPEICTB, OCYLIECTBIISIIOLIUI
PCEICTB, ym Hl 3aMOK
KOHTPOJb U  (UIBTPALUIO
CETEBOTO Tpaduka B

OpaHIMaysp
COOTBETCTBUH C 33JaHHBIMH
IpaBUJIaMU W 3allUIIA0IUN
p Hmarort KpunTorpadus
KOMITBIOTEPHBIE ~ CETH  OT
HECAHKIIMOHHUPOBAHHOTO

JKCIIEPTHAS CUCTEMA
JIOCTyTIa
[Ipouenypa, mnpoBepsionias, | MACHTUQUKALKUS
UMEET JIH TT0JIb30BaTEIh C ayTeHTH(UKanus
peIbIBICHHBIM CTpaTH(pHUKAIMA
UJECHTU(PHUKATOPOM IIPABO HA | PETUCTpAIHS
JOCTYII K Pecypcy 3TO aBTOPH3AIHS

coziepKath HUQPPbI U OYKBbI, 3HAKK MIPEMUHAHUS U OBITH CIIOKHBIM
JUISl yraJ{bIBaHus

coJiepKaTh TOIBKO IUQPHI

[Tapons MOJIB30BATEIIS | COAEPIKATH TOJIBKO OYKBBI

JTOJIKEH MMETh SIBHYIO IPUBS3KY K BiaeNbly (€ro umsi, gaTa poKICHUS,
HOMep TeneoHa U T.11.)
OBITH MPOCTBIM U JIETKO 3alIOMHHATHCS, Hampumep «123», «111»,
«qwerty» U T.1.

[TnactukoBas KapTO4Ka, | TOKeH

coJieprkanias YU JUISL | password

KpUNITOTpapuIecKux

. apoib

BBIYHCIICHUI U BCTPOEHHYIO ,

login

3alIMINCHAYI0 TaMATh IS
XpaHeHus1 THGOpMAaIu

cMapT-KapTa

YcerpoiicTBo TUISt
UIeHTU(DUKAITAN
MOJIb30BaTeIIEH,
MIPEICTABIISIIONIEE co0oit
MOOUIIPHOE  TIEPCOHAILHOE

YCTPOMCTBO, HAITOMHUHAIOIIINE
MaJICHBKHM  TIEUIKEp, HE
MOJICOeINHSAEMbIE K
KOMIIBIOTEPY M  HMMEIOIIne
COOCTBEHHBIH HCTOYHUK
MUTaHUS

TOKCH

aBTOHOMHEIN TOKEH

USB-TokeH

ycTporicTBo iButton

cMapT-KapTa

HocTtyn  mosb3oBaTtens K
WH(pOPMAIMOHHBIM pecypcam
KOMIpIOTEpa W/ WIH
JIOKaJIbHON BBIYACIUTEIBHON
CeTH TPEINPUSTUS JTOJIKECH
pa3pemarscs TOIbKO MOCIe:

BKJIFOUCHUS KOMIIBIOTCPA

UACHTU(DUKAIMY 10 JIOTUHY U TIapOJIIO

3arpoca MacCoOpTHBIX JaHHBIX

3arpoca IOMCHHOT'O UMCHHU

3anpoca OO

ONEKTPOHHBIE
HpeHa3HAYCHBI IS ...

3aMKH

o0ecrieyeHHs IOBEPEHHON 3arpy3Ku KOMITbIOTEpa M KOHTPOJIS Iie-
JIOCTHOCTH (DaiJIOB B CUCTEMAX

CKaHHUPOBAaHHA OTIICYATKOB IAJIBIICB
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IIPOBEPKH CKOPOCTH U 3arpy3Ku ¢aiinos

00111er0 KOHTPOJIS

I/II[GHTI/I(bI/IKaI_[I/II/I IIOJIB30BaTCIIA

ONEeKTPOHHBIC 3aMKH TTpeIHa-
3HAYEHBI JIS:

XpaHeHHs 60IbIIOro 00beMa KOH(UACHINAIBHOW HHPOPMALIUU

3alllUThl NEPUMETPA KOPIIOPATUBHON CETH

HaJSKHOW ayTeHTU(UKAITUN U UICHTH(UKAIINN TI0JIb30BaTeICH

OJIOKMPOBAHHS KOMITBIOTEPA BO BPEMsI OTCYTCTBHSI ITOJIb30BaTEIIs
Ha pabovem MecTe

Jost 3alUTEI
3JI0YMBIIIJICHHUKOB
HEO00XOANMO UCIOJIB30BaTh

oT

CHCTEMHOE NPOrpaMMHOe oOecrieueHne

NPUKJIAJHOE IPOTPaMMHOE 00eCTIeYeHHE

AHTUBUPYCHBIE IPOTPaAMMBbI

KOMITBIOTEPHBIE UTPBI

MY3BIKY, BUJEO(DHUIBEMBI

armnapaTHbIi KOHTPOJIEP

3JIEKTPOHHBINA 3aMOK

CHUCTCMA KOHTPOJIA

CETeBOM amanTep

KOMMPOBAIBHBIN ammapar

AnmnaparHble MOAYJIU
JIOBEPEHHOM 3arpy3Ku
«AKKOP/I-AM/]I3»
MIPEACTABIISIIOT COOOM. ..
[Ipocreitmmm crocooom
uACHTU(DUKAITIH B
KOMIBIOTEPHOM cUCTEME
SIBIISIETCS BBO/JI
UICHTUPHUKATOPA
MOJIB30BaTEN, KOTOPBI

HMCCT CICAYIOIICC HA3BAHUC

TOKCH

password

napoib

login

cMapT-KapTa

Uro0bl moamucaTh COOOIIEHUE
3JEKTPOHHON Qg poBoit
MOJITUCHIO, HCIIOJB3YIOTCS

OTKPBITBIN KJIHOY OTHPAaBUTENS

OTKPBITBHIN KJIHOY MOJTy4aTesst

3aKpBITBIﬁ KJIFOY OTIIPABUTCIIA

3aKPBITHIN KJIHOY MTOJTy4aTesst

KakoBa  mocnenoBaTelIbHOCTH
MOAMHMCAHUSA  COOOLIEHHUH ¢
roMonisro DLI1?

BBIYHMCIIACTCS X3III, 3aTEM X3III SaIHI/I(prBI)IBaCTCH

cooOmieHue  3amu@pOBBIBACTCS,  TOCIE  YEro
XOIIUPYETCS

pe3ynbTar

IpY TMOANUCAHUM COOOILIeHNE 3aIu(POBBIBACTCS, IPU MPOBEPKE
BBIYHCIIICTCS XOII

BBIYUCIISICTCS XOUI HMCXOIHOTO COOOIIEHUS, TOCJIE 4Yero OHO
3 pPOBBIBACTCS

B ugem 3akmouaercs Takoe
CBOMCTBO (yHKIHMH
X3IKpoBaHusl H Kak CTOHKOCTh
K KOJUTH3USM IIePBOTO poaa?

TSt TI000TO Xd1a h TOMKHO OBITh MPAKTUYECKH HEBO3MOXKHO
BBIUMCIIUTH WU MTOJ00PaTh Takoe X, uto H(x) =h

JOJI?KHO 6I>ITB MPAaKTUYCCKHU HCBO3MOXKHO BBIYUCIIHUTL WA
noao0parh M00yI0 Mapy pa3iudHBIX COOOIICHHH X U Yy IS
kotopsx H(x) = H(y)

JUIMHA XdMIa JIOJDKHA OBITh (UKCUPOBAHHONW HE3aBHCHMO OT
JUIMHBI BXOJHOTO COOOIIEHUS

Bupycel, He cBs3bIBaromue
cBOM Komuu C (haiimamu, a co3-
JAIOIINE CBOM KOIMHW Ha JHC-
Kax, He M3MEHssI ApyTrux (aii-
JIOB, Ha3bIBAIOTCS

KOMIIAaHbOH - BUPYCaMHU

YepBU

MapasuTHICCKUC

pU3paKu

CTeJIC-BUPYCHI

AHTHBHpYCHAS nporpamMma

pPEBU30pOM
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MPHUHLKI pabOThl, KOTOPOH OC-
HOBaH Ha TpoBepke (paiios,
CEKTOPOB U CHUCTEMHOI MaMsaTH
U MOHWCKE B HUX HM3BECTHBIX U
HOBBIX BUPYCOB Ha3bIBACTCSI

UMMYHH3aTOPOM

CKaHEepOM

JIOKTOpa  (haru

Vka3zaTh HEIOCTAaTKH, WMEIO-
myMecss y aHTUBUPYCHOM Mpo-
rpamMMBbI PEBU30P

HECITIOCOOHOCThL ITOMMAaTh BUPYC B MOMCHT C€T0 IIOJABJICHUSA B
CHCTEMCE

HeOOoJIbIIIas CKOPOCTh MOMCKA BUPYCOB

HEBO3MOKHOCTH OIMPENIEIUTh BUPYC B HOBBIX (haiimax

BCE€ BapUaHThI BEPHBI

K mocromHcTBaM TEXHHMYECKUX
CpEACTB 3alIUThl OTHOCATCA

PEryJIsIpHBII KOHTPOJIb

CO3aHNE KOMIIJIIECKCHBIX CHUCTEM 3alllUThI

CTENEHb CI0XKHOCTU YCTPOHCTBA

BCE BapUaHThI BEPHBI

OTacHbIE
daiinoBsie

B xnaccudukaimo BUpycoB o | PE3UJICHTHbIC

croco0y 3apaskeHUsI BXOISAT 3arpy304HbIe
(daimoBO-3arpy304HbIC
HEpE3UJICHTHbIE
YepBU

K Bupycam U3MEHSIOIUM cpey | CTYIEHYECKHE

OOHMTAHHST OTHOCSITCS: nonuMophHbIe
CIIyTHUKH

Bupycel, He cBssbiBaromue | KOMIIAHBOH - BUpyCAMU

cBoM Komwm C (hainamu, a co3- | ICPBU

JAIoNIie CBOM KOINWH Ha JHC- | CTEJIC - BUPYCHI

Kax, He M3MEHsSSI APYyTrux aii- MaKpOBUPYCHI

JIOB, HA3BIBAIOTCS pU3paKH
YepBU

K Bupycam He U3MEHSIONIMM CTEJIC-BUPYCEHI

cpely OOHTaHHsI OTHOCSITCS nonuMophHbIe
CIIyTHUKH

Hekortopoe cekpeTHoe Konnde-
CTBO HH(OpPMALIUU, H3BECTHOE
TOJIBKO TIOJB30BATENI0O W Ta-
pOJIBHON  cuUCTEME, KOTOpOe
MOKET OBITh 3aIlOMHEHO MOJIb-
30BaTeieM W TPEIbSABICHO IS
MIPOXOXKACHUS TPOLETYPHl ay-
TEHTU(UKALMH — 3TO ....

I/II[GHTI/I(bI/IKaTOp II0JIB30BATCIA

MapoJib MOJIb30BaATCIIA

YUE€THAA 3allMCh IOJIb30BaTCIIA

InapoJjibHas CuCTeéMa

UccnemoBanne  BO3MOXKHOCTH
pacmudpoBanus HHPOPMAITAH
0e3 3HaHMS KITtoueH

KPHIITOJIOTHA

Kpunrorpadus

KpUIITOAHAJIN3

B3JIOM

HECaHKITMOHUPOBAHHBIN TOCTYII

XpaHeHue  maposeu
OCYILECTBIISThCS

MOXET

B BUJIE CBEPTOK

B OTKPBITOM BHJC

B 3aKPBITOM BUC

B 3aIIM()POBAaHHOM BHUJIE
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BCC BAPUAHTLI OTBCTA BCPHBI

CooTHECUTE OCHOBHBIE MCTOIbI
MOJIy4CHUs r[aponeﬁ

1. MmeToxa ToTansHOTO TIEpedopa

2. cnoBapHas aTaka

3. moJay4eHue naposiel U3 caMmoll CUCTEMBbI Ha OCHOBE MPOTrpaMM-
HOH U aIllapaTHOW peaan3alii KOHKPETHOW CUCTEMBI

4. mpoBepKa MapoJeil, ycTaHaBIUBaeMbIX B CHUCTEMaX IO yMOJI4a-
HUIO

1. nns mepebopa HCHONB3YeTCsl CIOBaph HAMOOJIEEe BEPOSTHBIX
KJIFOUen

2. AByMsl BO3MOKHOCTSIMH BBISICHEHHUSI TIAPOJIsi SIBJSIIOTCS: HECAHK-
IMOHUPOBAHHBIN JOCTYN K HOCUTEII0, COJIepKalleMy Mapoiu, JIn-
00 MCNOJIB30BaHUE YA3BUMOCTEN

3. onmpoObIBaIOTCS BCE KIIIOYH MOCIIEA0BATENBHO, OAMH 32 IPYTHM

4. mapoJib, yCTaHOBJICHHBINH (hUpMOI-pazpabOTYMKOM O yMOI4a-
HUIO, OCTAETCsI OCHOBHBIM I1apOJIEM B CUCTEME

Cootnecute (pyHKIMH, BBIION-
HSIEMBIC TEXHUYECKHMH CPEICT-
BaMH 3aIUTHI

1. BHEIIHASA 3a1IMTa

2. OII0O3HABaHUE

3. BHYTPEHHSS 3alIUTA

1. 3amuTa OT BO3ACUCTBUS JAECTAOUITU3UPYIOMUX (PaKTOPOB, MPO-
SIBJISTFOIIIUXCST HETIOCPEJICTBEHHO B CpPeACTBaxX 0O0pabOTKU HHQOP-
MaIiH

2. 3amUTa OT BO3JIEHCTBUS NeCTAOMIM3UPYIOMUX (PAKTOPOB, MPO-
SIBJIIOIIMXCS 3a NpeAenaMu ocHOBHBIX cpeacts ACO/]

3. creuuduyeckas rpymnmna cpeicTB, MpeIHa3HAuYeHHBIX ISl OIo-
3HABAHMUS JIIOJICH 10 PAa3IMYHBIM UHAUBUAYAIbHBIM XapaKTepu-
CTHKaM

OnekTpoHHas 1udpoBas MOJ-
IUCh B DJIEKTPOHHOM JIOKYMEH-
T¢ paBHO3HAYHA COOCTBEHHO-
PYYHOI TOANKMCH B JOKYMCHTE
Ha OyMa)XHOM HOCHTEIEC IIpPH
OJIHOBPEMEHHOM  COOJIFOICHUHU
CIEYIOIINX YCIOBHM:

cepruduKaT KJIF0Ya TMOMUCH, OTHOCSIIUICS K 3TOH 3IEKTPOHHOM
u(ppoBO MOANUCH, HE yTPAaTWI CHIIy (IEHCTBYET) HA MOMEHT
MPOBEPKHU WJIM HA MOMEHT MOAMKMCAHUS 3JIEKTPOHHOTO JTOKYMEHTA
IpU HAJUYUU JTOKA3aTEeNbCTB, OMPEIEISIIOIIMX MOMEHT
MOJIMTMCaHUS

HOJTBEPXK/IeHA MOUIMHHOCTD 3JEKTPOHHON ITU(PPOBOH MOANUCH B
AJIEKTPOHHOM JOKYMEHTE

SJICKTPOHHAA I_[I/I(prBa}I MnoANnUucCh HUCIHOJB3YCTCA B COOTBCTCTBHUU
CO CBCACHUAMU, YKA3aHHBIMU B CGpTI/I(bI/IKaTG KJIr0O4a 1nmoanmnucu

BCPHEI BCC BAPUAHTDBL

Co3nanue KITIo4ei
3JICKTPOHHBIX UG POBBIX
MOJIUCEH OCYIIECTBISCTCS IS
HCIIO0JIb30BAaHUS B

UH(POPMALIMOHHOM crcTeMe OOIIEro MOIb30BaHUS €€ YUaCTHUKOM
WJIH 110 €0 00PAIIEHHIO YJOCTOBEPSIOIINM IEHTPOM

KOPIIOPAaTHUBHON  MH(OPMAIIMOHHOH  CUCTEME B
YCTaHOBJICHHOM B 3TOM CUCTEME

MOpsIZIKE,

BEpPHBI 00a BApUAHTHI

YeMm ompeaenseTcs ypOBEHb
HaJICKHOCTH MPUMEHSIEMbBIX
KpUNTOrpaduuIeCKUX
peoOpazoBaHUA

3HAYCHHWEM JIOMyCTUMOW BEPOSITHOCTH HEHCIPABHOCTEH WIIH
C60€B, MMPUBOAAIINAX K MMOJIYyUYCHUTIO 3JIOYMBIIIJICHHUKOM
JOTIOJTHUTEILHON MH(OpPMAIIUKA O KPpUNITOTparIecKux
peoOpa3oBaHUIX

CITIOYKHOCTBIO KOMOMHAIIMA CHUMBOJIOB, BBIOPAHHBIX CITyYalHBIM
obOpa3om

UCIIOJIb30BaHUEM OOJIBILIOTO YHCHA KIFOUEH IS IU(pPOBaAHUS
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OTHOIIIGHWEM KOJHW4YeCTBa Jaemu(poBaHHOW HHPOPMAMH K
o0meMy KoJn4uecTBy mu(poBaHHONW WH(MOpPMAIUH, TOJISKAIICH
et poBaHHIO

Kak WHa4e Ha3bIBACTCS
CHMMeTpHUYHOE H(poBaHne

HIUPPOBaHUE C 3aAKPHITHIM KIHOYOM

mmdpoBanue metonoM beiitca

HIUPPOBaHUE C OTKPHITHIM KIIOUOM

mudpoBaHue ¢ IEPEMEHHBIM KIIOUOM

Kakoit aJITOPUTM HE
WCTIOTB3YeTCS npu
CUMMETPUYHOM UG POBAHUU

MOTOYHOE MHU(POBAHKE

noouToBoe muppoBaHUE

650yHOE U poBaHUE

anroputm Onb-I"amans

Yro sBigeTcs NMpeuMyILIECTBOM
CUMMETPUYHOTO MH(POBAHUS

CKOPOCTH BBITIOJTHEHUSI KPUIITOTPA)UIECKUX MPeoOpa3oBaHU

JIETKOCTh BHECEHMSI U3MEHEHUH B aJITOPUTM I POBaHUS

CEKPETHBIN KIII0Y M3BECTEH TOJBKO IMOJIyYaTeNt0o HH(pOpMauu u
NepBOHAYAIILHBIA OOMEH He TpeOyeT Mnepeiaun CEKpEeTHOTo Kirroya

NpPUMEHEHHEe B CHCTeMax ayTeHTU(QUKauud (IJIEKTPOHHAS
TIOIITUCB )

Kak Ha3zbpiBaeTcs «ucTropuye-
ckuit» mudp, B KOTOPOM KaxK-
masi OykBa HCXOMHOTO TEKCTa
3aMeHsIach OYKBOHM, cTosmIei
Ha HEKOTOpoe (DMKCUPOBAHHOE
YHUCIIO MECT Jlaibllie B ajadaBu-

mmdp Mapkosa

mudp Lesaps

mudp IHUTMA

T€, O TNPUMEHEHHH KOTOPOTO
HUMEIOTCS JIOKYMEHTaJIbHbIC
CBUIETENILCTBA? mudp bodumka

CUMMETPUYHBIE KPUIITOCUCTEMBI

KPUITOCUCTEMBI C OTKPBITHIM KIIFOUOM

. | KpUIITOCHCTEMBI ¢ TyOJIMPOBAHUEM 3aITUTHI

Paznenbl COBpPEMEHHOM = v

CHUCTEMBI YJIEKTPOHHOU (P POBON MOATIHCH
Kpurrrorpadun:

yIpaBlieHUE MaposiMu

yIIpaBJICHUE NIepefadeii TaHHbIX

yIpaBieHUE KIIIoYaMu

ABTOpU3alueil Ha3bIBaeTCA

IpoIiecc, MOCPEACTBOM KOTOPOTro MACHTU(UKALUS Ipeoarae-
MO JINYHOCTHU MPOBEPSETCS Ha OCHOBE JIOKYMEHTa, YAOCTOBE-
PAIOIIETo JINYHOCTh

ayTeHTU(UKalKsl OCHOBaHHAs Ha JBYX Pa3HBIX THUIAX HIECHTU(U-
KallUH.

4acTb UACHTUYHOCTH, KOTOpask OTPAXKACT ONPEACICHHYIO BPOXK-
JICHHYI0 0COOEHHOCTh JIMYHOCTH, TO €CTh TO YTO CBSI3aHO C KOH-
KPETHOM JINYHOCTBIO

[Ipomecc, KOTOPBIM AaeT (MKW OTKIIOYAET) MpaBo J0CTyma K (ce-
TEBBIM) Pecypcam

AyTtenTudukanms - 3TO
nporecc MPOBEPKHU
npernonaraeMoil Mo JTMHHOCTH
JUYHOCTH  HAa  OCHOBaHWH
KaKoro-nmubo  yI0CTOBEPEHUS
JUYHOCTH, KOTOPOE MOMKET
OBITH

YTO-TO, UTO BBI 3HACTC

YTO-TO, YTO Y Bac €CTh

TO, YEM BBI ABJIICTCCH

JIBOMHOM 3aIIMTOM Ha3bIBACTCS

ayTeHTU(UKaLMsI HA OCHOBE JABYX MICHTU(UKATOPOB.
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ayTeHTUUKAIUS
uACHTU(DUKAITIH

OCHOBaHa Ha JABYX Pa3HBIX TUIIax

aYTeHTI/I(l)I/IKaHI/IH, OCHOBAaHHAsA Ha [IBYX WA Ooiee PA3INIHBIX
THUIIaX I/I,Z[GHTI/I(bI/IKaI_II/II/I

IepeuncnnTe BaXKHbIC yYCTHBIC
3aMMcH ISl TI0JIb30BATENs
Uutepuera, rie HYXHO
HCTOJIb30BaTh  JIBYXATAIHYIO
ayTeHTUDUKALIHIO?

YUYCTHELIC 3allMCH JIA BXOJ4d B 0aHK

YUETHBIE 3aliCH, COJepXale KOHPHICHIHATBHYIO JHUYHYIO
nHpopmaruio

ajZipeca AJIEKTPOHHOW MOYTHI, HA KOTOpPbIE Bbl MOJKETE 3aKa3aTh
HAIIOMHMHAHUSA apoJIst JUIs APYyTUX BeO-cpelt

YUYETHBIC 3allUCHU COLUAJIBHBIX ceTel

YUYETHBIE 3alUCH CITY)KO C TIOMOIIBI0 KOTOPBIX BXOJST B JIPYTHE
BEO-CITy)OBI

AnropuT™MBI IU(POBAHUS C OT-
KPBITBIM KJIFOUOM TO-APYTOMY
Ha3bIBAIOTCS

ACUMMETPUYHBIMH AITOPUTMAaMHU MU(PPOBAHUS

CUMMETPUYHBIMHU AJITOPUTMAMU UG POBAHUS

OJTHOCTOPOHHUMH AITOPUTMAaMU MU(PPOBAHUS

MIOMEXO0YCTOMYUBBIMH aJIrOpUTMaMU MK (PPOBaHUS

ACHUMMETPUYHBIE  alTOPUTMBI
m@poBaHus TO-JAPYroMy Ha-
3BIBAIOTCA

ITOPUTMaMH IU(PPOBAHUS C OTKPHITHIM KIIFOUOM

CUMMETPUYHBIMU JITOPUTMaMU UG POBAHUS

OJIHOCTOPOHHUMHU aJITOPUTMaMHU HIHU(PPOBAHUS

MIOMEX0YCTOWYMBBIMHU AJITOPUTMAMU MU POBAHUS

Maremarnueckas (GyHKIUS, KO-
TOPYI0 OTHOCHTEIBHO  JIETKO
BBIYUCIIUTh, HO TPYJHO HalTH
10 3HAYCHUIO0 (PYHKIHUU COOT-
BETCTBYIOIIICC 3HAYCHHE apry-
MEHTa, Ha3bIBACTCS B KPHIITO-
rpaduun

Kpunrorpaduueckoit pyHKIueH

OJTHOCTOPOHHEN (hyHKIIHEH

bynkuuent uddu-Xennmmana

byHkumen Ditnepa

OnHocTropoHHHE (YHKIUH, TO
ecTh (YHKIIUH, KOTOPbIE OTHO-
CUTEJIBHO JIETKO BBIYUCIHUTDH, HO
MPaKTUYECKU HEBO3MOXKHO HaM-
TH TIO0 3HAYEHHWIO (PYHKIHUU CO-
OTBETCTBYIOICE 3HAUCHHUE ap-
TyMEHTa, MOXHO HCIOJIb30BaTh
JUTS

dbopMHUpPOBaHUSI XEII-KOJIOB

mudpoBaHUs COOOIICHHUI

dbopmupoBanus TUPPOBON TTOAMUCH

KOHTPOJIS U HCTIPABIICHUsI OIIMOOK NpH Tepeiadye nHpopMaun

Uto sBIseTcS OCOOEHHOCTHIO
CHCTEM INH(PPOBAHUA C OTKPBI-
TBIM KJIFOUOM IO CPaBHEHHIO ¢
CHUMMETPUYHBIMA  CHCTEMaMHU
i poBaHus?

BO3MOKHOCTh MIM(POBAHUS KaK TEKCTOBOHM, TaK W rpaduyuecKon
uHpopmaruu

BBICOKAsi CKOPOCTb ITPOIECCOB MM pOBaHHs/paciin(poBaHUSL

HCIIOJIb30BAHUC MAJIOI'0 KOJIMYCCTBA BHIYUCIIUTCIIbHBIX PECYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  MpPEIBAPUTEIBHOM  Mepenadu
CEKPETHOIO KJII04a 110 HaJAEKHOMY KaHaly CBA3U

Jns  pemieHuss Kakux 3aaad
MO>KHO HCIOJIb30BaTh AJITOPUT-
MBI ITU(GPOBAHUSA C OTKPBITHIM
KITF0o4oM?

JJIsA H_II/I(prBaHI/DI NepeAaBaCMbIX U XPaHHUMBIX JAHHBIX B LCIIAX
HX 3al0UTHI OT HCCAHKIITMOHUPOBAHHOI'O JOCTYIIa

i (GopMUpOBaHHUS LUGPPOBOW TOIMMCU TOJ 3IIEKTPOHHBIMHU
JIOKyMEHTaMU

JUISL pacIpeliesIeHus CEKPETHBIX KIIOUYEH, MCIIOIb3YEMBIX IIOTOM
npu WK (pPOBaHUH JOKYMEHTOB CHUMMETPHUYHBIMU METOIAMH

IS IIOMEX0YCTOMYUBOIO KOJIUPOBAHUS repeaaBacMbIX
COOOIIIEHU I

YUro sBusgercs HCOIOCTAaTKOM

HU3Kasi CKOPOCTh MPOIECCOB MU poBaHU-pacTuGPOBAHUS




Bonpoc

Bapuanmbl omeenma

CUCTEMBI MU POBAHUS C OT-
KPBITBIM KITFOUOM?

HEOOXOAMMOCTh OOHOBJICHHMSI KIIFO4Ya TIOCJIEe Kaxkaoro ¢akra
nepeaaan

OTCYTCTBHE  HEOOXOIMMOCTH  IPEIBAPUTEIHbHOM
CEKPETHOI'0 KJII0Ya 110 HaIEKHOMY KaHaITy

nepenadn

HEO0OXOIUMOCTh TIPEIBAPUTEIHLHON MEepelaudl CEKPETHOTO KITrYa
MO0 HAAEKHOMY KaHaITy

Yo Ha3BIBAIOT 3aKPBITBIM KIJIHO-

KITFOY, KOTOPBII TOJIKEH XPaHUTHCS B CEKPETe

KITI0Y, KOTOPBIil HE00sI3aTeNIbHO XPAHUTh B CEKPETE

4OM B aCHMMETPHYHBIX METO- | JIIOOOW  KJIFOY,  HWCIOJB3YeMbIH 11  IHUPOBaHUS WU
nax mmdpoBaHus? pacmudpoBaHus
KITF0Y, KOTOPBIA UCIIOJIB3YETCS [Tl BBIPAOOTKM UMHUTOBCTABKH
KJIFOY, KOTOPBIN JTOJKEH XPAHUTBCS B CEKpETe
Yrto Ha3bIBAIOT OTKPBITBIM KJIIOY, KOTOpBIﬁ He 00s13aTeNLHO XpaHUTBb B CEKPETE
KJII0YOM B ACUMMETPUYHBIX Me- | JIIOOOW  KJIFOY,  HWCIOJB3YeMbIM 11 IHUpOBaHUS WU
ToAax mudpoBaHus? pacmudpoBaHus

KJIIO4, KOTOpBIfI HCIOJIB3YCTCA IJId BI:Ipa6OTKI/I HUMHUTOBCTaBKHU

Kax Ha3pIBaeTCs KITI0Y, UCTIONb-
3yeMBbIii B ACHMMETPHUYHBIX
KpUNTOTpaUIECKUX aJTOPHT-
Max, KOTOPBI MOXHO HE Xpa-
HUTH B cekpete?

3aKpBITHIN KIIIOY

OTKPBITHIN KIIIOY

TalHBINA KJIIOY

SIBHBIA KJTFOY

KJTI0Y U (pOBaHUS

CKOJIBKO KITIOUEH HCTIONB3YeTCs
B KpUNTOrpaUYECKUX ayro-
pUTMaX ¢ OTKPBITHIM KITFOYOM?

W —|O

4

Yro 00IIEr0o MMEIT BCE METO-
el (POBaHUS C 3aKPBITHIM
KII09oM?

B HUX )i mK(poBaHus HHOOPMALIUK UCTIOIB3YETCS OJUH KIIOY,
a 1715 paciGpoBaHus — APYTOH K0

B HUX U1 IU(GpoBaHUS U paciuppoBaHus HHPOPMALUU
UCTIOJIb3YETCS OJIUH M TOT K€ KIII0Y

B HHX BXOJHOM ITOTOK HMCXOJHOIO TEKCTa NEJIMTCI Ha OJOKH, B
KaKJIOM M3 KOTOPBIX BBITTOTHAETCS TIEPECTAHOBKA CUMBOJIOB

B HUX Ui onepanuii mmdpoBaHUS U paciu(ppOBaHHS
UCTIONIB3YETCS JIBA Pa3HBIX KIIF0Ya — OTKPBITHIN U 3aKPBITHIN

Ykaxute TpeOOBaHHS K airo-
puTMaM IMUQPPOBAHUS C OTKPHI-
THIM KITFOUOM

BBIYUCITUTEIIFHO HEBO3MOYKHO CO3/aBaTh Mapy (OTKPBITHINA KITIOY,
3aKPBITHIN KJTHOY)

BBIYHMCIIUTCIBHO
OTKPBITHIM KJIHOUOM

HEBO3MOXKHO  3amu@poBaTth  COOOIICHHE

BBIUMCIUTENIEHO HEBO3MOKHO, 3Hasi OTKPBITHIN KITIOY, OMPENEIUTh
COOTBETCTBYIOIINIA 3aKPBITHIN KIIIOY

BBIUMCIUTEIILHO HEBO3MOXHO, 3HAas TOJBKO OTKPBITHIA KIIIOY
3amudpoBaHHOE COOO0IIIEHHE, BOCCTAHOBUTH HUCXOIHOE
cooO1ienue

Ykaxute TpeOOBaHHS K airo-
puTMaM IMUQPPOBAHUS C OTKPHI-
THIM KITFOUOM

BBIYUCIUTENBHO JIETKO 3aln(poBaTh COOOILICHHE OTKPBITHIM
KJIFOYOM

BBIYUCIUTENBHO JIETKO paciupoBaTh COOOIIEHUE, HCIOJIb3YS
3aKpBITHIN KIIIOY

BbIYUCIUTCIIPHO HEBO3MOKHO, 3Had OTKprTI:II\/'I KIIIOY, OIIPCACIIUTD
COOTBETCTBYIOIIUHI 3aKPBITIA KIIFOY
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BBIYHMCIINTCIBPHO HEBO3MOXKHO, 3Has TOJIBKO OTKpI)ITBII\/'I KJII04Y "

Kakune ximoun W Kak JIOJDKHBI
MIPUMEHSATLCS TPU HCIIOIB30Ba-
HUU ACUMMETPUYHBIX KPHUITO-
rpadUIeCcCKuX aJTOPUTMOB IS
mudpoBaHus  TepeaaBaeMbIX
JaHHBIX ?

3amudpoBaHHOE CcOOOIIICHHE, BOCCTAaHOBUTH HUCXOIHOE
COO0O0IIIeHIE
OTIIpaBUTENb  IMHUQPYET COOOIIEHHE  OTKPHITHIM  KIHOYOM

MoJTydaTessi, a Mojy4yaTellb paciiu(poBBIBAET COOOIIEHUE CBOUM
3aKPBITHIM KIIFOUOM

OTIIpaBUTENb  MIM(PPYET  COOOLICHHE  3aKPBITBIM  KIHOYOM
HOJTydJaTessl, a MOIy4aTeslb Pacinu(pPOBBIBAECT COOOIIEHNE CBOMM
OTKPBITHIM KITHOYOM

OTIpaBUTENb MHUPPYET COOOLIEHNE CBOUM OTKPBITHIM KITIOUOM, a
NoJy4areib paciiu(poBBIBACT COOOIIEHUE 3aKPHITHIM KIIOUOM
OTIPABUTEIS

OTIIPaBUTENb MIH(PYET COOOLICHNE CBOUM 3aKPBITHIM KJIIOUOM, a
MoJTydaTeNb paciin(poBbIBA€T COOOIIEHNE OTKPHITHIM KIIOUOM
OTHPABUTEIS

KakuM TpeboBaHHMSIM JODKHA
yIIOBJIETBOPATh  DJICKTPOHHAS
¢ poBast MOIIUCH?

MOJMUCH BOCIPOU3BOAUTCS TOJIBKO OJTHUM JIMIIOM, a TOAJTUHHOCTh
€€ MOXKET OBITh yJI0CTOBEpEHAa MHOTUMHU

MOAMKCH BOCTIPOU3BOJIUTCS MHOTUMHU JIMIIAMH, a €€ TTOJIMHHOCTh
MOXET OBITh YJIOCTOBEPEHA TOJIHKO OJTHUM JIMIIOM

MOJIMTMCh HEPA3PHIBHO CBS3BIBACTCS C JIAHHBIM COOOIIEHUEM H HE
MOJKET OBbITh MepEeHEeCeHa Ha APYToil TOKYMEHT

HOJNKCh HE CBSA3BIBACTCS C KOHKPETHBIM COOOIIEHHUEM U MOXKET
OBITH IIepeHeceHa Ha APYTON JOKYMEHT

Kakum TpeboBaHUSM TOJDKHA
VAOBJCTBOPITH  DJICKTPOHHAS
1u¢poBast OTUCH?

IMOCJIC TOT'O, KaK JOKYMCHT IMOAIIMCAaH, €0 HEBO3MOXHO U3MCHHUTH

IMMOCJIC TOTO, KaK JOKYMCHT MOAINCAaH, €TI0 MOXKXHO U3BMCHATH

MOJMUCH HEPA3PHIBHO CBS3BIBACTCS C JIaHHBIM COOOIIEHUEM U HE
MOJKET OBITh MIepEeHECeHa Ha APYToil TOKYMEHT

MOJIMKUCH HE CBSI3BIBACTCS C KOHKPETHBIM COOOIICHHEM U MOXET
OBITH TIEpEHECEHa Ha APYToil TOKYMEHT

Kakum TpeboBaHMAM JOKHA
YIIOBJIETBOPATh  DJIEKTPOHHAS
uQpoBas NOANUCH?

OT IIOCTaBJICGHHOM ITOJIHCH HEBO3MOXKHO 0TKa3aThbCs, TO €CTh
JIMIO0, MOAMNMCABIICE AOKYMCHT, HE CMOXKCET IIOTOM YTBCPIKIATh,
YTO HE CTaBHJIO ITOAITNCH

MOANKCH BOCTIPOU3BOIUTCS MHOTHMHU JIMIIAMH, a €€ TOIJTHHHOCTh
MOKET OBITh YJIOCTOBEPEHA TOJIBKO OJTHUM JIMIIOM

MOJIMUCH HEPA3PHIBHO CBS3BIBACTCS C JIaHHBIM COOOILIEHUEM U HE
MOJKET OBbITh MIEpEeHECeHa Ha APYTOil TOKYMEHT

HOJNKCh HE CBSA3BIBACTCS C KOHKPETHBIM COOOIIEHHUEM U MOXKET
OBITH IIEpeHEeceHa Ha APYTON JOKYMEHT

Jlns wero npeaHa3HayeH UEHTP
cepTUdHUKAINA KITFoUeh?

JUISL perHCTpannuy aOOHEHTOB

JUTSL U3TOTOBJICHUS CEPTU(PUKATOB OTKPBITHIX KITIOUEH

JJIA BBIACIICHUA CIICTIHMAJIbHBIX KaHAJIOB CBA3HU a0oOHEHTaM

IJId XpaHCHUS U3TOTOBJICHHBIX CepTI/I(bI/IKaTOB

IS TIOAJIEpXAHUS B AKTYaJbHOM COCTOSIHUM CIPAaBOYHHUKA
NEHCTBYIOIINX CEPTU(PUKATOB

JUTSI BBIITyCKa CITUCKA JJOCPOYHO OTO3BAHHBIX CEPTU(PHUKATOB

Kak Ha3biBaeTcsi CTpyKTypa B
cocTaBe OOJNBIION CETH CBS3H,
3aHUMAIOIASICS. T€HEPUPOBAHU-
€M KIIOYeH, UX XpaHEHUEM U
ApXUBUPOBAHUEM, 3aMEHOW WITH

YCTPOMCTBO pacupeAesieHus KIoUen

LEHTP 3aKPbITOTO MIH(PPOBAHUS

LEHTP pacrpeaeicHus KIouen
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Bapuanmbl omeenma

U3BATUEM M3 OOpallleHus cra-
PBIX M HEHYXHBIX KITIOUei?

LEHTP OTKPBITOro MHPPOBaAHUS

KakuM cBoOHWCTBaMH  JOKEH
obmamaTh cepTHPUKAT OTKPHI-
TOro Kiroua?

KXKBIH MOJIb30BATENh IIEHTPA CePTHPUKAIIUU, UMEIOIIHA TOCTYII
K OTKPBITOMY KIIFOUy LIEHTPa, MOKET HM3BJI€Yb OTKPBITHIN KIIIOY,
BKJIIOUEHHBIN B cepTuUKaT

HU OJlHA CTOPOHA, MOMHUMO IIGHTpa CepTU(UKAIUU, HE MOXKET
W3MEHUTH CEPTU(PHUKAT TaK, YTOOBI 3TO HE OBLIO 0OHAPYKEHO

1100011 1MOJIb30BaTEIh CUCTEMbI MOXKET U3MEHUTH CEPTUDUKAT

KXKBIH MMOJIb30BATENh IIEHTPA CePTHPUKAIIUN, UMEIOIIHA TOCTYII
K OTKPBITOMY KJIFOUY LIEHTPa, MOKET U3MEHUTh OTKPBITHIN KJIFOY,
BKJIIOUEHHBIN B cepTuUKatT

Yro 00IIET0 MMEIT BCE METO-
el (POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX JUI MK(pOBaHUS WHPOPMALIMN HCIIONB3YETCS OMH KIII0Y,
a U1 pacu(poBaHus — APYron KoY

B HHUX BXOIHOM ITOTOK MCXOIHOTO TEKCTA NEIMTCS Ha OJIOKH, B
Ka)XJIOM U3 KOTOPBIX BBIIIOJHAETCS IEPECTAHOBKA CUMBOJIOB

B HUX HPOHM3BOJIUTCS CIO0XEHHWE CHMBOJIOB MCXOJHOTO TEKCTa U
KJII04a TI0 MOJIYJII0, pABHOMY YMCIy OYKB B andaBure

B HuUX i1 mudpoBanus u pacmmdpoBaHus WHOOpPMAIUU
HCIOJIB3YCTCA OAUH U TOT KC KIIHOY

Kakue omepanuy mpuMeHSIOTCS
OOBIYHO B COBPEMEHHBIX OJI0Y-
HBIX aIropuTMax mudpoBanus?

BO3BCACHUC B CTCIICHD

3aMeHa OUT 110 TadJmie 3aMeH

HaXO0XIOCHUC OCTaTKa OT ACJICHUSA HAa 00JIBIIIOE MpOCTOC YUCIIO

MepecTaHOBKa OUT

CJI0KEHHUE TIO MOJTYJIIO 2

CumMMeTpHYHBIE METOIBI IHU]-
POBaHUsI — 3TO METOJHI ...

mr(pOBaHUS C OTKPHITHIM KIHOYOM

CKaTust UHopMaIu

HOMGXOyCTOﬁ‘IHBOI‘O KOOAUPOBaHUA

HIU(PPOBAHUS C 3aKPBITHIM KIIFOUOM

Kak HaspiBaeTcsi cooOlueHue,
HOJIy4eHHEe T[oClie peodpaso-
BaHUs C HCIIOJIb30BAHHEM JIIO-
6oro mmdpa?

UMHUTOBCTaBKOU

KJIIOUOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak Ha3bIBaeTCsl OJHO3HAYHOE
nmpeoOpazoBaHue BXOJTHOT'O
MaccuBa JaHHBIX TIPOU3BOIIb-
HOW JUTMHBI B BBIXOJIHYIO OWUTO-
BYI0O CTPOKY (HUKCHPOBAHHOM
JUTUHBI?

KOJIJTU3HUA

XEILIMPOBAHUE

raMMHUpPOBaHHUC

TIepECTaHOBKA

CJIO’KEHHUE 10 MOJYJIIO 2

Kax HaspBaeTcst (yHKIMS, KO-
TOpast Ui CTPOKH IMPOU3BOIIb-
HOW JIJTMHBI BBIYUCIISET HEKOTO-
poe 1enoe 3HaueHUE W HEKO-
TOPYIO JAPYTYHO CTPOKY (PHUKCH-
POBaHHOW JITUHBI?

Kpunrorpaduaeckas GyHKIIHSI

OJTHOCTOPOHHSISI PYHKIUS

xem-(QyHKIus

byukuusa Ditnepa

(YHKLINS raMMHPOBAaHUS

Kakuve TpeOoBaHUsS MpeIbsiB-
JSIFOTCSL K KPUNTOTpapHIeCcKuM
XelI-QyHKIUSAM?

Xxem-(QyHKIuss JOJDKHA — OBITH COOOIICHHUIO

(UKCUPOBAHHOTO pa3mepa

IIPUMEHUMA K

IpY U3BECTHOM 3HaueHuM xemm-¢pyHkuun H(M)=m nomxHo ObITh
TpyIHO (TPAaKTUYECKH HEBO3MOXKHO) HAWTH  IOJIXOJSIIUHA
npoobpaz M




Bonpoc Bapuanmer omeema

IPU U3BECTHOM COOONICHUH M MOHKHO OBITh TPYIHO HAWTH
apyroe coodiienrne M’ ¢ TakuM Ke 3HaYeHHEeM Xelll-QyHKIMH, KaK
Yy HCXOJTHOTO COOOIICHUS
JUIS  COOOINEHUI OJMHAKOBOTO pa3Mepa XClI-KOJ JIOJIKCH
MMoJIy4aTbCda OAMHAKOBBIM

xenl-QyHKIus ~J0JKHA OBITh TPUMEHUMA K  COOOIICHHIO
(UKCUPOBAHHOTO pa3Mepa

MpU U3BECTHOM 3HadeHuu xem-pyHkiuu H(M)=m nomxHO ObITh
TpyZHO (NIPAKTMYECKHM HEBO3MOXXHO) HAWTH  MOIXOISAIINI
npoobpa3z M

IIPY U3BECTHOM COOOIIEHUH M JTOKHO OBITH JIETKO HAWTH PyTroe
coobmieHne M’ ¢ TakuM k€ 3HaueHHUEM Xell-QyHKIINH, KaK y
HACXOIHOT'O COOOIIEHUS

JOJKHO OBITh TPYAHO HAWTH Kakyloo-1u00 mapy ciydalHbIX
Pa3IUYHBIX COOOIICHU C OIMHAKOBBIM 3HAYEHHEM XeIl-(PYHKIIUN

Kakne TtpebOoBaHus mpeabsIB-
JSIOTCS K KPHUITOTpaQuuecKuM
xelI-QyHKIUSAM?

JUTSL TIPOBEPKH IIETTOCTHOCTH COOOIICHHUS

JUTS IPOBEPKH aBTOPCTBA COOOIICHUS

TU1s1 OPMUPOBAHUS ICKTPOHHOU 1T (DPOBOI moaHCH
JUTs UG POBAaHUS COOOIICHUN

B Ka4eCTBE KIJI0Ya NpU MHPPOBAHUU

Jns xakux neneit nmpuMeHsieTcs
XEII-KoJ B Kpunrorpahuu?

Bonpocs! k koMmiekcHomy 3agannio TK2

1. UYro oOTHOCHTCS K CpEICTBAM HWHYKEHEPHO-TEXHUYECKOW  3allUThI
uH(OpMAIUH U JIJIS1 4YeTO OHU MTPeIHA3HAYCHBI?

2. Kakue crnocoObl ayTeHTU(UKAIUMU T0JIb30BATEIC MOTYT NMPUMEHSTHCS B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B 1uem 3akit04aroTCsi OCHOBHBIE HEJIOCTATKH MapoJIbHOM ayTeHTU(UKALUN U
KaK OHa MOXET ObITh ycusieHa?

4. Kakue OMOMETpUUYECKHE XapaKTEPUCTUKHU IMOJH30BATEICH MOTYT MpUMe-
HATBCS JUIsl uX ayTeHTUuKauuu? B yem mpeumyniectBa mogoOHOTO crocoba moj-
TBEPKACHUS MOJIMHHOCTU?

5. Urto Ha3bIBAIOT ABYX(PAKTOPHOU ayTeHTU(UKAIIEH?

6. B yem pazHuiia Mexay CUMMETPUYHBIMA U aCUMMETPUYHBIMU KPHUIITOTpa-
(uyecKkuMH cucTeMamu?

7. B ueM pa3Huia Mexay NOTOKOBBIMU U OJIOYHBIMU U pamMu?

8. Uro Takoe »yekTpoHHas IU(dpoBas MOANUCH, KaK OHAa IMOJydaeTcs M
npoBepsieTcs?

9. Kakosa ponsb B cuctemax DI dyHkuumii xemmpoBanus?

10. Kakyro poJib HUCHONHSAIOT YAOCTOBEpsOmME LEHTpbl? YUTo Takoe
cepTU(UKAT OTKPHITOTO KItoua?

11. Kakue nporpamMbl OTHOCST K pa3psiy BpEIOHOCHBIX?

12. YTo Takoe KOMITbIOTEPHBIN BUPYC?

13. Kakue cyiecTByrOT BUJIbI KOMIIBIOTEPHBIX BUPYCOB?

14. B yem pazHuia Mexay 3arpy304HbIMU U (DailIOBEIMU BUPYyCaMu?

15. Kak npoucxomut 3apakeHue # (YHKIMOHUPOBAHUE 3arpy304YHBIX
BUPYCOB?



16. Kakue Tunsl ¢aitnoB MOTyT 3apaxkaTbcs (HailJIOBEIMU BUpyCamMu?
17. Kak npoucxoauT 3apakeHue IporpaMMHbBIX (haitsioB?
18. ITouemy (haiibl JOKyMEHTOB MOTYT COACPKATh BUPYCHI?

19. Kak
MaKpOBHUPYCaMU?

o0ecneynBaercs

ABTOMATUYECKOE  IIOJyYEHUE  YIIPABICHUSA

20. B uem 3akirovaercs MNpOQPHIAKTHKA 3apaXCHHUS KOMIIbIOTEPHBIMU

BHUpycamu?

21. Kpunrorpadgudeckre NpUMUTUBBI. XA1I-QYHKIUSA U €€ TPUMEHEHHUS.

Jist Tekymero kourpoJs TK3:
ITpoBepsiemasi KOMIIETEHIUS:

Konx 1 HanMeHoBaHNe KOMIIETEHIIUN

Kon n HaumeHoBaHWE HHIUKATOPA

OI1K-4. CrtocoOeH moHUMAaTh MPUHITATIBI Pa-
00TBI COBPEMEHHBIX MH()OPMAIIMOHHBIX TeX-
HOJIOTHI ¥ NCTIONB30BATh UX JUISl PELICHNS
337124 NPO(eCCHOHATIEHOM JIEATETbHOCTH

OIIK-4.2. Bnageer HaBbIKaMU NPUMEHEHUS IHUQPPO-
BBIX TEXHOJOTHH HJisi pemieHust 3amad npodeccuo-
HaJIbHON JIEATENHHOCTH C YY€TOM OCHOBHBIX TpeOo-
BaHMI HH(POPMAIIMOHHOMN 0€30MMacHOCTH

Tect

Bonpoc
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pa3paboTka HOPMATHBHO IPABOBBIX AKTOB, PETrJIaMEHTHUPYIOIIUX
OTHOILIEHHS B MTH(POPMAITMOHHOU cepe

CO3JIaHNE M COBEPIICHCTBOBaHME cucTeMbl ooecrieueHus b PO

K IIPpaBOBBIM METOAAM | pa3paboTKa, HWCIOJIB30BAHNE M COBEPIICHCTBOBAHHE CPEACTB

3QIIHUTHI MHGPOPMALMY | 3aIUTHI IPOLECCOB U IPOrPaMM

OTHOCHUTCSL: paspaboTka mporpamm obOecrieuenuss b P® wu ompenenenue
nopsiaka ux (PMHAHCUPOBAHUS
dopMHpOBaHHE  CHUCTEMBl  MOHHUTOPHMHTA  TIOKa3aTreiled |
xapakrepuctuk Ub PO

Hndopmanus, npodeccuoHanbHas TaifHa

WCIIOJIb30BaHUE KOTOpOU Oe3
corjacusi CyObEeKTa MOXKET
HAHECTH BpEJ €ro 4YecTH,

rOCyIapCTBEHHAs TailHa

MEPCOHATIBHBIC TaHHBIC

KOMMepYecKas TahHa

JIOCTOUHCTBY, IEIIOBOH

penyTanun cirykeOHasl TaiiHa

B pykoBomsmem AoKymMeHTE LA

OCTOK CHCTEMEI, B

KOTOpPBIX  paboTaeT  OJIWH

II0JIb30BATENb, NOMYIIECHHBIN 1T

KO Bceil oOpabareiBaeMoii

nHpopmarun ypoBHS | 2A

rOCyIapCTBEHHOU TaMHBI,

pa3MEIIEHHON Ha HOCHUTENSX | 3A

OJIHOTO YPOBHS

KOH(HICHIINATILHOCTH —| 3

OTHOCSITCS K TpyIIIe

K npaBoBbM METOJaM | CO3/IaHUE U COBEpPIICHCTBOBaHUE cucTeMbl ooecrieuenus b PO
3aIUTBI UHpOpMaLUK | pa3paboTKa, WCIIONB30BAaHUE U COBEPIICHCTBOBAHWE CPEICTB
OTHOCUTCS 3alUTHI IPOLECCOB U MPOTpaMM




Bonpoc

Bapuanmbl omeenma

BHECCHHME U3MCHCHUM W JIONOJHEHUM B 3aKOHOJATEIHECTBO P,
perynupyronue oTHoeHus B obnactu obecrieuenust Ub

paszpabotka mporpamm obOecnieuenuss b P® u ompenenenue
nopsiika ux (MHaAHCUPOBAHUS

dbopMupOBaHHE  CHUCTEMBl  MOHHTOPHHTa  TIOKa3aTeled U
xapaktepuctuk b PO

B pykoBomsmem AoKymMeHTE

OCTOK CHCTEMEI, | 3A

KOTOPBIX paboraer

HECKOJBKO  ITOJIb30BaTENCH, 7A

KOTOpPbIE UMEIOT OJIMHAKOBBIE

nmpaBa JOCTyna KO Bceil

uHpopManun yposust | 1A

roCyIapCTBEHHOU TailHBI,

oOpabarsiBacMO u/unm 3B

XpaHHMOM Ha  HOCHUTENX

pa3IuyHOTO YpOBHS

KOH(PUICHIIMATBPHOCTHA — 1B

OTHOCSITCS K TpYIIIe

K OpraHU3aIMOHHO-
TCXHNUYCCKUM MeTOoAaM
3aIUTEI nHpopmaruu
OTHOCHUTCS

CO3JIaHWE U COBEPIICHCTBOBaHUE cucTeMbl ooecrieueHus b PO

paspaboTka mporpamm obecrieuenuss b P® wu ompenenenue
nopsiaka uX (uUHaHCHpOBaHMS;, 3. (OPMHPOBAHHUE CUCTEMBI
MOHUTOpHUHIA MTOKa3arenen u xapakrepuctuk b PO

YTOYHEHHUE CTaTyCa WHOCTPAHHBIX MH()OPMAIIMOHHBIX AareHTCTB,
CMMU u xypHaIucTOB

B pykoBoasiieM JOKyMeHTe
OCTIK
MHOTOTOJIb30BaTENbCKHE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

oOpabatsiBaeTcs u/vunm
XPaHUTCS uHbOpMaIus
pa3HbIX YPOBHEH
KOH(pHICHIIMAIIBHOCTH bi o)
rpudpa  «Ocobo  BaKHO»
BKJIIOUUTENBHO, npuyemM
pa3IUYHBIE  TOJIb30BATEIH

UMEIOT pa3lWYHbIe TpaBa Ha
JOCTYNl K uH(poOpMaluu —
OTHOCATCS K TpynIe

1b

2b

3A

1A

1B

3amuiaeMble roCy1apCTBOM
CBEJICHUS, PaCIpPOCTPaHEHHE
KOTOPBIX MOXET HaHECTH
yiiep6 PO

npodecCuoHaIbHAs TaiflHa

roCcyJapCTBEHHAas TallHa

MEPCOHATIBHBIC TaHHBIC

KOMMep4YecKas TalHa

ciry>xeOHas TaiiHa

B pykoBojsiiem qoKyMeHTe
OCTIK
MHOTOII0JIb30BaTEIbCKIE
CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

1b

2b
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obOpabaThIBaeTCs W/
XpaHUTCSA UHpOpMALUST
pa3HbIX YpOBHEMU
KOH(HICHIINATLHOCTH 110
rpuda «CekpeTHo»
BKJTIOYHUTENBHO, npuyeM
pa3IUYHbIE  MOJIb30BATENH

UMEIOT pa3jIM4HbIe [IpaBa Ha
nocTyn K wuHbopmanmuum —
OTHOCSTCH K IPYIIIE

3A

1A

1B

K skxoHoMHueckuM MeTOmaM

paspaboTka mporpamm obOecrieuenuss b P® wu ompenenenue
nopsiika ux (MHaAHCUPOBAHUS

YTOYHEHHUE CTaTyCa WHOCTPAHHBIX MH()OPMAIIMOHHBIX AareHTCTB,
CMMU u xypHaIucTOB

3aIUTEI nHpopmarmu v v

OTHOCHTCS BHECEHHUE U3MEHEHUN W JOIMOJIHEHUH B 3aKOHOIATENBCTBO PO,
peryaupyroniie OTHOIIeHHs B o0nactu ooecneuenus b
dbopMupOBaHHE  CHUCTEMBl  MOHHTOPHHTa  TIOKa3aTeled U
xapakrepuctuk Ub PO
npodeccuoHanpHas TaifHa

Nudopmanus roCyIapCTBEHHAs TailHa

MPEICTaBIISIFOIIIAS CEKpET | epCOHAIbHbIC JaHHBIC

MPOU3BOCTBA(HOY-XAY), 3TO

KOMMepYecKas TalhHa

ciry>xeOHas TaiiHa

B pykoBogsmemM 10KyMeHTe
OCTIOK

MHOTI'OITIOJB30BaTCIbCKUC

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obOpabaThiBaeTCs W/
XpaHUTCS UH(pOpMALUSL
pa3HbIX YPOBHEM
KOH(UICHIIMATLHOCTH B TOM
qucie [TepconanbHbIe

JaHHBIC, TIPUYCM PA3JIMYHBIC
TI0JIb30BATEIH UMEIOT
pa3iauyHbIC IIpaBa HA AOCTYI
K WHPOPMAIIMK — OTHOCSITCS
K TpyIIe

1b

1T

3A

1A

1B

K CBEICHUSIM
KOH(HICHIIMATHHOTO
XapakTepa, COTJIACHO YKa3y
npe3ugeHTa pg ot 6 mapra
1997 r., oTHOCSTCS

uH(pOpMaLKs O PAaCIPOCTPAHEHUH NTPOTPaMM

uH(pOpMaLKs O JTUIEH3UPOBAHUY MPOTPAMMHOI0 00ecreueHus

uHpopManus, pa3mernaemas B razerax, MIHTepaere

MCPCOHAJILHBIC TAHHBIC

JINYHAas TaliHa

OTHomeHMsA, CBs3aHHBIE C
00paboTKOIl  MepcoHaTbHBIX
JTAHHBIX, peryIupyroTCs
3aKOHOM. ..

«O6 nnpopmanu, THPOPMAITMOHHBIX TEXHOIOTUIX)»

«O 3amuTe nHGOPMALTHI

d)e;[epaanblM 3aKoHOM «O MEPCOHAIBHBIX TAHHBIX>

®denepanbHbIM 3aK0HOM «O KOHGUAEHITHATBEHON HH(POPMAIIHI)

«O0 yTBEpXIECHUU TEpPEeyYHs CBEJICHUN KOH(PHICHIMAIHHOTO
XapaxkTepa»

JlelicTBusA ¢ mepcoOHaIbLHBIMU

HCITPABJIICHUE IICPCOHAIBHBIX JaHHBIX
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JIAHHBIMU (COTJIACHO 3aKOHY),

BKJTIOYast coop,
CHCTEMAaTH3AIIHUIO,
HAKOILJICHHE, XpaHeHHeE,
UCIIOJIb30BAHUE,

pacupocTpaHeHUE U T. JI 3TO:

paboTa ¢ IepCOHATBHBIMU TAHHBIMH

peoOpa3oBaHre MEPCOHATBHBIX TaHHBIX

00paboTKa mepCcOHATBHBIX JAHHBIX

HN3MCHCHHUEC IICPCOHAIBHBIX JaHHBIX

[HencrBusa, B  pe3yibrare
KOTOPBIX HEBO3MOKHO
OTIpeIeNUTh
IIPUHAJIEKHOCTD
MEePCOHAIBbHBIX JTAHHBIX
KOHKPETHOMY CyOBeKTy

MNCPCOHAJIbHBIX TAHHBIX

BBIACIICHUC TICPCOHAJIBHBIX JAHHBIX

oOecrieyeHne 0€30MaCHOCTH EPCOHANBHBIX TaHHBIX

neayTeHTU(DUKALIHS

ACaBTOpU3anud

JenepcoHnpuKaIms

HepCOHaJ’IBHBIG JaHHBIC 3TO

mobass uHpOpManKs, OTHOCAMIAACA K ONPEACTICHHOMY WU
OIpeZieTsIeMOMy Ha OCHOBAaHUH Takol MH(popmannu Gpusndeckomy
ULy

bamuus, UMs, OTYECTBO (PU3UUECKOTO JIUIIA

roa, Mecil, JaTta U MCCTO POKACHUA, aApCC (bH3I/I‘I€CKOFO Juia

aJipec MpoKMBaHUA (HU3NUECKOTO JINLa

CBEIEHUSI O  CEeMEMHOM,  COLMAIbHOM, HMYILIECTBEHHOM
MI0JIO)KEHUN 4eJI0BEKa, COCTaBJIAIOLINE MIOHATHE
«tpodeccruoHanbHas TaiHay

OenepanbHbiii 3akoH «O0 WH-
(dhopmaruu, HHGOPMATU3ALUU U
3amuTe WHQOpPMAIUN) HaIpaB-
JICH Ha:

peryiupoBaHue B3aMMOOTHOILICHUH B HMH(DOPMAIIMOHHOW cdepe
COBMECTHO C I'PaXXJaHCKUM KoaekcoM PD

peryiupoBaHye B3aMMOOTHOIICHUH B TpakJaHCKOM ob1iecTBe PO

perynupoBaHue TpeOOBaHUIM K pabOTHUKAM CIyk 0, paboTaromux
¢ uapopmarmii

dbopMHupoBaHHEe HEOOXOAMMBIX HOPM H TIpaBUI padOTHl C
uHpopmarmein

(dbopMUpOBaHHE HEOOXOJAMMBIX HOPM M TIPABHJI, CBSA3aHHBIX C
3aIUTOM JeTei OT HHPOPMAITUH

[IepconanbHEIMH
BIIAJICIOT:

JaHHBIMH

TOCyIapCTBO

Pa3JIMYHBIC YUPEIKACHUS

rocynapctBeHHas Jyma

)urenn Poccuiickoit denepannu

MEUKO-COIIHATbHBIC OpTraHU3aAIHI

OenepanbHeiii 3akoH "OO0 WH-
¢dhopmanuu, nHGOpMATU3AUH U
3amuTe nHGopmanmu" gaet om-
penencHue nHGOPMAIIHH:

TCKCT KHUI' UJIM ITHUChbMa

CBEIICHMsSI O JIMIIAX, MpeaMerax, (hakTax, COOBITUSAX, SBICHUSAX H
mpoIrieccax He3aBUCUMO OT (DOPMBI UX MPEICTABICHUS

CBCIACHUA O SABJICHUAX U ITPpOLECCAX

¢axThl ¥ uaeu B GopMaTU30BaHHOM BHJIE

K (POBAHHBINA TEKCT, TEKCT HA HEM3BECTHOM SI3bIKE

VYkaxure HOPMaTUBHO-
[IPaBOBOM aKT, B KOTOPOM
pacKpsIBaeTCs MIOHATHE
«uH(pOpMaIMOHHas
0€30I1aCHOCTB»

3akon Poccuiickori @enepanuu ot 27 mexkabps 1991r. Nel224-11
«O cpezncTBax MaccoBoi HH(OPMAIII»

®denepanbHbIN 3ak0H ot 27.07.2006 Nel149-®3 «OO0
nHpopmaruy, WHHOPMAIMOHHBIX TEXHOJIOTHSIX W O 3aluTe
uHpOpPMALIIN

JTOKTpUHA MHPOPMAIIMOHHOHN 0€30MacHOCTH

BCC OTBCTHI BCPHBI

3akoH poccuiickoil denepaunu

1982
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«O rocymapCTBEHHOH TalHE»
OBUT TIPUHST B CJICAYIONIEM TO-

ny

1985

1988

1993

2005

Bribepute, MOXHO JIH B CIy-
JKEOHBIX TENIAX HWCIOJIb30BaTh
3JIEKTPOHHBIN aapec (TIOYTOBBIN
SIIMK),  3apPETHCTPUPOBAHHBIHN
Ha OONICIOCTYITHOM MOYTOBOM
cepeepe, HarpuMep Ha mail.ru

HCT, HC IIPU KaKUX 00CTOSTENLCTBAX

HET, HO U1 OTHpaBKHU CPOYHBIX U 0c000 BaYKHBIX ITUCEM MOYKHO

MO’KHO, €CIIM 110 HEMY MOJb30BaTeNb OyAeT mepechiiaTh HHPOpP-
MaIlMio, He COJIEPIKAIlyl0 CBEIEHUH KOH(HICHINATBHOTO XapaK-
Tepa

MOYKHO, €CITM MH(OPMALMIO NPEABAPUTEIHFHO 3aapXUBUPOBATH C
MIOMOIIBIO TIPOTPAMMBI Winrar ¢ mapojiem

MOYKHO, €CJIM JIPYTHX CHOCOOOB AIIEKTPOHHOMN IMepefayd JaHHbBIX
Ha NPEJNpPUATHH WIN Yy MOJIb30BaTells B HACTOSAIIMNA MOMEHT HET,
a “H(OPMAITHIO HY>KHO MIEPECIaTh CPOYHO

MosxeT 1M COTPYTHUK OBITh
NPUBJICYCH K YrOJOBHOW OTBET-
CTBEHHOCTH 32  HapyIICHUS
TIPABILT WH(POPMAITUOHHOM
0e30MacHOCTH MPEATIPUATHS

HET, TOJIBKO K aI[MI/IHI/ICTpaTI/IBHOI\/'I OTBCTCTBCHHOCTHU

HET, €CJIM 3TO IrOCyAapCTBEHHOE MPEIpUsITHE

na

Jla, HO TOJIBKO B Cllydae, €CJIM JEUCTBUS COTPYIHHKA HAHECIIH
HEIOIIPAaBUMBIHN BpE.l

J1a, HO TOJIBKO B CJIy4ae OCO3HAHHBIX HEIPAaBOMOYHBIX ACUCTBUUI
COTpyAHHUKA

B nmaHHOM ciyyae COTPYAHHUK
YUPEIKACHUSI MOXKET OBITH MPH-
BJIeYeH K OTBETCTBEHHOCTH 3a
HapyIIeHUs TpaBu HHOOpMa-
LIHOHHON 0€30I1aCHOCTH:

BbIX0J B IHTEpHET Oe3 pa3pelieHus aAMUHUCTPATOPa

IPU YCTAaHOBKE KOMITbIOTEPHBIX UIP

B ClIy4asiX yCTaHOBKHU HenuueH3noHHoro I10

B CIIy4yae He BBIX0/1a U3 HH()POPMAITMOHHOW CHCTEMBI

B Tr060M ciyyae HEMPaBOMOYHOI'O WCIIOIb30BAHUS
KOH(pUICHIMATBbHON MHPOPMAIUU MIPH YCIOBUU MUCBMEHHOTO
peIyIpexACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a nmpaBoHapyLIEHHsS B cepe
nHpopmanuu,
UH(POPMALIMOHHBIX
TEXHOJIOTUH u 3alIUTEI
UH(pOpMAIIMK JTAaHHBIA  BH]T
HaKa3aHUs Ha CErOAHSIIHUH
JICHb HE MPElyCMOTPEH:

JAUCHUIINIMHAPHBIC B3bICKaAHUA

aIMUHHUCTPATUBHBIN mITpad

YTojJ10BHas1 OTBETCTBECHHOCTD

JINIIEHUE CBOOOIBI

CMEpTHas Ka3Hb

HNudopmanmeit, cocrapistomei
KOMMEPUYECKYI0 TaliHy, BIlaje-
10T

TOCyIapCTBO

Pa3JIMYHBIC YUPEIKACHUS

rocynapctBeHHas Jyma

rpaxaane Poccuiickoit @enepanuu

MEUKO-COIIHATbHBIC OpTraHU3aAIHI

Wndopmanueit, cocrapisromei

rOCYyAapCTBO

TOJIEKO 00pa30BaTENbHbIE YUPEIKICHUS

roCyAapCTBEHHYIO TaiiHy, | TOIBKO mpe3uanyM Bepxosnoro Cosera PO
BIIAJCIOT: rpaxnaasne Poccuiickoit @enepannn
TOJIbKO MHHHCTEPCTBO 3PABOOXPAHEHHS
rocyaapcTBo
Brnagensiiem  mH(pOpManum | KOMMEpPUYECKasi OpraHu3anys
IepBOU Kareropu | MyHULIUITAIBLHOE YUPEKICHUE
SIBJISIETCHL. . . 0001 TpakTaHNH

IpyIIa UL, UMEIOIINX ob11ee AeI0
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IMMPOCTBHIC JIFOAN

Bnagensuem  uHpopManuu | TOCy1apCTBO
BTOPOM KaTeropuy | KOMMEpUeCcKasi OpraHu3anus
SIBIISICTCA. . . MYHUIUATIATBHOE YUPEKICHUES
HEKOMMeEpUECKasi OpraHu3anus
JFOTN
Brnanensuem  mHOpMarmm | TOCy1apCTBO
TpeThei KaTeropuy | MyHHIMIAJIbHOE YUPESKICHUE
SBIISIETCS. .. YUpEKIACHUE
HEKOMMepUeCKasi OpraHu3anus
OcHOBHBIM HOPMAaTUBHO- | CtpaTerus HallMoHaJIbHOU Oe3omacHoctu PO
;If;i?z;\:mmq HOKYM?TI;T;:: @3 "O rocynapcTBeHHOM TaiiHe"
cBOOOABI W  0E€30MacHOCThH | KOHCTHTYIHS
YeJI0BeKa B CHCTEME | 1 10RHEIi KOTIEKC
UH(POPMALIMOHHBIX

OoTHoIIeHUN, B P® sBisercs

JTOKTpUHA HHPOPMAIIMOHHOK Oe3onacHoCTH PD

CoBOKYNHOCTb  OpUIIHATIBHBIX
B3VIAZIOB Ha LEIM, 33hayH,
MPUHUUIBI W OCHOBHBIE Ha-
mpaBieHuss oOecreyeHuss WH-
(hopMalMOHHOM 0€30MacHOCTH
P® npencrasneHst

B /[okTpuHe nHGOpMAIMOHHOM Oe3onacHocTH PO

B KoHItenmu HarmmoHaapHoU Oe3onacHaoct PO

B Koncturyuuu PO

B buiine o Hag3ope 3a TaHHBIMA

B @3 PO "O6 undopmanun, nHHOPMAIIMOHHBIX TEXHOJIOTHUIX U O
3amute uapopmarmu”

Ha w™exnyHaponHOM ypoOBHE
npezenbl BMElaTenbCcTBa B 4a-
CTHYIO XHU3Hb CO CTOPOHBI TI'O-
CyJapcTBa U APYTHX CYOBEKTOB
oInpeAeIeHbI

3aKOHOM O TaifHe 4aCcTHOM MH(OopMaIuu

cranaapToM ISO 15408

OpaHXEBOW KHUTOU

OeKJapanuei paB yeaoBeKa

OuIeM 0 Ha/I30pe 3a TaHHBIMU

[Ipectymnenusim B cdepe
KOMITBIOTEPHOH HMH(pOpManuu B
YronaoBHOM KOJIEKCE
HOCBSIIIAsIETCS

2jlaBa

pazzen

CTaThia

IIyHKT

4acCTb

CTaHOBJIEHHE OTCUCCTBEHHOTO
3aKOHOJIATENbCTRA o
nHGOPMATH3AIUH [TPOU3O0IILIO0

B KoHIIe 60-X IT

B koHIle 70-x IT

B koHIle 80-X IT

B Hauaje 90-x T

B Hauvaje 70-X IT

3amuTa KOMIIBIOTEPHOM  UH-
(dhopmanuu BBeneHaA. . .

ceMerHbBIM KogekcoMm PD

Koncrutyuueit PO

I'paxxmanckum kogekcom PO

VYromnoBHEIM KoJiEKCOM PD

Uro  mpencraBiser — coOoi
MOKTpUHA  WH(OPMAITMOHHOMN
oe3omacHoct PO?

HOPMAaTUBHO-IIPABOBOM aKT, yCTAHABIMBAIOIIUN OTBETCTBEHHOCTH
3a paBoOHapyIIeHus B chepe nHOpMAITMOHHOM OE30MaCHOCTH

benepanbHBI 3aK0H, PETYIUPYIOIMIMA MPABOOTHOIIEHUS B 00J1ac-
T UHOOPMAITMOHHOM 0€30MaCHOCTH
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1eseBas mporpaMMa pa3BUTHs CUCTEMbI WH(OpPMAIMOHHON 6e30-
nacHoctu P®, npencrapisronias co00 Mocaea0BaTeIbHOCTD CTa-
I U DTAroB

COBOKYITHOCTBH O(bI/II_II/IaJII:HI:IX B3IIAA0B HA LCJIHU, 3ada4u, IPUH-
LUl 1 OCHOBHBIE HAlpaBlIeHUs! oOecnieueHus] MH(HOpMaMOHHON
6e3onacHoctu Poccuiickoit denepannu

OxpaHa TEepPCOHATBHBIX JIaH-

3anmTa HHPOpMaLuu

KOMITbIOTEpHAst 6€30MaCHOCTh

HBIX, TOCYJapCTBEHHOM, CIIy-

®eOHOM W JAPYyruX BUAOB WH- | 3aIUIIICHHOCTh HH(OpMAIUH

(opmarmn OrPaHMYCHHOrO | 3aIUIIEHHOCTh MOTpeOuTeNel nHpopMauu
AOCTYyTa 3TO0 0€30I1aCHOCTh JAHHBIX

TlokymenTnposannas  mudop- | [OCYAAPCTBEHHAs TaliHa

Maiusi, JOCTYNl K KOTOpPOMl or-
paHUYMBACTCS B COOTBETCTBUU
C 3aKOHOJATEILCTBOM PO

KOMMep4YecKas TalHa

OaHKOBCKag TaiiHa

KoH(puaeHIMabHast nHPOpMaIus

CooTHeCHUTEe TPUHIMIBI  WH-
(hopMarMoHHON 0E€30MaCHOCTH,
ompeneneHHpie  ['ocTexKoMuUc-
cuei

. IpYUHOHUIT CHCTEMHOCTH

. IPUHIOUII KOMIIJIEKCHOCTHU

. IpUHOMIT HEMTPEPHIBHOCTH 3allIUThI

. THOKOCTB CUCTEMBI 3AILUTHI

DN D[ W N —

. pa3yMHas JOCTaTOYHOCTb

1. mpaBWJIBLHO BBIOpPATh TOT JOCTATOYHBIA YPOBEHH 3aIUTHI, TIPU
KOTOPOM 3aTpPaThl, PUCK U pa3Mep BO3MOXKHO T0 yiiepoa Obutn Obl
IPUEMIIEMbIMA

2. HEIIpPEPBIBHBIN 11€JIEHANIPaBICHHbIN IPOLIECC, TPEAITOIAaratoIui
IPUHATHE COOTBETCTBYIOIIMX MEpP Ha BCEX JTamax >KH3HECHHOIO
mukia AC

3. mpennojaraer COrjacoOBaHHWE Pa3HOPOIHBIX CPEACTB IpPU IO-
CTPOEHUHU LIEJOCTHOM CHUCTEMbI 3alUThI, NEPEKPHIBAIOLIECH BCE
CYyILIECTBEHHBIE KaHaJIbl pEATU3aLMK YTPO3 U HE COJepKallel clia-
OBIX MECT Ha CThIKaX OT/EJIbHBIX €€ KOMIIOHEHTOB

4. ocBoboxmaer Biazenblla AC OT HEOOXOAMMOCTH TPHHATHS
Kap,Z[I/IHa.HBHBIX Mep 10 HOHHOﬁ 3aMCHC Cpe,Z[CTB 3alIUTHI HA HOBBIC

5. mpeamnosnaraetT HEOOXOAMMOCTh y4YeTa BCEX B3aWMOCBS3aHHBIX,
B3aI/IMOI[eI‘/JICTBYIOH_II/IX " U3MCHAIOIUXCA BO BPCMCHU 3JICMCHTOB,
YCIIOBHH U (paKTOPOB

Conepxanne W CTPYKTypa 3a-
KOHOJATEeNILCTBA B 00JIaCTH HH-
(hopMalMOHHON 0€30MacHOCTH
BKJTIOYAET

Koncrutynusa Poccuniickoit denepannn - HopmaTuBHO-IIpaBOBBIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit @enepamnuu - [Togzakon-
Hble akThl [IpaBurenbcrBa Poccuiickonn denepanuu - Oenepanb-
HbIe 3aKOHBI - Koiekchl

Konctutynusa Poccuiickoit @enepauyu - HopmatuBHO-1IpaBoBbIE
akthI (Ykassl) [Ipesunenra Poccuiickoii @eneparmn

ITom3axkonnsie aktel [IpaBuTenscrBa Poccuiickorn denepauuu -
®epnepanbHble 3aKOHBI - Kosiekcnbl

HCT BCPHOI'O0 OTBCTA

3akoHoJaTeIbCTBO Poccuiickoi
Oenepann 00 uHPOpMaLUH,
HHGPOPMAMOHHBIX TEXHOJIOTH-
SIX U O 3alIuTe WHPOPMAIHH

denepanpHoro 3akona «O0 nHpopMmaru, HHHOPMAITMOHHBIX TEX-
HOJIOTHSIX M O 3aIIuTe MHPOpMAMm» U Apyrux (eaepaabHbIX 3a-
KOHOB, PETYJIUPYIOIUX OTHOLICHHUS B 00JIACTH UCIIOIb30BAHUS
uHpopManun
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COCTOHMT H3

denepanbHOro 3akoHa «O MepCOHAIbHBIX JAHHBIX» U JPYTHUX (e-
JepajbHBIX 3aKOHOB, PETYJIHUPYIOMIUX OTHOLICHHS B 00JIaCTH HC-
M0JIb30BaHUs WH(HOPMALTUU

denepanbHOro 3akoHa «O KOMMepUYecKol TaifHe» U Apyrux Qene-
paJIbHBIX 3aKOHOB, PETyJUPYIOIIMX OTHOIIEHHS B 00JaCTH UC-
NI0JIb30BaHUsI HHPOPMALIUU

¢denepanbHOro 3akoHa «O TOCYIapCTBEHHOM TalHE» U APYTHX
(enepanabHbIX 3aKOHOB, PETYJIMPYIOIIUX OTHOLIEHUS B 00JIACTH
UCIIOJIb30BaHUs HH(OpMAIHH

IlpenmeToM mpaBOBOrO pery-
TupoBaHUs B obOmactu wH(pOP-
Maruy, HHPOPMAITHOHHBIX TEX-
HOJIOTHH W 3amuThl HH(pOpMa-
WU SBJISIOTCS

OTHOIIIEHWSI, BO3HUKAIOIINE TOJBKO MPU OCYIIECTBICHUH ITpaBa Ha
MOWCK, TOJTyYeHue, repenady, MPou3BOJICTBO U PACIPOCTPAHCHUE
uHpopmaruu

OTHOIIICHUS, BO3HUKAIOMIUC TOJIBKO IPpU MPUMCHCHHUU I/IH(bOpMa-
U OHHBIX TEXHOJIOT U

OTHOILICHHSI, BOSHUKAIOIIUE TOJBKO MPHU O0OECIECUYEHUH 3aIUTHI
uHpopMaun

OTHOILICHHSI, BOSHUKAIOIIHE MPU OCYIIECTBICHUH TpaBa Ha MOUCK,
HOJTydeHHe, Iepeaady, MPOM3BOACTBO M PACIpPOCTPAaHEHUE WH-
dopmanuu; nMpu NpUMEHEHUU WH(GOPMAIMOHHBIX TEXHOJIOTUH;
npu 00eCTIeYeHUH 3alUThl HH()OpMaIiu

B crpykTypy rocymapcTBeHHOM
CUCTEMBI 3aIUThl WH(POpPMALIUU
PO Bxomar

OCh PO

MBJI PO

OCTOK

OCHH

HopmatuBHO-IpaBOBOM aKT -
3TO

MPABOBOM aKT, MPUHATHIA MOJHOMOYHBIM Ha TO OPraHOM U CO-
JepIKaIIUid TPaBOBbIE HOPMBI, T. €. IPEAMUCaHMs OOIIEero Xapak-
Tepa U MOCTOSHHOTO JEMCTBUSI, paCCUNTaHHBIE HA MHOTOKPAaTHOE
pPUMEHEHUE

MPABOBOM aKT, MPUHATHIA MOJHOMOYHBIM Ha TO OPraHOM U CO-
JepIKaIIUid TPaBOBbIE HOPMBI, T. €. IPEIMUCAHMs OOIIero Xapak-
Te€pa U MOCTOSHHOTO IEHCTBUSI, pacCCUMTAHHBIE HA OJIHOKPATHOE
pPUMEHEHHE

HCT BCPHOI'0 OTBCTA

Kak Ha3bpiBaeTcs 3aKOH, pery-
JTUPYIOIIUNA JEATENBHOCTh TO-
CyJJapCTBEHHOW TalHbl Ha Tep-
puropuu PO

O KoMMepYecKoil TaitHe

O rocyiapcTBEHHOM TalHe

O cyxeOHoIi TaitHe

O BpaueGHOI1 TaliHe

CyOBeKT mepcoHaTbHbIX JaH-
HBIX 00JIaaeT IMpaBaMu

Ha JOCTYII K CBOUM IICPCOHAIILHBIM JaHHBIM

BO3paKECHHE MPOTUB MPUHATHS PELICHUH MCKIIOYUTEIHHO Ha OC-
HOBAaHUHU AaBTOMATH3UPOBAHHON 00paOOTKM MEPCOHAJIOM JTaHHBIX,
HOPOXKIAIONINX IOPUIMYECKHE TOCIEICTBHS B OTHOIICHUU CyOb-
€KTa WIM UHBIM 00pa3oM 3aTparuBaolUX €ro MpaBa M 3aKOHHBIC
HUHTEPECHI

00KaJIoOBaHUeE IEHCTBUN WK Oe31eiCTBUN

BEPHBI BCE BapUAHTHI

IIpaBoBOE peryiupoBaHHE OT-
HOIICHUI B 00JIACTH HCIIONB30-
BaHUSA 3JICKTPOHHOU IM(pOBOH
MOJITHCH OCYIIECTBIIAETCS B CO-

I'paxxnanckum kogekcom Poccutickoit @eaepanuu

@enepanbHbIM 3aKkoHOM "O0 uH(OpMaruu, UHGOpMATH3AIMU U
3amTe HHpopManuu"




Bonpoc

Bapuanmbl omeenma

OTBCTCTBHU C

®enepanbHbIM 3aKk0HOM "O cBs3n"

BCPHEI BCC BAPHUAHTDBL

Yto U3 TMEpEeyUrCICHHOTO He
BXOJIUT B TICPBBIH YPOBEHB Ipa-
BOBOT0 o0ecrieueHust nHpopma-
[TUOHHOM 0€30MacHOCTH

Koncrutynusa P® (cr. 23, npaBo Ha TaiiHy EPENUCKH)

I'paxxnanckuii kogexe PD (ct. 139, Bo3menieHue yOBITKOB OT yTe-
YeK)

®enepanbHbli 3aK0H "O rocyaapcTBEHHOM TaitHe"

ITocranosnenus Ilpasurenscrtea PO

N3 ckoIbKUX YpOBHEW COCTOUT
npaBoBoe  oOecreyeHue MH-
(hopMarmoHHO# Oe30MacHOCTH

JIBYX YpOBHEH

TpeX YpOBHEHN

YETBhIpEX YPOBHEN

MATH YPOBHEU

[lepeyeHp BHIOB AEATEILHOCTH
B 00yacTu 3amuTel HHpOpMa-
LMY, Ha KOTOpbIE BBIJAIOTCSA
nuuen3uu, omnpexaened Ilocra-
HoBneHueM [IpaButensctBa PO
"O IUIEH3WPOBAaHWUU OTHEIh-
HBIX BHUIOB JIESITEJIHLHOCTH" OT
24.12.94 Nel1418 k HUM, B 4acT-
HOCTH, OTHOCHTCS pa3paboTka,
MIPOM3BOJICTBO, peaTU3alys |
CepBUCHOE 00CITy)KUBaHHE

mU(GPOBATHHBIX CPEJICTB

3allMIICHHBIX CUCTEM TGJ’IGKOMMyHI/IKaI_II/Iﬁ

MPOrPaMMHBIX CPEJCTB

CIICIHUAJIBHBIX TCXHUYICCKUX CPCACTB 3allINThI I/IH(bOpMaI_[I/II/I

MOATOTOBKA W MIEPETIOITOTOBKA KaIPOB

BCE BEpHBI BAPUAHTHI

3aKOHOIATEILHOM U HOPMATHUB-
HOM 0a30i JMIIEH3UPOBAHUSA WU
ceprudukanuu B 00JIacTH 3a-
UTH UHGOPMAIMH  SBIISTIOTCS
3aKOHbI PO

0 roCyAapCTBEHHOM TailHe

0 TEXHUYECKOM PETYJIMPOBAHUU

O JTUUECH3UPOBAHHUU OTACIIBHBIX BUJOB ACATCIIBHOCTHU

0 3alITe MpaB MOTpeduTenen

BCE€ BEPHBI BApPUAHTHI

IlepedyeHp BUIOB AEATEIBHOCTH
B 0o0yacTu 3amuTel HHpOpMa-
UM, Ha KOTOpBIE BBIJAIOTCS
nuuen3uu, onpexaened Ilocra-
HoBneHueM IlpaBurensctBa PO
"O JUUEH3UPOBAHUU OTIEIb-
HBIX BHUIOB JeATEIbHOCTA" K
HUM, B YacCTHOCTH, OTHOCHTCS
pa3paboTka, IpPOU3BOACTBO,
peanu3anys M CEpBUCHOE 00-
CIIy>KUBaHHE

mu(pOBaTHHBIX CPEACTB

3alllUIICHHBIX CUCTEM TGJ'IGKOMMYHI/IKaHI/II\/'I

IIPOTrPaMMHBIX CPEACTB

CIICHUAJIBHBIX TEXHUYCCKUX CPEACTB 3allNUTEI I/IH(l)OpMaHI/II/I

BCPHEI BCC BAPHUAHTHBL

Kakue xareropuu mnepcoHaIb-
HBIX JAHHBIX BhIIeisser @3 “O
NEPCOHAIBHBIX JaHHBIX 7

JIMYHBIC

0011eT0CTYITHBIE

¢du3noIOrHUeCcKue

CIiIcouaJIbHBIC

OroMeTpHYecKue

B kakux cimydasx omeparop He
00s13aH yBEJOMIISITh PETYJIATOPA
00 00paboTKe mepcoHaIbHBIX
JTAHHBIX?

€clu laHHbIe BKII0YaloT B cebs U0, TenedoH u pazmep okiaaa

€CIIM OIIepaTopa CBA3BIBACT C CYOBEKTOM TPYIOBbIC OTHOIICHUS

€CJIM JaHHBIE BKJIIOYAIOT B ce0s1 Tonpko OO

€CIIM TaHHBIE KaCAIOTCs 3JI0POBbS CYyOBEKTa

€CJIM JTaHHBIE KacaloTCsl CEMEIHOM KU3HU CyOBheKTa




Bonpoc

Bapuanmbl omeenma

€CJIM JTaHHBIC HEOOXOIUMBI JIJIsi OAHOKPATHOTO MPOIyCKa Ha Tep-
PUTOPHIO OTIepaTopa

Bribepure ciydan o0paboTKu
HEPCOHAIBHBIX JIAHHBIX, KOTJa
omeparop He 00s3aH IMOIydaTh
MMACEMEHHOE COTJacue CyOBeK-
Ta Ha 00paboTKy:

OpOHMPOBAHUE TOCTHHHUIIBI TYPUCTUUECKOH (hrpmMoit

nepeaayda JaHHBIX TPETHUM JIUIaM

€CIIM MEXXY OIepaTopoM M CYOBEKTOM €CTh JI0TOBOD, IIpeIycMaT-
puBaromuii 06padoTky I1J]

J0CTaBKa IOYTOBBIX COO6H1€HHI>'I

OpI‘aHI/IBaL[I/I}I COCTABJISICT 63.3y JaHHBIX CBOUX KJIIMCHTOB, C yKasa-
Huem OUO, TenedoHOB, aIpeCcOB U 3aHUMAEMBIX JTOJDKHOCTEH

Kakoit gOKyMEHT cOAECpXHUT B
cebe cTpareruveckue HaIuo-
HaJbHBIC MPUOPUTETHI, TETH U
Mepbl B 00JIACTH BHYTPCHHEH U
BHEIIHEH IIOJUTUKH Poccun,
OTIPEIETIIONTNE COCTOSIHAC Ha-
[MOHAJLHOW 0€30IacHOCTH |
YPOBEHb YCTONYHMBOTO pPa3BUTHS
rocyJapcTBa Ha JOJITOCPOYHYIO
NEPCIEKTUBY?

®enepanbHblil 3akoH “O0 nHpoOpMaK, HHHOPMAIIMOHHBIX TEX-
HOJIOTHUSAX U O 3amuTe nHpopmanmn”

®denepanbHbli 3aK0H “O rocy1apCTBEHHON TallHE™

HoxTpuna mHpopManroHHoi Oe3omacHocTn Poccuiickoit dene-
paruu

Crparerus HarmoHAJIBHOU Oe30omacHocTH Poccuiickoit Deaepanmu

Kakoii moxymeHT oTOOpaxkaer
odumanpHble B3TISIBI HA Iie-
7M, 3aAa4yd, NPUHLOMANBL U OC-
HOBHBIC HampaBlieHHsT obecre-
yeHuss MHPOPMAIIMOHHON 0e30-
nacHoctu PD?

®enepanbHblil 3akoH “O0 nHpopMay, HHHOPMALIMOHHBIX TEX-
HOJIOTHUSX U O 3amuTe nHpopmanmn”

®enepanbHblil 3aK0H “O rocyjapcTBEHHOM TaliHe”

Hoxtpuna mHpopManmoHHoi Oe3omacHocTn Poccuiickoit dene-
pauuu

Crparerus HanoHANBHOM Oe3omacHocTH Poccuiickoit deneparun

Bonpocsl k komniiekcHomy 3aganuio TK3

1. Yto Takoe «mpaBoBoe obecrnieueHue MHPOPMAIIMOHHON 0€30IacHOCTU» U B
YEeM 3aKJIF0YAETCs €ro MpeaMeT?

2. Packpoiite copepxanue IpaBoBOTO 00ECTICUeHHs 0€30ITaCHOCTH CBEICHUM.

3. PackpoiiTe conepkaHue U CTPYKTYpy 3aKOHOJIaTeIbCTBa B 00JacTu odecre-
YyeHus1 UHHOPMAIMOHHON O€30MaCHOCTH.

4. OCHOBHBIE HOPMATHUBHBIE PYKOBOIAIIUE TOKYMEHTHI, KaCaloIIHecs Tocyaap-
CTBEHHOH TailHbI, HOPMATHBHO-CITPABOYHBIC JJOKYMCHTHI.

5. YpoBHU npaBoBOro odecrneveHus HHPOpMamOHHON O€30aCHOCTH.

6. Mecto uadopmMaIoHHONH O€30MaCHOCTH SKOHOMUYECKUX CUCTEM B HaIIMO-
HaJIbHOM O€301aCHOCTH CTPAHBI.

7. OCHOBHBIE PUHITUIIBI 00ECTICYEeHUS O€30MaCHOCTH.

8. Konmnenuust uadopmaiioHHON 6€30MaCHOCTH.

9. Hoktpuna undpopmaimonHoi 6ezonacuoctu Poccun.

10. YeTbipe OCHOBHBIE COCTABIISIONINE HAIIMOHAIBHBIX UHTEPECOB Poccuiickoit
®enepanuu B nHGOpMaAIIMOHHOM cepe.

11. OcHoBHble 3a1aun obecrnieueHust nHGopMarmoHHon 6e3onacHocTu. [1paso-
BbIE METO/IbI 00ecriedeHus: HGOPMAIIMOHHON 6€30MacHOCTH

Jl1st MpOMesKYyTOYHOM aTTeCTAUM:

1. NUudopmarmonHasi 6€30MacHOCTh YeIOBEKa U OOIIECTBA. Y POBHH 3alllUTHI



nH(OPMAITMOHHBIX PECYPCOB.

2. KomnsrorepHsble npectymieHus. OCHOBHbBIE TEXHOJIOTHH, UCIIONb3YIOLIUECS
MIPU COBEPIIEHUN KOMIBIOTEPHBIX MPECTYIICHUH.

3. OObekThl 3amMThl HHpOpMaMU. 3anmTa HHHOPMALIUKA OTPAHUYECHHOTO
JIOCTYIIA: TOCYJapCTBEHHAS TaliHa, KOMMEpPYECKas TaiHa.

4. OcHOBHBIE KaHAJIbl YTEUKU HHPOPMAIUH.

5. Metoasl u cpenactBa 3auuThl HHPopManuu. Coaep:kaHue crocoboB u
cpeAcTB obecnedeHrs 0e30MacHOCTH HH(pOopMaIIH.

6. Kpunrrorpadus. CummeTpudHbIe KPUTTTOCHCTEMBI.

7. Kpunrorpadusi. ACUMMETpUYHBIE KPUIITOCUCTEMBI.

8. O030p u KIaccuduKkaiysa MeTo10B MudpoBaHus HHGHOPMAIIUHU.

9. DaeKTpoHHO-ITU(PpOBAs MOUCH.

10. Yro oOTHOCUTCA K CpEACTBAM HWHKEHEPHO-TEXHUYECKOW  3aIIUThI
uH(OpMAIUKU U 1711 YeTO OHU TIpeAHA3HAYCHBI?

11. B yem 3akito4aroTcsi JOCTOMHCTBA M HEJOCTAaTKH MPOTPAMMHBIX CPEJICTB
3amuThl “HGOpMAITUN?

12. ITaponbHas 3amuTa.

13. [lonsarue yrpo3sl. AHaIU3 yrpo3 HHPOPMaIMOHHON Oe3omacHoCTU. Bubl
«HApYILIUTEIEH.

14. ITonmutuka 6e3omacHocTH. OCHOBHBIE THIIBI MOTUTUKHA OE30MACHOCTH.

15. CrannapThl nHOOPMAITMOHHOM OE30MACHOCTH.

16. IIpaBoBoe oOecnieyenue 3anmThl uHGopMarmu. HopmaTuBHbIE TOKYMEHTHI.

17. Pazpymaroniue nporpaMMHbIE BO3JICUCTBUS: BUPYCHI U 3aKIaJKU. AHTUBHU-
pPYCHBIE CPENICTBA.

18. I[cuxonoruyeckue aceKTbl HH(HOPMAITMOHHOM O€30MTaCHOCTH OpraHU3ALIHH.
19. HacTpoiika moJuTHKH 0€30MMacHOCTH OTEPAlMOHHON CHCTEMBI.

20. AHanu3 3alUIIEHHOCTH U30JMPOBAHHOM TPOTPaAMMHOM Cpebl.

21. UccnenoBanue cucteM UICHTU(DUKAIUH.

22. CtpyKTrypa 3aKoHOAaTeIbHON 0a3bl HHGOpMAIMOHHOM Oe3onacHoCcTH PO.

23. Crparerus HauMOHaIBHOM Oe3omacHocTH. HazHaueHnne, 0CHOBHbBIE TEPMUHBI.

24. loxtpuna Ub. Ee Ha3HaueHue.

25. CtpykTypa ¥ BUIbl HOPMATHBHBIX aKTOB, PETYJHUPYIOIIUX oOecredyeHue
nHpopMarmorHoi 6e3onacHocTy B Poccuiickont denepanym

26. llonstue o 3amure nHbopmanmu B PO (149-03). 'ocynapcTBeHHOE pery-
aupoBanue. O0s3aHHOCTH OOJaaTeNnel nupopmanuu 1 ornepaTopoB UHGOPMAIIMOH-
HBIX CHCTEM. PerymsiTopsl.

27. Cuctema HOPMATUBHBIX MPABOBBIX aKTOB, PETIAMEHTUPYIOIIUX oOecreye-
HHUE COXPAHHOCTHU CBEACHUM, COCTABJISAIOIINX TOCYAAPCTBEHHYO TakHy B Poccuiickon
denepauun
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