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1. Heab, 3a1a4M U MUIAHUPYEMble Pe3yJIbTAThI 00yUeHHUsI 10 JUCHUIIIHHE

[lenpt0 OCBOEGHMSI JUCHUIUIMHBI SIBJISIETCA TOJy4eHHE O0a30BBIX TEOPETUYECKHUX
NPEICTaBICHU O COBPEMEHHBIX METOJIaX U CPEJICTBAX 3AIIUTHl UHPOPMALIUU U MPAKTUUYECKUX
HABBIKOB UCIIOJIb30BAHUS 3TUX CPEJICTB MIPH peaTM3alliy MPOrPAMMHBIX U allllapaTHBIX CPEJCTB
MH(OPMAITMOHHBIX CUCTEM MacIiTada MpeAnpusThs.

3amavyaMu TUCITUTUINHBI SABJISIETCS] (POPMUPOBAHUE Y 00YUAOIIUXCS:

1. 3HaHU"

- TEPMUHOJIOTHH B 0071aCTH MH(GOPMAIIMOHHON O€30TaCHOCTH U 3aIIUTHl HHGOPMATIHH

- OCHOBHBIX HOPMATHBHBIX M TMPABOBbIX AaKTOB, peEMIAMEHTHpYIOUX cdepy
UH(GOPMAIIMOHHON O€30MaCHOCTH U 3aIlUThl HHGOPMAIIUH

- IPUHIIMAIIOB OPTaHU3AIMH 3aIIUTHl MH()OPMAIIUU Ha TMPEITPUATHUSX;

- MEp U CPENICTB 3alIUThl HH(OPMAIIUU

2. yMEHUM

- BBISIBJISITH OCHOBHBIE BUJIBI YTPO3 U YSI3BUMOCTEN O€3011aCHOCTH UHPOPMALINK;

- pa3pabaTbiBaTh HOPMATHBHO-TEXHHUYECKYIO JOKYMEHTAIIMIO C y4eTOM TpeOOBaHMIA
HOPMATUBHBIX W MPABOBBIX aKTOB B 00JIaCTH MH(OPMAIIMOHHOW O€30MacHOCTH U 3alllUThI
uHpopMaru

- Kpunrtorpadpuueckue METOJbl O0ECIEeUeHUs 1EeTOCTHOCTH U KOH(PUACHIMAIBLHOCTH
nHpopMaru

3. BIIQJICHUS:

- HaBbIKAMU TPUMEHEHHS MPOTrpaMMHO-aNNapaTHBIX CPEIACTB [Jisg OOecreyYeHus
MH(}OpPMAIMOHHON 6€30MaCHOCTH

- HaBBIKAMU TIPOrPAMMHON peann3aluy KpUnrorpaguueckux aaropuTMoB

Kommerenuuu, Qopmupyembie y 0OYyYaroOlIUXCs, 3alJIAHUPOBAHHBIE PE3YJIbTAThI
oOy4eHHs TI0 TUCIUTUTMHE, COOTHECEHHBIEC C MHIUKATOPAMH JTOCTHUKEHUS KOMITETEHITUN:

Kon n HanmeHOBaHMe Kon n HanmeHOoBaHue 3anaHupOBaHHbIE PE3yJIbTAaThl 00yUYEeHUS
KOMIIETCHIINHU WHJUKATOpa JOCTUKEHHUS [0 JUCLUIUINHE (3HATh, YMETh, BIIAJIETh)
KOMIIETEHIINHU

Obmenpodeccuonansubie kommereHuu (OIK)




OIIK-3 Cniocoben periath
CTaHJIapPTHBIE 331a4U
npohecCHOHATBLHOM

NEeSITEIbHOCTH Ha OCHOBE
UH(POPMALIMOHHOH U
oubmorpaduaeckoit

KYJbTYPBI C IPUMEHEHUEM

HH(pOPMaIMOHHO-
KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH U C yYETOM
OCHOBHBIX TpeOOBaHMI
MH(POPMALIMOHHOM
0€e30IaCHOCTH;

OIIK-3.1 Pemaer craniapTHbie
3a1auu MpodecCuoHATbHON
NeSITEIbHOCTH HAa OCHOBE
nH(pOpPMaAITMOHHON H
O6ubnuorpaduyeckoit KyabTypbl
C IPUMEHEHUEM
nH(pOPMAIMOHHO-
KOMMYHHKAIIUOHHBIX
TEXHOJIOT Ui

Suame.

MPHUHIIMITBI, METOJIBI M CPEJCTBA PEIICHUS
CTaHIAPTHBIX 33734  NPOQPECCHOHATBHOM
JIESITCIIBHOCTH Ha OCHOBE MH(OPMAIIMOHHOW U
oubnmorpaduyeckoit KYJIbTYpBI c
MIPUMEHEHHUEM UH(OPMALMOHHO-
KOMMYHHUKAI[HOHHBIX TEXHOJOTHH U C y4ETOM
OCHOBHBIX  TpeOOBaHMH  HH(OPMAIIMOHHOM
0e30macHOCTH

Ymems:

peliaTth CTaHIapTHBIC 3a/1a4H

npoeCCUOHATLHON JIeSTETLHOCTH HAa OCHOBE
uHpopManmoHHOM u  OubOIMorpaduueckoit
KyJIbTYpbl C TpPUMEHEHHEM HWH(POPMAIMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTHH U C y4ETOM

OCHOBHBIX  TpeOOBaHMH  WH(POPMALMOHHOM
6e3omacHoCTH
Braoemy:

HaBBIKAMU MOJTIOTOBKH 0030pOB, aHHOTAIWH,
COCTaBIIeHUST pedepaToB, HAYYHBIX JTOKIIAJIOB,
nyonukanmuii u Oubiauorpaduu 1O HAyYHO-

UCCIICIOBATENILCKOH ~ paboTe ¢ ydeToM
oS aonao zxzzdh e ra Tz AT o B AN aOITaOAIIOOIRET.
OIIK-3.2 YuutseiBaet npu 3name:
peIIeHUH 3329 OCHOBHBIC  BHJIBI  YIpO3 0€e30I1aCHOCTHA

npoeCCUOHATLHON
JEeSATSIILHOCTH OCHOBHBIE
TpeboBaHU HHHOPMAITMOHHOM
0€30MacHOCTH

uH(popMalnu, ya3BUMocTel HHHOPMAIIMOHHBIX

cucTeM, a TaKkke Mepbl M  CpeiCTBa
IIPOTUBOACUCTBUSA aTakam Ha
MH(pOpPMaLMOHHbIE pecypcbl pu

MPOEKTUPOBAHUM, pa3pabOTKe U BHEAPEHHUH
MIPOTPaMMHOTO obecrieueHus
MH(OPMAIIMOHHBIX CUCTEM

Ymems:

pa3pabarbIBaTh MPOEKTHO-TEXHHUYECKYIO
JIOKYMEHTAITHIO JIJISl HHPOPMAIIMOHHBIX CHCTEM
c y4eToM TpeboBaHU TEKYIIEeTo
3aKOHOJIATEIICTBA, HOPMAaTHUBHO-TTPABOBBIX
aKTOB, CTAHJIAPTOB U BEIYyIIUX NPAKTHK B
obsactu nHGOPMAITMOHHON 0€301MacHOCTH
Braoemn:

HaBBIKaMHU IPUMCHCHUS IPOrPaMMHO-
anmapaTHBIX CpeacTB TUIS aHanm3a
3aNTUIIICHHOCTH HH(POPMAIIMOHHBIX CUCTEM JISI
BBIPA0OTKH Mep MPOTUBOACHCTBUS M3BECTHBIM
yrpo3am 6e30macHOCTH HH(pOpMaluu




2. MecTto nucuuiuiaHbl B cTpykrype OIIOII

Jucnnmmaa WMudopmanmonHas 6e30macHOCTH

OTHOCHTCS K 00s3aTe€bLHOM YacTH

y4yeOHoro 1aHa mo HampasiaeHuto moarotoBku 09.03.01 MuadopmaTtrka u BBIYUCIUTEIIBHAS

TE€XHHUKA.
Kon [TpenmecTByrolue TUCHUTUIMHBI (MOAYJIIH), [Tocneayromue TUCUUTIIUHBI (MOZYJIIH),
KOMIIETEHIIUU npaktuku, HUP, np. npaktuku, HUP, np.

Brinonnenue u 3amuTa BBIITYCKHOMN

VK-1 KBAJTM(PUKAITMOHHON pabOThHI
IF'OCYIJAPCTBEHHAA UTOI'OBASA
ATTECTAILINA
Brinosinenue u 3ammura BBIITYCKHOM

VK-2 KBATH(UKAIIMOHHON PabOTHI
I'OCYIAPCTBEHHAA NTOI'OBAA
ATTECTAIINA
Brinmonnenue u 3almTa BBIITYCKHOMN
KBaJIM(DUKALIMOHHOM paboThI

VK-3 I'OCYJAPCTBEHHAZ UTOI'OBAA
ATTECTALIUA
[TpousBoacTBeHHAs MIpPaKTHKa
(IpeAIUIIIOMHAS)
Brinmonnenue u 3almTa BBIITYCKHOMN

VK-4 KBaJIM(DUKALIMOHHOM paboThI
I'OCYJAPCTBEHHAZ UTOI'OBAA
ATTECTAILINA
Beinonnenue u 3aImTa BBIITYCKHOMI
KBaJIN(DUKAIIMOHHOM paboThI

VK-5 I'OCYIAPCTBEHHAZ NTOI'OBAA
ATTECTALIA
ITponsBoacTBeHHas MPaKTHKa
(mpeaumIoMHas)
Beinonnenue u 3aImTa BBIITYCKHOMI

VK-6 KBaJIM(DUKAIIMOHHOM paboThI
I'OCYIAPCTBEHHAZ NTOI'OBAA
ATTECTAIIMA
Brinosninenue 31 3ammura BBIITYCKHOM
KBAJTM(PHUKAIIMOHHON paboThI

VK-7 I'OCYIAPCTBEHHAA NTOT'OBASA
ATTECTALIUA
[IpousBoacTBeHHas MpaKTHKa
(IpEeTUIIIOMHAS )
Brimosaenne u 3alIuTa BBIITYCKHOM
KBAJTM(PHUKAIIMOHHON paboThI

VK-8 I'OCYIAPCTBEHHAA NTOT'OBASA
ATTECTALIUA
[IpousBoacTBeHHAas MpaKTHKa
(IpEeTUIIIOMHAS )
Brimosaenne u 3alIuTa BBIITYCKHOM

OITK-1 KBAJTM(PUKAITMOHHON paboThI

I'OCYIAPCTBEHHAA UTOI'OBAA

ATTECTAIINA




Bricmias matematuka

OIIK-1
Pusnka

Brinonnenue u 3aInTa BBIITYCKHOM

OITK-2 KBaJTM(UKAITIOHHON pabOTHI
IT'OCYAAPCTBEHHASA UTOI'OBASA
ATTECTAIIUA

OIIK-2 WNHdpopMalnoOHHbBIE TEXHOJIOTHH
Brinonnenue u 3aluTa BBIITYCKHOM

OIIK-3 KBaJTM(UKAITMOHHON pabOTHI
IT'OCYAAPCTBEHHAA NTOI'OBASA
ATTECTAIIUA
[IpoektupoBanue nHGOPMALMOHHBIX CUCTEM
Brimonnenue u 3aIIMTa BBIITYCKHOM

OIIK-4 KBaIM(UKALIMOHHON pabOThI
IT'OCYIAAPCTBEHHASA NTOI'OBASA
ATTECTAIINA
[IpousBonacTBeHHass MpakTUKa  (TPOEKTHO-
TEXHOJIOTHYECKas)
OnepanoHHbIE CUCTEMBbI

OIIK-5 BrinonHenue u 3aIuTa BBIITYCKHOI
KBATH(UKAIIMOHHON PabOThI
IT'OCYIAAPCTBEHHASA NTOI'OBASA
ATTECTAIINA
Brinonnenue u 3aIuTa BBIITYCKHOM

OITK-6 KBaJTH(PHUKAIIMOHHOHN paboThHI
IT'OCYAAPCTBEHHAS NTOI'OBAA
ATTECTAIIUA
CeTH U TEIEKOMMYHHUKAIAH
[IpousBojcTBeHHass MpakTUKa  (TIPOEKTHO-
TEXHOJIOTHYECKas)

OIIK-7 Brimonnenue u 3aImTa BBIMTYCKHOM
KBJIM(PUKAITMOHHOM pabOTHI
IT'OCYIAAPCTBEHHASA NTOI'OBAA
ATTECTAIINA
[IpousBoacTBEeHHAass  MpakTHKa  (MPOEKTHO-
TEXHOJIOTHYeCcKast)

OITK-8 Brinonnenune u 3alIuTa BBIITYCKHOM
KBaJTM(PHUKAIIMOHHOHN paboThI
IT'OCYIAAPCTBEHHASA NTOI'OBAS
ATTECTAIINA

OIIK-8 AnroputrMuzanys 1 MporpaMMHUpOBaHNE
[IpousBoacTBeHHAass  MpakTHKa  (MPOEKTHO-
TEXHOJIOTHYeCKast)

OITK-9 Brinmonnenune u 3alIuTa BBIITYCKHOM
KBaJTU(UKAITMOHHON pabOTHI
IT'OCYIAAPCTBEHHAA NTOI'OBAS
ATTECTAIINA
Brinonnenue u 3alInATa BBIITYCKHOM
KBaJTU(UKAITMOHHON pabOTHI

K-1 IT'OCYIAAPCTBEHHAA NTOI'OBAS
ATTECTALIUA
[IpousBoacTBeHHAS MIPaKTHKA
(mpenaunaoMHas )
ITK-1 IIporpammupoBanue




Brinosinenue 51 3aI1MTa BBIITYCKHOM
KBATH(UKAIIMOHHON PabOTHI

TIK-2 I'OCYJAPCTBEHHAA NTOT'OBAA
ATTECTALIAA
IIpousBoacTBEeHHAsA [IpaKTUKa
(IPETHIIIOMHAS )

JIJ1st OCBOSHUST TUCITUTUIMHBI 00YYaIOIUHCS JOJIKCH:

3HaTh:

1. OCHOBBI MaTeMaTHKH, (PU3HKH, BEIYUCIUTEIBHOW TEXHUKH U ITPOTPaAMMHUPOBAHUS

2. coBpeMeHHbIC HH(GOPMAIIMOHHBIE TEXHOJIOTHH U IIPOTPAMMHEBIE CPEACTBA, B TOM YHCIIC
OTEYECTBCHHOTO IMPOU3BOJICTBA IIPH PEUICHUH 3a]1a4 MPOo(eCCHOHATBHOM JIeATeIbHOCTH

3. ATOPUTMHUYCCKUE S3BIKA IPOTPAMMHUPOBAHUS, OICPAIMOHHBIE CHCTEMBI U
000JI0YKH, COBPEMEHHBIC CPE/Ibl pa3paOdOTKH IMIPOTPAMMHOT0 00eCTICUCHUS

YMeTs:

1. pemars cra"HmapTHbele  HOpodecCHoHaIbHBIE  3aJa4yd €  OPUMEHEHHEM
€CTECTBEHHOHAYYHBIX M OOIICHMHKEHEPHBIX 3HAHWUW, METOJOB MaTeMaTHYECKOrO aHaliu3a H
MO/JICTUPOBAHUS

2. BBIOMpaTh COBPEMEHHBIC HH(POPMAIITMOHHBIC TEXHOJIOTHH U

MPOrPaMMHBIE CPEJCTBA, B TOM YHCJIE OTEYECTBEHHOI'O IMPOU3BOJCTBA IPU PEIICHUU
3a1a4 MpodecCuoHaNBHON AeATEILHOCTH

3. COCTaBJISATh AITOPUTMBI, TMCATh U OTJAKUBATH KOJIbI HA SI3bIKE MPOTrPAMMHUPOBAHUS,
TECTHUPOBATH pabOTOCIIOCOOHOCTh MPOrPAMMBbI, HHTEIPUPOBATH IIPOTPAMMHBIC MOTYJIH

Branern:
l. HaBbIKAMM TPUMEHEHUS COBPEMEHHBIX WH()OPMAIMOHHBIX TEXHOJOTHN U
MPOTPaMMHBIX CPEJICTB MPHU PEIICHUH 3a1a4 NMPO(HECCUOHATBHON eI TEIbHOCTH

3. CTpyKTypa U coaepkaHue TUCUUIINHBI

3.1. CTpyKTYypa AMCHUILIHHBI

OO6mIast TpyI0eMKOCTh TUCIUIIINHBI cocTaBisieT 6 3aueTHbix eauHul] (3E), Bcero 216
4acoB, U3 KOTOPBIX 87 4aCOB COCTaBJISIET KOHTAKTHAs paboTa 00yYaroIerocs ¢ mpenoaaBareiemM
(3aHATHSL JIGKUMOHHOrO Tuna 34 d4ac., 3aHSATHS CEMUHApCKOro Tuma (MpakTUYECKHE,
CEMUHAPCKUE 3aHATHUS, Ta0OpaTOpHbIE padOTHI U T.1.) 48 Yac., TPYNNOBBIC U UHIUBUIyATbHBIC
KOHCyJbTauu 2 4ac., npueM sk3ameHa (KIIA), camocrositensHas pabora obyuatomierocs 94
yac. [IpakTuueckass mMoAroToBKa Mo BUAY MPOQPECCHOHATBHON AESTENbHOCTU cocTaBisieT 10
4acoB.

CemMecT
Bcero

Bu yueOHol paboThl
Yy p YacoB




OBHIAA TPYAOEMKOCTD JUCHUIIJIMHBI 216 216
KOHTAKTHAS PABOTA OBYYAIOUIET'OCA

C ITPEIIOAABATEIJIEM, 87 87
B TOM YHUCIJIE:

Jlexnnonnsie 3ausatus (JIek) 34 34
Jlabopartopusie 3ansTus (J1ao) 32 32
[Ipaktrueckue 3ausatus (I1p) 16 16
KoHTponb caMocTosTenbHON pabOThl M MHASE KOHTAKTHAS 5 5
pabora (KCP)*

Koncynbranuu (Konc) 2 2
KonrakTabie yacel Bo Bpems arrectanuu (KITA) 1 1
CAMOCTOAATEJIBHAA PABOTA OBYYAIOUIET'OCA 94 94
(CPC), B TOM umncie:

[ToaroroBka Kk MpoMeKyTOYHOU aTTecTaluu B hopMme: 35 35
(pK3aMeH)

®OPMA [TPOMEXYTOUYHOMATTECTALIMU Ok Ok

3.2. Copep:kaHue QMCHUILIMHBI, CTPYKTYPUPOBAaHHOE 10 pa3jejiaM U BHAAM 3aHATHI

PacnpenesieHne Tpy10eMKOCTH
(B yacax) mo BuaaM y4eOHoii padoThl,
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Paznen 1. OcHOBHBIE MOHATHS 1 HOPMATUBHO-TIpaBoOBas 6a3a MHPOPMAIIMOHHOM 0€30MaCHOCTH
1. OcHoBHbBIC JI1.3,
IMOHSTHS OIIK- [JI2.1,|T10 1
. 5| 2 2 4
MH(POPMAIMOHHOM 3.1-31 | JI1.1,
0€301acCHOCTH JI2.3
OIIK-
3.1-V1,
2. OIIK-
l'ocynapcTBenHas 3.2-Y1,|JI1.3,
MMOJIUTHKA Bl ¢ 2 2 4 OIIK- [JI2.1,|T10 1
obOnacTh 3.1-B1,| JI1.1,
MH(OPMAIMOHHOM OIIK- | JI2.3
0€30ITacCHOCTH 3.1-31,
OIIK-

3.2-31




3. Kuaccuduxamms OIIK-
uHpopmanuu, 3.1-B1, 11
JOCTYIl K KOTOPOii 5 5 4 6 OIIK- H2.3, Or1P 2
OTpaHUYEeH 3.1-31, HZ' 1’
beneparbHBIMU OIIK- '
3akoHamu PO 3.1-V1
4. Mogenp yrpos OIIK- | JI1.3,
0€e301IacHOCTH 5 4 4 5 3.2-Y1,| JI2.1, |OJIP 2
uHpOpMaLIUu OIIK- | JI1.1,
PEANPUSITHS 3.2-31 [ JI2.3
Paznen 2. Ynpasnenne nHhopManmoHHOM 6€30IaCHOCTHIO
OIIK-
3.1-31,
5. OIIK-
MexayHapoaHbIe | 3.1-V1,| JI1.3,
poccHiickue 5| o 5 4 OIIK- | JI2.1, [T10 1
CTaHJapTHI B chepe 3.1-B1, | JI2.3,
uH(MOPMalMOHHON OIIK- [ JI1.1
0e301macHOCTH 3.2-V1,
OIIK-
3.2-31
OIIK-
3.2-Y1,
6. [TonuTuka OTIK- J1.1,
. 3.1-V1, T10 1
uHpopManmonHon | 5 | 2 2 4 OIIK- JI1.3,
0€e30IacHOCTH 3.1-31, J2.3
OIIK-
3.2-31
OIlIK-
7. MeHemKMEeHT 3(')21:&2’
PHUCKOB
UHPOPMAMOHHOK | 5 4 2 6 3011:1113(1_’ ?112?;’ OJIP 2
0e30MacHOCTH ’
PEANPUITHS 3(')11:1312’
3.1-31

Pa3nen 3. Mepsl u cpeactsa 3amuThl HtHPopmanuu. Kpunrorpaguueckue cpeacTsa 3aiuThl HHPOpMAIUU
(KC31)




8. CuMMeTpHUYHbIE OIK-
KPHUIITOCUCTEMBI 32-B1.| T1.2
mudpoBaHus. C.)HK-’ H1.3’ T10,
CranmapTsl 5| 2 8 8 18 3231 H2.3, OJIP
mmdposanuss DES, O.HK-’ HZ. 1’
3DES, AES, T'OCT 31-V] '
28147-89. )
9 OIIK-
éTeraHorpaq)quc 3621:[];1’ ﬁig’
KHe METOJBI| 2 2 4 323 1_ H2.3’ OrTP
SAtTTb! OIK- | J12.1
uHpOpMaLIUu 31-V]

OIIK-
10. 3.2-B1,
AcCUMMETpUYHbIC OIIK- 1.2, 1T10,

5| 2 2 6 10 JI1.3, |o11P

KPUITOCUCTEMBI 3.2-31, 3
G poBaHUs OIIK- ’

3.1-V1
11. 3amuTa
uHpOpMaLUN B OIIK- 1.1
3JICKTPOHHBIX 3.2-B1, JIIO2’
JIOKyMEHTax IyTeM| o 2 2 4 OIIK- J'[l.?)’ OITP
G poBaHUs u 3.2-31, JI2'3’
(dopMupoBaHus OIIK- JIZ. 1’
3JICKTPOHHOU 3.1-V1 ’
TOIIHCH

OIIK-
12. VYnpasnenue 3021:&2’ 1.2
KPHUITOKITIOYaMH. ’
WNudpactpykrypa | 5 | 2 2 4 30'%?(1_’ JJE? 10
OTKPBITBIX KITFOUeH 3.1-V1,| 2.1
(PK) OIIK-

3.1-31
KomnokBuym 1o 5 5 2 T200
pazzgenam 1,2 u 3.

Paznen 4. inentudukanys, ayreHTUUKALMS U YIIPABIECHHE JOCTYIOM

OIIK-

3.2-V1,

OIIK-
13. Texnomoruu 5| o 2 2 5 3.2-31, [ JI1.3, [T10
ayTeHTU(UKALUU OIlK- | JI2.3

3.1-V1,

OIIK-

3.1-31




OIIK-

14, 3.2-V1,
Kpunrorpaguueck OIIK-
ne MTPOTOKOJIBI 2 2 4 3.2-31, [ JI1.3, [T10
ayTeHTH(UKALUK. OIIK- | JI2.3
buomerpudeckas 3.1-31,
ayTeHTH(UKanus OIIK-

3.1-V1

OIIK-

3.2-V1,
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3.1-31

Paznen 5. O6ecnieuenne 6e30macHOCTH WH(GOPMAIMH B ONIEPAMOHHBIX CHCTEMAaxX

OIIK-
16. OOecneucHue 3621&];21_’
0€e30MacHOCTH

3.2-V1,
nHGOpMaLuM B OIIK- | JI1.3,|T10
OTICPAIIMOHHBIX 2 2 4 i )
cHCTEMAX 30.211?3-, 2.3
ceMelicTBa
Windows Sk

3.1-31
17. OTIK-
ABTOMaTH3UPOBAH 39-B1
HOE OOHapyXeHHE OHK-’
YSA3BUMOCTEN 32.V]
MIPOrpaMMHOTO .OHK-’ 11.3. |10
obecneyeHus Ha 2 2 9 3931 H2. 3’
pabounx CTaHIUAX O'HK_’ '
MoJl  YIpaBJICHUEM 31-V1
OTIEPAIIMOHHBIX .OHK-’
CHUCTEM ceMmeicTBa 31-31

Microsoft Windows




OIIK-

3.2-Bl,
OIIK-
I T
OIIK- | JI1.3, | OoIIP
MOJIUTUKU 4 2 11
6esomacuoctu  OC 3.2:31, | JI2.3
Microsoft Windows OTIK-
3.1-V1,
OIIK-
3.1-31
aznes 6. CpencrBa anTuBUpYCcHOM 3auuThl (CAB3)
OIIK-
19. 3.2-31, 1.3
Knaccudukanus 4 11 OIIK- HZ. 3’ OJIP
BPEJIOHOCHBIX 3.2-V1, JIZ. 1’
porpaMm OIIK- ’
3.1-31
OIIK-
20. Cpenctsa 3.1-31, 1.3
AHTUBUPYCHOU 4 11 OIIK- JIZ: 3’ T10
3aIUThI 3.2-31, o 1’
uHbopMauu OIIK- ’
3.2-V1
21.
CpaBHUTENBHBIN OIIK-
aHaau3 CpE/CTB 3.2-Bl,
AHTUBUPYCHOU OIIK-
3aIUTHI 5 4 11 3.2-Y1,| JI1.3, |T10
uHpOpMaLIUu c OIlK- | JI2.3
HCIOJIb30BaHUEM 3.2-31,
pe3yabTaToOB OIIK-
HE3aBUCUMBIX 3.1-31
TECTOB
Paznen 7. Obecnieuenne 6€30MaCHOCTH HHPOPMAIMK B KOMIIBIOTEPHBIX CETSIX
22. OcHOBBI
TIOCTPOCHHS
KOMIBIOTEPHBIX
ceTen. Mopnens OIIK-
OsSl. 3.2-31, 1.3
Knaccudukarms 4 11 OIIK- H2. 2’ T10
yIrpo3 3.1-31, JI2. 3’
0€30MacHOCTH OIIK- ’
UHpOpMaLIUU u 3.2-Bl
aTax B
KOMIBIOTEPHBIX

CETAX




OIIK-

3.1-31,

OIIK-
23. TexHonorus 3.2-31, 113. IT10
BUPTYaJIbHBIX 2 4 8 14 OIIK- H2:2’ OHI; 4
JIOKAJBHBIX  CETeH 3.2-B1, P 3’
(VLAN) OIIK- '

3.2-Y1,

OIIK-

3.1-V1

OIIK-

3.2-Bl1,

OIIK-
24, TexHoOrNM 3(')21:&2’ JI1.3, [T10, 4
MEKCETEBOTO 2 2 8 12 3231 J12.2, (or1p
SKpaHUPOBAHUS dHK-’ J12.3

3.1-31,

OIIK-

3.1-V1

OIIK-

3.2-Bl1,

OIIK-
25. Texnomorun 3.2-Y1, 1.3
BUPTYaJIbHBIX 9 4 14 OIIK- H2.2, T10 2
YaCTHBIX cerei 3.2-31, H2. 3’
(VPN) OIIK- '

3.1-31,

OIIK-

3.1-V1

OIIK-

3.2-Bl1,
26. Nzyuenue OIIK-
;II){?I;TyljvleHTanbﬂoro 8 8 16 3(.)21_1317({’ gé;’ 110, 4
aHanu3a 3.2-31, JI2' 3’ OJIP
3amuinesaocta UT- OIIK- '
UHPPACTPYKTYPHI 3.1-V1,

OIIK-

3.1-31
Iloarororka K
IIPOMEKYTOUHON
aTTecTauu
IIpomesxyTouHas
aTTecTalus 35 Ok |40
(9K3aMeH)
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3.3. TemaTn4yecKuii IJIAH JEKIIMOHHBIX 3aHATHHA

Howmep pasnena . TpynoemkocTs
P pasi TeMbl TEeKITMOHHBIX 3aHATUH PyA ’
JTVCLUTUIMHBI qac.
1 OcHoBHBIE TOHATHS WH(OPMATMOHHOH 0€301acHOCTH 2
2 l'ocynapctBeHHass  mosuTuka B oOnactd  MHGOPMALMOHHOM 2
0e30macHOCTH
3 MexayHapoiHble M POCCUIICKME CTaHAApThl HH(POPMALMOHHOM 2
0e301macHOCTH
4 @®opMupOBaHUE MOJUTHKH HH(MOPMAIIMOHHONH O€30MacHOCTH Ha )
IPEeAIPUATHH
5 CummerpuuHble KpunrocucTems! mudppoBanus. Creranorpadus 2
6 AcUMeTpUYHBIE KPHUIITOCUCTEMBI IU(POBAHUS H  IJIEKTPOHHAS 2
HOJINCh
7 VYnpasienue kpuntokiaodamu. MHppacTpykTypa OTKPBITHIX KITFOUYEH 2
8 TexHnonoruu ayreHTUUKAUU 2
9 Kpunrorpaduueckue mpoTokoisl ayTeHTHGHUKauu. buomerpuyeckas 5
ayTeHTU(UKauus
10 Mopenu pasrpaHu4eHus 10CTyTIa 2
11 Obecneuenue 6e30MacHOCTH UH(OPMAIMK B ONEPALIMOHHBIX CHCTEMax 2
cemeiictea Windows
12 CpencTBa aHTHBHPYCHOM 3alIUTHI HH(OpMAIHN 2
13 Knaccugukanus BpeJOHOCHBIX IPOrpaMm 2
14 Knaccudukanus yrpos Oe3zomacHoctd uHGOpMalMM M aTak B 2
KOMIIBIOTEPHBIX CETSIX
15 TexHonorust BUpTyanbHbIX JoKanbHbIX ceTeil (VLAN) 2
16 TexHoI0r1uM MEXCETEeBOro 3KpaHUPOBAHUS 2
17 TexHonmoruu BUpTyabHbIX YacTHBIX ceTeit (VPN) 2
Bcero 34
3.4. TeMaTu4YeCKHUil IVIAH NPAKTHYECKHUX 3aAHATHI
Howmep paznena . TpynoemkocTs
P pasl TeMbl IpakTUUECKUX 3aHATHH pyA ’
JMCLUTUIMHBI qac.
1 W3ydenune BHUIOB WHGPOPMALMU, JOCTYNl K KOTOPBIM OTpaHUYEH 2
(benepanpLupiMu 3akoHamu PO
2 ITporpammHas peanusanus creranorpaguu B rpapudeckux ainax 2
3 [TporpammHas peanu3arysi aCHMMETPUYHOTO alTOpUTMa MU(POBAHUS 2
RSA
4 3ammra uHQOpPMAMM B DJIEKTPOHHBIX  JOKYMEHTaX  IIyTeM 2
mrbpoBaHus 1 HOPMUPOBAHUS DJIEKTPOHHON ITOIIMKMCU
5 [TaponbHas ayTeHTHGUKALUS 2
ABTOMaTH3UPOBAaHHOE OOHAPYXKEHHE YS3BUMOCTEH MPOTPAMMHOTO
6 obecrieyeHrs1 Ha paboYnX CTAHIMAX MO/ YIIPaBIEHUEM ONEepallMOHHBIX 2

cucrtem cemeiicrea Microsoft Windows




CpaBHMTENBHBIN aHATIN3 CPEJCTB AHTUBUPYCHOMU 3aIUTHI UH(OPMAIHH

7 2
C MCIOJIb30BaHUEM PE3YILTATOB HE3aBUCHMBIX TECTOB
8 N3yyeHne TEXHOJIOTHH MEXCETEBOrO SKPAaHWPOBAHUS C ITOMOIIBIO 2
nporpaMmel Moaenuposanus cereit Cisco Packet Tracer
Bcero 16
3.5. TemaTnuyeckuii JIaH JIaDOPaTOPHBIX padoT
Howmep paznena TpynoemkocTs
P pasi Tembl 1aOOpaTOPHBIX pabOT Py ’
TV CLUTUTHHBI qac.
1 Pa3paboTka Mmonenu yrpo3 0e30macHOCTH HH(GOPMAIIUIH MPEATIPUATHS 4
2 AHaiu3 pruCcKOB HHPOPMALMOHHOM O€30MaCHOCTH MPEIIPUATHS 4
3 Monoandasutaple ¥ noiuandaBuTHble MUGPBL.  YacTOTHHIHI 4
KPHUIITOAHAIN3
4 [IporpammHas peanu3anus KJIaCCHUYECKUX aJrOpUTMOB HIH(POBaHUS 1 4
UX KPUIITOAHAJIH3a
5 Hacrpoiika nokansHbIX 1 TpynmnoBsix nomutuk OC Microsoft Windows 4
6 N3ydyenue TexHoioruil BUpTyasibHbIX JokanbHbIX ceteil (VLAN) c 4
IOMOLIBLIO IIporpaMmMbl MonenupoBanus cereii Cisco Packet Tracer
Hcnonb3oBanue nmporpammel Wireshark miis ananusa kagpos Ethernet ¢
7 EJTBI0 U3YYCHHUS MPOIIECCOB OOMEHA JaHHBIMU 110 mpoTokoinam 1CP u 4
UDP
N3yyenne paboOThl CKaHEPOB IOPTOB M CETEBBIX CIYXO, CKaHEPOB
8 Oe3omacHOCTH ceTh Ha mpumepe ytwiut nmap u OpenVAS c 4
UCIOJIb30BaHUEM TE€XHOJIOTUI BUPTYAIHU3aLUH.
Bcero 32
3.6. CamocrosiTesibHAs padoTa cTyAeHTa
Howmep pasznena TpynoemMkocTb
P pasi Bux CPC Conepxxanne CPC pyA ’
TVCIUATUTAHBI Jac.
Knaccupukanusa wuHpopmanuu, A0OCTYH K
MOAFOTOBKA K KOTOPBIM OTpaHUYEH (beﬂepaHbHHMI:I
1 3akoHamMu  P®.  Buael  ropuandeckou
MIPAKTHYECKOMY 4
SAHSITHIO OTBETCTBEHHOCTH W NPAaBONPUMEHUTEIIbHAS
mpakThuka B oOyiactd  WHOOPMAIMOHHON
6e3omacHoOCTH
Bo3HukHOBEHHE W UCTOpHUS  Pa3BUTHS
H3ydeHue npobnemsl 3amuTel uHGopManuu. [lonsrue
2 TEOPETUYECKOIO MH(POPMALIMOHHOTO 0011ecTBA. AKTYaJIbHOCTh 2
MaTepuaa npobinembl  o0ecriedeHuss — 0€30MMaCHOCTH
nHbopmaIuu.
U3y4EHHUE Crparterus HaumoHanbHOM Oe3onacHocTu PO.
3 TEOPETUYECKOTO JloktprHa MHpOpPMaMOHHONW 0e30macHOCTH 2
Marepuaia P®
MonenupoBanne 51 OIICHKA yrpo3
0e3omacHoOCTH uHpOpMaLIUH. Monens
MOJITOTOBKA K
4 . Hapymurtens.  Meronuka — onpeaeneHus 4
nabopaTopHoOi paboTe
aKTyaJIbHbBIX yIpo3 0e30macHOCTH
uHbopManuy.




Ponp CTaHJapTOB UH(POPMALIMOHHOM
0e30macHOCTH. MeXyHapOoAHbIe CTaHAAPThI

U3y4eHue o . 5
UH(POPMAIIMOHHOM €30I1aCHOCTH.
5 TEOPETHIECKOTO pMall CHOC
OTteuecTBEHHBIE CTaHIAPThl 0E30MIACHOCTH
MaTepuaia .
MH(POPMAIIMOHHBIX TEXHOJIOTHIA
U3y4eHUe Crpykrypa HOJUTUKA 0e3omacHOCTH
6 TEOPETUYECKOTO OpraHu3alyH. Pazpabotka HOJIUTHKH
MaTepuaia 0€30MaCHOCTH OpraHU3aINH
7 MOJI'OTOBKA K Metoauka OTpeIeIICHUs PHUCKOB
JabopaTopHOit paboTe |MHPOPMALMOHHOM 6€30M1aCHOCTH
U3y4YeHUE Knaccudukanus CUMMETPUYHBIX
8 TEOPETUYECKOTO KPUITOCHCTEM. Kpunrocroiikoctsh
MaTepuaia CUMMETPUYHBIX KPUITOCHCTEM.
bnounsie u motokoBeie mudpel. [udp
IIOJITOTOBKA K
9 . Hezaps. Iludp Bwxkenepa. Iudposanue
nabopaTopHoi paboTe
METOJIOM TIepecTaHOBKH. ['aMMHpOBaHHeE.
HIudp playfair. ludp [Mommbus. AdwuHHBII
mmdp. Bugsl kpuntoaHamuza. YcTaHOBKa
MOJIrOTOBKA K
10 o s3bIKa porpammupoBanus Python, nsydenne
nabopaTopHoi paboTe .
6a30Boro cuHrakcuca. Pabora ¢ xKomaHIHOMN
crpokorr Windows.
MOJITOTOBKA K Knaccudukanus cTeraHorpapuueckux
11 MIPAaKTUYECKOMY CPEJICTB 3alIUThl HHPOPMAITUU
3aHSATHIO
U3y4eHUe I'enepanus IIPOCTHIX qHcel JUIst
12 TEOPETUYECKOTO dbopmupoBanus  KimouYed  mmdpoBaHUs.
MaTepuaa Kpunrorpadust Ha 3;UIMOTUYECKUX KPUBBIX
I'enepanus MIPOCTHIX qHCcen JUTst
MOJITOTOBKA K (dbopmupoBaHUs napsl KITHouen e
13 IIPAKTUYECKOMY mudposanus. bubmmorekn Python  mns
3aHSATHUIO IIPOrpaMMHOM peann3aluy aCUMMETPUYHBIX
KPUNTOAITOPUTMOB.
PGP mu¢posanue. Kpunrorpadpuueckue xermi-
MOJITOTOBKA K .
14 . GbysKIuU. BUasl 27€KTPOHHOM MOAMUCH
MpaKTUYeCcKol paboTe
U3y4eHue VY nocroBepsronue HeHTPhl U CepTU(PUKATEHI.
15 TEOPETUYECKOTO
MaTepuaa
U3y4YECHHE Crporas ayrentudukanus. MHoropakropHas
16 TEOPETUYECKOTO ayTeHTH(UKaIHSI.
MaTepuaia
U3y4EHHUE Bunpl Onomerpuueckoit uaeHTUGUKALINN
17 TEOPETUYECKOTO
MaTepuaia
Knaccudukanuss wmopmeneit  pasrpaHUYeHUS
Tyna.MoJenp CHUCTEM JUCKPELH
H3yUCHHE JOCTY oJie CHCTEM JIHC plslu OHHOTO
a3rpaHUYCHHSI OCTyTIa. aHJIaTH
18 TEOPETUYECKOTO pasrp rocty PH 0e
TIpaBJICHHUE OCTYTIOM. JIeB
MaTepuaa YHIPp ALOCTYTIO , ofeBoe
pasrpannueHne. CpaBHHUTEIBHBIN  aHAU3
MoJieNiell pa3rpaHUYeHUs JIOCTVIIA.
U3y4eHue VYnpaBieHne MONIb30BaTebCKUMHI YIETHBIMHU
19 TEOPETUIECCKOTO samucsimu (User Account Control - UAC).

MaTepuaia

bpanamayap.




IIOATOTOBKA K

Ckanepsl ys3BuMoOcTeil Tuma host-based.

20 IIPaKTUYECKOMY Cuctema ouenku yszsumocteil - CVSS2.0 u 2
3aHSTHIO CVSS3.0
21 MOATOTOBKA K HQKanLHLIe M TPYNNOBBIC TOJUTUKHU oC 2
naboparopHoii pabore [Microsoft Windows
OcHOBHBIE KaHaJIbI pacrpocTpaHeHHs
BPEIOHOCHBIX ~ IpOrpamMM. AHTHUBHUPYCHbBIE
MPOrpaMMbI: OCHOBBI PaOOTHI aHTHUBHPYCHBIX
N3y4CHUC Iporpamm, 0COOCHHOCTH «00TauHOI
22 TEOPETUICCKOTO AHTUBHUPYCHOU TCXHOJIOTUH, BUJIBI 4
Mmarepuajia aHTUBUPYCHBIX IIPOTrpaMM, JOIOJIHUTEIILHBIC
MOJTyJTH
aHTUBUPYCHBIX IMPOrpaMM, PEXHUMBI PabOThI
AQHTHBHDVCA
AHTHBHpYCHBIE TPOTPAMMHBIE KOMIUIEKCHI:
H3yICHHe a"tuBupyc Kacnepckoro, AHTHBHPYC
23 TEOPETHIECKOTO Dr. Web, antuBupyc Norton AntiVirus ot 4
MaTepuana Syrr_lar]tec, antuBupyc MCcAfee, anTuBHpyC
AntiVir
Personal Edition
MOATOTOBKA K Metobt oOHapyKeHUs BPEIOHOCHBIX
24 IIPAaKTUYECKOMY nporpaMM. Pexxum "necoununsr”. 4
3aHSATUIO
H3y4YCHHUE ARP-ciypunr. SYN-¢uya. Smurf- araxa.
25 TEOPETUYECKOTO ATtaxu Ha 6ecIpOBOJIHbIE CETH. 4
MaTepuaia
U3y4eHue CermeHTanMs CETH C MOMOIIBIO TEXHOJIOTUH
26 TEOPETHYECKOTO VLAN. Ucnonb3oBanue nporokona 8§02.1Q 4
MaTepHraia
[IpenmymiecTBa cCerMEHTUPOBAHHMS JIOKATBHBIX
MOJITOTOBKA K . .
27 . cereil. Hacrpoiika VLAN Ha kommyTaTopax 4
nabopaTopHoi paboTe .
dbupmst Cisco.
M3y4eHue OyHKIUU MEXCETEBOTO JKpaHa.
28 TEOPETUYECKOTO Knaccugpukanus MD. 4
MaTepuaia
MOATOTOBKA K Cnucku JIOCTYyTIa (ACL).
29 IIPaKTUYECKOMY JemunurapuszoBannas 3oHa (DMZ) 4
3aHATHIO
U3y4YECHHE VPN-tynnenupoBanue. VPN-cepsep. VPN -
30 TEOPETUYECKOTO kiuent. Kimaccugukammst VPN. 4
MaTepuaia
Ycranosnenue TCP coenunenus. CTpykrypa
31 MOJArOTOBKA K TCP-makera. @naru coctosiaus. [Ipumenenue 4
nabopaTtopHoii pabote |dunbTpoB mist ananusa tpaduka B Wireshark
PazHOBUIHOCTH CKaHEPOB OE30MTACHOCTH CETH.
32 MOJIFOTOBKA K Buptyansusie Mamumnel. 10 s paboThI ¢ 4
1abopaTopHOii pabote |BupryanbHeiMu MammHaMu (Virtual Box)
Bcero 94




4. O0pa3oBarejibHbIE TEXHOJIOTHHU

[Tpu peanmzaruu TUCITUTUTMHBI IPUMEHSFOTCS SJIEKTPOHHOE 00yUCHUE U TUCTAHIIMOHHBIE

o0pa3oBaTeIbHbIC TEXHOJIOTHH.

B 00pa3oBaTeIbHOM ITPOIIECCE UCIIOIB3YIOTCS:
- mucranironHble Kypchl (JIK), pasmemniennbie Ha 1oiomanke LMS Moodle, URL:
http://Ims.kgeu.ru/;
- JIEKTPOHHBIE 0Opa3oBaresbHbIe pecypchl (DOP), pa3MelieHHbIe B IMYHBIX KaOMHETaX
cTylieHToB DnekrpoHHoro yuusepcurera KI'DY, URL: http://e.kgeu.ru/

5. OuenuBaHue pe3yjabTATOB 00y4YeHUS

OneHuBaHue pe3yabTaTOB OOy4YEHUs] 1O AUCIUIUIMHE OCYIIECTBIAECTCS B paMKax
TEKYILEro KOHTPOJIsSI yCIIEBAEMOCTH, ITPOBOJUMOTO 10 OaiuibHO-perTHH-ToBOM cucteme (BPC),
Y [IPOMEXKYTOUYHON aTTECTALNH.

O000111EHHBIE

KpUTEPUU U

mIKajaa

OLICHUBAHUSL  YPOBHS

chopmMupoBaHHOCTH

KOMIICTCHIIM (I/IHI[I/IKaTOPa JOCTHIKCHMUA KOMH@TCHHHI/I) IO UTOraM OCBOCHHA JUCHUITJIMHBI:

[Inanu- O060011eHHbIE KPUTEPHUH U ILIKaJIa OLIEHUBAHUS PE3yJIbTaTOB 00yUYEeHUs
PyEMBIC HEYJIOBJIET- YZOBJET- X0pOTIIO OTIHAHO
pe3yib- BOPHUTENLHO BOPHUTENBHO
TaThI
oGyueHns HE 3a4TEHO 3a4TEHO
VYpoBeHb  3HaHWK  B|YPOBEHb 3HAaHUM B
. MuHuManbsHO
VYpoBeHb 3HAHUH HHXKe . o0Beme, o0beme,
JOITyCTUMBIA ~ YPOBEHb
[TomHOTa |MHHUMAIIEHBIX . COOTBETCTBYIOIIIEM COOTBETCTBYIOILIEM
3HaHU#l |TpeboBaHMIA umetoT| T H,  HMECT - MECTO [porpamme HMEECT [[IporpamMmme
’ MHOT'O HerpyObIxX porp ’ porp
MECTO IpyObIe OIMOKH - MeCTO HECKOJIBKO |[IOITOTOBKH, oe3
HErpyObIX OMUOOK OIIO0K
IIponeMoHCTpUpPOBaHBI
IIponemoHCTpUpPOBaHBI poZt pHp
[IponemoHCTpUpOBaHBI BCE OCHOBHBIC YMEHWUS,
[Tpu peleHnu BCE OCHOBHBIE YMEHWUS,
OCHOBHBIE yMEHUH, pELIEHBl BCE OCHOBHBIE
CTaHJapTHBIX 3a/ad He pelIeHbl BCE OCHOBHBIE
pereHbl TUTIOBEIC 3aauu C OT/ACITHHBIMH
Hanuune |mponeMoHCTpUpOBaHbI 3aJjaud ¢ HErpyObIMH
. 3aJjaud ¢ HErpyObIMH HECYIIIECTBEHHBIMU
YMEHUH |OCHOBHBIE YMEHUH, OIMOKaMH, BBITIOJTHEHBI
OIMOKAaMH, BBITIOJTHEHBI HE/I0YeTaMH,
UMEIOT MECTO TpyOble BCE 3aJ1aHUS B TOJIHOM
BCE 3aJaHMsi, HO HE B BBITOJIHEHBI BCE
OIINOKHU o0beMe, HO HEKOTOphIe
[IOJIHOM 00BEME 3aJaHisl B IIOJIHOM
C HeloueTaMu
o0beme
IIponeMoHCTpUPOBaHbI
Hamnuue |IIpn pemienuu|Mmeercs POz pHp [IponemoHCTpUpPOBaHBI
. 0a30Bble HaBBIKM TpU
HaBBIKOB [CTaHJAPTHBIX 33Ja4 HE|MUHUMAaJbHBIA  HalOoOp HaBBIKM TIPH pEIICHUH
PELICHUH CTaHIAPTHBIX
(BIaieHuE [MPOJEMOHCTPUPOBAHBI |HABBIKOB JUIsSl PEILICHHSI HECTaHJAPTHBIX 3aJa4

3a7a4 ¢




0a3oBbIe HABBIKY,|CTAaHAAPTHBIX 3334 C
HEKOTOPBIMH 0e3 OIHOO0K u
OIIBITOM) |UMEIOT MECTO TIpyObIe|HEKOTOPBHIMU
HeJ0YeTaMH HEJ04YETOB
OLIMOKHU HeJI0UYeTaMu
CdopmupoBaHHOCTH
=
5 KOMICTCHIMH CdopmupoBaHHOCTH
) COOTBETCTBYET CdopmupoBaHHOCTE
£ 8= |KommereHuus B I0IHOI KOMIETEHIIUU B I1IEJIOM KOMICTCHIHH
E § S |mepe HE N Sonmat COOTBETCTBYET TTOJIHOCTBIO
S5 & P TpeOOBaHUSM. § . y COOTBETCTBYET
= § s C(bOpMI/IpOBaHa. I/IMGIOH_H/IXCH 3HAHUU, TPCOOBAHUAM. Tpe6OBaHI/I$IM
2 E |[AMerommuxcs  3HaHMM i Nmeromuxcst  3HaHUU ’
& E Z MCHHHI)'IlHaBBIKOB P o MCHHHI;'IlHaBbIKOB y;HMeIOmHXCH SHATHH,
N—
Sy Z ﬁeHOCTa’TO‘-IHO VIS e SR K/IOTI/IBanII/II/I B IIEJIOM YMCHIH,  HABRIKOB U
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MNPpUHIMUIBI, MCTOABI U

CpeIcTBAa  peUICHUs
CTaHMAPTHBIX  3a/1a4
npodecCHOHATbHON
JeATEeIIbHOCTH Ha YpoBeHb 3HaHUU
OCHOBE .|B o0wveme,|MuHIMaNbHO .
. YpoBeHb 3HaHUI . YpoBeHb 3HaHUM
WH(OPMAIIMOHHONH U COOTBETCTBYHO  |HOIyCTHMBII
. o0Beme, HIDKE
oubmmorpaduaeckoit eM YPOBEHB
COOTBETCTBYIO . MUHUMAaJIbHBIX
KyJbTYpPBI c porpamme, 3HAHUU, HUMeEET .
ieM Iporpamme TpeOoBaHMii,
IPUMEHEHUEM UMeeT MECTO|MEeCTO MHOTO
MIOArOTOBKH, 0e3 HMCIOT  MECTO
UH(OPMaLMOHHO- HECKOJIbKO HerpyObIX
OIMOO0K rpyObIe OITMOKH
KOMMYHHUKAITMOHHBIX HEerpyObIX OmuO0K
TEXHOJOTMH U ¢ omunboK
y4eTOM OCHOBHBIX
TpeOoBaHM
UH(POPMALIMOHHOM
0e30MacHOCTH
YMeTh
pemaTth CTaHIapTHBIC
3a1a4n [Tponemonctpu |[IpoaemoncTpu
NpoeCCHOHAIBHON  |pOBaHbI BCE|pOBaHbI BCC
IIponemoHcTpH
JESITEIbHOCTH Ha|OCHOBHBIE OCHOBHBIE
pOBaHbI [Ipn  pemenuun
OCHOBE YMCHUSI, YMCHUS,
. OCHOBHBIE CTaH/IAPTHBIX
WH(OPMALIMOHHON  U|pellIeHBI BCE|perIeHbl BCE
. YMEHHS, 3a1a4y HE
3.1 |oubnmorpaduueckoii |0CHOBHEIC OCHOBHEIE
pEIICHBI MPOJIEMOHCTPHP
KyJbTYpPBI c|3amaun c|3amaun c
TUTIOBBIC 3372491 |OBaHBI
IPUMCHEHUEM OTJICTHHBIMU HEerpyObIMH
C  HerpyObIMH|OCHOBHBIE
uH(pOPMaILMOHHO- HECYIIIECTBEHH |OIIMOKaMu,
OITMOKaMH, YMEHHS, HUMEIOT
KOMMYHHKAITUOHHBIX |BIMH BEITIOJTHEHBI BCE
. BBITIOJTHEHBI BCE|MECTO  TpyObIe
TEXHOJOTH W C|HeJoYeTaMH, 3a/laHus B
3aJaHusl, HO HE B|OMMOKHU
y4EeTOM OCHOBHBIX [BBITTOJTHEHBI BCE|TIOJIHOM 00BEME,
. IMOJIHOM 00BEME
TpeboBaHUit 3a/laHus B[HO HEKOTOpHIE C
MH(pOpMaLOHHON MIOJIHOM 00bEeME |HeJoueTaMU
0e30MacHOCTH
Bnaners
HaBBIKAMU
MOJATOTOBKA 0030DPOB,
aHHOTAIIH,
COCTAaBJICHUSA TpoeMoHCTpH IIponemonctpu |Mmeercs I[Ipu  pemenuun
pedeparoB, Hay4dHBIX P p pOBaHbBI 0a30BbIC|MUHUMATBHBIA |CTAaHIAPTHBIX
POBaHBI HaBBIKU
JTOKJTaJIOB, HaBBIKU npu|HaboOp HaBBIKOB|3ada4 HE
. IpH  PEIICHUN
My 0TI " pelIeHnn VIS PEUICHUS |IPOJAEMOHCTPUP
HECTaHIaPTHBIX
oubmmorpadumn nof . ou Ges|CTAHAAPTHBIX  |CTAHIAPTHBIX  OBAHbI 0a3oBbIC
HAy4YHO- (H§h6OK 3a1aq c|3amau C|HABBIKH, UMEIOT
HCCIIEIOBATENIbCKOM HEL0UETOB HEKOTOPBIMHU HEKOTOPBIMHU MECTO  TpyObIe
pabore ¢  yderom HeZ0YeTaMu HeJ0YeTaMu OIINOKHU
TpeboBaHMit
UH(POPMALIMOHHOM
0e30MacHOCTH
OIlIK-
3.2

3HaTh




OCHOBHBIE BU/IBI
yrpo3 0e30macHOCTH
uHopManuy,
YA3BUMOCTEMN
UH(POPMALIMOHHBIX
CUCTEM, a TaKxke MUHHMALHO
MEpbl M  CpeACTBa|YpOBEHb 3HAHUU B|YpOBEHb 3HAHUU B . YpoBeHb 3HaHUI
JOIYCTUMBIN
MIPOTHBOICUCTBUS 00BeMe, o0BeMe, oZeHL HIDKE
aTakam HA|COOTBETCTBYIOIIIEM |COOTBETCTBYIOLIEM ZgaHI/Iﬁ et | WHFHMATBHBIX
uH(OPMAIMOHHBIE  |mporpamme NporpaMMe, uMeer| - - ’ MHOTO TpeOOBaHUH,
pecypchl IPU|TIOArOTOBKH, 0€3[MeCTO HECKOJbKO HErDYOLIX UMEIOT  MECTO
IIPOEKTHPOBAHUH, Omuo0K HEerpyOBIX OINOOK ol IE %’OK rpyObie ommoOKH
pa3zpaboTke u
BHEJIPCHUU
POrPaMMHOTO
obecrieueHus
UH(OPMALIMOHHBIX
CUCTEM
YMeTh
pa3pabaThIBaTh
MPOEKTHO-
TEXHUYECKYIO TpoxeMoHCTpH [IponemoncTpu TpoxemoHCTpH
JOKYMEHTAITUIO TSI pOBaHBI BCE I
UH(OPMALIMOHHBIX POBAHET BCC| scnonmbie ymerus, [P0 PH pelticHun
pMatl OCHOBHbBIE y ’
YMEHHS, OCHOBHBIE CTaHJIaPTHBIX
CUCTEM C Yy4YeTOM pEIICHBI BCE
6 . pEIICHBI BCC YMEHUS, 3aaq HE
TpeOoBaHuUit OCHOBHBIE 3ajauu
TeKYIIETo OCHOBHbIE 3aa1H| HernyEamu | PEEHP! MIPOJIEMOHCTPHP
3aKZHOL[aTeJ'IBCTBa c OTACNBHBIMH| 6KaMpr TUIIOBBIC 33124 |OBaHbI
> |HeCyIleCTBEHH ’ C  HerpyObIMH|OCHOBHbBIE
HOPMAaTUBHO- BEITIOJTHEHBI  BCE
BIMH HEJO0YETaMH, oLIMOKamHu, YMEHHS, HUMEIOT
MIPABOBBIX aKTOB, 3a/laHusl B TIOTHOM 6
cTazapTOB ,[BITOTHEHBL  Bee| o 11o|BPITIOTHERBI Bee|mecTo  rpyGere
3aJjaHusl B TIOJTHOM ’ 3aJlaHusl, HO HE B|OIINOKHU
BEIYIUX MPAKTUK B HEKOTOpBIE c
obbeme MTOJTHOM 00bemMe
obnactu HeJI04YeTaMU
UH(POPMALIMOHHOM
0€30MacCHOCTH
Bnanets
HaBbIKAMU
IPUMCHCHUS
POrpaMMHO-
all:I)HapaTHI)IX - [IponemoucTpu Nmeercs I[Ipu  pemenun
s P af{) A3a [IponemoHcTpr  |poBaHbl  ©a30BbIC|MUHUMAIBHBIA |CTAaHAAPTHBIX
S — pPOBaHBl  HABBIKHM |HABBIKU npu|Ha0Op HABBIKOB|3a1a4 HE
HH(OPMALHOHHbIX npu pEIICHUH [pelIeHn N Ui PeUIeHUS |IPOAEMOHCTPUP
CI/ICTCII:/I . HECTaHJAPTHBIX  |CTaHIAPTHBIX CTaHJIAPTHBIX  |OBaHBI 0a30BBIC
BEIDAGOTKI Jep| 33T 0e3 omuboK|3amau c|3amau C|HABBIKH, MMEIOT
I (I))THBO;[eI?ICTBMﬂ Ply HEJI0YCTOB HEKOTOPBIMH HEKOTOPBIMH  |MECTO  TpyOBbIe
I/IEBGCTHI)IM yrposam HeJ0YeTaMH HeJ0YeTaMu OIIMOKHU
0e30MacHOCTH
yH(bOopMalun
OHCHO‘IHBIC MaTrepualibl s HIPOBCACHHA TCKYHICTO KOHTPOJIA YCIICBACMOCTH H

IIPOMEKYTOUHOM arTecTauu rnpuBeaeHsl B [Ipunoxkenun K paboueit mporpaMme TMCHUTIITUHBI.
[TonHBIA KOMILIEKT 3aJlaHMM M MaTepuajoB, HEOOXOJUMBIX JUIsl OLICHMBAHUSI PE3yJIbTATOB



0o0y4eHus Mo AUCIUILUIMHE, XPaHUTCS Ha Kadeape-pa3paboTurke B OyMaKHOM U 3JIEKTPOHHOM

BHUJIE.

6. YueOHO-MeTOAMYeCKOe U HHPOPMAITMOHHOE 00ecnieuyeHre JUCHUIINHbI

6.1. YueOHO-MeTOAMYECKOE 00€ecIeYeHue

OcHOBHas JIUTEPATYpPaA

Bun uznanus Koz-s0
Ne Haume- ( quGme Mecro T'o Anpec KICMILIA-
~ | Astop(s) y ’ W3/1aHMS, A AJIEKTPOHHOI'O | POB B OMO-
n/m HOBaHHE yueOHOe U3JIaHUS
Hocobie, 1p.) U3/1aTeIbCTBO pecypca JTHOTEKE
Co KDY
https://ibooks.
Muopmanu y4eOHHK st ru/rpeading php
Illanprun  B. OHHas M.: IMK "
! o 0e30macHOCT By3oB [Ipecc 2014 " !
' . productid=344
097
Kpunrorpad
UYCCKUE
bapanosa E. szgiZi VaeBioe https://www.b
2 |K., babam A. HI M.: Knopyc 2017 | ook.ru/book/9 1
B nHpopmanuu nocobue 20017/
' . JlJabopaTopH
13171
MIPAKTUKYM
Koundunenmm
JleMy1KuH AIbHOC
A. C.,|1IOIPOM3BO https://ibooks.
Konnpamiopa JICTBO 1 qeBHIK LISt ru/reading.php
3 |T. B, | FAHICHIRL ) SO M.: Jloroc | 2013 ? 1
®abpuuHOB 1 Y productid=294
A.T., Kynses ICKTPOHHBI 03
H. H. "
JOKYMEHTOO
6opot
JlonoaHuTeIbHAas JIUTepaTypa
Bun uznanus Kox-50
Ne Hanme- ( qu6jrl11/n< Mecto T'o Aznpec HICMILI
— | Astop(nl) Y ’ W3JIaHus, A 3JIEKTPOHHOTO | pOB B OMO-
n/m HOBaHHE yueOHOe W3/IaHUS
Hocobe, 1p.) W3]1aTeIbCTBO pecypca JHOTEKE
C KDY
KpeuioB  I'.[ ba3ossle
0., TOHATHA https://www.b
1 Jlapuorosa HH@OPM?HHO yuebnoe M.: Pycaituc | 2016 | ook.ru/book/9 1
C. J1, HHOM rmocooue 21926
Huxutnna B.| 6e3omacHoct
JL. 51
Berancnuren
llepuerxo B bHbIC https://www.b
2 | BHCHKO B.|  CHCTCMBI, Vue6Huk M.: Knopye | 2017 | ook.ru/book/9 1
' cer i 20410/
TEJIEKOMMYH

HKaIuu




MensHUKOB
B. I1.,| Audopmartu https://www.b
3 [Kynpusinos OHHast yueGumk | M.: Kuopyc | 2018 | ook.ru/book/9 1
A. U.,| 6e3omacHoCT 29884
Bacunbea T. b
10.
6.2. UndopmanmonHoe odecnevyeHmne
6.2.1. DIEKTPOHHBIC U HTHTEPHET-PECYPCHI
11\/?1 HanmeHnoBaHMe 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccpuika
1 |CnopaBouno-npaBoBas cucrema "Koncynprant [lmroc” http://www.consultant.ru/

CnpaBouyHo-nipaBoBas cucrema "['apant”

http://www.garant.ru/

baHK JaHHBIX yrpo3 6€301MacHOCTH HH(OpMAIHH

https://bdu.fstec.ru/

bazoBas moaens yrpos 0e30macHOCTH MNEPCOHAJIbHBIX JaHHBIX ITPH

https://fstec.ru/component/attachm

4 lux 00paboTKe B HH()OPMAIMOHHBIX CHCTEMaxX IMEPCOHATBHBIX ents/download/289
JIAHHBIX

5 ISO27000 - HckycctBo  ympaBieHUs  HHGOPMAIIMOHHON http://www.is027000.ru/standarty
0€30MacCHOCTBIO

VYueOubrii kypc Ha mopraie HOY "MHTYUT" - Cramnmaptsl
HH(pOPMATMOHHON OE30IIaCHOCTH

https://www.intuit.ru/studies/cours
es/30/30/info

VYuebnslit kypc Ha noprate HOY "MUHTYUT" -
Nudopmanmonnas 6e3onacHocth. TexHnonoruu Microsoft

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/419
/lecture/9577?page=2

VYueOnsiii kypc Ha noptasie HOY "MUHTYUT" - Uadopmarmonnas
6e3omacHocTh. TexHosnoruu Microsoft: Ananu3 u ymnpaBieHHe
puckamu B MH(GOPMAIIMOHHBIX CHUCTEMaxX Ha 0a3e ONepaliMOHHbBIX
cucrem Microsoft

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/387
/info

Anti-Malware Testing Standards Organization

https://www.amtso.org/

10 |AV-TEST - The Independent IT-Security Institute https://www.av-test.org/en/
11 |AV-Comparatives - Independent Tests of Anti-Virus Software https://www.av-comparatives.org/
12 Wireshark ~—  mporpamma-ananmuzatop — tpaduka  Juis https:/Awww.wireshark.org/

KOMIBIOTEPHBIX cereil Ethernet

13

CnpaBounoe pykoBocTBO NMap Ha pyCCKOM SI3bIKE

https://nmap.org/man/ru/index.htm |

14

OpenVAS Russia. Pycckosi3pldHOE COOOILIECTBO MOJIb30BaTEICH
ckaHepa ys3sumoctet OpenVAS

https://openvas.ru/

15

Cisco Networking Academy

https://www.netacad.com/

16

Cisco Networking Academy - mapmpyTu3anusi 1 KOMMYTaILUs

http://ccna.mpei.ac.ru/RoutingAnd
Switching/

6.2.2. IlpodeccronaibEble 0a3bl JAHHBIX

rJJ‘(';[ HaunmMenoBanue mpohecCHOHANbHBIX 0a3 TaHHBIX Anpec Pesxum moctymna
1 |Poccwuiickas HarpioHanbHast OMOIMOTEKA http://nlr.ru/ http://nlr.ru/
o |Hayunas HICKTpOHHAA OMOMOTeKA - relibrary.ru http://elibrary.ru

eLIBRARY.RU




6.2.3. MudbopManimoHHO-CIPABOYHBIE CHUCTEMBI

No | HammenoBanune nH(GOPMAIIMOHHO-CITPABOYHBIX

Anpec Pexxum nmocrtyma
/o CHUCTEM b ety

1 |HCC «Konexey / «Texokerep http://app.kgeu.local/Home/Ap |http://app.kgeu.lo

ps cal/Home/Apps
2 |«I'apanT http://www.garant.ru/ []trtup// Awww.garan
3 |«KoucynbTanT miocy» http://www.consultant.ru/ Irltz[r?t/ : \l:\;ww.consu

6.2.4. JIMLICH3MOHHOE U CBO6OIIHO PacIIpoCcTpadiacMoOC MMporpaMMHOC obecreucHme
AU CTTMITIIMHBI

PexBU3nUTHI
Omnucanue MOJTBEPIKIAIOIITUX
JOKYMEHTOB

No HanmenoBanue nmporpaMmMHOIo
/11 obecrieueHus

bpayzep Chrome Cucrema noucka uH(pOpMaIu B CBo0OoiHas THLIeH3HS,
CETH UHTCPHET TUN (BU) JIULECH3UH -
1 HEHCKII. IPaBo, CPOK
JACUCTBUA JIMLICH3UN -
OeccpovHo.

Office Standard 2007 Russian OLP NL  |ITakeT mporpaMMHBIX IIPOIYKTOB, JIorosop Ne21/2010 ot
AcademicEdition+ cojiepKaniuii B cebe HeoOX0TUMBIE 04.05.2010, numeHsuap -
0o UCHBIE TPOTPAMMEL 3A0 «Codrt Jlaita Tpeiiny,
2 THIT (BUM) JTATICH3UH -
HEUCKIL. TIPaBO, CPOK
JICHCTBHS JTULICH3UH -
OeccpodyHo

Office Professional Plus 2007 Windous32 |IlakeT nporpaMMHBIX TPOIYKTOB, HoroBop Ne225/10 ot
Russian DiskKit MVVL CD coJIeprKalInii B ce0e HeoOX0UMBbIe 28.01.2010, nuuensuap -

O HUCHBIE POTrPaMMBbI 3A0 «Codrt Jlaita Tpeiiny,
3 THIT (BU) JTUIICH3HUH -
HEUCKIL. TIPaBO, CPOK
JICHCTBUS TUIICH3UH -
OeccpouHO

I1O st 5 dhekTUBHOTO OHIIANH- CBoOoHas TUICH3NUS,
B3aMMOJICHCTBYS MPENOIABATENS U |THUII (BU) JTUIICH3HUH -
CTyJeHTa HEHCKJI. IPaBo, CPOK
4 |LMS Moodle b 5 paso, €p
NENCTBUS TUIEH3UH -
OeccpouHo.

Windows 7 Ilpodeccuonanbhas (Pro) |[Tonb3oBatensckas onepanuonnas  |orosop Ne2011.25486
cucrema Ne2011.25486 ot
28.11.2011, nunen3uap —
3A0 «Codrt Jlaitn
Tpetiny, Tun (Bun)

JIMIICH3UHN — HCUCKII.




IIpaBoO, CPOK ACHUCTBUSA
JUICH3UN — OECCPOYHO;

Windows 7 IlpodeccnonanbHas ITonb3oBarensckas onepanuonHas  [[{orosop 11O JIMI] Ne
(ceptudunupoBannas ®CTIK). cucreMa 0000/20, nmuuen3uap —
3A0 «TakcHet Cepsucy,
6 TN (BU) JIUIICH3UHU —
HEHUCKJI. IIPaBo, CPOK
NEICTBUS IMLEH3UN
0OecCpovYHO
Windows 10 [Tonp3oBarenbckas oneparmonHas  [JloroBop Ne Tr096148 ot
cucTreMa 29.09.2020, nuneHsuap -
000 "Codrnaita
Tpein", tum (Bun)
7 JIMICH3UH - HEHUCKIL.
IIPaBO, CPOK JEHCTBHUS
JMIIEH3UH - JI0
14.09.2021.
7. MaTepuaJibHO-TEXHUYECKOe o0ecnevYeHne AU CIUIIIHHbI
Ne . HanmenoBaHue crienuanbHbBIX OCHaIIeHHOCTD CHeTHaTbHbBIX
Bun yuebnoit paboTbl N N y .

/o noMemennd u noMemenud a9 CPC | momemenuii u momenenuii mist CPC
Jlocka aynuTopHas, aKycTHYecKas
cUCTeMa,  MPOEKTOp,  YCHIUTEIb-

VYuebHasg ayauTOpusl AN HPOBEACHUS .
1 |JlekunoHHBIE 3aHATHS . MUKIIEp A7 CHUCTEM TPOMKOM CBsI3H,
3aHATHH JeKIroHHoro Trma B-103
9KpaH, MHKPO(POH, MHHHKOMITBIOTED,
MOHUTOP
VYuyebHas ayauTOpusl AN HPOBEAECHUS
3aHSATHH MPAKTUIECKOTO TUNA, (44 MOCaTOYHBIX MECTa, TEPCOHATBHBIN
IIpaxTrueckue
2 N IPYNIOBBIX U UH/IMBUYaIbHBIX |[KOMIbIOTEp (26 IIT.), HHTEpaKTHUBHAS
KOHCYJIbTAllMM, TEKYIIETO KOHTPOJIS H|JOCKA, MYJbTHUMEIUUHBINA TPOEKTOP
MIPOMEKYTOUHOM aTTecTallu
44 mocamouHbBIX MECTa, IEPCOHATBHBIN
JlaGopaTopHsble
3 paboTHI VYuebnas naboparopus KoMIbloTep (26 IIT.), HHTEpaKTHUBHAS

JTIOCKa, MyJIbTUMEANIHBIA IPOEKTOP




Crennanu3upoBaHHas yaeOHast
KomnbsrorepHslii knacc Meb6eb, MOHOOIOK (30 1mT.), mpoeKTop,
Camocrosrensuag | BpIxonoM B Mureprer B-600a SKpaH
4 paborta
o6yuaromerocs Crneunanu3upoBaHHas yaeOHast
UwnransHbIi 3271 OHOTHOTEKH Me0elIb, MPOEKTOP, MEPEHOCHOH IKpaH,
TOHKHUE KJIMEHTBI (13 IT.),

8. OcolOenHocTH opraHmzanmuu o00pPa3oBaATEJbHOM JEATEJIbHOCTH JS JHI C
OrpaHNY€HHBIMHU BO3MOKHOCTAMU 3[I0POBbSI U MHBAJIU/IOB



JIuma ¢ orpaHMYeHHBIMH BO3MOXKHOCTAMU 3710poBbsi (OB3) W uHBamuabl UMEIOT
BO3MOYKHOCTh O€CIPENSATCTBEHHO MEPEMEIAThCS U3 OJTHOTO yueOHO-1a00paTOpHOro KOpIyca B
JPYTOH, TIOTHATHCSA HA BCE ITAXKHU y4eOHO-Ta00PATOPHBIX KOPIYCOB, 3aHUMATHCS B yUSOHBIX H
WHBIX TIOMEIICHHUSIX C YYEeTOM OCOOCHHOCTEW TCHUXO(PU3UYECKOTO PA3BUTHSI W COCTOSIHUS
3JI0POBBS.

Jist o6yuenus i ¢ OB3 1 mHBaINA0B, UMEIOIINUX HAPYIICHHS OTTIOPHO- IBUTATEIHLHOTO
ammapara, 00eCIIeUeHbI YCIOBUS OSCIPENSITCTBEHHOTO JOCTyIa BO BCE YUCOHBIC MOMEIICHUSI.
HNudopmarus o crienmuaibHBIX YCIOBUAX, CO3MaHHBIX M1 oOyuatomuxcs ¢ OB3 u nuHBaMI0B,
pa3MenieHa Ha caidTe yHuBepcutera Www//kgeu.ru. KmeeTcss BO3MOXHOCTh OKa3aHHS
TEXHUYECKOM  IMOMOIINM  ACCUCTEHTOM, a TaKXe YCIYyr  CypAOINEpPEeBOAYUKOB U
TU(DIOCYpPAOTIEPEBOTUUKOB.

Jlist agantanuu K Bocnpusituio Juiiamu ¢ OB3 1 uHBaMaMu ¢ HAPYIIEHHBIM CITyXOM
CIIPaBOYHOI0, y4eOHOTO MaTepHalia Mo JUCIUILIMHE 00E€CTIeUNBAIOTCS CIIEAYIOIINE YCIOBHUS:

- JUTs1 JTydlllel OpUEHTAllUU B 8y AUTOPUH, IPUMEHSIOTCS] CUTHAJIBI OMOBEIIECHUS O HayaJie
U KOHIIE 3aHATHS (CIIOBO «3BOHOK) IHUIIIETCS HA JIOCKE);

- BHUMAaHHUE CJIa0OCIBIIIANIEr0 00yYaromerocs MpuBJiIeKaeTca NeJaroroM *ectom (Ha
TUIEYO KIJIAJIETCs PyKa, OCYIIECTBISIETCS HEPE3KOE MOXIIONBIBAHNUE);

- pasroBapuBasi C 00yJarOIINMCS, IearOTHIECKUA paOOTHUK CMOTPHUT HAa HETO, TOBOPUT
SICHO, KOPOTKHMH MPEI0KESHUSIMH, 00ecTieunBasi BO3MOKHOCTh YTEHUS T10 TyOaMm.

KomMmmencanusi  3aTpyAHEHMH  pPe4eBOr0 W HMHTEIDICKTYaJbHOTO  Pa3BUTHSA
ciaboCbIIaNIuX 00y4aroIUXCsl MPOBOAUTCS ITyTEM:

- HCIOJIb30BaHUSI CXEM, JUarpaMM, PHUCYHKOB, KOMIIBIOTEPHBIX MpE3CHTAIil C
TUIEPCChUIKAMU, KOMMEHTUPYIOIIUMU OT/IEIbHBIE KOMIIOHEHTHI H300paKEeHUS;

- PEeryJsipHOrO MPUMEHEHHS YIpaXKHEHUN Ha TpaduuecKkoe BBIJACICHUE CYIECTBEHHbIX
MIPU3HAKOB MPEMETOB U SIBJICHUM;

- obecrnieyeHus: BO3MOKHOCTH JUIsl 00YyUaroIerocs Mojay4unTh apeCHYI0 KOHCYIbTAIUIO
0 DJIEKTPOHHOM MOYTE 110 MEPEe HEOOXOTUMOCTH.

Jlnst ananTanuu K BocnpuaTyio guiiamu ¢ OB3 u nHBanumaMu ¢ HapymeHUs MU 3pECHUS
CIIPaBOYHOTO, y4eOHOTO, IIPOCBETHTEIIHCKOTO MaTepuana, PeyCMOTPEHHOTO
00pa3oBaTeNbHON MPOrpaMMOM MO BEIOPAHHOMY HaINpaBJIEHUIO MOJTOTOBKU, 00ECTICUNBAIOTCS
CJIEIYIOILUE YCIIOBUS:

- BeAeTcs aganTanus OQUIMATBHOTO caiiTa B ceTd MHTEpHET ¢ ydeToM O0COOBIX
NOTPpeOHOCTE MHBAJIMAOB MO 3PEHHIO, OOECHeuYMBAETCS HaAJIM4Me KPYMHOWIPUPTOBOU
CIpaBOYHOM MH(GOPMAIIMHU O PACIUCAHUU YUYEOHBIX 3aHTHIA;

- IEIarOTHYECKUHA PAaOOTHHUK, €ro cOOSCeTHUK (IMPU HEOOXOIUMOCTH ), IPUCYTCTBYIOIIHE
Ha 3aHSATUH, PEACTABISIIOTCS O0yYArOIIMMCS, TIPH dTOM KaXKJIbIi pa3 Ha3bIBAETCS TOT, K KOMY
nearoruaeckuii paboTHUK 0OpamaeTcs;

- JICUCTBHS, >KECTHI, MEPEMEIICHHUS MeJaroruieckoro pabOTHUKA KOPOTKO U SCHO
KOMMEHTHUPYIOTCS;

- meuyaTHas WHGOPMAIUS TPENOCTaBISETCS KPymHbIM MmpupTOoM (0T 18 MyHKTOB),
TOTAJIBHO 03BYYHBACTCS;

- o0ecrieunBaeTCss HEOOXO0IUMBIM YPOBEHb OCBEIIICHHOCTH TTOMEIIEHUI;

- MPEAOCTABIIICTCS BO3MOXKHOCTh HCITOJIB30BaTh KOMITBIOTEPHI BO BPEMS 3aHATHA U
paBo 3anucu O0BACHEHUN Ha AUKTO(GOH (I10 JKEeJIaHUI0 00yUYaroIIuXCs).



dopMa poBeIeHUs TEKYIIEeH U MPOMEXYTOUHON aTTecTanuu Ajig ooyyaromuxcs ¢ OB3
Y UHBAJIUJIOB OIpeIessieTcs NeAaroruueckuM paboTHUKOM B COOTBETCTBUHU C yU€OHBIM IIJIAHOM.
[Ipu HeoOxommmoctu oOydvaromemycst ¢ OB3, wHBamMIy C y4eTOM WX WHAWBHUIYAJTbHBIX
MCUXO(PU3NIECKIX OCOOCHHOCTEHN TaeTCsl BO3MOKHOCTD MPOUTH MPOMEKYTOUHYIO aTTECTAITHIO
YCTHO, TUChMEHHO Ha OyMare, TMCbMEHHO Ha KOMITbIOTEpE, B (hopMe TeCTUPOBAHUS U T.1I1., THOO
MPEOCTABISAETCS TOMOTHUTEILHOE BpEMSI JIJIsl MIOATOTOBKU OTBETA.



CTpyKkTypa JUCHUILUIMHBI 110 3204HO hopme 00ydeHust

. Bcero Kypc
Bun yueGHoM paboThI HACOR
3
OBLIAA TPYJOEMKOCTH JUCHHUITJIMHBbI 216 216
KOHTAKTHAA PABOTA OBYYAIOUIET'OCA
C [TPEIIOAABATEJIEM, 23 23
B TOM YHCJIE:
Jlexunonnsle 3ansaTus (JIek) 6 6
JlaGopaTtopHsbie 3ansatus (J1ab) 8 8
[Ipaktuueckue 3anstus (Ilp) 4 4
KonTponb camocTosTenbHON pabOThl ¥ MHAS KOHTAKTHAs 4 4
pab6ora (KCP)*
KoHnTtakTHbIC yackl BO BpeMs arrecranuu (KITA) 1 1
CAMOCTOSATEJIBHAA PABOTA OBYYAIOIIET'OCA
185 185
(CPC):
[ToaroroBka K MPOMEKYTOYHOU aTTecTaluu B (hopMme: 8 8
(pK3aMen) _
OOPMA ITPOMEXYTOYHOUATTECTALINN Ik Ik




Jlucr perucrpanuy usMeHeHU

JlonoyiHEHUsT ¥ W3MEHEHHs B pabodeil mporpamMme IUCHMIUIMHBI Ha 20 /120

y4eOHBIN 01

B nporpaMmy BHOCSITCS CIEAYIOIINAE U3MEHEHUS:

Vkasviearomes nomepa cmpanuy, Ha KOMOpPbIX
6HECeHbl USMEHeHUS,
U Kpamko 0aemcst Xapakmepucmura 3mux
UMeHeHull

[Iporpamma ogoOpeHa Ha 3acegaHuu Kadenpel—pa3padborunka «26» okTsaops 2020 r.,
poToKoI No 2

3aB. xadenpoii TopkyHnosa [0.B.

[Iporpamma onobpena Mmeroandeckum coetoMm uactutryta ULTI
«26» okta0ps 2020r., mpoTokos Ne2

3am. gupekropa no YMP / /

Hoonucs, oama

CoryiacoBaHo:

PykoBoautens OITOIT / /

Tloonuce, oama
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«KA3AHCKHWI T'OCYJAPCTBEHHBIN SJHEPTETUYECKHAN YHUBEPCUTET»

(®T'BOY BO «KI'9Y»)
«YTBEPXJIAKO»
Hupexrop uacturyta [{udpoBbIX TEXHOIOTHI 1
SKOHOMUKH
Topkynosa 10.B.
«_» 2020 T.
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MO JUCHUIJINHE
NudopmarnmonHas 6€30macHOCTb

Hanpasnenue noarotosku 09.03.03 Ilpuknannas nunpopmatuka

KBanudukanus OakanaBp

r. Kazans, 2020



OueHouHble MaTepHralbl o nucuuriinie « udopmanmonHas 6€301acHOCTD » - KOMIUIEKT
KOHTPOJIbHO-U3MEPUTEIIBHBIX MATEPUAJIOB, MPEAHA3HAYCHHBIX Ul OLICHUBAHUs PE3YJIbTATOB
oOy4eHHs Ha COOTBETCTBUE MHANKATOPAM JIOCTHKCHUS KOMITeTeHITUH(1):

OIIK-3 Crmocoben pemaTh CTaHAAPTHBIE 337a4l MPO(HECCHOHATBHON NESITEILHOCTH Ha
OCHOBE HH(POPMAIIMOHHOH 1 OMOIMoTrpadmuecKoii KyJIbTyphI ¢ MPUMEHEHHEM HH(POPMAITMOHHO-
KOMMYHHMKAIIMOHHBIX TEXHOJOTHH U C Y4E€TOM OCHOBHBIX TpeOOBaHHI HWH(POPMAIIMOHHOM
0€30IMacHOCTH;

OneHnBaHUE pE3yJBTATOB OOYYCHHS IO IHUCIHUIUIMHE OCYIIECTBISSTCS B paMKax
TEKYIIEro KOHTPOJIS YCIIEeBAa€MOCTH, IPOBOAUMOTO M0 OajiipHO-pedTuHToBOM cucteme (BPC), u
MIPOMEKYTOUYHOM aTTECTAIUH.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH OOECIICUMBACT OLICHUBAHUE TIpoliecca 0OydIeHHS TI0
nucuuiuinae. [Ipu TekylleM KOHTpOoJEe YCIeBAaEMOCTH UCIIONIb3YIOTCS CIEAYIOIIUE OLIEHOUHbIE
CpEACTBa: TECT MO TE€ME JICKI[MH, TECT MO BCEM TeMaM JUCHUILIMHBI, OTYET MO JabopaToOpHOM
paboTe, J0KIa/ C MpPEe3eHTAIMEeN, OTYET MO MPAKTUYECKOM padoTe.

[IpoMexxyTouHasi aTTecTalldsi HMMEET I1IeJIbI0 OINPEACIUTh YPOBEHb JIOCTHXKCHUS
3alUTAaHUPOBAHHBIX  pE3yJNbTaTOB OOYUYeHHMS TI0 AUCHUIIMHE 3a 5 cemectp. Popma
MIPOMEXKYTOUYHOM aTTeCTaIllMU IK3aMEH.

OlieHOYHBIE MaTepHUayibl BKIIOYAIOT 3aJaHus JJIsi MPOBEACHUS TEKYILIETO KOHTPOJIS
yCIIEBAEMOCTH ¥ ITPOMEKYTOUYHOM aTTeCTallMK 00yJaroIIuXCsl, pa3padoTaHHbIE B COOTBETCTBUU C
paboueit mporpaMMoin TUCITUILTNHBI.
1.TexHosornueckasi Kapra

Cemectp 5
Y poBeHb OCBOCHHUS TUCIMITIIMHBI, OaJIIBI
Howmep Hanmeno- Kon
HEYJIOB-HO | yJIOB-HO XOPOIIO OTIMYHO
paznena/ Bux CPC BaHUE MHAMKATOpa
TEMBI JI1C- OLIEHOYHOT'O | IOCTUXKEHHUS | HE 3aYTEHO 3a4TE€HO
IUTUTAHBI CpeAcTBa |KOMITETEHIINN HIDKE
HU3KHAN CPEIHMM | BBICOKMIA
CpPEJIHEero
Texynui KOHTPOJIb yCIEBAEMOCTH
U3ydeHHe
1 TEOPETUYECKOT O T10 OIIK-3 menee 0 0-0 1-1 1-1
Marepuaia
U3y4eHue OITK-3
2 T1 ' menee 0 0-0 1-1 1-1
TEOPETUIECKOTO 0 OITK-3 eHee
MarepHaa
MNOJArOTOBKA K
3 PaKTHIECKOMY OITP OIIK-3 menee 0 1-1 2-2 2-2
3aHATHUIO
MNOJArOTOBKA K
4 nabopaTopHOit OJIP OIIK-3 meHee 1 1-1 2-2 2-2
pabore
U3y4eHue OIIK-3
5 T1 ' - 1-1 1-1
TEOPETUIECKOTO 0 OITK-3 menee 0 0-0
MarepHaa




U3y4eHue

OIIK-3,

6 TEOPETUICCKOTO T10 OITK-3 Mmenee 0 0-0 1-1 1-1
Marepuaa
MOJTrOTOBKA i
7 nabopaTopHoit oJIp OTIK-3, MeHee 1 1-1 2-2 2-2
OIIK-3
pabote
U3y4eHue OITK-3
8 TEOPETUIECKOTO T10 OI1K-3 menee 0 0-0 1-1 2-2
Marepuaa
MOJTrOTOBKA )
8 nabopaTopHoit oJIp OTIK-3, MeHee 1 1-1 2-2 2-2
OIIK-3
pabote
MOJrOTOBKA )
8 nabopaTopHoit oJIp OIK-3, MmeHee 1 1-1 2-2 2-2
OIIK-3
pabote
MOJTrOTOBKA
OIIK-3,
9 MPAKTHIECKOMY OITP OITK-3 menee 0 1-1 2-2 2-2
3aHATHUIO
U3y4YeHUE OITK-3
10 TEOPETUYECKOIO T10 OITK-3 menee 0 0-0 1-1 2-2
Marepuana
HOATOTOBKA
OIIK-3,
10 IPaKTUYECKOMY OIlP OITK-3 menee 0 1-1 2-2 2-2
3aHATHIO
HOATOTOBKA i
11 IIPAKTUYECKON OITP OIIK-3, menee 0 1-1 2-2 2-2
OIIK-3
pabore
U3y4YeHUE OITK-3
12 TEOPETUYECKOTO T10 OITK-3 menee 0 0-0 1-1 2-2
Marepuana
U3ydeHue OITK-3
13 TEOPETUIECKOTO T10 OTIK-3 menee 0 0-0 1-1 2-2
Marepuana
U3y4eHue OITK-3
14 TEOPETUIECKOTO T10 OTIK-3 menee 0 0-0 1-1 2-2
Marepuana
U3ydeHHe OITK-3
15 TEOPETUYECKOT O T10 OTIK-3 Mmenee 0 0-0 1-1 2-2
Marepuaa
U3ydeHHe OITK-3
16 TEOPETUYECKOTO T10 OI1K-3 menee 0 0-0 1-1 2-2
Marepuaa
U3ydeHHe OITK-3
17 TEOPETHYECKOTO T10 OITK-3 menee 0 0-0 1-1 2-2
Marepuaa
MOJITOTOBKA
OIIK-3,
18 IIPAKTUYECKOMY OITP OITK-3 Mmenee 0 1-1 2-2 2-2
3aHSATHIO
MOJITOTOBKA )
19 nabopaTopHOi oJIp OIIK-3, MeHee 1 1-1 2-2 2-2
OIIK-3
pabore
U3ydeHHe OITK-3
20 TEOPETUYECKOT O T10 OITK-3 Mmenee 0 0-0 1-1 2-2
Marepuana
U3y4eHue OITK-3
21 TEOPETUICCKOTO T10 OITK-3 Mmenee 0 0-0 1-1 2-2

MaTcpuajia




U3yYCHUE OITK-3
22 TEOPETUICCKOTO T10 OITK-3 Mmenee 0 0-0 1-1 2-2
Marepuaa
U3yYCHUE OITK-3
23 TEOPETUYECKOTO T10 OI1K-3 menee 0 0-0 1-1 2-2
Marepuaa
U3YYCHUE OITK-3
23 TEOPETUIECKOTO OJIP OI1K-3 menee 0 0-0 1-1 2-2
Marepuaa
U3YyYCHUE OITK-3
24 TEOPETUIECKOTO T10 OI1K-3 menee 0 0-0 1-1 2-2
Marepuaa
U3YYCHUE OITK-3
24 TEOPETHIECKOTO oJIp OITK-3 meHee 0 0-0 1-1 2-2
MarepHaa
MOJITOTOBKA K
OIIK-3,
25 MPAKTHIECKOMY OIIP OITK-3 menee 0 1-1 2-2 2-2
3QHITHIO
U3yYCHUE OITK-3
26 TEOPETUYECKOTO T10 OITK-3 menee 0 0-0 1-1 2-2
Marepuaa
U3yYCHUE OITK-3
26 TEOPETUYECKOTO OJIP OITK-3 menee 0 0-0 1-1 2-2
Marepuaa
Bcero 6amoB| 0-54 55-69 70-84 85-100

2. [lepevyeHb OLIEHOYHBIX CPEICTB
KpaTkas xapakrepucTruka OEHOYHBIX CPEICTB, UCIOJIb3YEMBIX PU TEKYIIIEM KOHTPOJIE
YCIEBAEMOCTH Y IMTPOMEKYTOUHOM aTTECTAIIUU 00YyYaIOIETrocs 1Mo JUCITUTUTHHE:

HanmenoBanmne
OLICHOYHOT'O Kpatkas xapakTepucTuka olieHOYHOTO CPE/ICTBA OreHOYHBIC MaTEPHUAITBI
CpeJICTBA
Tect nmo teme nekuuu|Tect u3 10 BompocoB ans 3akperuieHus jaekiuonHoro| Tect u3 10 Bompocos
(T10) MaTepuaja pPa3HOTO THIIA

Tect mo Bcem Temam Tect 3 200 BompocoB
Tect 13 200 BompocoB pazHOro TUma
qucuuuinasl (T200) pa3HoOro THIIA

Otyer mo  mjabopaTopHOW  paboTe  BBHITIOJHSIETCS
UHAUBUAYAIbHO  K&XIbIM U3  CTYACHTOB  COTJIACHO
MGTOHI/I‘I€CKI/IM YKa3aHUAM, BBIJTAHHBIM Ha 3aHATUH.

Otuer  3arpyxaeTcs B OJEKTPOHHOM  BUAe  B|3aJaHus K JaOOPaTOPHBIM
COOTBETCTByMOIIEe 3amanre Ha Kypce B LMS Moodle. paboram
[IpenonaBaTens mocie MPOBEPKH MPOCTABISAET OLIEHKY IO
nikane "3auyTeHOo/He 3a4TeHO0" ¢ yKa3aHHeM 3aMeYaHui, pu
HEO0XOIMMOCTH OTIIPABIISIET OTYET HA TI0PAOOTKY.

Otyer o
nabopaTopHO padote
(OJIP)




Jloxya BBITIOTHAETCS TPYTIIION CTYACHTOB, 0()OPMIIIETCS B
BUJE pedpepaTa, mpeaACTaBIICTCS HA MPAKTUICCKOM 3aHSITHI
Y COMPOBOXKAAETCS JEMOHCTPALIMEH CIAI0B MPE3ECHTALINY.

Joxnan c|[Ipeanosaraetr OTBETBI Ha BOIPOCHl AyAUTOPUU U
. Pedepar, npe3enrarms

npesentanueii (JII1) [mpenomaBatesns. OneHnBaeTcst KaueCTBO

- COJIEprKaHus JIOKJIa/la Ha COOTBETCTBUE 3aJaHHOM TEME,

- opopmileHHUs Tpe3eHTaluH,

- OTBETOB Ha BOIIPOCHI

OTtyer 1O  MpakTUYeCKOM  paboTe  BBIMOIHSIETCS

UHAMBUAYAIbHO K&XIbIM U3 CTYIEHTOB  COIVIACHO
Oruer o MeToauueckuM yKa3aHusM, BbIIAHHBIM Ha 3aHSATHH.

Otuer  3arpyxaercss B  JJEKTPOHHOM  BHJAE  B| 3aJaHue K IPAKTUYECKOU

IIPaKTHYECKON paboTe

(OTIP)

COOTBETCTBYMOIIEe 3amanue Ha kypce B LMS Moodle.
[IpenonaBaresnp mociae MPOBEPKHU MPOCTABIISIET OLIEHKY IO
nIKaje "3a4TeHO/He 3a4TeHO" ¢ yKa3aHUEM 3aMeUuaHui, IpH
HE0OXO0JUMOCTH OTIPABIISET OTYET HA 1I0PAOOTKY.

pabore

3. OueHOYHbIE MAaTePUAJIbI TEKYIIET0 KOHTPOJIS yCIIeBAEMOCTH 00YUYaI0OIINXCS

HaumenoBanue
OLIEHOYHOI'0
cpeacrsa

Tect mo Teme Jgeknuu (T10)

IIpencraBnenue u
coJiep)KaHue
OIIEHOYHBIX
MaTepraIoB

Tect n3 10 BompocoB pa3HOTO THIIA 110 OTIPENEICHHOMY pa3/ieNy AUCIUTLTHHEI

[Ipumepsr TecTOB U3 pazaena TUCHUILTHHB « OCHOBHBIE MIOHSATH 1 HOPMaTHBHO-TIpaBoOBas 0aza
HH()OPMAITMOHHON 0€30TTaCHOCTID):
1.2 BO3MOXHOCTH 32 MpUEMIIEMOE BpEeMsI MIOITYIUThH TpeOyeMyto
MH(OPMAITMOHHYIO YCIYTY - 3TO
a) JOCTYITHOCTb
b) kombuaEeHIMATEHOCTH
C) METOCTHOCTD
d) amexBaTHOCTB
€) HEOTKa3yeMOCTh
1.8 CoOBOKYNHOCTh YCIOBUWA WU JEHCTBUM, CO3MAIONINX IMOTEHIHATHHYIO WJIH pPeaIbHO
CYIIECTBYIOIIYI0 OMACHOCTh HAPYIICHUs 0€301MacHOCTH HH(POpMAIHU
a) yrpo3a 0e30macHOCTH HH(OPMAITIH

b) pucK O6e30macHOCTH HH(DOPMAIHH
C) YSI3BUMOCTH 0€30MMacCHOCTU UH(POPMAIIHH
d) aTaka Ha HH(GOPMALMOHHBIE PECYPCHI
Kpurepun orierku u |IIpu KOIHMUECTBE TPABHIBHBIX OTBETOB:
mkana ouenuBanus |8-10 — 2 Gamna,
B Oamiax 5-7 — 1 Oann,
0-4 — 0 6amnoB.
HaumeHoBaHue Oruer no J1aboparopnoii padore (OJIP)
OLIEHOYTHOT 0
cpeacTBa

IlpencraBnenue u
coJlepykaHue
OIICHOYHBIX
MaTepHaIoB

3amaHus IpeACcTaBIeHBl B METONYECKUX yKa3aHUIX K Ja00paTOPHBIM paboTam.




Kputepuu onenku u
IIKaJIa OLlCHUBAHUSA
B Oarax

OreHuBaeTc IO IIKAJIE «3a4TEHO-HE 3aYTEHOY
«3aureHoy - 2 dayuia
«He 3aureno» - 0 6amioB

PaboTa 3acunThIBaETCS NIPU YCIOBHU:
1. Odopmienus oTdeTa 1Mo J1adbopaTopHOH paboTe COTIIACHO TPeOOBAHUAM, YCTAHOBICHHBIM
B METOJIMYCCKUX YKa3aHHSIX
2. Ormmcanus pe3ylbTaTOB BBIMOJHEHHS MOCTABIEHHBIX 32/1a4 € TPUKPETUICHIEM
MOJITBEPIKTAIOIIUX CKPUHIIIOTOB, PACYETOB, TAOJHIL, JHarpamm, Gaiios
3. Hanmuus 0TBETOB HAa KOHTPOJIHHBIE BOMPOCHI 110 TEMATHKE JIA0OPATOPHOU paboThI

HaumenoBanue
OLIEHOYHOI'0
cpeiacrBa

Hoxuan ¢ npezenranueii (JAI1)

IIpencraBnenue u
collepkaHue
OLICHOYHBIX
MaTepualoB

B pamkax naHHOTO 331aHMS HEOOXOAMMO TOATOTOBUTH TOKIA]T B BUIE WHPOPMAIIMOHHBIX
OJIOKOB, KOTOPBIE OYAYT 3aTparuBaTh Pa3IMIHbIE ACTIEKTHI IPABOBOTO PETYIUPOBAHHS
“HGOPMAITUU ¢ OTPAHMYCHHBIM JIOCTYIIOM.

Kaxnpiii yyaimuiicsi BBIOUPAIOT OTICIbHBIN BU MHOOPMALUU C OTpaHHYEHHBIM JIOCTYIIOM
COTJIACHO CBOEMY BapHaHTy (HampuMep, TI0 CIIUCKY B XKypHAaJIE TPYIIIIHI).

Jiist BBIOpaHHOTO BUAA HH(POPMAIMK C OTPAHUICHHBIM JJOCTYIIOM COCTABIISIOTCS OTBETHI 110
CIIETYIOIIMM ITyHKTaM:

1. IlepeueHb 3aKOHOAATENBHBIX AKTOB U HOPMaTHBHO-IIPABOBBIX HOPM, PETYIHPYIOIINX
B3aMMOOTHOIICHUS, CBA3aHHBIX C B])I6paHHI>IM BUIOM I/IH(l)OpMaHI/II/I C OrpaHUYCHHBIM JOCTYIIOM
2. TepMHHBI U OIIPEAEIICHUS, KacaroIuecst BHIOpaHHOTO BUAA HH(POPMALIUH ¢ OTPaHUYECHHBIM
JOCTYIIOM

3. Iopsaok mpenocTaBiueHus goctyna (opopMIIeHHE IOMycKa) K BHIOpAaHHOMY BHIY HH(pOpMaIu
C OI'paHUYCHHBIM JOCTYIIOM

4. Hanmuue orpaHUYeHUH U JIbTOT (CONMANTBHBIX TAPAaHTHI ), MPEANMCHIBAEMBIX JIAIAM, HMEIOIITIX
JOCTYI K BEIOpaHHOMY BUAY MH(OpPMALMU C OTPAaHUYEHHBIM JOCTYIIOM.

5. FOpunnyeckasi OTBETCTBEHHOCTH 3a ITPaBOHAPYIIEHHUS, CBSI3aHHBIE C pa3TJIallleHneM CBEICHUH,
OTHOCSIIMXCS K BRIOpaHHOMY BHLy HH(GOPMALIUK C OTPAaHUYEHHBIM JOCTYIIOM:

- YrOJIOBHAS! OTBETCTBEHHOCTh

- AIMUHUCTPATUBHAA OTBETCTBCHHOCTH

- TPayKAAHCKO-TIPaBOBasi OTBETCTBEHHOCTD

- TUCLUIUIMHAPHAS OTBETCTBEHHOCTD

B nanHOM nyHKTE HEOOXOAMMO MPUBECTH OJIMH MPUMED U3 Cy1eOHOMN MPAKTUKH.

TeMbl TOKIAI0B 10 IPAKTUIECKOMY 3aHATHIO «/3ydeHne BUIOB HHPOPMAIINH, TOCTYII K
KOTOPBIM OrpaHuyeH (eaepaabHbIMU 3akoHaMu PD»

1. CBeneHus, COCTABISIOIINE IOCYIaPCTBEHHYIO TaiiHy. KOpuauueckas OTBETCTBEHHOCTh 3a
MIpaBOHAPYLICHHUS, CBS3aHHBIE C pa3IIallleHNEM CBEACHUN, COAEPKAIIUX FOCYIaPCTBEHHYIO
Taiiny.

2. CBeneHus1, COCTABIAIONINE KOMMEPUECKYI0 TaliHy. FOpuandyeckas OTBETCTBEHHOCTD 32
[IpaBOHAPYIIECHHUS, CBSI3aHHBIE C pa3IJIallIeHUEM CBEAECHUH, COAEPKALINX KOMMEPUECKYIO TalHY.
3. TpeboBanus k 3amure nepcoHanbHbIX ganHbIX ([1/]H) mpu ux 006paboTke B MH(MOPMAIIMOHHBIX
CHCTEMax IMepPCOHANBHBIX AaHHBIX. FOpruandeckas 0TBETCTBEHHOCTH 32 IPAaBOHAPYIIEHIS,
CBsI3aHHBIE ¢ pasriamenuemM [1/1H.

4. CBenieHus1, COCTaBIAIONINE CITy)eOHyIo TaiiHy. FOpruanueckas OTBETCTBEHHOCTD 32
MPaBOHAPYIICHUS, CBA3aHHBIE C pasrilallieHHeM CBEJICHHH, COJIEPKAIIUX CITYKeOHYIO TaiHy.

5. CBenieHus, COCTABIIAIONINE HAOTOBYIO TalHy. KOpuanueckas OTBETCTBEHHOCTS 3a
[IpaBOHAPYIIEHNUS, CBSI3aHHBIE C pa3IJIallIeHUEM CBECHUH, COAEPIKALINX HAJIOTOBYIO TalHY.

6. CBenieHUs1, COCTABIISIONINE TallHY TIPEBAPUTEIHHOTO PACcCiieZIOBaHNs (TallHa CIIEICTBUSA).
IOpuanueckas OTBETCTBEHHOCTH 32 MPAaBOHAPYIICHHS, CBA3aHHBIE C pa3TIIallleHHEM TaifHbI
CJIEICTBUSL.

7. CBeseHus1, cocTaBisIoIINe 0aHKOBCKYIO TaiiHy. KOpuaudeckas 0OTBETCTBEHHOCTh 3a
[IPaBOHAPYIIEHU, CBA3aHHbIE C pa3rilalleHreM OaHKOBCKOI TailHbI.

8. CBenenust, COCTaBIAIOMINE aABOKATCKYIO TaiiHy. IOpuanueckas 0TBETCTBEHHOCTH 3a
MIPaBOHAPYIICHUs, CBS3aHHBIE C pasriialeHneM 0aHKOBCKOH TailHbI




9. CBenenus, cocTapisIoONIME TaiiHy cBA3U. FOpuaudeckas OTBETCTBEHHOCTh 32 IIPAaBOHAPYIICHUS,
CBSI3aHHBIE C pa3IJlallleHUEM TailHy CBSI3U

10. CBenenusi, cocTaBisionye BpaueOHyo TaifHy. FOpuanueckas 0TBETCTBEHHOCTD 32
MPaBOHAPYIICHUs, CBI3aHHBIE C pa3rialleHHeM BpaueOHOM TaifHEbI.

11. CBenenus, cocTaBISIONINE ayAUTOPCKYIO TaiiHy. FOpruandeckas 0OTBETCTBEHHOCTH 32
[IPaBOHAPYIICHUs], CBSI3aHHBIE C PA3[JIAIIEHUEM ayJAUTOPCKON TaliHbl.

Kputepuu onenku u
LIKAJIa OL[EHUBAHUSA
B Oamrax

OrneHuBaroTCA CIEAYIOIINE aCIeKThl paboThI CTYACHTA:

1. kauecTBO 0opMIICHHS TIPE3CHTALMH JJIs TOKJIaaa (TpeGoBaHus 10 0pOPMIICHHUIO MTPE3CHTAIIN
yKa3aHbl HIXKe B pazaene «lIpaktuueckue 3aHATHAR).

- othopmIIeHHE IPE3EHTALUH TOJTHOCTHIO COOTBETCTBYET TpeOOBaHMIM — 2 Oaia;

- TpeboBaHus IO OOPMIICHHIO TIPE3EHTALMN YaCTUYHO HE BHIMOJIHEHBI — 1 Oan;

- oopMIIeHHE TIPE3EHTAIIMN HE COOTBETCTBYET TpeboBanusM — () 6asios;

2. 3HaHUE MaTepHuana;

- CoZIepKaHUe MaTepHuasa pacKpbITO B IIOJHOM 00beMe, IPEIYyCMOTPEHHOM IIPOrpaMMOi
JUCIUIUIMHEI — 2 0ajiia;

- coliepKaHue MaTepuala packpbITO HETOJHO, TOKa3aHo o0lee MOHUMaHue BOIpoca,
JOCTaTOYHOE JUISl JalIbHEHIIEro U3y4YeHnsl IPOrpaMMHOro MaTepuaia — 1 Gam;

- HE PacKphITO OCHOBHOE coJiepKaHue yueOHoro Matepuaia — 0 0ajuios;

3. [locnenoBaTenbHOCTD U3IOKEHUS:

- coJiepKaHue MaTeprala packpbITO MOCIEA0BATEIbHO, JOCTATOYHO XOPOIIO MPOIyMaHo — 2
Oaja;

- IOCJIEIOBATENLHOCTh U3JIOKEHHUS MaTepualia HeJIOCTaTOYHO MpoAyMana — | Gair;

- MyTaHWIIA B U3JI0KEHUN MaTepuaina — 0 6anos;

4. Bnagenne peybio M TEPMHUHOIIOTHEH!

- MaTepHajl U3JI0KEH I'PAMOTHBIM S13bIKOM, C TOYHBIM HCIIOJIb30BAHUEM TEPMHUHOJIOTUH — 2 Oana;
- B U3JIOKCHHUU MaTCpruaia UMCJIUCh 3aTPYAHCHUA U JOITYICHBI OIHI/I6KI/I B OIIPECACIICHUN MOHATHHI
U B HCIIOJIb30BaHUH TEPMUHOJIOTUH — 1 Oai;

- JONYLICHbI OIIUOKY B ONpeAETICHUH MOHATHH — 0 0ayios;

5. [IlpumMeHeHre KOHKPETHBIX MPHUMEPOB:

- MOKa3aHO YMEHUE WLTIOCTPUPOBATH MaTeprall KOHKPETHBIMU TIpUMepaMu — 2 0asa;

- IPUBEACHUE IPUMEPOB BBI3BIBACT 3aTpyAHEHHE — 1 Oa;

- HEyMEHHE IPUBOJUTH IPUMEPHI IPH 00BsICHEHUH MaTepraia — 0 Gayuios.

HToroBas oIjeHKa BBICTABIIAETCS TI0 IIKAJIEC «3aUTCHO-HE 3aUTCHOM
«3aureno (2 6amra)» - 6-10 6amioB
«He 3auteno (0 6awtoB)» - 0-5 Gaios

HanMmeHnoBanue
OLICHOYHOI'0
cpeacTaa

Otuer no npaxkTu4eckoii padore (OIIP)

Ipencrasienue u
cojiep)KaHue
OLICHOYHBIX
MaTepHaIoB

3aHaHI/IH MNpEeACTABJICHBI B MCTOANYCCKUX YKa3aHUAX K IIPAKTUYICCKUM pa60TaM.




Kputepuu onenku u
IIKaJIa OLlCHUBAHUSA
B Oarax

OreHuBaeTc IO IIKAJIE «3a4TEHO-HE 3aYTEHOY
«3aureHoy - 2 dayuia
«He 3aureno» - 0 6amioB

PaboTa 3acunThIBaETCS NIPU YCIOBHU:
1. Odopmienus oTdeTa 1Mo MPAKTHIECKOW padoTe coriaacHo TpeOOBaHUAM, YCTAHOBICHHBIM
B METOJIMYCCKUX YKa3aHHSIX
2. Ormmcanus pe3ylbTaTOB BBIMOJHEHHS MOCTABIEHHBIX 32/1a4 € TPUKPETUICHIEM
MOJITBEPIKTAIOIIUX CKPUHIIIOTOB, PACYETOB, TAOJHIL, JHarpamm, Gaiios
Hanuuust oTBETOB Ha KOHTPOJILHBIC BOTIPOCHI 10 TEMATUKE IIPAKTUYECKOM PabOThI

4, O]_[eHO‘IHBIe MaTepualJabl l'[pOMe)KyTO‘lHOﬁ arrecranmmm

HaunmenoBanue
OLIEHOYHOI'0
cpeacrsa

Jk3amMeH B popMe KOMIBLITEPHOI0 TECTUPOBAHUS

[IpencraBnenue u
coJiep>KaHue
OLICHOYHBIX
MaTepuasoB

Crynent aBropusyercs Ha miomanake LMS Moodle, BeiOupaer Kypc, cCO31aHHBIN s
OCBOCHMS JTaHHOW JaucHHIUIMHBL. Kypce comepxut 6ank TectoBbix 3ananuid (bT3) uz 200
BOIIPOCOB, BKJIIOYAIOIIUX TEOPETHUUYECKHUE BOIPOCHI M IMPAaKTHUECKUE 3a1adyu. MTorosblit
TECT pa3felieH Ha JIBe YacTU: TEOPETUYECKYI0 U MpakTU4ecKyro. TeopeTnyeckas 4acThb
comepkutT 60 TEOpEeTHYECKHUX BOIMPOCOB, BBIOMpAEMbIX CiydailHbIM oOpasom m3 BT3,
OXBAaTBIBAIOIINX BCE pa3zelibl TUCIUIUIMHBI. BpeMs BBIIOJIHEHUS TEOPETHYECKON YacTu
tecta coctaBisieT 40 MunyT. [IpakTnyeckas yacTh cocTouT u3 10 mpakTHUECKUX 3adaHuM,
BBIOMpaeMbIX ciaydyaiiHeiM oOpa3om u3 bT3. Bpems BbIonHEHUS MPaKTHUECKON 4acTH
Tecta cocTaBisieT 40 MUHYT.

[IpuMepsl TECTOBBIX 3aJaHUM IPEICTABIEHBI B paszaeie «TecTs»

[IpuMepsl IpakTUYECKUX 3aJaHUN:
1. lano:
- TOIyCTUMast BEPOATHOCTB MOJI00Pa Maposist 3moyMeinuieHHuKoM 0,0277972
- CKOPOCTh MOI00Pa MapoJisl 30YMBIIIIIEHHUKOM 493 maposei(-51) B MUHYTY
- CpPOK JieHcTBUs apoist 17 qHei(-5)
- MOIIHOCTH anaBuTa napois 49 cuMBOJIOB
Haiiti nimunay mapossi, COOTBETCTBYIOIIYIO 3a/IaHHBIM YCIIOBHSIM.
2. Jlano:
- TOIyCTUMast BEPOATHOCTH Mo100pa naposst 3nmoyMeinuieHHnKoM 0,0000148
- CKOPOCTh 0A00pa NapoJisl 310yMBIIITIEHHUKOM 493 maponei(-71s1,-Jib) B MUHYTY
- CpOK JiefcTBus mapodis 1 Henmens(-s, -1)
- MOIIHOCTH anaBuTa napoisi 49 cuMBOJIOB
Hatitn:
- JUTMHY TIapoJisi, COOTBETCTBYIONIYIO 33/IaHHBIM yCIIOBHSIM.
OTBeT J0MKEeH OBITH IICJIBIM YHUCIIOM.
3. Jlan 3amu@poBaHHBIA TEKCT "OIIBY3THBUBTTHL"
Kakoe ki1r04eBoe CJIOBO ObLIO UCIIOIB30BAHO, €CJIM UCXOAHBIN TeKCT "ayTeHTuuKarms'.
4. Annca niepenana boOy otkpeiThiii kimtou (7,143). o orBeTin Anuice 3ammppoBaHHBIM
coobmenuem "135".
EBa nepexBartuia cooOleHre U MpOU3BeIa Ha Hero yCIeIHYIo aTaKy.
Hanumure B kauecTBe 0TBETa HCX0IHOE coodiieHre boba (uncio 0e3 KaBbIueK).
5. bo0 momyuun ot Anuckl Tpu uucna: p =19, g =15, A = 6. bob BbIOpan cBoO¥ 3aKPHITHII KITH0Y b
=7 u oTnpaBua Aniice OTKPBITHIHN KiTtou B, a Tarxoke paccuntan oOmmid cekpeTHbli Kiiro4 K.
Paccuwuraiite B u K.
Otser 3amumuTe 6€3 IPOOEIIOB YHCIIaMH Yepe3 3arTyio B hoopmare: B,K




Kpurepun onenku
U IIKaja

[To pe3ympraraM KOMITBIOTEPHOTO TECTHPOBAHHWS BBICTaBiseTCS MakcuManbHO 40 Oamros: 30
OamtoB 3a TeopeTnyeckylo yacthb (0,5 Ganmna 3a mpaBWIbHBINA OTBET Ha | 3aganue), 10 GamnoB 3a

OLICHVUBAaHUA nmpakTHdeckyro 4dacth (1 Oamn 3a mpaBWiIBHBIA OTBeT Ha | 3amanme). MToromas oIleHKa IO

B Oaytax JTUCIMILTUHE MPEJICTaBISIET CO00M CyMMy U3 0AJUIOB, TIOJYYCHHBIX B TEUCHUU CEMECTpa U 0aJlIoB,
MOJYYCHHBIX HA KOMITBIOTEPHOM TECTHPOBAHHH.

HauMenoBanue |Jkx3amen B (hopMe YCTHOTO codece0BaHMA

OLICHOYHOI'0

cpeacTsa

[Ipencrasnenue u
coJiepXaHue
OLIEHOYHBIX
MaTepHuaoB

O1neHOYHbIE MaTepUalibl, BBIHECEHHBIE HA HJK3aMEH, COCTOST M3 SK3aMCHAIMOHHBIX OWJICTOB.
[IpumepsI PK3aMEHAITMOHHBIX OWJIETOB.

Bonpocsl 1151 6a30BOro ypoBHs

. OcHOBHBIC TIOHATHS HMH()OPMAIIMOHHOHN 0€30IaCHOCTH U 3aIlUThl UH()OPMAITUU
. Yrpo3sl nHGOPMAITMOHHOM 0€301MacHOCTH

. YTpO3HI 1 YA3BUMOCTH OECIIPOBOTHBIX CETEH

. OCHOBHBIE MOHSATHUS MOJIMTHKHA OE30MACHOCTH

. CTpyKTypa NOJIUTHKU OE30MACHOCTH OpraHu3aiuu

. Ponp cranmapToB nHPpOpMAIMOHHON 0€30TIaCHOCTH

. CHMMETpHYHBIC KPUIITOCUCTEMBbI IITU(PPOBAHHSI

0 3 N L kW~

. OcHOBHBIE PEKUMBI paOOTHI OJIOYHOT'O CHMMETPUYHOTO aJlrOpUTMa

9. OcobeHHOCTH TPUMEHEHHSI aITOPUTMOB CUMMETPUYHOTO MIH(POBAHUS

10. AcuMMeTprYHBIE KPUITOCHCTEMBI ITH(PPOBAHIS

11. ®yHKIMU XPUIMPOBAHUSA

12. DnekTpoHHas ITUPPOBas MOAMKUCH

13. YnpaBneHne KpUNTOKIIOUYaMU

14. AyrenTH(uUKaIys, aBTOpU3aIHs U aIMUHUCTPUPOBAHUE JIEHCTBUH MONIb30BaTENCH
15. KomOnHMpOBaHHBIE CUCTEMBI HACHTU(OUKALIMH U ayTeHTH()HUKALUH

Bompocsl 11 mpoABHHYTOTO M BBICOKOI'O YPOBHSI IIpENCTaBIECHbI B pasfene «Bompochl ams
MOJTOTOBKH K 9K3aMEHY, IIPOBOIMMOTI0 B YCTHOU (opMe»

Kputepuu oneHku
1 1IKaJia
OLICHUBAHHUS

B Oayutax

Crynent BbiOupaeT OwieT, coaepkamuii 3 Bompoca M3 0a30BOI0 W MPOJBUHYTOI'O YPOBHH,
BOIIPOCHI BBICOKOTO YPOBHS 3aJarOTCSl JOIOJHHUTENBHO (YCTHO TpH cobecenoBaHuu). buierst
(dbopMupyroTCsSl IpernojaBaTesieM Iepesl 3a4eTHO-3K3aMeHAMoHHON ceccueil. Ilo pesynbratam
OTBETOB Ha MPOMEXYTOYHOH aTTECTallUH BBICTABISECTCS MakCHUMaibHO 40 OaioB: MpH MOTHOM
oTBeTe Ha Bompoc 0a3oBoro ypoBHsS — 10 GayuioB, 6a30BOro W MpPOIBHHYTOro — 25 Oailios;
6a30BOT0, MPOABUHYTOTO U BRICOKOTO — 40 6aimioB. B cirydae HEMONHBIX OTBETOB 1O OWUJIETY WIIH
CTIIOPHOM OLIEHKH 3aJal0TCsl JOTIOJHUTENbHBIE BOIPOCHI U3 OOILIEro CHHUcKa (BHE 3aBUCUMOCTH OT
YPOBHS OCBOEHHS) II0 YCMOTPEHHIO TpenopaBaTens. lToroBas OLEHKa [0 JUCLUIUIAHE
HpeCTaBIsIeT co00 CyMMy M3 OaiyioB, MOTYYEHHBIX B TEUCHUH CEMECTpa U 0alIoB IMOTydEeHHBIX
Ha MPOMEKYTOUYHON aTTECTALIH.

TecThl

Hwuxe MNPUBCACHLI TCCTOBBLIC 3aJdaHKsA, KOTOPLIC HCIIOJB3YIOTCA I TCKYLICTIO KOHTPOJIA,

CITPYIIIMPOBAHHELIC 110 pasaciiaM JUCHUIIJIMHBI U TUITY

1. OcHOBHBIE
0€30MaACHOCTH

NMOHATHS M  HOPMATHBHO-NpaBoBass 0a3a uHGOPMANUOHHON



Tecmosvie 3a0anus ¢ 6bl60p0]l/l eOUHCMBEHHO20 npasuibHOco0 omeema.

1.1 3ammumeHHocTh HMH(OpPMALMM OT HE3aKOHHOTO O3HAaKOMIICHHs, MpeoOpa3oBaHUs U
YHUUYTOKEHUS, a TaKXKe 3allMIIEHHOCTh HH(POPMALMOHHBIX PECYPCOB OT BO3ICHCTBHIA,
HAIPAaBJICHHBIX HAa HapyIIEHUE UX pab0TOCTIOCOOHOCTH - 3TO

a) mHpopManroHHas 0€30IaCHOCTh

b) 3amura naopmanuu

C) WHTEpHET-0e3011acHOCTh

d) pasrpanmdenue nocryna Kk nHGOpMAIHH
€) MoJMTHKA O€30MaCHOCTH HH(GOPMAIHH

1.2 BO3MOKHOCTB 32 IPUEMIIEMOE BPEMSI ITOTYYUTh TPEOyeMyto HHGOPMAITHOHHYIO YCIYTY - 3TO

f) nmocrymHOCTB

g) KOH(MUICHIMATLHOCTD
h) mesocTHOCTH

1) ameKBaTHOCTH

J) HeEoTKa3zyemMocTh

1.3 AKTyanbHOCTb M HEMPOTHBOPEUYUBOCTH MH(OPMALINH, €€ 3aIIUIIICHHOCTh OT Pa3pyIICHUS U
HECAHKIIMOHUPOBAHHOTO U3MEHEHUS - ITO

a) LEeIOCTHOCTh

b) moctymHOCTH

C) KOH(MUIACHIMAILHOCTD
d) HeoTKkazyemocCTh

€) aJeKBaTHOCTh

1.4 Craryc, npenoctaBieHHbI HHOPMALIMH U ONIPEAEISIIONINI TPEOYyEeMYI0 CTENEHb €€ 3aIUThI

a) KOH(MUICHIMAILHOCTD
b) momIMHHOCTH

C) ayTeHTHUYHOCTb

d) menoctHOCTB

1.5 CrocoOHOCTh YJIOCTOBEPSITH MMEBIIIEE MECTO JICUCTBHE WM COOBITHE TakK, YTOOBI ITH
COOBITHS WM JICHCTBUSI HE MOTJIA OBITH IT03)KE OTBEPTHYTHI

a) HEOTKa3yeMOCTb
b) momaMHHOCTH
C) ayTeHTHUYHOCTb
d) amexBaTHOCTH
€) LEeIOCTHOCTh

1.6 CBoiicTBO, rapaHTUPYIOILEE, UTO CYyOBEKT WIH PECYPC UIICHTUYHBI 3asBICHHOMY



a) MOJJUHHOCTD

b) mocrymHOCTH

C) HEOTKa3yeMOCTh

d) xoH(pUIEHIMATEHOCTD
€) LEJIOCTHOCTD

1.7 TlaccuBHBIE KOMIOHEHTHI HH(POPMAIIMOHHON CHUCTEMBI, XpaHSIIME, NPUHUMAIOIINE
WIA [epelarlme HHPOopMaIIo

a) OOBEKTHI CHCTEMBI

b) cyOBEKTBI CHCTEMBI

C) y3JBI CUCTEMBI

d) mosibp30BaTEaN CUCTEMBI

1.8 CoBOKYITHOCTh YCIIOBUU WJIM JCHCTBUN, CO3MAIOMUX MOTCHIIMANBHYIO WM PEalbHO
CYIIECTBYIOIYIO OMacHOCTh HAPYIICHUSI 0€30MacHOCTH UH(OpMaALIUU

a) yrposa 06e30macHOCTH UH(POPMAIIUN

b) puck 6e3omacHOCTH HHBOPMAITHH

C) ysA3BHMOCTH 0€30MaCHOCTH HH(MOpMALIUH
d) araka Ha MH(GOPMAIMOHHBIC PECYPCHI

1.9 CgoiictBo MH(}OpPMAIMOHHONW CHUCTEMBI, OOYCIIOBIMBAIOIIEE BO3MOXHOCTH pealn3aluu
yIrpo3sl 0e30macHOCTH 00pabaTbiBaeMoi B Hel nHpopMaruu

a) ySI3BUMOCTh 0€30MacHOCTH HH(POpMAITUH

b) yrposa Ge3omacHocTy HHpOPMAITUH

C) puck nHGOPMAIIMOHHON 0€30MaCHOCTH

d) araka Ha KOMIBIOTEPHYIO CHCTEMY

€) MHIMICHT HHPOPMAIIMOHHOMN 0€30MacHOCTH

1.10 JlesTenpHOCT, MO  TPEAOTBPAIICHUIO  YTCUKH  3aluiaeMod  mHGOpPMAIIUH,
HECaHKITMOHUPOBAHHBIX M HEMPETHAMEPEHHBIX BO3JCHCTBUI HA 3aIAIIAEMYyI0 HHPOPMAIHIO -
9TO

a) 3ammrTa HHPOPMaIuu

b) unbopMalmoHHas 6€30MaCHOCTh

C) ympaBieHHE 0€30IacCHOCTHIO HH(OPMAIIUN

d) menemxMeHT HHGOPMAIMOHHON 0€30I1aCHOCTH

1.11 Texuuueckoe, MporpaMMHOE CPEICTBO, BEIIECTBO U/UIM MaTepHa, peaHa3HaueHHbIC WIN
MCIIOJIb3yeMbIe JIsl 3aiuThl nHpopmaruu (31)

a) cpencrso 3U

b) mepa 31

C) uHctpymeHT 3U
d) ycrpoiicrBo 31



e)

cnoco0 31

1.12 Tlopsgok ¥ mpaBujia NPUMEHEHHS OIPEACIICHHbIX MPUHIUIOB M CPEACTB 3alUTHI

unpopmaruu (31)

a)
b)
c)
d)
e)

croco6 31
TexHoJiorus 31
npuem 31U
cpeactro 31
TakTukKa 31

Tecmosvie 3a0anus ¢ HECKOIbKUMU 803MONCHbIMU npasuibHbIMU OMBEMaMU.

1.13 Kakue u3 nepeynciaeHHbIX KOMIOHEHTOB HH(POPMAIIMOHHON CUCTEMBI MOTYT BBICTYIATh B

posii CyOBEeKTOB?

a)
b)
c)
d)
e)

NOJIb30BATEIN
AKTUBHBIE TTPOTPAMMBI
MIPOIIECCHI

JIMHUM Tiepeadun uHpopmauu
KOMMYTAIMOHHOE 000pY/I0BaHKE

1.14 Cpeau nepedrciIEHHbIX BUJIOB HapyluTelied NHHOPMAIIMOHHON 0€30MMacHOCTH BhIOEpPUTE
BHEIIHUX napymmrenen

a)

b)

c)
d)

e)
f)

Pa3pa®oTurky, MNpPOU3BOAUTENM, TOCTABIIMKKA MPOrPAMMHBIX, TEXHUYECKUX H
MIPOTrPaMMHO-TEXHUYECKUX CPEJICTB

briBIIME paOOTHUKH

Konkypupyronme opranuzannu

JIuua, npuBIEKaeMble N1 YCTAaHOBKHU, HAJIAJIKU, MOHTaXa, IIyCKOHAIaJOYHbIX W HUHBIX
BUJIOB pabOT

[Tonp3oBaTe 1M HHPOPMAIIMOHHON CHCTEMBI

AnmMuHHCTpaTOPBI MHPOPMALIMOHHON CUCTEMBI M aIMUHUCTPATOPbI 0€30M1aCHOCTH

1.15 Cpenu niepedrCIEHHBIX BUIOB HapyIIHuTeNleld NHGOPMAIIMOHHON 0€301MacHOCTH BHIOSPUTE
BHYTPEHHUX napymurenei

a)
b)

c)

d)
e)

1.16

AMUHUCTpATOPBI HHPOPMAITMOHHON CHCTEMBI U aJIMUHUCTPATOPHI O€30MTACHOCTH
[Tonp3oBaTen HHPOPMAITMOHHON CHCTEMBI

JIuua, mpuBIeKaeMble NI YCTAaHOBKH, HAJIAJKH, MOHTaXa, MyCKOHATAJ0UYHbIX U HUHBIX
BUJIOB paboT

[IpectymnHbie rpymbl (KpUMUHATBHBIE CTPYKTYPHI)

briBmie paboTHUKH (TTOTH30BATENH )

Cpean mnepeyuciaeHHbIX IeJedl (MOTHUBAIMM) peadu3alud yrpo3 0e30MacHOCTH

uH(poOpMaIMK BbIOEpUTE BO3MOXKHBIE LIE€TH, KOTOpPbIE XapaKTEepHbl AJisi MPECTYHHBIX TPYII

(KpUMHHAJIBHBIX CTPYKTYD)



a) IlpuyrHEeHUE UMYIIECTBEHHOTO yIiepOa MyTeM MOIICHHUYECTBA UIIM WHBIM MPECTYIHBIM
IIyTEM.

b) BeisBicHHE YA3BUMOCTEH € METBI0 UX JATbHEHIIICH MPOTaXKU U TOJTyICHUsT (PHHAHCOBOM
BBITOJIbI

¢) Wneonornveckue Wit MOJTUTHYCSCKHE MOTHBBI

d) JIroOOmBITCTBO WIIH JKEJIAHUE CaMOpealIn3aliiy (ITOITBEPIKIACHUE CTATyCa).

e) Jlecrabunm3anus AeSITEIPHOCTH OPTaHOB TOCYAaPCTBEHHON BIACTH, OpTraHU3aIHi

1.17 Cpenu mepevyuCICHHbIX Ieed (MOTHBAllMM) pealn3aluu  yrpo3 0e30MacHOCTH
MHPOpPMAIUU BBHIOCPUTE BO3MOXKHBIC II€TH, KOTOPBIE XapaKTePHBI AN TEPPOPHUCTUUYECKHUX,
AKCTPEMHUCTCKHUX TPYIITUPOBOK

a) Hamecenue ymep6a rocyaapcTBy, OTIAEIBHBIM €ro cepam JAesSTeTbHOCTH WM CEKTOPaM
SKOHOMHKH.

b) CoBepiiieHue TeppOPUCTHYCCKUX aKTOB

C) Uneonorndyeckue WM MOIUTUIECKAE MOTUBBI

d) Jecrabumm3anus 1eITeILHOCTH OPraHOB TOCYIapCTBEHHON BIIACTH, OPTaHU3aIMil

e) JIx0OOMIBITCTBO MK JKETaHUe caMopeann3aliy (TIOATBEPKICHUE CTaTyCa).

1.18 Cpenu TmepednCICHHBIX TIieNed (MOTHMBAlMM) peaM3allid  yrpo3 Oe30MacHOCTH
nH(pOpMaUu BBIOEPUTE BO3MOXKHBIE LIETH, KOTOpPbIE XApAaKTEpPHbI JJi1 ObIBIIMX PaOOTHUKOB
(monp3oBarenei)

a) IlpuuyrHEeHHE UMYIIIECTBEHHOIO yIiepOa MmyTeM MOIICHHHYECTBA UIIH HHBIM MIPECTYITHBIM
myTeM

b) Mecth 3a paHee COBEpIIICHHBIC ACHCTBUS

¢) HempennamepeHHbIC, HEOCTOPOXKHBIE WIIM HEKBATU(UIIUPOBAHHBIEC ICHCTBHUS

d) Uneonoruyeckue UM MOJIUTHIECKAE MOTHBBI.

1.19 Cpenu nepedrcieHHbIX BUAOB HAPYIIUTENEH BEIOEpUTE HAPYIIUTENEH ¢ 0a30BbIM (HU3KUM)
MOTCHIIMAJIOM  HAIMaJeHUs TpU peanu3aluud  yrpo3 0Oe3omacHOCTH HMHGOpMAIMK B
MH()OPMAITMOHHOW CUCTEME

a) BHEIIHHE CYOBEKTHI ((PU3UUECKUE JINIA)

b) muna, obecrneunBarone (GYHKIMOHUPOBAHWE HWH(POPMAIMOHHBIX CHCTEM  HJIH
o0CTyKUBAIONUX HHPPACTPYKTYPY OmepaTopa

C) MOJIb30BaTEIM HH(POPMAIIMOHHONW CHCTEMBI

d) auma, mpuBiekaeMble I YCTAaHOBKH, HaJlaJKH, MOHTaXKa, MyCKOHAJAJIO0YHBIX U HHBIX
pabot

€) aIMUHHCTPATOPbI HHPOPMAITMOHHON CHCTEMBI M a IMUHUCTPATOPBI OE30IMaCHOCTH

f) pa3paboTumku, TNPOWU3BOAWUTENM, IMOCTABIIMKK TMPOTPAMMHBIX, TEXHHYCCKUX H
IPOrPAMMHO-TEXHUYECKUX CPEICTB



1.20 Cpenu mnepeuyuciaeHHBIX BHUJOB HapyliuTenaed BbIOepUTE HapyluTened ¢ 0a30BbIM
MOBBIIICHHBIM (CPEAHUM) TOTCHIIMAJIOM HAMaJCHUS TPH pealu3alii yrpo3 0e30MacHOCTH
nHpOpMaIuu B HHPOPMAITMOHHOHN crucTeMe

d) TeppOPHCTUYECKUE, IKCTPEMHUCTCKHE TPYIITUPOBKU

b) mpectymnHbIe rpynmbl (KPUMUHAIBHBIE CTPYKTYPHI

C) KOHKYPHPYIOIINE OpraHU3aIiu

d) pa3paboTumku, TPOU3BOAUTENM, TIOCTABIIMKH TPOTPAMMHBIX, TEXHHUYECKUX U
IPOTrPaMMHO-TEXHUYECKHUX CPE/ICTB

e) aIMHHUCTPATOpPhl MHPOPMAIIHOHHON CUCTEMBI M aJIMUHICTPATOPHI O€30MaCHOCTH

f) cnenmanpHBIE CITy)OBI HHOCTPAHHBIX TOCYAAPCTB (OJIOKOB TOCYIapCTB)

Tecmosbie 3a0anus OMKpbLIMou hopmol.

1.21 Undopmanus, uiam HOCUTENb HHGOPMALIH, WK MH(POPMALIMOHHBIH MTPOLIECC, B OTHOIICHUH
KOTOpPOro HE0OX0AMMO oOecreuMBaTh 3alUTy B COOTBETCTBUU C TOCTaBJICHHOW LENbIO
3alUThl UHPOPMAIUH - 3TO (1Ba cioBa uepe3 mpoden)

1.22 Jluma, He WMEIONIME MpaBa AOCTyna K WHGOPMAIMOHHON CHCTEME, €€ OTICIbHBIM
KOMIIOHEHTaM M peaju3yIole yrpo3bl 0Oe30MacHOCTH MHGOpMAlUU H3-32 TPaHMUI
MH()OPMATMOHHOW CUCTEMBI - 3TO HapyIIUTENN

1.23 .HI/I]_Ia, HMCIOIIHUC IIPAaBO ITOCTOSAHHOI'O MJIK pa30BOI0 AOCTYIIAa K HH(i)OpMaIII/IOHHOI;'I CHUCTCMC,
€€ OTACIBbHBIM KOMIIOHCHTAM - 3TO HapyImMrTCIIn

Tecmosvie 3a0anus na YCmAaHoeneHue coomeemcecmeust.

1.24 YcTaHOBUTE COOTBETCTBUE MEK/Ty TTOHATHUSIMH U ONPEICIICHUSIMU:

1) mpouenypa pacro3HaBaHHS CyOBEKTa a) aKTUBAIHS
0 €r0 WACHTU(PHUKATOPY b) Bepudumkamnus

2) TpoBEepKa MOJJIMHHOCTH CyOBEKTa C C) aBTOpH3AIHA
JAHHBIM UICHTH(PUKATOPOM d) maenTndukanms

3) mpoueaypa MIPEIOCTABIICHUS e) ayTeHTU(UKALHS
3aKOHHOMY  CyOBEKTy,  YCHEIIHO

OpOIIEANIeMY  UJICHTU(DUKAIUIO |
ayTeHTU(PUKAIIUIO, COOTBETCTBYIOIINX
MMOJJHOMOYMI W JIOCTYIHBIX PECYPCOB
CUCTEMBI

1.25 YcTaHoBUTE COOTBETCTBHE MEXKY CITIOCOOOM 3alTuThl MH()OPMAITUU U IPUMEHSIEMBIMHU TSI
€ro peayln3allii CPeICTBAMH 3aIUTHl HH(OPMAIIHH

1) pernameHTaIus a) 3akoHomaTenbHbIC cpeacTBa 3U
2) moOyskeHue b) Opranuzamuonnsie cpeactsa 31
3) ympaBiieHHE JOCTYIIOM €) MopansHO-3THYECKHE cpencTBa 31U

d) Iporpammusie cpeacta 31
e) Texumueckue cpencrsa 3U



1.26 YcraHoBUTE COOTBETCTBUE MEXKAY CIIOCOOOM 3alIUThl MHOOPMALIUK U IPUMEHSIEMBIMHU JIJIS
€ro peain3aIiiy CPpeICTBAMHI 3aIIUTHl HHHOPMAIIHH:

3akoHoaTenbHbIe cpencTBa 3U
Opranu3zanmonseie cpeacrea 3U
MopanbsHO-3THUECKHE cpencTBa 31
[Iporpammusie cpeacrsa 31U
Texuuueckue cpeacra 31

1) npuHyXIeHHe
2) MacKHpOBKa
3) mpensITCTBHS

®o0 o

1.27 Yrpo3sl 6e30macHOCTH HHPOPMAIIMH MOTYT OBITh PEaTM30BaHbl HAPYIIUTEISIMHU 33 CUET
HCJI w/unu Bo3aeicTBUS Ha 0OBEKTHI Pa3HBIX YPOBHEN (HyHKIIMOHUPOBAHUS HMHPOPMAIIHOHHOM
CUCTEMBI. Y CTAHOBUTE COOTBETCTBHUE MEXKYy YPOBHSIMH U UX OOBEKTAMHU.

1) anmapatHbIif ypOBEHb a) MHKpOIpOrpaMMbl, «IPOIIUTHIE» B
2) OOIIeCUCTEMHBIH YPOBEHD YHUIICETAX

3) mpHKIaaIHON YPOBEHD b) OnepaimoHHBIEC CHCTEMBI

4) ceTeBOil yPOBEHb C) MairHHbIC HOCUTEIN HH(POPMAIIUN

d) CereBoe obopymoBaHue
e) BeO-npuioxkeHue

Tecmosvie 3a0anus na ycmaHoeeHue nocne008amebHOCmu

1.28 VkaxxuTe Mociaen0BaTeIbHOCTh ATAMOB pealnu3aluy MpeIHaMEePEHHBIX YTPO3 0€30IaCHOCTH
nHpopmaruu. OTBET 3alUIINTE B BUJIE MTOCIICIOBATEILHOCTH OyKB

a) coop mHPOpManuu 00 WHPOPMAIMOHHOW CHCTEME, €€ CTPYKTYPHO-(YHKIIMOHAIBHBIX
XapaKTEPUCTUKAX, YCIOBUIX (DYHKIITMOHUPOBAHUS

b) BEIOOD (pa3paboTka, MpHOOPETEHHE) METOIOB M CPEICTB, HCIIOIb3YEMbIX IS peaTr3aliu
yrpo3 ©Oe3omacHocTH uWHGOpMAIMU B HMHGOPMAIIMOHHONW CHCTEME C 3aJaHHBIMU
CTPYKTYPHO-(DYHKITMOHAJIbHBIMU XapaKTEPUCTUKAMU U YCIOBUSMU (DYHKIIMOHUPOBAHUS

C) MPOHUKHOBEHHE B MH(POPMAIIHOHHYIO CUCTEMY

d) 3akperieHue B HHGOPMAIIMOHHOM CHCTEME

€) peaiu3aiys HEIPAaBOMEPHBIX JIEHCTBUI

f) ycrpaHeHue mNpH3HAKOB M CIIEAOB HEMPABOMEPHBIX JCHCTBHH B HWH(POPMAIMOHHOM
CUCTEME

3. Mepsbl u cpeacrBa 3amuthl uHpopmauuu. Kpunrorpaduyeckue cpeacrBa 3aliuThl
uapopmanmnu (KC3HN)

Tecmoeble 3a0anus ¢ 6bl60p0]|/l eOUHCMBEHHO20 npasuibHo2co omeema



3.1 Yto Takoe kpunrorpamma?

a) MmH(PPOTEKCT

b) ucXOomHBIN TEKCT COOOIICHHMS
C) anroput™ mmdpoBaHUs

d) nesundopmanus

3.2 COBOKYMHOCTb MPONEAYP U MPAaBUI KpUNTOTpaPUUeCKuX MpeoOpazoBaHui, UCTIOIb3YEMbIX
Uit 3amMpoBBIBaHUS W paciiuPpoBbIBaHUS WHGOPMAIMK  TI0 KIIOYY IIU(POBaHUS

a) mmdp

b) anroputm

C) KpHITOCHCTEMA
d) xemmpoBaHue

3.3 Ilpomecc pacmmdpoBanus 3akpbITo HHGOpMANMK O0€3 3HAHUS KIIFOYa M, BO3MOXKHO, TPHU
OTCYTCTBHH CBEJICHUI 00 alTOpUTME MUPPOBAHUSI.

a) KpHUIITOAHAIHU3
b) xpunronorus

C) xpunrorpadus
d) xemmpoBaHue
e) creraHorpagus

3.4 Meton KpUNTO3AIIMTHI, MPEACTABISAIONIMNA CO0OM KOHTPOJIBHOE  TpeoOpa3oBaHUE
uHbopmaIuu: u3 JTAHHBIX HEOTPAaHWYEHHOTO pa3Mepa IYyTeM BbBITIOJIHECHUS
Kpunrorpadguuecknux MnpeoOpa3oBaHUl BBIYUCISIETCS JalkecT (UKCUPOBAHHOW JIJTMHBI,
OJTHO3HAYHO COOTBETCTBYIOIIECEC HWCXOJHBIM JaHHBIM

a) XelIMpOBaHUE

b) kpunroananus

C) creraHorpadus

d) snekTpoHHAs MOANKCH
e) ayreHTH(HKALHS

3.5 C nmoMo11p10 Kakoro MexaHn3mMa 00ecrnednBaeTCs IE0CTHOCTh IAHHBIX TP CHMMETPUYHOM
muppoBaHUU

a) UMHUTONPHUCTAaBKa

b) cxarme

C) KOIUPOBAHHUE

d) acummerpuuHoe muppoOBaHUE

3.6 Kakoif MeTo mocTpoeHust 0J0YHBIX MIHU(PPOB MOJOKEH B OCHOBY CTaHAapTa MHU(GPOBAHUS
DES

a) Cerp DeiicTens



b) IToxcTaHOBOYHO-TIEPECTAHOBOYHAS CETh
c) Anroputm SQUARE
d) SP-cetn

3.7 Kakoii u3 nepeuucieHHbIx pexxuMoB padotsl DES Hanbosnee moaBepkeH arakaM HapyIIeHUs
IIEJIOCTHOCTH (C yAQJICHUSIMU U BCTaBKaMM )

a) ECB
b) CBC
c) CFB
d) OFB

3.8 Kakoii u3 mepedncieHHBIX PEXUMOB paboThl anroputma mudposanus DES waumbonee
3alUIIEH OT aTak Ha HapylIeHHE LEJIOCTHOCTH MepeaaBacMbIX 3alIM(PpOBaHHBIX COOOLIECHUM

a) CBC
b) ECB
c) CFB
d) OFB

3.9 Ucnonp30BaHne KakoTro 3JieMeHTa B Takux pexkumax padbotsl DES, kak CBC, CFB nmo3Bosnsier
MOJTy4YaTh pa3HbIe Pe3yabTaThl MU(POBAHUS C UCTIOIH30BAHUEM OJTHOTO M TOTO YK€ CEKPETHOTO
KJIro4ua’?

a) BEKTOp MHHIIHAIA3AINN
b) HOmMOMHUTENBHBIN KITIOY
C) JOIOJHHUTEILHBINA PayH/I
d) S-box
e) P-box

3.10 Kakoitf MeToJ1 moCcTpOeHUs OJIOYHBIX MH(PPOB MOJOKEH B OCHOBY CTaHAapTa MG POBaAHUS
AES

a) TOJICTAaHOBOYHO-IIEPECTAHOBOYHAS CETh
b) cerr DeticTens

C) METOA raMMHPOBAHUS

d) Merox mepemenuBaHus OMTOB

3.11 B ocHOBY Kpunrorpaduueckoi CUCTEMBI C OTKPBITHIM KiItouoM RSA nonoxxena

d) CIOXHOCTb 3a/Ia4M PA3JI0KEHUsI HA MPOCThIC MHOXKUTEIN MPOU3BEICHHS JIBYX OOJBIINX
IIPOCTBIX YUCET

b) crnoXHOCTB 3a/1a4M JACTCHUS C OCTATKOM MPOU3BEACHUS IBYX OOJIBIINX MPOCTHIX YHUCEIT

C) CJIO)KHOCTB 3aJ[aud BO3BEJICHUS B CTEIICHb OOJIBIIUX MPOCTHIX YHCEI

d) croxxHOCTB 3a7auu orapu(HMUPOBAHUS TPOU3BEICHHS ABYX OOJBIINX MPOCTHIX YUCEI



3.12 Bua »1€KTPOHHOW TOJIMCH, TO3BOJISIONIMN OPraHu30BaTh FOPHIWYECKH 3HAYMMBIN
ANIEKTPOHHBIN JOKYMEHTOOOOPOT C MapTHEPCKUMH KOMITAHUSMH, OPTaHAMH TOCYIapCTBEHHON
BJIACTU U BHEOIO/KETHBIMU (pOoHIaMU?

a) KBanH(UIMPOBAHHAS YIICKTPOHHAS TTOIITHCH
b) mpocras 3neKTpOHHAS OIIHCH

C) HeKBaIH(UIMPOBAHHAS AIICKTPOHHAS MOIITHChH
d) pacimpeHHas 3J1eKTPOHHAS OAIUCH

3.13 Kakoii 3aK0H MO3BOJIMJI yYaCTHUKAM TPakJaHCKO-TIPABOBBIX OTHOILIECHUH OOMEHUBATHCS
ANIEKTPOHHBIMU JIOTOBOPaMH, aKTAMH, HAKJIAAHbIMA M WHBIMU JOKYMEHTAMU M YCTaHOBHUJI
YCJIOBHS, TPH BBINOJIHEHUH KOTOPBIX 3THU JOKYMEHTHl PAaBHO3HAYHBI AHAJIOTMYHBIM Ha
OyMaXHBIX HOCUTEIISX ?

a) denepanbHblii 3akoH "O0 3mekTpoHHOM HHdpoBoit moanucu” ot 10.01.2002 N 1-®3

b) denepanbhsiii 3akoH oT 06.04.2011 Ne 63-D3 "OO6 >51eKTpOHHOM TOATHUCH"

c) denepanbubiii 3akoH 0T 27.07.2006 Ne 149-D3 «O6 unbpopmaiyu, HHOOPMAITHOHHBIX
TEXHOJIOTUSX U O 3alUTe UHPOPMAITUN»

3.14 MludposanbHbIe (KpUNTOrpapuIeCcKre) CPeACTBA, UCIIOIb3YEMbIE JJIS peau3aIlii X0Ts Obl
OJIHOM M3 cleAyromuXx (YyHKIUNA - CO3[JaHUE DJIEKTPOHHOM MOMAMKMCH, IPOBEPKA AIEKTPOHHOMN
MTOJIMKCH, CO3/IaHNE KITF0Ya AICKTPOHHOHN MOMUCH 1 KITF0Ya IMTPOBEPKH AICKTPOHHOHN TOITHACH

a) CpeacTBa AIEKTPOHHOM MOITHCH

b) cpencTBa ya0CTOBEPSIOIIETO LIEHTPA

C) KIIIOY 3JICKTPOHHOM MOIIUCH

d) KJIr0Y IPOBEPKH 3IEKTPOHHOM MOITUCH

3.15 DaexTpoHHAas MOMMUCH, KOTOPAasi TOCPECTBOM UCIOJIb30BAHUS KOJIOB, TAPOJICH MIIM UHBIX
CpeICTB MoATBepkAaeT (hakT GOpMUPOBAHUS FIEKTPOHHON TOAMUCH ONIPEICTICHHBIM JIUIIOM

a) mpocTast AICKTPOHHAS MOIMUCH

b) ycunenHas 31eKTpOHHAS TIOKCH

C) ycuieHHas KBATH(HUIIMPOBAHHAS dJICKTPOHHAS MOITHCH
d) ycuienHas HeKBaTU(PHUIIMPOBAHHAS SJICKTPOHHAS MOIITUCH
€) yCHIICHHas MPOCTast DJICKTPOHHAS MTOIITHCh

f) mpocrast HekBanUUIIMPOBAHHAS HJICKTPOHHAS MTOIIHChH

3.16 Undopmanusi B 2IeKTpOHHON (popme, KOTopas MpUCOEAUHEHA K APYrod MHPOpMaluu B
ANIEKTPOHHON (opMe WM HMHBIM O0pa3oM CBsi3aHA C TakoW WHQOpManMed u KOTopas
UCIIONIBb3YETCs JIs ONPEETICHUS JIMIA, MOAMUCHIBAIOLIET0 HH(OPMAITUIO

a) DJIEKTPOHHAS IMOAMHKCH

b) ceprudukar KiIrOYa MPOBEPKH IICKTPOHHOM ITOAMTUCH
C) KJIIOY AJIEKTPOHHOW TOITHCH

d) xiIr0Y mpOBEPKH AMEKTPOHHON MOIHCH



€) KBanM(HUIMPOBAHHBINA CEPTHUPHUKAT

3.17 DnekTpoHHBIA JOKYMEHT WM JOKYMEHT Ha OyMa)XHOM HOCHTENE, BbIJIaHHbBIC
YIOCTOBEPSIIONIUM IIEHTPOM JIMOO JIOBEPCHHBIM JIMIIOM YyJAOCTOBEPSIONIETO IIEHTpa W
MOJTBEPKIAIONTNE TPUHAJICKHOCTh KII0Ya IMPOBEPKH SJICKTPOHHOW TIOIIUCH BIIAJICIIbITY
ceptudurKaTa Kiro4ya MpOBEPKH dJICKTPOHHOM MOANNCH

a) cepTU(HKAT KJI0Ya MPOBEPKHU ICKTPOHHOH MOAINCH

b) xBanmdunmpoBaHHBIN cepTH(HUKAT KITFOUA TPOBEPKH AIEKTPOHHOU MOIHCH
C) CBUJIETENBCTBO IMPOBEPKH KITFOUA YJICKTPOHHOH MOATUCH

d) akkpenuTOBaHHBINA CEPTUPUKAT HA TIPOBEPKY KITFOUA HIICKTPOHHOM MOATUCH
€) JIMIECH3UPOBAaHHBIN cepTHU(UKAT KIIF0Ua POBEPKH HICKTPOHHON TOTHCH

3.18 CepTtrdukar kiroda IPOBEPKH dIECKTPOHHON MOAMKCH, COOTBETCTBYIOIINI TPEOOBAHUSM,
yctaHoBiieHHbIM DenepanbHbiM 3akoHOM OT 06.04.2011 N 63-®3 (pen. ot 23.06.2016) "O06
AIEKTPOHHON MOJMUCH" Y HHBIMU NMPUHUMAEMBIMA B COOTBETCTBUM C HUM HOPMATHUBHBIMU
MPaBOBBIMU aKTaMHU, U CO3JaHHBIA aKKPEIUTOBAHHBIM YIOCTOBEPSIOMIUM IEHTPOM JHOO
(benepaibHbIM OpraHOM HCTIOJIHUTEIBHON BJIACTH, YIIOJIHOMOYEHHBIM B c(pepe MCIOIb30BaHUS
3JIEKTPOHHOM MOIIHACHU

a) KBaTM(HUIMPOBAHHBINA CEPTH(PHKAT KITFOUYA TPOBEPKH SICKTPOHHOM MOIIHCH
b) akkpemuTOBaHHBIN CEPTUPHKAT KITFOYA TPOBEPKH FICKTPOHHOM MOIIMTUCH

C) YCWJICHHBIN CEpTUPUKAT KIIF0UYa MPOBEPKHU ICKTPOHHOM IMOAUCH

d) nuueH3upoBaHHBIN cepTH(UKAT HA TPOBEPKY KITFOYA AIEKTPOHHON TOITHCH
e) cepruduKaT KIIto4a IMPOBEPKH AICKTPOHHOU TOANUCH

3.19 VHukanpHas TMOCIEAOBATCIIBHOCT, CHUMBOJIOB, TIpEAHA3HAYCHHAS JUIA  CO3JaHUS
3JICKTPOHHOM MOANUCH

a) KIII0Y 3JICKTPOHHOH MO ITUCH

b) maposb 3MEKTPOHHOM TTOMUCH

C) KO 3JCKTPOHHOM MOAMKUCH

d) PIN-xox 371€eKTpOHHOU TTOMUCH

e) cepTudHKAT dACKTPOHHOM MOAMHUCH

f) umaeHTHUKATOP PJIEKTPOHHOM MMOAMUCH

Tecmoeble 3a0anust ¢ HECKOIbKUMU 603MONCHBIMU npasuilbHblMu omeemdamu.

3.20 Vkaxute pexxumbl padoTel DES, mpu KOTOpbIX Kaxablid OJIOK mHU@pyeTcss OTAEIbHO, HE
B3aUMOJICUCTBYSI C IPYTUMU OJIOKAMHU

a) ECB
b) OFB
c) CBC
d) CFB



3.21 Kakue W3 mnepeduciieHHbIX pexkuMoB padotel DES wucnonb3yroTcs uisi mepenadd 1o

KaHaJIaM CBSI3H C OOJIBIITAM YHCJIOM UCKaKCHHI

a)
b)
c)
d)

ECB
CBC
CFB
OFB

3.22 B xakux pexumax padotsl DES BeipadateiBaeTcs 6104Hasi ramma?

a)
b)
c)
d)

ECB
CBC
CFB
OFB

3.23 HexkBanupuimpoBaHHOW AJIEKTPOHHON TMOAMMUCKHIO SBISCTCS JJICKTPOHHAS TIOJIHCH,

KOTopas

a)

b)

MOoJyuYeHa B pe3yjibTaTe KpUNTOrpaguyeckoro mnpeodpa3zoBanus HUHPOPMAIUUA C
HCTIOJIb30BaHUEM KITHOYA AJIEKTPOHHOM MOANMUCH

MO3BOJISIET OOHAPYX UTh (PAKT BHECEHUS M3MEHEHHI B DJICKTPOHHBIM JTOKYMEHT IOCIE
MOMEHTA €T0 MOANUCAHUS

MO3BOJIAET OMPENETUTH JIUIO0, MOAMUCABUIEE AIEKTPOHHBIN JOKYMEHT

CO3/Ia€TCsl C UCIOJIb30BAHUEM CPEACTB AIEKTPOHHOM MOANKNCH

MIOCPEJICTBOM HCIIOIB30BAHUS KOJOB, MApOJIEH WM MHBIX CPEACTB MOATBEPKIAET (PakT
dbopMHUpOBaHUS PIECKTPOHHON MOAMKUCH ONPENCIICHHBIM JIUIIOM

MMEET KJII0Y TMPOBEPKU HJICKTPOHHON TOAMUCH YKa3aH B KBaJIU(UIIMPOBAHHOM
ceptudukare

3.24 KpanudunupoBaHHas 3JIEKTPOHHAS IMOITUCH COOTBETCTBYET CIIEAYIONIMM MPU3HAKAM:

a)
b)
c)
d)

UMeEeT BCe MPU3HAKN HEKBAM(DUIIMPOBAHHOM AJIEKTPOHHOM MOMUCH

HMMEET BCE MTPU3HAKH MPOCTOM ANEKTPOHHON MOAIUCH

KJTFOY TTPOBEPKH JIEKTPOHHOM MOANUCH YKa3aH B KBaTU(UIUPOBAHHOM cepTudUKaTe
JUISl CO3JIaHUS M IPOBEPKHU DJIEKTPOHHOM MOAIMCH HCTOJIB3YIOTCS CPEICTBA AIEKTPOHHON
NOJNKUCH, UMEIOIIME TOJATBEPKIACHUE COOTBETCTBUSA TPeOOBAHUSM, YCTAaHOBJICHHBIM B

cootBeTcTBUM ¢ DenepanbHbiM 3akoHOM "O06 snextporHoi nmoganucu" ot 06.04.2011 N
63-03

3.25 Kakue U3 nepeynciaeHHbIX YTBEPKICHUH SBISIOTCS BEPHBIMU?

a)

b)

KPUITOCTOMKOCTh OOECIEUYNBACTCS HE CEKPETHOCTHIO alTrOpUTMa IIH(PpPOBaHUS, a
CEKPETHOCTHIO KJII0ua

KPUINITOCTOMKOCTh 00ECIIEUNBACTCSA HE CEKPETHOCTHIO KITI0Ya ,a CEKPETHOCTHIO aIroOpuT™Ma
U PpPOBaHUSL.



C) KPUOTOCTOMKOCTH IMU(pPa MPOTUBOCTOATH KPHUIITOAHAIU3Y NOJDKHA OBITH TaKOW, YTOOBI
BCKPBITHE €r0 MOIJIO OBITh OCYIIECTBIEHO TOJIBKO ITyTE€M PpEHICHHs 3aJa4H IMOJIHOTO
nepedopa KIIoveit

d) croumocTs mudpoBaHUS TOJIKHA MPEBBIIIATE CTOMMOCTH 3aKphIBaeMOW HH)OPMAITUH KaK
MHHHUMYM B 2 pa3a

e) HaJeKHBIN MUPPTEKCT JoJDKEeH Ooee ueM Ha 10% MpeBOCXOqUTh IO 00bEMY UCXOTHYIO
uH(pOpPMaIHIO

3.26 BribepuTe BepHbIE YTBEPKICHUS

a) CummeTpuvHOe MUGPOBAHUE MMEET BBICOKYIO CKOPOCTh MH(POBAHHS, HO CIOXKHO B
peanuzanuu

b) CummerpuuHoe MMPpPOBaAHHE MPUMEHUMO i1 NMIM(POBAHUSA ITAHHBIX MPOM3BOJLHON
JUTUHBI

c) llpu cummerpuyHoM mmHU(POBaHUHM Tiepeada CEKPETHOTO KI04Ya MOXET OBITh
OCYLIECTBJIEHA MO OOIEOCTYITHBIM KaHajaM CBA3U

d) IIpobnema pacrpeneneHus KIrOUeH muppoBaHus MEXITy MOJIE30BATEISIMH IPUCYTCTBYET
TOJIBKO /I aCUMMETPUYHOTO MIUPPOBAHUS

Tecmogvie 3a0anusi OmKpuIMou hopmbi:

3.27 PaCHpOCTpaHCHI/Ie BJIIMAHHUA OJHOT'O 3HAKa OTKPBITOTO TCKCTA HA MHOI'O 3HAKOB
H_II/I(l)pTeKCTa, 4TO MO3BOJIICT CKPBITh CTATUCTHYCCKHC CBOMCTBA OTKPBITOT'O TCKCTA HA3bIBACTCA

3.28 - TpEearnoyiaraeT HUCIOJb30BAaHUE TaKUX IHQPPYIOMUX

npeoOpa3oBaHUl, KOTOPHIE YCJIOXKHSIOT BOCCTAHOBJICHHUE B3aMMOCBS3U CTaTUCTUUYECKUX
CBOMCTB OTKPBITOTO U MH(PPOBAHHOTO TEKCTOB

3.29 IlposiBieHNE 3aBUCUMOCTH BCEX BBIXOAHBIX OMTOB MU(DPOTEKCTA OT KAXJIOTO BXOJHOTO
OuTa OTKPBHITOTO TEKCTA Ha3bIBACTCS s dexrom

Tecmosvie 3a0anus Ha YCmMAaHoeJIeHUue coomeemcnmeus

3.30 YcTaHOBUTE COOTBETCTBUE MEXAY THITAMH KPUIITOCUCTEM U BHJIAMH KPUIITOTpadUIeCKuX

npeodpa3zoBaHUit
1) OeckiroueBbIC a) XelIMpoBaHUE
2) OJHOKIIOYEBBIC b) cummMerpuyHOe mubpoBaHue
3) ABYXKIIIOUEBBIC C) acuMMeTpuyHOe muppPOBaHUE

3.31 YcraHoBuTE COOTBETCTBUE CTAHIAPTOB MIM(PPOBAHUS U KOJIMYECTBA UCTIOIb3YEMbIX B HUX
payH10B UG pPOBaAHUS

1) AES128 a) 10 paynmoB
2) AES192 b) 12 paynmos
3) AES256 C) 14 paynmos

4) DES d) 16 paynmos



5) 3DES e) 24 paynaa
f) 48 paynnos
2. Unentuduxanus, ayrTeHTUGUKANUA U yIIPaBJIeHUE T0CTYIIOM

Tecmosvie 3a0anus ¢ 6bl60p0]l/l eOUHCMBEHHO20 npasuibHoco onmeena

4.1 Ha3BaHue aTaky Ha MPOTOKOJIbI Ay TEHTU(UKALIMH, TIPU KOTOPOU 3JI0yMBIIIIICHHUK Y4aCTBYET
B Mpolecce ayTeHTU(HUKAITMOHHOTO OOMEHA MEXIy JIByMs CTOPOHAMHU C II€JIbI0 MOAU(pUKAIIUU
MIPOXOSIIETO Yepe3 Hero Tpaduka:

a) Mackapaj

b) momMeHa cTOpoHBI ayTeHTH(HUKAITMOHHOTO OOMEHa
C) IpUHYIUTEIbHAS 3a/IepiKKa

d) araka c BEIOOpKOI TEeKCTa

e) moBTOpHAas mepeaaya

4.2 EEPROM, Bxonsmas B USB-TokeH, npeaHa3HaueHa st

a) ympaBiieHUS 1 00pabOTKH JaHHBIX

b) peanmzanuu kpunrorpaguIecKux alrOpUTMOB

C) oGecrieuenus uaTepdeiica ¢ USB-moprom KoMmbroTepa

d) xpaHeHUs U3MEHSAEMBIX JTAHHBIX

€) XpaHeHUs KIoYeH muppoBaHus, apoJIeh, CepTU(UKATOB U APYTUX BAXKHBIX JaHHBIX
f) xpaHeHWs KOMaHI U KOHCTaHT

4.3 PaznoxeHue MaTpUIlbl JOCTYMA MO CTPOKaM MO3BOJISIET MOJTYUUTh

a) MaHJaThl BO3MOXKHOCTEH
b) momenHsI Oe30maCHOCTH
C) MaHJaThl IOJHOMOYHNM
d) crnmcku mpaB qocTymna

€) JOMEHBI MpaB J0CTYIa

Tecmosbie 3a0anus ¢ HECKOIbKUMU B03MONCHLIMU NPABUTLHBIMU OTNEEMAMU:
4.4 Beibepute mporiecchl ayTeHTU(UKAINK, OCHOBAHHBIC HA 3HAHUU Y€T0-JTH00!

a) ucnosbs3oBanue USB-TokeHa

b) BBOI Mapos

¢) BBoja PIN-kona mins USB-Tokena

d) cunThIBaHME TAHHBIX CO CMAPT-KAPTHI
€) CKaHUPOBAHHE OTIICYATKOB MMAJIBIICB
f) cxanupoBaHMe ceTUaTKH riaza

4.5 Beibepure nporiecchl ayTeHTU(PUKAIMKY, OCHOBaHHBIE Ha 00J1aJaHUU YeM-JIn00

a) ucnoib3oBanue USB-Tokena
b) BBOJ Mapos



¢) BBoja PIN-kona nns USB-Tokena

d) cuuThIBaHME NAHHBIX CO CMAPT-KAPTHI
€) CKaHHPOBAHHE OTIICYATKOB TAJIBIICB
f) ckanmpoBaHHE ceTYaTKH rjas3a

Tecmoegvie 3a0anusi OmMKpuIMou hopmbi:

4.6 Ilpouenypa pacrno3HaBaHHs TOJB30BATENS MO €ro HACHTUPUKATOPY, MPUCBOCHHOMY
JTAaHHOMY TI0JIH30BaTEII0 paHEe U 3aHECEHHOMY B 0a3y JaHHBIX B MOMEHT €r0 PETHCTpaIlid B
KauyeCTBE JIETaJIbHOTO MOJIb30BATEINSI CUCTEMbI HAa3bIBACTCS

4.7 Ilponenypa NpOBEPKH MOJJIUHHOCTH BXOJSIIETO B CHCTEMY OObekTa (T0JIb30BaTes,
npoliecca Wik yCTPOMCTBA), MPEAbSIBUBIIETO CBOM UJIEHTU(DUKATOP HA3BIBACTCS

4.8 Tlpouenypa NpeaoCTaBICHUS IMOJIB30BATENIO (IIPOLIECCY MM YCTPOMCTBY) OIpeNeIeHHbIX
npaB JOCTylla K pecypcaM CHCTEMBbl IIOCJE€ YCHEIIHOIO MPOXOXKACHUS UM MPOUEAYPHI
ayTEeHTU(PUKAIIMKI HA3bIBACTCS

4.9 Ilpouecc ympaBieHUs TOCTYIIOM IIOJB30BATEIIE K pPECcypcaM CHCTEMbI Ha3bIBACTCS

4.10 Has3Banue aTaku Ha NPOTOKOJBI ayTEHTU(UKAIMHU, B KOTOPOH MOJIb30BaTENb MBITACTCS
BBIJATh €05 3a JPYIroro ¢ LEIbi0 NOJYyYeHHs TOJITHOMOYHM U BO3MOXKHOCTHU JIEUCTBHM OT JIMLIA
IPYTroro MoJIb30BaTels

4.11 Beriuucnute BeposiTHOCTH (B %) yranpiBanusi PIN-kona, ecau oH coctouT u3 5 uudp u
KOJIMYECTBO MOMBITOK BBOJAA paBHO 5. OTBeT Hanumute BE3 3Haka npoiieHTa

3. Obecneyenue 6e30MaACHOCTH HH(POPMAIIUM B ONIEPALMOHHBIX CHCTEMAX
Tecmosvie 3a0anus ¢ 6b100POM eOUHCMBEHHO20 NPAGULLHO20 OMEEmda

5.1 CpenctBo 3amutel OC Windows, oTBewaroiiee 3a mapaMeTpbsl 0€30MacHOCTH, HACTPONKY
aIMUHUCTPATUBHBIX 3aJ]lay, PE3EPBHOE KOMHPOBAHUE, pPa3pelIeHHs] MpoOieM, JIHUArHOCTHUKU
u ooHoBeHust OC

a) Action Center

b) PowerShell 2

¢) User Account Control

d) Windows Filtering Platform
e) Windows Firewall

5.2 CpenctBo 3ammthl, ucnoibzyemoe B OC Windows i CHUXKEHUS pUCKA YCTAaHOBKU
BpesoHocHBIM [10 HexenaTeabsHOM MpoTrpaMMBbl HIIM BHECEHUSI ONTACHBIX U3MEHEHUH B CHCTEMY.

a) User Account Control
b) PowerShell
c) Action Center



d)
e)

Windows Filtering Platform
Windows Filrewall

5.3 Kaxkoit u3 TunoB UAC ycranosieH no ymomyanuio B OC Windows?

a)

b)
c)

d)

e)

«YBEIOMJIATh NPU YCTAHOBKE MPOTpaMM WM TOIBITKE BHECEHUS MMM U3MEHEHUil, a
TaKKe Mpu u3MeHeHuu napamerpoB Windows rosnb3oBarenem»

«YBEIOMJIATH IIPU YCTAHOBKE MPOTPAMM WJIH MOINBITKE BHECEHUST HWMU U3MEHEHUI»
«YBEIOMJIATh TPHU TIOMBITKE YCTAHOBKM MPOTPaMM WJIM TIONBITKE BHECEHHS HMH
U3MEHEHUN (HE 3aTeMHSTh paboumii CTOJN)»

«He yBegOMIISTH HU MPU YCTAHOBKE MPOTPAMM HJTU TIOTIBITKE BHECEHUSI UMU U3MEHEHU,
HU TpU U3MeHeHuHu napaMeTpoB Windows moib3oBaTenemy

«YBeIOMJIATD TIPH YAAJICHUHU MPOTPaAMM HIIU TIOMBITKE BHECECHHSI B HUX U3MEHEHHID)

5.4 HaGop wuntepdeiicoB mnpukiagHoro nporpammupoBanus (API), ¢ momomipio koTOpoi

pa3pa6OT‘-II/IKI/I MOI'YT HCIIOJIB30BaThb 3Ty HJ'IaT(l)OpMy JJIIA HHTCTpallun OTACIBHBIX

KOoMIoHeHTOB Opanamayspa Windows Firewall B cBou npuoxkeHust

a)
b)
c)
d)
e)

Windows Filtering Platform (WFP)
Windows Firewall

Action Center

PowerShell

User Account Control

5.5 [Ipu u3bmuparensHOM pa3rpaHHUYCHUN TOCTYyTa JaHHOE TOHSTHE ONpeieNisieT Ha0op 0OBEKTOB
U TUIIOB OIEpaluid, KOTOPbIE MOTYT MPOU3BOJUTHCA HAJ KaXIbIM OOBEKTOM OIEpPaIMOHHOM

CHCTCMBI

a)
b)
c)
d)
e)

MaTpuIia J0CTyma
JIOMEH 0e30IMacHOCTH
MaTpuila MaHJaTOB
JIOMEH ITOJTHOMOYHH
JIOMEH J10CTymna

5.6 Paznoxenune MaTpHIlbl JOCTYIIa IO CTOJIOIAM MO3BOJISIET MOIYYHUTh

a)
b)
c)
d)
e)

JIOMEHBI 0€30IMaCHOCTH
CIIMCKH MpaB JOCTyIIa
MaHJaThl BO3MOKHOCTEH
MaHJAThl TOJITHOMOYHH
MaHJ1aThl IPUBUIICTUN

Tecmosbie 3a0aHusl ¢ HECKONLKUMU 803MONCHBIMU npasuibHsviMu omeemdamu.

a)

3.7Bp10epuTe BepHbIe YTBEPKACHUS, Kacatolyecs TpeOoBaHuil k ayauTy coobituii B OC
J106aBISTh 3aMKCH B )KypHAI ayIUTa MOKET OIEpaIlOHHAs CHCTeMa U aJIMUHUCTPATOP



b) PemaktupoBaTh WM yIAISITh OTICIbHBIC 3aIIMCH B JKypHAJIC ayJUTa HE MOXKET HU OJHMH
cyOBeKkT moctyma, kpome camoit OC

c) IlpocmarpuBarth O>KypHal ayJuTa MOTYT TOJILKO TOJB30BATEIH, O0OJIaNaromIye
COOTBETCTBYIOIIEH IPUBUJICTUEN

d) Ouumiate )KypHaa ayIuTa MOTYT TOJBKO MOJIb30BATEIIN-AYAUTOPHI

e) OmnepalrioHHas cucTeMa He J0JDKHA TOJIeP)KUBATh BO3MOKHOCTh COXPAHEHUS KypHasa
ayJUTa epesi O9MCTKOM B Apyrom (aiiie

Tecmosbie 3a0anus OmKpbLIMou Gopmbi:

5.8 JIro6oit 3IeMeHT OMepallMOHHON CHUCTEMBI, JOCTYN K KOTOPOMY IOJb30BaTeNeH U JPYyTUx
CyOBEKTOB TOCTYyIa MOXKET OBITh IPOU3BOIBHO OTPAaHUUEH (€CIIM OTBET COCTOUT U3 OOJIbIIE YeM
OJTHOT'O CJIOBA, HAIIMILIUTE CJI0BA Yepe3 MpoOeit) Ha3bIBaeTC s

5.9 TIlonp3oBaTenb, OOMamaAONINil MPABOM YTEHHS >KypHajga O€30MacHOCTH OMepanuoOHHOU
CHUCTEMBI Ha3bIBaCTCS

5.10 CoBOKYITHOCTbH MPaBUJI, ONPEACISIONINX TO, KAaKWe COOBITHSI TOJDKHBI PETHCTPUPOBATHCS B
KypHayie 6€30IMaCHOCTH Ha3bIBAETCS

5.11 KopoTkue 0fHOCTpOYHBIE KOMAHIbI ISl YIPABJIECHUS PA3JIUYHBIMU TapaMETPaMU CUCTEMBI,
B TOM YHCJI€ HACTPOIIKaMu 0€30MaCHOCTH I'PyIIOBOM MOJUTHKU Ha3bIBACTCS

5.12 Texnonorus mu@ppoBaHusi Bcel MHMOpPMALNU, Pa3MENIEHHOW Ha >KECTKOM JUCKE IS
3aIUTHI OT YTEUKH JTaHHBIX Ha3bIBACTCS

5.13 Jlrobasi CymHOCTb, CIOCOOHAs WHUIIMUPOBATH BBHIMIOJIHEHUE Omeparuii HajJ oO0bheKTaMu
(oOpamatbest K 0OOBEKTaM IO HEKOTOPBIM METOJIaM JIOCTYIIa) HAa3bIBACTCS

5.14 BcrpaumBaemblii KOMIIOHEHT, OO€CHEUMBAIOUIMN 3aIIUTy UEIOCTHOCTH AaHHBIX MPHU
MCIIOJIb30BaHUU TexHoJoruu mudposanus BitLocker HazbiBaeTcs

4. CpeacrBa anTuBupycHoii 3amurtbl (CAB3)

Tecmosvie 3a0anusi ¢ 6bl60p0M eOUHCMBEHHO20 npasuilibHo2o omeema

6.1 BpemonocHas mnporpamma, HCHOJB3YIOIIAs JJIs CO3JIaHMS CBOMX KOMHUM Ha APYrUx
KOMIIBIOTEPAX CETEBBIE PECYPCHI U CEPBUCHI, HA3BIBAETCSI:

a) cnydep

b) TposiHCKas mporpamma
C) 4epBb

d) skcrutout

e) OdKIop



6.2 BpenonocHas nporpamma, peajau3yoias HeCaHKIIMOHUPOBaHHBIE ACHCTBUS, HAPaBIICHHbIE
Ha HapyuieHue 6e3onacHoctu C, 6e3 co3nannsi COOCTBEHHBIX KOIUIA, Ha3bIBACTCS

a) BpPEAOHOCHON YTHUIUTOM
b) Gakmopom

C) TPOSTHCKOW MPOTPaMMOii
d) cereBbM uepBeM

e) dbaynepom

6.3 MGTOI[ OOHapy>KCHUS B CAOHOCHBIX IIpOorpaMM, CYTb KOTOPOI'O 3aKJIHOYAaCTCA B IIOHMCKC
b

Y4aCTKOB KOJa UCIIOJIHACMOT O O6’[>CKTa, OTBCHAOMIUX 3a KOHKPCTHBIC BPCIOHOCHLBIC I[efICTBPIH,

Ha3bIBACTCA

a) KOMILICKCHBIM aHATH30M
b) MeTomO0M TOYHOTO MOMCKA
C) IBPUCTHYCCKUM aHATM30M
d) curHaTypHBIM aHAITHU30M
€) METOJIOM SMYJISIIMH KOJia

6.4 3ammyck ¢ OrpaHUYCHHBIMY MTOJTHOMOYHUSMHA 3aKITIOYACTCS B:

a) mepexBaTe 3alpPOCOB UCCIICAYSMOM MPOrPaMMBbl Ha 3aIHCh

b) mepexBare u aHaIM3€ BCEH aKTMBHOCTH MPOTPAMMBI

C) 3amycke B BBIIEJICHHOM Cpe/ie ¢ OrpaHUYCHUEM, HAlIpUMED, TpaB J0CTyIa
d) 3amycke uccieayeMoi mporpaMMsbl B CpeJie IMYJISIUH

6.5 B tecte ckopoctu peakiiuu CAB3 onieHnBaeTcs Bpemsi MEXIy:

d) TIOCEIICHUEM «3apaKeHHBIX» calToB ceTh HTepHeT u cpadbarbiBanneM CAB3

b) momereHueM B CUCTEMY BPEAOHOCHBIX MporpaMM U cpabateiBanuem CAB3

C) TMOSIBJICHMEM HOBBIX BPEJOHOCHBIX IMPOrpaMM W JOOaBJICHHUEM ITOCTABIIMKOM HOBBIX
cur"atyp B 6azy CAB3

d) 3amyckoMm B cucTeMe BpeIOHOCHBIX Mporpamm u cpabarbiBanreM CAB3

Tecmoeble 3a0anust ¢ HECKOIbKUMU 603MONCHBIMU npasuilbHblMu omeemdamu.

6.6 VYkaxuTe Bce IEHCTBUS, BKJIIOYAEMbIC€ B TOHSTHE AHTHUBUPYCHOM 3alllUTHI, COTJIACHO
meroanueckuM gokymentam ®CTIK, conepxkamux npodunu 3aumutel CAB3:

a) TPEmATCTBOBAHHUE «3apaKCHHIO» 00beKTOB B MIC

b) oGHapykeHHE BPeIOHOCHBIX KOMITBIOTEPHBIX MTPOrpamMm
C) M30JUPOBAHKME BPEIOHOCHBIX KOMIIBIOTEPHBIX IPOrPaMM
d) ymanenue «3apakeHHBIX» OOBEKTOB

e) OmokupoBaHHUe "3apakeHHBIX" 00BEKTOB



6.7 Cpeau nepeyuciIeHHbIX MYHKTOB BbIOEPUTE ACUCTBUS, IJIi COBEPIICHUS] KOTOPBIX JOJKHA
ObITh 3aBEIOMO IpeJHa3HaYeHa Nporpamma, 4YTOObl CUMTATHCS BPEIOHOCHOH (COTJIacHO
OTPEICJICHUIO BPEIOHOCHOM MpOorpaMMbI U3 YTOJIOBHOTO Kojiekca PD)

d) HEeCaHKIIMOHHPOBAHHOE PAacHpoCTpaHeHHEe HH(OpMAIUU

b) HecaHKIIMOHMPOBAHHOE YHUYTOXXEHUE HH(DOPMAITUH

C) mowuck ys3Bumocteid B IC

d) BeIBOg M3 cTpost kKommoreHToB C

€) HeWTparu3aIys CPeCTB 3aIIUTHI KOMITBIOTEPHON HHOpMaIiu

6.8 YkaxuTe Bce BHIbI BPEJIOHOCHBIX MPOTPaMM, OTHOCSIIMXCS K KaTErOPHUH TPOSHCKHUX
[IpOrpaMM:

a) cnydep
b) G3kmop
C) dynep
d) pytkur
€) SKCILUIOUT

6.9 Vkaxure Bce CBOICTBa CUTHATYPHOI'O aHalIn3a, KOTOPBIC MOXHO OTHCCTH K CIo
HEOOCTAaTKaM:

a) CKJIOHEH K OOJIBIIIOMY KOJIMYECTBY JIOKHBIX CpabaThIBAHUI

b) TpeOyeT 3HAYMTEIBHBIX YCUIIHIA 110 OOHOBJICHHIO 0a3 CUTHATYP

C) IpH YCIEIIHOM ONPEACICHHH, JICYCHUE «3aPaKEHHOI0» 00BEKTa YaCTO HEBO3MOYKHO
d) He mo3BoJIAET OOHAPYKMBATH HOBBIC BPEIOHOCHBIC TIPOTPAMMABI

€) CKJIOHEH K 0OJIBIIIOMY KOJIMYECTBY MPOIMYCKOB BPEIOHOCHBIX POTPaMM

6.10 Vkaxute Bce Tecthl CAB3, pe3ynbTaThl KOTOPBIX SBISIFOTCS WH()OPMATUBHBIMU TPHU
BoiOOpe CAB3 1711 HOBOro MEPCOHAIBHOIO KOMITBIOTEPA, HE HMEIOIIEr0 JOCTYI K CETU
WNnTepner

a) TUHAMHUYECKOE TCCTUPOBAHHUE

b) crarudeckoe TecTpoBaHUE

C) TECT B IKCTPEMAJIbHBIX YCIOBHIX
d) perpocneKkTHBHBIN TECT

5. Obecneyenue 0e30MaCHOCTH NH(POPMALMU B KOMIILIOTEPHBIX CETAX

Tecmoeble 3a0anus ¢ 6bl60p0]l/l eOUHCMBEHHO20 npasuilbHoco omeema

6.11 OcHOBHBIM MPOTOKOJIOM YPOBHSI MEKCETEBOIO B3aMMOJIeCTBUS cTeKa MpoTokoioB TCP/IP
ABJISETCS

a) mporoko IP
b) nportoxon TCP
¢) mporokos UDP



d) mporoxom HTTP
e) mporokos ICMP

6.12 Kakoe u3 mepedncIeHHBIX CETEBBIX YCTPONCTB MOXKET BBITIOHATEH GYHKIIUU (haepBoia?

a) KOHIIEHTPATOP

b) xommyTatop

C) MapIIpyTH3aTOp

d) perpancisrop

€) KOMMyTaTop 3 ypOBHs

6.13 Kak Ha3bpIBalOT MEKCETEBbIE PKPAHBI, B OCHOBY paOOThl KOTOPHIX MOJIOKEHA TEXHOJIOTHUS
¢bunpTpanuu Tpaduka ¢ KOHTPOJIEM COCTOSHUSA COSAUHEHUS ?

a) MD sKCcrepTHOTO YpOBHS
b) MD npukiIagHOTO YPOBHS
C) MD ceaHCOBOTO YpOBHS
d) nmakeTHbIe QUIBTPHI

) SKpaHHUPYIOIINE MUTIO3bI

6.14 Kakas pyHKIHS MEXCETEBOTO SKpaHa MO3BOJIIET CKPHIBATh TOMOJIOTHIO BHYTPEHHEH CEeTH
OT BHEIIHMX I10JI30BATEIICH?

d) KPIIMPOBaHUE

b) TpaHCHSAIMSA CETEBBIX aPECOB
C) uacHTH(HUKAIUSI

d) ayrentuduxanms

€) aJMHUHUCTPUPOBAHHE

6.15 Kakoit Bug MD nomosHSeT SKpaHUPYIOIMIMA MapHIpyTH3aTOp (QYHKIUSIMU KOHTPOJIS
BUPTYaJIbHBIX COEUHEHUHN U TpaHCIALUUU BHYTpeHHUX |P-anpeco?

) IILJIF03 CCAaHCOBOTO YPOBHSI

b) skpaHupyroIKii MapIIPyTU3ATOP
C) SKpaHUPYIOIIMH LT3

d) makeTHbIi GUALTP

€) IpPUKIAJIHON IUTI03

6.16 ITporokon SSL ucnonb3yercs s 3aluThl ”HPOPMAITMOHHOTO 0OMEHa Ha

d) CeaHCOBOM YPOBHE

b) npukaamgHOM ypoBHE
C) TpaHCIOPTHOM YPOBHE
d) cereBom ypoBHE

Tecmoeble 3a0anust ¢ HeCKOJIbKUMU 603MONCHBIMU npasuilbHblMu omeemdamu.

6.17 Kakue 3aroiioBku NakeToOB aHAJIU3UPYET SKPAHUPYIOUIUN MapIIpyTU3aTOp?



a)
b)
c)
d)
e)

P

TCP
UDP
Ethernet
HTTP

6.18 BriOepute yTBepKACHUS, KOTOPBIE BEPHBI IJIs MPUKIAAHOTO YpoBHS Mojaenu OSI

a)
b)
c)
d)

e)

oOecrnieunBaeT yAaaeHHbIN JOCTYI K (paiinam u 0azaM JaHHBIX

o0ecrnevnBaeT MepechbUIKy JaHHBIX 10 3JIEKTPOHHOM mouTe

obecrieunBaeT npeoOpa3oBaHUe MPOTOKOJIOB M KOJIUPOBAHUE/IEKOIUPOBAHKE TAHHBIX
o0ecrnieunBaeT NoJIFiepKaHNe CeaHca CBsI3H, MO3BOJISIS MPUIIOKEHHUSIM B3aMOICHCTBOBATD
MEX]Ty COOOH JITUTEIBHOE BPEMSI

oOecrnieunBaeT HAAEKHYIO TIepejady TaHHBIX OT OTIPABUTEINS K MOTydaTeIto

6.19 Beibepute BepHOE YTBEPKICHHUE

a)
b)
c)
d)

e)

buTthel B ceTeBoit yacTu ajipeca 10HKHBI ObITh OJIMHAKOBBIMHU JIJISI BCEX YCTPOIMCTB, KOTOPHIE
HaXOIITCS B OJTHOM M TOM K€ CETH

butel B y3510BOM 4YacTH aapeca MOJDKHBI OBITh YHHMKAJIbHBIMH, YTOOBI MOXXHO OBLIO
OIPEICINTh KOHKPETHBIN y3€J B CETH

butel B ceTeBOM 4acTH agpeca NOJDKHBI OTJIMYATHCS Ha KOHKPETHOE 3HAYCHUE TSI BCEX
YCTPOWCTB, KOTOPBIE HAXOJATCS B OJTHOW U TOU KE CETH

butel B y3510BOM 4YacTH aapeca MOJDKHBI OBITh OJMHAKOBBIMHU, YTOOBI MOXKHO OBLIO
ONPEAETUTh KOHKPETHBIN y3€] B CETH

butel B y370BOM M CeTeBOM yacTu ajpeca AOKHBI COBMAAaTh, YTOOBI MOXKHO OBLIO
ONPEAETUTh KOHKPETHBIN y3€J B CETH

6.20 Ha kakux ypoBHsax momenu OSI ¢opmupyrorcs BHUpTyajdbHBIC 3allWIICHHBIE KaHAJbI

nepesayu JaHHbIX?

a)
b)
c)
d)
e)

CEaHCOBBIH
KaHaJILHBIA
CcEeTeBOM
MPUKIIATHON
MPEICTABICHUS

Tecmoegvle 3a0anus OMKpuImMou hopmul:

6.21 Kakue mporpamMMmbI-IIOCPETHUKN OPUEHTUPOBAHBI HA aHAJIN3 MOTOKA COOOIIEHUN TOJIHKO

IUIs1 ONIPEICIICHHBIX BUJIOB CepBUCA?

6.22 Kakue u3 mporpaMM-IIOCpEeTHUKOB 00padaThIBalOT BECh MOTOK COOOIIEHUH?

6.23 Ha xakxom ypoBHe monenu OSI npeumyinecTBEHHO (YyHKIIMOHUPYET SKpPaHUPYIOMIUN

MapuipyTu3arop?




6.24 Kakoii mpOTOKOJ peanu3yeT yJaJeHHbIA OCTYMN K (ailiny, mperocTaBiasieT BO3MOKHOCTh
MHTEPAKTUBHON pabOTHI C yAAJIEHHON MAlIMHOW ¢ MEXaHU3MOM ayTEeHTU(DUKALIIH ?

IIpakTU4yeckue 3aHATHS
Joxkaasl ¢ mpe3eHTauuen

TeMbl JOKJIAI0B M0 MPAKTHYECKOMY 3aHATHIO « U3yueHre BUA0B HH(OPMALMH, JOCTYII K
KOTOPbIM OrpaHuYeH (peaepajibHbIMU 3aKk0OHAMU PD)»

1. CBeneHnus, COCTABIAIONINE IOCYIapCTBEHHYIO TaliHy. FOpuandeckas OTBETCTBEHHOCTb 32
IIpaBOHAPYUIEHUS, CBA3aHHBIE C Pa3IIAIIEHUEM CBEICHU, COAEPKAIIUX FOCYJapCTBEHHYIO
TaiHy.

2. CeneHus1, COCTABILIIOLINE KOMMEPUECKYO TaliHy. FOpuanueckas OTBETCTBEHHOCTH 3a
IIPaBOHAPYLIEHUS, CBA3AHHBIC C PA3IJIAILIEHUEM CBEJICHUN, COAEPKAIINX KOMMEPYECKYIO
TalHy.

3. TpeboBanwms k 3ammure nepcoHanbHbIX JaHHBIX ([11H) mpu ux o6paboTke B
MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX JaHHBIX. FOpuandeckas OTBETCTBEHHOCTb 3a
IIPAaBOHAPYLIEHUS, CBSI3aHHBIE C pasriamennem 11/1x.

4. CBenieHus1, COCTABIISIIONIUE CIIyKEOHYI0 TaliHy. FOpuandeckas OTBETCTBEHHOCTbD 3a
IIpaBOHAPYLIEHMS, CBSI3aHHBIE C pa3riallleHueM CBEACHUMN, COJEPKAIIMNX CIIY)KEOHYIO TalHy.
5. CBeneHus1, COCTaBISIONINE HAJOroBYIO TaliHy. KOpuanueckas OTBETCTBEHHOCTb 3a
IIpaBOHAPYUIEHUS, CBA3AHHBIE C PA3IJIAILIEHUEM CBEJICHUM, COAEPKAIIMX HAJOTOBYIO TalHY.
6. CBeneHus1, COCTaBIISIIOIINE TaliHY MPEIBAPUTENILHOTO paccieloBaHus (TallHa CIEeICTBUS).
KOpunnueckast OTBETCTBEHHOCTD 3a MPABOHAPYILIEHUS, CBA3aHHBIE C pa3riallleHUEM TailHbI
CJIEJICTBHS.

7. CBenenusi, cocTapisitonne 0aHKOBCKYO TaiHy. KOpuandeckas OTBETCTBEHHOCTh 3a
IIpaBOHAPYLIEHHUS, CBSI3aHHBIE C pa3rialieHueM OAHKOBCKOW TalHbI.

8. CBeneHus1, COCTaBISIONINE aJBOKATCKYIO TaiiHy. FOpunnyeckass OTBETCTBEHHOCTD 32
IIpaBOHAPYLICHMUS, CBSI3aHHBIE C pa3rialeHueM OaHKOBCKOW TaltHbI

9. CBenenusi, cocTapistonye TaiHe cBsi3u. FOpuanueckas OTBETCTBEHHOCTh 3a
MpaBOHAPYUIEHUS, CBA3aHHbIC C pa3JialliecHueM TailHE CBSI3U

10. Cenenus, coctapisitoniye BpaueOnyto Taitny. FOpuanueckas OTBETCTBEHHOCTD 3a
MpaBOHAPYUIEHUS, CBA3aHHbIE C Pa3IJIallleHueM BpauyeOHOM TalHBI.

11. CBenenust, cOCTaBIAIOIINE ayAUTOPCKYIO TaliHy. FOpuandeckas OTBETCTBEHHOCTb 32
[IpaBOHAPYLIEHUS, CBA3aHHBIE C Pa3IIAICHUEM ayAUTOPCKON TalHBI.

Kpurepuu ouneHku aqoK/aaa:

Hamucanne poknama HampaBieHO Ha (OpPMHUpOBaHHE Yy OOYydYaroIIerocss OCHOB
CHUCTEMAaTH3aINK, 3aKPEIUICHUS W OOOOIICHUS TEOPETUYCCKUX M MPAKTHUYECKUX 3HAHUN H
YMEHHI B PEIICHUM KOHKPETHBIX TEOPETUYECKUX 3aJayd, OBJIAJCHUE YMEHHEM HaNUCaHUS
pedepara. [lpu Hanucanuu mokiaazga oOy4arOMUNACS YYUTCS OBIAAEBaTh TEOpHEH, paboTaTh C



JUTEepaTypHbIMUA UCTOUYHUKAMHU, 000011aTh MaTepral, MOTYYSHHbII B pe3ybTaTe MPOBEACHHON
paboTHI.

CrangapT ycTaHaBIuBaeT o0uue TpeOOBaHHUS K CTPYKType M IpaBuiiaM O(GOpMIICHHS
JIOKJIaJa.

Crtpykrypa nokjiaajaa.

CTpyKTypHBIMU 3JIeMEHTaMH pedeparta SABISIOTCA:

1) TUTYJBHBIH JUCT;

2) OrIJIaBIICHUE,

3) BBeacHHC,

4) oCHOBHAas 4acTh,

5) 3akiaroucHUE;

6) crnucok OMOIHOrpaprUEeCKUX UCTOYHHKOB;
7) TPUIOKEHUS.

CopepxaHre BKJIIOYAET BBEJCHHE, HAMMEHOBAHHE BCEX TJIaB, pa3JeioB, MOpa3zelioB,
IYHKTOB (€CJIM OHU MMEIT HaUMEHOBAaHUE) U 3aKIIOYEHHE C YKA3aHUEM HOMEPOB CTPAaHUILI, C
KOTOPBIX HAYMHAIOTCS 3TH JIEMEHTHI pedepara.

BBenenune M0MKHO CoEpKaTh OLIEHKY COBPEMEHHOTO COCTOSIHHS perraeMoi mpoOIeMbl.
Bo BBeseHUM OJDKHBI OBITH TIOKAa3aHBI aKTYaJbHOCTh TEMBI, IIEJM U 3a/Ja4d, KOTOpbIe OyIyT
paccmatpuBathes B pedeparte, a Takke METO/IbI, KOTOPBIMU BOCTIONB30BAJICS 00YyJArOIIUNACS IS
pPaccMOTpEHHMsI JTaHHOU TeMBbI pabOTHI.

Bo BBeneHuu JOMKHBI OBITH YKa3aHBI CTPYKTypa paOOTHI M JINTEPATYPHBIE UCTOYHUKH,
UCIOJIb3yEMBIE aBTOPOM B paboTe.

OCHOBHY!0 YacTh JOKJIaJa CJIEAYyeT AEIUTh Ha IJIaBbl WM pa3zieibl. Paznensl oCHOBHOM
4acTH MOTYT JCIUTHCS Ha MyHKTHl U TMoApasfenbl. [IyHKTHI, mpu HEOOXOIWMOCTH, MOTYT
JEJIUTHCS HA MOAMYHKTHI. KaXk/Iblii MyHKT JO0JKEH COJepKaTh 3aKOHYEHHYI0 HH(OPMAILHIO.

3axIroueHue T0JDKHO COACPKATh BHIBOBI O PE3yIbTaTaM BBITTOJTHEHHON PabOTHI.

CHucoK HCIONb30BAHHBIX MCTOYHHKOB IMPHUBOJATCS B COOTBETCTBUU C TPEOOBAHUSMU
'OCT 7.1.

B mpuokeHus peKoMeHIyeTcs BKIIOYaTh MaTepuaibl, CBS3aHHBIE C BBITIOJHEHHON
paboToi, KOTOPBIE 1O KAKUM-JIMOO MPUUYKMHAM HE MOTYT ObITh BKJIIOYEHBI B OCHOBHYIO 4acTh. B
MIPUJIOKEHUS MOTYT OBITh BKJIFOUCHBI:

1) maTepuabl, JOMOTHSIONIUE TOKIIAT;

2) WTIOCTpAIMK BCTIOMOTaTEJIbHOTO XapaKkTepa;

3) apyrue 10KyMEHTHI.

OO0mue TpedoBaHNS IPU HANIMCAHUM AO0KJIA/A.

CrtpanuIlsl TEKCTA A0KIa/Aa, BKIFOYEHHBIE B IOKJIa/1€ TPUIIOKEHHMS, TAOIUIIBI U pacrieyaTKu
JOJDKHBI cooTBeTCTBOBaTh Gopmary A4 mo 'OCT 9327. Jloknaa noikeH OBITh BBIIOTHEH
MalIMHOMKUCHBIM CIIOCOOOM Ha OJIHOM CTOPOHE JincTa 0esoil OyMaru yepes Mmojiaropa MHTepBajia
u 14 mpudTrom (onyckaercs HanucaHue pedepaTta OT pyKH [acTON CUHETO UM YEPHOTO LIBETA).
Tekcr moknama cieayeT medararb, COON0oasi CIEAYIONIUE pa3Mephl Mojeit: jgeBoe - 30 MM,
npaBoe - 10 MM, BepxHee - 15 MM, HuxkHee - 20 mm. O0beM gokmana: e 6omnee 10 ctpanui. Bee
JUHUYU, OYKBBI, MU(PPHl W 3HAKA JOJDKHBI OBITh OAMHAKOBO YEPHBIMU IO BCEMY JOKIIAy.
3aro0BKM CTPYKTYPHBIX 3JIEMEHTOB JIOKJIA1a U Pa3/IeJI0B OCHOBHOW YAaCTH CIAEAYET pacnoyiararhb
B CE€pEIMHE CTPOKU 0€3 TOUKHM B KOHIIE U MeYaTaTh NPONUCHBIMU OyKBAMH, HE MTOAUYEPKUBAs.

[Ipu oneHke AOKIaAa UCTIOJIB3YIOTCS CIEAYIOIINE KPUTEPUU:



- HOBHU3HA TEKCTa;

- CTeMeHb PAaCKPBITHUS CYIIIHOCTH BOIPOCA;

- 000CHOBaHHOCTH BHIOOpPA HCTOYHHKOB,;

- coOmoaeHue TpeboBaHUM K 0(OPMIICHHIO;
- TPaMOTHOCTb.

TpedoBanus mo 0GpopMIIeHUIO NIPE3eHTANUI

Kpurepuit Pexomennanuu
Cruib. HeoOxomumo coOmogats enuHblid cTHIb odopmiieHus. Crnemyer uzberarh
CTHJICH, KOTOpBIE OYyT OTBIIEKATh OT CAaMOM Mpe3eHTaIuu. BeroMorarensHas
nHpopManus (yIpaBisFOIIUe KHOTIKH ) HE JOJDKHBI TPe00iIagaTh Hal OCHOBHON
nHpopmanuen
don s poHa mpenovYTHTEIbHBI X0JI0IHBIE CBET/IbIC TOHA
Ucnons3zoBanne | Ha omHoM cnaiifie peKkoMeHyeTcsl HCII0JIb30BaTh HE 0oJiee TpeX IIBETOB: OJAUH
BETa U1t poHA, OJTUH JIJIS 3ar0JIOBKA, OJIMH IS TEKCTA.
st poHa M TeKCTa UCIOIB3YHTE KOHTpACTHBIE 1BeTa. O0paTHTe BHUMaHNE HA
IIBET TUIIEPCCHUIOK (10 ¥ TIOCIIC UCITOIH30BAHNSA).
Tabnuma co4eTaeMOCTH [IBETOB B TIPUIIOKEHUH.
AnuManuoHnssle | Mcnonb3yite Mo MHUHUMYMY BO3MOKHOCTH KOMIIBIOTEPHOW aHMMAalUH IS
3P PeKThI IpeJCcTaBIeHUs HH(POpMALUY Ha CIaie.
He cTout 31m0ynotpe0asaTh pa3IMuHbBIMU aHUMAITMOHHBIMU d(ppeKkTamu, OHU HE
JOJKHBI OTBIIEKAaTh BHUMAHUE OT COJIepKaHUs HH(POPMAIUH Ha ClIaiijie.
Pacnionoxxenne | [IpeamoyTuTenbHO TOPU3OHTAIBLHOE pacmnoliokeHue nHpopmanuu. Hambomnee
uH(pOpMalliK Ha | BayKHAS MHPOpPMAIUS JOJDKHA PacIoyiaraThesl B LIEHTPE dKpaHa.
CTpaHHLE Ecnu Ha cnaiine pacrionaraercs KapTHHKA, HAAMUCh JTOJDKHA pacrojiaraThCs
OJI HEH.
MpudTs J1s 3arosioBKOB — HE MeHee 24.
s nadopmannu He menee 18.
[pudTe! 6€3 3acedek Jerye YuTaTh ¢ OONBIIOTO PACCTOSHUS.
Henw3st cmemmBaTh pa3Hbie TUITHI IPUQPTOB B OJTHOM MPE3EHTAIUH.
st BeineneHust tHGOpPMAIIMH CIEAYET UCTIOJIb30BaTh KUPHBIN HIPUQT, KYPCUB
WM moxdepkuBaHue. Henmb3st 3moynoTpednsaTh MPONMHCHBIMU OyKBamMH (OHHU
YUTAIOTCA XYK€ CTPOUYHBIX).
Crioco05bI Crnenyer MCHoOJIb30BaTh: pPaMKH; TPaHUIIbl, 3aJIUBKY; IITPUXOBKY, CTPENKH;
BBIIAEICHUS PUCYHKH, TUATPaMMBbI, CXeMBI ISl WILTIOCTPAIlMK HanboJiee BaKHBIX (PaKTOB.
uHpopMaun
O0BeM He cTtouT 3amomHsATh OJUH CIai1 CIUITKOM OOJIBIIUM 00BeMOM HH(MOpPMAITUH:
uH(pOopMaIuu IO MOTYT €JMHOBPEMEHHO 3allOMHUTH He Oonee Tpex (haKToB, BHIBOJIOB,

onpeneneHuii. HambGonpmras >(@PeKTUBHOCTH AOCTUTAETCS TOTAQ, KOTAa
KITIOYEBBIE ITyHKTHI OTOOPAXKAIOTCS IO OJHOMY Ha Ka)KJIOM OTJEJILHOM ClIaiijie.




Conepxanue
uHpopmaruu

Hcnonp3yiiTe KOPOTKUE CIIOBA U NMPEII0KEHUA. MUHUMHU3UPYHUTE KOJTUYECTBO
MPeIJIoroB, Hapeuuid, MpHUJarareabHbIX. 3arojOBKU JOJDKHBI IPUBIIEKATh
BHUMAaHHE ayJUTOPHUH.

Bunr! cinaiinos

Jis  obecriedeHuss pa3HOOOpa3us CledyeT MCIOJIb30BaTh pPAa3HbIE BU[bI
CJIAfIOB: C TEKCTOM; C TaOJIMLaMH; C AUArpaMMaMH.




OueHoyHble MATEPHAJIBI IPOMEKYTOYHOM aTTECTALMHU

DK3aMeH SIBIIETCS UTOTrOBOM (hOpPMOIl OLIEHKM 3HAHUM CTYAEHTOB, MPUOOPETEHHBIX B
TeyeHue OOyYeHMsI MO AUCIUIUIMHE. DK3aMEeH MOKET MPOBOJIUTCA Kak B YCTHOU ¢dopme
(oOy4aromuiicsi TE3UCHO MHUIIET OTBET Ha BOIMPOCHI) C JATBHEHIIMM COOECeOBaHUEM IIO
BOIIpOCaM U3 OuJieTa, Tak U C MOMOIIBI0 KOMITBIOTEPHOTO TECTUPOBAHUS.

IIpoBeneHnue 3xk3aMeHa B YCTHOM (popMe.

CryneHT BbIOMpaeT OMIIeT, copepkaliuil 3 Bonpoca u3 6a30Boro U NpoABUHYTOTO YPOBHS,
BOIIPOCHI BBICOKOTO YPOBHS 33Jal0TCS JOMOJHUTENIBHO (YCTHO TIpHU cobecenoBanuu). bunersr
dbopMupyIOTCS TIpernoaBaTesieM Mepes] 3aueTHO-dK3aMeHaIlMoHHon ceccueit. [lo pesynbratam
OTBETOB Ha MPOMEKYTOUHOM aTTeCTAllMU BBICTABIIAECTCS MakcUMaibHO 40 0ayioB: MPH MOJTHOM
OTBETE Ha Bompoc 0a3oBoro ypoBHs — 10 OauioB, 6a30BOro M MPOJBUHYTOr0 — 25 0aiios;
0a30BOT0, MPOJABUHYTOTO U BEICOKOTO — 40 0ay10B. B ciiyyae HEMOIHBIX OTBETOB IO OMIIETY WIIU
CIIOPHOM OLIEHKH 33JJal0TCS TOTIOJHUTENbHBIE BOMPOCH! U3 00ILEro cnucka (BHE 3aBUCUMOCTH OT
YPOBHSI OCBOEHMs) IO YCMOTpPEHMIO IpemnojaBarens. MToroBass oneHka MO AUCLUUIUIMHE
IpelCcTaBIsieT coOoi cymMMmy U3 OayioB, INOJYYEHHBIX B TEUEHMH CEMECTpa U OaiioB
MOJTyYEeHHBIX Ha MMPOMEKYTOYHON aTTeCTaIlUH.

IIpoBenenue 3x3amena B (popMe KOMIBIOTEPHOT0 TECTHPOBAHUS.

CryneHt aBropusyercs Ha miomanke LMS Moodle, BeiOupaetr Kypc, co3maHHBIN s
OCBOCHMS JaHHOW muciuiuinHbl. Kype comepxut Oank TectoBbeix 3amanHuii (BT3) uz 200
BOIIPOCOB, BKJIIOYAIOIINX TEOPETUYECKHE BOMPOCHI M IMpaKTHYECKUE 3afadyu. MToroBeiii Tect
pa3/ielieH Ha JIBE€ YaCTH: TEOPETUUYECKYIO U MPAKTUYECKYI0. TeopeTuueckast 4acTh coaepxut 60
TEOPETHYECKUX BOMPOCOB, BHIOMPAEMBIX CIy4dalHbIM 00pa3oM u3 BT3, oxBaThIBalOMIMX BCE
pa3aenbl AMCUUILUIMHBL. Bpemsi BBIMOJIHEHUS TEOPETUUECKON YaCTH TeCTa cocTaBisaeT 40 MUHYT.
[TpakTryeckas yactb cOCTOUT U3 10 MpakTUYECKUX 3aJaHUH, BBIOUPAEMbIX CIIy4alHbIM 00pa3oM
n3 bT3. BpeMst BbINOJIHEHUS TPAKTUUYECKON 4acTH TecTa cocTapisieT 40 MUHYT.

[To pe3ynabTaTaM KOMIBIOTEPHOTO TECTHPOBAHUS BBICTABIIsIETCA MaKCUMabHO 40 6aoB:
30 6anoB 3a Teoperuyeckyto yacTh (0,5 Gania 3a nmpaBUiibHBIN O0TBET Ha | 3amanue), 10 6aoB
3a TPaKTUYEeCKyto dacTh (1 Gamn 3a mpaBuiIbHBIN OTBET Ha 1 3amanue). MToromas oreHka 1o
TUCHUTUIMHE TIPEACTaBIsIET COO0M CyMMY U3 0aJlIOB, TOJTyYE€HHBIX B TCUCHUH CEMECTpa 1 OaJJIOB
MOJTYYEHHBIX HA KOMIIBIOTEPHOM T€CTHPOBAHUMU.

IlIxaJjia oueHUBaHUSA Pe3yIbTATOB
«YJIOBJIETBOPUTEIBLHOY: 55-69 O6aiioB
«xoporoy: 70-84 6amnoB

«otiarnyHo»: 85-100 GayuioB
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9.

Bonpocs! AJ1s1 IOATOTOBKH K 3K3aMeHY, IPOBOAUMOI0 B YCTHOH (opme.

Bomnpocs! Ajis1 6a30BOro ypoBHs

. OcHOBHBIE OHATHUS UHHOPMAITMOHHOMN 0€30MaCHOCTH U 3aIUTH HHPOPMAIIH
. YTpo3bl nH(OpMAIIMOHHON 6€30MacHOCTH

. YTPO3bI U ySI3BUMOCTH OECIPOBOIHBIX CETEH

. OCHOBHBIE TIOHATHUS NOJUTUKU OE30MIACHOCTH

. CTpyKTypa monuTuku 6€30MacHOCTH OpTaHu3aluu

. Ponb ctaniapToB nHPOpMAIIMOHHOM 0€3011aCHOCTH

. CuMMeTpHUHBIE KPUTITOCUCTEMBI IIU(GPOBAHUS

. OcHOBHBIE peXUMBI PaOOTHI OJIOUHOTO CUMMETPUYHOTO AITOPUTMA

Oco0eHHOCTH TPUMEHEHUS AITOPUTMOB CUMMETPUYHOTO UG POBAHUS

10. AcuMMeTpu4HbBIE KPUIITOCUCTEMBI IU(POBAHUS

11

. CDYHKLII/II/I X3IIUPOBAHHUA

12. DnextponHas nuudposast IOAMUCH

13

. YIIpaBlIeHHE KPUIITOKIIOYAMU

14. AyrenTudukanus, aBTOpU3aLns U aIMUHUCTPUPOBAHKE IEUCTBHI MMOJIb30BaTENEH

15
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. KoMOuHupoBaHHbIe cUCTEMBI UACHTU(PUKALIMY U ayTEHTU(UKAIIUN

Bomnpocs! AJisi IPOABUHYTOI0 YPOBHS

. OCHOBHbBIE NOHATHSI HHPOPMALIMOHHOM 0€30MACHOCTHU U 3alUThl HHPOpMaLUU
. ¥Yrpo3sl uHGOPMAIIMOHHON O€30MacHOCTH

. XapakTepHble 0COOCHHOCTHU CETEBBIX aTak

. YTpO3bl U YA3BUMOCTH OECTIPOBOIHBIX CETEH

. Obecnieuenne NHPOPMALIMOHHONW GE30MACHOCTH KOMITbIOTEPHBIX CUCTEM

. OCHOBHBIE TIOHATHUS MOJUTUKN OE30MACHOCTH

. CTpyKTypa NOJIUTUKHN 0€301aCHOCTH OpTraHU3aluu

. Pa3paboTka nonutruku 0€30MacHOCTH OpraHu3aluH

. Ponb ctanmapToB nH(pOpMaIIMOHHOM 0€30MaCHOCTH

. MexayHapoiHble CTaHAApThl HHPOPMALIMOHHON 0€30MacHOCTH

. OTedecTBEeHHBIE CTAaHAAPTHI 0€30MACHOCTH UH(POPMALIMOHHBIX TEXHOJIOTUH
. OcHOBHBIE MOHATHUS KpUNTOrpahUUECKO 3anThl HHDOPMALIUK

. CUMMeTpHYHbIE KPUIITOCUCTEMBI IIU(POBAHUS

. Anroputmsl mmudpoBanus DES u 3-DES

. Crannapt mmmdposanus 'OCT 28147-89: cyTh, pesxxuMbl pabOTHI

. Cranpapt mmdposanus AES

. OCHOBHBIE pEeXUMBI padOThI OJIOYHOTO CUMMETPUYHOTO aIrOpUTMa

. Oco0eHHOCTH TPUMEHEHUS AITOPUTMOB CUMMETPUYHOTO MU (POBAHUS
. ACUMMETpUYHBIE KPUITOCUCTEMBI IIU(PPOBAHUS

. Anroputm mudposanus RSA



21. AccumeTpuyHble KpPUNTOCHCTEMBI Ha 0a3e JJUIMNTUYECKMX KPUBBIX. AJITOpPUTM
accumetrpuyHoro mmdposanust ECES

22. @ynkuuu x3mupoBanusi. OteuecTBeHHbIN cTanaapT xa3mupoBanus [OCT P34.11-94

23. DnextponHas uudposas noanuck. OCHOBHBIE MPOLIEAYPHI HU(POBON MOITUCH,

24. Anroputm mudposoii moanucu DSA. Anroputm nudposoii noanucu ECDSA

25. Anroputm tudposoit noanucu 'OCT P 34.10-94. OtedecTBeHHBIN cTaHAAPT HUGPOBOMH
noamvcu 'OCT P 34.10-2001

26. YnpapneHue KpUIITOKIOYAMU: UCII0JIb30BAHNE KOMOMHUPOBAHHOW KPUIITOCUCTEMBI, METOT
pacnipenenenus kintouer {uddu-Xenamana

27. UndpactpykTypa ynpaBieHUs OTKpbIThiMU Kitouamu PKI: mpunmmn @yHkumoHupoBaHus
PKI, mornueckas crpykrypa 1 KOMnoHeHTsl PKI

28. Ayrentudukaiys, aBTOpu3alvs U aIMUHACTPUPOBAHHE EHCTBUI MOIb30BaTENCH

29. Meronpl ayTeHTU(UKALMM, WCHOIB3YIOIMINE NapoJId: AayTeHTU(UKalus Ha OCHOBE
MHOTOpPa30BbIX MapoJiei, ayTeHTU(UKALMS Ha OCHOBE OJIHOPA30BbIX MapoJeit

30. Crporas ayTeHTHU(HUKALUs: OCHOBHBIE TIOHSATHS, [PUMEHEHHE  AIIEKTPOHHBIX
UJCHTU(PUKATOPOB

31. Kpunrorpaduyeckue mpoTOKOJbl CTPOroil ayTeHTU(UKAIUN

32. buomerpuueckas ayTeHTH(PUKALMS MOJIb30BATENS: JAKTUIOCKOIMYECKUE CHUCTEMBI
ayTeHTH(PUKALIUH, CUCTEMbI ayTEHTU(UKAIUH T10 JIUILY U T0JIOCY, CUCTEMbI ayTEHTU(UKAIIIH 110
y30py panykKHOH OOOJOYKU M CEeTYATKH IJ1a3, 00JacTh MPUMEHEHUSI OMOMETPUUYECKUX CHUCTEM,
OroMeTpuyecKue UACHTU(UKATOPHI

33. KoMOuHUpOBaHHBIE CUCTEMBbl HJACHTU(UKALUA U ayTeHTHU(PHUKAIUHU: PaaHMOdacTOTHBIC
unentudukatopel 1 USB-xmoun, TuOpuaHBIE CMapT-KapThl, OWOAJIEKTPOHHBIE CHUCTEMBI.
DJIEKTPOHHBIEC 3aMKH

34. Yupasienue uaeHTHPHUKAIMEH U JOCTYTIOM

35. BpenoHnocHsie mporpaMmbl U MIPOOJIEMBI aHTUBUPYCHOM 3allIMThI: KOMIBIOTEPHBIE BUPYCHI,
KU3HEHHBIA IIMKJ BUPYCOB, CETE€BBIE YEpPBH, TPOSHCKUE MPOTPAMMBbI, IPYTHUE€ BPEIOHOCHbBIE
IIPOrpamMMBbl U HEXKEJaTeIbHAsT KOPPECIIOHICHIIMS

36. OcHOBHBIEC KaHAJIBI PACTIPOCTPAHEHUS BPEAOHOCHBIX ITPOTrPaMM

37. AHTUBHUpYCHBIE MPOTPAMMBI: OCHOBBI PabOTHI AHTHUBUPYCHBIX MPOTPAMM, OCOOCHHOCTH
«001a4uHOM» AHTUBUPYCHOM TEXHOJIOTMH, BHJbl aHTUBUPYCHBIX MPOTPaMM, AOMOJIHHUTEIIbHbBIE
MOJYJIM aHTUBUPYCHBIX MPOTPAMM, PEXKUMBbI PaOOTHI aHTUBUPYCA

Bomnpocs! AJ151 BBICOKOT0 YPOBHS

1. Chopmynupyiite norstue uHpopmarmonHoi 6e3onacHoctu UC.

2. O0ObsICHUTE MOHTHS LIETIOCTHOCTH, KOHPUACHIIUATIBLHOCTU U IOCTYITHOCTH HH(GOPMaIUH.

3. VYkaxuTe  OTAMYMA  CAHKIMOHUPOBAHHOTO  JOCTyNma K  HHQOpMAIMH  OT
HECaHKIIMOHUPOBAHHOTO.

4. Ilepeuncnure OCHOBHBIE MPU3HAKU KJIacCU(DUKAIIMU BO3ZMOXKHBIX yrpo3 06e3omacHoctu UC

5. JlaliTe KpaTKyl XapakTEpUCTHKY YIrpo3bl 0€30MacHOCTH, 0003HaYaeMOW TEPMUHOM
(TPOSIHCKAW KOHB.



6. JlaiiTe KpaTKy0 XapaKTepUCTUKY YIpo3 O€30MacCHOCTH, 0003HAYAaEMbIX TEPMUHAMH «BUPYCH»
U «UYEPBbY.

7. HazoBuTe 1 oxapakTepusyite Hanboyee pacnpoCTpaHEHHbBIE BUIbI CETEBbIX.

8. OnuiuTe aTaKy «4eaoBeK-B-cepeauHe». Kakue cpenctpa mo3BossitoT 3pPeKTuBHO OOPOThHCS
C aTaKaMH TaKoro Thra?

9. OnummuTe araky TUINA «OTKa3 B OOCIYKMBAaHUW» U pPACHpPENCICHHYIO aTaKy «OTKa3 B
00CTy)KUBaHUMNY.

10. Onummre 0COOEHHOCTH (PUIIMHTAa U (papMHUHTA. YKaKUTE MEPbl MPOTUBOACHCTBUS ITUM
aTakam.

11. KakoBbI HCTOUHMKH HAPYILICHUH 0€30MaCHOCTH MPOBOIHBIX KOPIIOPATUBHBIX CETEH?

12. Ha3oBUTE OCHOBHBIE YSI3BUMOCTH U YIPO3bI O€CIIPOBOIHBIX CETEH.

13. OOBsicCHUTE MOHATHUE KITOJUTHUKA OE30MTACHOCTH OPTraHU3ALIUNY.

14. Kakue pazgensl JOJDKHA COAEpkKaTh JOKYMEHTAIBHO OGOpMIICHHAs IOJIUTHKA
6e3omnacHocTU?

15. Kakue npo6iieMsl peraetT BEpXHUH YpOBEHb MOJIUTUKHN 0€3011aCHOCTH?

16. Kakue 3amaun pemaeT cpeJHui ypOBEHb MOJIUTUKU 0€301acCHOCTH?

17. KakoBbl 0COOEHHOCTH HUKHETO YPOBHS MOJUTHKU O€3011aCHOCTH?

18. CdopmynupyiiTe 00SI3aHHOCTH PYKOBOJUTENEH MOApA3JeICHUN, aIMUHUCTPATOPOB U
MOJIB30BATENIEH MPU peain3alii NOJUTUKH O0€3011aCHOCTH.

19. OnuiuTe CTPYKTYpY MOJUTUKU OE30MIaCHOCTH OpraHU3aluy.

20. YUto npeacTaBisioT co00i crielnaaIn3upOBaHHbIE TOJIUTUKHA 0€301aCHOCTH?

21. TlpuBenuTe HECKOIBKO MPHUMEPOB CIELUATM3UPOBAHHBIX MOJIMTUK OE€30IacHOCTH C
ONHCaHUEM X OCOOCHHOCTEH.

22. Yto npeacTaBisitoT co0oit mpoieaypbl 0€301acHOCTH?

23. IIpuBeauTe HECKOJIBKO MPUMEPOB MPOLIeyp O€30MaCHOCTH C ONMUCAHUEM X OCOOEHHOCTEM.
24. Ilepeuncnute OCHOBHBIE ATaIlbl Pa3pab0TKU MOJUTUKU O€30MTaCHOCTU OpPTaHU3aIIHH.

25. ChopmynupyiiTe r1aBHYIO 3a7a4y CTaHAApTOB UHGOPMAIITMOHHON O€30MaCHOCTHU C MO3UITUN
MPOU3BOJAMTENIEH M TOTPEOUTENeH NPOAYKTOB HH(MOPMAIMOHHBIX TEXHOJIOTHM, a TakKke
CHELMAIMCTOB M0 CEPTUPUKALNUN ITUX IPOAYKTOB.

26. Ha3zoBuTe OCHOBHBIE MEX/yHAPOIHbIE CTAaHAAPTHI MH(OPMALIMOHHON O€30M1aCHOCTH.

27. JlaiiTe KpaTKyr XapaKTepuCTUKY MexayHapoaHoro crangapta ISO/IEC 17799:2000 (BS
7799-1:2000).

28. KakoBbl OCHOBHBIE OCOOCHHOCTH repmaHckoro cranaaptra BSI «PykoBoacTBo HO 3amute
MH(POPMAITMOHHBIX TEXHOJIOTUHN 11 6a30BOT0 YPOBHSI 3aLTUIIIEHHOCTH ?

29. OnuumTe coAepKaHUE W YKaXXUTE 3HAUeHUE MexIyHapoaHoro crtangapta ISO 15408
«Obmme kpuTepuu 06€30MacHOCTH HHHOPMAITMOHHBIX TEXHOJIOTHI.

30. IlepeuncnuTe cCTaHAAPTHI 7151 OECIIPOBOAHBIX CETEH U TalTe MX KPATKYIO XapaKTEPUCTHUKY.
31. HazoBute cranmaptel nHQOpMaIMOHHOM Oe30omacHOCTH 11t IHTepHeTa.

32. KakoBbl Ha3HaueHNE U 0COOCHHOCTH (YHKIITMOHUPOBaHUs MpoTokoia SET?

33. KakoBbl Ha3HaYeHUE U HYHKITMOHATBHOCTH MPOTOKOI0B SSL 1 IPSec? B uem 3Tu npoToKoIb!
CYIIECTBEHHO pPa3InyaroTcs?



34. KakoBbl Ha3HaueHHE M (PYHKIHMOHAIBHOCTb MH(PPACTPYKTYpHI YNpPaBIEHUS OTKPBITHIMU
kiroyamu PKI?

35. IlepeuncnuTe pOCCUNUCKHE CTAaHIAPTHI 0€30MTaCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHA.

36. KakoBo Haznauenue crannapta ['OCT P UICO/MDK 15408? HazoBute u oxapakTepusynTte
TPHU OCHOBHBIX YaCTH 3TOr0 CTaHJapTa.

37. Yto takoe kpunrorpadus?

38. Jlaiite omnpeaeneHus CIEAYIOIIMX TOHATUWA: KPUITOTpaMMa, KPHUIITOAITOPUTM,
KpUIITOCUCTEMA

39. B 4eMm cOCTOUT KOPEHHOE pa3INuie CHMMETPUYHBIX U ACUMMETPUYHBIX KPUITOCUCTEM?

40. OxapakTepu3yiTe 4eThIPe OCHOBHBIX PEKUMA PAOOTHI OJIOYHOTO aITrOpUTMA.

41. Pacckaxute 0 crnoco0ax KOMOMHHpPOBaHUS OJOYHBIX aNTOPUTMOB JSl TOJTYYCHHS
QJITOPUTMOB € 0oJiee IITMHHBIM KIFOYOM, CPAaBHUTE UX MEXKIY COOOM.

42. KakoBbl OCHOBHBIE XapaKTEPUCTHUKA M PEXKUMBbI padOThl OTEUECTBEHHOI'O CTaHAapTa
mudpoBaHus JaHHBIX ?

43. ChopMynupyiTe KOHIIECTIUIO KPUIITOCUCTEMBI C OTKPBITHIM KITFOUOM.

44,  Jlaiite  ompenereHUE  OJHOHAmpaBieHHOW  ¢yHKuuu. llpuBeautre  mpumepsl
OJIHOHAMPABJICHHBIX PYHKIINHA

45. Ha yem OCHOBBIBa€TCS HAJICKHOCTh KpUNTOAITOpUTMa mu@poBanus RSA?

46. OnuimuTe ABE OCHOBHBIE MPOIIEAYPHI, OCYIIECTBIISIEMbIE CUCTEMOM AIEKTPOHHOM ITU(ppoBOM
MOAMUCH JIJISl TOATBEPIKIACHUS TTOATUHHOCTH IIU(PPOBOTO TOKYMEHTA.

47. OnummuTe 0TEYECTBEHHBIN cTaHIapT U(POBOI MOAMUCH, YKAKUTE €r0 MPEUMYIIECTBO 110
CpPaBHEHUIO ¢ adropuTMoM udposoit noanucu DSA.

48. KakoBo Ha3zHaueHue XdMI-PYHKIMS M KakKuM TpeOOBaHUSIM JIOJDKHA YIOBJIETBOPSTH
KaueCTBEHHAs X31I-(DYyHKIUA?

49. KakuM 00pa3oM KOMOMHUPOBAHHBIA METO IN(POBAHUS MTO3BOJSET COUETATh JOCTOMHCTBA
ACCUMETPUYHBIX W CHUMMETPUYHBIX KpunTocucteM? ONUIIUTE MPOTOKOJ pealnu3aluu
KOMOMHHPOBAHHOTO METO/1a ITU(PPOBAHMUSL.

50. Onumure padoty anropurma Juddu-Xsmimana. YKaKuTe TOCTOMHCTBA 3TOTO aJITOPUTMA.
51. KakoBo HaszHaueHue UHOPACTPYKTyphl OTKpbIThIX kmouert PKI?  Onumure
dbynkuronupoBanue nHbpacTpykryps PKI.

52. JlaliTe ompejaeiieHUE TOHSATUN «UJICHTU(PUKAIU», «ayTCHTHU(UKAIIUSIY, «aBTOPU3ALIUS,
«aIMUHUCTPUPOBAHUEY.

53. Uto noHuMaroT noj peuieHueM 3aaad AAA?

54. Kakue 3a7a4u peliaeT nojicucTeMa ynpapieHus: uaeHtudukamnueit u gocrynom IAM?

55. Ha kakue KaTteropmd MOXHO Pa3leUTh MPOIECCHl ayTEeHTHU(PUKAIUA B 3aBUCUMOCTU OT
CYIIHOCTEH, NPEeIbABISIEMBIX TIOJIb30BATENIEM JIJISI MOATBEPKIACHUS CBOEH MOMJIUHHOCTH?

56. IlepeuncianTe OCHOBHBIE aTaKW HAa TIPOTOKOJIBI Ay TCHTU(PDUKAIIUH.

57. Onumwure MeToa ayTeHTH(UKAIMMd Ha OCHOBE MHOTOpa3oBhIX maposiei. KakoBwl ero
HEeIOCTaTKH?

58. Omnuiure MeToJl ayTeHTU(HUKAMKW Ha OCHOBE OAHOPA30BBIX Maposieid. KakoBbl ero
JOCTOMHCTBA U HEIOCTATKMU?



59. CopmynupyiiTe NpUHLIKI CTPOro ayreHTu(ukanuyu. ONUIIUTE TUIBI TIPOLEAYP CTPOroi
ayTeHTU(UKALINH.

60. O0bsicuuTe Ha3HaueHue PIN-koa 1 0cOOEHHOCTH €ro UCTIOIb30BaHUS.

61. O6bsicauTe NpUHIUT paboThI ABYX(pakTopHOI ayTeHTuukanu. Kakue BHEIIHUE HOCUTENN
uH(pOpMallMK HUCTIOJB3YIOT s AByX(pakTopHOW ayTeHTU(dUKauu mnonb3oBareneii? Kakossl
JOCTOMHCTBA 3TOTO METO/1a ayTeHTU(UKaun?

62. OnuiuTe QyHKIMOHAIBHOCTh U XapaKTepUCTUKU cMapT-KapT U USB-TokeHOB.

63. OnuiuTe METOAbl OUOMETPUYECKON ayTEHTU(PUKAIIMY [10JIb30BATEIIS.

64.Yto o03Ha4alOT TEPMHUHBI «KOIPOUIIMEHT OIMMOOYHBIX OTKa30B» M «KOI(POUIUEHT
OIIMOOYHBIX MOATBEPKICHUID ?

65.00bsCHUTE IPUHITUTT YIIPABICHUS TOCTYTIOM HO CXEME OJTHOKPATHOTO BXOJa C aBTOpU3AITUEH
SSO.

66. Uto Takoe BpemoHOCHas mporpamma? OxapakTepu3yHTE€ OCHOBHBIE THUIIBI BPEIOHOCHBIX
IIpOrpamm.

67. YKaxXuTe CyIECTBEHHbIEC OTJIMYMS KOMIIBIOTEPHBIX BUPYCOB OT CETEBBIX yepBeil. Onumere
OCHOBHBIE OCOOCHHOCTH TPOSIHCKUX MPOrPaMM.

68. OnummuTe 1Ba OCHOBHBIX MOAX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX IMPOrPAMM.

69. Kak BbINOJHIETCA CUTHATYPHBIN aHan3? KakoBbI €ro JOCTOMHCTBA U HEIOCTATKH?

70. Uto npencTtaBisitoT coO0M MPOAKTUBHBIE METOAbI OOHapykeHua? Jlaiite XapakTepUCTHKU
ABYX HanOoJiee NOIMyJISIPHBIX MOJIXO/I0B.

71. OnummTe NpUHLKI JEHCTBUSA, JOCTOMHCTBA U HEJOCTATKH 3BPUCTHYECKUX aHAIU3ATOPOB.
72. OnuiuuTe NPUHIMN JSHCTBUS, TOCTOMHCTBA M HEJOCTATKU MOBEACHUECKUX OJIOKHPATOPOB.
73. Ha30BHUTE 1 OMUILNTE JOMOJHUTEIBHBIE MOIYJIA AaHTUBUPYCHBIX CPEJICTB.

74. KakoBbl JOMOJHUTENbHBIE MEPbl M CPEICTBA 3allMThl OT BPEJOHOCHBIX MPOrpamw,
pacHIMPSIONINE BO3MOXXHOCTH aHTUBUPYCHBIX IPOrpaMm?

75. OnuimTe MEPBI U CPEACTBA 3ALIUTHI OT CIIaMa.

76. KakoBbl 0COOEHHOCTH pealii3alii MOACUCTEMBI 3aIUTHI KOPIMOPATUBHON HMH(OpMaALIUU OT
BPEJOHOCHBIX ITPOrpamMM U BUPYCOB?



®onHp o1eHOYHBIX CpeACTB o aucuuruinae «HpopManmonHas 6e30mMacHOCTY pa3paboTaH B
cootBeTcTBUM ¢ TpeboBanusamu OI'OC BO no Hanpapnenuto noarotopku 6akaizaspos 09.03.03
[Tpuxnagnas uapopMaTuka, ¢ yuetom npodeccruonaibibix crangaptoB 06.015 Cnenuanuct no
UHPOPMAITMOHHBIM CHCTEMaM

ABTOD
Houent kabeapsr MNYC N.P. Ucmarunos
(moamnuck, aara)

@DOHJT OLIEHOYHBIX CPEACTB OOCYXKJeH M 0100peH Ha 3acenanuu kadenpst MUYC ot «26»
okTsa0ps 2020 r., mpotokon Ne 24

3aB. xkadenpoit UYC 1O.B. TopkyHoBa

(moamuck, 1ata)

OnoOpen Ha 3acemanuu MeTogudeckoro coeta mHcetutyTa UIITD oT «26» oxTsabps 2020,
npoTokoJt Ne 2

3am. nqupekropa LT B.B. Kocynun

(moamuce, nata)

[Tpunst pemennem Yuenoro coera ULTO ot «26» oxTsi6ps 2020, mpoTokom No 2

CoryiacoBaHo:

3aB. kadenpoit UYC 1O.B. TopkyHoBa

(nmoamnuck, nata)
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