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1. Ienn, 3a/jauu ¥ NJIAHUPYeMbIe Pe3y/IbTaThl 00yUeHHUs 10
AUCLIUIINHE

IJeabto oCBOeHMST AUCLIUIUIVMHBI siBsieTCsl ()OpPMUpPOBaHWE y MarucTpOB
CUCTeMHBbIX 3HaHWM U TPaKTUUeCKWX HABBIKOB, WM KOMIETeHLUA B 06sacTu
TIPOEKTUPOBAHUS, TPOrPaMMUPOBaHUS, KOH(MUIYpUPOBaHUSI U WHTerpaLyu
NporpaMMupyeMbixX joruueckux KoHtposuiepoB (ITJIK) Kak  K/rO4eBbIX
9/IEeMEHTOB COBPEMEeHHbIX U IepCIeKTUBHBbIX aBTOMAaTU3UPOBAaHHBLIX CUCTEM
yrnpaB/eHus TexHoaoruueckumu rporeccamu (ACY TTI) B asieKTposHepreTyke

3aoauamu AUCLIUTIIMHBI SIBJISTFOTCSI:
1. YriyOneHHbIN aHa/M3 U CpaBHUTE/IbHAsI OIleHKa COBPEMEHHBIX arrapaTHBIX
mnarpopm ITJIK, ux mepudepun U CeTeBbIX TEXHOJIOTUM [Jisi  BbiOOpa
ONTHUMAJIbHBIX PELLeHWH 0/ 3a/lJa4 SHEePreTHUKH.
2. OcBoeHve MeTOAMK W MHCTPYMEHTOB IMPOMBIIJIEHHOTO MPOrpaMMUPOBAaHUS

(apxuTeKTypHBbIe MaTTEePHBI, pedaKTOpUHT, KOHTPOJTb BepCui,
aBTOMaTU3MPOBAHHOE TECTUPOBAHUE).
3. Pa3paboTka HaBbIKOB MPOEKTUPOBaHUs OTKa30yCTONUUBBIX,

MacmTabupyeMbix M Oe3oracHeix (B T.4. Kubepbe3ormacHOCTh) TPOTpaMMHO-
anrapaTHbIX KOMIIIEKCOB.

4. N3yuenne npuHuunos uHterpauuu [1JIK-cucrem B cocraB ACY TII, SCADA-
CHCTEM U CUCTEM CBSI31 TIPOMBIIIUIEHHBIX CeTeH.

KomreTeHLIMY ¥ MHAUKATOPBI, JOpMUPYeMbIe Y 00yUarOIIUXCS:

KO,Z[ N HAMMEHOBdHKE KOMIIETEHIINH KO'E[ N HaMMEHOBdHWE MHAWKATOPd

[TK-1 CriocobeH oCyIIeCTB/ISTh [TK-1.2 Ocy1ectBasieT pa3paboTKy,
SKCILTyaTaluio, pa3BUTHe U U(PPOBYKO  [MPOrpaMMUPOBAHUE U KCILTyaTaljMOHHOE
TpaHC(OopMaLMIO CUCTeM aBTOMAaTH3alMu (00CTy>KMBaHWe CUCTeM YIipaB/ieHus Ha Oa3e

1 yrpaB/ieHUs TeXHOJI0TMYeCKUMHU MpOrpaMMHPYeMbIX JIOTUUeCKUX KOHTPOJIJIEpPOB
nporieccamu (ACY TII) sHeproo6beKTOB

2. MecTo juciMn/iMHbl B cTpykrype OI1
[IpeamecTByroLMe AUCLUTIIMHBI (MOY/IH), TIPAKTUKHY,
HUWP, ap.

LudpoBble crcTeMbl aBTOMaTH3aL[U U YIIPaB/Ie€HUs

[Tocnenyroinye TUCLUIUIVHBI (MOAY/W), npakTuku, HAP,
Ap-

PoboTH3aLun B SHepreTrke

[TpousBoziCTBeHHAsI MpaKTUKa (MPOeKTHasi)

ITpou3sBoACTBeHHas MPAKTHKA (TIpeASUIIIIOMHas)

[ToATOTOBKA K MPOLieAype 3allUThI U 3allMTa BBITYCKHOW KBaTM(UKALIMOHHONW paboThI

3. CTpyKTypa u cojiep>KaHue JUCLUIIIMHbI
3.1. CTpyKTypa AUCIMIIIMHBI
st ouHoM (popmMbI 00yUeHUS



Buz yueGHOM pabOTHI Bcero | Bcero CemecTtp(b1)
3E 4acoB 1 2
OBILIASI TPY JOEMKOCTb JVCLIMIIIVHbI 9 324 | 108 216
KOHTAKTHASI PABOTA* _ 117 | 32 35
AYJUTOPHAS PABOTA ) 7 24 48
Jlekuuu 0,7 24 8 16
[IpakTrueckue (CeMHUHApPCKUE) 3aHSATHUS 0,4 16 - 16
JlTabopatopHbie paboThI 0,9 32 16 16
CAMOCTOSITEJIbHASI PABOTA OBYUYAOIIIEIOCS 7 5o | 84 168
[TpopaboTka yue6HOT0 MaTepuana 5 180 84 96
KypcoBoli mpoekT - - - -
Kypcogasi pabota 1 36 - 36
[ToAaroToBKa K IpOME>XXYTOYHOU aTTeCTal|uu 1 36 36
[IpomexyTOUHas aTTeCcTaLus: 3 )
KP
3.2. Coaepxanue [MCIMIUIMHBI, CTPYKTypUPOBaHHOe II0
pasjenam U BHU/IaM 3aHATHUI
Paspenbl Pacnipenenenue ®DopMbI U Nupekcer
JVCLUATUTHBI - TPYZA0EMKOCTH BU/ VH/IUKATOPOB
§ 10 BU/IaM y4ebHol paboThl | kouTpons | (opMHpyeMbIX
g . . KOMIIeTeHLIUM
= t=) o]
5 |5 |2 |F 2
3 : :
g g |E 3
Pazpen 1 36 | 4 4 28 TK1 1K 1.2.3
CoBpemMeHHbIe
armapaTHble T1aTGOPMBI
[TJIK u BbIOOp
ApPXUTEKTYDBI J1/151
HHEProoObEKTOB
Pazgen 2 36 2 6 28 TK2 11K-1.2.3,
SI3BIKM Y METOZI0/IOTUH TK-1.2.¥
TIPOrpaMMHPOBAHMsI
Pazgen 3 36 2 6 28 TK3 IIK-1.2.Y,
ITpoexTripoBaHue IIK-1.2.B
HAJIeXKHBIX U
Oe30macHbIX CUCTEM
aBTOMAaTH3aLUH
3auet oM 1 IIK-1.2.3,
IIK-1.2.yY
Nroro 3a 1 cemectp 108 | 8 16 84
Paspnen 4 44 | 4 4 4 32 TK4 I11K-1.2.3,
VHTerpaiioHHbIe IK-1.2.¥
TEXHOJIOTHHU U
TPOMBIIJIEHHBIE CETH
Paznen 5 50 6 6 6 32 TK5 IK-1.2.y




OKCITyaTalMOHHOE
obcnyKuBaHUe U
yTpaB/IeHUe )KU3HEHHBIM

koM ACY TTI
Paznen 6 50 6 6 6 32 TK6 IK-1.2.V,
[IpoekTupoBaHue [1K-1.2.B

KOMITJIEKCHBIX CHCTEM
yTIpaBJIeHUs /1St
LIM(POBLIX MOACTaHIUN

IIK-1.2.Y,
Kypcosas pabota (KP) 36 36 OMkp ey,
DK3aMeH 36 36 oM 2 IK-1.2.3,
IIK-1.2.Y,
IIK-1.2.B
Hroro 3a 2 cemectp 216 16 16 16 168
nToro 324 24 32 16 252

3.3. CojgepxaHue JUCLUNIMHBI

Pazpgen 1. CospemeHHble annapamuble niamgopmbl ITJIK u ebibop
apxumekmypbl 0/151 3Hep20006BeKMos.

Pa3gen mnocBsllleH UW3y4YeHWIO COBPEMEHHBIX I[IOAXO0J0B K ITOCTPOEHUIO
CHCTEM aBTOMATH3allMM Ha 0a3e IMpOrpaMMHPYEMBIX JIOTMUeCKHUX KOHTPOJITIEPOB
(TUIK) pst 06beKTOB HEpPreTUKH.

Tema 1.1. OBomonusa apxutekTyp I1JIK: OT MOHOTMTHBIX K pacripezeieHHbIM
Y TIPOrPaMMHO-0TIpe/ie/isieMbIM KOHTPOJI/IEPaM.

PaccmaTtpriBaeTcsi  MCTODUYECKHMM  TyTh  PasBUTHSL  arapaTHOTO U
niporpammHoro obecrieuerust [1JIK: mepexof OT KeCTKMX MOHOJUTHBIX CTPYKTYP K
THOKUM.

Tema 1.2. Kpurepuu Boeibopa IIVIK gnsg  3amau  SHEpPreTUKH:
TIPOM3BOIUTeNBHOCTb, HagexxHocTs (MTBF, SIL), nepudepusi (aHanorosbie
MOZYJIA, CYETUUKH).

dokycupyeTcs Ha HWHKEHepHBIX acrekrax Togbopa 000pyzoBaHUs.
AHanmu3WpyrOTCS KIrOueBble KpuTepud Bbibopa I[IJIK j/1s SHepreTH4ecKoro
cekTopa: TpeOOBaHUSA K BBIUMC/TUTE/ILHOM MOIIJHOCTH, TIOKa3aTe/ld HaZIe)KHOCTU U
HOMeHK/IaTypa neprdepruiiHbIX MOy /el /st paboThl C aHA/IOTOBLIMU CUTHA/IaMU U
BBICOKOTOYHOI'O yYeTa.

Tema 1.3. CpaBHUTeNbHBIM aHaMU3 TIaThOPM BeAYIIUX IIPOU3BOAUTENeN
(Siemens, Schneider Electric, ABB, BBK) a5 sHepreTuku.

[TpoBogUTCST CpaBHUTE/bHBIM aHA/NW3 apXUTEKTypbl U (YHKLMOHA/IbHBIX
ocoberHocreti [TJ/IK Begymmx MUPOBBIX M OT€UECTBEHHBIX OPEeH/IOB C aKI[€HTOM Ha
VX NPUMEHUMOCTb B Pa3/IMYHbIX CErMEHTaxX SHEPreTHKH.

Tema 1.4. IIpoeKTUpOBaHWE CUCTEMHOM apXWUTEKTYpbl: LIeHTPa/JvM30BaHHasl,
JerleHTpa/ii30BaHHast, TUOpHUIHAS.

MN3yuaroTcsi MeTOAOJIOTUM TMPOEKTUPOBAHUSI CUCTEMHOW apXUTEKTYPBI.
PaccmatpuBarorcs JIOCTOMHCTBau HeJl0CTaTKU LIEHTPa/IN30BaHHbIX,
JeleHTPaTM30BaHHbIX THUOKUX CXeM, a TakXke TPUHIUITBI WX peanu3aliud s
obecrieueHust 0TKa30yCTOMUMBOCTU U MacCIITabUPyeMOCTU SHEProoOHeKTOB

Pa3zgen 2. [IpodsuHymble S3bIKU U Memo00a02UuU NPO2PAMMUPOBAHUSI.




Pa3zen mTOCBAIleH COBpeMeHHBIM MeTO/laM pa3paboTKH TMPOrpaMMHOTO
obecrieueHUsT MPOMBIIIJIEHHBIX KOHTPOJIEPOB, BBIXOJAIIMM 3a pPaMKH 06a30BOTO
MPOrpaMMUPOBaHUSI.

Tema 2.1. OOBeKTHO-OpUEHTHMpPOBaHHOe TrporpammupoBanue (OOIT) B
CODESYS u TIA Portal.

PaccmatpuBaeTcsl TIpUMeHEHHWe TiapaZirMbl 00BEKTHO-OPHEHTHPOBAHHOTO
nporpammupoBanusi  (OOIT) B Beayiux cpefgax pa3pabotku. M3ydaroTcs
MeXaHH3Mbl MHKAICYJISLUU, HacleloBaHUsI U MOJMMOpGHr3Ma MPUMEHUTE/BHO K
sI3bIKaM [1J151 TIOBBILLIEHUSI MOYIbHOCTH U Mepe UCI0JIb3yeMOCTH KOo/ia.

Tema 2.2. Crangapt MOK 61499: konuernusi Function Blocks pgns
pacrpe/ie/ieHHbIX CUCTEM.

3HaKOMCTBO C TepCreKTUBHbIM cTaHaapTom MOK 61499,

OpueHTUpDOBaHHBIM  Ha  pacrpefiejieHde  CUCTeMbl  yIpaBJieHUSI.
AHam3upyeTcs KOHLeMIUs (yHKI[MOHATBHBIX OJIOKOB, yTpaB/seMbIX TTOTOKOM
COOBITHH, ¥ MX TIPEUMYIIeCTBa Tepe] KaacchuueckumH Lukaudeckumu TTJIK ripu
TOCTPOEHUU CUCTEM.

Tema 2.3. MHcTpyMeHThl KOHTpOJisi Bepcuid (Git) u mpaktuku CI/CD B
pa3zpaborke 1O gt ACY TII.

OcBerjatoTCsi  BOTIPOCHI  TIPO(eCCMOHANBHOM Ppa3pabOTKM W KOMAaH/IHOTO
B3aMMO/ieMcTBUsI. PaccMaTpuBaeTcsi BHeJ[peHHMEe CHUCTEM KOHTPOJII BepCUil B
riporjecce co3nanus 110 gas ACY TII, a Takke afanTtauusi NPakKTUK HEMIPEPbIBHOM
VHTEerpalyyMyd W [JOCTaBKU JJii aBTOMAaTU3alliM TeCTUPOBAaHWS M pa3BepThIBaHUs
TIPOEKTOB.

Tema 2.4. Pedaktopunr u ontumusauus legacy-kopa. IlaTtTepHsl
ripoektupoBanud ayig ACY TIIL

[MocBsittieHa paboTe c yHac1ejOBaHHBIM KOJIOM: MeTOZlaM ero peakTOpPUHTa,
ONTUMH3AI[MM U TIOBBIIIEHUs Ha/le)KHOCTH 0e3 OCTaHOBKM TPOW3BO/ICTBA.
OTaenbHOE BHUMAaHWE YAessieTCsl TIPUMEHEHUIO TIaTTePHOB MPOEKTUPOBaHUS,
JIOKa3aBIIMX CBOIO 3(D(PeKTUBHOCTH B 33/lauax NPOMBIIIIEHHOW aBTOMaTU3aLUH.

Pa3pen 3. [IpoekmuposaHue HadeX*CHbIX U 6e30NACHbIX CUCTEM.

Pazpen nocesiiaeTcsi KpUTUUECKH BaXKHBIM aclleKTaM CO3/jaHusl Ha/leXKHbIX U
3all[UITIeHHBIX CUCTEM aBTOMaTH3alliu, paboTaroIuX peasbHbIX YIPO3 U OTKA30B.

Tema 3.1. dynkimoHanbHas 6e3omacHocTh (Functional Safety): craHgapThbl
MO3K 61508/61511, Safety PLC.

PaccmatpuBatorcs TIPUHLUTIBI obecrieueHust (byHKLMOHA/IBHOM
6e3omacHocTH Ha ocHOBe craHzapToB MOK 61508 u 61511. WM3yuaetcs
apxuteKkTypa U ocobeHHoctn Safety PLC — 0TKa30yCTOMUMBBLIX KOHTPOJIJIEPOB,

npeJHa3HauYeHHbIX [JJIs  yIIpaBJeHUs CUCTeMaMU aBapyuMHOM  3alUThl U
MPOTUBOABAapUMHON aBTOMAaTHKH.

Tema 3.2. Kubep6esomacHocts ACY TII (IEC 62443): threat modeling,
CerMeHTalLys CeTH, 3aluTa epuMeTpa.

dokycupyeTcs Ha Bompocax Kubep6e30macHOCTH MPOMBIILITIEHHBIX CUCTEM B
KoHTeKcTe ctaHgapra [EC 62443. AHamvi3upyroTcs MeTO[0/I0TMHA MOJe/IUPOBaHus
yrpo3 (threat modeling), mpWHIUIBI cermMeHTalMd TPOMBIILIEHHbIX CeTeld U
TIOCTPOEHUSsI 3aLLMILeHHOT 0 repuMeTpa IJ1s1 rpei0TBPALLleHUsT



HeCaHKLIMOHMPOBaHHOrO Aocryna K ACY TII.

Tema 3.3. MeTroasl  OTKa30yCcTOMYMBOrO  npoektupoBaHust  (N-
pe3epBupoBaHue, hot standby).

[MocesitieHa MH)KeHepHBIM MeTozilaM obecrieueHusi OecriepeOoiiHON PabOThI
OTBETCTBEHHBIX OOBEKTOB. PaccMaTpyBarOTCsS apXWTEKTypHble perreHusi ¢ N-
KpaTHbIM pe3epBUPOBaHUEM, pexxuMbl hot standby 1 MexaHM3Mbl aBTOMaTUUeCKOTO
TepeK/ItoueHUsi Ha pe3epB Oe3 MOTepy yIipaB/ieHusl.

Tema 3.4. Bepudukariiys 1 Baiyjalysi: aBTOMaTU3MPOBaHHOE TeCTHPOBaHUe,
cumysiuus, HIL-TecTsl.

OxBaTbIBaeT COBPEMEHHbIe MOAXOAbl K KOHTPO/IKO KayeCTBa MPOrpPaMMHOrO
obecrieuenusi. M3yyaroTcs Tipoiiecchl BepUPUKALMM W BaluJaluu, BK/IOYast
aBTOMAaTHU3UPOBAaHHOE TeCTUPOBaHUE MPHUK/IAAHBIX POrPaMM, METOAbI CUMYJISILIUN
TeXHOJIOTUUEeCKHX TPOLIeCCOB M arapaTHO-TporpaMMHoe TectupoBaHue (HIL —
Hardware-in-the-Loop) a1 MakcMMa/ibHO [OCTOBEPHOW TIPOBEPKH pPaboThI
KOHTPOJIJIEPOB.

Paspen 4. lHmezpayuoHHble MexXHO/A02UU U NPOMbIULIEHHbLE Cemu.

Pa3pnen nocesiieH BonpocaM UHTerpalyyd CUCTeM aBTOMaTH3alluu B eJUHOe
VMH(OpMalOHHOE TTPOCTPAHCTBO MPeNPUSATUS, OT (PU3UUECKOr0 YPOBHS Mepeiaun
JAHHBIX /10 B3aUMO/IeNCTBYS C 00/IaUHBIMU CEpBUCAMU U OM3HeC-TIPUIOYKEHUSIMH.

Tema 4.1. IlpombiiieHHbie cetu: Profinet, EtherNet/IP, Modbus TCP. Time-
Sensitive Networking (TSN).

PaccmaTpuBaroTCs COBpeMeHHbIe TIPOMBILLIIEHHbIe ceTH CBs3u. [IpoBoauTcs
CpaBHHUTe/IbHBIN aHanmu3 npoTokosioB Profinet, EtherNet/IP u Modbus TCP. Ocoboe
BHUMaHHe yJenseTcsi TexHonorud  Time-Sensitive  Networking (TSN),
obecrieunBaroIled JeTepMUHU3M Tepe/ilaul JaHHBbIX B KOHBEPreHTHBIX CeTSX /s
3a/lau peaslbHOrO0 BPEMEHH.

Tema 4.2. OPC UA Kkak OCHOBa CeMaHTMYeCKOW interoperability.
WHpopmaloHHOe MOJjeTMpOBaHue.

PackpbiBaeT KOHIIEMIWI0 CEMaHTHUYeCKOW WHTeporepabe/lbHOCTH Ha OCHOBE
crangapta OPC UA. N3yuaroTcsi MexaHU3Mbl MH(POPMALIMOHHOTO MOZeTMPOBaHUS
(uHdopmaroHHele  Mozend, Companion  Specifications), rmo3BomsHOIHE
yHubUIMpoBaTh 00MeH MAaHHBIMA MEXAy Ppa3HOPOAHBIMU YCTPOMCTBAMH U
CUCTeMaMU Ha YPOBHE CMBICJIOBOI'O KOHTEKCTa.

Tema 4.3. TIlatrepunl wuHrerpauuu IIJIK ¢ MES/ERP, ob6maudbiMu
nnargopmamu (I11oT).

DOoKycupyeTCsd Ha BePTHUKAaJIbHOW WHTerpaluu. AHa/IW3UPYIOTCS MaTTepPHBI
B3aumogencteust IIJIK ¢ cuctemamu ynpaBieHus TmpousBogctBoM (MES),
TiaHupoBaHusi pecypco mipearnpustus (ERP) v mpombliiyieHHBIMA 00/IauHBIMU
nnarpopmamu  (IIoT) pansg  opranmsanuu  cbopa [JaHHBIX, AHAJIATUKA U
TIPeJUKTUBHOTO 00C/TyKUBaHHSI.

Tema 4.4. Vicnosb30BaHHWe NPOMBILLIEHHBIX LUTH030B M middleware psist
CBSI3W PA3HOPO/IHBIX CUCTEM.

[TocBsilleHa MpPaKTUYECKWM acreKTaM COTPSDKeHHsI YCTapeBIIMX U HOBBIX
cucteM. PaccmaTpuBaeTcsi  WCIIONb30BaHWE  TIPOMBILLIEHHBIX — IIUIFO30B U
TIPOME)KYTOUHOT0 TporpaMMHOro obecrieueHusi (middleware) a1 KoHBepTal[uu



IIPOTOKOJIOB, 0becrieueHust Kubepbe30macHOCTH M OpraHMU3al[ii Ha/le)KHOTO KaHasia
CBS3U MeXy pasHOpoAHbIMU cermeHTamu ACY TII.

Pa3gen 5. DkcnayamayuoHHoe obOcayxcueaHue u ynpaeneHue HCU3HeHHbIM
yuxkiom ACY TI1.

Pa3gen mocesimieH BompocaM 3()(eKTUBHOTO yNpaB/ieHUs >KA3HEHHBIM
koM ACY TII — oT KOHTpOJIsi U3MeHeHUI Ha 3Tarie pa3paboTKy [J0 CTpaTerui
TEXHUYEeCKOro OOC/Iy)XWBaHWS M MOJepHU3al[MM Ha STare [POMbIILIeHHON
9KCILTyaTaLjuu.

Tema 5.1. YripaBneHve KoH(pUrypaiyei, BepCcrussMu U U3MeHeHUSIMU.

PaccmatpuBatoTCs MpoLiecchl yripaBieHus: KoHGuUrypaiyeid 000pyjoBaHus U
TIporpamMMHOro obecrieueHus. MI3yuaroTcsi MeTO/[bl KOHTPOJIST BEPCU MPUK/IAJHOTO
[1O, poOKyMeHTaUMXM W W3MEHEeHWW B paclpefe/ieHHbIX CHUCTeMaX, a TakKKe
TIpOLielypbl  yrpaBieHUss KOHGUTypalusMy [ obecriedeHUst I€JIOCTHOCTU U
BOCITPOU3BOVIMOCTH IIPOEKTa.

Tema 5.2. /luarHOCTMKA M aHaiu3 JOroB. IIpeIUKTUBHAsi aHAIWUTUKA [Jist
TeXHUUECKOT0 00C/Ty>KUBaHMUSI.

@oKycupyeTCss Ha UHCTPYMeHTaX MOHUTOPUWHIa COCTOSIHUSI CUCTEM.
AHanu3upyroTcss MeToAbl cOOpa M aHa/iv3a [AWarHOCTUYeCKOM WH(pOpMalu U
CUCTEMHBIX JIOTOB, a TaKXe MOAXOZbl K peajv3alyy MpeJUKTHBHOM aHaIUTHUKH,
TI03BOJISIFOITIEN  TPOTHO3MPOBATh OTKas3bl 000py/0BaHWS U ONTHMH3UPOBATh
rpadyKy TeXHUUeCKOro 00CTyKUBaHUS.

Tema 5.3. [InanvpoBaHve MOZepHU3ALMKA U MUTPALIMU CUCTeM. YTIpaB/eHue
TeXHUUYeCKUM [I0JITOM.

[TocBsjeHa  cTpaTerMyecKkOMy — [UIAHMPOBAHUKD  Pas3sBUTUSL  CUCTEM.
PaccmatpuBaroTcsi KpuUTepuM OLIEHKM yCTapeBaHUSI KOMIIOHEHTOB, MeTOZbI
IJIAHUPOBAHUSl TI03TallHOM MHWIpallMd M MOJEPHH3alUM, a TakKe KOHLeILUs
yIpaB/IeHHsT TeXHUUECKUM JI0JITOM [Jii MAHUMH3Al[id PUCKOB NMPH OOHOB/IEHWUH
yHac/1eJ0BaHHbIX CUCTEM.

Tema 5.4. PerysiameHThI TI/1aHOBO-TIpeAynipesuTenbHOro pemoHta (III1P).
Nurerpanus ¢ cuctremamu CMMS/EAM.

PackpbiBaeT oOpraHusallMOHHbIe —acCIleKTbl 3KCIulyatauuu. V3yuaroTcs
COBPEMEHHbIE perjaMeHTbl IJIaHOBO-TIpeAynpeauTenbHbiXx peMOHTOB  (I1I1P)
TIPUMEHUTE/ILHO K Cpe[iCTBaM aBTOMAaTH3aLUu U noaxoabl K uHTerpauuu ACY TII
C CHUCTeMaMU yIpaB/eHWs TeXHUYeCKUM OOCTy)KMBaHMEM U peMOHTaMHu
(CMMS/EAM) panst aBTOMaTU3al|K MIPOL[eCCOB 00CTyKUBaHUS U yueTa.

Pasgen 6. I[IpoekmupoeaHue KOMNAEKCHbIX CUCmMeM ynpagaeHusi O/
yugpposbix nodcmaHyuli.

Pa3zies1 HOCUT TIPUK/IaJHON U IMTPOTHOCTUUECKUH XapaKTep, 00benHsIs
aHa/In3 peasbHbIX MPOEKTOB C paCCMOTPEHHEM IepPCIeKTUBHBIX HarlpaBIeHUN
Pa3BUTHS IIPOMBIILJIEHHOW aBTOMAaTH3aLu B SHEePreTHKe.

Tema 6.1. AHanu3 peanbHbIX KelicoB BHeipeHUs [1JIK Ha sHeprooObekTax
(moacranuus, I'DC, TIOLD).

[TpoBoauTCst pa300p peanbHBIX KeCOB BHEIPEHUSI POrPaMMHPYeMbIX
JIOTUUeCKHUX KOHTPOJI/IEPOB Ha 00beKTax reHepal[iy U pacripesesieHus
3/1IeKTPO3HEPTUU. AHA/TM3UPYIOTCS apXUTEKTYPHbIe pellieHUs], 0COOeHHOCTH



MpOrpaMMHpOBaHus U 3KcrTyaTauuu [1JIK B yc/10BUSIX TOACTaHLIUM, TUIPO- U
TET/I03/IEKTPOCTAHILIWM C BbiZIe/IEHHEM YCTIeIIHbIX MPAaKTHUK U TUTTOBBIX TIPO6/ieMm.

Tema 6.2. ITpoekTupoBanue ACY TII 1iudpoBoii moaAcTaHIUM C
vcrionb3oBaHuem MOK 61850 u I1JIK.

DOKyCHUpYeTCs Ha TTPOEKTUPOBAHNUK aBTOMAaTU3UPOBAHHBIX CUCTEM
ynpaBjieHusi TexHosioruueckumu rnporeccamu (ACY TTI) anast uudpoBbix
nozcraHuyi. PaccmaTtpuBaroTcest mpuHLMNbI MHTerpauuu [1JIK ¢ mpoToKoabHBIM
crekom MOK 61850, Bkitouast paboty ¢ GOOSE-coobiierusimu, MMS u
CéMaHTUYeCKYH) COBMECTUMOCTb YCTPOWCTB 3all{UThl U aBTOMATHKU.

Tema 6.3. Pa3paboTKa KOHIIENIMM CUCTEMBI YITPaBIeHUSI MUKPOTPHIOM Ha
pacripegeneHHbix [1JIK.

[MTocesiijeHa pa3paboTKe KOHIIETI[HMH YIIPaB/IeHUs] MUKPOTPHIaMy —
JIOKa/TIbHBIMY SHEPTrOCHUCTEMAaMHU C pacripe/ie/IeHHOU reHepalyied U HaKOTJIeHUeM
9Hepruu. M3yuaroTcsi MoAxo/Abl K KOOpAUHAIMKU paboThl pa3HOPOAHBIX NCTOUYHUKOB
Ha Oa3e pacripeseneHHbIX ITJIK 1 anroputmMel oOecrieueHuyst OasaHCca MOIITHOCTH B
OCTPOBHOM Y CE€TeBOM peXXKuMax.

Tema 6.4. TeHZieHL[MY Y TIePCIIEKTUBBL: [IPOrpaMMHO-o1ipeernseMsle ACY
TII, trdpoBbIe IBOWHUKH.

3aBepiiaeT pa3/ien 0630poM MepCrieKTUBHBIX HarpaB/IeHWH Pa3BUTUS
oTpac/v. PaccmaTprBarOTCs KOHLEMLMY porpaMMHo-oripesesieMbix ACY TTI
(Software-Defined Automation), o6ecrieurBarOIIMX TMOKOCTb 1
repeHacTpauBaeMOCThb CUCTEM, a TaKXKe TEXHOJIOTUU CO3JaHusl LU(POBbIX
nBoliHUKOB (Digital Twins) a/1s1 Mo/ieTMpoBaHusl, ONTUMH3ALUU U
TIPOTHO3MPOBAaHUSI TIOBe/[eHUsI SHePrO0OBEKTOB Ha MPOTSHKEHUH BCET0 YKU3HEHHOT O
LIMKJ1a.

3.4. TemaTHuyeCKuH MJjiaH NPaKTUYECKHX 3aHATHH

1. AHanM3 TeXHUUECKOTO 3a/laHus ¥ BbIOOP arrapaTHO-POrpaMMHOM
ninatgopmel [IJIK 1151 TMIIOBOTO 5HEPrOOOHEKTA.

2. IIpoekTrpoBaHKe NMPOrPaMMHOM apXUTEKTYPbI C UCIIO/Ib30BAHUEM
00BbeKTHO-opueHTHpoBaHHOTO 1oaxoa (OOIT) 8 CODESYS.

3. Pa3paboTKa ajfropuTMa yIipaB/ieHHs C UCII0/Ib30BaHHEM si3blka Sequential
Function Chart (SFC) gns cjioxxHOM TT0C/ie[joBaTe/IbHOCTU OTlepaLivid.

4. PedpakTopuHr u ontumm3sanus legacy-koza nporpammel [TJIK.

5. AyauT kubep6e30racHOCTU KOHPUTrypaLyy npoMbliiiieHHou cety u [TJIK.

6. Pa3paboTKa TeXHMKO-3KOHOMHUYecKoro obocHoBanus (TO0)
MoO/IepHU3aLUK CUcTeMbl Ha Oa3e TIJIK.

7. MojilenpoBaHye U aHa/li3 0TKa30yCTOMUYMBOCTH CUCTeMbI Ha Oase
pe3epBupoBaHHbIX [TJIK.

8. [TogroroBKa NpOeKTHOU JJOKYMEHTAaLUU U perjiaMeHTOB
9KCTUTyaTallMOHHOTO 00C/Ty>KUBAHUSI.

3.5. TemaTuuecKui niaH J1adOpaTOPHBIX padoT
1. CpaBHUTe/IbHOE TecTUpOBaHUe U KoHpUrypupoBaHue [1JIK pa3Hbix
BEH/IOPOB.



2. Pa3zpaboTka 00beKTHO-OPUEHTHUPOBAaHHOW OMOMMOTEKN (DYHKIIMOHATbHBIX
0JIOKOB /151 CCTEeMBI TeJIeMeXaHUKH.

3. PedakTOpUHT ¥ ONTUMM3aL|s POrPaMMBbI YIIPaB/IeHUs pe3epBHbIM
MTUTaHUEM.

4. Hactpoiika OPC UA-cepBepa u Kubep3aliyThl Ha KOHTPOJUIEPE.

5. Co3faHue U WCIOTHEHWe aBTOMaTHU3UPOBAaHHBIX TECTOB [ IPOTPaMMBI
IVIK B cpefe cUMyJIALIUNA.

6. nrterpauus gannHbix [1JIK uepes MQTT B umutarop IloT-ninargopmel.

7. AHanu3 >)XKypHasioB COOBITUI 1 AMarHOCTUKA HEUCIIPABHOCTH B
CMO/|e/TMPOBAaHHOU CUCTEME.

8. [IpoekTHpOBaHKe apXUTEKTYPbl OTKA30YCTOMYMBOM CUCTEMBI YTIPaBJIeHUSs
Ha 06a3e pacripesenenHbix TTJIK.

3.6. KypcoBoii mpoeKT /KypcoBas padoTa

«[TpoeKT MoJepHU3aLMK CUCTEMbI TTPOTMBOABAPUMHOM aBTOMaTUKH
TOZICTAHI[MHU C MUTpaLuel Ha HOBYIO TinaTdhopmy TTJIK».

«Pa3paboTKa apXUTeKTypbI U TIPOTOTUIIA CUCTEMBI YTIpaB/IeHUs
MHUKPOTPHAOM Ha 0a3e pacripezeneHHbIX TTJIK (MOK 61499)».

«Co3panue 1M(dpOBOro JBOMHUKA TeXHOJOTMYECKOT0 Mpoljecca
sHeprob/oka /s otaaaku I10 TTJIK».

«[TpoekT unterpaiuu fanHeix ACY TII yudpooii noacranimu (ITJIK +
MD3K 61850) B KOpIOpPaTUBHYIO aHAIUTUUECKYIO TIIaTHOPMY».

OrjeHMBaHMe pe3y/lIbTaTOB O0yueHHs] TI0 AUCLIUIUIMHE OCYIeCTBSeTCS
B paMKaxX TeKyIllero KOHTPOJISI U TMPOMEXYTOUHOW aTTecTaljuu, MPOBOAUMBIX
o GannpHO-perTrHroBoM crucrteme (BPC).

I1Tkasa OI|eHKH pPe3y/IbTaTOB 00yUeHus 110 ANCIUIIIAHE:

YpoBeHb ChOPMHUPOBAHHOCTH
WH/IMKaTOpa KOMIEeTeHLUH
o o Hwuxe o
Beicokuit Cpepnuu Huskui
3ariaHu- CpeAHEro
Koz Kon POBAaHHBIE |57 85 10 100 |oT 70 mo 84 | oT 55 10 69 |oT 0 10 54
KOMIle- | WHAWKaTopa pe3y/bTaT
TEeHLMM | KOMIIEeTeHIUH bl Ilkana oLjeHMBaHKs
00yueHust yI0BET- Hey/10B-
1o OT/INYHO XOPOILIO JIeTBOPH-
BOPHTE/IbHO
JUCLIATLTA TeJIbHO
He 3aUTEeHO He 3auTeHO
I1K-1 T1K-1.2 3HATh:
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SKCTUTyaTaljioHH

3HaHUS HOCAT
CHCTeMHBIH,
ny6oKuii 1
PUKJIaZHON
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e€MOHCTPUPYET
cBOGOIHOE
1ajieHe BCer
€PMUHOJIOTHEH,
OHHMaHue
PUUMHHO-
C/1e/ICTBEHHBIX
CBsI3€M MEXIY
ApPXUTEKTYDOH,
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eM 1
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TeH/IeHIIH
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Buaut
ITUCLIUTTMHY KaK
e IMHbIN KOMITTIEKC
\T7IST peTeHust
[KOMTTJIEKCHBIX
MH>KeHEePHBIX
3azau.

3HAHWS OJIHBIE
11 IPOYHBIE B
00Bneme
MPOrpaMMBL.
CTyzeHT
yBEPEHHO
00BsACHSAET
K/TFOUeBbIe
[IPUHL[HIIBI,
APXUTEKTYPHI U
MPOL{ECCHI.
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UTOTHKY
rpeaMeTa, HO
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CpaBHEHUEe — He
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BCECTOPOHHUM.
MoryTt
OTCYTCTBOBATh
\meTamm o
HOBEUIIINM
pa3paboTkam
MK C/IOXKHBIM
MHTErpariiOHHbI
M acrieKTaM.
Bnaneer
3HAHUSMHU,
1OCTaTOUHBIMU
7SI PeTIeHust
CTaHZIAPTHBIX
3ajau.

3HaHUSA
(bparMeHTapHBI,
HeZIOCTaTOYHO
ryOOKY WK
MMEIOT MPOOeJIb
B K/TFOUEBBIX
paszenax.
OcBoeHa B
OCHOBHOM
o0111as,
orMcaTenbHas
MHbOpMaLUsL.
Bocnpoussoaut
orIpe/ieneHust 1
OT/e/IbHbIe
(hakThl, HO
MCITBITBIBAET
TPY/AHOCTH C
yCTaHOBJIEHHEM
CBsizel Mexxay
HUMH.
[Tonumanue
MOBEPXHOCTHOE,
AHA/TUTHYECKHe
criocobHoCTH
c1a60 pa3BUTHI.

3HaHUs
OTPBIBOYHBI,
coziepKaT
rpyOble OmMOKH
i
OTCYTCTBYIOT 110
BHAUUTE/TEHOMN
gacTu
rporpammel. He
[VCBOEHBI
6a3oBbIe
MOHATHUS U
repMmuHbl. He
[MOHUMAeT CyTH
M3y4YaeMbIX
[TPOL{eCCOB U
cucteM. He
IMOXKET
0OBSICHUTD J1aXKe
OCHOBHbBIE
[TPUHLUIIBL.

yMeTb:
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YMeeT NpoBOAUTh
[BCECTOPOHHUH
CpPaBHUTE/IbHbBII
laHa/T13, BBISIBJISIS
HeoueBH/HbIE
rperMyIIiecTBa U
[DUCKU.
CaMOCTOsITe/IbHO
[pa3pabaTkIBaeT
ONTUMasbHEIe,
MacIiuTabupyemble
151
MOKyMeHTUPOBaHH
lble apXUTEKTYpHbIe
[pereHysl.
[TBOpUecku
rnpumMenset OOIT u
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lBepcuii, BHOCS
BK/IaZ B
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KOMaH/[IbI.
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MHHOBAITMOHHBIE
CLileHapuu
MpUMeHeHUst
[TeXHOJIOT . pellieH
M.

'YMeer
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1 BEIOOD
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a/IropuTM™y.
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MPOEKTUPOBAHMUSI
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hddekTrBHO MO,
[YMepeHHBIM
[PYKOBO/ICTBOM.

YMeeT
[MPOBOAUTH

omucaTe/IbHbIN
AHAa/IN3.
[IpoekTrpyeT
VTIPOIIIeHHBIE,
(bparmeHTapHbIE
ApXUTEKTYPBI,
YacTo cesys
bKeCTKOMY
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TPYJHOCTH C
[pUMeHeHHueM
OOIT-
[TPUHI[MITOB Ha
[paKTHKe.
Pabora c Git
CBOJMTCS K
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orepar|siM o/
oI pOOHBIM
PYKOBOZICTBOM.
CamocTosiTeslbHa
s1 pa3paboTKa
3aTpy/HeHa.

e ymeer
POBECTH

[10BEPXHOCTHBIM, (0CMBIC/IEHHbIHN

AHaNMN3 Win
cenath
060CHOBaHHBIH
bIOOD.
pejijiaraembie
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Bazau. He
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b OCMBIC/IEHHBIH
MOAXOA K
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0.

Bnagets:




METO/JaMH Bnageer Bnaneer Bnaneer IHe Bnageet
HCTPYMEHTaMH  |OCHOBHBIM MHCTPyMEHTaMH [MHCTPYMeHTaMU
TIPOEKTUPOBAHHSA cBoGOHO 1 HabopoM HeyBepeHHO, [pa3paboTKu u
1 paCyeTa CXE€M (reopueckuy, MHCTPYMEHTOB  [TOJIBKO TIOJ cumysaud. He
MHTErparyuu CIOMB3Ys UX ISl [yBEPEHHO, U1l  [DYKOBOZCTBOM  [MOXKET
PTC ¢ eLIeHUs] pereHust MM TI0 CTPOTOMY|[[IPOBECTH
€CTaHJAPTHBIX  [TMIOBBIX 33/jau. |1Iab/IoHY. pedakTOpHHT,
CrICTeMaMH 3az1au. Brironsser BocrponsBogUT [HaCTPOUTH
yTIpaB/IeHHUsT e€MOHCTpUpYeT  |6a30BbIi rpocTefiiie (0e30macHOCTh
9HepFOO6LEKTaM HPTYO3Hble pedakTOPUHT U [TpHEMbI MJIN BBITTOJTHUTD
aBbIKU ONTUMU3ALMI0  [pe)aKTOPUHTa. [MHTerparuio.
H. edaxTopuHra, M0 MeTO/{MKaM. |BbinosiHsieT He noHumaet
3HAYUTE/ILHO HacTpavBaeT  [p7ieMeHTapHble [TOTMKH PabOThI
OBBIILIAsl KAYeCTBO [KHOep3aIuTy 110 [HaCTPOHKH naxe
oJa. OTOBBIM 6€30MacCHOCTH.  [IPOCTEMIINX
CaMoCTOsITe/TbHO  [peKOMeHzaLusiM. [IHTerpaliioHHbI [cxeM. JItoObie
POEKTUDPYET U Peanusyer e pelleHUsT HOCSAT|OTBITKH
HeJpsieT cTaHfapTHble  |pparMeHTapHbIN [IPAaKTHYECKON
OMII/IEKCHBIE cLIeHap1n WM M3MMIIHe  [paboTsl
epbl MHTerpaLyu YIIPOILEHHBIH  [IPUBOJAT K
6ep3aLuThI. InaHHBIX. MOXKeT [xapakTep. HEBEPHBIM HJIH
Db dekTUBHO MCI0/Ib30BaTh  [[IpakTHUecku He [HepaboToCmoco
HTerpupyer T10 pnst criocobeH kK GHBIM
a3HOPO/HbIE MO/1e/TMDOBAHUSI [CAMOCTOSTENBHO [pe3y/bTaTaM.
CHCTEeMbI, CO3/1aBasi [0 MHCTPYKLUH, (MY He moxeT
a/ieXKHble 1 HO MO/1e/TMPOBaHUIO [Ha3BaTh WX
MaciiTabupyemble [MHTeprIpeTalys WM KOPPEKTHOH [00bsCHUTh
elLeHusI. CJTOKHBIX MHTepIpeTaLyy [0a3oBble
Criocoben [Pe3y/IbTaToB OTOBBIX MOZXO/bL.pe3y1
peBUETh U MO>KeT BBI3bIBATHMOZE/IeH. bTaTaM.
VBe/IMPOBaTh 3aTpy/JHEHHSI.
OTeHLIHa/bHbIe
OH(M/IUKTBI.
OL[EHO‘-IHBIE MaTepuad/ibl  OJId  T[IPpOBeeHHA TEeKYIEero KOHTPOJ/JIA U
HpOMEH(YTOQHOﬁ dTTeCTaluM IIpHUBe€JAEeHbI B HpI/IJIO)KEHI/II/I K pa60qef/i

TiporpamMme AUCLIATITUHBI.

TMonHbili KoMnaekKm 3a0aHull U mamepuanos, HeobxoouMbIX 0/
OYeHUBAaHUs pe3yAbmamoes obyueHus no OucCyunauHe, XpaHUmcs Ha kageope
paspabomuuxa.

4. YuebHO-MeTOJuUeCcKoe U HH()OPMAL[IOHHOEe 00ecreyeHHe
AMCIMILUTHHBI

4.1. YueOHO-MeTOJUYECKOEe 00ecreueHre
4.1.1. OcHoBHag uTeparypa

1. Bposuuenko B.B. IIporpammupoBaHue MHKPOIIPOL{€CCOPHBIX
KOHTpOJIJIEpOB : yuebHoe rocobue / B. B. BaoBuuenko. - CaHkT-IletepOypr :
Jlansb, 2026. - 213 c. - URL: https://e.lanbook.com/book/511864. - ISBN 978-5-
507-53856-0. - TeKCT : 371eKTPOHHBIM.

2. AnomnoHckuy, C. M. DnekTpuueckue anmaparbl YIpaBieHUS U
aBTOMAaTHKK : yueOHoe mocobue ans By3oB / C. M. AnosutoHckuii, FO. B.
Kyknes, B. f. ®ponoB. — 3-e u3g., crep. — Caskr-Iletepbypr : Jlanb, 2025.
— 256 c¢. — ISBN 978-5-507-53867-6. — TekcT : s/eKkTpoHHbIM // JlaHb :
3JIeKTPOHHO-0MO/TMOTeuHast cucTeMa. URL:
https://e.Janbook.com/book/503413.



https://e.lanbook.com/book/503413

3. CraBpoB C.I'. fI3biku 1 MeTopl nporpammupoBanus [1JIK : yuebHoe
nocobue / C. T'. CraBpoB, B. M. Ilymkos, O. B. biuHoB ; Hayu. pea. C. b.
IInetHukoB. - MWMBanoBo : MWUIDY, 2020. - 64 ¢ - URL:
https://elib.ispu.ru/node/8406. - TeKCT : 3/IeKTPOHHBIM.

4. TyroB B. B. IIpoektupoBaHve aBTOMaTU3UPOBAHHBLIX CUCTEM
yripaB/ieHus : yuebHoe riocobue / B. B. Tyros, A. 1. Ceprees, H. C. Illapos. - 4-
e w3gd., crep. - Cankr-Ilerepoypr : Jlawp, 2026. - 169 c. - URL:
https://e.lanbook.com/book/508785. - ISBN 978-5-507-51265-2. - Tekcrt :
3/IEKTPOHHBIU.

4.1.2. [lonosHUTEIbHASA JIATEPATypa

1. EBctudee A. B. Mukpokonrtposiepel AVR cemelictBa Mega :
PYKOBOJCTBO nosnb3oBatensi / A. B. EBctudees. - Mocksa : [Joaska - XXI, 2007.
- 592 c. - TekcT : HernocpeACTBEHHBIM.

2. CmupHoB FO. A. TexHuueckve CpeAcTBa aBTOMAaTH3alUUU U
yrpaByeHus : yuebHoe mocobue / FHO. A. CMupHOB. - 4-e u3f., crep. - CaHKT-
[TetepOypr : Jlanb, 2021. - 456 c. - URL: https://e.Janbook.com/book/174286. -
TeKCT : 3/IeKTPOHHBIM.

4.2. UudopmanmoHHOe 00ecrieueHne

4.2.1. D/1eKTPOHHbIE U UHTEPHET-PeCypChbI
OnekTpoHHbIe pecypckl KI'OY: https://Ims.kgeu.ru/

4.2.2. TlpodeccroHanmpHble  6a3bl JJaHHBIX / WHdopmaroHHO-
CIpaBOYHbIE CUCTEMBI

1. Poccutickast HalMoHanbHast OubroTeKa

Agpec: http://nlr.ru/

2. HayuHas snektponHas 6ubnroreka eLIBRARY.RU
Agppec: http://elibrary.ru

3. DnekTpoHHas 6ubmoTeka auccepraiuii (PI'B)
Appec: diss.rsl.ru

4. HarioHanbHast vyieKTpoHHasi oubmioreka (HOB)
Agpec: https://rusneb.ru/

5. Texuuueckasi 6ubmoTeka

Agppec: http://techlibrary.ru

6. ®enepanbHbI MHCTUTYT TIPOMBIIIIEHHOW COOCTBEHHOCTH
Appec: new.fips.ru

7. WHdopmalioHHble cripaBouHble cucreMbl — WCC «Kopekc» /
«TexskcrepT»

Appec: http://app.kgeu.local/Home/Apps

4.2.3. JluljeH3MoHHOe ¥ CBOOOAHO  pacrpocTpaHsiemMoe
nporpaMMHoe obecrieueHre AUCIUITUHBI

1. Windows 7 IlpodeccronanbHas (Starter)


http://nlr.ru/
http://app.kgeu.local/Home/Apps
https://new.fips.ru/
http://techlibrary.ru/
https://rusneb.ru/
https://diss.rsl.ru/
http://elibrary.ru/
https://elibrary.ru/
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10. LMS Moodle
11. SCADA-cucrema

. LabVIEW Professional Development System for Windows

. NI Academic Site License — Multisim Teaching Only (Smaili)

. NI Academic Site License — LabVIEW Teaching and Research (Smaili)
. Office Professional Plus 2007 Windows32 Russian DiskKit MVL CD

. LabVIEW DIGITAL Filter
. LabVIEW Full Development System for Windows (NI Software Suite)
. NI LabVIEW Signal Express for Windows (Cepsuc Ha I[TO NI)

. Adobe Acrobat

5. Marepua/ibHO-TeXHHYECKoe 00ecreueHme AUCIUILTHHBI

HaumeHoBaHMe BHa

HavMeHoBaHue yueOHOM

yueOHOM paboThI ay/JIUTOPUH, [TepeueHb HEOOXOUMOTO 0OOPYAOBAHUS U
CIieLaIM3TPOBaHHOMN TeXHUUYECKHUX CPeZCTB 00yueHus
naboparopuu
Jlekiun A-304 Jocka ayaWTOpHasi, KOMIIBIOTED B KOMIUIEKTE C
MOHHTOPOM, [TPOEKTOP
[TpakTHueckue A-309 Hocka ayJUTOpHasl, KOMITbIOTEPbI C
3aHATHUSA MOHUTOpamHu (12 1IT.), TPOeKTOp
JTaGopaTopHbie YueGHas mabopatopus CrielaTu3upOBaHHOM nabopaTopHoe
paboThI «KOMITBIOTEPHOE obopy/joBaHMe 110 TIPoduIIo 1abopaTopuu:
MO/Ie/TMPOBAHNE Y YDKUHUPUHT
B 00/1aCTU SHEPTeTUKY U
MallIMHOCTpOeHus», ['-408
KoMITbIOTepHBIi Ki1acce ¢ Crnietiyanu3uvpoBaHHass ~ yuebHasi ~ me0erib,
BBIXOZIOM B MIHTepHeT TeXHAYeCKue cpezcTBa o0yueHust
CamocTosiTesibHast | KoMmbroTepHbIi Kacc ¢ KOMIIbIOTEPB! €  MoOHWTOpamu (12 mr.),
paboTta BbIX0ZloM B MHTepHeT A-309 | mpoekTop

YUuTanbHbIN 3ai1
OMOIMOTeKH

Crerjua3upoBaHHasi Mebeslb, KOMITbIOTepHast
TeXHHUKa C BO3MOXXHOCTBIO BbIX0/ia B MIHTepHeT
u obecrieuenreM goctyna B SMOC, 3kpaH,
MYJIbTUME/IUMHBINA TIPOEKTOP, MPOrpaMMHOE
obecrieueHrie

6. Oco0eHHOCTH OpraHu3anuM 00pa30BaTe/ILHOM /IeATE/TbHOCTH JIJIsi
JIMI] C OrPAaHHYEHHBIMH BO3MO)KHOCTAMH 3/J0POBbsI H HHBA/IU/[0B

Jlvuija ¢ orpaHUYeHHLIMU BO3MOXKHOCTSIMU 3710pOBbsi (OB3) v uHBamupbI
HMMEIOT BO3MOXKHOCTH OeCIIpersiTCTBeHHO TMepeMellaTbCsi M3 OJHOro yuyeOHO-
nabopaTopHOro KOpIyca B JpPYroM, TIOAHSATBCS Ha BCe 3TaKA yueOHO-
71abopaTOpHBIX KOPITYCOB, 3aHMMATbCS B yueOHbIX M WHBIX TIOMEIIEeHUSX C
yueToM 0cObeHHOCTel TMCrX0(r3UIeCKOro Pa3BUTHSI U COCTOSTHUS 3[J0POBBSI.




N o6yuenus ity ¢ OB3 ¥ MHBaMMI0B, UMEOIIMX HapyIlleHUsI OTIOPHO-
JIBUTaTe/JIbHOTO  ammapatra, o0ecrieyeHbl  YC/IOBUsI  OeCIpernsiTCTBEHHOTO
JocTyria BO Bce YyueOHble rmioMelieHus. WHdbopmalys 0  crieluasbHbIX
YC/IOBUSIX, CO3[laHHbIX Ayisi oOyuvarouquxcsi ¢ OB3 u uMHBanuoB, pa3MelieHa
Ha cauTe yHuBepcutreta www//kgeu.ru. ViMeeTrcsi BO3MOXXHOCTb OKa3aHHS
TEXHUYECKOW TMOMOILIM aCCUCTeHTOM, a TakKXe YCIyr CypZAOIepeBOJUYMKOB U
TU(IIOCYP/I0ITePEBOAUMKOB.

g aganTaumu K BoCcopuATuio JvnaMu ¢ OB3 ¥ uHBanmugamu C
HapyIlIeHHbIM CyXOM CITPAaBOYHOrO, yueOHOro Marepuana MO AUCLIATIIMHE
obecrieunBarOTCsl CIeAYIOIIHe YCIOBUS:

- ST JIydlledl OpWeHTaluyMyd B ayJAUTOPUM, TIPUMEHSIIOTCSI CUTHaJIbl
OTOBeLeHUsI 0 Hauajie ¥ KOHLIe 3aHsITUs (C/IOBO «3BOHOK» MUILIETCS Ha JJOCKE);

- BHIMaHHE c1aboC/IbIIIAIero oOyuarorerocs TIPUB/IEKAETCS
1eZlaroroM JKecToM (Ha IUIe4yo KiafeTcsl pyKa, OCYLLeCTB/ISIETCS Hepe3Koe
MOXJIOTbIBAHUE);

- pa3roBapuBasi C OOyYarOIIMMCs, TIe[JarOrTMYeCcKuii pabOTHUK CMOTPUT
Ha Hero, TOBOPUT $ICHO, KOPOTKMMM TMpe/IoKeHUsIMH, obecrieurBasi
BO3MO>XHOCTb

YTeHus 110 Ty6am.

KommeHcalysi 3aTpyZiHEHHUH peUYeBOr0 M HMHTE/UIEKTYa/IbHOTO Pa3BUTHS
cnaboc/IbIIalyX 00yUaroUXCsi IPOBOAUTCS My TeM:

- ICTIO/Tb30BAaHUSI ~ CXE€M,  JUarpamM, pPHCYHKOB,  KOMITbIOTEPHBIX
Tipe3eHTalil C TUTMePCChTKaMU, KOMMEHTUPYIOLLIMMU OT/le/TbHble KOMITOHEHTbI
1300pakKeHus;

- peryJiipHOTO TPUMeHeHHUsl yrNpaKHeHWW Ha Tpaduyeckoe Bbifie/ieHHe
CYI[eCTBeHHBIX TIPU3HAKOB MPEIMETOB U SIBJIEHUM;

- obecrieueHrsi BO3MOXXHOCTH [ijisi 00yuaroIlerocsi MoJjiyuyuTb ajipecHyo
KOHCY/IbTALIUIO T10 3/IEKTPOHHOM ToUTe 110 Mepe He0OX0JUMOCTH.

[na agantauyyd K Bocrpustaio JymijaMu ¢ OB3 u uHBammaaMu C
HapyIIeHUSIMK  3DPEHHs]  CITPaBOYHOro, YyueOHOTO, TIPOCBETUTE/TLCKOTO
Marepuana,  TpeJyCMOTpeHHOro  obpa3oBaTesibHOM  TPOrpaMMoON  TIO
BbIODAaHHOMY  HampaB/IeHWIO TIOATOTOBKH, 00eCreunBalOTCd — CeAyroIye
yCJIOBUS:

- BeJleTCs ajanTaius opUIMaJbHOTO caiTa B ceTu VIHTepHeT C y4yeTom
0COOBIX TIOTPeOHOCTeM WHBAMWAOB II0 3peHHI0, obecrieurBaeTcs HaIAuHe
KPYMHOMIPU(TOBOM  CIIpaBOYHOM WH(POPMAIMK O pacriMcaHud — yueOHBIX
3aHATUH;

- Tleflaroruyecknii paboTHUK, ero cobecegHWK (MPU HEOOXOJUMOCTH),
TIPUCYTCTBYIOII[Ee Ha 3aHSATHM, TPECTaBISIOTCS OOyuaroluMcs, TpPH 3TOM
KaKZIbIi pa3 Ha3bIBaeTCs TOT, K KOMY ITeJjarornueckuii paboTHUK oOpalljaeTcs;

- IeNCTBUSI, XKeCTbl, TiepeMellieHUs Teflarornyeckoro paboTHUKAa KOPOTKO
U SICHO KOMMEHTHUPYIOTCS;

- eyaTtHasi MHQOPMaLUs TIpeJoCTaB/sieTcss KpynHbeIM 1pudTom (oT 18
MTYHKTOB), TOTA/IbHO 03BYYMBAETCS;

- obecrieurBaeTCsi HEOOXOAVMBIN YPOBEHb OCBEIIEHHOCTH TIOMeI[eHU;



http://www.kgeu.ru/

- IPeJIOCTaB/ISIeTCI BO3MOXXHOCTh MCIIO/Ib30BaTh KOMITBIOTEPBI BO BpPEMsI
3aHATUA W TIpaBO 3amucyd  OOBbsACHeHMH Ha [JUKTOMOH (M0 JKeJTaHUIO
o0yuaroImxcs).

dopMa TIpoBefleHUsI TeKylled U TIIPOMEeXYTOYHOU arTecTalyu JJis
obyuaromuxcsi ¢ OB3 W WHBaIMIOB ONpefeseTcs I1earoruyecKum
pabOTHUKOM B COOTBETCTBUM C Yy4eOHbIM TutaHOM. [Ipu HeoOGXoAUMOCTH
obyuaromemycss ¢ OB3, wuHBaMAy C yYeTOM WX WHAWBUAYATbHBIX
rcuxor3nUecKrux ocobeHHOCTeH JlaeTcst BO3MO>KHOCTb TIPOUTH
TIPOMEXXYTOUHYIO aTTeCTal[di0 YCTHO, TTMChbMEHHO Ha Oymare, MHChbMEHHO Ha
KOMIIbIOTEPe, B (opMe TeCcTUpOBaHUS U T.M., JIMOO TIPeAOCTaBISIeTCS
JIOTIOJIHUTEJ/IbHOE BpeMsl /1Jisl MIOATOTOBKY OTBETa.

7. MeToguuecKue peKOMeHJaluu AJs  [peno/jaBaTre/ied Mo
OpraHM3aI[i¥ BOCIUTATE/IbHONM PAad0THI C 00yJarOIUMUCS.

MeTtouueckoe obecrieueHrde TIpOI[eCcCa BOCITUTAHUS —OOYUarOIUXCS
BBICTYTIa€T OAHKWM W3 OMpee/sionuX (HaKTOPOB BBICOKOTO KauecCTBa
oOpa3oBaHusl. [MpernofaBatens BY3a, JeMOHCTPHUPYS BBICOKUM
npodecCHOHaMU3M,  3PYAULUIO, YeTKYyI0  TPaKIAHCKYI0  TIO3ULIIO,
CaMOZMCLIMTUTMHY, TBOPUECKUM TIOAXO0/ B pelleHruH TpodecCHoHabHBIX 3ajad,
B XoZle oOpa3oBaresibHOTO TMpoljecca  CrocoOCTByeT — (GOPMHUPOBaHUIO
TapMOHUYHOW JTMYHOCTH.

[Tpu peanu3any AWCLIMIUIMHBI TIPerofiaBaTe/lb MOXKET WCIT0/Ib30BaTh
CJIefIyrOIIYie MeTO/IbI BOCITUTATe/TbHOM paboThI:

- Metoibl (opMupoBaHMsA CO3HAHWA JMUHOCTH (Oecema, IUCTIYT,
BHYIIIEHHE, WHCTPYKTa)X, KOHTpPOJIb, OObSCHeHHe, TIPUMep, CaMOKOHTDO/Ib,
pacckas, coBeT, ybexxgeHue u Jp.);

- MeTO/Jlbl OpraHu3aluu [IedTeJIbHOCTU W  (POPMHPOBAHHS  OMbITA
noBefileHus1 (3ajjaHue, OOIeCTBEHHOe MHeHHe, TeJaroruyeckoe TpeOoBaHue,
ropyJyeHue, TIDUYYEHUE, CO3/laHHMe BOCIUTHIBAOLIMX CUTyal[dl, TPEHUWHT,
yrpa)kHeHue, U JIp.);

- MeToAibl MOTHBALIUM [JIeATeTbHOCTM W TioBefeHust  (omobpeHue,
TMOOILPeHHEe COLMaTbHOM aKTMBHOCTH, TIOPULIAHUE, CO3/jJaHHe CUTYyal[uk yCIiexa,
co3fjaHMe CUTyalul [Jsi  SMOLIMOHA/IbHO-HPABCTBEHHBIX TepeXUBaHUM,
COpeBHOBaHUe U Jp.)

[Ipy peanu3aluM [JUCLMIVIMHBI TIperofiaBaTe/ib [O/DKEH YUUThIBaTh
c/ieflyrolIe HarpaB/eHUsl BOCIIUTATe/IbHOM 1eTe/TbHOCTHU:

I'padicdaHckoe u nampuomuueckoe gocnumaHue:

- popMupoBaHMe y  OOyvalOlMXCs  LIeJIOCTHOTO  MUPOBO33peHws],
POCCUMCKOW WJEHTUUHOCTH, YBa)XXEHHUSI K CBOeH CeMbe, O0IIeCTBY, TOCYAAapCTBY,
TIPUHATBIM B CeMbe M OOILeCTBe [JyXOBHO-HPABCTBEHHBIM U COLIMOKY/IbTYDPHBIM
LIEHHOCTSIM, K HallMOHA/IbHOMY, KY/JbTYDHOMY W HWCTOPUYECKOMY HaC/Ie[uo,
(hopMUpOBaHUe CTpeMJIeHUsI K er0 COXPaHEeHUIO U Pa3BUTHUIO;

- popMHpoBaHre y OOYYarOIMXCSl AKTUBHOM TPa’KAAHCKOM TTO3ULUH,
OCHOBAaHHOM HAa TPAJAULIMOHHBIX KY/IbTYPHBIX, [JYXOBHbIX W HPABCTBEHHBIX



LIEHHOCTSIX ~ POCCUMCKOro  OOIecTBa, //Id  TIOBBIIIEHHS  CTIIOCOOHOCTU
OTBETCTBEHHO peaM30BbIBaTh CBOM KOHCTUTYLIMOHHBIE TipaBa U 00s3aHHOCTH;

- pa3BUTHe TIPaBOBOM M TMIOJIMTUUECKOW KYJIbTYPbl 00YyYaroL[uxcs,
pacliupeHre  KOHCTPYKTMBHOIO ~ y4yaCTUsi B TIPUHATAM  DeLUeHWH,
3aTparuBaroUX WX TMpaBa U MHTepechbl, B TOM UMC/ie B Pa3/MUHbIX (opmax
CaMOOpraHU3allvy, CaMOyTIpaB/ieHus], 00IeCTBeHHO-3HAUMMOM /1esiTe/TbHOCTH;

- popMHpOBaHUe MOTHBOB, HPABCTBEHHBIX U CMBICJIOBBIX YCTaHOBOK
JIMYHOCTH,  TIO3BOJISIFOIIMX ~ TIPOTHUBOCTOSITH ~ 3KCTPEMU3MY, KceHodobuw,
JVUCKPUMUHALMM TI0 COLMalbHbIM, DEMIMO3HbIM, PAaCOBbIM, HAlMOHAJIbHBIM
MpU3HaKaM, MEeXITHUUEeCKOM U  MEXKOH(EeCCMOHaJbHOU HeTepHUMOCTH,
JPYTUM HEraTUBHBIM COL[MabHBIM SIBJIEHUSIM.

/lyx08HO-HpaecmeeHHoe 8ocnUMAaHue:

- BOCIUTaHWE  YyBCTBAa  [JOCTOMHCTBA, UYeCTU U  UYECTHOCTH,
COBECT/IMBOCTH, YBa)KeHUs] K PpOAUTENISIM, YUUTe/sIM, JIFOASM  CTapllero
TIOKOJIEHHSI;

- popMHUpOBaHUe TIPUHLIMIIOB KOJIJIEKTUBM3Ma M COMWJAPHOCTH, [JyXa
MUJIOCEP/IUST U COCTPA/IaHus, TIPUBBIYKK 3a00TUTHCS O JIFOMISAX, HAXOMSAIIUXCS B
TPYZHOU KM3HEHHOW CUTYaLWW;

- popmupoBaHUe CONUJIaPHOCTH U YyBCTBa COL[Ma/IbHOM
OTBETCTBEHHOCTM TI0  OTHOUIEHWIO K JIIOAsSM C  OTrpaHUuYeHHbIMU
BO3MO>KHOCTSIMUA  3/JOPOBbsI, TIpeO/ioJieHre TICMXO0JIOTHYeCKUX OapbepoB TI0
OTHOLIEHUIO K JIOJSIM C OrpaHWYeHHbIMHA BO3MO)KHOCTSIMU;

- (hopmMHUpOBaHKe 3MOLIMOHA/IEHO HaCbIIEHHOTO u JYXOBHO
BO3BBIIIIEHHOTO OTHOIIIEHHWSI K MHDY, CIOCOOHOCTH U yYMeHWs Tiepe/iaBaThb
JIPYTUM CBOM 3CT€TUYECKUU OTBIT.

KyabmypHo-npocgemumenbckoe gocnumaHue:

- (hopMHpOBaHMe 3CTETUUYECKON KapTUHBI MUDA;

- popMHUpOBaHUe YBa)KeHUSI K KyJ/IbTYPHbIM LIEeHHOCTSIM POJIHOTO TOPO/a,
Kpasi, CTpaHbl;

- [IOBBIIIIeHUE [103HaBaTe/IbHOW aKTUBHOCTH 00yYaroInxcsl.

HayuHo-0bpazosamesnbHOe 8ocnumaHue:

- (popmupoBaHue y 00yuaroyxcst HAYYHOTO MHPOBO33DeHHus;

- opMrpoBaHMe yMeHUs T10/IyYaTh 3HAHUS;

- popMHUpOBaHMe HABLIKOB aHaaM3a U CHMHTe3a MH(OpMalUd, B TOM
yucse B npodeccruoHanbHOM 061acTy.
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OlleHOUHBIe MaTepHasbl TI0 AWCHUIUIMHE «IIporpaMmupyeMblie JorudyecKre
KOHTPOJI/Iepbl aBTOMAaTH3UPOBaHHBIX CUCTeM» Tpe/Ha3HaueHHbIe [/Is1 OlleHWBaHUSs
pe3y/jbTaTOB  O0OyueHHMs] Ha  COOTBETCTBHE  WMHUKATOPAaM  JOCTYDKEHUS
KOMIEeTeHLIUM.

OrjeHMBaHUEe pe3y/NbTaTOB O0YUeHHSI T10 AWCIUIUIMHE OCYIIeCTB/ISTeTCS
B pamkax Tekywero KoHTpossi (TK) u mnpoMexyTOuHOM arTecTaluy,
TIPOBOJUMBIX I10 OasiIbHO-peUTHHroBoM cructeMe (BPC).

1.TexHo/ioruyeckas Kapra
Cemectp 1_(3auer)
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Pazpgen 1. «CoBpeMeHHbIe 10-
TK1 - -
armapaTHble 11aTdhopmbl [TJIK u 10 | 0-15 25 10-25
BLIOOp apXUTEKTYPHI AJist
SHEprooOHEKTOB
3armuTa 1abopaTopHOI paboThI 10
Pa3pen 2. «f3bIKU U METO0/I0TUU 0- 20-

AETL 2. « A TK2 20 20-35
[IpOrpaMMHUPOBAHUSA» 15 35
3arumTa 1ab0paTopHOI paboThI 20

0- | 25-
Paspen 3. «IIpoektrpoBanne TK3 25 15 | 40 25-40
Ha/le)KHbIX U 06e30MaCHbIX CUCTEM
KoHcriekTrpoBaHue yueOHOTO 5
MaTepuasna
3arura 1abopaTopHOi paboThI 10
IMrceMeHHBIM o1TpoC 10
IIpomMexxyTouHas aTTecTanus OM 1 0-45
(3auer)
3ajaHue

o o 0-45
TIPOMEKYTOYHOM
Cemectp 2(KP)

| | | PelTHHTOBBIE TT0KA3aTenn
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Irtan 1. «IToAroTOBUTENBHBIM 5 | 015 15- 15-30
(TeopeTHUKO-aHaTUTUUECKUH )» ) 30 }
OtuéT no pesynbTaTam 15
rpe/iBapuTeIbHOTO
HCC/iefIoBaHus
0- 15-
IJtan 2. «KOHCTPYKTOPCKO- 15 15 30 15-30
TeXHOJIOTUUeCKU»
[TpoMe)XyTOUHBIN TeXHUUeCKUM 15
OTUéT
0- | 25-

dtan 3. «KCrepuMeHTalbHO- 25 15 | a0 25-40
WCTbITaTeTbHBIN»
WTOroBbIi TEXHUUECKUI OTUET 25
IIpoMeXxyTouHas aTTecTanus

Y y I OM 0-45
(KP) Knn
WToroBasi mpe3eHTal1s U 3all[dTa 0-45
KypCOBOM paboThI Tiepe -
KOMUCCHUen
CemecTp 2 (9K3aMeH)
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Paspesn 4. « IHTerpaljioOHHbIE 15-

TK4 | 15 | 0-15 15-30
TeXHOJIOTUU U TPOMBIILIIEHHbIe 30
CeTH»
Keiic-3amaua 5
3arura 1abopaTopHOM paboThbI 10

0- 25-

Pa3pen 5. «ITHHOBaL[MOHHbIE TK5 25 15 40 25-40
TeXHOJIOTUU U TTepCIIeKTUBHbIE
pa3paboTKu»
Ketic-3amaua 5




3aruTa 1ab60paTopHOI paboThI

20

Paspen 6. « KcrulyaTaliOHHOe
o0CIy>KMBaHUe U yTipaBJieHe
>KU3HeHHbIM LuKIoM ACY TTI»

TK6

15

15 | 30

15-30

3ammuTa 1abopaTopHOI paboTEI

10

KOHCHEKTI/IPOBHHI/IE
yqe6H0ro MaTepHuajid

IIpomexxyTouHas aTTecTanys
(3Kk3ameH)

OM 2

0-45

B mucbmenHoi dhopme 110

ouetam

0-45

1. OreHOUHBbIE MaTepPUa/Ibl TEKYILEro KOHTPOJ/IS U MPOMEXYTOUHON

arrecTanuv
[1Tkasia OL[eHKHU pe3y/bTaToB 00yUYeHuUs 110 JUCIUTIIMHE:

Kopg
KoMIIe-
TeHLUU

Kop
VMH/MKaTopa
KOMIIeTeHLIU

3ariaHu-

pPOBaHHbIE
pe3yJbTaThbl
o0yueHust TI0
JTHACLIUTIIVHE

YpoBeHb ChOPMUPOBAHHOCTU

HMHAWKATOPd KOMIIETEeHIMKU

Beicokuii | Cpepnuit Huwie Huskun
CpejiHero
ot 85 mo 100| ot 70 7o 84 | oT 55 1o 69 | oT 0 mo 54
[ITkana orjeHUBaHUS
Hey/l0B-
YAOBJIET-
OTJ/IMYHO XOopouio JIETBOpU-
BOPUTEJILHO
Te/IbHO
3a4TeHO He 3a4uTeHO
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repe/ioBble 3HaHUSA HOCAT 3HaHUs NOJIHble |3HAHUS 3HaHUS
ADXUTEKTVDbI CICTeMHBIH, 1 IPOUHBIe B (hparMeHTapHbI, |OTPLIBOYHBI,

p yp ryO0KUi 1 06beme HeJJOCTaTOUHO  [COAepiKaT
[1JIK n MPUK/Ia{HOM [porpaMmebl. r1yO0KU WK rpyObie oIMOKN
paCHpe,ZLEJ'IEHHbIX IXapakTep. CTy,E[EHT IMMEIT Hp06E]'IbI IMJTA

CTyzeHT YBePEeHHO B K/TIOUEBBIX OTCYTCTBYIOT 110
CHICTEM o

[meMoHCTpUpyeT |00bsICHSIeT [pa3jesnax. 3HAUNTe/TbHOU
YTIpABJIEHUS; cBo6O/IHOE KJTFOUeBbIe OcBoeHa B [UacTH
METO/[0/IOTMH BIaZleHre BCe  |[IPUHLIUTIBI, OCHOBHOM rporpammel. He
POMBIILLIEHHOM TePMHUHOJIOTHEH, [ApXUTEKTYPBI U |0611ias, [YCBOEHBI

p MOHMMaHue MpOLIeCChl. orvcaresbHasi  [0a3oBble

pa3pa60TKH I1o [MPUYKHHO- I[ToHumaet MH(OpMaLys.  [TOHATHUS U
. Bocripoussogur [repmuHsl. He

hi et ACY TH’ C]IE,E[CE‘BEHHLIX JIOTUKY p Jil P

cBsi3elf MeXXly  [[IpefiMeTa, HO  [OTIpefie/leHHsI U [IOHHMaeT CyTH
TIPUHLIATIBI ApXUTEKTYPOH, [aHAIM3 MOXKeT  |0TZAe/bHbIe M3ydaeMbIX
OpraHr3alin [POrpaMMHpOBa [OBITH MeHee (hakTbl, HO TMpOLIeCCOB U
HaEXKHBIX U HUEM 1 r1y6oKUM, a MCTIBITBIBAET cucrem. He
6e30MaCHBIX 06C/Ty)KHBaHKeM.|CpaBHEHHE — He [TPYJHOCTH C MOXKeT

Criocoben Bcerza [yCTaHOBJIEHHEM (0OBSICHUTD JaXKe
CHCTEM; KPUTHUYECKU BCECTODOHHKM. [CBSI3€M MeXIY |OCHOBHbIE
CTaH 'qaprI 'q JISL AHA/IM3UPOBATH MOFyT [HUMU. [IPUHLIAIIBI.

CTaH[apThl, oTcyTcTBOBaTh [[loHMMaHUe
SKCIUTyaTal{iOHHO CpaBHUBATh \meTanu rno [OBEPXHOCTHOE,
ro OGCJIY)KI/IBEIHI/IFI; METO/I0JIOTMY U [HOBeHILIUM QHaTMTHYeCKKe
MHCTPYMEHTbI MPOrHO3MPOBATH [pa3paboTkaM  [cr1ocoOHOCTH

MarHOCTUKMI U TeHJleHLIN WM CJIOKHBIM  |c71ab0 pa3BUTHL
o . [pa3BUTHS MHTerpaljuOHHbI
MpeJUKTHBHOU TeXHOJIOr Ui M acrieKTam.
ﬂHaFHOCTHKI/I. TJIK. BI/],E[I/IT BJ'[B,E[EE‘T

TMCLIUIVINHY KaK [3HAaHUSMHU,
e IUHBII /IOCTaTOUHBIMU
KOMIUTEKC AJIST |15 pelieHust
pereHyst CTaH/JapTHBIX
OMIUIEKCHBIX  [3afia4.
EH)KEHEPHLIX
aziau.

yMeTb:
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KOH(TKTBIL.

BLITTOTHITD Ymeer YMeeT YMeeT He ymeer
CDAaBHUTE/ILHBI MPOBOJUThL BBIMO/THSATH MPOBOJUTH MPOBECTH
p [BCECTOPOHHUM  [[TOJIHBIM aHa/IU3 [[I0BePXHOCTHBIM, (0CMbIC/IEHHbII
dHa/IN3 U BbI6OP CpPaBHUTE/BHBIN (1 BEIOOD orucaTeNbHBIM  [aHAINA3 UIH
arrapaTHO- AHa/M3, BBISB/ISS [/1aT(OPMBI 110 [aHA/IH3. cienaTb
- HeoueBUJHble  [3aAHHOMY [TpoekTpyeT  |060CHOBaHHbIN
[IPOrpaMMHOU MperMYIIleCTBa H|arOpPUTMY. VIIpOLLeHHbIe,  [BBIOOD.
l'IJ'IaT(bOpMBI TUIK [PUCKHU. Pa3pabatbiBaeT |pparmeHTapHblie [[Ipefjiaraemble
10/} KOHKPETHbIe CamocTOsITeNbHO[PaboTOCIIOCOOH [aDXUTEKTYpPhI,  [ADXUTEKTypHBIE
rpe6osanys T3 paspabarbIBaeT [ble, JOTMYECKH [4acTo CIeflysl  [pelleHust
p ONTHMasbHble, [paBU/IbHbIE bKeCTKOMY TeXHUYeCKU
3HepFOO6LEKTa; MacIITabMpyeMblapXUTEKTYPhI Ha [Ia0JI0HY . Hepean3yeMbl
l'IpOEKTI/IPOBaTb e u OCHOBE M crbIThIBaeT 150150 a6Cyp/I[HLI.
TOKYMeHTHPOBaHU3yUeHHbIX TPy JHOCTH C He moxxeT
MOy /IbHYTO HbIE [11a6/10HOB. MpUMeHeHNeM  [TPUMeHHUTh
COTIPOBOXKOAIOLLY [|apxXuTeKTypHBIE |YBepeHHO OOII- OOII nnu
[0 apXUTEKTYPY [peleHust. Hcrnonb3yer [MPUHLIUIIOB HA  |CUCTeMBI
DOrDAMMEOLO [TBOpuecku OOII u Git i1 [IpaKTHKe. KOHTPOJIS
porp rnpumensier OOII|perueHus Pabora c Git Bepcuil faxe
KOMII/IEKCa C 1 cpejCcTBa TUIMOBBIX 3a/lau  [CBOAUTCS K s
CIIO/Ib30BaHUeM IKOHTPOJIA MPOEKTUPOBaAHUA 0a30BLIM 3/7IeMEeHTapHBIX
6 Bepcuii, BHOCsST | PaboTaeT onepaiusm noyz, Bajgaud. He
OOBEKTHO BK/IaJ| B HhdekTHBHO NO/|MOAPOOHBIM criocobeH
OPHUEHTHPOBAHHLI |ynyureHue 'YMepeHHbIM PYKOBOZACTBOM. |[C(hOPMY/IHPOBaT
X ITO/IXO/IOB; [poLeccoB PYKOBOZCTBOM. (CaMOCTOsITe/IbHA [b OCMbIC/IEHHBIN
DOBOINTE AV IUT [KOMaH/BI. 1 pa3paboTKa  [MOAXOA K
p A yA Ipennaraet 3aTpyZiHeHa. MPOeKTUPOBAaHU
CYIIECTBYIOILIET'O  |[uHHOBaLMOHHbIE 0.
KOAa u CLIeHapHur
o [pUMeHeHMsI
arrapaTHOu TeXHOJIOT M. perl
KOH(PUTypaluy; |enuii.
pa3pabaTbIBaTh
perjiaMeHThI
T1/IaHOBO-
rpenyrpegnuTesibH
oro
00OCTy)KUBaHUS U
MO/IepDHU3alHH.
B/1a/leTh.
nazieeT Bnageet nafieeT e BjaZieeT
METOAaMU MHCTPYMEHTaMH |0CHOBHBIM MHCTPYMEHTaMH [MHCTPYMeHTaMH1
HPOEKTI/IPOBEIHI/IH CBO60AHO u Ha60p0M HeyBEepeHHO, Pa3pa0b0TKU U
TBOPYECKH, MHCTPYMEHTOB  [TOJIBKO IO/, cumyssanuy. He
U pacueTa CXxeM MCTIONB3YSl UX  |YBEPEHHO, Al [PYKOBOJACTBOM  [MOXKET
/I pellleHNs]  [pelleHust /I TI0 CTPOrOMY|[IPOBECTH
MHTErpalji PTC HEeCTaH/AAPTHBIX [TUMOBBIX 33lay. |LIA0JIOHY. pecaKTOpHHT,
Bajad. BeinosiHseT BocrnpoussBoguT [HaCTPOUTH
C ciCTeMaMM [TeMoHCTpUpyeT 6a3)0131>1171 npocTeiimme  [6e30macHOCTb
BUPTYO3HbIE pehakTOPHHT M [TpHeMBI VTN BBITIOTHUTD
YTpaB/IeHNsA HaBbIKU ONTHMM3aLI0 Eed)aKTOpI/IHFa. MHTerpaLuio.
3H€pl"006”b€KTaMI/I. pecdakTOpHHra, (10 MeToAVKaM. |BoirmosnHser He nonumaer
BHaUMTe/IbHO HacTpariBaeT  [37eMeHTapHble [TOrMKU paboThl
MOBBIIIIAS KrOep3arluTy 110 [HaCTPOHKU naxe
KauecTBO KOJa. [FOTOBBIM 6e30macHOCTH.  [pOCTEMIINX
CamocTosiTeNTbHO [peKoMeHAausM. [IHTerpaLiioHHbI (cxeM. JIro6bie
MpoekTHpyeT U |Peanusyer e pelleHNs] HOCSIT|IOMBITKA
BHeZIpsieT CTaHJapTHBle  (hparMeHTapHbIH [TPaKTUIeCKOi
KOMIUIEKCHBIE  [CLieHapu1 WM U3/MIIHE  [pabOoTEI
MepBI MHTerparyu [VIIDOIL|eHHBIM  [IPUBOJSAT K
KHOep3all{UTel.  |JaHHBIX. MOJXKeT [xapaKTep. HeBePHBIM WU
DddexktrBHO  [Mcrionb3oBaTh  [[IpakTHUecKH He [HepaboTOCIIOCO
HTerpupyeT T10 pns criocobeH K OHbIM
[pasHOpOJHbIE  [MOZE/IMPOBAHUS [CAMOCTOSTE/BHO [pe3yJsbTaTaM.
CrCTeMBI, [0 UHCTPYKLIH, MY e MOXeT
co3zaBast HO MO/1e/TMPOBAHMIO [Ha3BaTh UJU
Ha/ie>KHble U MHTepIIpeTaLysl |[M1d KOPPEKTHOH [00BsICHUTD
MacIITab1pyeMbI|C/IOKHBIX MHTepripeTaLuy (6a30Bbie
e perleHusl. pe3y/IbTaToB TOTOBBIX MOAXO/bL.pe3y
Criocoben MO>KET BBI3BLIBATHMO/IE/EH. bTaTaM.
rpefBUJETb U (3aTPyJHEHHUSI.
HUBE/IMPOBAaTh
MOTeHLMa/IbHbIe




Or1leHKa «OT/IMYHO» BBLICTABJISIETCS 3a 21yO0OKUe u 0emaau3upo8aHHble
3HAHUSI NO 8ceM pazoendam OUCYUNIUHbI, 8bIX00sLWUe 3d PAMKU 00513ameabHOl
npoepammbl. C80600HO npumeHsiem nojayueHHble 3HAHUsi 051 pewleHus
C/I0JHCHBIX, KOMN/IEKCHbIX 3a0au, Mooeaupyrouwjux pea/ibHble
npogeccuoHaibHble cumyayuu 8 061acmu nNpoeKMupo8aHusi U 00CAYHCUBAHUS
cucmem Ha ITVIK. Buoum mexcoucyuniuHapHble cesiu.

O1jeHKa «XOpOIIO» BBICTAB/ISIETCS 3@ NO/HbIU U NPOUHbIl 00Bem
3HAHULl 8 pAMKAX Npo2pammbl. Y8epeHHO 00®siCHsiem Kjarouesble NPUHYUnbl,
apxumekmypbl U Npoyeccbl, NOHUMAdem /02UKYy npeomemd. YeepeHHO
npumeHsiem 3HaHUsi 0/151 pelleHusi CMaHOdPMHbIX 3a0ay, NPeodyCMOMPEHHbIX

npo2pammoll.

OrleHKa «y/OB/IETBOPUTE/IBLHO» BBLICTAB/ISETCS 3a (hpazmeHmapHble,
HedocmamouHo 21y6okue 3HaHusl. BbinoaHsiem npocmeliwiue 8udbl pabom.

OL[EHKa «HEYJJOBJIETBOPDUTE/IBHO» BLICTABJ/IAETCA 34 HedocmamouHoe

ycgoeHue 6a3080l mepMUHOI02UU U NPUHYUNO8 OUCYUNAUHBL, HEBO3MONXCHOCMb
NpuMeHsimb 3HaHUSl HA NpAKMuKe, omcymcmeue NOHUMAHUs NPUHYUNUAAbHOL

CmMpyKmypbl U HazHaueHusi cucmem Ha I1JIK.

2. IlepeueHb OLeHOUHBIX CPeJCTB
Kpatkasg XapakTepuCTHKa OL€HOYHBbIX CpPeJCTB, MCIIO/Ib3yeMbIX [Py

TEKyll[eM KOHTpOJie YyCIeBaeMOCTH U TPOMEeXYTOUHOM  aTTecTaluu
oOyuaroiierocst 1o AUCIUIIIMHE:
HauMeHoBaHue Onmcanue
OLIeHOYHOI'0 Kpartkast xapakTeprCcTUKa OL[EHOYHOr'0 Cpe/iCTBa OLIeHOYHOr 0
cpeficTBa cpeficTBa

Keiic-3amaua
(K3)

[TpobnemMHOe 3a/jaHVe, B KOTOPOM OOydYaroIiemycst
TMPEe/I/IaraloT OCMBIC/IUTEL peasibHy0 MpodecCHoHaTbHO-
OPUEHTHUPOBAHHYI0 CUTyal[dl0, HeOOXOAUMYIO  Jist
pelleHus1 TaHHOU TTPO0/IeMBI

3ajanus aJis
pelleHns Keuc-
3ajaun

Kypcogoii
ripoekT (KII),

KoHeuHbIi TIPOAYKT, M0/lyyaeMblii B pe3y/ibTare IJIaHu-
pOBaHMSI U BBINOJIHEHWsT KOMIUIEKCA YyueOHBIX U
WCCIe[oBaTeNbCKUX — 3afaHuii. [lo3BosisieT  OLIeHWTh
yMeHUsI 00yyJaroImxcs CaMOCTOSITe/IbHO
KOHCTPYMpOBaTb CBOM 3HaHUSl B Mpoliecce pelleHus
MpaKTUYeCKHX 33lad ¥ TpobsieM, OPHEeHTHPOBAThCS B
MH(POPMAaLMOHHOM MPOCTPaHCTBe U yYPOBeHb
c(OpMHUPOBaHHOCTH aHa/IMTUYeCKUX, ucciesio-
BaTe/IbCKUX HaBbIKOB, HAaBBIKOB MPAKTHUUECKOr0 U TBOP-
YeCKOro MblilieHHs1. Mo)KeT BBINO/IHATHCS B UHUBU/Y-
aJIbHOM TIOpSI/IKe WK TPYNIOi 06yyaromxcs

TeMbl IPOEKTOB

KoncnektrpoBanu
e yueOHOTO
MaTepuasa

Kpatkoe TekcTOBOe TIpe/icTaBieHue riepepaboTaHHOM
vH(popMaLn

ITepeuens pa3nenos




BeimonHenrie  nmaboparopHoii  paboTel,  00paboTka

Ortuet no o .

o pe3y/bTaTOB MCIIbITAaHWHM, W3MEpeHUH, 3KCIIepUMeHTa.
N1abopaTopHoii Odopmenne oTyeTa 3aluTa €3y/IbTaTOB
pabore (OJIP) P ’ 1 Pe3y

n1abopaTopHOM paboTHI M0 OTUETY

[TepeueHs 3aiaHuii U
BOITPOCOB [IJIs1
3aIIUThI
nabopaTopHoi
paboThI, MepeyueHb
TpeOOBaHUM K OTUETY

3. IlepeueHb KOHTPO/IbHBIX 3aJaHUM WM HHbIe MaTepHasbl,

HeoOXoAMMbIe //IA  OHEHKH 3HaHWiM, YMeHHHd |

HaBBIKOB,

XapaKTepu3yWIUX 3Tanbl (opMHUpOBaHMs KOMIIETeHLUH B IpoLecce

0CBOE€HHNA JUCIIUIT/INHbI

Tekymui Koutposib TK1:
IIpoBepsiemas komrieteHus: 1K 1.2.3

JIP 1. CpaBHWTe/NbHOE TeCcTUpPOBaHWEe M KoHQurypupoBaHue IIJIK pasHbix

BeH/I0POB
ba3oBbIe BonpockI:

1. Kakue koHkpeTHble Mojend I[IJIK u OT KakMx MpPOU3BOJUTENIEN BbI

CpaBHUBAJIA?

2. Ha3oBuTe uX OCHOBHBIe arrapaTHble XapakTepucTuku (tum LTI, o6bem

MnaMATH, KOJIN4eCTBoO CJIOTOB).

3. OnuimMTe MoiIaroBo MpoLecc HauaabHOM KOHPUrypaluu (Co3JjaHue MpoeKTa,
HACTpOWKa amnrapaTHOW KoHurypaiuu, 3arpy3ka OC) [ OJHOTO U3 W3YyUeHHBIX

[TJIK.

4. Kakoil unTepdeiic nporpaMmupoBaHusi (cpeia pa3pabOTKM) MCIIOIb30BasICS

IJIS KayKZIOTO0 KOHTpPOJLiepa?

5. B ueM BbI BUAWTE OCHOBHBIE PDA3/IMYMA B I10/Ib30BATE/ILCKOM I/IHTE[)(bEfICE u

norvKe paboThI?
Yr1y06/1eHHbIE BOIIPOCHI:

6. Ilo KakuM K/IOYEeBbIM KpUTepUsiIM (HarpyuMep: CTOMMOCTb, TMOAJepKKa
crielu(pMUecKrX MPOMBIILIEHHBIX TIPOTOKOJIOB, HamMuKe safety-yHKIMiA, SKOCHCTeMa

[IATUMKOB) BbI POBOJUIM CpaBHeHUEe?

7. Kakou IIVIK m mouyeMy oOKasajicsi TpeArOuTHTeIbHee [/ TUMOTeTUYeCKOro

nipoekta ACY TII noacranuyu?

8. C KakuMM TUMWYHBIMA TPYJHOCTSIMA MOXXHO CTOJKHYTbCS TPU MUTPaLU
npoekTa ¢ ogHoro tumna [IJIK (Haripumep, Siemens) Ha gpyrou (Hanpumep, CODESY S-

COBMECTHMbIN)? MOXXHO /M TOBOPHUTH O MOJTHOM MePeHOCUMOCTH KoJa?

9. B yeM 3aK/IrOUAlOTCSl apXUTEKTYPHbIE pa3ivuuMsi (MOHOJUTHAsSL VS. MOJYJ/IbHas,
LleHTpa/IM30BaHHas Vs. pacrpejiesieHHas) MeXy pacCMOTPeHHbIMH TlaThopMamMu U

KaK 3TO B/IMSeT Ha 00/1aCTh UX IMMpUMEHEHUS B f-)HEpFETHKE?

Tekymui KoHTposib TK2:
IIposepsiemast komneteHus: 11K-1.2.3, ITK-1.2.Y

JIP 2. Pa3paboTka 00beKTHO-OPUEHTHPOBaHHOW OMOMMOTEKN (PyHKIMOHATBHBIX




B/I0KOB [1/151 CUCTEMbI TeleMeXaHUKH

ba3oBbie Bonpock!:

1. TlepeuncnvTe U KpaTKO OXapakTepu3yiTe (GyHKI[MOHA/IbHbIE 6/I0KK (K/IaccChl),
KOTOpble BBl pa3pabotamu B cBoeidl 6ubmuoteke (Harpumep, uckpeTHbiii CurHarm,
Tenemexannyeckasi Komanza, Ycraeka [TU/T).

2. Yto Takoe uHKancysauus B Koutekcre OOII g ITVIK?

3. IIpuBeauTe MpuMep U3 Bailieid paboThI: KakKe JaHHbIe BbI «CIIPSITANi» BHYTPH
6/10Ka, a Kakue c/iesiaau AoCTYIHBIMU (MHTepdeiic)?

4. Kak BbI OpraHi30Ba/IM Hacjie[joBaHue B O1OIoTeke?

5. TlpuBesuTe TmpUMep pPOAUTENLCKOTO U JOUepHero Kiacca, OOBICHUTe
NperMYIeCTBO TaKOro MOAX0/a.

Yr1y0/1eHHBIE BOIPOCHI:

6. Kak ucrionp3oBanare OOIT-6M0/1MOTeKH, TI0 BallleMy MHEHMIO, TIOB/IUSET Ha
CKOPOCTb Pa3pabOTKH, UNTAEMOCTh M COTPOBOKIaeMOCThb 00sbinioro rmpoekta ACY TI1
110 CPaBHEHMIO C TPAJUL[MOHHBIM MOAX0ZA0M (HaOOpOM M30/TMPOBAaHHBIX TIPOTPAMM)?

7. OnuimmTe MexaHW3M 00pabOTKM OUIMOOK WM WCK/TFOUMTETbHBIX CHUTYaLlUH
BHYTPHU BallIMX (YHKLIMOHATbHBIX OT0KOB.

8. Kak obecrieunBaeTcsi 6e30macHOCTh TIPH HEKOPPEKTHBIX BXOJHBIX JAHHBIX ?

9. Kakum o6pa3om Bamia OuO/IMOTeKa MOXKET ObITb ajlalTHpOBaHA WU
paciivpeHa J1s nojjaepxky crangapra MOK 61850 (umdpoBeie nogctanimm)? Kakue
HOBBIE KJ/IaCChI UJTK METO/IbI TIOTpeboBamich ObI?

JIP 3. PedakTopvHr M ONTMMHU3ALMS TPOrPaMMbl YIIPAB/eHUS] pPe3epBHBIM
NUTaHUeM

ba3oBbie Bonpoce!:

1. Uro Takoe «3amax Kofia» (code smell)? I[IpuBeauTe 2-3 KOHKPETHBIX MpUMepa,
KOTODbIe BbI 00HAPYXW/IA B UCXOZHOM ITpOrpaMMe.

2. Kakue KOHKpeTHble TMpueMbl pe(akTOpuHra Bbl TMPUMEHWIM (Hampumep,
«Bbienenne mMetofia», «3amMeHa MarvyeCKOro 4ucaa KOHCTAaHTOW», «VHKamcCy/sius
nosisi»)? [Tokakute Ha (hparMeHTe KoZa «Z10» U «I10CTIe».

3. Kak BbI o1leHMBaiM 3(P(PeKTHBHOCTh ONTUMHU3ALMU? V3Mepuau v Bbl BpeMst
BBITIOJTHEHHSI [JUK/Ia UIW UCTI0/b30BaHKUe TIaMsITH [I0 U MOC/ie U3MeHeHUI?

Yry0/1eHHbIe BOIIPOCHI:

4. Tlpu pedakTopuHre Kak Bbl obecreunBaad, 4YTO (DYHKIMOHATBHOCTh
MporpaMMbI He cioManach? Vcrmosib30Banu /i Bbl Kakve-M00 MeTofibl Bepu(UKaliu
(Hanpumep, MOy JIbHBIE TeCTHI, TPOBEPKY Ha TECTOBBIX CLIEHAPUSX)?

5. OOBsicHUTe, KaK ONTHMU3AIMS KOJia BMsieT He TOMbKO Ha OBICTpO/eiCTBYe,
HO 1 Ha Ha/Ie)KHOCTh CUCTEMBI ¥ YA0OCTBO ee fla/ibHeIIero 06C/myKuBaHusI.

6. B kakoii MomeHT mnpoekTa MogepHusaruu ACY TII wnenecoobpasHo
MPOBOAUTB KPYTHBIN pepakToOpuHr? KakoBbI pUCKU U PEUMYIL[eCTBa?

Tekymuu KoHTpob TK3:
[TIpoBepsiemas kommetenyus: [1K-1.2.Y, [1K-1.2.B
JIP 4. Hactpoiika OPC UA-cepBepa u Krbep3aluThl Ha KOHTPOJLIepe
ba3zoBble BonpochI:



1. ObbsicauTe TIpOCThIMU cioBaMH, YeM OPC UA TpUHIUINMANIBGHO OT/IMYAeTCs
ot kinaccuueckoro OPC DA? B uem ero 0CHOBHbIe TIperMYyILLIeCTBA /11 COBPEMEHHBIX
ACY TII?

2. Kakue «y3mbl» (Nodes) u «mpoctpaHcTBa nMeH» (Namespaces) Bbl CO3Ja/i B
azpecHom rmipoctpanctBe OPC UA-cepBepa? Kak OHM COOTBETCTBYHOT IepeMeHHbIM
Batei nporpammel [TJIK?

3. IepeunicniuTe OCHOBHBIE Mepbl Knbepbe30macHOCTH, KOTOpPble Bbl HACTPOWJIU
Ha KOHTpOJI/Iepe WM B CeTU (HarpuMmep, ayTeHTUPUKalys, murdpoBanue, daiiepBo).

Yry0/1eHHbIe BOIIPOCHI:

4. OrmiuuTe BO3MOJKHBIE TOCTeACTBHS JJsi 3Heproobwnekra, eciu OPC UA-
cepeep I1JIK 6yzaeT ckoHdurypupoBan 6e3 6a30BbIX Mep 0€30MaCHOCTH W OKaKeTCS B
OTKPBITOM ceTH. KakoB Harbo/iee BepOSITHBIM BEKTOP aTaKU?

5. Kak cranzgapt IEC 62443 (kubepbesonacHocts ACY TII) persiamMeHTHpyeT
HACTPOMKY Takux cepBucOB, Kak OPC UA? Ha kakom ypoBHe (1-4) Bbl MpOBOAWIA
HaCTPOUKY B labopaTopHoii paboTe?

6. [Ilpemyoxkure apxXWTEKTypHOe pelleHHWe, KaK MOXHO OpraHu30BaTh
Ge3omacHbIM cOop JaHHBIX ¢ AecaTKoB I1JIK, pa3BepHYTHIX Ha pa3HBIX TOCTAHIUSIX, B
eJUHbIM LIeHTP MOHUTOPUHTra € ucrnosb3oBanueM OPC UA.

KoHcniekTHpoBaHNe yueOHOI0 MaTepHaJia Mo pasjeiam:

Pazgen 1. CoepemeHuble annapamuble naamcopmbl IIJIK u ebibop
apxumeKkmypbl 0/151 3Hep2006beKMos.

Tema 1.1. OBomrouus apxutektyp [IJIK: 0T MOHOUTHBIX K pacripeie/ieHHbIM
Y TIPOrPaMMHO-0Mpe/ie/iieMbIM KOHTPOJI/IEPaM.

Tema 1.2. Kpurepuu BoeiObopa IIVIK gng  3amau  SHEpPreTUKH:
TIPOM3BOIUTeNBHOCTb, HagexxHocTb (MTBF, SIL), nepudepusi (aHanoroBbie
MOZYJIA, CYETUUKH).

Tema 1.3. CpaBHUTeNbHBIM aHaIU3 TIATHOPM BeAYILIUX TTPOU3BOAUTENEN
(Siemens, Schneider Electric, ABB, BBK) a5 sHepreTuku.

Tema 1.4. IIpoeKTUpOBaHWE CUCTEMHOM apXUTEKTYpbl: LieHTpa/JvM30BaHHasl,
JelleHTpaIn30BaHHas1, TUOpUAHasl.

Pazgen 2. [IpodsuHymble S13bIKU U Memo00a02UuU NPO2PAMMUPOBAHUSI.

Tema 2.1. OOBEKTHO-OpHEHTUpPOBaHHOe mporpammupoBanue (OOIT) B
CODESYS u TIA Portal.

Tema 2.2. Crangapt MOK 61499: konuermusi Function Blocks pgns
pacripesie/ieHHbIX CUCTEM.

Tema 2.3. MHcTpyMeHThl KOHTpOJisi Bepcur (Git) u mpaktuku CI/CD B
paspabotke ITO ama ACY TII.

Tema 2.4. Pedaktopunr u ontumusauus legacy-koma. IlaTTepHbl
ripoektypoBaHus gy ACY TII.

Pa3pgen 3. [IpoekmuposaHue HaOeXHCHbIX U 6e30NaCHbIX CUCTEM.

Tema 3.1. dynkiMoHanbHas Oe3oracHocTh (Functional Safety): crangapThl
MO3K 61508/61511, Safety PLC.

Tema 3.2. Kubep6esonacHocts ACY TII (IEC 62443): threat modeling,
CermMeHTalys CeTH, 3alliiTa lepuMeTpa.



Tema 3.3. Meroapl  OTKa30oyCcTOMYMBOrO  npoektupoBaHust  (N-
pe3epBupoBaHue, hot standby).

Tema 3.4. Bepudukaiys ¥ Baualusi: aBTOMaTU3MPOBAaHHOE TeCTHPOBaHUe,
cumynsauus, HIL-TecTsl.

Bomnpocsl A/ NMCbMEHHOr 0 onpoca.

1. Ha3oBuTe Tpy OCHOBHBIX 3Taria 3Bo/IroLUU apxutektyp I1JIK.

2. UYem pacrnpeneneHnHbli [IJIK mpuUHUMNMWANBHO  OT/IMYAeTCd  OT
MOHOJ/IUTHOI'0?

3. Uro o3Hauaer ab6peBuarypa «SDPC» (Software-Defined Programmable
Controller)?

4. Yto o3Hauaet rokasatesib MTBF 1 Kak OH CBsI3aH C HaJIe)KHOCTbIO?

5. HaszoBute jaBa KMroueBbIXx Kpurepus BbiOopa IIJIK g cucTembl
TPOTUBOABAapUMHON aBTOMAaTHKM.

6. Kakoii Tum mnepudepuitHoro MoAyas HeoOXOAWM [/ TIOJK/TFOUeHUs
naruvka 4-20 MA?

7. Kakag  ocHOBHas  cpema  pa3pabOTKM  UCMONb3yeTcs  AJist
niporpammupoBanus I1JIK Siemens S7-15007?

8. Ha3zoBuTe KrOueBoe IPeMMYIeCTBO oOTedecTBeHHbIXx BBK (610uHO-
MOZYJIbHBIX BBIUUC/IATE/bHBIX KOMIIJIEKCOB) B KOHTEKCTe UMITOPTO3aMell|eHHsl.

9. Kakol mpousBoauTeNb CWIBHO TpOABUraeT KoHLemnuuio «EcoStruxure»
[l SHEPTeTUKU?

10. B yeM OCHOBHOUW HEJOCTAaTOK LIEHTPAJM30BaHHOM apxXuUTeKTypbl ACY
TII?

11. Korma nmpuMeHsieTcsi  JelleHTpa/M30BaHHasi  (pacrpejeneHHast)
apxuTeKTypa?

12. Yto Takoe rubpuiHasi apXUTEKTypa U IJje OHa MOXKeT HUCTIO/Tb30BaThCS?

13. Haszosute Tpu ocHOBHbIX npuHiumna OOIL.

14. Yto Takoe «dyHKIMOHa/MbHEIM 0/10k» B CODESYS c TOuku 3peHus
oolIr1?

15. MoxHo mu co3zaath kiacc B TIA Portal? Eciu ga, To Kak Ha3biBaeTcst
aHasor?

16. UYto siB/IseTCS OCHOBHOM €JUHMLIEXM KOMMO3WLMM B craHaapre MOK
614997?

17. Yem MOK 61499 nyuilie 1ogxoAuT AJst pacripefie/ieHHbIX CUCTeM, UueM
MD3BK 61131-3?

18. Uto Takoe «ceTh PYHKIMOHAILHBIX 0/10K0B» (FBN)?

19. dns yero B ripoekte ACY TII ncnonb3yercs cucteMa KOHTPOJISI BEPCUM
Git?

20. Yrto o3Hauaet abbpeBuarypa CI/CD?

21. Kakoit start CI/CD MO)KeT aBTOMaTU4YeCKH ITPOBepSTh COOPKY IpoeKTa
TJIK?

22. YUto Takoe «peakTOPUHI» KOAa?

23. Ha3oBuTe oAWH paclpoOCTpPaHEHHBIM «3amax Koga» (code smell) B
riporpammax [1JIK.



24. Kakou naTTepH NPOEKTHPOBaHUsI YaCTO MCIOJIb3YeTCs [/l peaau3alun
KOHeyHoro asromara B ACY TII?

25. YUto onpegesnsiet crangapt MOK 615087

26. Uto 03HauaeT ypoBeHb MOHOTHI Ge3omacHocTH SIL 27?

27. Yem Safety PLC otimuaetcst ot o6sruHoro I1JIK?

28. HazoBute Tpu oCHOBHBIE yrpo3hl (threats) kubepbezomnacHoctu ayist ACY
TII.

29. YTo Takoe cermeHTaL[ys CeTU U 3a4eM OHa Hy>KHa?

30. Kakoii cTaHzapT sIB/IsSIeTCS OCHOBHBIM Jjisi Kubep6e3zomacHoct ACY
TII?

31. B uem pasHuija Mexxay pe3epBupoBaHueM 1002 u 20037

32. Uto obecrieurBaet Oosiee ObicTpoe mepekarodueHue: hot standby mmum cold
standby?

33. Uto Takoe «OyThIOUHOE TOPJ/IO» B OTKA30yCTOWUMBOM apXUTEKType?

34. Urto Takoe Basmaaums B KoHTtekcTe 110 s [TJIK?

35. Uem HIL-tect (Hardware-in-the-Loop) nyuriie uucTor CUMyasiun?

36. HaszoBuTe OAMH W3 WHCTPYMEHTOB [/ aBTOMAaTU3MPOBaHHOIO
TecTUpoBaHus rporpamm [JIK.

Texkymui KonTposib TK4:

IIpoBepsiemas komrmeteHus: I11K-1.2.3, [1K-1.2.Y

JIP 5. Co3paHve ¥ WCIIOJIHEHWe aBTOMAaTU3UPOBAHHBIX TeCTOB /I IIPOrpaMMBbl
[1JIK B cpezie cumy/iALdA

ba3oBbie BonpockI:

1. Uro Takoe mopynbHoe TectvpoBaHue (Unit Testing) mpuMeHUTENBHO K
nporpammam gyt TIUIK? UTo sBisiock «MoAy/ieM» WIA «HOHWATOM» B BalleM
TeCTUPOBaHUU?

2. OnuiuTe OJUH U3 CO3JAaHHBIX BaMM TecTOBbIX CiyudaeB (Test Case): kKakue
BXO/JHbIE [JAHHBIE I10/|aBa/IMCh, KAKOe TOBefleHHe (BBIXOJHbIE JaHHbIe) OXKUZAAI0Ch U
NIPOBepsIOCh?

3. Kakyro cpely CUMyJISILIMM Bbl UCTIO/b30Bau? B uem ee nperMylijecTsa repe/
TeCTUPOBAHKEM Ha PeaslbHOM «KeJjie3ex»?

Yriybs1ieHHbIE BOIPOCHI

4. Kakue TUmbl OIMMOOK UMM JeeKTOB MOTYT ObITh 0OHapY)KeHbl C TTOMOIIbIO
aBTOMAaTH3MPOBAHHBIX TECTOB B CUMYJISILIUY, a Kakre — HeT? [IpuBeanTe npuMepsl.

5. Kak MO)XHO MHTerpyupoBarh MpoLieCC aBTOMAaTUUECKOr0 TeCTUPOBAaHUS B LIUKIT
pa3pabotku 10 gma ACY TII (CI/CD)? B uem mpakThueckasi 1ojib3a Takoro rmojgxoza
[JIS1 SHEPreThYeCKOM KOMIIaHUU?

6. Pa3paboTaiiTe KOHIIEMIWIO TeCTUPOBAHUS [Ijifi CUCTEMBI yIIpaB/IeHNs], KOTOpast
[0JDKHA pearripoBaTh Ha aBapHiiHble COOBITHS 3a CTPOTrO 3aflaHHOe BpeMsi (TpeboBaHMe
real-time). Kak 3T0 MO)KHO IPOBEPUTH B CUMY/JISALIN?

Keiic 1: Beibop miatdopmer TTJIK a1t MopepHM3aIluy CHCTEMBI PesleMHOMN
3aimuThl M aBToMaTuKK (P3A) sueiiku KPY-110 kB
3a/iaHue:



1. Anamu3 TpeboBaHuit: Ha ocHoBe crermbukaiuu (3amura ot K3, AIIB,
CUHXPOHM3ALMsl, BBOJ/BBIBOJ, [AUCKPETHbIX W aHajoroBbix curHanoB TT/TH,
cootBeTcTBMe TpeboBanusaM SIL 2/3, mogmepkka MOK 61850-8-1 GOOSE/SV)
COCTaBbTe CPABHUTE/ILHYIO TAOJMIy [/ CIeldaJM3UPOBaHHBIX KOHTPO/IepoB P3A
wir advanced IJIK (Hanpumep, Siemens SIPROTEC 5, Schneider Electric MiCOM Px,
ABB REF 6xx, BBK «PeTtom»).

2. Bribop 1 06ocHOBaHMe: T1pe/ioKuTe KOHKPETHYIO arfapaTHyo miathopMy U
coctaB MoyJeld. [laliTe pa3BepHyTOe MHChbMeHHOe 00OCHOBaHME, CBSi3aB BbLIOOP
C TpeOOBaHUSIMU SHEPreTHKW: CKOpPOCTb 00paboTku (< 1 McC [ 3aluThl),
TIOMeX0yCTOMUMBOCTb, paboTa B yc/ioBusix OM TOMex TOACTAaHLIMH, TO/iepKKa
KPUTUUHBIX MPOTOKOJIOB.

3. ApXUTeKTYpHBI 3CKu3: M300pasute cxemy TMOJK/IFOUEHHsI BbIOpPAHHOTO
ycTporicTBa K BTOpUuHbIM LersiMm (TT, TH, uenu ynpaBiaeHus BbIK/IOUaTeseM) U K
npombIiieHHor cetu ACY TIILL

Keiic 2: Pa3paboTka 00BbEKTHO-OpPHEHTHPOBAHHOM OnbmMoTeKN
byHKIMOHABbHBIX 6/10K0B Ay1s1 1jridppoBoit ozicTanyu (MOK 61850)
3ajanue:

1. TIpoektupoBaHue KiaaccoB: Paspaboraiite auarpammy KmaccoB (UML) s
KmoueBblx jorudeckux y3noB (Logical Nodes): XCBR (BbikmouaTens), MMXU
(n3mepenusi), PTOC (3amura OT Tieperpy3ku 1o TOKY). OmnpegenuTe aTpuOyThI
(DaHHBIE) ¥ METO/IBI (CEPBUCHI) B COOTBETCTBUU CO CTaHAapPTOM.

2. Peanu3zanuisi npuHUMIOB: [TokaxxuTe, KaK PUHLIMIBI MHKATICYJ/ISIUA (CKPBITHE
peamu3atiui  GOOSE-pacceinku), HacnenoBanusi (0a3oBeiii kKimacce Logical_Node) u
nonumopdusmMa (oOumii mHTepdeic Aag ormpaBKu coobmmenmii  MMS/GOOSE)
peayM30BaHbI B Ballleil bubmmoTeke.

3. MpuBs3ka k SCL: OnuimmTe, Kak CO3/laHHbIE MPOrpaMMHbIe K/IacChl OyayT
CBsI3aHbI C (hailyioM onucaHusi KoHpUrypaiuu nogactadiyu (SSD/SCD-daiin).

Tekymuu KoHTPoIb TKS5:
[IpoBepsiemas komrieteHius: [1K-1.2.Y

JIP 6. Uurerpaums panHelx IIJIK uepes MQTT B wmwuratop IIoT-
1aTQOPMBI

Bba3soBble Bonpocer:

1. O6bsicCHUTe apXUTEKTYPY «u3jAaTenb-noAnucuuk» (publish-subscribe). Kto
B Ballleii JabopaTopHOM paboTe BbICTyMan B ponu usfatesns (publisher), a kto —
noAnucyMka (subscriber)?

2. Uto Takoe «rorumk» (topic) B MQTT? I[lo KakomMy NOpPUHLMITY BbI
OpraHU30BaIu CTPYKTYDPY TOTNMKOB hif) nepejauu JlaHHBIX
(nanpumep, kgeu/power_station/voltage)?

3. Kakue pannbie (teru) c I1JIK Bbl nepefaBanu Ha IloT-rinatdopmy u c
KaKOU MepUOJUYHOCTBIO?

YriybseHHbIe BOPOCHI:



4. Cpasuure mipotokosibl MQTT u OPC UA pns 3ajau MPOMBILLIIEHHOTO
IoT. B kakux crjeHapusx rpearnoutyuresibHee ncnosb3oBate MQTT, a B kakux OPC
UA? MO>KHO /1 UX UCII0/1b30BaTh COBMECTHO?

5. Kakve mexaHu3Mbl obecrieueHust KauecTBa oOcmykuBanusi (QoS levels)
npegycmotpedsl B MQTT 1 KakoW ypoBeHb Bbl HcIonb3oBamu? [Touemy? Yto
MIPOM30MJET MPH NOTepe CBSA3U?

6. [Ipenyioxxure, kak Ha ocHoBe ToToKa JaHHbIX C [IJIK B IloT-nnargopme
MO>XHO MOCTPOWTH MPOCTEUIIYI0 CUCTEMY TPEJUKTUBHOW aHaJIUTHUKKU (Haripumep,
TIPOTHO3UPOBaHUE Harpy3KU WU BbISIBJIEHHME aHOMAa/IUM).

JIP 7. AHanu3 >KypHa/loB COOBITMM W [UarHOCTUKA HEWCTIPaBHOCTU B
CMOJe/TMPOBAaHHOU CUCTEMe

ba3oBsbie Bopochr:

1. Kakve WCTOUHMKM >XypPHa/JOB (JIOTOB) BBl aHaIM3UpPOBaIu (KypHasl
KOHTpOJI/Iepa, CUCTeMHbIe COOBITHS, alapMbl SCADA)?

2. OnuiMTe CAMITTOM HEMCIPaBHOCTH, KOTopas Oblla CMOJe/TMpOBaHa B
crcTteMe (HarpuMep, «He cpabaTbiBaeT KOMaH/la Ha BK/TFOUEHHE BBIK/TIOUATE IS ).

3. Kakyto 1oc/iezioBaTeTbHOCTh COOBITHH B >KypHasie Bbl HeHTU(DUIIPOBAIH
KaK K/IFOUEBYIO /151 AUarHOCTUKK? Kak Bbl OT/Ie/TW/INA PUUKHY OT C/1e[CTBUS?

Yriy0/ieHHbIe BOIIPOCHI:

4. PaspaboTaiiTe 00mMiA aATOPUTM JeWCTBUM WH)K€HepPa TMpU aHaau3e
cnoXkHoro, HeoueBuAHOTO 6051 B ACY TTI Ha ocHOBe »KypHasioB cobbiTHi. C uero
HayuaTh, Ha YTO oOpaIlaTh BHUMaHKe B MePBYI0 ouepe/ib?

5. Kakue VHCTPYMEHTBbI (Hanpumep, Logstash, Grafana,
crietanu3vpoBaHHble SCADA-UHCTPYMEHTBbI) MOTYT TIOMOYb aBTOMAaTHM3UPOBAaTh
cbop, punbTpaLMio U BU3yannu3alyio )KypHalIOB C MHOXKeCTBa SHEepProo0HeKTOB?

6. Kak nHbopMalus U3 >KypHaioB COOBITHI MOXKeT OBITh UCITO/Ib30BaHa [jist
dbopmupoBaHusi «UPpPOBOro ciefia» O000OPYZOBaHUS W IJIAHUPOBAHUS €ro
TEXHUUYECKOTO OOCTy)XMBaHUs (TIepexofi OT PeakKTUBHOTO K TIPeAUKTUBHOMY
00C/Ty>KUBaHMUIO)?

Keiic 3: AnropuTM aBTOMaTHUYeCKOTO BOCCTAHOBJIEHHs TIMTAHUSI CEKI[UH
cobctBenHbIX HYX/ (CH) mocranium

3azaHue:

1. Paspaborka SFC: Co3gaiite getampHyt0 SFC-muarpamMmy. OCHOBHBIE
maru: «HopmanbHas cxema (BBogl)», «KoHTponb HarpsbkeHust BBogl», «Iloteps
HarnpspkeHust», «llonbitka ABP Ha BBoa2», «KonTposib rotoBHOCTHA I, «Ilyck
OI' v mepekroueHre», «BocctaHOB/IeHUe OCHOBHOI'O BBOZa».

2. YueT cnielilUKKU SHepPreTUKU: BcTpoliTe B airopuTMm o0si3aTesibHbIE IS
SHEPreTUKH 3a/lep>KKU (/1/1s1 rallleHusi yTH, TIPOBePKU CUHXPOHU3MaA), 0/I0KUPOBKU
OT MHOTOKPaTHBIX BK/IFOUEHWI U IPUOPUTETHOCTh UCTOYHUKOB.

3. [luarHoctvka: J[lob6aBbTe TapajuiefibHble BeTBU MJid (HOPMHUPOBAHUS
aBapUMHBIX CUTHAJIOB W YKYPHA/IMPOBaHUsI COOBITHM C BPEMEeHHbIMU MeTKaMU [IIsl
TOC/IeJyIOoLlero aHaaumsa.



Keiic 4: Pedakropunr nporpammbl [IJIK cucTtemMbl peryivMpoBaHuUs
BO30Y)K/IeHHsI CHHXPOHHOTO reHepaTopa (APB)

3ajaHue:

1. AHanu3 sHepreTM4eckoro koza: V3yuurte ripefocTaB/ieHHbI (hparMeHT
(comep>kuT TMpsiMOe  YIIpaB/IeHHWe THPUCTOPHBIM mpeobpa3oBarenemM, IT1M/I-
peryivupoBaHue HarpsbkeHusl, orpaHuuvrtenv). Havigute 3-4 xapakTepHble [Js1
ACY TII sHeproo6beKTOB MpOOJ/IeMbI: «KEeCTKO 3alllUThie» YCTaBKU, OTCYyTCTBHE
peXXuMa «py4YHOr0/aBTOMaTUueCKOro» yIipaB/eHus, CMellleHhe aJrOpUTMOB
peryiMpoBaHus Y JIOTUKH 3al{UThI.

2. Ctpaterus pedakTopuHra: [IpessoxxuTte 1aH, BKIIOUAIOIIWN: BbiZieieHUe
(yHKIMOHA/IbHBIX 6J10KOB IS [TA_Perynarop_HarnpsykeHus,
Orpanuuutesnib_Cratopa_PotOpa, Jloruka_llepekntouenusi_PexxuMoB; BBeJjeHUe
CTPYKTYp /[/I1 YCTaBOK; OpraHu3aluio KoZa Mo (YyHKUMOHAIbHBIM CJIOSIM
(yripaBrieHue, pery1vpoBaHue, 3allUTa).

3. OnTumusaumst [Jjis  peaslbHOrO BpemeHu: IIpejjioxxure u3MeHeHUs,
HarpaB/ieHHble Ha CHW)KEHHWE BpPEeMEHM BBINOJHEeHWs LUK/Ia (Hanpumep, 3ameHa
TPUTOHOMETPHUUECKUX  BBIUMC/IEHWH TaOMMUYHBIMKA ~ JIaHHBIMHM,  ONTHMH3ALUS
anroputMa [TNT).

Keiic 5: Ayaur kubep6e3omnacHoctu cermeHTa cetu ACY TII uudpooit
MO/ CTaHLIUU

3ajiaHue:

1. Anamu3 Ttomonoruu: Ha cxeme cermenHta cetu (IED, KoMmmyTaTopshl,
MeykceTeBOM 3KpaH, APM) uaeHTUDUIMPYWTe KpUTHUUeCKHWe C TOuku 3peHuss Ub
TOUKU: HECAHKL[MOHUPOBaHHbIe (hM3UUecKue MOpThl, HeMpoBepeHHbIM Tpaduk SV,
orcytcTBue  ayTreHTHduKaruu GOOSE-coobmienuii, TMpsaMOM  JOCTYII U3
KOPITOPaTUBHOM CEeTH.

2. Pa3pabotka w™mep: [l KaKgoW yrpo3bl TPEAJIOKUTE KOHKPETHBIe
KOHTPMeEphI: HACTPOMKA CMUCKOB KOHTPOJIs Aoctyna (ACL) Ha KommyTaTopax /st
tpapuka SV/GOOSE, npumenenve utudpoBeix mnoamucerd pns GOOSE,
o0s1i3aTesTbHOE UCTo/b3oBaHre VPN zyist yiaieHHOro JOCTyTia MHKeHepOB.

CootBercTBUe craHzgapram: (CorioctaBpTe [pejjiaraemMble  Mepbl C
TpeOOBaHUSIMU KOHKPETHbIX pa3ziesioB craHzapToB MBITA3 (PoccraHgapT) wid
IEC 62443.

Texkymuu KoHTpob TK6:
[TIpoBepsiemas komrmetenyus: [1K-1.2.Y, I1K-1.2.B

JIP 8. IlpoekTupoBaHMe apXWUTEKTYpPbl OTKAa30yCTOWUMBOW CHUCTEMBI
yrpaB/ieHust Ha 6a3e pacripeseneHHbIX TTJIK

ba3oBbie Bopochr:

1. Kakyto Tomosnoruio cetd (3Be3a, KOJIbIO, JIMHEeHHas) Bbl BbIOpaIH /st
cBsi3u pacrpesienieHHbIX [TJIK? O6bsicHUTe CBOI BHIOOP.

2. Uto Takoe «ropsiuee» (hot standby) u «xonogHoe» (cold standby)
pe3epBupoBaHue? Kakol TN U J/s1 KakKMX KOMIOHEHTOB cucteMbl (LIII, ceTs,
TIMTaHKe) Bbl 3a/I0KU/IU B IPOEKT?



3. Kak B Baimieii apxXuWTeKType OpraHvM3oBaH 0OMeH JAHHBIMH MEXIY
TJIaBHBIM W  pe3epBHbIM KOHTpOJilepoM [yii  obecrieueHusi  GeCIIOBHOTO
TiepeK/IroueHus1?

Yriy0seHHbIe BOPOCHI:

4. PaccuuraiiTe (WM OLIEHWUTe) TIOKaszaTenb JocTynHocTh (Availability)
Balllell  CIpPOeKTUPOBaHHOM cucTeMbl. Kakue ¢akTopbl BAUSIOT Ha HeEro
HanOO/IBIIIMM 00pa3oM?

5. Kak TtpeboBanusi craHgapra MOK 61508/61511 (dyHKIMOHa/NIbHAsS
6e30MacHOCTh) B/WSIOT HAa apXUTEKTYpHble pelleHus] TPy TPOeKTHPOBaHUU
OTKa30yCTONUMBBIX CUCTeM [jisi KPUTUUYeCKH BaXKHBIX YHEProo0BeKTOB (Harpumep,
CUCTEM 3allUThI)?

6. I[pegnoxure u 0OOCHYWTe pellleHWe Ajis Caydasi, Korja Heobxogumo
o0ecrieunTh OTKa30yCTOMUMBOCTh He TOJMBKO HAa YypOBHE OAHOTO OOBeKTa
(mopcTaHI[MKM), HO U Ha yYPOBHE CETH paclipefie/ieHHbIX 00BeKTOB (MUKDPOTPH).
Kakune HOBBIe BBI30BBI 3TO CO3/aeT?

Keiic 6: TOO BHeipeHUs] CUCTeMbI TIPEAUKTUBHOU aHA/IUTUKK /IS TJIaBHBIX
CWIOBBIX TpaHcdopmatopoB Ha 6a3e ITJIK u [IoT

3ajiaHue:

1. Pacuer Kam3kc: CocraBbTe cMmeTy Ha obopyzaoBanue (ITJIK, maTuvku
OI'C, Ttepmometpsl, 1umo3bl 10T, ob6mauHasi mofnucka) U paboTel Ans 3
TpaHC(hOpPMaTOpOB.

2. Pacuet skoHOMUUecKOro 3ddekTa: OrjeHUTe MpefoTBpalljeHHble YOBITKU
OT OJHOTO TIPOTHO3UPYeMOro u30e)kaHusi aBapuy TpaHchopMaTopa (CTOMMOCTB
pPEMOHTA, HEeJOOTIYCK 37eKTpo3Hepruu). OueHute 3¢h@dekT 0T onTUMU3aLUU
PEMOHTOB (mepexof; OT T[UIAHOBO-TIPeAYTNpPeJUTeTbHbIX K pPeMOHTaM [0
COCTOSTHHIO).

3. OueHka okymnaemoctu: PaccuntanTe YMCTBIM JUCKOHTUPOBAHHBIA JOXO[
(NPV) wiM CpoK OKylmaemMOCTU MpPOeKTa. YUTUTe OrepaliOHHbIe Pacxo/bl
(o6cmy>kuBanue 10, KaHambI CBSI3N).

Kenc 7: MogenvpoBaHue OTKa30yCTOMYMBOCTU CHUCTEMbI YIIDAB/IEHUS
TeXHOJIOTMUeCKHUMHU 3all[UuTaMH 3Heprobioka

3ajjaHue:

1. Beibop apxurtektypbl: O60CHyWTe BBIOOP apXUTEKTYPhbl Pe3ePBHUPOBAHUS
(HarprMep, 2003 C TOPSYMM pe3epBOM) [I/Is1 JOCTIKEHHUST TpeOyeMbIX MoKa3aTenen
6e3omacHocTu. CpaBHHTE C apXUTEKTypoi 1002.

2. Pacuer mokasaTtenenn HagexHoctd: Mcnosb3ys mogens MapkoBa wam
nepeBo oTka3oB, oueHute PFD (Probability of Failure on Demand) pns
NpeiJIOKEHHOM apXUTEeKTYphl, 3aJlaB MHTEeHCUBHOCTH OTKa3oB nas  [UJIK,
VICTOYHUKOB MUTAHMUSI, 1aTUMKOB.

3. AHanu3 3aBucuMocTy: [IpoaHanu3upyliTe, Kak Ha UTOTOBYHO HaZleXKHOCTh
CUCTeMbI BJIUSIET Pery/sspHOCTb (PYHKIJMOHAIBLHOTO TeCTUpOBaHus (proof test) u ero
TIOJIHOTA.

Keiic 8: Pa3paboTka pernameHTa 3KCrulyaTaiiuv U obciyxuBanusi [1JIK B
coctaBe ACY TII pacrnipesenvrenbHoM cety 6-10 kB



3azjaHue:

1. PernameHT BBOJAa B 3KCIUTyaTaruio: Pa3paboTaiiTe  I0IIaroByr0
niporieiypy Anas Gpuragel mipu BkmoueHun HoBoro IIJIK Ha KTII: mpoBepka
3a3eMJ/IeHHs], HaCTpouKa ajpecanuu no npotokoay DNP3 wmm IEC 60870-5-104,
TECTOBBIM OMpOC Te/JleMeTpUH, TIpoBepKa PpabOThl JUCKPETHBIX BBIXOJOB Ha
OTK/IrOueHue uzepa.

2. PernameHT 1riiaHoBoro TO: Co3paiiTe TIOMeCSUHbIM U TOAUYHBIA YeK-/TUCT
JUIsT  TACTIeTYEPCKOM CTy»KObI M BbIe3ZHBIX Opuraj: MpoBepKa YpPOBHsS 3apsja
Oarapen pe3eppHoro rmmranus [IJIK, Bepudukaiusi KOHTPOJBHBIX CYMM
MIpOTrpamMMBbl, aHa/lM3 >KypHaloB cpabaThiBaHMI 3all[UT, TECTOBBIM OIPOC BCEX
CUTHAJIOB.

3. WHcTpykiusi TIpy  HeWcCIpaBHOCTH: Pa3paboTaiiTe YeTKHil aJropuTM
JIeMCTBUM [JuCIieTuepa Mpy MNOCTyIvieHnd curHana «Otka3 I1JIK» wim mortepe
CBSI3U: aHA/IU3 a/IbTePHATUBHBIX [AHHBIX, TepeK/IoueHre Ha JIOKaJbHOe PY4YHOe
yrpaBjieHre Ha 00beKTe, BbI30B aBaPUMHOM OpPUraZibl C 3arlaCHBIM MOAYJIEM.

KoHcniekTHpoBaHHe y4eOHOro MaTepuasia mo pasjeiam:

Paspen 4. lHmez2payuoHHble MexHO/102UU U NPOMbIULIEHHbIe Cemu.

Tema 4.1. IlpombiieHHbie cetu: Profinet, EtherNet/IP, Modbus TCP. Time-
Sensitive Networking (TSN).

Tema 4.2. OPC UA kak o0CHOBa CceMaHTWYeCcKou interoperability.
WHdopmalimoHHOe Mo/ieTMpOBaHue.

Tema 4.3. TIlarrepubi wuHTerpaiu IIJIK ¢ MES/ERP, o6mauHbivu
nnatgopmamu (I11oT).

Tema 4.4. Vcnosb30BaHWe NPOMBIILIEHHBIX 11UTH030B M middleware s
CBSI3U Pa3HOPO/JHBIX CUCTEM.

Pa3gen 5. DkcnayamayuoHHoe obOcayxicueaHue u ynpaeneHue HCU3HeHHbIM
yuxkiom ACY TI1.

Tema 5.1. YripaBneHue KOH(QUrypaLyen, BepCUSIMU U U3MEHEHUSIMHU.

Tema 5.2. /luarHocTMKa M aHaiu3 Joros. lIpeIWKTUBHasA aHa/IUTUKA [JIS
TeXHUUECKOT0 00C/Ty>KUBaHUS.

Tema 5.3. [InaHvpoBaHve MOAepHU3ALIMA U MUTPALMU CUCTeM. YTIpaB/ieHue
TeXHUYECKHUM [IOJITOM.

Tema 5.4. PersiameHThl IJTaHOBO-TIpefyripeauTesibHoro pemoHta (ITI1P).
Nurerpanus ¢ cuctremamu CMMS/EAM.

Pasgen 6. I[IpoekmupoeaHue KOMNAEKCHbIX CUCmMeM ynpagaeHusi O/
yugpposbix nodcmaHyuli.

Tema 6.1. Ananu3 peanbHbIX KeticoB BHeapeHus: I1JIK Ha sHeproobbmekTax
(moacranuus, I'DC, TOL).

Tema 6.2. IIpoektupoBanve ACY TII uudpoBor TOACTAaHIMU C
vcrionb3oBaHuem MOK 61850 u I1JIK.

Tema 6.3. Pa3paboTka KOHIEMILIUK CHUCTEMBbI YIIpaB/eHUs MUKPOTPUJOM Ha
pacnpeneneHHbix [TJIK.

Tema 6.4. TeHgeHIMM U MePCIIeKTUBLL: IIpOrpaMMHO-onpenenseMbie ACY
TTI, 1yucdpoBbie ABOMHUKU.



Jl7isi IPOMe)XXyTOUHOU aTTeCTaliu:

OoM1

Bormpocs! a1t MOAroTOBKY K 3aueTy (cemectp 1)

1. Ha3oBuTe TPy OCHOBHBIX 3Taria 3Bo/roLuu apxutektyp [1JIK.

2. UYem pacrnpepenensnbii [IJIK mpuHUMNMWANBHO — OT/IMYAeTCd  OT
MOHOJIUTHOTO?

3. Uro o3Hauaer ab6peBuarypa «SDPC» (Software-Defined Programmable
Controller)?

4. Yto o3Hauaet rokasarejib MTBF 1 Kak OH CBsI3aH C Ha/J|e’)KHOCTbIO?

5. Ha3oBure jBa KmoueBbIX KpuTepus BbiObopa IIJIK paia  cuctembl
TPOTHMBOABapUMHON aBTOMAaTHKHU.

6. Kakoii Tumn mnepudepuitHoro MoAy/as HeoOXOAUM /s TIOJKTFOUeHUs
nJaruuka 4-20 MA?

7. Kakasg  ocHOBHasi  cpeja  pa3pabOTKM  MCMONb3yeTcs  AJiA
riporpammupoBanus [VIK Siemens S7-15007

8. HazoBure KiOueBOe TMPeUMYIeCTBO OTeuecTBeHHbIX BBK (6/10uHO-
MOZYJIbHBIX BBIUUC/IATE/IbHBIX KOMITJIEKCOB) B KOHTEKCTe UMITOPTO3aMell[eHHs].

9. Kakou mpou3BoguTeNb CAJIBLHO MPOABUraeT KoHLenuio «EcoStruxure»
[I/151 SHepreTUku?

10. B ueM OCHOBHOM HeJOCTAaTOK L|€HTPa/JM30BaHHOM apxUTeKTypel ACY
TIT?

11. Korma nmpuMeHsieTcsi  JelleHTpa/iM30BaHHasi  (pacrpe/ie/neHHast)
apxuTeKTypa?

12. Yto Takoe rubpuiHasi apXUTEKTypa U IJje OHa MOXKeT HCTI0/b30BaThCs?

13. Ha3oBuTte Tpu 0CHOBHBIX IpuHLumna OOIL.

14. Yro Takoe «GdyHKIMOHaNBHBI 0/10K» B CODESYS c TOukuM 3peHus
OolIr1?

15. MoxxHo mu co3zath kinacc B TIA Portal? Eciu fa, To Kak Ha3bIBaeTcst
aHasnor?

16. UTto siB/isleTCSi OCHOBHOW e[WHULIed KOMIIO3ULIMM B cTaHaapte MOK
614997?

17. Yem MOK 61499 nyuiiie 1ogxoAuT AJisl pacripefie/ieHHbIX CUCTeM, UueM
M3K 61131-37?

18. Uto Takoe «ceTh PYHKIMOHAILHBIX 0/10K0B» (FBN)?

19. Ons yero B npoekte ACY TII ucnonb3yeTcsi cucteMa KOHTPOJISI BEpCUU
Git?

20. Yrto o3Hauaet abbpeBuarypa CI/CD?

21. Kakoit start CI/CD MO)KeT aBTOMaTU4YeCKH TTPOBepsSTh COOpPKY IpoeKTa
TJIK?

22. Uto Takoe «pedaKTOpUHI» Koja?

23. HazoBute oAuH pacnpoOCTpPaHEHHBbIM «3amax Koga» (code smell) B
niporpammax I1JIK.



24. Kakou naTTepH NPOEKTHPOBaHUsI YaCTO MCIOJIb3YeTCs [/l peaau3alun
KOHeyHoro asromara B ACY TII?

25. YUto onpegesnsiet crangapt MOK 615087

26. Uto 03HauaeT ypoBeHb MOHOTHI Ge3omacHocTH SIL 27?

27. Yem Safety PLC otimuaetcst ot o6sruHoro I1JIK?

28. HazoBute Tpu oCHOBHBIE yrpo3hl (threats) kubepbezomnacHoctu ayist ACY
TII.

29. YTo Takoe cermeHTaL[ys CeTU U 3a4eM OHa Hy>KHa?

30. Kakoii cTaHzapT sIB/IsSIeTCS OCHOBHBIM Jjisi Kubep6e3zomacHoct ACY
TII?

31. B uem pasHuija Mexxay pe3epBupoBaHueM 1002 u 20037

32. Uto obecrieurBaet Oosiee ObicTpoe mepekarodueHue: hot standby mmum cold
standby?

33. Uto Takoe «OyThIOUHOE TOPJ/IO» B OTKA30yCTOWUMBOM apXUTEKType?

34. Urto Takoe Basmaaums B KoHTtekcTe 110 s [TJIK?

35. Uem HIL-tect (Hardware-in-the-Loop) nyuriie uucTor CUMyasiun?

36. HaszoBuTe OAMH W3 WHCTPYMEHTOB [/ aBTOMAaTU3MPOBaHHOIO
TecTUpoBaHus rporpamm [JIK.

OMKkp

TeMbI KypCcOBBIX padoT:

«[IpoekT MojepHU3aLMM CHUCTEMBbl TPOTHBOABAapUMHOM  aBTOMAaTHKU
TMO/ICTAHLIMY C MUTpalieli Ha HOBYtO Tinatdopmy TTJIK».

«Pa3paboTka  apXuTeKTypbl U  TPOTOTHMA CHUCTeMbl  YIIpaB/eHus
MUKpOTpUioM Ha 6a3e pacripeseneHHbix [TJIK (MOK 61499)».

«Co3ganve  1MGPOBOr0  [BOMHUKA  TEXHOJOTMYECKOro  Tiporiecca
sHepro6sioka st otaagky [10 TTJTK».

«[IpoekT unTerpayuu ganHeix ACY TII uudposount nmoxacranyuu (ITJIK +
MOK 61850) B KOpriopaTUBHYIO aHaTUTUUECKYIO MJ1aTHOPMY».

OlleHuBaHWe pe3y/bTaTOB OOyuyeHHsl IO AUCLUIUIMHE OCYLIEeCTB/SeTCs B
paMKax TeKyLlero KOHTPOJII U INPOMEXYTOYHOM arTecTaliid, MPOBOAMMBIX IO
6amubHO-periTuHroBoi cucreme (BPC).

OoOM2

Bornpocs! A/ MOATOTOBKY K 5K3amMeHy (cemecTp 2)

TeopeTrueckue BOIpOCHI (110 pa3genam 1-6)

1. OBomonus apxutektyp IIJIK: OT MOHO/NIMTHBIX CHACTEM K MPOrPaMMHO-
onpegensieMbiM KoHTposuiepaMm (SDPC). [laiiTe cpaBHUTE/IbHBIN aHA/N3, BbIJE/IVB
K/TFOUeBbIe TIpeuMyIiiecTBa ¥ 00/1aCTH MPUMeHeHUsT KaXK/I0T0 JTarla B SHepreTHKe.

2. Kputepuu Bbibopa anmapaTtHoit miatdopmel [TJIK asis cuctem peneliHOM
3auuThl U aBToMatuku (P3A) mopcraniuu. PackpoiiTe posnb mokasaresneil: Bpemsi
obpaboTku 1MK/a (scan time), ypoBeHb IMOMHOTHI Oe3omacHocTy (SIL), moaaepskka
riporokosioB MOK 61850.

3. CpaBHUTe/NbHbI  aHa/M3  PLIHOUHBIX  TPEJJIOKEHUN  BeAyLIUX
nipousBoguTeneii (Siemens, Schneider Electric, oTeuectBeHHble BBK) ais 3amau



udpoBoi noAacTaHUuU. Kakue (akTopbl, TOMUMO TeXHUUECKUX XapaKTePUCTUK,
CTaHOBSITCSI KDUTUYHBIMH TIPH BBIOOPE CeroHs?

4. LenTpanm3oBaHHasi, pacripe/iesieHHasi U ruOpuaHast apxurektypa ACY TII
3HeprooOwekTa. [IpuBegrTe KOHKPETHBIE TPUMEPHI NMPUMEHEeHUs KaXKA0H W3 HUX
(naripumep, ans TOII, pacripesenuTenbHOM TIOACTAHIIMN, CUCTEMbI COOCTBEHHBIX
HYKZT) ¥ 000CHY#HTe BbIOOP.

5. OOBekTHO-OpueHTUpOBaHHOe TiporpammupoBanue (OOII) B cpemax
CODESYS u TIA Portal: peanu3ariyisi NpUHIIUIIOB WHKAICYJISLIUM, HAaC/eI0BaHUS U
nosimMopdu3Ma Ha TipuMepe pa3paboTku OHMOMMOTeKH (DYHKIIMOHAMBHBIX OJIOKOB
[JIsl TUTIOBOT'O 000PY/10BaHUSI TTO/ICTaHIUU (BBIK/IIOUaTe/b, TpaHChOpMaTOp).

6. Cranmapr MDOK 61499: konuenims (yHKUHOHaIBHBIX 650k0B (FB),
COOBITUIHOTO yTIpaB/eHUsI U pacrpeziesieHHOro ucroaHeHus. OObscHUTe, TToUeMy
JJaHHbIM CTaHAAPT pacCMaTpUBAETCS KakK IepCIIeKTUBHAs OCHOBA [JiII CUCTeM
ynpaB/eHus MUKPOTPUIAMU U BUPTYaJIbHbIMU 3/71eKTpocTaHLusiMu (VPP).

7. ncTpyMeHThbl KOHTpOJiS Bepcul (Git) u npaktuku CI/CD B »KHU3HEHHOM
yukiie 10 gag ACY TII. OnummTe TUNAYHBIM NauriaviH (pipeline) gist mpoekTa
MoJlepHU3aluy  TIporpaMMHoro  obecrieuennst [IJIK  1mdpoBoli  TofcTaHIvy,
BKJIFOUAs1 3Tallbl TECTUPOBAHMUSI.

8. PedaktopuHr legacy-kozia B mpoekTax 3HepreTUku. OnuIuTe TUITUYHBIE
«3arnaxyv Koga» B crTapeix nporpamMmax IIJIK ¥ cTpateruto ux I103TarHoOro
ycTpaHeHUsi 6e3 OCTaHOBKM TeXHOJIOTMUeCKOro rpotiecca. [IpuBeguTe TmpuMephbl
raTTepPHOB MPOEKTUPOBaHus, nosie3nbix ajiss ACY TII.

9. ®dynkiuoHanbHas Oe3omacHocTh (Functional Safety) B sHepreTuke:
crangaptel MOK 61508 1 MBK 61511. Packpoute moHATHE YPOBHSI ITOJHOTHI
6e3omacHoctH (SIL). Kak TpeboBanus SIL BiusitoT Ha BbibOp ammapaTypsl (Safety
PLC) 1 apXuTeKTypy CHCTEMbI TEXHOJIOTHYECKHUX 3allUT YHeprobsioka?

10. Kubepbe3oracHocts ACY TII 3Heproo6bekToB coriacHo crasaapty [EC
62443. OrumiuTe Mo/ie/b YTrPo3, MPUHIMI TJTy00K03111e/IOHUPOBAHHON 0O0POHBI U
KOHKPeTHble Mepbl 3all[iThl Ha YpOBHe: a) TiepuMeTpa CeTH, 0) cerMeHTa
ynpasJieHus, B) otaensHoro [TJIK.

11. MeTogpl OTKa30yCTOMUMBOrO MPOEKTHMPOBAaHUS: pe3epBUpoBaHUe 1001,
1002, 2003. PaccuuTaiiTe u cpaBHUTe TI0Ka3aTeau HasexxHoctu (PFD, PFDavg) asis
cxem ropsiuero (hot standby) u xonogHoro (cold standby) pesepBupoBaHusi mpu
3a/laHHBIX UHTEHCHMBHOCTSX OTKA30B.

12. Bepudwukauysa v Bamujalusi MporpaMMHOr0 oOecrieueHus KPUTHUHBIX
cucteM. [laute ompepesieHde TepMrHaMm. OmuUIIMTe POJib U MECTO CJIeAYHOLUX
MeTO/I0B B >ku3HeHHOM Iukie I10 IIVIK: cratuyeckui aHanu3 KOZa, MOAYJ/bHOe
TeCTUpOBaHue B cumyssatope, HIL-tectupoBanue.

13. OPC UA «kak yHUBepcajgbHasi 1uiaTopMa CeMaHTHUYeCKOU
uHTeporiepabenbHOCTH B 3SHepreTuke. Packpoiite mnpeumyiectBa Tiepes; OPC
Classic. O6bsicHuTe posib HHGOpMarioHHoro MoienrpoBadus (Information Model)
M KaK OHO WMCroJyib3dyeTcsl At uHTerpanuu AaHHeix [1JIK ¢ MES-cucremon
TipeilpPUSITHSI.

14. TIpomsiiiieHHbIe ceTd peanbHoro BpeMmenu: Profinet IRT, EtherNet/IP c
CIP Motion, TSN (Time-Sensitive Networking). CpaBHuUTe UX MOAXOAbI K



obecrieueHUI0 JleTepMUHU3Ma. [7le B JHepPreTHKe TMPeABSBISIOTCS JKECTKHe
TpebGOBaHUS K JIeTEDMUHU3MY CETU?

15. Tlatrepunl wuHTerparyu [IJIK ¢ o6maunbivu  IToT-mutatdopmamu
(manpumep, Ha 6asze MQTT). OnuiuTe TUIIOBYIO apXUTEKTYPY CUCTEMbI
yZlaJleHHOT0 MOHWUTOPWHIra COCTOSIHHS CUJIOBOTO TpaHC(opmaTopa C Iepejaven
paHHbix JII'C u Ttepmorpaduu. Kakue Bo3HuKaroT challenges ¢ Touku 3penus
6e30MacHOCTH U 3a/lep>KeK?

16. VYmnpaBnenwe KoHpuUrypanuuen u u3sMeHeHusmu B rmapke [IJIK
pacrnipesieniiresibHOM  ceTd.  OnuiuuTe  TIPOLIeCC  YIIPaBJeHHWS — BepCUSIMU
MIpOrpaMMHOr0  o0ecrieueHusi, arnmapaTHbIMA KOH(PUrypalusiMd U CeTeBbIMHU
HaCTPOUKAaMH [IJIs1 COTEH pacrpe/ie/IeHHbIX YCTPOUCTB.

17. TlpeAVKTUBHAsE aHA/IMTHKA KaK OCHOBA TEXHUUECKOTO 00C/TyKUBaHUS T10
cocrostauio (CbM) snHeproobopyaoBanusi. Kakve ganabie ¢ [TJIK MoryT ObITh
VICII0/Ib30BaHbl /I [IPOrHO3MPOBAaHUA  O0TKa3oB?  Onuiiure  yIpPOLEeHHYIO
apXUTEKTYPY CUCTEeMBI MPeIMKTUBHOTO 00C/Ty>KrBaHus y3ma KPYD.

18. IlmaHupoBaHue MozepHu3aLui U wmurpanguu cucrem ACY  TIIL
PaspaboraiiTe Mo3TanHbii M1aH MUTPAL[MU C YCTapeBIlel CUCTeMbI TeJleMeXaHUKU
Ha HOBYHO IUIaThOpMy [Jis TIOACTaHLUMK 0e3 [JIMTebHOTO TiepepbiBa B
3/1eKTPOCHa0KeHUU MoTpeduTerieil.

19. CnpoektupyuTe KoHleniuio cucteMbl ACY TII ans Mukporpuza c
pacripefiesieHHol reHepauueirt (COC, BIOY, AI'Y) u HakomurensMmu. Onuiivre
apXUTEKTypy ympasjeHusi, ponb IIJIK pa3Horo ypoBHS, IPOTOKOBI OOMeHa
JAHHBIMU U a7ITOPUTMbI Oa/TaHCUPOBKHU.

20. TlpoaHanusupyiTe Kelc BHefpeHUsi LM(ppPOBOUM mojcTaHuU. Kakue
K/FOUeBble  pellleHWss HeoOXOAWMMO TIPUHSATh HAa JTare  TPOeKTUPOBaHUS
OTHOCUTENTbHO: a) Bbibopa Mexay ITJIK u crieljuasv3upoBaHHbIMHM YCTPOHCTBAMU
P3A, 06) apxutektypbl MmmHbBI Tiporiecca (GOOSE/SV), B) wuHTerpauuud C
BbILIeCTOAMM ypoBHeM ACY TII?

21. Tenpenuuu pas3BuTus: nporpammHo-onpegensieMele ACY TII (SDC) u
uudposble aBoviHUKK (Digital Twin). Kak 3THM KOHILeMI[MM MeHsIOT POJib
TpaguuoHHoro IIJIK v mojxozabl K IPOEKTUPOBAHUIO CUCTEM YIpaB/IeHUs B
SHepreTukKe?

[TpakTHyeckue 3ajauu (3K3aMeHalMOHHbIE 3a/1aui)

3ajgaua 1 (ApxuTeKkTypa u BBIOOD).
[laHO TexHMUYeCKOe 3a/laHye Ha MOJIepHU3aLMI0 CUCTeMbl aBTOMAaTUUeCKOro BBO/a
pesepBa (ABP) ana aByxrtpaHcdopmaTopHoit mnojctaHuyu  110/10 kB ¢
TpeboBanueM SIL 2. Heo6xoanmo obecrieurTh KOHTPOJIb CHHXPOHK3Ma, PaboTy Ha
Tpex He3aBUCUMBIX UCTOUYHUKAX, MHTerpanuto B SCADA 1o IEC 60870-5-104.

Bompoc: IIpenoxure 51 obocHytiTe TUII apXUTEKTYPbl
(ueHTpa/IM30BaHHast/pacTipe/iesieHHasi). BeibeprTe KOHKpeTHYI0 Mozenb TTJIK (u3 2
TIpe/I/I0’KeHHBIX BapUAHTOB), /laB CPAaBHUTE/IbHBIN aHa/IN3 110 KPUTEPUsIM: Ha/lhnuue
hardware-mogyneii i1 uU3MepeHHs BEKTOPOB  HalpsUKeHUs, MOJep>KKa
TIPOTOKOJIOB, BpeMsi 00pa00TKH 1MKa. CocTaBbTe YMPOIIEHHYIO Crel[idUKaI|io
HeoOXO0AUMBIX MO/yJieli BBO/Ia-BbIBO/A.



3asaua 2 (IIporpammupoBanue U 0e30macHOCTB).
B mnporpamme IIJIK, ympaB/sifoIliero CUCTEMOM PperyaupoBaHUsS BO30YKAeHHs
CUHXDOHHOTO TeHepaTopa, oOOHapy>keH legacy-koj. @parMeHT COZEep>KUT
«MaruvyecKue 4uvc/a» i yCTaBOK, CMeLIaHHYIO JIOTHKY YIIpaBJIeHWs U 3allvThl,
OTCYTCTBUE CTPYKTYPBHI.

Bomnpoc: PaspaboraiiTe 1miaH pedakTopuHra 3Toro (pparmenrta. [1peajioxure
HOBYIO MO/Iy/IbHYIO CTPYKTypy (Ha3oBute 3-4 (QyHKIMOHAMBHBIX 0JI0Ka),
TpUMEHWUTe OJWH TaTTepH TMpoeKTUpoBaHus. OT/Ae/NbHO TIepeuuciuTe 3 Mepbl
Krbepbe30I1acHOCTH, KOTOPhIe I0/DKHBI OBbITh 00513aTe/TbHO MPUMeHeHbI K JaHHOMY
IUIK, yunTbiBast ero KpUTUYECKYHO POJib.

3agaua 3 (HapexxHoctb u TO).

CucreMa TeXHOJOTMYECKUX 3allUT KOTJ/Ia BBICOKOTO /ABJIeHUs peanu30oBaHa
Ha apxutektype 2003 (Tpu He3aBUCMMbIX KaHana Ha [1JIK). W3BecTHa
MHTEeHCUBHOCTh OTKa30B OZJHOT0 KaHasa (A) 1 BpeMs BocctaHoBieHuss (MTTR).

Bompoc: 1) OObsicHuTe, ToueMy [jsi [aHHOM CHUCTeMbl BbIOpaHa
apxuTekTypa 2003, a He 1002. 2) PaccuuraiiTe BepOSTHOCTb OMAaCHOIO OTKasa
cuctemsl (PFD) pns 3agaHHOro vHTepBana (yHKLMOHa/IbHOrO TectupoBaHus (T).
3) Ha ocHoBaHuM pacyeTra mOpeA/IOKUTE ONTUMAJbHYI) [EPUOJUYHOCTD
TEeCTUPOBaHUS U COCTaBbTe UEK-/TUCT OMepaLvid /sl ero npoBeJeHus..

3agauva 4 (MaTerpanys ¥ 3KOHOMHKA).

PaccmaTtpuBaeTcsi IPOEKT BHeJPEHUs] CUCTEMbl MOHUTOPUHIA TeMIlepaTyphbl
YW BUOpaly TIOAIIUITHUKOB I[UPKYJIALIMOHHBIX HacocoB Ha ['DC c mepemaueit
naHHbIX 10 MQTT B 06/1auHyr0 aHA/TUTHUECKYTO TUIaThOpMYy.

Bomnpoc: 1) Hapucyute cxemy uHTerpanmu cyiectByroiux [1JIK Hacocos ¢
o61akoM uepe3 NpombitiyieHHbIN 1103 [[0T. 2) Ouenute 3koHOMUUeCKUi 3hdeKT
OT MpeZoTBpalleH!s] OJHOI0 aBapUMHOI0 OCTAaHOBAa HAacocCa (JaHHbIe [JI pacyeTra
TIpe/lOCTaB/IeHsbl: CTOMMOCTb  PEMOHTA, CTOMMOCTb  HeZI0OTIYL[eHHOU
snekTpo3Heprun). 3) CrenaiiTe BbIBOZA 00 OKYIaeMOCTU TPOEKTa IPU WU3BECTHOU
CTOUMOCTU BHEPEHUS.

3agaua 5 (L{u¢poBas noacTaHLysA).

Bam mnopyueHo paspabotathk Konijemiuto ACY TII ans HoBou 1udpoBoi
nofactaniuu 220 kB. TlogcraHiusi Ao/bkHa paboTath B unmanned-pe>xume C
riepejlaueli BCeX JAHHBIX B Bbilectosmu LY.

Bonpoc: OTBeTbTe Ha C/ieyOIIUe MyHKTbI KOHLIEMLIUU:

a) Annapammblili ypoeeHb: Bymere s Bbl Hcronb3oBath I[1JIK obiiero
Ha3HaUeHHsl, CrelaTu3upoBaHHble ycTpoiricTBa P3A waM TrUOPUAHYIO CXeMy?
OO6ocHyiiTe

6) Cemegas apxumekmypa: Tlpegnoxure cxemy cermeHTariuu cetu (Process
Bus, Station Bus). Kak obecrieunTts Kubep6e30macHOCTb?

B) IIpoepammuass Mmodeab: Kak OyzeT opraHvM3oBaHO IPOrPaMMHOe
obecnieuenue BepxHero ypoBHs ITJIK? TIpeasioxkuTe mogxon (HarmpyuMep, Ha OCHOBe
MO3K 61499 nmu OOIT-61b10TeK).

r) Okcniyamayus: Kakue HOBbIE perjiaMeHTbl W KJ/IHOUEeBble T10Ka3aTesd
(KPI) anst o6c/my>KMBaHUS BbI MPEJIOKUTE [I7Is1 TAKOU TTOACTaHLIUNA?
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