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1. Heap, 3a1a4M ¥ IVIAHUPYEMbIe Pe3yJIbTAThI 00YYEeHHUs 10 JUCHUIIIMHE

Lenpro ocsoenuss aucuuiauabl 51.0.11.03. "OcHoBbl HMH(DOPMAIIMOHHOM
oe3omacHocTH' SBIsSETCS (OPMHUPOBAHMS Y CTYACHTOB 3HAHWW W HABBIKOB TIO
BOIIpocaM HMH(POPMAITMOHHOW O€30MacHOCTH, a Tak)Ke HAaBBIKOB IPAKTHYECKOTO
oOecrieueHus 3amuThl HHPOpMaIUU U 6€30MaCHOTO WCIIOIB30BAHUS MPOTPAMMHBIX
CPEJICTB B BBIUYMCIIUTENIbHBIX CHCTEMaX OpraHu3aliil U yUpesKICHUN.

3aauaMy IUCUUIUIMHBI ABJISIOTCS: MOJydyeHUE 0a30BBbIX TEOPETUUECKUX MpeE-
CTaBJICHUM O COBPEMEHHBIX OpPraHMW3aLUMOHHBIX M TEXHUYECKMX METONAX 3alUTHI
uHbOpMaIlK, a TaKKe TEXHUYECKUX CPEACTBAX 3aIlUTHhl KOMIIbIOTEpHOU HH(pOpMa-
MU MH()OPMAIIMOHHBIX CUCTEM OpPraHU3alUld U YUPEKICHHM.

Komnerenimu u uHIUKaTOPBI, PopMuUpyeMble y 00ydJaronuxcs:

Kon n HauMeHoBaHUE KOMITETCHITUN Kon n nanmeHoBanune nHIuKaTopa
OIIK-1. Crioco6en morumarh nipuaImnel pa- | OIMK-1.2. Bnageer HaBblkamu NpUMEHCHHS TU(PO-
0O0TbI COBpEMEHHBIX HUH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH IS pelieHusl 3aaad mpodeccuo-
HOJIOTUHM U UCTIONB30BATh WX JJISl PEILICHUS HATBHON JIEATEIBHOCTH C YY€TOM OCHOBHBIX TpeOo-
3a/1a4 MPOECCHOHATEHOMN JIeATeTbHOCTH BaHU MHGOPMAIIMOHHOM 0€30MacHOCTH

2. Mecto nucuunnHbl B cTpykrype OII

[IpeamecTByromue TUCHUILIMHBL (MOAYIH), npaktuku, HUP, ap.:
b1.0.11.01. UudopmarimoHHbIe TEXHOJIOTUH

b1.0.11.02. Anropur™Mu3zanus ¥ IporpaMMHpPOBAHUE

[Tocnenyromme aucuuIuinebl (Moaynu), npaktuku, HUP, np.:
b1.0.11.04. IIporpamMmmHOe oOecrieueHre U porpaMMUpoOBaHue B mpodeccuo-
HaJIbHOM JESATEIIbHOCTH

3. CTpyKTypa M coep:KaHue TUCIUIITHHBI
3.1. CTpyKTYypa THCHMILIHHBI
JI1st ouHOM popMBI 00yUEHHUS

Bun yueOnoit paboTsl B;go nggg 4CeMec;‘p (E) 5
OBIIASA TPY TOEMKOCTbD AMCIHUITIJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 0,88 32 36
AYJIUTOPHAA PABOTA 0,88 32 32
Jlexmun 0,44 16 16
ITpakTHyeckue (CEMHUHAPCKHE) 3aHATUS 0 0 0
JlaGopaTopHbie pabOTHI 0,44 16 16
CAMOCTOATEJIBHAA PABOTA OBYUYAIOHIET'OCA 1,12 40 40
ITpopaboTka yueGHOro MaTepHraa 1,12 40 40
KypcoBoii mpoekt 0 0 0
KypcoBas pabora 0 0 0
[ToaroToBka K MpOMEKYTOUYHOM aTTeCTAIlH 0 0 0
[IpomMexxyTouHast aTTecTanus: 3




Jiia 3a04HOM (hOpMBI 00yUEHUS

Bun yuebHo# paboThl Bg%ro nggg 3C€Meczp(ﬂ) 5
OBIIAS TPYTOEMKOCTb ANCIHUITJIMHbBI 2 72 72
KOHTAKTHAS PABOTA 0,28 10 16
AYJIUTOPHAS PABOTA 0,28 10 10
Jlexmun 0,17 6 6
[IpakTnyeckue (ceMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHbie pabOThI 0,11 4 4
CAMOCTOSTEJIbHA S PABOTA OBYUYAIOIIET'OCS 1,72 62 62
[TpopaboTka yuebHOrO MaTepuaia 1,72 62 62
KypcoBoii mpoekt 0 0 0
KypcoBas pabora 0 0 0
[ToaroroBka Kk MPOMEKYTOYHON aTTeCTallUU 0 0 0
[TpomexyTouHas aTTecTanus: 3

3.2. Conep:kanue AUCHUILIMHBI, CTPYKTYPHPOBAaHHOEe IO pa3jieiamM H

BH/aM 3aHATHH

Pacnpenenenue tpy- | @opmel u | UHAEKCH HHIUKATO-
JTIOEMKOCTHU BUJI poB hopMupyeMbIX
§ 10 BUJIaM y4eOHON | KOHTpOJIs KOMITETCHIIUH
Paznensl ? paboTst
o .
JVICTIATUTHHEI § 5|9 . S
M 5 S 9] =
2 €| g 2
= o
Paznen 1. OcHOBHBIE OHATHS U
aHanu3 yrpo3 uHpopmanuonsoit | 10 6 8 0 | 12 TK1 OIIK-1.2. 3YB
0e3011acHOCTH
Paznen 2. [loHaTue HaLMOHAb-
HOHl 0€e30IMacHOCTH, BHALI 0O€3- 6 5 0 0 4 TK? OIK-12.3
omacHocTH. HMHopmarnmoHnHas
6e3omacHocTh POD.
Paznen 3. MexnayHnapoaHas,
HAIIMOHAJIbHASI M BEJOMCTBEHHAsI
HOpMaTHBHasi TpaBoBas 0aza B| 6 2 0 0 4 TK3 OIIK-1.2.3
obmacti WHGOPMAITMOHHON 0e3-
OTTACHOCTH
Paznen 4, NnxenepHo-
TEXHUYECKas 3amuTa | 24 4 8 0 | 12 TK4 OIIK-1.2. 3VB
uHpopManuu
Paznen 5. OpranuszanuoHHO-
npaBoBoe oOecrieyeHue 3amutel | 10 2 0 0 8 TK5 OIIK-1.2.3
nHpopmarun
3auer 0 0 0 0 0 OM1 OIIK-1.2. 3YB
Hroro 3a 4 cemecTp 72 |16 | 16 | O | 40




3.3. Conep:kaHue IMCUUIIMHBI

Paznen 1. OcHOBHBIE TOHATHUS U aHAIN3 YTPO3 HH(OPMAIIMOHHOW O€30TTaCHOCTH.

Tema 1.1. OcHoBHBIE TIOHATHSI MH(GOPMALMOHHOW OE30MACHOCTH U 3allUThl MH-
dhopMarum.

OcHoBHbIE TepMHUHBI U onpenenenus. Obecnieyenne MHPOPMAITMOHHON Oe3o11ac-
HOCTH KOMITBIOTEPHBIX cuCTeM. Bunbl yrpo3. Tpu Hanbosee BbIpaKeHHbIE Yrpo3bl: 1)
NOJBEPKEHHOCTh (PU3UYECKOMY HCKAKEHHUIO WM YHHUUYTOKEHHUIO; 2) BO3MOKHOCTb HE-
CAaHKIIMOHWPOBAHHOW (CITy4altHOW WJIM 3JI0YMBIIIICHHOW) MOTU(HUKAINN; 3) OMacHOCTh
HECAHKIMOHUPOBAHHOTO (CIy4ailHOro M MpeAHaMEPEHHOr0) MOMydeHUs HUH(popMaluu
JIMLIAMU, JJI1 KOTOPBIX OHA HE MpeIHa3HaueHa. XapakTep MPOUCX0KICHUS YIpo3: YMbIII-
JIEHHBIE (haKTOPBI, ecTecTBeHHbIE (PakTophl. McTounuku yrpo3. [Ipeanockuiku nosBieHus
yIpo3: OObEKTHBHBIE, CYObEKTUBHBIE

Tema 1.2. [Nonutrka nHGOPMAITMOHHOM O€30MIACHOCTH

OcCHOBHBIE TIOHSATHSI MOJMTHKHN Oe30omacHOCTH. CTpyKTypa MOJIUTHKU OE30MacHo-
ctu. Pa3paboTka NOJUTUKY OpraHu3aly 0€30MaCHOCTH OpraHU3alINH.

Tema 1.3. Cranmaptsl HHPOPMALIMOHHON 0€30MACHOCTH

Pons cranmaproB uH(pOpmManmoHHON Oe3onacHoctu. Kputepun Oe3omacHOCTH
KOMITBIOTEPHBIX crcteM MunucrepctBa 000ponsl CIIIA — «OpanxkeBas kaura». EBpo-
nieiickue Kpurepuu 0e30macHOCTH HH(GOPMAIIMOHHBIX TEXHONIOTHI. DeniepanbHble KpUTe-
puu 6e3onacHoctu. Kanaznckue kpurepruu 6e30macHOCTH KoMIbloTepHbIX cucteM. [[OCT
P NUCO/M3K 15408-2002, kak ayTeHTHYHBIA BapUaHT OOIIMX KPUTEPUEB OE30MACHOCTU
UT. OynkimonansHbie TpeboBaHus 6e30macHOCTH. TpeboBaHus ToBEepHs K O€30MacHo-
ctu. Crangaptel ISO/IEC 17799: 2002 (BS 7799:2000). CranaapTsl 0 MEHEIKMEHTY
uHpopmarmonHoit 6e3onacHoctr ISO/IEC 27001-27040. Hemeukue cranmaptel BSI.
Cranpaptel SysTrust, SCORE, GIAC. Crannpaptbl ajisi 6ecripoBOAHbIX ceTeil. Ortede-
CTBEHHBIE CTaHAApPTHl MH(pOPMAIMOHHON OezomacHocTU. CTaHAapThl oOecreueHue MH-
(dhopMaIoHHOM 0€30MacCHOCTH OpraHM3alui OaHKOBCKOM cucteMbl. Poccuiickoit ®dene-
paumu. OCT P 57580.1-2017 u TOCT P 57580.2 — 2018. Crannaptsl nHGOPMAIIMOHHOM
oe3onacHoct B Mutepuere (IETF, RFC)

Paznen 2. [loHsATHe HaMOHAIBLHOM Oe30MacHOCTH, BUIbI Oe3omnacHocTu. MHdop-
MalMoHHasi 0e30MmacHoCTb PO

Oprasbl, o0ecrieunBaroMe HaMOHAIBHYIO Oe3omacHocTh P®D, nemu, 3amaym.
Haimonanbheie untepeckl PO B nnpopmanmonnoii cepe. [IpropurerHsie HanpaBieHUsI
B obnacty 3amuThl nHGopMaru B PD. Tennenmmu pazButrs UHPOPMAITMOHHON TIOJH-
TUKHU TOCYAAPCTB U BEAOMCTB. I oCynapcTBeHHas TaHa.

Paznen 3. MexnyHapoHasi, HAIMOHAJIbHAS U BEIOMCTBEHHAs] HOPMaTUBHAs TIpa-
BOBas 0aza B 00s1acT MHGOPMAITMOHHONW O€30MTaCHOCTH

Oo6umwe nonoxenusi. KonnenryanbHble JOKYMEHTBI B 00JIaCTH MH(POPMALMOHHON
0e3omacHocT. Baxneiimme (enaepaibHble HOPMATUBHBIE MPABOBBIE AKTHI. 3aKOHBI, Ka-
CaroIIMecsl OXpaHbl MHTEIUICKTYaIbHOM coOcTBeHHOCTH. [lonoxkenust I'paykaaHcKoro Ko-
nekca P® no 3ammre nndopmanun. MexayHnapoaHoe cotpyaanyectBo. Kogexe 06 aa-
MHUHHUCTPATUBHBIX MMPABOHAPYILICHUSIX. YTOJOBHBINA KOAEKC U 3amuTa uHpopmarmu. Oc-
HOBHBIE TO/I3aKOHHBIE aKThI B 00J1acTH MHGOPMAIIMOHHOM Ge3omacHocTy. YKassl [Ipe3u-
nenta P®, mocranosnenus [IpaBurensctBa PO, BemoMcTBeHHAs HOpMaTHBHAS 0a3a.



Pa3znen 4. UnxeHepHO-TEXHUYECKAs! 3a1IMTa MH(DOpMALIUU

[Nonsitue xpunrorpadun. Kpurepuii Hagesxxnocty mmdposanus. OCHOBHBIE KPHII-
Torpadudeckue nprueMsl: OoyHOe MmUppOoBaHUE, CXeMa MOTOYHOTO HmdpoBanust. Cum-
METPUYHBIE KPUITOCUCTEMBI IMU(PPOBaHUS. ACCUMETPUYHBIE KPUITOCUCTEMBI IIH(PO-
BaHus. OyHKIMK X31MpoBaHus. OCHOBHBIE MPOLIETYPhl IU(PPOBOM MOANKCH. YTIpaBiie-
HHE KpUnTokaouamu. Mnentudukanus, ayreHTuguKanus 1 yIpaBieHUe JOCTYIIOM: Me-
TOZBI ayTEHTU(PHUKALUH, UCIIOIb3YIOIINE TApOJIH, CTporas ayTeHTH(UKaIMs, OMOMETpHU-
yeckasi ayTeHTuuKanus. BpenonocHsle 3aknanku (B3): onpenenenue, pa3HOBUIHOCTH.
Paspymarone aeiictBust 3akiaziok OCOOEHHOCTH B3aUMOJEHCTBHSI € MPOrpaMMHO-
anmapaTHbIMU CPEJCTBAMU 3allUTHL. MeToauka mpuMeHeHHs CpeICTB OOpbObI ¢ Bpeo-
HOCHBIMH 3aKJIaJJKaMH Ha 3Tare dKCIuTyatauuu cucteM. CUCTEMBbI pa3rpaHuyueHUsl TOCTY-
na u 3ammtel oT B3. [Ipexynpexaenue 1 MUHAMA3ALUMS MOCIEACTBUNA BO3aencTBUsS B3.
Kpatkas xapakTeprucTika Mep 3alMThl: FOPUANYECKUE, aIMUHUCTPATUBHBIE U OpraHu3a-
LIMOHHBIE, anmnapaTHO-TiporpamMHublie. Kommbiotepubie Bupychl. Knaccudukarms. Kus-
HEHHbIM UK. OCHOBHBIE KaHAJIbl PaCIPOCTPAHEHUSI BUPYCOB M JIPYTUX BPEIOHOCHBIX
nporpamm. CpeznctBa O0pbOBI ¢ BUpyCaMH: KpaTKasi XapaKTepUCTHKA MOMYJISPHBIX aHTU-
BUPYCHBIX Iporpamm. Cpencrsa 3aluThl OT KonvupoBaHus. 1Ipumepsl cpeacTs u TeEXHO-
JIOTWiA. BOmpoCk! MpaBOBOM 3aILUTEHI

Paznen 5. OprannzanioHHO-IPaBOBOE 0OeCTIEUEeHUE 3aIUThI MHPOPMaIUH

CyIIHOCTh ¥ POJIb OPraHU3ALMOHHO-TIPABOBBIX ACMEKTOB MH(POPMAITMOHHON 0€3-
OTAacHOCTU. YesnoBeK Kak IVIABHOE 3BEHO B CHCTEME 3alllUThl MH(OpMAIMK U KakK 3710-
yMmbInieHHuK. HopmatuBHasi mpaBoBasi 6a3a vH(OpMAIIMOHHON 0€30MacHOCTH. 3aKoH
P® “O6 undopmarum, nHOOPMAITMOHHBIX TEXHOJIOTUSIX U O 3aimTe uHpopmaimn”. Bu-
JIbI ¥ KATErOpuu MH(POPMAITUN OTPAaHIMYSHHOTO JOCTYIIA: TOCYIapCTBEHHAS U APYTHE BH-
1bl TaiH. 3akoH PD “O rocynapcrBenHoi taine”, “O kommepueckon taine”, “O nepco-
HAJIBHBIX JaHHBIX, “O HaIMOHAIBHOM MUIATEKHOUM cucteme”, “O 0e30MacHOCTH KPUTH-
yeckor nHpopMarmoHHoi uH(ppacTpykTypsl Poccuiickoit deneparn’. I'ocyapcTBeH-
Hasl CHCTeMa JIMIICH3UPOBAHUS W CEPTHU(PHKAINN JCIATEIILHOCTH B OOJIACTH 3aIUTHI MH-
dbopmarm. Yka3 Ilpesunenra PO “O mepax mo coOmMrOaeHHI0 3aKOHHOCTH B 00J1aCcTH
pa3pabOTKH, MPOM3BOJICTBA, PEAM3AIlMM U SKCIUTyaTallid MU(PPOBATBHBIX CPEICTB, a
TaKOKe MPEOCTaBlIeHHs YCIIyT B obmactu mmdposanus uHGopmarwm”. 3akoH PO “O06
AIIEKTPOHHOW 1U(POBOM MOAMMCH”. YTOJIIOBHO- MPABOBOE PETYIUPOBAHUE 3aAIIUTHI WH-

dbopmarum.
3.4. TeMaTH4YeCKHil IVIAH NPAKTHYECKHUX 3AHATHI

JlanHbIiA BUA pabOTHI HE MPEYCMOTPEH YUSOHBIM IIAHOM.

3.5. TemaTuyeckuii nj1aH JadboOpaTOPHLIX padoT

[Iponomxu-

No Howmep POl

HaunmenoBaHue 1a60paToOpHBIX paboT TEJILHOCTB,
/11 paznena

Jac.
1 Hacrpoiika moiuTuku 6€301MacHOCTH ONEPAIMOHHON CHCTEMBI 1 4
2 Opranuzanus 3alMThl  JOKYMEHTOB CpEICTBaMHU IIaKeTa 1
Microsoft Office

3 Hactpoiika napameTpoB 0€301MacHOCTH HHTEpHET-Opay3epa 4 4




ITponomxu-
No Howmep POl
HanmenoBanue 1ab0paTopHbIX padboT TEJIbHOCTD,
/i pasnena
Jac.
4 HIudpoBanre mHbOpMALUKA METOAOM MoJMalI(aBUTHON 3a- 4 4
MeHBlL. [locTpoeHue u ucrosp3o0Banue MaTpuibl BikuHepa

3.6. Kypcosoii npoekT /KypcoBasi padota

JlaHHbIiA BUA padOTHI HE MPETYCMOTPEH YUYEOHBIM IIAHOM.

4. OueHuBaHHE Pe3y/IbTATOB 00y4eHUsI

OneHnBaHUE PE3yJIbTATOB OOYUYEHHMS IO JUCIHUILIMHE OCYIIECTBIISICTCS B
paMKax TEKYIIEro KOHTPOJSI M IMPOMEKYTOUYHOM aTTecTallud, IPOBOJMMBIX 10
oabHO-perTiHroBoit cucreme (bPC).

[IIxana oreHKH pe3yJbTaTOB OOYUYCHUS 10 JUCIUTIINHE:

Kon
KOMIIC-
TEHIIUU

Kon
WHIUKATOP
a
KOMIIETEHII
15071

3aruianu-

pOBaHHBIC
pe3yabTaTHI
o0Oy4deHus 1o
JTUCIIUATUTAHE

YpoBeHs chOpMUPOBAHHOCTH
WHJIMKAaTOpa KOMITETCHIIUU

Bricokuii

Cpennuit

Huxe
CpPEIHErO

Huzkuit

ot 85 mo 100

ot 70 no 84

oT 55 no 69

ot 0 o 54

[IIxasa orieHUBaHUs

OTJIMYHO

XOpOIIO0

YIOBIIET-
BOPHUTEIHHO

HEYIOB-
JIeTBOpU-
TEJILHO

3a4TCHO

HC 3a4TCHO

OIlK-1

OIIK-1.2

3HATh.

3HATh MPABOBBIC
aKThI B 00JIACTH
3aIUTHI
uHpopMaLuu,
OCHOBHbIC TIOHSTHS U
YIPO3BI
UH(POPMAITTOHHOM
0€30I1aCHOCTH,
OCHOBHBIC
MEPOTPUSITHS TIO
00eCIIeYeHUO
UH(POPMAITTOHHOH
0€30MacHOCTH B
npo¢eCcCHOHATTEHOM
JICSITEIIbHOCTH

3HaeT B
COBEPIIICHCT
BE

3HAeT
OCHOBHBIE
TIPUHITAITBI

3HaeT
OTHEILHEIE
TPUHLIUIIBI

uMeeT
TIpeJICTaBIe
HHE

UH(OPMALIIOHHO-
KOMMYHHKAITMOHHBIE
TEXHOJIOTHH,
NpUMEHsIeMbIe
pelIeHuns
CTaH/IApPTHBIX  3a/1a4y
npodeCcCHOHATTEHOM
JeSITENTbHOCTH c
Y4ETOM  OCHOBHBIX
TpeOOBaHMIA
UH()OPMALIMOHHOMN
0e30MacHOCTH

JJIA

3HaeT B
COBEPIICHCT
BE

3HaeT
OCHOBHbIE
TIPUHITATIBT

3HAET
OTHEILHEIE
TIPHUHIIATIBI

HUMECT
OpeacTaBiie
HHUC




YpoBeHb chOPMUPOBAHHOCTH
WHMKATOpa KOMIIETCHIIUN
N . Huxe N
Kog 3amniaHu- Beicokuii | Cpennuii N Huzkwuit
Kox  wmnaukarop pOBaHHbIE g 100 70 10 84 p5 SH <o 7m0 54
KOMIIE- a PE3YIbTATEI or 85 10 oT /U A0 8% 0T J) A0 b7 |OT U A0
TEHLMU KOMIIETEHI] 00y4eHus 1o Ilkana ouennpanus
1701 TTUCITUTUIMHE yJIOBJIET- HEY0B-
OTJINYHO XOpouIo JICTBOPU-
BOPUTCIILHO
TCJIIBHO
3a4TEHO HE 3a4TEHO
YMETh:
UCIIOJIb30BaTh
METOJIbl U CpE/ICTBa
o0ecrieyeHus
UHPOPMAITUOHHOM
6€30MacHOCTH c He - MoxeT
yMeeT ¢ | mmyckaer 0e3
LETIbIO yMeeT B
HEKPUTHYIH OTICJIIBbHBIC TIOCTOPOHH
MIPEIOTBPAILICHHS COBEPIIICHCT N
BIMU rpyObIe el momoru
HECAHKIIMOHMPOBAHH | BE
OlIMOKaMK | OIIMOKU HCIIONh30Ba
oro sloctyma, T
3JI0YMBIIIIICHHOM
uHpOpPMAITUK WK
yTpaThl 3aIIUIIAeMOM
uHpopmaru
OLICHUBATh
OIAaCHOCTb,
CBSI3aHHYIO c
yrpo3aMu HE MOXET
HECaHKIIMOHUPOBAHH cor 5 | ymeer ¢ | mmyckaer 0e3
oro JOCTyIIa k| ™ HEKPUTUYH | OTAEJIBHBIE | IIOCTOPOHH
COBCPIICHCT "
uH(popMaIuH, se BIMU rpyoObie el MoMOIIIN
HaMEpPEHHON OIMOKaMH | OIIMOKH HCITOTb30Ba
MOAU(UKALTUH Tb
JaHHBIX W YTparThl
CITy>KEeOHOM
uHpopMaLUH
BJIQJICTh:
COBPEMECHHBIMH BITAJICET
HE BIIajiceT
OOLMMH CIIOCOOAMM | BazieeT B | BJIAIEET OTHBHBIM |
06eCHe‘IeHI/IH COBCPIICHCT | OTACIIbHBIM 1 HaBbIKaMH
o TIOCTOPOHH
MH()OPMALTIOHHON BE Y HaBBIKAMH | C o
€U ITIOMOIIIN
0e30MacHOCTH HEI0UETAMH
OI_ICHOI-IHI)IG MaTcpHuabl JUUIA IIPOBCACHUA TCKYIICTO KOHTPOJIA u

MIPOMEKYTOUHOM aTTecTanuu mpuBefeHbl B [Ipmnoxenun k paboueit mporpamme
JTUCHUIINHBI.

[ToaHBIN KOMIUIEKT 3aJIaHMil M MaTepuajoB, HEOOXOIUMBIX ISl OIICHUBAHHS
pe3ynbTaTOB O0yUEHHUS 10 AUCIUIUIMHE, XpAHUTCS Ha Kadeape pa3padoTUHKa.



5. Y4eOHO-MeTOIMYecKoe U HH(POPMALIMOHHOE o0ecTieyeHne JUCHHUILIMHbI
5.1. YueOHO-MeTOOHYECKOE 00ecIieueHne
5.1.1. OcHoBHas nuTeparypa

1. Mensenes, B. A., Undopmarimonnas OezomacHOCTb. BBeneHue B crielyaib-
HocTh + ellpunoxxenue: Tectsl : yueOnuk / B. A. MenseneB. — Mockga : KanoPyc, 2023. —
143 c. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870. — Tekcr : 311ek-
TPOHHBIM.

2. Menpnaukos, B. I1., Mndopmarmionnas 6e3onacHocTs : yueOHuK / B. 1. Menb-
HrkoB, A. U. Kynpusnos, T. FO. BacunbeBa. — Mocksa : KaoPyc, 2023. — 371 c. — ISBN
978-5-406-11960-0. — URL: https://book.ru/book/950148. — Tekct : aneKTpOHHBIHA.

3. 3ammra wHOpMarm : yuebHnoe mocodue / A. I1. XKyk, E. II. XKyk, O. M.
Jlemrermikma, A. Y. TumomkuH. — Mocksa : PUOP : THOPA-M, 2021. — 400 c¢. — URL:
http://new.ibooks.ru/bookshelf/361250. - Tekcr : a1eKTPOHHBIIA.

5.1.2.JlononHuTEeNBHAS JIUTEPATYPA

1. Kpouios, I'. O., ba3oBbie noHsATHS WHPOPMAIIMOHHONW 0E€30MaCHOCTH : yueOHOe
nocooue / I'. O. Kpwuios, C. JI. Jlapuonona, B. JI. Hukutuna. — Mocksa : Pycaiinc, 2023.
— 257 c. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Tekcr :
AJIEKTPOHHBIM.

2. babam, A. B., Kpunrorpaduieckue MeTopl 3aliuThl KHGOPMALIK : Y4eOHUK /
A. B. babam, E. K. bapanosa. — Mockga : KunoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — Tekct : 3NeKTpOHHBIA.

3. Opranu3anyoHHO-TIpaBOBOE oOecrieueHrue MH(POPMAIMOHHON Oe30MacHOCTH :
yaeOHoe nocodue 11t By30B / A. A. Crpensiios, B. C. I'opbatos, T. A. ITonskosa [u ap.];
nox pea. A. A.Ctpensiioa. - M. : Akagemus, 2008. - 256 ¢. - ISBN 978-5-7695-4240-4. -
TekcT : HerOCPEACTBEHHBIM.

4. WndopmammonHas O0€30IacHOCTh: KOHIICTITyalbHBIE W METOJIOJIOTHYCCKUE
OCHOBBI 3aIMTHI HH(OPMALKH : yaeOHoe mocodue / A.A. Maimok. - M. : 'opstuast TuHUS -
Tenexom, 2004. - 280 c. - TekcT : HEMOCPEACTBEHHBI.

5.2. MudopmanuonHoe odecrnevyenue

5.2.1. DneKTpOHHBIE U UHTEPHET-PECYPCHI

11\/&;1 HanMeHOBaHME 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccbuika
1 |9BC IBOOKS.RU https://ibooks.ru
2 |9BC LANBOOK.COM https://e.lanbook.com




5.2.2. Tlpodeccuonanpapie 0a3pl paHHbIX / MHpOpMaMoOHHO-CIIPaBOYHBIC

CUCTEMBI
No HaunmenoBanue npogeccnoHaabHbIX 0a3
n /I] JAHHBIX, HHOOPMAIIOHHO-CIIPAaBOYHBIX Anpec Pexwum nocryna
CHCTEM
1 |Poccuiickas HaumoHanbHas Onbnmoreka  |http://nlr.ru/ http://nir.ru/
5 OO0r1epoccuiicKmii MaTeMaTHYCCKHU http://www.mathnet.ru/ http://www.math
opTal net.ru/
3 |KubepJlenunka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/
4 Hauuonansnas snexrpomnas Gubnouotexa https://rusneb.ru/ https://rusneb.ru/
(HOB)
5 [Texuunueckas 6ubIMOTEKA http://techlibrary.ru :ll'jtp://techllbrary.
6 |MCC «Koexon / «Texoxcrepm http://app.kgeu.local/Home/Ap |[http://app.kgeu.lo
ps cal/Home/Apps
7 |«KOHCYIbTaHT ILTIOC http://www.consultant.ru/ ngﬁélz\lj\;ww'consu
8 |«["apanT» http://www.garant.ru/ ?ttup/://WWW.garan
5.2.3. JlunieH3MOHHOE W CBOOOJHO  paCIpOCTpaHAEMOE IPOTrPaMMHOE
oOecrieueHue AUCIUTUIUHBI
PexBu3uThI
Ne | HammeHoBaHUWE MPOrpaMMHOTO Crioco0 pacpocTpaHeHuUst
MIOJITBEPIKTAFOTITIX
/i obecrieueHus (JTM1IeH3MOHHOE/CBOOOTHO)
JOKYMEHTOB
3A0
. "Co¢rJlaitaTpeitn"
Windows 7 Tlpodeccuonanbhas|llonp3oBaTenbckas onepauoHHas
1 (Pro) cneTeMA Ne2011.25486 oT
28.11.2011 Hewucki.
npaBo. beccpouHo
3A0
. "CodrJlaitnTpeiin"
Windows 7 Ilpodeccuonanbnasi|[lonp3oBarensckas onepannoHHas
2 (Starter) CHCTeMa Ne2011.25486 oT
28.11.2011 Hewucku.

npaso. beccpouno

6. MaTepuaJbHO-TEXHUYECKOE O0ecTeuyeHUue TN CIUNINHBI

HauMmenoBanue Buaa
yueOHO padoThI

HaumenoBanue yueOHOI aynu-
TOPUH, CIIEHUAIU3UPOBAHHON
naboparopuu

[lepeuens HEOOXOAMMOTO OOOPYAOBAHHS U TEXHH-
YECKUX CPEICTB O0yUCHHMSI

Jlexun

VYuebHas ayauTopust 1uist Ipo-
BEJICHUS 3aHATHN JIEKITHOHHOTO
THUIA

CHCHI/IaJ'II/IBI/IpOBaHHaH yqe6Ha5{ MC6CJII>, TCXHHUYC-
CKHE CpelCTBa OOy4YeHHus, CIyxamme s
MIpEeACTaBICHUS yueOHoM uHbopMauu
Oonpumiol  ayauTopuu  (MYJIbTUMEAUHHBIN
MPOCKTOpP, KOMITbIOTEp (HOYTOYK), DJKpaH),
JIeMOHCTpallMOHHOE 000pya0BaHue, y4yeOHO-
HarJIsIIHBIE TOCOOUS




Hanmenosanue Buga | HaumeHnoBanue yueOHoii ayan-

. . | Ilepeuerp HEOOXOIUMOTO OOOPYIOBAHHS U TEXHU-
yaeOHOH paboThI TOPHH, CTICITHATN3NPOBAHHON

YCCKUX CpCACTB 06y‘IeHI/IH

naboparopuu

JlaGopaTopHbie pa- |[KommbroTepHsblii kinace ¢ Beixo- | Criennaiv3upoBaHHas — ydeOHas  MeOedb,
OOTHI nom B Muteprer JI-418, [1-420, | texuuueckue CpejcTBa 00yueHus
A-424, 1-427 (MyJBTUMEIUUHBIA TPOEKTOP, MOHOOJIOKH 25
re.), JIMIIEH3UOHHOE IPOrpaMMHOE

o0ecrieueHue
KommnproTephbiii knace ¢ Bbixo- | Crienuanu3upoBaHHas yueOHas mebenb Ha 30
nom B Uureprer B-600a nocafouHblx  MecT, 30  KOMIIBIOTEPOB,
TEXHUYECKHE CpeAcTBa OOydeHHs (MyJIbTHUMeE-
JTUWAHBIA  TPOCKTOpP, KOMIBIOTEp (HOYTOYK),
JKpaH), BHJICOKAMEPHI, MPOrPaMMHOE

obecrieueHue
CamocrosrenbHas |[KommproTepHblii Kiace ¢ Bbixo- | Crnernuanu3upoBaHHas yueOHas mebOens Ha 30
pabora nom B Mutepuer B-600a MOCAJOYHBIX  MecT, 30  KOMIIBIOTEPOB,

TEXHUYECKHE CpeACTBa OOy4eHHS (MyJIbTHME-
TUIHBIA MPOEKTOP, KOMIBIOTEP (HOYTOYK),
JKpaH), BHJICOKAMEPHI, MPOrPaMMHOE
obecrieueHue

Criennanu3upoBanHasi MeOelb, KOMITBIOTepHAs
TEXHHMKA C BO3MOYKHOCTBIO BbIX0OJ1a B IHTepHET
u obecnieuenuem noctymna B OUOC, skpan,
MYJIbTHMEIUHHBIA TPOSKTOP, TPOrPAMMHOE
obecrieucHue

YuTaneHbIN 321
OuOIIMOTEKH

7. Oco0eHHOCTH OpPraHu3aIuN 00Pa30BATEIbLHOM 1eATEeJbHOCTH IJIsl JIUIL C
OrpaHNY€eHHBIMHU BO3MOKHOCTSIMU 3I0POBbS U MHBAJIU/IOB

JIuma ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3710poBbsi (OB3) 1 MHBanMabl UMEIOT
BO3MOKHOCTh OECHPENSTCTBEHHO IEpPEMEIIaThbcs M3 OJHOr0 y4eOHO-1abopaTOpHOTOo
KOopIyca B JApYrod, MOJHATHCS Ha BCE 3TaXU Y4eOHO-TaOOPAaTOPHBIX KOPIIYCOB,
3aHUMaTbCd B YYE€OHBIX W HMHBIX T[OMEIIEHUSIX C YYETOM OCOOEHHOCTEH
NCUXO(U3UYECKOTO PA3BUTHS U COCTOSIHUS 3/IOPOBBDSL.

Jnst o6yuenust mun ¢ OB3 v MHBaNWAOB, MMEIOIIMX HApYILIEHUS OMNOPHO-
JBUTATEJIBHOTO anmapara, 00ecreyeHbl yCIOBUSI OECHpPENsITCTBEHHOTO JOCTYIa BO
Bce yueOHble nomMenieHus. Mapopmaius o cnenuanbHbIX YCIOBHUSAX, CO3JaHHBIX AJIs
oOyvaromuxcst ¢ OB3 u wuHBaNIMIOB, pa3MelleHAa Ha CcailiTe YHHUBEPCHUTETA
www//kgeu.ru. Imeercst BO3MOKHOCTb OKa3aHUS TEXHUYECKON ITOMOILM aCCUCTEHTOM,
a TaKKe YCIIYT CypJOIEePEBOTUUKOB U TH(PIOCYPAOTIEPEBOAUUKOB.

JUtst aganTanuu K BocnpusaTHio Jinuamu ¢ OB3 u nHBanuaMu ¢ HapyIeHHbIM
CIIyXOM CIIPaBOYHOTO, y4eOHOro MaTepuana MO JUCHUIUIMHE O00ecredrBaroTCs
CJIEIYIOLUE YCIIOBUSA:

- U1l JTy4IlIed OpUEHTAlWU B ayIUTOPHUH, IPUMEHSIIOTCS] CUTHAJIBI OTIOBEILICHHUSI
O HayaJjle 1 KOHIIE 3aHATHUSA (CIOBO «3BOHOK» MUIIETCS HA TOCKE);

- BHUMaHUE Ciadociblanero o0ydarlierocss MNPHUBJIEKAETCS MeJarorom
YKECTOM (Ha IJICHO KIIAJETCS pyKa, OCYIIECTBIISECTCS HEPE3KOE MOXJIONbIBAHUE);

- pasroBapuBasi ¢ OOYy4YarOIIMMCS, MEJAaroruyeckuii padOTHUK CMOTPUT Ha
HEro, TOBOPUT SICHO, KOPOTKUMHU TMPEIIOKEHUSAMHU, 00OecreunBas BO3MOKHOCTb



http://www.kgeu.ru/

YTEHUS TI0 TyOaMm.

Kommnencanusi 3arpylHEHH pPEUueBOro M HWHTEUIEKTYalbHOTO Pa3BUTHUS
c1a0oCbIIAIMX 00YYarOIIUXCsl TPOBOAUTCS MTYTEM:

- HCTIOJIB30BAaHUS CXEM, UArpaMM, PUCYHKOB, KOMIBIOTEPHBIX MpPE3EHTAIUH C
TUIEPCChUIKAMU, KOMMEHTUPYIOIIMMU OTIEIbHBIE KOMIIOHEHTHI U300paKEeHUS;

- pEryJIsipHOTO TNPUMEHEHHs] YIPaKHEHUM Ha Trpaduueckoe BbIJICICHHUE
CYILECTBEHHBIX MPU3HAKOB MIPEIMETOB U SBJICHUN;

- obecriedeHrs BO3MOXKHOCTH JUJIsI  OOYyYaloLIErocsi TMOJIyYUTh aJpEeCHYIO
KOHCYJIBTAIIMIO TI0 AJIEKTPOHHOM MOYTE 10 MEpe HEOOXOANMMOCTH.

Jlnig aganTtanuu K BocrpusaTuio gunaMu ¢ OB3 n uHBanuaMu ¢ HapymeHusMu
3peHUs CIPaBOYHOTO, y4eOHOoro, MIPOCBETUTENBCKOTO maTepuana,
IPEeTyCMOTPEHHOTO 00pa30BaTEIbHONW MPOrpaMMOM MO BHIOPAHHOMY HaIpaBICHUIO
MOJITOTOBKU, 00ECTICUNBAIOTCS CIEAYIOIINE YCIOBUS:

- BeJIeTCs ajanrtanus oQpUIHaIbHOrO caiita B ceTu IHTEpHET ¢ yueToM 0coObIX
NOTPEOHOCTEN MHBAJIMIOB 110 3PEHHI0, 00ECIIEUNBAETCS HATMYUE KPYITHOIIPU(PTOBON
CIIPaBOYHOM MHGOPMAIIMH O PACTTUCAHUHN YUYCOHBIX 3aHSITHI;

- IeJJaTOTUYECKU  pabOTHUK, €ro coOeceAHUK (MpU HEOOXOJIUMOCTH),
IPUCYTCTBYIOLIME HA 3aHATUH, HPEICTABIAIOTCS O0yUYaIOUMCS, PU 3TOM KaXKJbIi
pa3 Ha3bIBAETCs TOT, K KOMY II€1aroru4eckuil paboTHUK oOpaliaercs;

- IEUCTBUS, KECThl, MEPEMEUICHUs MEJarornyeckoro pabOoTHHKA KOPOTKO M
SICHO KOMMEHTHUPYIOTCS;

- meyaTHas WHQpOpMalMs MpeAocTaBisieTcd KpynHbiM mipudrom (ot 18
MYHKTOB), TOTAJTHHO O3ByYHBACTCS;

- obecrieunBaeTCsi HEOOXOIMMBIN YPOBEHb OCBEUIEHHOCTH MOMEUIEHUH;

- IPEIOCTABIISCTCS BO3MOXHOCTh HCIIOJIb30BaTh KOMIIBIOTEPHI BO BpeMs
3aHSTUN U MPABO 3aTUCU 00BSICHEHU Ha TUKTO(DOH (10 JKEeJIAaHUI0 00yUYarOITUXCs).

dopMa TpoOBENEHUSA TEKyIIEM MW MOPOMEKYTOUHOM arTrecTauMu s
oOyuatomuxcst ¢ OB3 1 uHBaNMAOB omnpenesnseTcs: neaarorndeckuM paboTHUKOM B
COOTBETCTBUM ¢ y4ueOHbIM 1iaHoM. [Ipu HeoOxoammoctu oOyuaromemycs ¢ OB3,
UHBAJIMY C YYETOM HUX MHAMBHUIYaAIbHBIX MCUXO(PU3NUECKUX OCOOCHHOCTEH maercs
BO3MOXKHOCTh MPOMTH MPOMEXKYTOUHYIO aTTECTAlIMIO YCTHO, MUCbMEHHO Ha Oymare,
NUCBMEHHO Ha KOMIIBbIOTEPE, B (hOPME TECTUPOBAHUS U T.II., JINOO MPEIOCTaBISIETCS
JOTIOJIHUTEIBHOE BPEMs JIJIsl TIOJTOTOBKU OTBETA.

8. MeTtoanueckne peKOMeHIAUMH ISl MpenoaaBaTesieil Mo OpraHu3aunu
BOCIIUTATEJbHOI PadoThl ¢ 00y4AKOIINMHUCS.

MeTtoauueckoe obecriedeHre nporecca BOCIUTaHUs 00yUYaoIUXCsl BBICTYIAET
OJTHUM M3 ONPEIESIIOMNX (PaKTOPOB BHICOKOTO KauecTBa oOpazoBanus. llpenonasa-
TeJIb BYy3a, JEMOHCTPUPYS BBICOKHI MPOPECCHOHAIN3M, SPYAUIIMIO, YETKYIO TpaxK-
JAHCKYIO MO3UIINI0, CAMOJUCIUIUIMHY, TBOPUECKHUI MOAX0] B peuieHuu npodeccuo-
HaJIBHBIX 33Ja4, B X0Jie¢ 00pa30BaTEIbLHOrO IpoLEecca CIOCOOCTBYET POPMUPOBAHUIO
TrapMOHUYHOW JINYHOCTH.

IIpn peamu3anyu IUCHMIUIMHBI NPENOAABATENb MOKET HCIIOIB30BaTh CIENY-
IOLIME METO/bl BOCIIUTATEIbHON pabOTHI:



- MeToZbl (hOPMHUPOBAHUS CO3HAHUSI JTUYHOCTU (Oecena, AWCIYT, BHYIICHHE,
UHCTPYKTQX, KOHTPOJIb, OOBSICHEHUE, TPHUMEpP, CAMOKOHTPOJIb, pacckas, COBET,
yoexxaeHue u ap.);

- METOJbl OpraHu3alUU ACSTEIBHOCTH M (POPMUPOBAHUS OIbITA MOBEICHUS
(3amanue, oOIIECTBEHHOE MHEHME, MelIarornyeckoe TpeOoBaHHUE, MOpy4YeHHUE, MpH-
yY€HHE, CO3/IJaHNE BOCITUTHIBAIOLIUX CUTYallUi, TPEHUHT, YIIPpAaXXKHEHUE, U JIp.);

- METOJIbl MOTHBAIIMU JIEATETLHOCTH U TMOBeJeHUs (0J00pEeHUE, MOOILIPEHHE
COI[MAJILHON aKTUBHOCTH, MOPUIIAHUE, CO3/JaHUE CUTYallUd ycrexa, CO3/1aHue CUTya-
IUN 7151 SMOIMOHATIbHO-HPABCTBEHHBIX MEPEKUBAHUNA, COPEBHOBAHUE U JP.)

[Ipu peanuzaiuu JUCHUILIMHBI MPENOAABaTENb JIOHKEH YUUTHIBATh CIEAYIO-
[[ME HAMPABJICHUS] BOCIIUTATEIIBHOU JIESITEIIbHOCTH:

I'pasxcoanckoe u nampuomuueckoe 6ocnumanue:

- popMupoBaHHE y OOYYaIOIIMXCS IIEJIOCTHOIO MHPOBO33PEHUS, POCCHUICKON
UJICHTUYHOCTH, YBaKEHHUS K CBOEH CeMbe, OOIIECTBY, TOCYAAPCTBY, MIPUHSATHIM B CEMbE U
00I1IeCTBE JyXOBHO-HPABCTBEHHBIM M COLIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAIIMOHATBHOMY,
KYJILTYPHOMY U UCTOPUYECKOMY HacJeuio, (pOPMUPOBAHKE CTPEMIICHHSI K €r0 COXpaHe-
HUIO U Pa3BUTHIO;

- popmupoBaHKe y 00yUarOMIMXCS AKTUBHOW TPaXKIaHCKON MO3UIIMK, OCHOBAaHHOMN
Ha TPAJMLMOHHBIX KYJIbTYPHBIX, JYXOBHBIX U HPABCTBEHHBIX LEHHOCTSIX POCCHICKOIO
00I11eCTBa, ISl MOBBIIIEHUSI CIOCOOHOCTH OTBETCTBEHHO PEAM30BBIBATH CBOM KOHCTHU-
TYLIMOHHBIE MpaBa U 00S3aHHOCTH;

- pa3BUTHE MPABOBOM U MOJUTHUECKON KYJIHTYpPhl 00yUarOIIUXCSl, PACIIUPEHUE
KOHCTPYKTHUBHOI'O YYacTUsl B MPUHATUU PEUICHUM, 3aTparuBarIMX UX MpaBa U HH-
TE€pechl, B TOM 4YHCJIE€ B Pa3IMYHBIX (opMax caMOOpPraHU3allUH, CaMOYIMPABJICHUS,
0OIIECTBEHHO-3HAUNMOM JICSATCIIbHOCTH;

- hopMUPOBAHNE MOTHBOB, HPAaBCTBEHHBIX M CMBICIIOBBIX YCTAHOBOK JIMYHOCTH,
MO3BOJISIOIINX TPOTUBOCTOSATH IKCTPEMHU3MY, KCeHO(POOUH, TUCKPUMHUHAIIUKM IO COIIU-
aJIbHBIM, PEJIMTUO3HBIM, PACOBBIM, HAIIMOHAILHBIM MTPU3HAKAM, MEKITHUUYECKON U MEX-
KOH(ECCHOHAILHON HETEPITMMOCTH, IPYTUM HETaTHBHBIM COIMATLHBIM SIBIICHHSIM.

Jlyxoeno-upascmeennoe gocnumanue:

- BOCIIUTAaHHE YYyBCTBA JOCTOMHCTBA, YECTU U YECTHOCTHU, COBECTIIMBOCTH, YBa-
YKEHUSI K POAUTEIISIM, YUUTEIISIM, JIFOJISIM CTapIIEro MOKOJIEHNUS;

- popMUpOBaHNE TPUHIIUIIOB KOJUICKTUBU3MA M COJIMIAPHOCTH, JAyXa MHJIO-
cepausl U COCTpaJaHus, MPUBBIYKUA 3a00TUTHCS O JIFOASX, HAXOMSAIIUXCS B TPYAHOU
YKU3HCHHOM CUTYalluu;

- hopMUpOBaHUE COJIUJIAPHOCTH M YYBCTBA COLMAIIBHOM OTBETCTBEHHOCTH TIO
OTHOIIICHHIO K JIFOJSIM C OTPAHUYCHHBIMH BO3MOXKHOCTSIMU 37I0POBbsI, MPEOA0JICHHUE
MICUXOJIOTUYECKUX OaphepoOB MO OTHOILIEHUIO K JIIOASIM C OI'PAaHUYCHHBIMH BO3MOXK-
HOCTSIMU;

- popMHUpOBaHKNE AMOITMOHATBHO HACBHIIIEHHOTO U JIYXOBHO BO3BBIMIEHHOTO OT-
HOIIIEHUSI K MHpPY, CIIOCOOHOCTH M YMEHHS TepelaBaTh IPYTMM CBOW JCTETUYCCKHI
OTIBIT.

Kynemyphno-npoceemumenvcrkoe eocnumanue:

- opMUpOBaHUE ICTETUIECCKON KAPTHHBI MUPA;



- hopMupoBaHUe yBaXKeHUsI K KYJIbTYPHBIM IICHHOCTSIM POJTHOTO TOPOJIa, Kpas,
CTpaHBI;

- TOBBIIICHHUE TI03HABATEIbHOW aKTHBHOCTH 00YYaIOIINXCSI.

Hayuno-obpazosamenvhoe éocnumanue:

- hopmupoBaHue y 00yUarOIIUXCSl HAYYHOTO MUPOBO33PEHHS;

- (hopMHUpOBaHUE YMEHUS MTOTyYaTh 3HAHUS;

- hopMHpOBaHUE HABBIKOB aHAIM3a M CHHTE3a MH(OpPMAIMU, B TOM YHCIC B
npodeccuoHanbHOM 00IaCTH.
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OLHEHOYHBIE MATEPUAJIBI
10 AMCHUIIHHE

b51.0.11.03. OcHOBBI HHPOPMALIMOHHON 0€30MMaCHOCTH

(HauMeHosaHue duct;unﬂunbl 6 coomeemcmeuu Cy‘{e6HblM I’l/laHOM)

r. Kasans, 2023



OreHOYHBIE MATEPHATBI MO AWCIUIUINHE, MPEAHA3HAYEHHBI ISl OICHUBAHUS
PE3yNIbTaTOB 00YUYEHHS Ha COOTBETCTBUE MHAMKATOPAM TOCTIKEHUSI KOMIICTCHIINH.

OueHuBaHue pe3yJabTaTOB OOY4YEeHHS MO JUCHUIUIMHE OCYIIECTBISETCA B
pamkax Tekymero koutpois (TK) u mpoMexyTodHol aTTecTanny, IPOBOJAUMBIX IO
oamnpHO-perTunroBoi cucreme (bPC).

1. TexHnoJsiornyeckasi KapTa
Cemectp 4

HaumenoBanue pasacia

DopMBI U BU
KOHTpPOJIA

PeliTuHrOBBIE TOKA3aTEIN

| Texymmit
KOHTPOJIb

JIOTIOTHUTETBHEIE
oamsl k TK1

Il Texymmii
KOHTPOJIb
JloTIOJTHUTE TbHBIE
0amner k TK2
1 Texymmit
KOHTPOJIb
JloTIOJTHUTE TbHBIE
6amer k TK3
Uroro
[TpomesxxyTouHas
aTTecTalus

Pasgenr 1. OcCHOBHBIE TOHATHA W aHAIN3
yrpo3 uH(POPMAITMOHHO O6€30MacCHOCTH

TK1

=
(S}

15-
30

[TuceMeHHbIN Onpoc

o1

3ammTa nabopatopHoi paboThI

10

OTuer o caMoCTOSATENBLHOM padoTe

Pazmen 2. IloHgrne HauMOHAIBLHOM O€3-
OTACHOCTH, BUbl Oe3omacHoctu. HMHpop-
MaIoHHast 0e301macHoCcTs PO

TK1

10-
15

ITuceMenHbII OnIpoc

Ortyer o caMoCTosATENBHOM paboTe

Paznen 3. MexnynapoaHasi, HalOHAIbHAS
N BCAOMCTBCHHAsA HOPMATHBHAA ITPAaBOBas
0aza B oOmacty WH(OPMAIMOHHON 0€3-
OIACHOCTH

TK1

10-
15

ITuceMenHbII OnIpoC

Ortyer o caMoCTosATENBHOM paboTe

Paznpen 4.  VHKeHepHO-TeXHHYECKas
3aIuTa HHPOpMaIu

TK2

15-

15 | 15 30

[TuceMeHHBIN OnpOC

3arura 1a00paTOpHON pabOThI

Otuer 1o caMoCTOSITENILHOMN paboTe

Pazgen 5. OpraHu3anuoHHO-TIPABOBOE
obecnieyeHne 3aluThl HHQOopMaIn

TK3

5 5 |5-10

ITuceMeHHBII OnIPOC

Otuer 1o caMoCTOSITENILHOM paboTe

IIpoMexxyTouHas arrecTanus (3a4er)

OM

0-45

3anaHue MpOMEKyTOYHOM aTTecTalun

B nrceMenHoit hopme 1o Omieram




2. OueHOYHbIE MATePUAJIbI TEKYILEr0 KOHTPOJISA M MPOMEKYTOYHOI aTTecTalun

[IIkaa OUEHKH pe3yabTaTOB OOYUYEHHUS 110 AUCIUIUIHHE:

Kon
KOMIIE-
TEHIIUU

Kon
MHIUKATOP
a
KOMIIETEHI]
15054

3aruianu-

POBaHHBIC
pe3yIbTAThI
00y4eHus 1o
JICIIUTIIHE

YpoBeHb CPOPMUPOBAHHOCTH
HMHIUKATOpPAa KOMIICTCHIIMN

Bricoknii

Cpennuii

Hwoxe
Cpe/IHero

Huszkuit

ot 85 1o 100

or 70 mo 84

oT 55 1o 69

ot 0 10 54

Ixama oreHuBanus

OTJIMYHO

XOpOIIO

YIIOBJIET-
BOPUTEIIHHO

HEY/IOB-
JIETBOPUTEID
HO

3a4TCHO

HC 3a4TCHO

OIIK-1

OIK-1.2

3HAaTh.

3HaTh MPABOBBIC AKThI B
obnactu 3aIUTHI
uHpOopMaIUH,
OCHOBHBIC TIOHSTHS U
yIpoO3bl
HHGOPMAITMOHHON
0e30macHOCTH,
OCHOBHEIC
MEPOTPUATHUS
o0ecrieueHHI0
HHGOPMAITMOHHON
0e30macHOCTH B
pogeCcCHOHATEHOM
JeATeTIbHOCTH

110

3HaeT B
COBEPILICHC
TBE

3HACT
OCHOBHBbIC
IIPUHIUIIBI

3HACT
OTACIIbHBIC
IIPUHIMAIIBI

UMeeT
HpeJICcTaBiIe
HHE

MH(OPMaLMOHHO-
KOMMYHHKAIIMOHHBIE
TEXHOJIOTHH,
TpUMEHsIEMbIe ISt
pelIeHnsT CTaHIAPTHBIX
3a1a4
pogeCcCHOHATEHOM
JEATEIIBHOCTH C Y4E€TOM
OCHOBHBIX TpeOOBaHHI
MH(QOpPMaLIMOHHOM
0€3011acHOCTH

3HaeT B
COBEPILICHC
TBE

3HACT
OCHOBHBIC
TIIPUHIHUIIBI

3HACT
OTACIIbHBIC
IMPUHIMUIIBI

UMeET
HpeJCcTaBie
HUE

YMETB!

WCTIONB30BaTh  METOJIBI
u cpezcTBa
obecriedeHust
MH(QOpPMALMOHHOM
0€30IaCHOCTH C HENbI0
TIPEeIOTBPAIICHHUS
HECaHKIIMOHHUPOBAHHOT
0 JIOCTyTa,
3JI0YMBILICHHOM
uHpopmanmu W
yTpaTbl  3alUIIAEMON
uHpopManmu

yMeer B
COBEPILICHC
TBE

yMeeT c
HEKPUTHYH
BIMH
OIIMOKaMH

JTITyCKaeT
OT/IEIbHBIC
rpyobIe

OIIINOKHU

HE
0e3
MTOCTOPOHH
el TTOMOIIH
HCITONIE30Ba
Tb

MOXKET




YpoBeHb chopMHUPOBAHHOCTH
WHJIMKATOPA KOMITCTCHITHN
N N Hwxe N
Kon 3aruianu- Bericokwii Cpennuii CPEIHETO Huzkwmit
Ko MH/IUKATO OBaHHbIE
A IHEATOP P o185 10 100 |01 70 10 84 | 01551069 | or 0 10 54
KOMITE- a Ppe3yJbTaThl
[lIxana oneHnBaHus
TCHIIMA KOMITCTEHI] 00y4eHHs 110 -
HEYJI0B-
un JCIUIUIAHE YIIOBJIET- A
OTJIMYHO XOPpOIIIO0 JIETBOPUTEITb
BOPUTEIHHO
HO
3a4TEHO HE 3a4TEHO
OLICHUBATh OIMACHOCTD,
CBSI3aHHYIO C YTpO3aMu He  MOKET
HECaHKIIMOHUPOBAHHOT
Kt P yMeeT Cc | mmyckaer 0e3
0 JIOCTYTIA K | ymeer B
HEKPUTUYH | OTJENbHbIE | IOCTOPOHH
uH(pOpMaLIH, COBEPIIICHC .
. BIMHU rpyObIe el MoMOIIH
HaMEpEHHOM TBE 6 6
MOMDHKAIH JTAHHBIX OLIMOKAMHU | OIIMOKH UCTIONb30Ba
U YTparhl CIyKeOHOM b
uHbopMamm
BIIAJICTh:
BIIaJIeeT
BPEMCHHBIMH OT/ICITLHBIM
COBpPEME BIIaJIeeT A HE BIaJeeT
o0mMMH  criocoO0amu | BIageer B U
OTICIBHBIM oe3
obecrieyeHus COBEPIIICHC HaBBIKAMU
. u MIOCTOPOHHE
nH(pOpMaAIMOHHON TBE C .
HaBBIKAMU i oMo
0e30I1aCHOCTH aBbIka HeIoueTaM oMo
u

OreHKa «OTJIMYHO» BBICTABISIETCS 32 BJIAJICHUE B MOJTHON Mepe MOHATUHHBIM
anmnapaToM JAUCHMUIUIMHBI « OCHOBBI HHPOPMALMOHHON 0€30MacCHOCTHY, CIOCOOHOCTh
WUTIOCTPUPOBATh OTBET MpUMepamH, (pakTamM, JAHHBIMH HAy4HBIX HCCIIEIOBaHUM,
OPUMEHATh TEOPETHUUECKHUE 3HAHUS JJIS PELICHHUS TUIIOBBIX 33Jay M MPaKTUYECKUX
3aJjaHuil 0oJiee BBICOKOTO YPOBHS CIIOKHOCTH.

O1eHKa «XOpOLI0» BHICTABIISECTCS 32 BJIAJICHUE MOHATUIHHBIM anmnapaToM JHcC-
UUIUIMHBL «OCHOBBI MH(OpPMAIIMOHHAS 0€30MaCHOCTHY, CIOCOOEH HILTIOCTPUPOBATDH
OTBET MpUMepamMu, (hakTamMu, MPUMEHITh TCOPETHUECKHUE 3HAHMS MPHU PEUICHUH TH-
MOBBIX 33J1a4, TOMYCKAaeT He3HAUNTENIbHBIC OIMOKHU MPHU PEIICHUHU MPAKTHIECKHUX 3a-
JaHui 0oJiee BBICOKOTO YPOBHSI CJIOKHOCTH.

OrneHka «yI0BJIe€TBOPHUTEIbHO» BBICTABISIETCS 32 YaCTUYHOE BIIAJICHUE TEO-
pPETHYECKUMU OCHOBaMM AMCUHUILIMHBI «OCHOBBI MH(OpMALMOHHAs OE€30MacHOCTHY,
dbparMeHTapHyI0 CIIOCOOHOCTH WILTIOCTPUPOBATH OTBET MpUMEpaMu, (hakTaMu, B psizie
CIlydaeB 3aTpPyIHSETCS MPUMEHSATh TEOPETHUECKHUE 3HAHWS TPU PEIICHUH THITOBBIX
3a7a4, HE BCETJa CITIOCOOCH PEIIUTh MPaKTHIECKHE 3aaHus 00jee BHICOKOTO YPOBHS
CJIO’KHOCTH.

OreHka «Hey10BJIeTBOPUTEIbLHO» BHICTABIISIETCS 32 HE COOTBETCTBUE JTHOOBIM
TPEM U3 TNEPEUYUCIIEHHBIX MOKa3aTened. OOydarouuiicss 1eMOHCTPUPYET OTPHIBOY-




HbIe, (pparMeHTapHbIC 3HAHUs, JOMYyCKaeT IpyOble OMIMOKH MPU PEHICHUH THIOBBIX
pacyeTHBIX 3a7a4 JM00 HE UMEET NPEJCTABICHUS O CIIOCO0E UX PEIICHUS.

3. IlepeyeHb O1LIEHOUYHBIX CPEICTB

Kpatkas xapakTepHCTHKa OLIEHOYHBIX CPEICTB, UCIOJb3YEMBIX MPU TEKYLIEM
KOHTPOJIE YCIEBAEMOCTM U MPOMEXKYTOUHOM aTTeCTallMd OO0ydYarolerocs Io
JTUCUUIUINHE:

Haumenosanue Ornucanue
OLICHOYHOTO Kparkast xapakTeprucTrka OeHOYHOTO CPe/ICTBa OLICHOYHOTO
CpelcTBa cpeJicTBa
Koncnekrupoanue | Kpatkoe TekcTOBOE IpeicTaBIeHHe repepaboTaHHON I[epeuens paznenos
y4eOHOTo HHPOPMAITH
Marepuaa
[lepeuens 3aqanmii u
Or4er o Brmonuenue JIa60paT£)pH0171 pa69TLI, o0paboTka BOIIPOCOB JIJIst
. PE3yNIbTaTOB UCIIBITAHUM, W3MEPEHHI, SKCIEpPHMEHTA. 3aIlUThI
JabopaTopHOi . .
pacore (OJIP) OdopmiieHne 0TYeTa, 3aIuTa pe3yabTaToB JJAO0OPATOPHOM 71a00paTOPHOIA
PaboTHI MO OTYETY paboThI, IepeveHb
TpeOOBaHUM K OTYETY
CpencTBO KOHTPOJIS, OPTaHM30BAHHOE KaK CICIUATbHAS
CoGecenopanme Oecena nperioziasatess ¢ o6yqa}onvacs[ Ha TEMBbI, CBS- Bormpoce! o
(C6c) 3AHHBIC C U3Y4AcMOH JMCLMILIMHOM, 1 PACCYATAHHOE Ha pazzaenam
BBIICHEHHE 00beMa 3HaHMK OOYUaroIlerocs mo omnpese- JCIUTUTAHBI

JIEHHOMY pa3Jielty, TeMe, MpoOIeMe U T.II.

Cucrema CTaHIapTU3MPOBAHHBIX 3aJJaHUM, TIO3BOJISIOLIAs
Tecr (Tecr) aBTOMATHU3UpPOBAaTh  NPOLENYPY H3MEPEHUS  YpOBHS
3HaHUH U YMEHHUI 00yJaromierocs

KoMIiekT TecTOBBIX
3aJIaHuH

4. IlepeyeHb KOHTPOJIBHBIX 33JaHUI WJIH HHbIE MATEPHAJbI, HEOOXO0AU-
Mble U1l OLIEHKH 3HAHUM, YMEHUH U HABBIKOB, XapaKTepU3yLIUX dTansl ¢Gop-
MHPOBAHUA KOMIIETEHIMI B MpoIecce 0CBOCHNS JUCHUILIUHbBI

Ipumepnulii nepewenv 6onpocos 0is cobecedo8anus

1. Chopmymupyiite monstue nHGpopmarronHoi 6e3onacuoctu UC.

2. OOBsICHUTE TOHATHSA TIEIOCTHOCTH, KOH(PUICHITMATILHOCTH U JOCTYITHOCTH WH-
dbopmarum.

3. VKaxxuTe OTJIMYMSl CAaHKIIMOHUPOBAHHOT'O JIOCTYyTa K MH(OpMAIMK OT HECAHK-
IIUOHUPOBAHHOTO.

4. Tlepeuncnure OCHOBHBIC NMPHU3HAKU KIACCHU(PUKALMU BO3MOXHBIX yrpo3 0es-
onacHoctu MC

5. JlaiiTe KpaTKyr0 XapaKTepUCTUKY YTPo3bl 0€301MacHOCTH, 0003HAYAEMON TEPMHU-
HOM «TPOSIHCKUI KOHB.

6. JlaliTe KpaTKyro XapakTepUCTUKY Yrpo3 O€30MacHOCTH, 0003HAYaeMbIX TEPMHU-
HaMU «BUPYC» U «UEPBbY.

7. HazoBuTe 1 oxapakTepusyiite Haubosee pacrpoCTpaHEHHBIE BUIbI CETEBBIX.

8. OmummTe aTtaKy «4enoBeK-B-cepeanHe». Kakue cpencrtsa mo3BOssIIOT dQek-
TUBHO OOPOTHCSI C aTaKaMH TAKOTo TUna?




9. OnummmTe aTaKky THTIA «OTKa3 B OOCTY>KUBaHUI» M PACTIPEICIICHHYIO aTaKy «OT-
Ka3 B 00CITYKMBaHUW.

10. Onummre ocobeHHOCTH (UIMHTA U (hapMUHTa. Y KaKUTE MEPbI IPOTUBOICH-
CTBUSI 3TUM aTaKaM.

11. KakoBbl MCTOYHMKM HApyIIEHU OE30MaCHOCTH MPOBOAHBIX KOPIOPATHBHBIX
cerein?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTHU M YTPO3bl OECIPOBOAHBIX CETEH.

13. OObsCHHUTE IOHATHE KIOJUTHUKA OE30MAaCHOCTH OPraHU3aIN.

14. Kakuie pa3aensl TODKHA COACPKaTh JOKyMEHTATBLHO OOPMIICHHAS TTOJIMTHKA
0e3omacHOCTH?

15. Kakuie mpobneMbl perraeT BepXHUM YPOBEHb MOIUTUKN 0€30MacHOCTH?

16. Kakue 3amauu pemniaer cpeiHUiA YpOBEHb MOJIUTUKHA O€3011aCHOCTH?

17. KakoBbl OCOOEHHOCTH HMYKHETO YPOBHSI ITOJUTUKU 0€3011acHOCTH?

18. Chopmymupyiite 00sI3aHHOCTH PYKOBOJIUTENICH T0Ipa3ieeHU, aJMIHUCTPA-
TOPOB U TOJIL30BATENICH MIPU peaTu3aIiy MOTUTHKH O€30MIaCHOCTH.

19. Onuimre CTpyKTYpy MOJMTHKH O€30IaCHOCTH OpTraHU3aIlHH.

20. Yro npencTaBisitoT co00i CreUaTM3UPOBAHHBIC MTOJUTHUKH O€30MTaCHOCTH?

21. IlpuBenuTe HECKOJILKO MPUMEPOB CIICIUATM3UPOBAHHBIX MOJIUTUK OE30MaCHO-
CTH C OIIMCAHUEM UX OCOOEHHOCTEH.

22. YTo npencTaBIsitoT co00i Mpolieayphbl 6e30MacHOCTH?

23. IlpuBenuTe HECKOJBKO MPUMEPOB MPOIETyp O€30MaCHOCTH C OMHUCAHUEM HX
0COOEHHOCTEH.

24. Tlepeuncnute OCHOBHBIE ATAMbl Pa3padOTKH MOJIMTUKA O€30MaCHOCTH OpraHH-
3aIuu.

25. Chopmynupyiite TIaBHYIO 337ady CTaHIapTOB MH(DOPMAIIMOHHON Oe30MmacHo-
CTU C TIO3UIMIA TIPOM3BOANTEINICH U MTOTPEOUTEICH MPOYKTOB HHPOPMAITMOHHBIX TEXHO-
JIOTUH, a TAaKXkKe CIEIMAIMCTOB 110 CePTU(DHUKAIIMN ITUX MPOTYKTOB.

26. HazoBuTe OCHOBHBIE MEXIYHAPOIHBIC CTAHAAPTHI MH(POPMAIMOHHOW Oe3-
OTaCHOCTH.

27. JlaiiTe KpaTKyl0 XapakTepHCTHKy MekayHapoanoro cranmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE OCOOCHHOCTH TepMaHCKOro cranmapta BS| «PykoBoacTBo
HO 3aI1uTe HHPOPMAITMOHHBIX TEXHOJIOTUH JJIst 0a30BOT0 YPOBHS 3alUIIIEHHOCTI?

29. OnuimTe cofiepykaHue M YKaKUTE 3HAUYCHHE MeXTyHapoiHoro cranaapta 1SO
15408 «O0mme kpuTepun 0€30MacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHI.

30. Ilepeuuncnute cTaHgapTHl ISl OECIIPOBOIHBIX CETEN M JaiTe MX KPaTKylo Xa-
PaKTEPHCTHKY.

31. HazoBute cranmapThl HHGOPMAIIMOHHOM Oe301acHOCTH 11t THTepHeTa.

32. Yto Takoe kpunrorpadusi?

33. Jlaiite onpeieneHus CIEAYIONMX MOHATHI: KPUIITOTpaMMa, KPUITOAJITOPUTM,
KPHUITTOCUCTEMA

34. B 4eM COCTOMT KOPEHHOE Pa3Iniie CAUMMETPUYHBIX U ACHMMETPUYHBIX KPHII-
TOCUCTEM?

35. OmuimTe 1B€ OCHOBHBIE MPOIEAYPhI, OCYILIECTBIIEMBbIE CUCTEMOM AIIEKTPOH-
HOU 1(POBOM TIOAMKCH [T IOATBEPKACHUS TTOIJTMHHOCTH ITU(POBOTO IOKYMEHTA.



36. Kakum 006pa3zoM KOMOHMHHPOBAHHBIN METOJ IIU(PPOBAHKS MTO3BOJISIET COYETATh
JOCTOMHCTBAa aCCUMETPUYHBIX M CUMMETPUYHBIX KpunrocucreM? ONMIIMTE MPOTOKOI
peanuzaiyy KOMOMHUPOBAHHOTO METO/A IIN(POBAHMUS.

37. Yto Takoe BpeoHOCHas mporpamma? OxapakTepu3yiTe OCHOBHBIE THIIbI Bpe-
JIOHOCHBIX ITPOTPaMM.

38. YKaxuTe CyIIeCTBEHHbIE OTIINYMS KOMIBIOTEPHBIX BUPYCOB OT CETEBBIX Yep-
Beil. Onuiere OCHOBHbBIE OCOOEHHOCTH TPOSTHCKUX MPOrPaMM.

39. OruimTe 1Ba OCHOBHBIX MOJX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX IPOTPaMM.

40. Kak BBINMONHSCTCS CUTHATYpHBINA aHamm3? KakoBbI €ro JOCTOMHCTBA W HENO-
CTaTKu?

41. Yto mpeacTaBisitoT coOoi MpOaKTUBHBIE METO/AbI oOHapykeHusa? [laiite xa-
PAKTEPUCTUKH ABYX HaOOJIee MOIMYJISIPHBIX IMOIX00B.

42. OnummTe MPUHIMIT JEWCTBUS, JTOCTOMHCTBA M HEJOCTATKH 3BPHCTHYECKUX
aHAJIM3aTOPOB.

43. Onuumre NpuHLIMI AEHCTBUS, JOCTOMHCTBA M HEJIOCTATKU IOBEICHUYECKUX
OJIOKUPATOPOB.

44. Ha3oBHTe 1 ONUILINTE JONOJIHUTEIBHBIE MOTYIU AHTUBUPYCHBIX CPEACTB.

45. KakoBbl JONOJHUTENbHBIE MEPBI U CPEACTBA 3ALUTHI OT BPEIOHOCHBIX MPO-
rpamMM, pacIIUPSIIOLIME BO3MOKHOCTY aHTUBUPYCHBIX IIPOrpaMm?

46. OnuimTe Mepbl U CPEJICTBA 3ALIUTHI OT CIIAMa.

47. KakoBbl OCOOEHHOCTH PEATM3ALMU MTOJICUCTEMBI 3aIUTHl KOPIIOPATUBHON WH-
(dopmatu OT BpeJOHOCHBIX IPOrpaMM U BUPYCOB?

48. KakoBsl Bo3MoskHOCTH cepuu TipoaykToB Kaspersky Open Space Security ms
3aIIUThl KOPIOPATUBHBIX CETEH OT COBPEMEHHBIX MHTEPHET-YTPO3?

Juisa rekymero konrpoJs TK1:
IIpoBepsiemast KoMIeTeHUMS:

Kon n HauMeHOBaHHE KOMITETCHITUN Kon n nanmeHoBanne uHIUKaTOpa
OIIK-1. Crioco6en morumarth ipurImiel pa- | OIMK-1.2. Bnageer HaBblkamu NpUMeEHCHHS TU(PO-
0O0TBbI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH IS pelleHus 3aaad mpodeccuo-
HOJIOTUM U MCTIONB30BaTh UX JJISl PEIICHHUS HaJBbHOM NIEATETLHOCTH C YYE€TOM OCHOBHBIX Tpe0o-
3a1a4 poheCCHOHATBHOMN IeITeTbHOCTH BaHU MHGOPMAIIMOHHON 0€30MacHOCTH
Tecr
Bonpoc Bapuanmer omseema
CKOJIBKO BBIICIIEHO 3

OCHOBHBIX COCTaBJIAIOIINX
HaIlMOHAJIbHBIX HMHTCPCECOB | §




Bonpoc

Bapuanmbl omeenma

Poccniickoit ®Penepauuu B
nHpopManmoHHOM cdepe?.

6

AKTHUBHBII nepexBar
UHPOpPMALIMU 3TO TEPEexBart,
KOTOPBIH:

3aKJII0YAeTCs B YCTAaHOBKE IIOJCIYIIMBAIOIIEIO YCTpOWCTBa B
anmnaparypy cpeacTB 00paboTku nHpopmaIuu

OCHOBaH Ha  (uKcaluu  DJIEKTPOMArHUTHBIX  W3JIy4YEeHHUH,
BO3HUKAIOMIUX NPU (PYHKIMOHUPOBAHUH CPEICTB KOMITBIOTEPHOM
TEXHUKH ¥ KOMMYHHMKaAIUI

OCYHICCTBIIACTCA MYTEM MCITIOJIb3OBAHUS ONTHYECKOIN TEXHUKU

HETIPaBOMEPHO UCTIONB3YeT TEXHOJIOTMYECKUE OTXO/IBI
MH(OPMAIIMOHHOTO IpoIecca
OCYIIECTBIISACTCS c HIOMOIIBIO HOKJIIOYCHUS K

TEJICKOMMYHUKAIIMOHHOMY 000pYOBaHUIO KOMIIbIOTEpA

Oo0ecrieuenue HallMOHAJILHOM

HaJIeKHAas 3allluTa JUYHON U HMYHlCCTBeHHOﬁ 0€e30IacHOCTH

o0OecrieueHne HayyHO OOOCHOBAaHHOIO M TapaHTUPOBAHHOIO
roCyJapCTBOM MHUHUMYMa MaTE€pHaJIbHBIX M 3KOJOIMYECKHX
YCJIOBUI

0€30MacHOCTH Ha
IpeojioJieHue  KOH(QPOHTaLMU B  OOLIECTBE, JIOCTHXKEHUE
roCyJapCTBEHHOM  YpOBHE
onpenienseres  creyiomei HAIlMOHAJILHOT'O COTJIACHsI
HebIo o0ecrnieyeHre MPU3HAHHBIX MEXIYHAPOJIHBIM IPaBOM HHTEPECOB
rpaxjad Poccun, npokuBaromux B 3apyOeKHBIX CTpaHax
o0OecrieueHne CYBEPEHUTETa M TEPPUTOPUATBHOM LIEJIOCTHOCTH
Poccun
YIPABISIOUIME JOCTYIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BbEKTaMHU
HEO0OXOIMMO HMETh SIBHYIO U XOPOULIO OINpPEAEICHHYI0 CHUCTEMY
obecrieyeHns 6e30MaCHOCTH
B cranmapre «OpanxeBas | MHAMBUAYAJIbHbIE CYOBEKTHI JOIKHBI HIEHTUPHUIIMPOBATHCS
KHMra»  (yHIAMEHTAIbHOE | BEIYMCIUTENbHAS CHCTEMa B CBOEM COCTaBe JIOJDKHA HMETh
TpeOoBaHue, KOTOPOE€ | anmapaTHbIe/TIPOrpaMMHBIE MEXaHU3MBI, JIOTTYCKAIOLI1e
OTHOCHUTCS K TPYyINII€ | HE3aBUCUMYIO OLICHKY Ha MpeAMET TOro, 4Tr0 CHCTEMA
[TonoTueTHOCTH o0ecreuynBaeT BhIIIOJHEHNE U3JI0KEHHbBIX TpeOOBaHUIT
rapaHTUPOBAHHO  3alllMIICHHBIE MEXaHU3MBbI, pEaJU3yIOIINe
MIEPEUUCIICHHbIE  TpeOOBaHUSA, JOJDKHBI  OBITb  MOCTOSIHHO
3alIUIIEHBl OT «B3JIaMBIBAaHUS» H/WIM HECAHKIIMOHUPOBAHHOIO
BHECEHMS] U3MEHEHUI
MOJIy4eHHUsl  3aluiiaeMod  MHGOPMalUKd  3aUHTEPECOBAHHBIM
CyObEKTOM C  HapyLIEHHEM YCTAHOBJIEHHBIX  IPAaBOBBIMHU
JOKYMEHTaMU WM COOCTBEHHHKOM, BIIaJeNblieM HHQOpMAIIH
IIPaB WJIM MPaBUJI JOCTYMA K 3allUIIaeMoi HHPOpMaLuu
BO3JICHCTBUS C HAPYIIEHUEM YCTAaHOBJIEHHBIX MpaB W/WUJIM MPaBUII
3ammra wHpOpPMAIMK  OT | HA HM3MEHEHHWEe HH(OPMAIMK, MPUBOAALIETO K HCKAXKEHHUIO,
HECaHKIIMOHUPOBAHHOTO YHUUTOXKEHUIO, KONMMPOBAaHHUIO, OJOKMPOBAaHHIO JOCTyNma K
BO3JEICTBUS 3TO | MHPOPMALMK, a TaKkKe K yTpare, YHUYTOXKEHHIO MIH COOM0
JeSITENIbHOCTD 1o | QYHKIIMOHUPOBAHUS HOCUTENSI HHPOPMAIII
IIPEIOTBPALICHUIO BO3ZCHCTBUS ~ Ha  3allMIIAeMyl0  HH(pOpMAIMIO  OIMOOK

noJib3oBaress nHpopmanuei, co0s TEXHUUYECKUX U MPOTrPaMMHBIX
cpeacTB MHPOPMAITMOHHBIX CUCTEM, a TAKXKe MPUPOIHBIX SIBJICHUN

HEKOHTPOJIUPYEMOTO pacnpoCcTpaHeHus 3aIUIIAEMON
uHboOpMallUM OT €€ pasMJalleHus, HECAaHKIMOHUPOBAHHOTO

JOCTyTIa
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HECAaHKIMOHUPOBAHHOTO JIOBEACHUS 3aIHMIAeMOi HH(OpMAIHH
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MoTyvarenaeil nHpopmaiuu

3ammTa HHGOPMAILIHH 3TO

mporecc  cOopa,  HaKOIUIEHUs,  OOpaOOTKHM,  XpaHEHHS,
pacnpejiesieHus: U oucka nHGopMaluu

npeoOpa3oBanue  uHpOpMAIMK, B  pe3yjibTare  KOTOPOTO
colepkaHue HMHQPOPMAIMU  CTAHOBUTCS  HEMOHSATHBIM  JUIS
cyObeKTa, He UMEIOIEro JI0CTymna

MONy4YeHHe  CyObEKTOM  BO3MOXKHOCTH  O3HAKOMJICHHS  C

HH(bOpMaHHGﬁ, B TOM YHCJIC TP IOMOIINW TEXHUYCCKUX CPECACTB

COBOKYMHOCTb IMPaBUJI, PErJIaMEHTUPYIONINX MOPSAIOK U YCIOBUS
JocTyna cyobekTa K MHQOpMalliy U €€ HOCUTEISIM

NEeSATENIbHOCTh 10  TPEJOTBPAIICHUIO YTEYKH HH(POPMAIUH,
HECAHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEee

[TaccuBHbIN repexsar
uHpOpPMALUU 3TO IEpexBart,
KOTOPBIN

3aKJII0YAeTCsi B YCTAHOBKE IMOJACITYIIUBAIOLIETO YCTPOWCTBA B
anmaparypy cpelncTB 00padboTku nHpopMaum

OCHOBaH Ha  (uKcaluu  SJIEKTPOMArHUTHBIX  W3JIy4YECHUH,
BO3ZHUKAIOIIMUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMITbIOTEPHOM
TEXHUKHU U KOMMYHUKaIUN

HEIPaBOMEPHO UCIIOJIb3YET
MH(OPMALIMOHHOTO TTpoliecca

TCXHOJIOTHYCCKHUEC OTXOAbI

OCYHICCTBJIACTCA ITYTEM HMCITOJIb30BAHUS OINTHYECKON TEXHUKH

OCYHICCTBIIACTCA C IIOMOIIBIO TOAKJIFOYCHU A K
TCIICKOMMYHHUKAIIMOHHOMY O60py,I[OBaHI/IIO KOMITLOTCPaA

OoOecrieyeHne HAIIMOHAIBHOM

0e30macHOCTH Ha
roCy/1IapCTBEHHOM  YpOBHE
OIpPENENACTCA  CIEAYIOLEH
LENbI0

HaJIe)KHAasl 3alMTa JUYHON U UMYIIIECTBEHHOM 0€30MMacHOCTH

obOecrieueHre HAyyHO OOOCHOBAaHHOTO U TapaHTHUPOBAHHOTO
rocyaapCTBOM MHHHUMYMa MATCPUAJIBHBIX W 3KOJOTMYCCKHUX
YCJIOBUU

MpeooieHue  KOH(PpOHTAMM B OOIIECTBE,  JIOCTHKEHUE
HAIIMOHAJIILHOT'O COTJIacHsI
obecrieueHre  COIMAIBHO-TIOIUTUYECKOH Y DKOHOMHYECKOU

CTaOUIIBHOCTH CTPAHBI

oOecrnieyeHre MPU3HAHHBIX MEXIYHApOJIHBIM IPAaBOM HHTEPECOB
rpaxjad Poccun, npokuBaromux B 3apyOeKHBIX CTpaHax

K ucrounukam 3amuinaeMoi
MH(pOpPMaIlUU OTHOCUTCS

QJICKTPHUICCKHUC TTOJIA

CBIpbE

MAar"auTHBIC I10JI1

OJICKTPOMArHUTHBIC I10JI

QJICMCHTAPHBIC YaCTUIIBI

aKyCTHYECKHE KOJIeOaHuUs

EcrecTBeHHBIE YIpO3BI
6e30macHOCTH  MH(OpMaIUH
BBI3BaHbBI

JCATCIIBHOCTBIO UCJIOBCKA

ommnbOkamu mnpu mnpoekrupoBanun ACOU, ee 371eMEHTOB WU
pa3paboTKe NporpaMMHOro obecreyeHus

BO3HCﬁCTBHHMH 00BEKTUBHBIX (1)I/I3I/I‘{CCKI/IX mponeccoB Wi
CTUXHHUHBIX IMPUPOJHBIX SIBHGHI/Iﬁ, HE3aBUCAIIINX OT YCJIOBCKA

KOPBICTHBIMU YCTPCMJICHUSAMHU 3JIOYMBINIJICHHUKOB

olmnOKaMu Npu ASHCTBUSIX NEepcoHaIa
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3ammra wHGOPMAIMK  OT
HEMPEIHAMEPEHHOTO
BO3JCUCTBUSI
JIeITEILHOCTh
MPEAOTBPALIEHUIO

9TO
8(0)

MONyYeHUs  3alMIaeMoil  HMHQOpMAaMM  3aMHTEPECOBAHHBIM
CyObEeKTOM €  HaApyUIEHHMEM YCTAHOBJCHHBIX  IPABOBBIMU
JOKYMEHTaMH WM COOCTBEHHUKOM, BIaJelblieM HH(POpPMaLuu
MIpaB WM IPaBUJI JOCTYIA K 3alUIIaeMoil HHpopMaluu

BO3/ICHCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MpaB W/ MPABUI
Ha W3MEHEHHWE WH(OpMAIMU, MPUBOIAIIETO K HCKAKEHHIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHpOpMAIMY, a TAaKKe K yTpare, YHHYTOXKECHUIO HIH COOI0
(YHKIIMOHMPOBAHUS HOCUTENSI HH()OPMAITHH

BO3JICCTBUS  Ha  3allMIIaeMyr0  HHGOpPMAIMI0O  OIMUOOK
moJib3oBarens nHpopMalue, cO0si TEXHUYECKUX U MPOTPAMMHBIX
cpencTB HH(POPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJIHBIX SIBJICHHUI

HEKOHTPOJIUPYEMOTO pacrpoCcTpaHeHUs 3alMIIAEMON
uHbOpMAIMM OT €€ paslJalleHus, HECAaHKIMOHWPOBAHHOTO
JOCTyIa

HCCAHKIIUOHUPOBAHHOI'O OJOBCACHUA 3amnmaeM0ﬁ HH(i)OpMaIII/II/I
A0 HCKOHTPOJUPYEMOI'O KOJIMICCTBA nonyaneneﬁ HHQ)OpMaHI/II/I

HNudopmanmonnbie
MPOLIECCHI ATO

mporecc  cOopa,  HAaKOIUIEHWs,  0OpaOOTKHM,  XpaHEHHS,
pacrpeieneHus ¥ orcka nHpopManuu

npeoOpa3oBaHne  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
cojepkaHre  MHGOPMAIMA  CTAHOBHUTCS  HEMOHSATHBIM IS
cyObeKTa, He IMEIOIIETo JIOCTYIIa

MOJly4YeHHe  CyOBbEKTOM  BO3MOXKHOCTH  O3HAKOMJIEHHS  C
nH(popMalyen, B TOM YHCIe PU TOMOIIM TEXHUYECKUX CPECTB

COBOKYIHOCTb IPaBUJI, PETJAMEHTUPYIOMINX MOPAIOK U YCIOBHUS
JoCTyma cyobeKkTa K HH()OpMAIUU U €€ HOCUTEIISIM

NEeSTeNbHOCTh 1O MPEJOTBPAICHUIO YTEUYKH UHOpMaIu,
HCC&HKHI/IOHI/IpOBaHHI)IX nu HGHpC}IHaMepCHHBIX BOSHCﬁCTBHﬁ Ha
Heé

AynuonepexBaT  IepexBaT
uH(pOpMalKl 3TO MEpexBar,
KOTOPBIN

3aKJIIOYAeTCsl B YCTAHOBKE MOJCIYIIMBAIOUIETO YCTPOHCTBA B
anmaparypy cpeacTB 00paboTku nHpopmauu

OCHOBaH Ha  (UKcaluu  DJIEKTPOMArHUTHBIX  H3ITyYEHHUH,
BO3ZHUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPENICTB KOMITbIOTEPHOM
TEXHUKH U KOMMYHUKAIUN

HEMpaBOMEPHO UCIIONIb3YyeT
MH(OPMAIMOHHOTO Ipolecca

TCXHOJIOTHYECKHE OTXO/bI

OCYIICCTBIIACTCA MYTEM HMCITIOJIB30OBAHUSA OINTHYECKON TEXHUKH

OCYILIECTBISAETCS c IIOMOILBIO MTOAKIIIOYEHUS K
TEJIEKOMMYHUKAIIMOHHOMY 000pYJIOBaHHIO KOMIIbIOTEPA

B cranpapre «OpanxeBas
KHUTa»  (yHIaMEHTaJIbHOE
TpeOoBaHueE, KOTOpOE
OTHOCHUTCS K rpyrmne
l"apanTun

YIPAaBISIONINE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BeEKTAaMU

HEO0OXOJIMMO HWMETh SBHYIO W XOPOIIO OINPEACIICHHYI0 CHCTEMY
obecrieueHus 0€30MacHOCTH

WHAWBUAYAJIbHBIC CY6'BGKTI)I JOJIZKHBI I/I}IGHTI/I(l)I/IHI/IpOBaTBCSI

BBIUHMCIUTENbHAS CUCTEMa B CBOEM COCTaBE JIOJDKHA HMETh
anrmaparHblie/IpOrpaMMHBIE MEXaHU3MBI, JOTTyCKAIOIITHE
HC3aBUCUMYIO OLICHKY Ha npeameT TOro, qTo CUCTEMA
o0ecreurnBaeT BHINOJTHEHUE U3JI0KEHHBIX TPeOOBaHUH
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KOHTpPOJIbHAaA I/IH(i)OpMaI_[I/ISI AOJDKHA XPaHUTBCA OTACIBbHO U
3allumaTbCsa Tak, YTOOBI CO CTOPOHBI OTBETCTBEHHOM 3a 3TO

TPyNIIBI  MMEJach BO3MOXHOCTh  OTCIIEKHBATh  JICHCTBHA,
BJIMSIONINE HAa 0€3011aCHOCTh
TIOIU
. | CBIpbE
K Hocutenmsim 3amumaemoit
YEPHOBHMKH U OTXOJIbI IIPOU3BOJICTBA
UH(POPMALIUU OTHOCUTCS
JTIOKYMEHTBI

dKYCTUYCCKHC KoJIeOaHUs

HckyccTBeHHBIE YIpO3bl
0e30macHOCTH  MH(pOpPMAIUH
BBI3BaHBI

JACATCIIBHOCTBIO UCJIOBCKA

ommbOkamu mnpu npoektupoBanun ACOWM, ee 3JI€MEHTOB WM
pa3paboTKe NpOrpaMMHOTO 00eCTIeUSHHSI

BO3I[€I>'ICTBI/I$IMI/I 00BEKTUBHBIX (I)I/ISI/I‘ICCKI/IX MpoucCcCoB WA
CTUXUUHBIX MMPUPOJHBIX ﬂBHeHI/Iﬁ, HE3aBUCAIINX OT 4YCJIOBCKA

KOPBICTHBIMU YCTPEMJICHUAMU 3JIOYMBIIIJICHHUKOB

oIInOKaMu I1pH JEUCTBUAX IepCoHaJIa

3amuTta  UHQOpPMAIMH
pasriameHus
JeSITeTTHHOCTD
IPEOTBPALICHUIO

OoT
9TO
1o

MOJIy4€HHUsl  3aluiiaeMod  MH(GOpMaluUd  3aUHTEPECOBAHHBIM
CyObEKTOM C  HapyUIEHHEM YCTAHOBJICHHBIX IPAaBOBBIMHU
JOKYMEHTaMH WM COOCTBEHHHKOM, BIaJeNblieM HWH(POpPMaLUu
IIPaB WM OPaBUJI JOCTYNA K 3allUIIaeMoi HHPOpMaLuu

BO3/ICHCTBUS C HAPYIICHHEM yCTAaHOBJICHHBIX MpaB M/HIIHU MPABHI
Ha W3MeHeHue MHGQOpMaIMK, HNPUBOAALIETO K HCKAXKEHHUIO,
YHUUYTOKEHUIO, KONMMPOBAHUIO, OJIOKUPOBAaHMIO JOCTyNa K
uHbopMalMK, a TakXe K yTpaTe, YHHYTOXKEHUIO WIH CcOO0ro
(YHKIIMOHUPOBAHMS HOCUTENS HH(OpMaIluu

BO3JCHCTBUS  Ha  3allMIIaeMyl0  HHGpOpMAIMIO  OMHUOOK
moJib30Barens nHpopmanrei, co0sd TEXHUUYECKUX U MPOTrpaMMHBIX
CpeAcTB HHPOPMALIMOHHBIX CHCTEM, a TAK)KE IPUPOAHBIX SIBJICHUH

HEKOHTPOJIUPYEMOTO pacrpocTpaHeHHS 3alIUIAeMO
MHpOpPMAIIMM OT €€ pasJAlleHHus, HECAaHKIMOHUPOBAHHOTO
JIOCTYTIA,;

HECAHKIIMOHUPOBAHHOT'O JIOBEJCHMs 3allluIlaeMoi HH(popMauu
JI0 HEKOHTPOJIMPYEMOTO KOJINYECTBA MoTyvaTenaeil HHpopMaluu

IIpocmotp
nepexsar
KOTOPBIN

Mycopa  3TO
uHopManuy,

3aKJIIOYAeTCs B YCTAaHOBKE IOJICIYIIMBAIOIIETO YCTpOIiCTBa B
anmnaparypy cpeicTB 00paboTku HH(opMaIiu

OCHOBaH Ha  (UKcalUWd  DBJEKTPOMArHUTHBIX  HM3IY4YECHHI,
BO3HUKAIOMIUX MPU (PYHKIMOHUPOBAHUH CPEICTB KOMIIBIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

HEIIPaBOMEPHO UCIIOJIb3YET
HMH(OPMAIIMOHHOTO Ipoliecca

TCXHOJIOTHYCCKHEC OTXOAbI

OCYHICCTBJIACTCA MYTEM HCITIOJIb30OBAHUS OINTHYECKOIN TEXHUKU

OCYIICCTBIIACTCA C IIOMOIIBIO TOAKIIFOUYCHU A K
TCIICKOMMYHHUKAIITMOHHOMY O60py,[IOBaHI/IIO KOMITILIOTCPaA

K OCHOBHBIM
HepeIHaAMEPEHHBIM
I/ICKYCCTBGHHBIM
ACOMU orsOCHTCS

yrpo3am

(u3nyeckoe pa3pynieHue CUCTEMBI TyTEM B3pbIBa, MOJKOra M T.11.

nepexBar MOOOYHBIX AIEKTPOMATHUTHBIX, aKYCTHUECKUX U APYTUX
W3JIy4YCHUI YCTPOWCTB U JIUHUN CBSI3U

W3MEHEHHE PEKUMOB pabOThl YCTPOMCTB WM MPOTpamm,
3a0acToBKa, caboTaxk MepcoHala, MOCTAHOBKA MOITHBIX aKTUBHBIX
MOMeX U T.I1.
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YTEHUE OCTATOYHON MH(OPMAIMU U3 ONEPATUBHOM MaMATH U C
BHEIIHUX 3aIIOMUHAIOLINX YCTPOHCTB

HEYMBIIIJICHHBIE JEHCTBHs, IPUBOAAIIME K YaCTUYHOMY HIIU
IIOJIHOMY OTKa3y CHCTEMbl WM pPa3pyLICHUIO alllapaTHBIX,
IPOrPaMMHBIX, HH()OPMAITMOHHBIX PECYPCOB CUCTEMBbI

3ammura wWHPOPMAIMH  OT
HECaHKI[THOHHUPOBAHHOT'O
JOCTya 3TO JIeATEIbHOCTh

0 MPEIOTBPAIICHUIO

MONyYeHUs  3alMIiaeMol HMH(OpMAnMK  3aWHTEPECOBAHHBIM
CyObEKTOM C  HapyLUIEHHEM YCTAHOBJIEHHBIX IPaBOBBIMHU
JOKYMEHTaMH HJIM COOCTBEHHUKOM, BIaJelblieM HH(POpMAaLuu
MpaB WIK IPABUJI JOCTYIMA K 3aIIUIIaeMoi HHPOPMaLUU

BO3/ICHUCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MpaB W/WUIH MPABUI
Ha W3MEHEHHWEe HWH(OpMAalNU, MPUBOIAIIETO K HCKaKCHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNa K
uHpOpMAIMK, a TAaKKe K yTpare, YHUYTOXKCHUIO HIH COOI0
(yHKIIMOHMPOBAHUS HOCUTEIS] HH)OPMAIHH

BO3JICHCTBUS  HaA  3amuiaemMyro  uHpopmamuio  ommboK
oJib30Bartess nHpopMalue, cO0si TEXHUYECKUX U IMPOTPAMMHBIX
cpencTB HH(POPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJIHBIX SIBJICHHUI

HEKOHTPOJIHPYEMOTO pacnpocTpaHeHuUs 3alIUIIaeMOit
uHpOpPMAIMM OT €€ pasrJIAlleHHs, HECAaHKIMOHUPOBAHHOTO
JOCTYyTa

HECaHKIIMOHUPOBAHHOTO JIOBEJICHMs 3alluIaeMoil MH(popManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MMOTyJaTeeii HHpOopMaIim

Joctyn k uHGOpMaIyu 310

nporecc  cbopa,  HaKOIUICHHS,  OOpaOOTKH,  XpaHEHUs,
pacnpe/iesieHus: ¥ IoucKa nHGopMaluu

npeoOpa3oBaHue  MHPOpPMALUU, B  pe3ylbTaTe  KOTOPOTo
colepkaHne HHGOPMAIMM  CTAHOBHUTCS  HEMOHATHBIM  JIJIS
CcyObeKTa, He UMEIOLIETo JI0CTYIa

MONTydYeHHe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C

HH(I)OpMaHHeﬁ, B TOM YHCJIC IIPpHU NTOMOIIN TEXHUYCCKUX CPCACTB

COBOKYIHOCTb IPaBUJI, PETJAMEHTUPYIOMINX MOPAIOK U YCIOBHUS
JoCcTyma cyobeKkTa K HH()OpMAIUU U €€ HOCUTEIISIM

NEeSATeNbHOCTh 1O MPEJOTBPACHUIO YTEYKH UHOpMaIui,
HCC&HKHI/IOHI/IpOBaHHI)IX nu HGHpC}IHaMepCHHBIX BOSHCﬁCTBHﬁ Ha
Heé

AKTHBHBIN IepexBar

[TaCCUBHBIN ITEpEXBaT

ayauonepexBaT

BUACOIIECPEXBAT

HIPOCMOTP Mycopa

Ilepexsar, KOTOPBIN
3aKJIIOYAETC B  YCTAHOBKE
MOCTYIIUBAIOIIETO
YCTpOMCTBA B ammaparypy
CpenCTB 00paboTKH
nH(OpPMAIIUK HA3bIBACTCS

B MEXIYHAPOTHOM
CTaHJapTe «OpanxkeBast
KHHTa MHHHMAaJIbHAs

3aluTa 3TO I'pyIilia

mogoi0|w >

IIo xapakrtepy BO3IEHCTBHUS
yAAJICHHbIC aTaKH JIEATCS Ha

YCIJIOBHBIE U O€3yCIIOBHBIE

aTaky ¢ 00paTHOM CBsI3bI0 U 0e3 00paTHOM CBS3U

BHYTPUCETMCHTHBIC U MCKCCTMCHTHBIC

IIaCCUBHBIC U aKTUBHBIC
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aTaKu, KOTOPBIC MOT'YT PCAJIM30BLIBATHCS HA BCECX CCMH YPOBHAX —
(1)I/ISI/ILIGCKOM, KaHaJIbHOM, CC€TEBOM, TPAHCIIOPTHOM, CCAaHCOBOM,
NpCACTABUTCIIbHOM U IPUKJIIAJTHOM

CyObekT JOCTyTIa K
UH(POPMALIUHU 3TO

¢du3nueckoe MO, WM MaTepUalbHBI OOBEKT, B TOM 4YHCIE
¢usnyeckoe Tmone, B KOTOPBIX HMH(OpMAIUS HAXOIUT CBOE
0TOOpakeHHE B BUJIE CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHHYECKHUX
peUIeHUI ¥ IPOLECCOB

CyOBEKT, OCYILECTBISIOUINI TMOJIb30BaHHE HWH(pOpMaNMend |
peanu3yoNnuil MOJIHOMOYHS PACIOpPSKEHUsT B Tpeenax IMpas,
YCTaHOBJICHHBIX 3aKOHOM H/MJIM COOCTBEHHUKOM MH(OpManuu

CyOBEKT, TMONB3YIOMUKACA HWHPOPMALUEH, TOJYyYCHHOM OT ee
COOCTBEHHHMKA, BIAJENbla WU IOCPEIHUKA B COOTBETCTBUHM C
YCTaHOBJICHHBIMU IIpaBaMH U MPaBUIAMHU JOCTYyMa K HHPOPMAIUH
1100 ¢ X HapyIICHUEM

CyObeKT, B TIOJHOM O0bEeMEe PpeaIN3yIOIMA OJTHOMOYUS
BIIQJICHUs, TIOJIb30BaHMs, pacnopshkeHuss uHpopMauued B
COOTBETCTBUU C 3aKOHOJATEIIbHBIMUA aKTaMHU

YYaCTHHK MTPABOOTHOIICHUH B MH(POPMAITMOHHBIX MPOLECCAX

[Tepexaar, KOTOPBIi
OCYIIIECTBIISETCS myTeM
UCIIONIb30BAaHUSl ONTHYECKOM
TEXHUKH, Ha3bIBACTCS

aKTHUBHBIN IepeXBaT

ITACCUBHBIN ITEpEXBaAT

AyJIUOIICpEXBAT

BHUACOIICPCXBAT,

IIPOCMOTP Mycopa

OoOecrieyeHne HAIIMOHAIBHOM

HaJe)XHas 3alliiuTa JMIHOU 1 HMYHleCTBeHHOﬁ 0e30IMacHOCTH

o0ecrieueHre HayyHO OOOCHOBAaHHOTO U TapaHTHUPOBAHHOIO
roCyJapCTBOM MHUHUMYMa MaTe€pHaJIbHBIX M 3KOJIOIMYECKHX

0€30IIaCHOCT Ha  yYpOBHE 9
YCIOBUUI
IpaXAaHCKOTrO oOmiecTBa
.. | moBbIIeHHE 3(PPEKTUBHOCTH 3AIIUTHl KOHCTUTYILIMOHHOTO CTpPOS,
onpeneNnsercss  CleAyoeH 9
HeBIO MPABONOPSsIIKA, OOPBOBI C OPT. MPECTYITHOCTHIO U KOPPYIIHEH
IpeojioJieHue  KOH(QPOHTaMM B OOILIECTBE, JIOCTHXKEHHE
HAIIMOHAJILHOTO COTJIACHS
A
B MEKYHAPOHOM o
CTaHJapTe «OpanxeBast C
KHHTa» MHMBUYalbHAs [~
3aluTa 3TO TPYIIa E
yCJIOBHbIE U 06€3yCIIOBHBIE
aTaku ¢ 0OpaTHOM CBSA3BIO U 0€3 OOPATHON CBSI3U
ITo oejaun BO321€ﬁCTBI/I$I BHYTPUCETMCHTHBIC U MCKCCTMCHTHBIC

YAQAJIICHHBIC aTaK! ACJIATCA Ha

IIaCCUBHBIC U AKTHUBHBIC

aTaKu B 3aBUCHUMOCTH OT HApPYIICHHA KOH(bI/IJIeHIII/IaJ'II)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

IlepexBaT, KOTOpBIII OCHOBaH
Ha ¢bukcanun
AIIEKTPOMAarHUTHBIX
U3ITy4eHUH, BO3HUKAIOIINX
npu (hYHKIIMOHUPOBAHUHT
CpEACTB KOMITBIOTEPHOU
TEXHUKd M KOMMYHHUKaLUN
Ha3bIBACTCSI

aKTHUBHBIN nepexpar

[TaCCUBHBIN ITEpEXBaAT

ayauorepexnar

BUCOIICPCXBAT

MPOCMOTP Mycopa

B MEXIYHAPOTHOM

A
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CcTaHzapTe «OpanxeBas
KHUTa» MaHJaTHas 3aluTa
3TO Ipymnia

m o O w

ITo YCIIOBUIO Hayajia
OCYILIECTBJIEHUS BO3/ICUCTBUS
yAAJICHHbIE aTaKH JIEIATCS Ha

yCIIOBHBIE U 0€3yCIOBHbIE

aTaky ¢ 00paTHOM CBsI3bI0 M 0€3 00paTHOM CBSI3U

BHYTPUCETMCHTHBIC U MEKCCTMECHTHBIC

ITIaCCUBHBIC U aKTUBHBIC

aTaKl B 3aBUCHUMOCTH OT HapYIICHHA KOH(I)I/IIIGHHI/I&TIBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

Cob6cTtBeHHUK ~ MH(pOpMAITUU
3TO

¢du3nueckoe MO, WM MaTepuUalbHBI OOBEKT, B TOM 4YHCIE
¢usnyeckoe Tmone, B KOTOPBIX HMH(OpPMAIUs HAXOIUT CBOE
0TOOpakeHHE B BUJIE CUMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHHUECKHX
peuIeHUI ¥ IPOLECCOB

CyOBEKT, OCYIIECTBISIOIIUN TMOJIb30BaHWE HWH(MOpMaluend u
peanu3yrouMii MOJTHOMOYHUSL PACMOPSDKEHHST B Tpejenax Ipas,
YCTaHOBJICHHBIX 3aKOHOM W/WJIM COOCTBEHHUKOM MH(pOpMaIuu

CyOBEKT, MOJNB3yIOIuiics HH(OpMaIHe, MOJyYeHHOH OT ee
COOCTBCHHHMKA, BIIAJICNblIa WJIM TIOCPEJHUKA B COOTBETCTBUHU C
YCTaHOBJICHHBIMH TIPaBaMU U TPABUIIAMH JIOCTYyIA K HH(POPMAIIUH
1100 ¢ X HapyIICHUEM

CyObeKT, B TIOJHOM O0bEeMEe peaIn3yIOIHMA OJTHOMOYUS
BIIQJICHUs, TI0JIb30BaHMs, pacnopshkeHuss uHpopMauued B
COOTBETCTBUU C 3aKOHOJATEIILHBIMUA aKTaMH

YYaCTHUK NTPaBOOTHOLIEHUI B MHPOPMAIIMOHHBIX IpoIeccax

Ilepexsar, KOTOPBIN
OCYILIECTBIISIETCS C TIOMOILBIO
MOAKIIOYEHUS K

TCIICKOMMYHHKAIITUOHHOMY
000py/IOBaHHIO KOMITBIOTEpA

aKTHUBHBIN nepexsar

ITaCCUBHBIN ITEpEXBaT

ayauonepexBar

HIPOCMOTP Mycopa

Ha3bIBACTCS BHJICOTIEpEXBAT
B MEXKIYHapOJHOM ';‘
CTaHJapTe «OpanxeBast C
KHUTa» BepupULIUpOBaHHAS D
3aIuTa 3TO rpymnmna E

[Io wamuuuio  oOpaTHOI
CBSI3H c aTaKyeMbIM
00BEKTOM YHAJICHHBIE aTaKd
JIeTIATCS Ha

YCJIOBHBIC U 663yCJ10BHBIe

aTaku ¢ 00paTHOM CBsI3bIO U 6€3 00paTHOM CBSI3U

BHYTPUCCTMCHTHBIC U MCKCCITMCHTHBIC

IIaCCUBHBIC U AKTHUBHBIC

aTaKu B 3aBUCHUMOCTH OT HAPYIICHHA KOH(bI/IJIeHIII/IaJ'II)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

JIuto, CaMOCTOSITEIbHO
CO3/1aBIlIEe nH(OPMAIIHIO
160 MOy YU BIIIEE Ha
OCHOBaHWM  3aKOHAa  WJH
JIOTOBOpa MpPaBO pas3peliarh
HUJIM OTrpaHUYMBATL JOCTYII K
nHpopmaruu

HUCTOYHUK MH(pOpMau

noTpeduTeIs HPOPMALTUH

YHHUYTOXKHUTENb HHPOpMAIHH

HOCHUTENh HHPOpMAITUN

obnagaTens nHOOpPMAITIH

O0s13aTenbpHOE VIS

QJICKTPOHHOC COO6IJ.ICHI/IC
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BBITTOJTHEHHSI JIULIOM,
NOJYYHMBIIUM  JIOCTYIl K
orpeneneHHol nH(popMauy,
TpeOOBaHHE HE TIepenaBaTh
TaKyIo UH(OPMAIIHIO
TPETHUM JIUIaM 0e3 CoriacHs
ee obyaaTens 3To

pacnpocTpaHeHue HHPOPMaITUH

npenocTasieHne HHGOpMaLUu

KOH(PHUICHINATEHOCTh HHPOPMAITHH

JOCTYN K nH(pOpManuu

JelicTBus, HanpaBJIECHHbBIE HA

HOJIyYeHUe uHpopMauu
HEOIPECICHHBIM  KPyroM
UL WIN nepeaavy
uHpopmanuu
HEOIPeIeICHHOMY KpYTy
JIUIL 9TO

YHAYTOXKEHHE HHPOPMAaLTUH

pacnpocTpaHeHHe HHGOPMAITIH

npenocTasieHne HHHOpMaLuu

KOHQUICHINATEHOCTh HHOPMAaLIUU

JOCTYN K nH(pOpMaLuu

Bo3MoXHOCTE  mOJy4YeHHUs
uHpopmanuu u ee
UCTIOJIB30BaHUS 3TO

coxpaHeHue nHpOpMaIUH

pacnpocTpaHeHre WHHOpMAITIH

penocTasieHue HHQOpMauuu

KOHHJICHINAITEHOCTh HHOpMaLIU

JOCTYN K nH(GOpManuu

[Tpomecc COOOWICHHS | pHsaIms
CyOBEKTOM CBOETO HUMEHHU
MM HOMEpa, C LeIbIO | gyrentnduKamys
MOJIy4eHUsI  OIpPeNeNEHHBIX
MOJIHOMOYHH (IIpaB J0OCTyNa) | 00e3THInBaHKe
Ha BBINOJIHEHUE HEKOTOPBIX
(pa3pereHHbIX eMy) | ACTIEpPCOHATH3ALIS
JIEUCTBUII B CHCTEMax C
OTpaHUYEHHBIM JJOCTYIIOM naeHTHUKALYA
[Tpouenypa IIPOBEPKHU | aBTOpHU3AIIHS
COOTBETCTBUS  CYOBEKTA W | Gesmunsanme
TOT0, 32 KOI'O OH IBITaeTcs

ACICPCOHAIN3auAa
ce0s BbBLIATH, C IOMOILBIO
HEKOMN yHUKanbHOiH | YTeHTHnKaIys
uH(popMaIuu uaeHTH(HUKALHSI
ITpouecc, a Takxke pe3ysbTaT
mporecca IIPOBEPKU asToprzatit
HEKOTOPBIX  00s3aTeIbHBIX
IapaMeTpoB MOJIL30BaTEI U, HMJICHTH(UKALHS
npu YCIIEUTHOCTH,
IIPEIOCTABIICHUE eMy | ayTeHTH(HUKAINS
ONpeAeNEHHBIX MOJTHOMOYHI
Ha BBINOJIHEHUE HEKOTOPBIX | ofesMuuBanme
(pa3peleHHbIX eMy)
ACHCTBUH B CHCTEMAX  C | oronconamsamus

OIpaHUYCHHBIM JOCTYIIOM

HecanknmonupoBaHHbIN
JIOCTYTI K HH(GOPMAITIH 3TO

JOCTYN K MH(OpMAaIMY, He CBSI3aHHBIA C BBITOJHEHUEM (QYHKIHOHAIb-
HBIX 003aHHOCTEN U HE 0(OPMIICHHBIH JOKYMEHTAJIBLHO

pa60Ta Ha 9YKOM KOMIIBKOTCPC 0e3 pa3pcuiCHus €T0o BjIaJCJIbllad

BXOJ Ha KOMITBIOTEP C MCITOJIE30BAHUEM JIJAHHBIX APYTOro IOJb30BaTCIIA

JOCTYT K JIOKAIbHO-MH(OPMAIIMOHHON CETH, CBS3aHHBIN C BHITOJHEHH-
eM (PyHKIIMOHAJBHBIX 00sI3aHHOCTEH

noctyn Kk CYB]] nop 3anpenieHHbIM UMEHEM T0JIb30BaTeNs
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JlokyMeHTHpOBaHHAS

nHopMaIwms, JIOCTYTI K
KOTOpPOW  OrpaHUYMBacT B
COOTBETCTBUH c

3aKOHaAeIILCTBOM PD

rH(OPMAITHS COCTABIIAIONIAS TOCYIAPCTBEHHYIO TaltHy

rH(OpMAITHS COCTABIIAIONIAS KOMMEPYECKYIO TailHy

HepCOHATbHAS

KoH($HIeHIMaNbHas nHpOopMaLus

JOKYMCHTHUPOBAHHAs I/IH(bOpMaHI/ISI

HNudopmanuonHast
0€e30MMacHOCTh 00ECIICYNBAET. ..

OJToKEpoBaHNe MHHOPMATTHH

HCKaKeHHE HHPOpMaIin

COXpaHHOCTh HH(OpMAIHH

yTpary HHGOpMaIuH

TOAIENKY MH(pOpMAITIH

XwuiieHue uHpopMaIlK — 3TO. ..

HECaHKIIMOHUPOBAHHOE KOMMUPOBaHHE WH(OpMAITUN

yTpata uHpopManuu

OJ0KHpOBaHNE HHPOPMAIIH

HCKaKeHUE HHPOPMaIH

poJiaka HHPOpMAITHH

Hoctyn k uHpOpMaLuy — 3TO:

00s13aTeNIbHOE /IS BBITTOJIHEHUS JIUIIOM, TTOJIYYMBIIUM JOCTYH K OIpe-
neneHHoi mHdopMmanmu, TpeboBaHHE HE MepeaaBaTh Takylo HH(OpMma-
LIUIO TPETHUM JiUIaM Oe3 cornacus ee o0nagarens

JeHCTBUS, HAlpaBiCHHbIE HA MOJyYeHHE HH(OpMalWu HEOolpenescH-
HBIM KPYI'OM JIML WIX [Iepeaady HHPOpMalUul HEONPeIeJICHHOMY KPYyTy
JIUIL

JIeCTBUS, HAIIPAaBJICHHBIC HA IMONyYeHHUE WHPOPMALUK OINpPEeICHHBIM
KpPYI'OM JIMI] WK Iiepesiauy HHGOPMALUMH ONPeIeIEHHOMY KPYTY JIMIL

nHpopMaLus, IepeJaHHas WIK MOJydeHHas Nojb30BaTeneM HH(OopMa-
LIMOHHO-TEJIEKOMMYHHUKAIIMOHHON CETH

BO3MOXHOCTDB IMOJTYYCHUSA I/IHq)OpMaIII/II/I n €€ UCIIOJIb30BaHUs

Oo0ecrieuenue
UHPOPMAaIMOHHOH
0€e3011aCHOCTH
obecreyeHue. ..

€CThb

HC3aBUCHUMOCTH HH(i)OpMaLII/II/I

H3MeHeHus1 tHQopMauu

KONMPOBaHUs HHPOPMALIUU

COXpaHHOCTH HH(OopMaImu

rpeoOpazoBaHus HHPpOpMAIUN

K kakomy Buay Mep 3aIIUTHI
UHpOpMaIIH OTHOCHUTCS
YTBEp)KACHHAs] MporpaMma pa-
60T B 00acTu 0€30MacHOCTH

MIOJINTUKA O€30MMACHOCTH BEPXHETO YPOBHS

MOJUTHKA OC30ITaCHOCTH CpCAHCTO YPOBHA

MOJINTUKA O€30MACHOCTH HUYKHETO YPOBHS

IMIPUHIOWUIT MUHUMHW3AlUNU HpI/IBI/IJ'[eFI/Iﬁ

3alUTa NOJIep’KUBatoNIel HHPPaCTPYKTYpHI

T'apanTust Toro, 4To Npu XpaHe-
HUM WIH Tepeaade uHpopma-
IIUU HEe OBLIO MPOM3BEACHO He-
CaHKIIMOHUPOBAHHBIX HW3MEHe-
HUH

KOH(UICHIINATBHOCTb

OCJIOCTHOCTD

JIOCTYITHOCTh

AYTCHTUYHOCTDb

arCJUIMpyEeMOCThb

K ¢ynxnusm napopmMannoHHOR
0e301acHOCTH OTHOCSTCS

BBIABJIICHUEC NCTOYHUKOB BHYTPCHHNX W BHCIIHUX YI'PO3

CTpaxoBaHHe HH(POPMALIMOHHBIX PECYPCOB

3alUTa rocyIapCTBEHHBIX HH(OPMAIIMOHHBIX PECYPCOB

[MOJFOTOBKA CIICI[HAINCTOB IO OOecredeHnu0 MH()OpMalMOHHON 0e3-
OIMACHOCTH

BCC OTBCTHI BEPHBI

K nHamuoHambHBIM HHTEpEcam
P® B undopmarmonHon chepe
OTHOCSTCS

peanu3anys KOHCTUTYIIMOHHBIX MTPaB HA JOCTYT K WH(OpMAIIH

3anuTa nHGOpMaIu, 00eCeUYnBaOIIEH JTHIHYIO 0€30I1aCHOCTh

3amuTa He3aBUCHUMOCTH, CYBEPEHHTETA, TOCYJAapCTBEHHON M TEPPHUTO-
pUAaIBbHON LIETOCTHOCTHU

TTOJIMTHYCCKAA OKOHOMHNYCCKaA U COIMaJIbHasA CTaOUIIEHOCTD

COXpaHEHHUE U 03JIOPOBIICHUU OKPY’KaIOIIe! CpeJibl
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I'apanTtus TOro, 4ro KOHKpET-
Hasg wuHpOpMauus  JTOCTyIHA
TOJIBKO TOMY KpyTry JIUL, AJIs
KOTOpPBIX OHA MpeHa3HaueHa

KOH()UIECHITMATLHOCTD

OEJIOCTHOCTD

JOCTYITHOCTb

AYTCHTUYHOCTb

aneJIMpyeMoCTh

COBOKYIHOCTh HOPM, TIPABUII U
NPaKTUYECKUX PEKOMEHIAINH,
perIaMeHTUpyIoIuX  paboTy
cpenctB 3amutel AC oT 3amaH-
HOTO MHOXXECTBa yrpo3 0es-
OMAacHOCTH

KOMIUICKCHOE obecreueHrne nHHOpMaMOHHON 0€30MacHOCTH

oe3omacaocts AC

yrpo3a HH(QpOPMaIMOHHOW 0€30MaCHOCTH

dTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTCMY

MOJINTHKA 0€30I1aCHOCTHU

Hambomnee pacnpocTpaHeHHEIE
yIrpo3sl WHOPMAITMOHHOW 0e3-
OIIaCHOCTH

YI'pO3bl NHCJIOCTHOCTH

yrpo3bl 3aLUIIIEHHOCTH

YIpO3bl 0e30macHOCTH

yrpo3bl JOCTYIHOCTH

YI'pO3bl KOH(i)I/II[CHI_II/IaJ'IbHOCTI/I

HelictBre, mpeanpuHUMaeMoe
3JI0yMBILUIEHHUKOM,  KOTOpPOE
3aKJII0YACTCI B TIOMCKE M HC-
MOJIb30BAaHUU TOW WU HWHOU
YSI3BUMOCTH CUCTEMBI

KOMIUICKCHOE obOecrieueHne nH(HOpMaMOHHON 0€301MacHOCTH

oe3omacHocts AC

yrpo3a HH(QOpMaIMOHHOM 6€30MaCHOCTH

aTaKa Ha aBTOMATU3UPOBAHHYIO CUCTEMY

MOJINTHKA 0€30I1aCHOCTHU

Cocrosinue 3aIlUIIECHHOCTH | pH¢OpMalMOHHAsT 0€30ITaCHOCTh
MHOTOHALMOHANBHOTO  HAPOA [ Gon o oo o
KaK HOCHTEJS CYBEPEHHTETA U
€JMHCTBEHHOTO HCTOYHMKa | SAlliTa MHpopMalu
BJIACTH HaIlMOHAaJIbHAs 0€30IaCHOCTE
CBOMCTBO JaHHBIX OBITE J0- KOHq)I/II[eHLII/IaHBHOCTB
CTyHHI)IMI/I JJIA CaHKHI/IOHI/IpO- LIEJTOCTHOCTD
BAHHOTO TIOJIb30BAHHS B MPOU3-
. JIOCTYITHOCTh
BOJIBHBII MOMEHT BPEMEHH, KO-
ria B oOpanieHuy K HuM Bo3Hu- | 4YTCHTHIHOCTh
KaeT HeOOXOAMMOCTh anmneaIupyeMocTb
KOH(HUACHIINAIBHOCTD
FapaHTI/ISI TOT'0, YTO HCTOYHU- [IEJIOCTHOCTD
KOM I/IH(i)OpMaHI/II/I ABJISICTCA
JOCTYITHOCTh
HMEHHO TO JIMIIO, KOTOpOE 3a-
SIBJIEHO KaK €€ aBTop AyTCHTHYHOCTD
anmneaInpyeMoCTh
l'apanTusa toro, 4ro npu HeoO- | KOH(MUICHIIMAIHLHOCTD
XOOAUMOCTH MOXHO 6yl:[eT JOKa- LIEIOCTHOCTD
3aTh, YTO ABTOPOM COOOIICHWMSI JIOCTYITHOCTB
ABIIAETCS UMEHHO TOT YEJIOBEK, AYTEHTHUHOCTH
KOTOPBIH 3asBJIEH KaK €€ aBTop
¥ HU KTO JPYTOii anmneIupyeMocThb

CooTHecuTe MHTEpECH B 00Ja-
cti  uHQOpMAIMOHHOK  Oe3-

1. HauuoHanbHEIE HHTCPCChI

2. InTepechl TMIHOCTH

3. MHTepeckl rocynapcraa

4. aTtepeck! o01iecTra

1. cocTosAT B peanu3alMyM KOHCTUTYLMOHHBIX MpaB U CBOOOM, B
o0ecreyeHnn JTMYHOM O€30IIaCHOCTH, B MOBBIIICHUM KayecTBa U
YPOBHS KM3HH, B (PU3MUYECKOM, TyXOBHOM U HHTEJUICKTYaTbHOM
Pa3BUTHUU YEJIOBEKA U IPaKIaHUHA

OIIACHOCTH:
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2. 00ecnednBalOTCS WHCTUTYTaMH TOCYJapCTBEHHOM BIACTH,
OCYILLECTBISIONIMMU CBOU (DYHKIIMH, B TOM YHUCIIE BO B3aUMOJCH-
CTBUHU C JedcTBYOIMMH Ha ocHOBe Koncturynuu P® u 3akoHO-
narenbcrBa PO o0uiecTBEHHBIMU OpraHu3alusIMu

3. COCTOAT B HE3bIOJIEMOCTH KOHCTUTYLIMOHHOTO CTPOSI, CYBEPEHHU-
TeTa U TEPPUTOPHAIIbHON LieJocTHOCTU Poccuu, B MOIUTUYECKOM,
HSKOHOMHYECKOW M COLHUAIbHOW CTAOMIIBHOCTH, B 0€3yCIIOBHOM
o0ecrevyeHrnr 3aKOHHOCTH U MOJJIEP>KaHUU MPaBOMOPSAKa, B pas-
BUTHUU PaBHOIPABHO T'O M B3aMMOBBITOJHOIO MEXIYHApPOIHOTO
COTPYJHUYECTBA

4. cOCTOST B yIPOUEHUHU JEMOKpPATUH, B CO3/IaHUU IIPaBOBOIO, CO-
LUAJILHOTO T'OCYJapcTBa, B JOCTM)KEHUM U TOJIEp’KaHUM 0O0lie-
CTBEHHOT'O COTrJacusi, B JyXoOBHOM oOHoOBieHnU Poccun

CooTHecHTe OCHOBHBIE MTOHSTHUS
B o0nacth WHPOPMALMOHHON
Oe3omacHOCTH

1. araka

2. ysi3BuMocTh AC

3. yrpo3sa 6e3onacaoct AC

4. 3amuIneHHas cucreMa

1. HekoTOpOE€ HEyIayHOE CBOWCTBO CHUCTEMBI, KOTOpPOE JEJIaeT
BO3MO’KHBIM BO3HMKHOBEHHE U PEIN3ALHUI0 YIPO3bl

2. CUCTEeMa CO CPEJICTBAMH 3alIUThl, KOTOPHIE YCIEIHO H ) (dek-
THUBHO MPOTHUBOCTOST yrpo3am 0e30MacHOCTH

3. Bo3MOkHbIe Bo3/eiicTBs Ha AC, KOTOpbIe IPSIMO HIJIM KOCBEH-
HO MOTYT HaHEeCTH yliep0 ee 6€30macHOCTH

4. nelicTBUe, TPEINPUHUMAEMOE 3J0YMBIIUIEHHUKOM, KOTOpOE
3aKJIFOYAETCS B MMOUCKE U UCIIOJIb30BAHUH TOW WM MHOU YA3BHUMO-
CTH CHUCTEMBI

CooTHECHUTE OCHOBHBLIE BHIbI
yrpo3 st AC

1. yrpo3a HapymieHusi KOH(UICHITUATEHOCTH

2. yrpo3a OTKaza clyk0

3. yrpo3a HapyuIeHHsl IeJOCTHOCTH

1. mo0oe yMbIIIJIEHHOE U3MEHEHUEe MH(OpMAINK, XpaHsIeics B
BC win nepenaBaeMoii OT OJHON CUCTEMBI B IPYTYIO

2. BO3HUKAET BCAKUM pa3, KOIZla B PE3yJbTaTe IPeIHAMEPEHHBIX
JNEUCTBUN, MPEANPUHUMAEMBIX JPYTUM IOJIB30BATEIEM WIH 3J10-
YMBIIUIEHHUKOM, OJIOKHUPYETCS JOCTYNl K HEKOTOPOMY Ppecypcy
AC

3. 3akioyaercss B TOM, YTO MH(OpMalMs CTAaHOBUTCS M3BECTHOU
TOMY, KTO HE PacIioyIaraeT MOJHOMOYHSMHU JOCTYyIA K HEH

CooTHecuTe  KJIacCH(HKAIUIO
yrpo3 MO psijly MPU3HAKOB

. 1O ITPUPOJAC BOSHUKHOBCHUA

. IO HCIIOCPCACTBCHHOMY UCTOYHUKY

. TIo crerieHn Bo3aercTBua Ha AC

. TI0 c1oco0y goctyma K pecypcam AC

. IaCCUBHBIC 1 aKTUBHBIC

NP WN -

. HalpaBJIEHHbIE HA UCIOJIb30BAaHUE MPSIMOTO CTaHAAPTHOTO MyTH
JIOCTYTIA K pecypcaM U HalpaBJICHHBIE HA UCTIOJIb30BAHNE CKPBITO-
r0 HECTAHJIAPTHOTO JocTymna K pecypcam AC

3. €CTECTBEHHBIC WIIH HCKYCCTBCHHBIC

4. mpupojHas cpela, YeJOBEK, CAaHKIIMOHUPOBAHHBIE MPOTPAMM-
HBIE CPEJICTBA U HECAHKI[MOHUPOBAHHBIE IPOTPAMMHBIE CPEACTBA

Yro Takoe cepTrduKaus

MOATBEPKIEHNE COOTBETCTBUSI MPOIYKIMHM WIH YCIYyr YCTaHOB-
JICHHBIM TPEeOOBAHMSIM WJIM CTaHJapTaM
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IIOATBEPKICHUE COOTBETCTBUS IPOAYKIIMH, HO HE YCIYI YCTaHOB-
JICHHBIM TPeOOBAHUSAM WM CTAaHAAPTAM

IIOATBEPKICHUE COOTBETCTBUS YCIYT, HO HE IIPOLYKIUN YCTaHOB-
JICHHBIM TPeOOBAHUSAM WM CTAaHAAPTAM

JOKYMEHT, TIOATBEP)KIAIOIINA COOTBETCTBHE CPEICTBA 3aIIUTHI
nHpopManuy TpeOOBAHHSIM MO O€30MaCHOCTH UH(POPMAIUU
JOKYMEHT, TIOATBEPKIAIOIINI COOTBETCTBUE CPEACTBA 3aIINTHI
nHpopMay TPeOOBAHMIM 0 XPaHEHHUIO WH(OpMAIUU
JOKYMEHT, TIOATBEPKIAIOIINI COOTBETCTBUE CPEACTBA 3aIINTHI
nHpopManuy TpeboBaHMUIM 10 00paboTKe nH(pOpMaAUU

Uro takoe cepTudukar?

Kax mnaspiBaeTCs JIHIO, CaMoO- | CyOBEKT HEPCOHATBHBIX JaHHBIX
CTOSATEIBHO CO3IaBIlee WHGOP-

Maluro HI/I6O MmoJryyuBIICC Ha
OCHOBAHHUHU 3aKOHA UJIU JOI'0OBO-
pa OpaBo pa3peuarh WIA orpa-
HUYMBATh JOCTYN K WH(popMa-
WU, ONpEACIIeMON MO KaKUM-
60 TpH3HAKAM? cyOBeKT HHpOpMaLUn

oneparop HHGOPMAITMOHHON CUCTEMBI

obnaaTenp HHPOPMAITIH

Bomnpocsl k koMIuiekcHoMy 3axanuio TK1

1. Yro Takoe nnpopmaimonHast 0€30MacHOCTb?

2. Ilepeuncnute BaKHEUIINE aCEKThl HH(POPMAIIMOHHOM 0€30MaCHOCTH.

3. [lepeuncnure ypoBHHU 3aIIUTH HHGOPMAIIHH.

4. OxapakTepusyiTe yrpospl HH(OOPMAIIMOHHOW OE€30MMacCHOCTH: PACKPBHITHS
[IEJIOCTHOCTH, OTKa3 B 00CITy)KBaHUHU.

5. O0BsICHUTE TPUYUHBI KOMITBIOTEPHBIX MPECTYTUICHU.

6. OnumTe OCHOBHBIE TEXHOJIOTHU KOMITBIOTEPHBIX MPECTYTUICHUH.

7. [lepeuncnure Mepsbl 3aUTH THGHOPMAIIMOHHON 0€30TTaCHOCTH.

8. Ilepeuncanre Mepsl MPETOCTOPOKHOCTU MPHU padbOTE C 1IN0 3alUThl UH-
dbopmanuu.

9. OnumuTe OCHOBHBIC MEPHI 3alUTHl HOCUTENEH HH(OPMAIIUH.

10. Tlouemy moakiOYeHHE K TI00ATBHON KOMIbIOTEpHOUW cetn HMHTepHeT
MpeACTaBIsAeT CO00H yrpo3y st HHGOPMAIIMOHHON 0€30MMacHOCTH?

11. OnuiuTe, Kak KCMONb30BAHUE AJIEKTPOHHOM MOYTHI CO3HAET Yrpo3y HH-
dbopmarnonHoi 6e3onacHoctu. Kakue Mepbl obecrieunBaroT 6€301macHOe UCTIO0JIb30-
Banue e-mail?

12. Kakue cymecTByIOT MEXIYHAPOIHBIE U POCCUICKHUE CTAaHIAPTHI B 00J1acTU
0€30MMacHOCTH KOMITBIOTEPHBIX CUCTEM U MH(POPMAIIMOHHBIX TEXHOJIOTUNA?

13. Kpurtepuu 6€301mMacHOCTH KOMITBIOTEPHBIX CUCTEM MUHUCTEPCTBA 0OOPOHBI
CIIA (“OpanxkeBast KHUTA”).

14. PykoBonsmue 1okyMeHTsl ['ocTexkomuccuu Poccun.

15. MexnynapoaHsie cTaHAapThl HHGOpMaIMOHHON Oe3omacHocTu. CTangapt
ISO/TEC 15408 "OO6mue kputepuu". Onucanue TpedboBaHU 0€30MaCHOCTH U Xapak-
TEPUCTHUK yTpo3.

Jliisa Tekymero kourpoJs TK2:

[IpoBepsiemasi KOMITETEHIIUS:




KO,Z[ 1 HAMMCHOBAHUEC KOMIICTCHIIHN

KOII U HAMMCHOBAHUC MHUKATOpA

OIIK-1. CriocoGeH noHuMarh MPUHIUIIBI pa-
0O0TBI COBPEMEHHBIX MH(OPMAIIMOHHBIX TEX-
HOJIOTHI ¥ MICTIOJTb30BATh UX ISl PELICHUSI
3a71a4 po()eCCHOHATIBHOM JESTEIILHOCTH

OIIK-1.2. Biageer HaBbIKaMH MPUMEHEHHS UDPO-
BBIX TEXHOJOTHW IS pelIeHus: 3aaad npodeccuo-
HATBHON JIEATEIBHOCTH C YY€TOM OCHOBHBIX TpeOo-
BaHUI1 MH(HOPMAIIMOHHOIN 0€301TaCHOCTH

Tecr
Bonpoc Bapuanmer omeema

Kakoii o0muii ymep0d 10 | 4

JTAaHHBIM Wuctutyra

KomnsrorepHoi 34

be3onacHocTH HaHecu | 54

KOMITBIOTCPHBIC BUPYCHI 3 | 7,4

nocineaHue S5 ner, (MIpI.

nomn. CIITA)? 94

Ilo INAaHHBIM JKypHaia | 500000

«Security Magazine», | 1000000

cpenHuii pasMep yimepba oT

KOMITBIOTEPHOTO 1500000

MolIeHHMYecTBa cocTasiser | 2000000

(momn. CHIA) 2500000
nporecc  cbopa,  HaKOIUICHHS,  OOpaOOTKH,  XpaHEHUs,
pacnpesiesieHus: U IoucKa nHGopMaluu
npeoOpa3oBanue  WHPOpMAIMK, B  pe3yibTare  KOTOPOTO
coliepkaHue  MHQPOPMAIUU  CTAHOBUTCS  HEMOHSATHBIM  JUIS
cyOBeKTa, He UMEIOIIETo JI0CTyIa

[Mudposanne wuHbOpMaIUU | TOTyYeHHE  CYOBEKTOM  BO3MOKHOCTH  O3HAKOMIIGHUS  C

9TO

nH(popMalyen, B TOM YHCIe PU TOMOIIM TEXHUYECKUX CPEICTB

COBOKYIHOCTb IPaBUJI, PETJAMEHTUPYIOMINX MOPAIOK U YCIOBHUS
JoCTyMa cyobeKkTa K MH()OpMAaIuy U €€ HOCUTEIISIM

NEeSATeNbHOCTh 1O TPEJOTBPAIICHUIO YTEYKH HH(POpMAIUH,
HCC&HKHI/IOHI/IpOBaHHI)IX nu HGHpC}IHaMepCHHBIX BOSHCﬁCTBHﬁ Ha
Heé

ITo JTAHHBIM I'maBHOTO
UH(POPMALIMOHHOTO  IIEHTpPA
MBJI Poccun KoIM4ecTBO
KOMIIBIOTEPHBIX
MIPECTYIICHUH €XKEroTHO
YBEJIMUYUBAETCS B (pasa)

2

2,5

3

3,5

4

ITo JTAHHBIM I'maBHOTO
WH(OPMAIIMOHHOTO  IIEHTpa
MBJI Poccun exeroaHbIi
pa3zmep MaTepuaibHOrO
yimepda OT KOMIBIOTEPHBIX
MPECTYIJIEHUA  COCTaBIISIET
OKO0JIO (MJTH. pyOIIeit)

6

60

160

600

1600

ITo TAHHBIM I'maBHOTO
UH(POPMALIMOHHOTO  IIEHTpPA
MB/I Poccun CpeaHui

yiepo, MPUYUHSEMBIHA

1,7

2,7
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IIOTEPIIEBIIEMY oT 1
KOMITbIOTEPHOT'O
IPECTYIUIEHUS, paBeH (MJIH.
pyOIeit)

3,7

4,7

OcHoBHOE CPEICTBO,
o0ecreunBaroIiee
KOH(UICHIINATEHOCTD
UHPOpPMAIIUK, TOCHUIAEMOMN
MO0  OTKPHITBIM  KaHajam
nepeaayd JaHHBIX, B TOM
YHCIIe, 10 CETH UHTEPHET

UICHTH(DUKAIISL

ayTeHTH(UKAIHS

ABTOpHU3alu

OKCIICPTHU3a

mudpoBaHue

Jns Oe3omacHOM Mepenavu
JTAHHBIX 1o KaHajaM
WHTEPHET HCIIONb3YETCS
TEXHOJIOTHS

WWWwW

dicom

vpn

ftp

xml

Komrmieke armapaTHbIX
u/nm IPOrPaMMHBIX
CPE/CTB, OCYILECTBIISIOLIHHA
KOHTPOJIb H  (PHIIBTPAIIHIO
CETEeBOTO Tpaduka B
COOTBETCTBUHU C 3aJaHHBIMH
NpaBUJIaMU U 3allUIIAFOIIHHA
KOMITBIOTEPHBIE ~ CETH  OT
HECAHKIIMOHUPOBAHHOTO
JIOCTyTIa

AHTHUBUPYC

3aMOK

Opanamay’p

Kpunrorpadus

OKCICPTHaA CUCTEMA

[Ipouenypa, mnposepsroas,
MMEET JM TOJb30BaTellb C
MNpEaABABICHHBIM
UACHTU(PHUKATOPOM TMPaBO Ha
JOCTYT K pecypcy 3To

UICHTH)UKAIIS

ayTeHTH(UKanus

cTpaTuuKanus

PErucTpanus

aBTOPH3AIUS

COACPIKATh HH(prI u 6YKBBI, 3HAKU NPCNIMHAHUA U OBITH CIIOKHBIM
JJId yraablBaHUA

COJIepKATh TOJIBKO HU(PBI

[Taponb MIOJIb30BATENS | COAEPIKATH TOJIBKO OYKBBI

JIOJIKEH MMETh SIBHYIO MPUBS3KY K Biajeiblly (€ro UMs, JaTa poKIACHHUS,
HOMep TenedoHa u T.11.)
OBITH MPOCTHIM M JIETKO 3alIOMHHATHCS, Hampumep «123», «111y,
«qwerty» 1 T.J.

[TmacTukoBas KapTOYKa, | TOKeH

coJieprkanias YU US| password

KpHnTorpacvaquKHX -

BBIUNCJICHUM U BCTPOEHHYIO login

3alUIICHHYI0 MaMATh  JUIs
XpaHeHHs HHPOpPMaLIUU

cMapT-Kapra

YcrpoiicTBo TUIA
uACHTU(DUKAITIH
MIOJIb30BaTeIICH,
IpeCTaBIIsIoNIee coboi

TOKCH

aBTOHOMHBIN TOKEH
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MOOUIIBHOE  TIEPCOHAIBHOE
YCTPOHCTBO, HATIOMHHAIOIITIE
MaJICHBKHM  TEUIKEp, HE
MOJICOCIMHSCMbIC K
KOMIIBIOTEPY H  UMEIOIIUE
COOCTBEHHBIH UCTOYHUK
UTAHUS

USB-tokeHn

ycTpoiictBo iButton

cMapT-KapTa

Hoctyn  mosb3oBarenst K
UH(OPMAIIMOHHBIM pecypcam
KOMIIbIOTEpa ©U / WIH
JIOKAJbHOM BBIYHMCINTEIBHOM
CEeTU TPEANPUATUS JTOJDKEH
paspenaTbCs TOJIBKO MOCTE:

BKIIFOYCHHS KOMIIBIOTEpPA

UICHTH(UKAIUY 10 JIOTHHY U MapOJTI0

3alpoca nNacinopTHbIX AaHHBIX

3arpoca 10MCHHOI'0O NMCHHA

3anpoca PO

ONEeKTPOHHbIE
npeHa3HAuYCHbI VIS ...

3aMKH

oOecrnieveHrs JOBEPEHHOU 3arpy3Kd KOMIBIOTEpA U KOHTPOJIS I1e-
JIOCTHOCTH (DaiiJIoB B CHUCTEMAax

CKaHHWPOBAaHUA OTIICYATKOB ITAJILLICB

MIPOBEPKU CKOPOCTH M 3arpy3ku ¢aitios

001Iero KOHTPOJIs

I/I,ZLCHTI/I(I)I/IKaHI/II/I IIOJIB30BaTCJIA

ONeKTpOHHBIE 3aMKH IpeJHa-
3HAYEHBI TS

XpaHeHus 001b1I0ro 00beMa KOH(PHUICHIMATBHON HH(OpMAIHN

3allUTBI ICPHUMCTPA KOpHOpaTHBHOﬁ CCTHU

HAJC)KHOM ayTeHTH()UKAIUU U UISHTU(PUKAIIUU TOJIb30BaTeNIeh

6J'IOKI/IpOBaHI/I$I KOMIIBIOTCPA BO BPEMA OTCYTCTBHUA IMOJIB30BATCIIA
Ha paboueM MecTe

s 3aLLUTHI oT
3JI0YMBIIUIEHHUKOB
HEO00XOIMMO HCIONIb30BATh

CHCTEMHOE TIPOrPaMMHOE 00eCIIeUeHHE

MPUKIIAJHOE TPOrpaMMHOE 0OecrieueHue

AHTUBHUPYCHBIEC TPOTPAMMBI

KOMITbKOTCPHBIC UTI'PBL

MY3BbIKY, BUJIEO(DUIbMBI

AnmnaparHble
JIOBEPEHHOM
«AKKOPI-AM/I3»
MPEJICTaBIISIIOT COOOM. . .

MOTYJIH
3arpy3Ku

armapaTHbIi KOHTPOJIEP

SHeKTpOHHLIﬁ 3aMOK

CHCTEMa KOHTPOJIS

CETEBOH ajanrtep

KOIMPOBAJIBHBIN anmnapar

[Tpocreiinmm CIocoooM
uAeHTU(DUKAIIH B
KOMITBIOTEPHOU CUCTEME
ABIISIETCS BBOJ
UICHTU(PHUKATOPA

[10JIb30BaTENA, KOTOPBIN

HMCECT CJICAYIOIICC HA3BAHUC

TOKECH

password

napoJib

login

cMapT-Kapra

YroObl moamucath cOOOIIEHNE
IEKTPOHHOMN IUQpOBOI
MOJIHCHIO, HCTIOJIB3YIOTCS

OTKpBITLIﬁ KJIFOY OTIIPABUTCIIA

OTKpBITBIfI KJIIOY ITOJTYy4aTCIIsd

3aKpBITLIﬁ KJIFOY OTIIPABUTCIIA

SaKpBITBIﬁ KJIFOY ITOJTYy4aTCIIsd

KakoBa  mociienoBaTeIbHOCTH
IOAMHUCAHUS  COOOILIEHUH  C
noMorisro IIT?

BBIYMCIIACTCA X3III, 3aTCEM XI3III 3aI_HI/I(1)pOBBIBa€TC5I

cooOmieHue  3amu@poBBIBACTCS,  IMOCIAE  YEro
XOIIUPYETCS

pe3ynbTar

IpU TOJNMCAHUN COOOIIEHHE 3ali(pPOBBIBACTCSA, PU MPOBEPKE
BBIYHCIISIETCSI XOUI
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BBIUMCIIICTCSI XOUI HCXOJHOTO COOOIIEHHUS, IOCIE Yero OHO
3a1u(poBbIBACTCS

B 4em 3akmrouaercss Takoe
CBOICTBO GbyHKIIIH
xamupoBanus H kak croikocTh
K KOJUTH3USM ITEPBOTO poaa?

s mo0oro xsma h 10mKHO OBITH MPAKTUYECKH HEBO3MOXKHO
BBIYMCIIMTH WM 1TO700paTh Takoe X, 4To H(x) =h

JOJDKHO ~ OBITh NMPAKTHYECKH HEBO3MOXXHO BBIYHCIHTH WU
nmogoOpate JHOOYI0 Mapy pasiudHbIX COOOMIEHUH X W Yy JUIA
kotopsix H(x) = H(y)

JUIMHA X5IIa JO0JDKHA OBITh (DUKCHPOBAaHHOW HE3aBUCHMO OT
JUTUHBI BXOJHOTO COOOIICHHSI

Bupycel, He cBs3BIBarOIIUE
cBoW Kommm C (aimamu, a co-
3[aI0IMe CBOM KOMWHU Ha JIHC-
Kax, He M3MEHssI Apyrux ¢ai-
JIOB, Ha3bIBAIOTCS

KOMITAHBOH - BUPYCAMU

4yepBU

MMapa3uTHYCCKUC

MIPU3PAKU

CTEJIC-BUPYCHI

AHTHBHpYCHAs nporpamma
NPUHIMI paboThI, KOTOPOH Oc-
HOBaH Ha TPOBEpPKEe (ailyos,
CEKTOPOB M CHCTEMHOH MaMsTH
N IIOHCKE B HHUX H3BCCTHBIX U
HOBBIX BUPYCOB HA3bIBACTCSA

PEBU30POM

HUMMYHHU3AaTOPOM

CKaHEepOM

JOKTOpa U (haru

VKa3aTb HEAOCTATKH, UMEIOIIH-
€csi y aHTUBHUPYCHOH Iporpam-
MBI PEBU30P

HECTIOCOOHOCTh TOWMaTh BUPYC B MOMEHT €ro MOSBICHHS B
cUCTEME

HeOOJIbIIast CKOPOCTh TOUCKA BUPYCOB

HEBO3MOKHOCTb ONPEJICTUTh BUPYC B HOBBIX (haiiinax

BCC BApHWAHTHI BEPHBI

K JOCTOMHCTBAM TCXHHYCCKHX
CpeACTB 3alllUThI OTHOCATCA

peryJspHbIi KOHTPOJIb

CO3JaHUC KOMIIJICKCHBIX CUCTCM 3alllUThHI

CTENEHb CI0KHOCTH YCTPONCTBA

BCC BApHWAHTHI BEPHBI

OIlaCHbIE
(haiinoBbie

B xnaccudukanuio BUpycoB 1o | PE3HIACHTHBIC

croco0y 3apaXeHUs! BXOIST 3arpy304YHbIe
¢ailioBo-3arpy304Hble
HEPE3UJCHTHBIE
4epBHU

K Bupycam usmeHsromuM cpeny | CTyJICHUCCKHUE

00HMTaHUS OTHOCATCA: oJIMMOp(HBIE
CIIyTHHUKH

Bupycs, He cBssbBaroupe | KOMIAHBOH - BUDYCAMHU

cBOM KommH ¢ (paiimamu, a co- | ICPBHU

3[al0IIMe CBOM KOIHMU Ha JUC- | CTEJIC - BUPYCHI

Kax, He M3MEHs APyrux ¢ai- | MakpoBHpPYCHI

JI0B, Ha3bIBAOTCS IPU3PAKH
YEpBHU

K Bupycam He wusMmenstomum | CTCIC-BUPYChI

cpeny oOMTaHUsI OTHOCATCS OJUMOP(HBIC
CIIyTHUKHU

Hexotopoe cexpeTrHoe Kommue-
CcTBO WMH(OpPMAIINH, H3BECTHOE

UICHTU(PUKATOP MOJIb30BaATENs
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TOJIBKO TIOJB30BATEN0 M TIa-
pOJIBHOM  cHUCTEME, KOTOpoe
MOJET OBITh 3aIIOMHEHO IIOJIb-
30BaTeeM W MPEIBSIBICHO IS
TIPOXOXKICHUS MPOIETYPHI
ayTeHTU(UKALIH — 3TO ....

IMapoJib MOJIB30BATCIIA

YUCTHAaA 3alUCh IMOJIb30BaTCIIA

ImapoJjibHasA CUCTEMa

HccnenoBanue  BO3MOXKHOCTHU
pacmudpoBanms HWHpOpMAITUN
0e3 3HaHUS KIII0Ye

KPUIITOJIOTUA

Kpunrorpadus

KpUIITOAHAIN3

B3JIOM

HECAHKIIMOHUPOBAHHBIN JOCTYII

XpaHeHue  mapoJien
OCYILECTBIATHCS

MOXET

B BUJIC CBCPTOK

B OTKPBITOM BHUIC

B 3aKpPBITOM BHAC

B 3a1IM()POBAHHOM BUJIE

BCC BApHWAHTBI OTBETA BCPHLI

CooTHECUTE OCHOBHEIE METOBI
MOJTyYEHUS maposieit

1. meTox ToTaNBHOTO MIEpedopa

2. clloBapHasl aTaka

3. mosyuyeHue mapoiieil U3 caMoil CUCTeMbl Ha OCHOBE MPOTPaMM-
HOW U anmnapaTHON peajn3alii KOHKPETHON CUCTEMBI

4, IIPOBCPKaA naponeﬁ, YCTaHAaBJIMBACMbIX B CUCTEMAX I10 YMOJIYa-
HUIO

1. nna mepeGopa HMCHONB3yeTCs CIOBaph Hambosee BEpOSTHBIX
KJIO4Yei

2. JABYMsI BO3MOKHOCTSAMM BBIAICHCHUSA ITAPOJIA ABJIAKOTCA: HCCAHK-
[IMOHUPOBAHHBIN JOCTYN K HOCUTEIIO, COIepKAIlEMy MapoIiy, JTu-
00 HCIOIB30BAHNE YSI3BUMOCTEHN

3. OHpO6BIBaI-OTC$I BCC KJIFOYH ITOCJICAOBATCIIBHO, OJVUH 34 APYI'UM

4. mapoiib, yCTaHOBJIEHHbIN (PUpMON-pazpabOTUNKOM IO yMoOJI4a-
HUIO, OCTAETCsl OCHOBHBIM I1apOJIEM B CHCTEME

CooTtHecuTe (DYHKIHH, BBIOJN-
HSIeMble TEXHUYECKUMH Cpea-
CTBaMH 3aILUTHI

1. BHEmIHsA 3amuTa

2. OIIO3HaBaHUE

3. BHYTPEHHSIS 3allIuTa

1. 3ammTa OoT BO3ACHCTBHS JeCTAOUIN3UPYIONINX (HAKTOPOB, MPO-
SIBJISTFOIIIXCSI HETIOCPEACTBEHHO B CPEICTBAaX 00pabOTKH HHGOP-
MaI|u

2. 3amUTa OT BO3JIEHUCTBUS JAECTAOMIM3UPYIOMUX (HaKTOPOB, MPO-
SABJISTFOIIMXCS 32 MpeiesiaMu OCHOBHBIX cpenctB ACO/]

3. CHCLII/I(I)I/I‘-ICCKEUI Ipynmna CpeaACTB, NPCAHA3HAUYCHHBIX JIs1 OIIO-
3HaBaHUsA J'IIO)IeI\/'I M0 pa3jruYHbIM HHAWBUAYAJIIBHBIM XapaKTCPH-
CTHKaM

OnekTpoHHas uudpoBas TMOJ-
IUCh B 3JEKTPOHHOM JJOKYMEH-
T€ paBHO3HAYHA COOCTBEHHO-
pPYYHOH TOAINMCH B JOKYMEHTE
Ha OyMa)XHOM HOCHTENEe TNpH
OJTHOBPEMEHHOM  COOJIIOJICHUHI
CIEYIOIINUX YCIIOBHIA:

cepTudUKaT KIF0Ya MOIMUCH, OTHOCAIIUNCS K 3TON IJIEKTPOHHOMN
udpoBON MOAMKCH, HE yTpaTHI CUIy (IEHCTBYEeT) HA MOMEHT
MPOBEPKU WJIM HA MOMEHT MOAMUCAHUS SJIEKTPOHHOTO IOKYMEHTA
IpU  HAIMYUM  JIOKA3aTENIbCTB,  ONPEHCISAIOMIMX  MOMEHT
MOANMCAHUS

MOJTBEPXK/I€HA MMOATMHHOCTD 3JIEKTPOHHON HU(POBOM MOANHCH B
NEKTPOHHOM JOKYMEHTE

OJICKTPOHHAA I_[I/I(l)pOBaSI NoANHUCH HUCIIOJB3YCTCd B COOTBCTCTBUU
CO CBCACHUAMHU, YKa3aHHBIMU B CepTI/I(bI/IKaTe KJIro4a nmoanucu
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BCPHBI BCC BAPpUAHTHI

Cosznanue KJIrouei
3JIEKTPOHHBIX UG POBBIX
MOJITUCEHN OCYIECTRISICTCS TSI
HCIIOIB30BaHUs B

MH(OPMALIMOHHON CHCTeMEe OOIIETo MOJIb30BAHUS €€ YYACTHUKOM
WM 110 €T0 OOpaleHHIO YAOCTOBEPSIOIIUM HEHTPOM

KOPIIOpAaTUBHOM  MH(OPMAIIMOHHOH  cUCTeME B
YCTaHOBJICHHOM B 3TOH CUCTEME

MOpsIZIKE,

BEpHbI 002 BapUAHTHI

3HAa4YCHUCM HOHYCTHMOﬁ BEPOATHOCTHU HeHCHpaBHOCTeﬁ NN

cO0eB, TMPUBOAANMX K MOJYYCHHIO  3JOYMBIIUICHHUKOM
JOTIOTHUTEIHHON uHbopMauu 0 KpunTorpaguueckux
Yem ompenenseTcs ypOBEHb npeobpa3zoBaHusIX
HaJISKHOCTH IpUMEHSEMBIX | CIOKHOCThIO KOMOMHALIMM CHMBOJIOB, BBIODAHHBIX CIy4alHbIM
KpHUIITOrpadHueCKUX o0Opazom
npeoOpa3oBaHuil HCIIOJIb30BaHUEM OOJIBIIIOTO YMCIIA KITFOUCH N1 MG pOBaHUS
OTHOIICHHEM KOJIM4ecTBa Jemun(ppoBaHHOW HMHPOPMALIUU K
o0mieMy KOJMYECTBY MIM(PPOBaHHOW MHGOPMALIMHU, MOJUIekKaIIen
JIemnppoOBaHHIO
mpoBaHue C 3aKPBITHIM KIIFOUOM
Kak UHaAYe HasbiBaeTcs | MU(poBaHKe MeTo0M beliTca

CUMMETPUYHOE MHUPPOBAHHUE

(P POBAHUE C OTKPBITHIM KIIIOUOM

IJ_II/I(i)pOBaHI/Ie C ICPEMCHHBIM KJIFOYOM

Kaxoit aIrOPUTM HE
UCIIOJIB3YETCS npu
CUMMETPUYHOM MIH(DPOBAHAU

MMOTOYHOE M (pOBaHHE

moouTOBOE MUdpPOBaHUE

6s104uHO€E U(ppOBaHNE

anropuT™ Jib-1"amans

UYro siBRsieTCS MPEUMYIIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOpOCTh BBIIIOJHEHUs KPUNTOTpapuuecKux npeoOpa3oBaHuil

JIETKOCTh BHECEHUS] N3MEHEHUI B alITOPUTM MM POBaHUS

CEKPETHBIN KJII0Y U3BECTEH TOJBKO IMOJydaTeqt0 MH(POpMAIUH U
TIepBOHAYAIbHBIA 0OMEH He TpeOyeT nepegayn CeKPETHOro KIrova

MpUMEHEHHEe B CHCTeMax ayTeHTU(UKAUW (DJIIEKTPOHHAS
TIO/ITIHCH)

Kak wHaspiBaeTcs «ucTOpHYE- mumudp Mapkosa

CKHit» mmpp, B KOTOPOM Kaxk-

nas OykBa HCXOIHOTO TEKCTa

3aMEHsUTaCh OYKBOMW, CTOSIICH mugp Lesaps

Ha HEKOTOpoe (UKCHPOBAHHOE
YHCIIO0 MECT JAajbllie B ajdaBu-

nmdp SHUrMa

T€, O TPUMEHEHUU KOTOPOro
HUMEIOTCSI JIOKyMEHTAJIbHbIE
CBUJIETEIHCTBA? mudp bodumka

CUMMETPUYHBIE KPUIITOCUCTEMBI

KPUNTOCUCTEMBI C OTKPBITHIM KIIFOYOM

. | KpUIITOCHUCTEMBI C TyOJIMPOBAHUEM 3AIIUTHI

Paznensr COBpPEMEHHOMU v v

CUCTEMBI DJIEKTPOHHOM IIM(POBOI MOAIHCH
Kpuntorpadpuu:

yIpaBJIeHUE MapOIsIMU

yIipaBJIeHUE Nepegadeil JaHHbIX

YIPABJICHUE KIKOYaMU

ABTOpU3alueil Ha3bIBaeTCs

MPOIIeCC, MOCPEACTBOM KOTOPOTO HACHTH(UKAIMS Tpearoiarae-
MOM JIMYHOCTH MPOBEPSETCS HA OCHOBE JIOKYMEHTA, YIOCTOBEPS-
FOIIEro JINYHOCTH




Bonpoc

Bapuanmbl omeenma

ayTeHTU(UKAIKUST OCHOBAHHAS HA JIBYX Pa3HbIX TUNAX UIACHTH(U-
KalyH.

4acThb WMJIEHTHUYHOCTH, KOTOpasi OTPa)kacT OIPENEICHHYIO BPOXK-
JI€HHYI0 0COOEHHOCTh JINYHOCTH, TO €CTh TO YTO CBSA3aHO C KOH-
KPETHOM JIMYHOCTBIO

[Ipouecc, KOTOpBIN JaeT (MM OTKJIOYAeT) IpaBo JocTyna K (ce-
TEBBIM) pecypcam

AyteHTuduKanmsa - 3TO
TPOoIIECC MIPOBEPKH
MPEoaraeMoi TMOATUHHOCTH
JINYHOCTH Ha OCHOBaHHH
KaKoro-JInbo  yAOCTOBEPECHUSI
JIUYHOCTH, KOTOPOE  MOXKET
OBITh

YTO-TO, YTO BBI 3HACTC

4TO0-TO, YTO Y BaC €CTh

TO, YEM BBI ABJIACTECH

JBOIHOI 3a1IMTOI HA3bIBAETCS

ayTeHTU(UKAIHS HA OCHOBE JIBYX HJCHTH(UKATOPOB.

ayTeHTHU(UKAlKMs  OCHOBaHAa HA  JBYX  pa3HBIX
UICHTH()UKAITIT

TUIIaX

ayTeHTU(UKALUsg, OCHOBaHHAs Ha ABYX WM Ooyiee pa3iIM4HbIX
TUTIAX UICHTH(QUKAITIT

IlepeuncnuTte Ba’KHBIC YUETHBIE
3allUCH s TOJb30BaTeNs
Nurepuera, rie HY>XHO
UCIIOJIB30BaTh  JBYX3TAIHYIO
ayTeHTU(PUKAITUIO?

YUCTHBIC 3alIMCHU UISA BXOJd B 0aHK

YUETHBIC 3aIllMCH, COJEpXKaIHe KOH(DHUICHIMAIBHYIO JIMYHYIO
nH(pOpMaIHIO

ajjpeca 3J'IeKTp0HH0171 IIOYThbI, Ha KOTOPBLIC BbI MOKCTC 3aKa3aTb
HAaIIOMHWHAHUWS TIApOJId IS APYTUX Be6-cpezl

YYCTHBIC 3alIMCHU CONHUAJIBHBIX ceTei

YUCTHLBIC 3alliCu CJ'Iy>K6 C IMMOMOIINBIKO KOTOPBIX BXOAAT B APYIruc
Be0-CITykKOBI

AnroputMsl M(ppPOBaHUS C OT-
KPBITBIM KJIFOYOM  TO-JIPYTOMY
Ha3bIBAIOTCS

ACUMMETPUYHBIMU JITOPUTMaMH MU (POBAHUS

CUMMCTPUYHBIMU AJITOPUTMAMU H_II/I(I)pOBaHI/IH

OJIHOCTOPOHHUMU JITOPUTMaMH IU(POBAHUS

HOMeXOYCTOﬁqHBLIMH AJITOpUTMAaMHU IJ_II/I(l)pOBaHI/ISI

AcUMMETpUYHBIE  aNTOPUTMBI
mH(pOBaHUS O-ApyTOMYy
Ha3bIBAIOTCS

AITOpUTMaMU I_HI/I(l)pOBaHI/IH C OTKPBITBIM KJIFOYOM

CUMMETPUYHBIMU AJITOPUTMaMH MHU(POBAHUS

OOAHOCTOPOHHUMH AJITOPUTMAMU H_II/I(I)pOBaHI/IH

[TIOMEX0YCTOMUNBBIMH aJITOPUTMAMU HTM(POBAHUS

Maremarudeckast (GyHKITUS, KO-
TOPYIO OTHOCHTEIBHO JIETKO
BBIYUCIIUTh, HO TPYAHO HAUTH
Mo 3HA4YeHUIO (PYHKIHH COOT-
BETCTBYIOIIEE 3HAYEHHE apTy-
MEHTa, Ha3bIBa€TCSl B KPUIITO-

rpadun

Kpunrorpaguueckoi GpyHKIHeH

OJIHOCTOPOHHEHN QyHKIMEN

¢ynkuueit Juppu-Xemnmana

¢bynkuueit Ditepa

OpHoctopoHHHE (QYHKLUUH, TO
ecTb (PYHKIMH, KOTOpPBIE OTHO-
CHUTCJIBHO JICTKO BBIYMCIHNTH, HO
NPaKTUIECKU HEBO3MOXKHO
HaTH 1O 3HaYeHHI0 (HYHKIUU
COOTBETCTBYIOIICE  3HAUCHHE
apryMeHTa, MOXKHO HCIOIb30-
BaTh JUIS

q)OpMI/IpOBaHI/I}I XCII-KOa0B

mm@poBaHus cOOOIEHUI

(opmupoBaHUs UPPOBOI MOANNUCH

KOHTPOJISl M UCIIPABJICHUs OLIMOOK MpH mepenadye HHPOopMaLuu




Bonpoc

Bapuanmbl omeenma

Yro sBiageTcs 0COOEHHOCTBHIO
CUCTEM IU(PPOBAHUSI C OTKPHI-
THIM KJIFOYOM II0 CPaBHEHUIO C
CUMMETPHUYHBIMH  CHCTEMaMH
mudpoBaHus?

BO3MOKHOCTh IIU(POBAaHMS KaK TEKCTOBOW, TaK U TpaduuecKont
nHpopmauu

BBICOKAsi CKOPOCTh MPOLIECCOB MHu(poBanus/pacumdpoBanus

HCIIOJIb30BAHHUEC MAJIOTO KOJIMYCCTBA BHIYUCIIMTCIIbHBIX PECYPCOB

OTCYTCTBHE  HEOOXOJMMOCTH  IPEIBApUTENIHOM  Iepenadu
CEKPETHOI'0 KJII0Ya 110 Ha/IEKHOMY KaHaJly CBSI3U

Jns  peleHuss Kakux —3aja4
MOJKHO HCITONB30BaTh aJTOpPHUT-
MbI ITU(QPOBAHUS C OTKPBITHIM
KIIFOUOM?

JJIA H_II/I(i)pOBaHI/ISI nepeaaBacMbIX U XpaHUMBIX JAaHHBIX B LECIIAX
HX 3alllUThl OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIA

s popmupoBaHuss UGPOBON MOANUCH TOJ SIECKTPOHHBIMU
JIOKYMEHTaMU

JUI PACIPENEICHHS] CEKPETHBIX KIIIOYEH, HCIOJIb3YEMBIX ITOTOM
1pH WK(QPOBAHUN JOKYMEHTOB CHMMETPUUHBIMHU METOIaMU

TS MIOMEX0YCTOWYHBOTO KOJAMPOBAHUS nepeIaBaeMbIX
COOOIIeHUN

YTo SABIAETCA HEIOCTATKOM CH-
cTeMbl MIH(POBAHHUS C OTKPHI-
TBIM KJIFOUOM?

HU3Kasi CKOPOCTH MPOLIecCOB MuppoBaHUs-pacinGpoBaHms

HEOOXOIUMOCTh OOHOBJICHHS KJIHOYa IIOCAC Kaxaoro (akra
nepeaadn

OTCYTCTBHC H606XOI[I/IMOCTI/I HpeﬂBapHTeHLHOﬁ rnepcaadun

CEKPETHOI0 KJIK04a 110 HaIEKHOMY KaHaIly

HE0OXOIMMOCTh TPEIBAPUTENILHON Mepeaayu CEeKPETHOTO KI4a
110 HAJEKHOMY KaHAITY

YTto HA3LIBAIOT 3aKPBITBIM KJIIO-

KJIHO4, KOTOpHﬁ JOJKCH XPaHUTBCA B CCKPCTC

KITF04, KOTOPBIH HEO0S3aTeIIbHO XPAaHUTh B CEKPETE

YOM B ACHMMECTPUYHBIX METO- JIo00H KJIIO4, HCHOHLSyeMLIﬁ JJIsL I.HI/I(I)pOBaHI/ISI HUJIn
nax muppoBaHus? paciudpoBaHus
KJII04, KOTOpBIfI HCIOJB3YETCA OJIsA BBIpa60TKI/I HUMHUTOBCTAaBKHU
KJII04, KOTOpBIfI HOJDKEH XPAHUTHECA B CEKPETE
Yto HA3bIBAOT OTKPBITBEIM KJIHOY, KOTOpI)II\/JI He 003aTelIbHO XPaHUTh B CCKPETC
KJIIOYOM B ACUMMCTPHUYHBIX ME- Jro00H KJIIO4, HCHOHLSyeMLIﬁ JJIsL I.HI/I(I)pOBaHI/ISI HUJIn
ToJaxX mWHUppoBaHU? pacmdpoBaHus

KJII0Y, KOTOpBIfI HCIIOJIB3YCTCA IJIA BBIpa60TKI/I HNMHUTOBCTAaBKH

Kak HazpIBaeTcs K04, HCHOJb-
3yeMblii B  aCHMMETPHUYHBIX
KpUNTOrpauIecKux —ajaroput-
Max, KOTOPBI MOXHO HE€ Xpa-
HUTH B cekpere?

3aKPBITHIN KIIFOY

OTKpBITLIﬁ KJIHOY

TalHBIA KIIIOY

SIBHBIN KJTFOY

KJTII0Y IH(PPOBaHUS

CKOIIBKO KITIOUYEH HCIONIb3yeTCs
B KpuUOTorpapuveckux anro-
pUTMaX C OTKPBITHIM KITFOUOM?

WIN|FPLO

4

Yrto o0IIero MMEKT BCE METO-
Ibl IIH(GPOBaHHUS C 3aKPBITHIM
KII09oM?

B HUX JUIs UG poBaHus HHGOPMAIIMU HCTIONB3YETCs OJIUH KIII0Y,
a JuIs pacipoBaHus — JPYroi KITo

B HUX Juid wmudpoBaHus M pacmudpoBaHus HHPOpMaUU
VCIIOJIB3YETCS] OJUH M TOT XKE KU

B HMX BXOJHOHM IOTOK MCXOJHOI'O TEKCTa IOEJIHUTCSA Ha OJIOKH, B
Ka)XJIOM U3 KOTOPBIX BBITIOJIHAETCS MIEPECTAHOBKA CUMBOJIOB

B HUX Ui omepanui  mudpoBaHus W pacmuppoBaHUs
HCIIOJIB3YETCS ABA PA3HBIX KJIF0YA — OTKPBITHIN U 3aKPBITHIN




Bonpoc

Bapuanmbl omeenma

Vkaxkure TpeOOBaHHS K ajro-
puTMaM MUGPOBAHUS C OTKPBI-
THIM KIIFOUOM

BBIYMCIIUTEIILHO HEBO3MOXHO CO3/1aBaTh Mapy (OTKPBITHIM KIIIOY,
3aKPBITHIN KITHOY)

BBIYHUCITUTEIEHO 3amuppoBath  COOOIICHUE

OTKPBITBIM KJIKOYOM

HCBO3MOKHO

BBIYHCIIUTEIIEHO HEBO3MOKHO, 3HAasl OTKPBITHIM K04, OIIPEIEIUTh
COOTBETCTBYIOIIMMI 3aKPBITBIM KIHOY

BBIYHMCIIUTEIIFHO HEBO3MOXKHO, 3HAsl TOJBKO OTKPBITBIA KIIOY U
3amQpoBaHHOE cooO1ieHue, BOCCTaHOBUTh UCXO/HOE
coo0IIeHnE

Ykaxure TpeOOBaHHA K airo-
pUTMaM IMHUPPOBAHUS C OTKPHI-
TBIM KITFOUYOM

BBIUMCIIUTENIHO JIETKO 3amM(poBaTh COOOIIEHHE OTKPBITHIM
KJIFOYOM

BBIUHMCIIMTENIFHO JIETKO pPacIIU(pOBaTh COOOIICHHE, HCHOIb3YS
3aKPBITHIM KIIOY

BBIYHUCIINTCIIBHO HEBO3MOXKHO, 3Has OTKpI)ITI)If/i KJIFOY, OIIPECACIIUTD
COOTBCTCTBYI-OH_[I/Iﬁ SaKpBITbIﬁ KIIIOY

BBIYUCIIUTCIIBHO HCEBO3MOXKHO, 3HaA TOJIBKO OTKpI)ITbII\/JI KJIFOY U

Kakne kIo4d M Kak JOJDKHBI
MPUMEHSTHCS TPU KCIIOJIB30Ba-
HUU aCHUMMETPHYHBIX KPHIITO-
rpapuuecKux airoOpuTMOB IS
muQpoBaHUs  IEpeIaBacMbIX
HMaHHBIX?

3amupoBaHHOE cooO1eHue, BOCCTAHOBUTH HUCXOIHOE
COoO0IIIeHnE
OTIpaBHUTENb  MIHM(PYET  COOOIIEHUE  OTKPBHITHIM  KIHOYOM

MoJTy4aTesisi, a MojydaTeiab pacuiu@poBbIBACT COOOIIEHUE CBOUM
3aKPBITHIM KITHOYOM

OTIPaBHUTENb  MHQPPYEeT  COOOUICHHE  3aKPBITBIM  KIHOYOM
MoJTy4aTesisi, a Mojaydaresb paciu@poBbIBAET COOOIIEHUE CBOUM
OTKPBITBIM KITFOUYOM

OTIIpaBUTENb MHUPPYET COOOIIEHNE CBOUM OTKPBITBIM KIIFOUOM, a
nojryyaresib paclIM(ppOBBIBAET COOOIIEHUE 3aKpPBITHIM KIIIOUOM
OTIPABUTEIIS

OTIIPaBUTEND MHU(PYET COOOIIEHNE CBOUM 3aKPBITHIM KIFOUOM, a
MoJTy4yaTesib paciuiupoOBBIBAET COOOIIEHUE OTKPBHITHIM KIHOUYOM
OTIIPABUTEIS

Kakum TpeGoBaHMSAM JOIDKHA
VIIOBIETBOPATh  DIICKTPOHHAS
UQpoBast NOMUCH?

OoATIMCh BOCIIPOU3BOAUTCA TOJIBKO OJHUM JIMIOM, a ITIOAJIMHHOCTD
€€ MOXET OBbITh YAOCTOBECPCHA MHOTUMU

moAINCh BOCHPOU3IBOJUTCSA MHOTHMU JIMLIaMH, a €€ IMMOAJIMHHOCTD
MOKET OBITh YAOCTOBEPCHA TOJILKO OJHUM JIMTTOM

MOJNKCH HEPa3pbIBHO CBSA3BIBAETCS C JaHHBIM COOOIICHHEM U HE
MOJKET OBITh MIEpeHeceHa Ha APYrol JOKYMEHT

MOJINUCH HE CBS3bIBACTCSI ¢ KOHKPETHBIM COOOILIEHHUEM M MOXKET
OBITH NIEpEHECeHa Ha IPYTOil TOKYMEHT

Kakum TpeboBanusM m0MKHA
YIIOBIIETBOPATh  DIIEKTPOHHAS
uQpoBas NOANUCH?

IIOCJIC TOI'0, KaK JOKYMCHT INOATIMCAH, €TO HCBO3MOKHO U3MCHHUTD

ITIOCJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €TI0 MOYXHO N3MCHATH

MOJIMTUCh HEPa3pPhIBHO CBS3BIBAETCS C JAHHBIM COOOIIEHHEM U HE
MOJKET OBITh IIEpEeHeceHa Ha JPYTol TOKYMEHT

MOJIMUCHh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha JPYTrod JOKYMEHT

Kakum TtpebGoBaHMsIM JOHKHA
YIOBIECTBOPATh  DIICKTPOHHAS
1 poBas MOIMUCH?

OT IIOCTaBJICHHOM IIOAMNHCH HEBO3MOXKHO OTKa3aTbCsid, TO €CTh
JIMOO, MmoAIMrUCaBIICC AOKYMCHT, HE CMOXXCET IIOTOM YTBEPKAAThb,
YTO HEC CTaBHJIO IIOAIIMCH

IOoAIINCh BOCHPOU3IBOJUTCA MHOTHMU JIMIaMH, a €€ IMMOAJIMHHOCTD
MOJKET OBITh YAOCTOBCPCHA TOJILKO OJHUM JIMITOM




Bonpoc

Bapuanmbl omeenma

MOJNUCH HEePa3pBIBHO CBS3BIBACTCS C JAHHBIM COOOIICHHEM H HE
MOJKET OBITh IIepeHeceHa Ha JPYTroi TOKYMEHT

MOJINUCh HE CBS3BIBACTCS ¢ KOHKPETHBIM COOOIIEHUEM M MOXKET
OBITh IIEpEeHECeHa Ha PYTrod JOKYMEHT

i gero mpeaHa3HA4YeH LEHTP
CepTU(HKALNH KITIOUen?

JJI pETUCTpalun a0OHEHTOB

JUIs1 U3TOTOBJICHUS CEPTU(PUKATOB OTKPBITHIX KIIIOYEH

JJIs1 BBIACJICHUA CIICHHUAJIBHBIX KaHAJIOB CBA3H aboHeHTaM

I XpaHCHH A U3IrOTOBJICHHBIX CepTI/I(i)I/IKaTOB

UL TIOAZICP)KAaHWS B aKTyaJbHOM COCTOSHHM —CIPaBOYHHKA
JCHCTBYIOIUX CEPTU(DUKATOB

JUJI1 BBIITYCKA CITMCKA JOCPOYHO OTO3BAHHBIX CepTI/I(bI/IKaTOB

Kax HaszpiBaeTCcs CTpyKTypa B
cocTaBe OOJIBIIION CETH CBS3H,
3aHUMAIOLIAsICS C€HEPUPOBAHU-
€M KIIOUYEeH, MX XPaHEHUEM H
apXUBUPOBAaHUEM, 3aMEHOM MM
U3BATHEM W3 OOpaieHus cra-
PBIX U HEHYKHBIX KIItFOUen?

YCTPOMCTBO pacipeneaeHus Kiroden

LEHTP 3aKPBITOrO MIN(PPOBAHUS

LIEHTP paclpeesICHUs KIII0Yei

LEHTP OTKPBITOro MU(POBAHUS

Kakum cBoiicTBaMH  JOKEH
o0magath cepTH(UKAT OTKPHI-
TOr0 Kirroua?

Ka)X/IbI TI0JI30BATENb IIEHTPa cepTU(hUKANN, UMEIOIIUN JOCTYI
K OTKPBITOMY KJIIOYY LIEHTPA, MOKET HM3BJI€Yb OTKPBITHIMA KIIOY,
BKJIFOYCHHBIN B CEpTH(HKAT

HU OJIHa CTOPOHA, IIOMHMO LIEHTpa CEPTU(PHKALUHU, HE MOXKET
M3MEHUTH CepTU(]UKAT TaK, YTOOBI ITO HE ObLIO OOHAPYIKEHO

JIF000H MOJIB30BaTENIb CUCTEMBI MOXKET U3MECHHTh CepTI/Iq)I/IKaT

Ka)KJbli MOJIb30BaTElNb LIEHTpa CepTU(PUKAIHN, UMEIOIINA AOCTYII
K OTKPBITOMY KJIFOUY LIEHTPA, MOKET U3MEHUTH OTKPBITBIA KIIIOY,
BKJIFOUEHHBIN B cepTU(UKAT

Yro 00I1ero MMET BCE METO-
Il 1(POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX JUIsl U(pOoBaHUs MHPOPMAIIMU UCIIONb3YETCs OJIUH KIII0Y,
a JuIs pacuipoBaHus — JPYrol KIoy

B HUX BXOJHOH ITOTOK MCXOIHOIO TEKCTa NEIUTCS Ha OJIOKH, B
KaXOM U3 KOTOPBIX BBIIIOJIHAETCS IEPECTAHOBKA CUMBOJIOB

B HHUX IPOU3BOJUTCS CIIO)KEHHE CHMBOJIOB HCXOJHOTO TEKCTa U
KJII04a 10 MOJTYJII0, pAaBHOMY 4YHCIy OYKB B ajihaBUTE

B HUX Uil MWHUGpoOBaHUS U pacmuPpoBaHUS HHPOPMAIUH
WCIIOJIB3YETCS] OJUH U TOT K€ KJII0Y

Kaxue onepannn npruMeHSOTCS
0OBIYHO B COBPEMEHHBIX 0JI0Y-
HBIX aITOPUTMaX IMUPPOBAHUS?

BO3BCJICHHEC B CTCIICHDb

3aMeHa OUT 110 Ta0IuIEe 3aMeEH

HaXO0XJICHHUEC OCTaTKa OT JCJIICHHUA Ha OoJbIIOE MMPOCTOC YUCIIO

TepecTaHOBKA OUT

CJIOKEHHUE TI0 MOJIYJIIO 2

CummeTpuuHble METOABI MIH-
pPOBaHUA — 3TO METOJHI ...

(G POBAHUS C OTKPBHITHIM KIIOYOM

cokaTusi MHGopMaIuu

HOMCXOYCTOI\/’I‘II/IBOFO KOIWPOBAHHUA

IJ_II/I(I)pOBaHI/I}I C 3aKPBITBIM KJIFOUOM

Kak wmaswBaeTcs cooOIIeHHE,
MOJIyYeHHE TIOCNe Mpeodpaso-
BaHUS C HCIOJB30BAHHEM JIIO-
6oro mmudpa?

HUMHUTOBCTABKO

KIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TEKCTOM

Kak Ha3wpBaeTcs OIHO3HAYHOE

KOJIJIN3UA




Bonpoc Bapuanmer omeema

npeoOpa3oBaHue BXOJIHOTO | XEIIUPOBAHUE
MacCHMBa [JaHHBIX IIPOU3BOJIb- raMMHUpOBaHUE
HOW JUIMHBI B BBIXOJHYIO OHTO-
BYI0 CTpPOKY (DHKCHPOBAaHHOM
JUTAHEI?

IepecTaHOBKa
CIIOKEHHE 110 MOAYIIO 2

Kak HaspiBaeTcs (yHKIHUS, KO- Kpunrorpapuyeckas QyHKuus

TOpass jiAd CTPOKH IIPOU3BOJIb- OI[HOCTOPOHH;IH (byHKLII/IH

HO# JUTHHBI BBIYUCIISIET HEKOTO-
xen-QyHKIus

poe 1esoe 3HaYeHHEe WM HEKO-

TOpYIO0 ApYTyio cTpoky ¢uxcu- | QyHKIma Ditnepa

POBaHHOU [UTHHBI?

(GyHKINS TAMMUPOBAHHS

Xxem-(QyHKIUs JIOJDKHA OBITh NpPUMEHMMA K COOOIIEHHUIO
(UKCUPOBAHHOTO pa3mepa

MIpU M3BECTHOM 3Ha4YeHHU Xem-QpyHKiud H(M)=m nomkHO OBITH
TPYAHO (NPAKTMYECKHM HEBO3MOXKHO) HAWUTH  HOJXOIALIMHA
poobpa3z M

IPU U3BECTHOM COOOLIEHHH M [OMKHO OBbITh TPYAHO HAWTH
npyroe coodmeHne M’ ¢ TaKuM ke 3HaYCHUEM Xell-(DyHKIINH, KaK
y UCXOAHOTO COOOILEHUS

UL COOOIIEHW OJMHAKOBOTO pa3Mepa Xem-KoJA JIOJKEH
110JIy4aThCsl OJJUHAKOBBIM

Kakue TtpeboBanus mpeabsB-
JSFOTCSL K KpUNTOrpaduecKum
xem-(QhyHKIusm?

Xxem-(QyHKIUs JIOJDKHA OBITh NpUMEHMMA K COOOIIEHHUIO
(UKCUPOBAHHOTO pa3zmepa

IpY U3BECTHOM 3HaueHuu xem-pyHkuun H(M)=m nomxHO OBITH
TPyAHO (NPAKTMYECKHM HEBO3MOXKHO) HAWTH  MOAXOIAIINMN
npoodpaz M

IIPU U3BECTHOM COOOIIEHNH M OKHO OBITh JIETKO HAWTH ApYyroe
coobmenue M’ ¢ TakuM K€ 3Hau€HHEM Xell-(pyHKUUHU, KaK Yy
UCXOJHOTO COOOIIEHUS

JOJDKHO OBITh TPYIHO HAaWTH Kakyro-TuOO mapy ciay4daiHbIX
Pa3INYHbIX COOOIIEHUH C OJJMHAKOBBIM 3HAYEHUEM XeHI-PYHKIINU

Kakne TpeboBaHusl TpeabsB-
JSIOTCA K KpUNTOrpaduvyeckum
xenr-pyHKIusIM?

JUISL IPOBEPKH 1IEJIOCTHOCTH COOOIIEHUS

JUTSI IPOBEPKH aBTOPCTBA COOOIIEHUS

Ui hopMHUpOBaHUS SIEKTPOHHON IM(POBON MOIMUCH
JUTsT T POBAHMS COOOTIICHUIA

B KaueCTBE KJII0Ya MpH MU(POBAHUU

Jns xakux neneil npuMeHseTCs
Xel-KoA B Kpunrorpapuu?

Bonpocs! k kommiekcHomy 3aganuio TK2

1. Yrto oTHOCHTCA K CpEICTBAM HWHXEHEPHO-TEXHUYECKOW  3aIlUThI
uH(OpPMAIUH U 7151 YeTO OHU MPeAHA3HAYCHBI?

2. Kakue crocoOpl ayTeHTH(UKALUU TOJb30BaTENe MOTYT NPUMEHATHCS B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B ueM 3akir04ar0TCsi OCHOBHBIE HEJOCTATKH MApOJIbHON ayTeHTH(PUKAIINA U
KaK OHa MOXET OBbITh YCUJICHA?

4. Kakue OMOMETpUYECKHUE XapaKTEPUCTHUKU IOJb30BaTENIEH MOTYT IMpUMeE-
HATbCS 1A UX ayTeHTuPukauuu? B dyem mpewmyiecTBa moJo0HOro crnocoda mo/i-
TBEPIKJICHHS TIOJIMHHOCTU?

5. Uto Ha3bIBAIOT ABYX(PAKTOPHOHN ayTeHTU(DUKAIIUECH?

6. B yem pa3Huila MEXIy CUMMETPUYHBIMU U aCUMMETPUYHBIMU KPHUIITOTpa-



budeckumu cucreMamu?

/. B ueM pa3Huiia Mexay MOTOKOBBIMH U OJOYHBIMH U pamMu?

8. Uro Takoe »5JEeKTpOHHas LHU(PpPOBas MOANKHCH, KaK OHA IMOJIY4YaeTcs H
MpoBeEpsIETCS?

9. Kakoga poisb B cuctemax LI pynkuuii xemupoBanus?

10. Kakyio posib UCHOJNHAIOT yAOCTOBepsomue I1eHTpbl? UYTto Takoe
cepTUuUKAT OTKPHITOTO KItoua?

11. Kakue nporpamMmbl OTHOCSIT K pa3psiay BPEIOHOCHBIX?

12. YTto Takoe KOMITbIOTEPHBINA BUPYC?

13. Kakue cymiecTByoT BUbI KOMITBIOTEPHBIX BUPYCOB?

14. B yem pa3HuIia MeXay 3arpy30UHBIMH U (DaliJIOBEIMU BUPYyCaMU?

15. Kak mnpoucxoguT 3apaxxeHue H (YHKIUOHUPOBAHHE 3arpy304YHBIX
BUPYCOB?

16. Kakue tumbl ¢hailiioB MOTYT 3apaskaTbcest PaillioBBIMUA BUPyCaMu?

17. Kak npoucxXoauT 3apa’keHue MporpaMMHBIX (HaitioB?

18. [loueMy (ailsibl TOKyMEHTOB MOTYT COJIEPKATh BUPYCHI?

19. Kak oOecneunBaeTcsi aBTOMAaTHYECKOE IOIY4YEHHME  YIPaBICHUS
MaKpOBHpYyCaMH?

20. B wuyem 3axiouaercss NpoQUIAKTUKA 3apaXeHUs KOMIIBIOTEPHBIMU
BHpyCaMu?

21. Kpunirorpadgudeckue NpUMUTHBBL. X31I-QyHKIUS U €€ TPUMEHECHHUS.

Jst Tekymero kourpoJs TK3:
IIpoBepsiemasi KOMIIETEHIUS:

Koa n HauMeHOBaHNE KOMIIETEHITUN Kon n HanMeHoBaHMe UHIUKATOpa
OIIK-1. Crioco6en mornmarth ipuaImiel pa- | OIMK-1.2. Bnageer HaBblkamu NpUMEHCHHS IU(PO-
0O0TBbI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH IS pelieHus 3aaad mpodeccuo-
HOJIOTUM U MCTIONB30BaTh WX JJISl PEIICHHUS HaJBHOM NEATETLHOCTH C YYE€TOM OCHOBHBIX Tpe0o-
3a1a4 npohecCHOHATBHON IEITeTbHOCTH BaHU HGOPMAIIMOHHOMN 0€30MacHOCTH
Tect
Bonpoc Bapuanmer omeema

pa3zpaboTka HOPMAaTHBHO MPAaBOBBIX aKTOB, PETIAMEHTUPYIOLIUX
OTHOIIICHMSI B UHPOPMALIMOHHOM cepe

CO3/IaHHE U COBEPIICHCTBOBaHUE cucTeMbl obecnieueHus M1Ib PO

K HPpaBOBbIM METOJAM | pa3paboOTKa, HCIOJIb30BAHWE M COBEPIICHCTBOBAHHE CPEACTB
3allUThI MH(OPMAINH | 3amuThl MIPOIIECCOB U MPOTPaMM

OTHOCUTCA: pa3zpaboTka mporpamm obOecrneueHuss Wb P® u omnpeneneHue
NopsAJIKa X (PUHAHCHPOBAHUS

¢dbopMHpOBaHHE  CHCTEMBl ~ MOHUTOPHUHIA  IoOKaszaTele u
xapakrepuctuk Ub PO

I/IH(I)OpMaLII/IH, npO(beccyIOHaJILHaﬂ TaiHa
HCIIOJI30BaHUE KOTOpOU 0e3
coryiacusi CyOBEeKTa MOXKET
HAHECTH BpEJ €ro 4YecTH,
JIOCTOUHCTBY, JIEJI0BOU
penyTanumn clly’keOHas TaiiHa

roCcyJlapCTBEHHas TailHa

NECPpCOHAILHBIC TaHHBIC

KOMMepuUecKas TaiiHa




Bonpoc Bapuanmer omeema

B pykoBogsamiem NOKyMeEHTe

OCTOK CHCTEMEI, B 1A

KOTOpBIX ~ paboTaer  oauH

MI0JI30BAaTENb, JOMYILCHHBIN 1T

KO Bcell oOpabaTsiBaeMoit

nHpopmanuu ypoBHA | 2A

rOCyIapCTBEHHOM TalHBblI,

pa3sMEIICHHON Ha HOCUTENAX | 3A

OJHOTO YpOBHS

KOH(UICHIIMATBHOCTH - 138

OTHOCSTCS K TPYIIIE
CO3/JJaHUE U COBEPIIICHCTBOBAHKE CHCTeMbI oOecnieueHus b PD
pa3paboTKa, HCIONb30BAHHE U COBEPIICHCTBOBAHUE CPEICTB
3alIUThI IPOLIECCOB U IPOTPaMM

K  mpaBoBbM METOJaM | BHECEHHE M3MEHEHHI M JIONMOJHEHHI B 3aKOHOJATENbCTBO PO,

3alUThI UH(POPMAITUU | PETYIUPYIONTUE OTHOMIECHUS B o0nactu obecrieuenust b

OTHOCUTCA paspabotka mporpamm obOecreueHuss b P® wu ompenenenue

nopsiika ux (pUHAHCHPOBAHUS

dbopMupoBaHHE  CHCTEMBl  MOHUTOPHHIA  T[OKaszareie u
xapakrepuctuk Ub PO

B pykoBoasmeM 10KyMeHTe

OCTOBK CHUCTEMEI, B | 3A

KOTOPBIX pabotaer

HECKOJIBKO  II0Jb30BaTEIICH, A

KOTOpPbIE UMEIOT OJIMHAKOBBIE

IpaBa JIOCTylna KO BCEH

uHpOpMaLuu ypoBHs | 1A

rOCyIapCTBEHHOM TalHBbI,

oOpabaTrsiBaeMOM u/unm

XpaHUMOW HA  HOCHUTENSX 3b

pa3IM4HOTO YPOBHS

KOH(pHICHIIMAIBHOCTH -11B

OTHOCATCA K I'PYIIIIC

K OpTraHHU3alluOHHO-
TCXHUYCCKUM METOJaM
3alllUThI I/IH(I)OpMaI_[I/II/I
OTHOCHUTCA

CO3JJaHUE U COBEPIIIEHCTBOBaHME crcTeMbl obecnieuenus b PO

paszpaboTka mporpamm obOecrneueHuss Wb P® u omnpeneneHue
nopsaaka ux (QuHaHcHpoBaHUS;, 3. (QOPMHpPOBAHHE CHUCTEMBI
MOHUTOpPHHIA [TOKa3aTesiel U xapakrepuctuk b PO

YTOUYHEHHE CTaTyca MHOCTPAHHBIX HMH(POPMALMOHHBIX areHTCTB,
CMMU u xxypHAINCTOB

B pyxoBopsmeM 10KyMeHTe
OCTIK
MHOTOIIOJIb30BATEIIbCKHE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPaHUTCS nHpopManus
pa3HBIX YpOBHEU
KOH(pHICHIIMAIBHOCTH 1o
rpupa  «Ocobo  BaxKHO»
BKJIIOUUTENBHO, npuyeM

1b

2b

3A

1A




Bonpoc

Bapuanmbl omeenma

pasIi4yHbIE  IOJIB30BATEIH
UMEIOT pa3JIndHbIe IpaBa Ha
nocTyn K wuHpoOpMamuum —
OTHOCSITCS K TpYIIIe

1B

3amumaemMple ToCy1apCTBOM
CBEJICHUS, PACIPOCTPaHCHHUE
KOTOPBIX MOXET HaHECTH
yiep6 PO

npodeccroHanbHas TaitHa

rocyJapCTBEHHAs TalHa

IEPCOHAJIBHBIC TAHHBIC

KOMMepUecKas TaiiHa

cimyxeOHas TaifHa

B pykoBogsamiem IOKyMeEHTe
OCTIOK

MHOTI'OITIOJIB30BaTCIbCKUC

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabaThIBaeTCs u/un
XpaHUTCSA uHpopManus
pa3HbIX YpOBHEM
KOH(HICHIIHATLHOCTH 10
rpucga «CeKkpeTHO»
BKITIOYHUTEIBHO, npuyeM
pasinyHble  I0JIb30BATEIH

MMEIOT paslInyHbIe MpaBa Ha
JocTyn K HHpOpMAIUH —
OTHOCSITCSI K TPYIIIE

1b

2b

3A

1A

1B

K skonoMmueckum METOJaM

pa3zpaboTka mporpamm obOecrneueHuss b PD u omnpeneneHue
TOpsiIKa UX (PUHAHCUPOBAHUS

yTOUYHEHHE CTaTyca MHOCTPAHHBIX MH(POPMALMOHHBIX areHTCTB,
CMMU u )xypHaIucToB

3aIIUTHI uHbopMauu » v

OTHOCHTCS BHECEHME M3MEHEHMHI M JIONOJIHEHWM B 3aKOHOJIATENbCTBO PO,
peryaupyoue oTHouleHus B obsactu odecneuenust b
¢bopMupoBaHME  CHCTEMBbl  MOHUTOpPUHIA  IOKazareiae u
xapakrepuctuk Ub PO
npodecCuoHANIbHAS TallHA

Nudopmanus roCyJapCTBEHHAas TallHa

IIPEICTaBIISIOIIAS CEKpET | MepCOHANbHBIE JAHHBIE

MPOU3BOJCTBA(HOY-Xay), 3TO

KOMMCPYCCKAsA TaiHa

ciy>keOHas TaiiHa

B pykoBogsmiem NOKyMEHTe
OCTOK
MHOTI'OII0JIb30BATEIILCKUE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

obOpabaTsiBaeTCs u/unm
XpaHUTCS uH(popMaIus
pa3HbIX YpOBHEU
KOH(UICHIIMATLHOCTA B TOM
qucie [TepconanbHbIE

JaHHBIC, MMPUYCM PA3JIMYHBIC

1b

1r

3A

1A




Bonpoc

Bapuanmbl omeenma

H0JIb30BaTEIH UMEIOT
pa3IUYHbIC TpaBa Ha JOCTYII
K WHPOpPMAIMA — OTHOCSTCS

K Ipymnmne

1B

K CBEIECHUSIM
KOH(HICHIIMATHHOTO
XapakTepa, COIVIACHO YyKa3y
npesugeHTra pdp or 6 mapra
1997 r., oTHOCATCA

nH(pOpMaNKs O PaCIPOCTPAHEHUH TPOTPAMM

nH(pOpMaIKA O JUIEH3UPOBAHUH ITPOrPAMMHOT0 00eCeueHUs

nHdopmanud, pa3meniaeMas B razerax, Miurepuere

NICPCOHAJILHBIC TaHHBIC

JIAYHasg TalHa

OTHOIICHHs, CBSI3aHHBIE C
00paboOTKON TMepcoOHATBHBIX
JIAHHBIX, peryIupyTCs
3aKOHOM. ..

«006 nnpopmanu, THYOPMAITMOHHBIX TEXHOIOTUIX

«O 3amuTe HHPOPMAIIID)

®denepanbHbIM 3aKOHOM «O TIEPCOHATBHBIX JTAHHBIX)

denepanbHbIM 3aKOHOM «O KOHPHISHIIMATHLHON HH(OPMAITII

«O0 yTBEpXKACHUU TMEpPEeuHsl CBEACHUH KOH(PHUICHIUATHHOTO
XapaxKTepa

JleficTBHsI ¢ TIepCOHATIBLHBIMU
JTAaHHBIMU (COIJIACHO 3aKOHY),

BKJTFOYAs coop,
CHCTEMaTH3AaIIHIO,
HaKOILJICHHE, XpaHeHHe,
UCTIOJIb30BaHUE,

pacupoCTpaHCHUC U T. J[ 9TO:

HCIIPABJICHUEC IICPCOHAJIBHBIX JaHHBIX

paboTa ¢ mepCoOHATbHBIMU JaHHBIMHU

npeoOpazoBaHKe MEPCOHATBHBIX JaHHBIX

00paboTKa MepCOHATBHBIX JAHHBIX

HU3MCHCHUC IICPCOHAJIbHBIX TAHHBIX

[HeiictBus, B  pe3ysbTare
KOTOPBIX HEBO3MOKHO
OIIpENEINTh
IIPUHAJIEKHOCTh
IIEPCOHAIBHBIX JTAHHBIX
KOHKPETHOMY CyOBeKTy

MEPCOHAJIBHBIX TaAHHBIX

BBIJICJICHUC IICPCOHAJIBHBIX TAHHBIX

obecrniedyeHre 6€30MacHOCTH MEePCOHATBHBIX TAHHBIX

neayTeHTUUKALINS

ACaBTOpHU3alUsd

JieTIepCoOHN(pUKAIINS

HepCOHaJ’ILHLIe JaHHBIC 3TO

mobas uHbopMalMs, OTHOCALIAsCS K ONpPEIAeCHHOMY WIH
oIpezeNsieMOMY Ha OCHOBAaHUHU TaKol MHpopManuu GU3NIECKOMY
JUILLY

(dhamMuus, UMsi, OTYECTBO (PU3UUYECKOTO JIUTIA

roJl, Mecsll, AaTa U MECTO POXKACHHUS, aipec PU3NYECKOro Jula

aIpeC IMPOKUBAHUA (I)I/I3I/ILICCKOFO Juia

CBEICHUS O  CEMEWHOM, COUUAIBHOM, HMYIIECTBEHHOM
MOJIOKEHUHU YeNoBeKa, COCTaBIISIOIINE TOHSITHE
«rpodeccruoHaIbHas TaHaY

OenepanbHbiii 3akoH «O0 WH-
dbopmaruu, nHHOPMATH3AIMH U
3ammuTe WH(popMaIumy) Harpas-

pETryIUpOBaHUE B3aMMOOTHOIICHHNH B HH(OPMAIMOHHOW cdepe
COBMECTHO C I'Pa’KJJTaHCKUM KOJieKcoM PD

peryaupoBaHue B3aMMOOTHOIICHUH B rpax1aHCcKoM oOriecte PO

perynupoBaHue TpeOOBaHHMI K paOOTHHKAM CITyk0, paboTaroImmx
¢ uHdopMarmii

JIeH Ha: (bOpMI/IpOBaHI:Ie HEOOXOJUMBIX HOPM M TpaBUI paboOThl C
uHpopmanuen
¢dopmMHupoBaHHE HEOOXOAWMBIX HOPM M TPaBWI, CBA3AHHBIX C
3aIUTON JeTel oT nHpopMaIuu
rocy1apcTBO

HepCOHaJ’IBHHMI/I JaHHbIMHU
pa3IUyHbIe YUPEIKICHUS

BIIAJICIOT:

rocygapcrseHHas Jlyma




Bonpoc

Bapuanmbl omeenma

xures Pocculickoit deneparuu

MCIUKO-COMAJIbHBIC OpraHu3alnun

Oenepanbupiii 3akoH "OO0 MH-
dbopmanym, nHGOPMATH3ANN U

TCKCT KHUT'Y UJIU ITMCbMa

CBEICHMS O JIMIIAX, MPEAMETax, akTax, COOBITHIX, SBICHUIX U
Iporeccax He3aBUCHMO OT ()OPMBI HX IPECTABJICHUS

3amuTe  MHGOpManuM"  [ae€T | CBEACHHMSI O SBJICHHSIX U MPOIECCax
ompe/iesieHHe HHpOPMALHH: (hakTel ¥ uaen B (hopMaTM30BaHHOM BHJIC

mPOBAHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3BIKE

3akoH Poccuiickoit @enepanuu ot 27 nekadbps 1991r. Nel1224-11
Yxkaxute nopmarusHo- | «O cpecTBax MaccoBoi HH(OpMAIUU»
mpaBoBOil akT, B KoropoM | DenepanbHblii 3akoH ot 27.07.2006 Nel49-®3 «OO0
packpbIBaeTCs noustie | nHGopmanuu, HHOOPMAIMOHHBIX TEXHOJOTHSX M O 3alIUTe
«uHbOPMAITMOHHAS nHdOpMaLUN»
0€301acHOCTh) JOKTprHA MHPOPMAIIMOHHON 06€30MacHOCTH

BCC OTBCTHI BCPHBLI

3akoH poccuiickoii (eaepanuu
«O rocymapcTBEHHOM TaitHE»
OBUT TIPUHST B CIEAYIONIEM TO-

ay

1982

1985

1988

1993

2005

BeiOepute, MOXHO 1M B CIy-
)Ke6HBIX OejadaxX HCII0Jb30BaTh
3JIEKTPOHHBIN ajpec (MOYTOBBIHN
AIIMK),  3apEruCTPUPOBAHHBIN
Ha OOIIEIOCTYITHOM IOYTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC IIPU KAKUX 00CTOATENLCTBAX

HCT, HO IJId OTIIPABKU CPOYHBIX U 0c000 BaKHBIX IIHCEM MOYKHO

MOKHO, €CIIM TI0 HeMY MOJIb30BaTesb OyAeT mepechuiaTh UHpOp-
MalMIo, HE COJEpXKalllyl0 CBEIEeHUN KOH(UIEHIUAIBHOIO Xapak-
Tepa

MOKHO, €CJIi MH(OpMalHIo MpeIBapUTEIbHO 3aapXUBHUPOBATH C
MIOMOIIIBIO TPOTPaMMBbI winrar ¢ napoJieM

MOKHO, €CJIM JPYTUX CIOCOOOB 3JEKTPOHHOM Nepenauyu JaHHbBIX
Ha MPeINpUATHU WM Y MOJIB30BaTENs B HACTOSIINUNA MOMEHT HET,
a MTHQOpMAIMIO HY)KHO NIepecaaTb CPOUYHO

MoxeT 1M COTPYAHHK OBITh
NPUBJICYCH K YTOJOBHOM OTBET-
CTBEHHOCTH 32  HapyIICHHUS
npaBuWI WHPOPMAITMOHHON Oe3-
OIIACHOCTH NPEIIPHUITUSL

HCT, TOJIBKO K aﬂMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTH

HCT, €CJIN 3TO IroCyaAapCTBCHHOC IPCANIPUATUC

Ja

Jla, HO TOJIBKO B CIIydae, €CId ACUCTBUSA COTPYAHMKA HAHECIU
HEMONIPaBUMBIN BpeJ

J1a, HO TOJIBKO B CIIy4ac OCO3HAHHBIX HEIPABOMOYHBIX ACUCTBUUI
COTPY/THHMKA

B nmaHHOM ciy4ae COTPYAHHUK
YUPEKICHUSI MOXKET OBITh MPH-
BJICHCH K OTBCTCTBCHHOCTHU 34
HapylIeHus1 TpaBuil WHpOpMa-
HMOHHOM 0€30I1aCHOCTH:

BBIXO/ B I/IHTCpHCT 0e3 pa3pClICHUA aAMUHUCTPATOPA

IIPY YCTAHOBKE KOMITBIOTEPHBIX UTP

B CIly4asX yCTaHOBKH HenuueH3noHHoro [10

B CJIy4dac HC BbIX0Ja 13 HH(I)OpMaHHOHHOﬁ CHUCTCMBI

B T000M cilydae HEIPaBOMOYHOTO MCIIOJIb30BaHUS
KOHHUIECHIIMATbHOH WH(POPMALUU MpPHU YCIOBHUM MHCbMEHHOTO
MIpeyNPEeXACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapyIIeHus B chepe
nHpopmanuu,
UH(HOPMAIIMOHHBIX

TEXHOJIOTUH U 3alIUThI

JUCHUIITIMHAPHBIC B3bICKAHUS

aJIMMHHUCTPATUBHBIN IITpad

YroJioBHasA OTBETCTBCHHOCTb

JIMIIEHNE CBOOOIBI




Bonpoc

Bapuanmbl omeenma

uH(pOpMalMi JTaHHBIA BH]I
HaKa3aHWsg Ha CETOIHSIIHHN
JICHb HE IPEAYCMOTPEH.

CMEpTHas Ka3Hb

HNudopmarueit, cocTaBistomiei
KOMMEPYECKYIO TaiiHy, Biaje-
0T

roCyJ1apCTBO

pa3IUYHbIC YUPEKIACHUS

rocygapcrBeHHas Jlyma

rpaxxaane Poccuiickoii denepannu

MCJIUKO-COMAJIbHBIC OpraHru3allnn

HNudopmarueit, cocTaBistomeit

rOCY/IapCTBO

TOJIBKO 06pa3OBaTCJ'II)HI)IG YUPCKACHU A

rOCyJapCTBEHHYIO TaiiHy, | TOoIBpKO npe3uanyM BepxoBaoro Cosera PO
BIIAJICIOT: rpaxnaase Poccuiickoil @enepanyn
TOJIbKO MUHUCTCPCTBO 3APAaBOOXPAaHCHUSA
rocyJapcTBO
BrnagenmeieM  wHpOpManuu | KOMMEpUYECKas OpraHu3anus
nepBoit KaTeropuM | MyHHUIIMIAIBHOE YUPEKICHUE
ABJISIETCSL. ... T1000# rpaKTaHUH
rpynna Jul, UMEIuX oo1ee 1e10
MIPOCTHIE KU
Bnamensuem  mH(pOpMaruu | rocy1apcTBO
BTOPOU KaTeropuu | KOMMepUecKas OpraHusanus
ABJISIETCSL. ... MYHHMIMIIAJIBHOE YUPEKIECHUE
HEKOMMEpUECKasi OpraHu3alus
J01
BnanensuieMm  uH(OpManmu | rocy1apcTBo
TpeThen KAaTE€ropuM | MyHUIIMIIAIBHOE YUPEKICHHUE
ABJISIETCSL. ... yUpexJIeHne
HEKOMMEpUECKas OpraHu3anus
OcHOBHEIM HOPMAaTUBHO- | Ctparerusi HalMOHAJIbHOM Oe3onacHocTH PO
IIPaBOBBIM JOKYMEHTOM, N
SaIHIAIOLIIM npaa, @3 "O rocyaapcTBeHHOM TaiiHe"
cBOOOIBI U  0€30MacHOCTb | KOHCTUTYIUS
YeJI0BeKa B cucreme YTOTOBHBII KOZIEKC
UH(POPMALMOHHBIX

otHomeHui, B PD sBisieTcst

JOKTprHA MHPOPMAITMOHHOM Oe3omacHocTH PO

COBOKYMHOCTh  OQUIHATBHBIX
B3VIAIOB Ha LENW, 3aJayd,
TIPUHIIHITBI u OCHOBHbBIE

HaIpaBJIeHUS OOeCIeUeHUs MH-
(hopMarMoHHOW 0€30MacHOCTH
P® npencrasnenst

B /[oxTpuHe nH(OopManoHHO 6e30macHocTH PD

B KoHuennuun HanmonaineHoit 0e3omacHoct PO

B Koncturynuu PO

B buie o Haa3ope 3a TaHHBIMU

B @3 PD "OO6 undopmaiuu, nHGOPMALMOHHBIX TEXHOJIOTHUSIX U O
3anure nHpopmarun"

Ha w™exnyHapoaHoM ypoBHE
mpeieabl  BMEIIATENbCTBA B
YaCTHYIO JKH3Hb CO CTOPOHBI
rocy/iapcTBa M JIPYTHX CyOBeK-
TOB ONPE/ICICHBI

3aKOHOM O TaliHe YaCTHOM MH(POPMAIUH

cranaproM ISO 15408

OpAaHKEBOM KHUTOU

OCKJIapaIyeil mpap YeJoBeKa

OuJuIeM O HaJ[30pe 3a JaHHBIMU




Bonpoc

Bapuanmbl omeenma

[Mpectymuenusim B cdepe
KOMITBIOTEPHON HH(popManuu B
YronoBHOM KOJIEKCE
HOCBSIIIAsICTCS

2JiaBa

pasznen

CTaThbAa

ITYHKT

qacCTb

CraHOBJIEHHE OTEYECTBEHHOTO
3aKOHOJATENIbCTBA o
MHQOPMAaTH3ALHUN TPOU3OIILIO

B KoHIIE 60-X T

B KoHIlEe 70-X IT

B KoHIlE 80-X IT

B Hayajie 90-x Ir

B Hayajie 70-x IT

3amuTa KOMIBIOTEPHOH WH-
(hopMmariu BBeJIEHA. ..

CEMENHBIM KoJiekcoM PD

Koncturynueii PO

I'paxxnanckum konekcom PO

YronoBHBIM KojaekcoM PD

Uro  mpencraBmsier — coOoi
JOKTpHHA  HMH(POPMALMOHHON
6e3onacuoctu PD?

HOPMaTHUBHO-TIPABOBOM aKT, YCTAHABIIUBAIOIIUN OTBETCTBEHHOCTH
3a npaBoHapylIeHus B chepe nHHOpMalnOHHON 6€30MMaCHOCTH

(benepaibHBI 3aKOH, PEryIHPYIOIIUI PaBOOTHOLICHHS B 00Jia-
cTH HHPOPMALIMOHHOM 0€30MacCHOCTH

1eneBas mporpaMMa pas3BUTHs CHUCTeMbl WH(OpMalMOHHOW Oe3-
onmacHoctu P®, mpencrapisoomas coOOi MOCIEI0BATEILHOCTh
CcTaguii ¥ DTAIlOB

COBOKYITHOCTb O(i)I/IIII/IaJH)HI)IX B3IV A0B Ha LCJIM, 3a4a4d, IMPUH-
UMbl 1 OCHOBHBIE HarpaBlieHHsI obecrieueHus: NH(HOPMAIIMOHHON
6e3onacHoctu Poccuiickoit denepanuu

OxpaHa TepCOHANBHBIX JaH-
HBbIX, TIOCYJapCTBEHHOM, CIIy-
KeOHOW M JAPYrMX BHIOB HH-
¢dopmManuu OrpaHUYEHHOTO JO-
CTyTIa 3TO

3anTa THPOpMaluu

KOMITbIOTE€pHAasi 0€3011aCHOCTh

3alIUIIICHHOCTD I/IH(l)OpMaI_II/II/I

3alMIIEHHOCTh NOTpeduTesel nHpopMauu

0€30MacHOCTh JaHHBIX

HoxymenTtupoannas — MHOP- | rocyqapcTBeHHas TaiiHa
Matid, - J0CTyIL K KOTOPOM | y o\ vepueckas TaiiHa
OrpaHUvInBaACTCA B COOTBECT- 6 »
CTBUMN C 3aKOHOAATCJIBCTBOM AHKOBCKaf TanHa
PD KOH(uaeHIMabHas HHpOopMaus
1. npyUHUUI CUCTEMHOCTH
2. IPUHIIMI KOMIUIEKCHOCTH
3. IPUHIIUTI HETIPEPHIBHOCTH 3AIUTHI
4. ruOKOCTh CHCTEMBI 3aIUTHI
5. pa3ymHasi JOCTaTOYHOCTb
1. mpaBWIBHO BHIOpATh TOT JOCTATOYHBIA YPOBEHB 3aITUTHI, TIPH
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO To yiiepba Oblin ObI
CooTHecuTe TPHUHLIWIB WH-
. TIPUEMIIEMBIMHU
(dhopMaIMOHHOM 0€3011aCHOCTH, > > - -
onpenencurbe  Toctexkomuc- | 2+ HEMPEPHIBHEIA LENCHANPABICHHbIH NPOLECC, NPeTIoNaraloi
cueii MPUHATHAE COOTBETCTBYIOIIMX MEP Ha BCEX OdTalax >KU3HEHHOTO

nukia AC

3. mpeamnojaraeT CorjacoBaHHE Pa3sHOPOJHBIX CPEACTB MpPH IMO-
CTPOCHUHU LIEJIOCTHOW CHUCTEMBI 3alllUThl, MEPEKPBIBAIOLIENH BCE
CYILIECTBEHHbIEC KaHAJIbl PEATU3ALMK YTPO3 U HE COAEpIKaIleH cia-
OBIX MECT Ha CTHIKAaX OTACIbHBIX €€ KOMIIOHEHTOB

4. ocBoboxmaer Bianenbiia AC or HEOOXOAMMOCTH TPHHATHS
KapIII/IHaJ'H:HBIX Mep 10 HO.HHOIZ 3aMCHC CpCI[CTB 3alIUTHI HA HOBBIC




Bonpoc

Bapuanmbl omeenma

5. TMpeAnojaraeT HeoOXOAMMOCTh Y4€Ta BCEX B3aMMOCBSI3AHHBIX,
B3aMMO/ICHCTBYIOIINX ¥ M3MEHSIONMXCS BO BPEMEHHU DJIEMEHTOB,
yCIOBUH U (PAKTOPOB

CopmepxaHne W CTpPyKTypa 3a-
KOHOJIATENILCTBA B 00JIACTH HH-
(dhopMaIMoHHOW 0e30MacHOCTH
BKITIOYAeT

Koncturynus Poccuiickoit @enepanun - HopmaTuBHO-TIpaBOBbIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit @epepanuu - [logzakon-
Hble akThl [IpaBuTensctBa Poccuiickoit dexnepamuu - denepans-
HbIC 3aKOHBI - Kojiekchl

Koncturynusa Poccuiickoit ®enepanuu - HopMatuBHO-IIpaBOBbIE
akthl (Ykassl) [Ipesunenta Poccuiickoit depepannn

[Tox3akonnsie aktbl IIpaBurensctBa Poccuiickoit @enepauuu -
®denepanbHble 3aKOHbI - KOeKChbI

HCT BCPHOI'0 OTBCTA

3akoHoaaTenbcTBO Poccuiickoit
Oenepann 00 uHGOpPMAaIHY,
UH()OPMAIIMOHHBIX TEXHOJIOTH-
X W O 3amuTe HHGOpManuu
COCTOUT U3

benepanpHoro 3akoHa «O0 undopmaryu, THPOPMAIIMOHHBIX TEX-
HOJIOTHSIX M O 3aIlUTe UHPOPMAIUN» U IpYruX (eaepaibHbIX 3a-
KOHOB, PETyJIHPYIOIUX OTHOUICHHS B OOJIACTH HCIOJIb30BAHHUS
nHpOpMaIN

benepanbHOro 3akona «O MepCOHANBHBIX JaHHBIX» U APYrux (e-
JEPAbHBIX 3aKOHOB, PETYJIUPYIOIIMX OTHOUICHUS B 00JACTH HC-
T10JIb30BaHUs UH(OpMALIUU

denepanpHOro 3akoHa «O KOMMEpUYECKO# TaitHe» u Apyrux dene-
pabHBIX 3aKOHOB, PETYJIHMPYIOUIMX OTHOIICHUS B 00JacTH WC-
M0JIb30BaHMs HHPOPMALIUU

denepanbHoro 3akoHa «O rocyJapCTBEHHOH TailHe» W IpYrux
(dhenepalibHBIX 3aKOHOB, PETYIUPYIOIIMX OTHOIICHHUS B 00JIACTH
WCIOJIb30BaHUs HH(OpMaLIUU

ITpeameroM MPaBOBOIO pery-
nupoBaHus B oOjactu HHEGOP-
Maryu, UHPOPMAITHOHHBIX TEX-
HOJIOTMH W 3alUThl WHpOpMA-
LIUY SIBJISIOTCS

OTHOIIEHHUS, BOSHUKAIOIINE TOJIKO MPHU OCYIIECTBIECHUH paBa Ha
MIOMCK, MOJY4YEeHHE, Tiepeaady, IPOU3BOICTBO U PACIIPOCTPAHEHHE
nHpopManuu

OTHOIICHHS, BO3HUKAIOMIME TOJBKO IPpU NPHUMCHCHUU I/IH(i)OpMa-
ITHMOHHBIX TEXHOJOTui

OTHOIICHHSI, BO3HUKAIOUINE TOJBKO TNPH OOECIICYCHUU 3aIlUThI
uHpopMalu

OTHOILEHNS, BO3HUKAOLIUE ITPU OCYIIECTBICHUH IIPaBa HAa IOMUCK,
MIOJIy4YEHHUE, Tepenady, MPOU3BOJICTBO U PACHPOCTPAHEHUE HH-
dbopMaluu; Npu NPUMEHEHHUH HWH(GOPMAIMOHHBIX TEXHOJIOTHU;
pu 00eCeYeHUH 3aIMThl HH(OpMAIUU

B crpykTypy rocynapcTBeHHOI
CUCTEMBI 3alUTHl WH(OPMAIUH
P® Bxomar

OCh PO

MB/]] PD

OCTOK

OCHH

HopmaTtuBHO-1IpaBOBOl  akT -
3TO

MIPaBOBOM AaKT, MPUHATBHIM MOJIHOMOYHBIM Ha TO OPraHOM MU CO-
JiepKalluii MpaBOBbIE HOPMBI, T. €. MPEANHUCaHUs OOIEro xapak-
TEPA U MOCTOSIHHOTO JEHCTBUS, pacCUYMTaHHbIE HA MHOI'OKPaTHOE
MIPUMEHEHNE

MPABOBOM aKT, MPUHSATHIA MOJTHOMOYHBIM Ha TO OPTaHOM U CO-
JepKalluii MpaBOBbIE HOPMBI, T. €. MPEANHUCaHUs OOIIEro xapak-
TE€pa U TMOCTOSIHHOTO JEHCTBHUSI, paCCUUTAHHbIE HA OJAHOKPATHOE
MIPUMEHEHNE

HCT BCPHOI'O OTBCTA

Kak nHazpiBaeTcs 3aKkoH, pery-
JUPYIOUIMHA JeSITeNbHOCTh TOC-

O KOMMepYECKOi TailHe

O rocyaapcTBeHHOM TaiiHe




Bonpoc

Bapuanmbl omeenma

YAApCTBEHHOM TalHbl Ha Tep-
putopuu PO

O ciy:xe0HOI TaltHe

O BpaueOHOI TaliHe

CyOBeKT MepCOHANBHBIX JaH-
HBIX 00J1aJaeT npaBaMu

Ha JOCTYIl K CBOUM IIEPCOHAJIbHBIM JaHHBIM

BO3Pa)KEHUE MPOTUB IPUHATHUS PELICHUN UCKIIOYUTEIIBHO HA OC-
HOBAHMU aBTOMAaTU3UPOBAaHHON 0OpabOTKM MEPCOHAIOM JIAHHBIX,
MOPOXKJIAIOIIUX IOPUANYECKHUE TIOCIEACTBUS B OTHOLIEHUU CYOb-
€KTa WM MHBIM 00pa3oM 3aTparuBarollMX €ro MpaBa U 3aKOHHbIE
HMHTEPEChI

00’KaJIOBaHUE JIEMCTBUI WM Oe31eiCTBUIA

BCPHBI BCC BAPpMAHTLI

[IpaBoBOE peryaupoBaHHE OT-
HOILIEHUH B 00JaCTU HCIIOJIB30-
BaHUS AJICKTPOHHOH IUGPOBOI
TIOJIITUCH OCYIIECTBISIETCS B CO-
OTBETCTBHUHU C

I'paxxnanckum konekcom Poccuiickoit denepannu

®enepanbHbM 3ak0HOM "OO6 mHbopMmanuu, WHGOPMATU3ALUU U
3amuTe HHGopmaruun”

®enepanbHbiM 3akoHOM "O cBsizH"

BCPHBI BCC BAPpHAHTHI

UTo M3 NEpPEeYHuCIEHHOr0 He
BXOJMT B IIEPBBIH ypOBEHB Mpa-
BOBOTO obecriedeHns nHpopma-
UOHHOH 0€30MacHOCTH

Konctutynus PO (ct. 23, npaBo Ha TallHy NEPENHUCKH)

I'paxnanckuii kogekc PO (ct. 139, Bo3meleHue yObITKOB OT yTe-
YeK)

®enepanpHblil 3akoH "O rocy1apcTBeHHOU TaliHe"

IToctanoBnenus IlpasurenscTtea PO

W3 cKOMbKUX ypOBHEH COCTOUT
mpaBoBOe  OOecrieueHUe WH-
(hopMaImoHHOM 0€301MacHOCTH

JBYX YPOBHEMN

TPEX YPOBHEU

YETBIPEX YPOBHEN

IIATH YPOBHEMN

IlepeueHs BUAOB IESTEIBHOCTH
B 00JlacTH 3amuThl HHPOpPMA-
UM, Ha KOTOPBIE BBIAAIOTCS
nuueH3uy, omnpeneneH llocra-
HoBieHueM IlpaBurenscTtBa PO
"O JUIEH3UPOBAHUHU OTICNb-
HBIX BUIOB OEATEIILHOCTU'" OT
24.12.94 Ne1418 k HAM, B YacT-
HOCTH, OTHOCHTCSI pa3paboTka,
NPOM3BOJCTBO, peanu3alys |
CepBUCHOE 00CITy)KUBaHHE

1 (POBATBHBIX CPEJCTB

3allUIICHHBIX CUCTEM TCJ'IGKOMMYHI/IKaIII/II\/JI

IporpaMMHBIX CPEIACTB

CIICUAJIBHBIX TEXHUYCCKUX CPCIACTB 3alllUThI I/IH(bOpMaHI/II/I

MOATOTOBKA U NEPLIIOATOTOBKA KaIPpOB

BCC BCPHBI BApHMAHTEI

3aKkoHOAATENHHON U HOPMAaTHB-
HOW 0a30il NUIEH3UPOBaHUSI U
ceprudukanuu B 00JacTH 3a-
NIMTHl MH)OPMAIMU  SBIISTIOTCS
3aKoHbl PD

0 rOCYAapCTBEHHOM TailHe

0 TEXHUYECKOM PETYIHPOBAHUU

O JIMOCH3UPOBAHUUN OTACIBbHBIX BUAOB ACATCIILHOCTU

0 3alIUTe MpaB MoTpeduTene

BCC BCPHBI BApUAHTLI

[lepeueHb BUIOB JEATEILHOCTH
B o0yacTu 3amuThl HHpOpPMA-
MU, HAa KOTOPHIC BBIJAIOTCS
nvueH3uu, omnpeneneH Ilocra-
HoBneHueM IlpaButensctBa PO
"O JUIEH3UPOBaHUU OTJCIb-

U (POBATBHBIX CPEJCTB

3allUIICHHBIX CUCTEM TCJ'ICKOMMYHI/IKaHI/Iﬁ

IIPOrPaMMHBIX CPEZICTB




Bonpoc

Bapuanmbl omeenma

HBIX BHUIOB JEATEIBHOCTH K
HHAM, B YaCTHOCTH, OTHOCHTCS
pa3paboTka, IPOU3BOJICTBO, pe-
anu3anys U CepBHUCHOE OOCITy-
JKMBaHHE

CIICMHUAJIBHBIX TEXHUYCCKUX CPCIACTB 3alllUThI I/IH(bOpMaI_II/II/I

BCPHBI BCC BApHMAHTEI

Kakue karteropuu nepcoOHAIb-
HBIX JaHHBIX BeIgeisieTr O3 “O
MIePCOHANLHBIX JaHHBIX 7

JINYHBIC

001IeIOCTYITHBIE

(bu3noIOorNUecKue

CIICIHUaJIbHBIC

OHOMETpHUECKHUE

B kakux ciywasx omepaTop He
00513aH YBEZIOMIISAITH PETYNATOpa
00 00paboTke TEePCOHATBHBIX
HaHHBIX?

eciM 1aHHble BKIIIO4aroT B cedst DO, trenedoHn u pazmep okinama

€CIIM OIePaTOpa CBA3BIBAET C CYOBEKTOM TPYAOBBIE OTHOIICHHS

€CJIN JIaHHBIE BKIIIOUAIOT B ce0s Toipko OO

CCJIN JaHHBIC KaCatOTCA 310POBbA Cy'6’beKTa

€CITU JTaHHBIE KaCcalOTCsl CEeMEHHOM KU3HH CyOhEeKTa

€CIM JJaHHBIe HEOOXOAUMBI JUIsl OJTHOKPATHOTO TPOITyCKa Ha Tep-
PHUTOPHIO OIepaTopa

Bribepute ciydan 00paboTKu
MEPCOHANBHBIX JaHHBIX, KOTIa
orepaTop He 00s3aH TOJyYaTh
MUCbMEHHOE COTJIache CYyObeK-
Ta Ha 00paboTKYy:

OpOHMPOBAHUE TOCTUHUIIBI TYPUCTHYECKON (hupMoi

nepcaada faHHbIX TPETHbUM JIMIAM

€CITU MEXKJy OIepaTopoM M CyOBEKTOM €CTh JOTOBOP, MPEayCcMaT-
puBatonuii 0o6padorky I1]]

JIOCTaBKa MMOYTOBBIX COOOIICHUI

OpraHu3aiys cocTaBisieT 06a3y JaHHBIX CBOUX KIIMEHTOB, C yKa3a-
HueM OO, TenedoHoB, aIpecoB U 3aHUMAEMBIX JIOJKHOCTEN

Kakoit mOKyMEHT COIEpKHUT B
cebe cTpaTermuecKkue Haimo-
HaJBHBIE TIPUOPUTETHI, e U
Mepbl B 00J1aCTH BHYTPEHHEH U
BHEIIHEN mnoauTuku Poccuw,
OTIpeICIISIONTIE COCTOSTHHC
HAI[MOHAJIBHON 0€30MacHOCTH H
YPOBEHb YCTOWYHUBOTO PA3BUTHS
TOCy/IapCTBa Ha JOJTOCPOYHYIO
MEPCIEKTUBRY?

®enepanbHblil 3akoH “O0 mHbOpMaIuu, HHOOPMALIMOHHBIX TEX-
HOJIOTHUSIX M O 3amuTe nHopmanum”

DenepanbHblil 3ak0H “O rocy1apcTBEHHON TaiiHe”

JloktpuHa uHpOpManoHHOM Oe3zomacHocTH Poccuiickoit ®ene-
pauuu

Crparerus HanroHanbHOM O6e3omacHocT Poccuiickoit denepanuun

Kakoli nokymeHT oToOpakaeT
oduLmaNbHBIe B3IJISIABI HA IIE-
JM, 3a1a4¥, MPUHLIWIBI U OC-
HOBHBIE HampaBJieHHsl obecre-
yeHus: MHGOPMAIMOHHOW 0e3-
onacHoctu PO?

®enepanbHblif 3akoH “O0 nHOpManK, UHOOPMAIIMOHHBIX TeX-
HOJIOTHSIX U 0 3aiiuTe nHdopmanun”

®DenepanbHbIil 3aK0H “O rocy1apcTBEHHON TaiiHe”

JloktpuHa uHpOpMaoHHoi Oe3zonmacHocTH Poccuiickoit ®ene-
pauuu

Crparerus HalpoHaIbHOU O6e3omacHocT Poccuiickoii deneparnumn

Bonpocs! k kommiekcHomy 3aaannio TK3

1. Yto Takoe «mpaBoBOoe obecreueHre MHGOPMAIMOHHON 0€30MacHOCTH» U B
YeM 3aKJIK0YAETCsl €ro MpeaMeT?

2. PackpoiiTe conep:kaHue NpaBoBOro ooecrieueHusi 0€30MacHOCTH CBEJICHUM.

3. PackpoiiTe copepkanre U CTPYKTYPYy 3aKOHOJATEIhCTBA B 00acTu odecrie-
YeHHsI THPOPMAIIMOHHOM 6€30MacHOCTH.

4. OCHOBHBIE HOPMATHBHBIE PYKOBOJAIIUE JOKYMEHTHI, KacalolUecs: rocyaap-
CTBEHHOM TailHbl, HOPMATUBHO-CIIPABOYHBIE JOKYMEHTHI.

5. YpoBHU npaBOBOro obecnedeHus: HPOPMaIMOHHON 0€30MaCHOCTH.



6. Mecto nHpOpMAITMOHHON 0€30MaCHOCTH SKOHOMUYECKUX CHUCTEM B HAIIHO-
HaJIBHOM 0€3011aCHOCTH CTPAHBI.

7. OCHOBHBIE PUHITUIIBI 00ECTIEYeHUS OE30TTaCHOCTH.

8. Konnernust naHOOpMaliMOHHONM 0€30MacHOCTH.

9. HoxtpuHa uHpopmarmonHoi 6ezonacHoctu Poccum.

10. YeTpIpe OCHOBHBIC COCTABIISIFOIINE HAIIMOHAIBHBIX HHTEpecoB Poccuiickoi
deneparuy B UHGOPMAITMOHHOM cdepe.

11. OcHoBHBIC 3a1aun oOecmieueHruss HHGOPMAIMOHHON Oe3omacHocTH. [IpaBo-
BBIE METOJIbI 00ecredeHus: HHGHOPMAITMOHHON 0€30TaCHOCTH

I[J'Iﬂ l'lpOMe)KyTO‘IHOﬁ arrecrauuu:

1. UndopmanmonHas 06€30MacHOCTh YeJIOBEKAa M OOILIECTBA. YPOBHU 3aIUTHI
MH(OPMAITMOHHBIX PECYPCOB.

2. KomMmnbrorepHble nipectyruieHuss. OCHOBHBIE TEXHOJIOTHH, UCTIOJIb3YIOIIHAECS
MIPU COBEPIICHUU KOMIBIOTEPHBIX MPECTYIIICHUH.

3. OOBeKTHI 3alMThl HHPOpMALIMK. 3amnTa HHHOPMAIIMK OIPaHUYEHHOTO J0-
CTyma: TOCyJapCTBEHHAs TallHA, KOMMEPYECKas TalHa.

4. OCHOBHBIE KaHAJIbI YT€YKH HHPOPMALIUU.

5. Metonel u cpeactBa 3amuThl uHpopmanuu. ConaepaHue Croco0OB U
CpeAcTB obecrnieueHus: 6€30macHOCTH HH(HOPMAIIUH.

6. Kpunirorpadusi. CumMeTpudHbIe KPUTITOCUCTEMBI.

7. Kpunirorpadusi. ACUMMETpUYHBIE KPUIITOCUCTEMBI.

8. 0O030p u KiIaccudukanus MeTo0B mudpoBaHus UHPOPMAITUH.

9. DnexTpoHHO-1IMPOBasT MOIHUCH.

10. Yrto oTHOCHUTCS K CpPEICTBAM WHXKEHEPHO-TEXHUYECKOW 3allUTHI
uH(MOpMAIUU U 17151 YeTO OHU MpeAHA3HAYCHBI?

11. B yem 3akitoyaroTcs AOCTOMHCTBA M HEJOCTATKU MPOTPAMMHBIX CPEJICTB
3aIUThl HTHPOpMALIUH?

12. [TaponpHas 3ammra.

13. TlonsiTrie yrpo3sl. AHAIU3 yrpo3 WHPOPMAIMOHHON Oe30macHOCTH. Buas
«HAPYLLIUTEIICU.

14. TTonutuka 6e3omacHOCTH. OCHOBHBIC TUIIBI TTOJTUTHKH 0€30TTACHOCTH.

15. CrangapThl uHGOPMAITMOHHON OE30MTaCHOCTH.

16. IlpaBoBoe obecnieueHre 3amuThl nHGopManu. HopMaTuBHBIE TOKYMEHTHI.

17. Pa3zpymaroiire nporpaMMHbI€ BO3JICHCTBUS: BUPYChI U 3aKIaIKH. AHTUBU-
PYCHBIE CPEICTBA.

18. Tlcuxonoruyeckre acnekThl HHOOPMAITMOHHON O€30MTaCHOCTH OpTaHU3aIlHH.
19. HaCTpOﬁKa MMOJINTUKHU 0€30I1aCHOCTH OHCpaHHOHHOﬁ CHUCTCMBI.

20. AHanu3 3alMIIEHHOCTH U30JIMPOBAHHOW MPOTPAMMHOM CPEIBI.

21. UccnenoBanue cucteM UICHTU(HUKAIUH.

22. CTpyKTypa 3aKkoHOAaTenbHOM 0a3bl HHGOpMalmoHHO# Oe3omnacHocT PO.
23. Crparerus HaMOHAIBHOM Oe3omacHocTH. Ha3HaueHne, 0CHOBHBIE TEPMUHBI.
24. loxtpuna Ub. Ee Ha3nauenue.

25. CtpykTypa ¥ BUIbl HOPMATHUBHBIX aKTOB, PETYIUPYIOUIMX OOecreueHne



nHpopmaImoHHoi 6e3onacHocT B Poccuiickoit deneparuu

26. [Tonsitue o 3ammure undopmaiuu B PO (149-03). 'ocynapcTBEeHHOE pery-
aupoBanue. O0s3aHHOCTU obONafaTenel nHdopMalu U ONepaTopoB UHPOPMAIIUOH-
HBIX CUCTEM. Perynstopsl.

27. CucreMa HOPMATUBHBIX MPABOBBIX aKTOB, PETIaMEHTHPYIOIIUX obecrneye-
HHUE COXPAHHOCTH CBEIACHUM, COCTABJISIOIINX IOCYIAPCTBEHHYIO TaHYy B Poccuiickou
denepauuu
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