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1. He.]'lb, 3a/1a9Y1 A INTAHUPYEMBIE PE3YJIbTATDI Oﬁy‘leHI/Iﬂ o AMCIMIIJINHE
(Henv u 3a0auu oceoenus oucyuniunsl, coomsemcmeyiowue yeau OI1)

HCJ'IBIO OCBOCHUA AUCHUIIIIMHBI «I/IH(i)OpMaLII/IOHHaH 0€30MaCHOCTDY SIBISIETCS
IMOJIY4YCHHUC 0a30BBIX TCOPCTUICCKHX HpeI[CTaBJ'IeHI/Iﬁ 0 COBPCMCHHBIX MCTOHAAX M
CpeacrBax 3allUTHL HH(bOpMaHHH N TPAKTHYCCKHUX HABBIKOB HCIIOJIL30BAHHUA 3TUX
CpCacCTB IIpU pCain3alv IMPOrpaMMHBIX W allllapaTHBIX CPCACTB I/IH(l)OpMaI_[I/IOHHBIX
CHCTEM MacITada MMpCAIIPUATUA

3agavyaMu JUCITUTUTHHBI SIBIISTIOTCS:

1. popmupoBaHue 3HaHUN

- TEePMHUHOJIOTUUA B 00JacTH WHOOPMAIMOHHONW OE30MaCHOCTH W 3alllUThI
uHbopMaIH

- OCHOBHBIX HOPMATHUBHBIX U MPABOBBIX AKTOB, PETIAMEHTHUPYIOMUX cepy
nH()OPMAITMOHHOW 0€30MaCHOCTH | 3aIUTHl HH(OPMAITIH

- PUHIIATIOB OPTaHU3aIIUHU 3aIUTHI MH()OPMAIIUU Ha TPEATIPUATHIX;

- MEp W CPEJICTB 3alUThI UH(POpMAITIH

2. hopmupoBaHUE yMEHHM

- BBIBIATH OCHOBHBIE BHJBI yIpOo3 U YSI3BUMOCTEH OE30MaCHOCTH
uH(pOpMaLINH;

- paspabaTbiBaTh HOPMATHBHO-TEXHHYECKYIO JOKYMEHTAIIMIO C Yy4YeTOM
TpeOOBaHMII HOPMATUBHBIX M TMPABOBBIX AaKTOB B 00JacTu WHGOPMAIMOHHON
0€30MacHOCTH U 3aIUThl HHGOPMAITHH

- kpunrorpaduueckue  MeETOAbl  OOECleueHUs  IEJIOCTHOCTH U
KOH(HIEeHIIMATTLHOCTH UH(POPMALIUH

3. opMupoBaHUE BIAICHUS:

-  HaBBIKAMH TPUMEHEHHUS  MPOTPAaMMHO-AMMNApaTHBIX  CPEJICTB IS
obecrnieueHus: UHPOPMAIMOHHON O€30MaCHOCTH

- HaBBIKAMU MPOTPAMMHON peaTU3aliy KPUMITOTpahrUIeCKUX arOPUTMOB

KomnereHunu u vHIMKATOPBI, (HOpMUpPYEMBIE Y 00YUAIOLIUXCS:

Koa u naumeHoBaHME KOMIIETEHIINH Kon u HaumeHoBaHne WHAMKAaTOpa
OIIK-3 Cnioco6eH moHUMAaTh TPUHITUITBI OIIK-3.2 CriocoOeH NpUMEHATh COBPEMEHHBIS
paboThI COBPEMEHHBIX HHPOPMALIMOHHBIX MH(POPMAIMOHHbBIE TEXHOJIOTHH NPU PEIICHUH
TEXHOJIOTHIl U UCIIONIb30BaTh UX IS 3aj1a4 podeccuoHaNIbHOM 1eATeIbHOCTH
penieHus 3a1a4 npoQeccHoHaTbHON
NeSITeIbHOCTH;

2. Mecto nucuuiiinHbl B cTpykrype OII

[IpenmecTByromue AUCHUIUIMHBL (MOaynu), npaktukud, HUWP, np.: Beicmias
Marematuka, ®Ousuka, WuHbopmManmoHHBIE TEXHOJOTUH, AJTOPUTMHU3ALUS U
IPOrpaMMHUPOBaHUE

[Tocnenyronye AUCHUIIIMHBI (Moay ), mpaktuku, HUP, np. Beimonnenue u
3alIUTa BBITYCKHOU KBaTM(PUKAITMOHHOW pabOThI



3. CTpyKTypa ¥ coaep:kaHue TUCHUILINHBI
3.1. CTpyKTypa IMCHUNIHHBI
st ouHol popMbl 00yUeHHS

Buy yueGHOM paboTHI Bcero | Beero |Cemectp(br)
3E 4acoB 3
OBIIAA TPYJOEMKOCTb ANCIHHUIIJIMHBI 3 108 108
KOHTAKTHAS PABOTA* - 72 72
AYIUTOPHAS PABOTA _ 68 68
Jlekuun - 34 34
[IpakTrueckue (CEeMUHAPCKUE) 3aHATHS - 0 0
JlaGopaTopHbie paboThI - 34 34
CAMOCTOATEJIbBHAA PABOTA OBYUHAIOIIET'OCA - 40 40
[IpopaboTka yuebHOTO MaTepuaa - 4 4
KypcoBoii nmpoekT - 0 0
Kypcogas pabota - 0 0
[ToaroToBKa K IPOMEKYTOYHOM aTTECTALIMH - 0 0
[TpoMexyTodHast aTTECTALIUS: 3
Ji1g 3a04HOM (popMBI 00yUEHUS
Bu yue6HO# paboThI Bcero | Bcero |CemecTp(bl)
3E 4acoB 3
OBIIAA TPY JOEMKOCTDH ANCIHHUIIJIMHBI 3 108 108
KOHTAKTHAS PABOTA* - 25 25
AYIUTOPHAS PABOTA - 18 18
Jlexnn - 10 10
[IpakTryeckue (CeMUHAPCKUE) 3aHATHSI - 0 0
JlaGopatopHbie paboThI - 8 8
CAMOCTOSATEJIbBHAA PABOTA OBYUHAIOIIET'OCA - 86 86
[IpopaboTka yueOHOTO MaTepuraia - 7 7
KonTponbhas pabora 18 18
KypcoBoii mpoekt - 0 0
KypcoBas pa6ota - 0 0
[ToaroToBKa K MpOMEXKYTOUYHOU aTTECTAIH - 0 0
[TpoMexyTodHast aTTECTALIUSA: 3




3.2. Conepxkanue OUCUMILUIMHBI, CTPYKTYPUPOBAaHHOE M0 pa3aejaM M
BHUaM 3aHATHH

Pa3nensr Pacnipenenenue @opmbl 1 | MHIEKCBI MHAUKATOPOB
JUCLUIIINHBI a TPYAOEMKOCTH BU/JT (bopMupyeMbIx
§ 10 BHJIaM yueOHON paOboThI KOHTPOJIs KOMITETEHITHI
o te) : ©
AR IR
Pazpen 1 14 4 4 0 6 TK1 OIIK-3.3
Paznen 2 8 2 4 0 4 TK1 OIIK-3.3, OIIK-3.Y
Paznen 3 18 4 8 0 6 TK2 OIIK-3.Y, OIIK-3.B
Paznen 4 14 4 4 0 6 TK3 OIIK-3.3, OIIK-3.Y
Paznen 5 14 4 4 0 6 TK3 OIIK-3.3, OIIK-3.Y
Paznen 6 12 4 2 0 6 TK3 OIIK-3.3
Paznen 7 18 4 8 0 6 TK4 OIIK-3.3, OIIK-3.Y
3ager 0 0 0 0 0 OM OIIK-3.3, OIIK-3.Y
Hroro 3a 3 cemecTp 108 34 34 0 40
UTOI'O 108 34 34 0 40

3.3. Conep:xaHue TUCHUIINHBI
Paznen 1. OcHOBHbBIE MOHSATHS U HOPMATHUBHO-TpaBoBasi 0a3a MHPOPMAIMOHHOMN
0€30MacHOCTH
Tema 1.1. OcHOBHBIE MOHATHUS HHPOPMAIIMOHHOM 6€30MacHOCTH
Tema 1.2. 'ocynapcTBeHHas NOJUTHKA B 001acTH MHPOPMAaLlMOHHON 0€3011aCHOCTH
Tema 13. Knaccudukauus wunHopmanmu, AOCTYH K KOTOPOM OTrpaHUYEH
benepabHBIMU 3aKOHAMH PO
Tema 1.4. Monens yrpo3 6e30nacHOCTH HH(POPMALIMH TTPEITPUATHS

Paznen 2. Yopasnenne nadopmMaimoHHOM 6€30MacHOCTHIO

Tema 2.1. MexayHapoaHble M POCCHIICKHE CTaHAAPTHI B cepe MHPOPMALMOHHOM
0€301MacHOCTH

Tewma 2.2. [lonutuka nHGOpMaITMOHHON 0€30MACHOCTH

Tema 2.3. MeHe1>KMEHT pUCKOB UH(POPMAIIMOHHON O€30MaCHOCTH PEATPUSTHS

Pasnen 3. Mepsl u cpeactsa 3aumtsl HHGopmaiun. Kpunrorpaguueckue cpeacraa
samuThl uHGopmaruu (KC3HN)

Tema 3.1. CumMeTpuuHbIe KpUNTOCUCTEMBI M (ppoBanusd. CTaHIapTHl HIHPPOBAHUS
DES, 3DES, AES, I'OCT 28147-89.

Tema 3.2. Creranorpaduueckre METO/IbI 3aIUTHI THPOPMALIUN

Tema 3.3 AcumMMeTpUUHBIE KPUIITOCHCTEMBI IIU(POBAHUS

Tema 3.4 3amuTa nHbOpMAIMU B IIEKTPOHHBIX JJOKYMEHTAX MyTeM MIM(POBaHUS U
(dbopMUpOBaHUS SJIEKTPOHHON MOAMUCH

Tewma 3.5 Ympasnenue kpunrokiatouamu. Mappactpykrypa oTKpbITHIX Kimroueit (PKI)

Paznen 4. Unentuduxanus, ayTeHTUPUKAIS U YIIPaBICHUE OCTYTIOM
Tema 4.1 Texnonoruu ayTeHTU(DUKALTIH




Tema 4.2 Kpunrtorpaduyeckue mnpoTOKONIbl ayTeHTHPHUKAIMKU. buomerpuueckas
ayTeHTU(UKAIHS
Tema 4.3 Mogenu pasrpaHideHus JOCTYIIA

Paznen 5. OGecnieuenue 6e3onmacHoCTH HH(POPMAITUN B OTIEPAIIMOHHBIX CHCTEMAax
Tema 5.1 OGecneuenue Oe3onmacHOCTH MH(OPMALMKM B ONEPALMOHHBIX CHUCTEMax
cemerictea Windows/Linux

Tema 5.2 ABTOMaTHM3MpPOBaHHOE OOHApPY)XCHHE YSI3BHUMOCTEH MPOTPaMMHOTO
obOecrieueHnss Ha pabOYMX CTAHIUAX IOJ YIPABJICHUEM ONEPAIMOHHBIX CHCTEM
cemerictBa Microsoft Windows

Tema 5.3 Jlokanbuble u rpynmnoBbie noautuku 6e3omnacuoctu OC Microsoft Windows

Paznen 6. Cpencta antuBupycHoit 3anmutsl (CAB3)

Tema 6.1 Knaccudukaius BpeJoHOCHBIX TPOTpaMM

Tema 6.2 CpenicTBa aHTUBUPYCHOM 3alTUThI HHGOPMAIUN

Tema 6.3 CpaBHUTEIBHBIN aHAIU3 CPEACTB AHTUBHPYCHOM 3alUTHI MHGOPMALIMH C
UCIOJIb30BAaHUEM PE3YJIbTATOB HE3aBUCHUMBIX TECTOB

Paznen 7. O6ecnieuenue 6e30nacHOCTH HH(POPMAIIH B KOMITBIOTEPHBIX CETSIX

Tema 7.1 Knaccudukauus yrpo3 Oe3omacHOcTH UHPOpMAlMM U aTaKk B
KOMITBIOTEPHBIX CETSX COTIIACHO YpOBHAM Mozenn OSI

Tewma 7.2 TexHoJ0rusg BUPTyalIbHbIX JJOKaIbHBIX ceTeil (VLAN)

Tema 7.3 TeXHOJIOTUU MEKCETEBOTO SKPAaHUPOBAHUS

Tema 7.4 TexHOIOrUK BUPTYAJIbHBIX YacTHBIX ceTeil (VPN)

Tema 7.5 M3ydeHue CpeacTB MHCTPYMEHTAIBHOrO aHaim3a 3amuuieHHoctu UT-

UHQPACTPYKTYpHI

3.4. TeMaTHYeCKUM IJIAH NPAKTHYECKHUX 3aHATHH
JlaHHbIM BUA pabOThI HE IPEyCMOTPEH YU€OHBIM IJIAHOM

3.5. TemaTuyeckuni nJIaH JJa0OPATOPHBIX PadoT

1. Pa3zpaboTka Mmozenu yrpo3 6€30macHOCTH HH(POpMALIUK TIPETPUSITUS

2. AHanu3 pucKoB HHGOPMAITMOHHON 0€30MMaCHOCTH MPEATPUSTHS

3. MonoandasutHbie U nonuaidaBuTHbie UGPbl. YacTOTHBIA KPUNTOAHATH3

4. IlporpaMMHasi peanu3anusi KJIACCUYECKUX aJTOPUTMOB MIM(pPOBAHUSA U UX
KpUNTOaHATN3a

5. 3ammTa uHOpMAIUU B AIEKTPOHHBIX JOKYMEHTaxX MyTeM HIMGPOBaHUS U
dbopMHUpOBaHUSI STEKTPOHHOM MOITUCU

6. [TaponibHast ayTeHTUPUKAIHS.

7. AIMUHUCTPUPOBAHUE MOJIb30BaTENICH U TPaBUJ pa3rpaHUYCHUS I0CTyNa B
OC Astra Linux.pdf

8. 3yueHre TEXHOJIOTUA BHUPTyalbHbIX JIOKanbHbIX ceteil (VLAN) c
MOMOIIBI0 TporpaMmMbl MojaenupoBanus ceteit Cisco Packet Tracer

9. 3ydyeHue TEXHOJOTHM MEXKCETEBOTO DSKPAaHUPOBAaHHS C  MOMOIIBIO
nporpammel moaenupoBanus ceteit Cisco Packet Tracer

3.6. Kypcogoii npoexkT /KypcoBasi padota



JlanubIil BUA paboThl HE TPETYCMOTPEH YU€OHBIM IJIAHOM

4. OueHuBaHue Pe3yJIbTATOB 00yYEeHUSs

OneHuBaHue pe3yibTaToB OOyYEHHUs IO JUCHUIUIMHE OCYLIECTBISETCS B
paMKax TEKYIIero KOHTPOJS U TPOMEXKYTOUYHOW aTTecTalldd, MPOBOAUMBIX IO
oaipHO-perTuHroBoi cucreme (bPC).

[Ikana oreHKH pe3yabTaTOB O0yUEHUS IO IUCITUTIINHE:

YpoBeHb chOpMHUPOBAHHOCTH
WHIMKATOpa KOMIETCHIIUU
N N Huxe N
Bricoknit Cpenunuii Huzkuit
3arutaHu- CpEAHETO
Koz POBAHHBIC o1 85 510 100| 0T 70 10 84 [ 0T 55 10 69 | 0T 0 1O 54
WHAUKATOPA pe3yIbTATHI
KOMIIETEHIIMK | OOydYeHHs [0 Illkana oneHHBaHusA
HEY/I0B-
JTUCLUTUTMHE yIOBIeT- VI
OTJIMYHO Xopomio JICTBOpHU-
BOPUTCJILHO
TCIBHO
3a4TCHO HE 3a4TCHO
3HATH!
OCHOBHBIE BH/IbI
yrpos
0€30MacHOCTH
nH(dOpMaInH,
SI3BUMOCTEN
M YpoBeHb Munuman | YpoBeHb
nH(OpMaMOHH | YPOBEHb . .
. 3HaHUH B | BHO 3HaHUN
BIX CHCTEM, a | 3HaHUH B
o0beMe, JOTTYCTHM | HHXKE
TaKk)ke Mepsl H | 00beMme, .
Kon COOTBETCT | bIU MHHHMAI
CpencTBa COOTBETCT
KOMIIe- . BYI0O IIEM | YPOBEHb BHBIX
MPOTHBOJACKUCTB | ByIO ILEM o
TEHIINH nporpaMM | 3HaHUH, TpeOoBaH
Usl  arakaM Ha | Iporpamm 9
€, UMeeT | uMeer ui,
nH(OPMAIIMOHH | €
MECTO MECTO UMEIOT
bIC PECYPChI IPU | TIOATOTOBK
HECKOJIBKO | MHOTO MECTO
HPOCKTUPOBAHH | 1, 0es HErpyObIX | HErpyOBIX Oble
OIIK-3.2 Y, pa3paboTKe U | OIHMOOK Py Py Py
OLIOOK OLIMOO0K onOKH
BHE/IPEHUU
IPOTPAMMHOTO
obecrieyeHus
nH(OPMAITMOHH
BIX CHCTEM
YMETh:
paszpabareiBath | [Ipomemon | Ilpoxemon | Ilpogemon | [pu
MIPOCKTHO- cTpH cTpH cTpH peleHnH
TEXHUYECKYIO POBaHBI POBaHBI POBaHBI CTaHIapT
JOKYMEHTAIUIO | BCE BCE OCHOBHBIE | HBIX
TUIst OCHOBHBIE | OCHOBHBIE | YMEHHUS, 3agad  He
UHPOPMAIIMOHH | YMCHHS, YMEHHUS, peleHbI MIPOJAEMOH
BIX CHCTEM C | pelIeHbI peleHbl TUIIOBBIE | CTPUP
y4eToM BCE BCE 3aJjayd  C | OBaHbI
TpeOOBaHU OCHOBHBIE | OCHOBHBIC | HErpyOBIM | OCHOBHBIC




TEKYIEro 3aa4d € | 337a4d  C | U yYMEHUS,
3aKOHO/ATENbCT | OTACIBbHBI | HETpyObIM | OIIMOKAaMH | UMEIOT
Ba, MU u , MECTO
HOpPMAaTHUBHO- HeCyIlecT | OIMOKaMH | BBIIIOJHEH | IpyOble
IPaBOBBIX BEHH bIMH |, Bl BCE | OLIMOKH
aKTOB, HeJo4yeTa | BBIOJIHEH | 33/JaHus,
CTaHJapTOB U | MH, Bl BCE | HO HE B
BE/TyIIINX BBINIOJIHEH | 33JJaHUS B | MTOJHOM
HPaKTHK B | Bl BCE | MOJIHOM o0beme
obactu 3agaHus B | oObeMe,
WH(OPMALIMOHH | TIOJTHOM HO
ol o0beme HEKOTOPBI
0e30MacHOCTH e C
HeJoyera
MH
BIIAJIETh!
HaBbIKAMU
[Tpu
PUMEHEHHSI IIponemon | Umeercs
IIPOrPaMMHO- IIponemon | crpu MHUHUMAJTb Ef::{e;;?
anmapaTHbIX cTpu POBaHbI HBIH
CpenCTB JUISL | POBAHbI 0azoBbIe Habop I;;;;q He
aHaJM3a HaBbIKU HaBbIKU HaBBIKOB
IPOJIEMOH
3alIMIICHHOCTH | IIPU npu Ut
WHQOPMAIIMOHH | PEIIEHUH | PEIIEHUH | PEelIeHHs (C)E;?;
BIX CHCTEM /Ui | HECTAHNAP | CTAHAAPTH | CTAHMAPTH | o
BBIPAOOTKM Mep | THBIX BIX 337124 C | BIX 337134 C
NPOTUBOJCHUCTB | 337a4 0€3 | HEKOTOPHI | HEKOTOPHI HABBIKH,
Wsl  W3BECTHBIM | OHIMOOK U | MU MH ﬁggf
yrpo3am HEJI0YETOB | HeJoYera | Hexoyera rpy6bie
0e30MacHOCTH MU MU
uH(pOpMaIUU oumbKH
OueHouHble  MaTepuaiabl JUIsl MPOBEJICHHUS  TEKYIIEro KOHTPOJSI U

MPOMEXYTOUHOM aTrectanuu npuseneHbl B llpunoxkenun k pabodyeil mporpamme
JUCIUTLTUHBI.

[TonHBI KOMIUIEKT 3aJlaHW W MaTEpUaIOB, HEOOXOIUMBIX ISl OLICHUBAHUS
pe3yIbTaTOB O0YUEHHUS 10 AUCIIUIUIMHE, XpAaHUTCS Ha Kadeape pa3padoTunka.

5. YueOHO-MeTOAUYeCKOe M HHGOPMAIIMOHHOE o0ecriedeHue M CHUNINHbI
5.1. Y4yeOHO-MeTOAMYECKOE 00ecTieueHne

OcHOBHAa JIUTEPATYDA

1. JlurBunenko, B. U., OcHoBbl nHGOpMAIIMOHHOMN 0€3011acHOCTH : yueOHOE mocodre
/ B. . JlutBunenko, E. C. KoznoB. — Mocksa : KaoPyc, 2022. — 199 ¢. — ISBN
978-5-406-09438-9. — URL.: https://book.ru/book/943111. — TekcT : 31€eKTPOHHBIIA.
2. Hectepog, C. A. OcHoBBI UHGOPMAITMOHHON O€30ITaCHOCTH : yueOHOoe rocobue /
C. A. HectepoB. — 5-e uzn., ctep. — Cankrt-IlerepOypr : Jlans, 2022. — 324 c. —



ISBN 978-5-8114-4067-2. — TekcT : aneKTpoHHbIH // JIaHb : 3EeKTPOHHO-
oubmuoteunas cucrema. — URL: https://e.lanbook.com/book/206279.

3. Menbnukos, B. I1., Madopmanmronnas 6e3omnacHocTh : yueOnuk / B. I1.
MenbaukoB, A. U. Kynpusnos, T. FO. BacunseBa. — Mocksa : KnoPyc, 2023. —
371 c. — ISBN 978-5-406-11960-0. — URL.: https://book.ru/book/950148. —
TeKCT: DJIEKTPOHHBIN.

4. IIpoxoposa, O. B. Undopmarironnast 6e3omacHocTs 1 3amuta nadopmanuu / O.
B. [IpoxopoBa. — 5-¢ u3n., crep. — Cankrt-IletepOypr : Jlanp, 2023. — 124 ¢. —
ISBN 978-5-507-46010-6. — TekcT : 35eKTpoHHBIH // JIaHb : 3JIEKTPOHHO-
oubnmuoteunas cucrema. — URL: https://e.lanbook.com/book/293009.

HOHOHHHTGHBH&H JIUTCPATYpa

1. Huxomnaes, H. C., Ynpasnenne napopManinoHHON 6€30macHOCTHIO : yueOoHuk / H.
C. HuxonaeB. — Mockga : KnoPyc, 2021. — 188 ¢. — ISBN 978-5-406-07325-4. —
URL: https://book.ru/book/939841. — TekcT : 31eKTpPOHHBIMH.

2. BanrommHa, A. B. OcHOBBI HH(DOPMAaIIMOHHOK 0€30MaCHOCTH : y4eOHO-
Metoanueckoe mocobue / A. B. Banrommna, C. FO. Pei6akos. — Mockpa : MTYCU,
2022. — 22 c. — TekcT : 3neKTpoHHBI // JIaHb : 371eKTPOHHO-OHOIMOTeYHAs
cucrema. — URL: https://e.lanbook.com/book/333701. — Pexxum goctymna: mis
aBTOPH3. NTOJIB30BATENEH.

3. bapanoga, E. K., Kpunrorpadpuueckne MeTo 11 3a1uThl HHGOPMALIUH.
JlabopaTopHnsrit mpaktukyMm + ellpunoxkenne : yaednoe mocooue / E. K. bapanona, A.
B. ba6am. — Mockaa : KnoPyc, 2022. — 205 c. — ISBN 978-5-406-08831-9. —
URL.: https://book.ru/book/941742. — TeKcT : 31eKTPOHHBIA.

4. Kpakosckuii, FO. M. MeTtoss! 3aiuThl nHGOpMAaIUY ;| yaeOHOE TOcoOUe JIJIsl By30B
/ ¥O. M. KpakoBckuii. — 3-e u3j., nepepad. — Canxr-IletepOypr : Jlans, 2021. —
236 c. — ISBN 978-5-8114-5632-1. — Tekcr : anekTpoHHbI // JIaHb : 371€KTpOHHO-
oubmoreunas cucrema. — URL: https://e.lanbook.com/book/156401. (dobasnreno)

5.2. UudopmannonHoe odecnieyeHue
5.2.1 DJEeKTpOHHBIE U UHTEPHET-PECYPCHI

HJ\/?[ HanMeHOBaHME 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccpuika
1 |CnpaBouHO-TIpaBOBast cucrema  "Koncynbrant [http://www.consultant.ru/
2 (CopaBouyHo-nipaBoBas cuctema "I'apant" http://www.garant.ru/
3 |bank maHHBIX yrpo3 6e30MacHOCTH HH(POPMAIIH https://bdu.fstec.ru/
4 Meronuka OLICHKH yrpo3 6e3omacHocTH |https://fstec.ru/files/495/---5--2021-
nHdOpMauu /891/---5--2021-.pdf
5 5027000 . Hckycetso YHPABICHIA -/ /www.is027000.ru/standarty
UH(OPMALIMOHHOM 6€30IaCHOCTHIO



https://e.lanbook.com/book/293009
https://e.lanbook.com/book/156401
http://www.consultant.ru/
http://www.garant.ru/
http://www.iso27000.ru/standarty

VYueOubiii kypc Ha mnoprame HOY "UHTYUT"
CrangapTtsl HHOOPMAIMOHHOW 6€30MacHOCTH

-|https://www.intuit.ru/studies/cours

es/30/30/info

VYuebnsrii kypc Ha noptaie HOY "UHTYUT" -

https://www.intuit.ru/studies/profe

NudopmanmonHast 0€30I1aCHOCTb. Texnonornu ssional _retraining/952/courses/419
] VYuebnsiii kypc Ha mopraze HOY "HUHTYUT" -|https://www.intuit.ru/studies/profe
Nudopmanmonnass  6e3omacHocth.  TexHomoruu |ssional retraining/952/courses/387 /info
9 [Anti-Malware Testing Standards Organization https://www.amtso.org/

10 |AV-TEST - The Independent IT-Security Institute https://www.av-test.org/en/
1 éV-Comparatlves - Independent Tests of Anti-Virus https:// Av-comparatives.org/
oftware
12 Wireshark — TpOrpaMMa-aHau3aTop Tpaduka mis htps:// wireshark.org/
KOMITbIOTEpHBIX ceTeit Ethernet
13 |CipaBouHOE pykoBOIcCTBO Nmap Ha pycckoM si3bike  [https://nmap.org/man/ru/index.htm 1
14 OpenVAS R}lss1a. PyCCKOSBI:I‘-IHOUe co00I1IeCcCTBO hitps://openvas.ru/
110JIb30BaTeNel ckaHepa ys3BuMocTeit OpenVAS
15 |Cisco Networking Academy https://www.netacad.com/
16 Cisco Networking Academy - mapmpytusanus u|http://ccna.mpei.ac.ru/RoutingAnd
KOMMYTalHsI Switching/
5.2.2. TlpodheccronanbHbie Oa3bl TAHHBIX
Ne HanmvenoBanue Albec PesKiM LOCTVIIA
/| npodeccHoHaNbHBIX 0a3 TaHHBIX P AOCLY
1 [Poccuiickas HarmoHambHasi |http:/nlr.ru/ http:/nlr.ru/
Hayunas snexTponHast OMOIHOTeKa . .
2 eLI%RARY.RUp http://elibrary.ru http://elibrary.ru
5.2.3. I/IHdJODMaHI/IOHHO-CHDaBO‘{HBIC CHUCTCEMBI
Ne | HaumenoBanue napopmMarimoHHo- Anpec Pexim oCTy A
/I CIIPaBOYHBIX CHCTEM
1 [MCC «Konekey / «TexakcrepT» http://app.kgeu.local/Home/Ap ps http://app.kgeu.lo
P p-//app-kgeu. pp cal/Home/Apps
2 |« apanT» http://www.garant.ru/ ?‘;tl?/:// -garan
) http://www.consu
3 |«KoHcynbpTaHT mmocy http://www.consultant.ru/ ltant.ru/

5.2.4. JIuneH3MOHHOE M CBOOOAHO  PacIpOCTPaHSIEMOE  MPOrpaMMHOE

o0ecrneyeHue JUCIUILINHbBI

No HaunmenoBanue Crnioco6 pacnpocTpaHeHusi | PEKBU3UTHI MOATBEPKAAFOIITIX
/1| mporpamMmmHOro odecrieueHust | (JUIEH3HOHHOE/CBOOOTHO) JIOKYMEHTOB
1 |Boavsen Chrome CH&:)TeMa fioucka https://www.google.com
paysep MHQOPMALIH B CETH) intl/ru/chrome/
UHTEPHET (BKIIIOUAs



http://www.intuit.ru/studies/cours
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.amtso.org/
http://www.av-test.org/en/
http://www.av-comparatives.org/
http://www.wireshark.org/
http://www.netacad.com/
http://ccna.mpei.ac.ru/RoutingAnd
http://nlr.ru/
http://nlr.ru/
http://elibrary.ru/
http://elibrary.ru/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/
http://www.garant.ru/
http://www.consultant.ru/
http://www.google.com/

2 |Bbpaysep Firefox CBoOoHBII BeO-0pay3ep ?l‘;;}f)‘lsr.e/{fm.wnl/omlla.org/
[Taker O(HUCHBIX
npuioxeHnid. OMHUM U3 TIEPBBIX
cran Hf) JZIEPXKUBATE  HOBBLH https://www.openoffice.
OpenOffice OTKPBITHIHA dopmat .
org/ru/download/index.h tml
OpenDocument.  OdurmansHO
HOJJICPKUBACTCS Ha
miaTdopmax Linux
4 |Adobe Acrobat [TakeT mporpamm https:/get.adobe.com/ru/
reader/
LMS Moodle D10 coBpemeHHoe mporpamMmHuoe |https://download.moodle
obecrieueHue .org/releases/latest/
6 |y ndows 7|Hoxssopatenbeias Ne2011.25486 ot 28.11.2011
podeccuonanbHas (Pro) OTIEpaIIMOHHAS CUCTEMA
6. MaTepuaJibHO-TEXHUYECKOE o0ecredeHue TUCHMIITMHbI
HaumenoBanue HaunmenoBanue yueOHOM IlepeueHb HEOOXOAMMOTO OOOPYAOBAHUS U
BUJIa YIEOHOM ayJUTOPHH, TEXHUYECKHUX CPEJICTB OOYUCHUS
paboThI CIELIMATU3UPOBAHHON
naboparopun
Jlexnun VYuebHas ay1uTOpHS A7 Crnenuanu3upoBaHHass ~ ydyeOHas ~ meOenb,
MIPOBE/ICHUS 3aHITHN TEXHUYECKHE CpEICTBA OOYYCHUs, CIyXKallue
JIEKIIIOHHOTO THIIA UL TpeACTaBieHUs ydueOHOM wuHbopMarmu
OonpION  aymuTopu  (MYJbTUMEIUWHBIN
MPOEKTOP, KOMIBbIOTEp (HOYTOYK), SKpaH),
JEMOHCTpPAIIMOHHOE 000pya0BaHUE, Y4eOHO-
HaTrJIsTHBIC TOCOOMS
JlaGoparopubie |YueOHas nmabopaTopus Crenuanu3upoBaHHOE naboparopHoe
paboThI MIPOTPaMMHON MH)KEHEPHH, o0opysoBaHue 1O NPOPWIIO JTabOpaTOPUU
ayn. B-608 IIPOrpaMMHOI WH)KEHEPUH,

crienuanu3upoBanHas y4yeOHas meOenp Ha 50
MOCaJOYHbIX  MecT, 24 KOMIbIOTEpa C
BO3MOXXKHOCTBIO  BbIXxoJa B HMHTepHer wu

o0ecriedyeHrEM JOCTyTa B SUOC,
TEXHUYECKHE CpencTBa o0y4eHus
(MyIbTME TUAHBII MPOEKTOP,
MyJIbTUMENUNHAS JIOCKa, MOHOOJIOK),

HEOOXOAMMOE  JIMIIEH3UOHHOE IPOrPaMMHOE
o0OecrieueHne

KomnbroTepHslii Ki1ace,
ayna. B-610

Crnenuanu3upoBaHHas y4yeOHas MeOenb Ha 42
MOCaJOYHbIX MecTa, |7 KOMIBIOTEpOB C
BO3MOXKHOCTBIO ~ BbIX0oJa B HMHTepHET U

o0ecriedyeHrEeM JOCTyTa B SUOC,
TEXHUYECKHE cpeacTsa o0y4eHHUs
(MyIbTUMEIUUHBIA  MPOEKTOp, JKpaH Ui
MIPOEKTOPA, MOHOOJIOK), HE00X0IMMOe
JTUIEH3MOHHOE MPOTPaMMHOE 00ecieueHre
VYyeOHas taboparopust Crieunan3upoBaHHOE nabopaTopHoe

MH(POPMAIIMOHHOM
0€301acHOCTH,

obopynoBanue 1o TnpoduIo JTabopaTopun
UHGOPMAITMOHHON 0€30IacCHOCTH,



http://www.mozilla.org/

aya. B-615

crienaau3upoBaHHas ydeOHas meOenp Ha 35
MOCaJ0YHBIX MeCT, 15 KOMIBIOTEPOB C
BO3MOXKHOCTBIO BBIXOAa B VIHTEepHET W

obecrnieueHreM JIocTyna B BUOC,
TEXHUYECKHE cpencTsa o0yueHHUs
(MyIbTUME TUHHBII MPOEKTOP,
MyJIbTUMEANIHAS JIOCKa, MOHOOJIOK),

HE0OX0UMOE JHUIICH3MOHHOE TPOTPAMMHOE
oOecrieueHne

KomnbrorepHsiii kiacc,
ayn. B-617

Cnenunanu3upoBaHHas ydeOHass meOenb Ha 24
MocajoyHbIX MecTa, 21  KoMmmblOTep C
BO3MOXKHOCTBIO BBIXOAa B VIHTEepHET W
obecrnieueHreM JIocTyna B BUOC,
HEOOXOMMOE JIMIIEH3MOHHOE IPOTPaMMHOE
o0ecrieueHue

KomMmnbroTepHslii kitacc,
ayna. B-619

Crnenuanu3upoBaHHas ydeOHas meOenb Ha 26
MOCafoyHbIX  MecT, 21  koMmblOTEp C
BO3MOXXHOCTBIO BbIXOAa B VIHTepHET w
oOecrieueHreM JIOCTYyTIa B OUOC,
HE0OXOUMOE JHUIICH3MOHHOE TPOTPAMMHOE
oOecrieueHue

KomnbrorepHsiii kiacc,
ayn. B-621

Cnenunanmu3upoBaHHas yuyeOHass MeOenb Ha 35
MOCaJOYHBIX MecT, 13 KOMIBIOTEPOB ¢
BO3MOXXHOCTBIO BbIXOZa B VIHTepHET H

obecrnieueHreM JIocTyna B BUOC,
TEXHUYECKHE cpeacTsa o0y4eHHUs
(MyJIbTUMEIUMHBIA  TPOEKTOp, OJKpaH s
MIPOCKTOPA, MOHOOJIOK), HE00X0IMMOE
JTUIEH3NOHHOE MPOTPaMMHOE 00ecTieueHre
VYuebnas mabopaTopus Criennann3upoBaHHOE nmabopaTropHoe

PEUMH)XUHUPUHTA U
yIpaBJIeHUsI OU3HEC-
mporeccam,

ayna. B-623

obopynoBanue 1o mpodmio JabopaTopuu
pPEeUMH)KMHUPUHTa W YIpaBleHUs OusHec-
nporeccamMy, Crenualu3upoBaHHas ydyeOHas
Mebens Ha 34 mocagoyHbIX MecTa, 13
KOMITBIOTEPOB C BO3MOXKHOCTBIO BBIXO/JAa B
HNutepuer u obecrieuenuem gocryna B DMOC,

TEXHUYECKHE CpencTBa o0yueHHs
(MyIbTIME TUAHBII MPOEKTOP,
MYJIbTUMEUIHAS IOCKa, MOHOOJIOK),

HEOOXOJUMOE JIUIICH3HOHHOE IPOrPaMMHOE
o0ecrieueHne

KomnbrorepHsiii kiacc,
B-600

Cnenunanmu3upoBaHHas yuyeOHas meOenp Ha 30
IMOCaJIOUYHBIX  MECT, 30  KOMIIBIOTEPOB,
KOMITBIOTEPOB C BO3MOXHOCTBIO BBIXO/Ja B
WutepHer u obecneuenuem goctymna B DMOC,

TEXHUYECKHE CpeacTBa o0y4eHHUs
(MynbTUMETUUHBIN MIPOEKTOD, HOYTOYK,
JKpaH), BHJICOKAMEPHI, HE00X0IMMOe

JMIIEH3MOHHOE [TPOrpaMMHOE 00ecTieueHHe

CaMocTosTenbpHas
pabora

KomnberoTepHslii kitace ¢
BO3MO>XHOCTBIO BBIXO/Ia B
WNHTtepHeT u obecnieyeHnemM

Cnenunanmmu3upoBanHas yueOHas mebens Ha 30
ocafo4yHbIx  MecT, 30  KOMIIBIOTEpOB,
TEXHUYECKHE CpeICTBa OOy4eHHs (MyJIbTUME-




noctymna B OUOC JTUWHBIN TPOEKTOP, KOMIIbIOTEpP  (HOYTOYK),
B-600 9KpaH), BUJICOKAMEPBHI, IIPOrpaMMHOE
o0ecrieueHue

UYuranpHelii 321 Oubnuorekn | Crnernuain3upoBaHHas MeOelIb, KOMIIBIOTEPHAS
TEXHHKa C BO3MOKHOCTBIO BbIX0/1a B IHTEepHET
n obecneuennem noctyna B OMOC, skpan,
MYJIbTUMEIUNHBIN IIPOEKTOP, IIPOrPaMMHOE
o0ecrieueHue

7. Oco0eHHOCTH OpPraHU3a U 00Pa30BaTEIbLHOM AeITEeJIbHOCTH ISl JIMI C
OrpAaHNYeHHBIMHU BO3MOKHOCTSIMH 3I0POBbSI 1 MHBAJIU/I0B

JIuia ¢ orpaHUYeHHBIMU BO3MOKHOCTSIMHE 3/10p0Bbs (OB3) 1 mHBAINIBI UMEIOT
BO3MOXXHOCTh O€CIIPETSITCTBEHHO TIEpeMeNIaThCsi U3 OJJHOTO Y4eOHO-Tab0paToOpHOTO
Kopmyca B JApPYroi, MOJHATHCA HAa BCE ATAXH y4eOHO-T1a00paTOPHBIX KOPITYCOB,
3aHUMAThCS B YYCOHBIX W WHBIX TOMEIICHUAX C YYEeTOM OCOOCHHOCTEH
MCUXO(U3UIECKOTO PAa3BUTHS U COCTOSTHUS 370POBBSI.

Hnst oOyuenust s ¢ OB3 u WHBaIMIOB, UMEIONMIUX HAPYIIEHUS OIMOPHO-
JIBUTATEIPHOTO armapaTta, 00€CIeUeHbl YCIOBHS OECHpPEnsTCTBEHHOTO JOCTyNa BO
Bce yueOHble momemnieHus. Mudopmarus o crienuanbHbIX YCIOBUSIX, CO3MaHHBIX IS
oOyvarormuxcst ¢ OB3 w wuHBanmMIOB, pa3MelieHa Ha CcalTe YHUBEpPCUTETa
www//kgeu.ru. MiMeeTcs BO3MOKHOCTh OKa3aHHUsS TEXHUYECKOM MOMOIIM aCCUCTEHTOM,
a TaKKe YCIYT CypIONIEPEBOTUYUKOB M TU(IOCYPIOTIEPEBOTINKOB.

Jlnst aganTarnuu K Boctipusituto ymmamu ¢ OB3 1 uHBanumaMu ¢ HapyImIeHHBIM
CIIyXOM CITPaBOYHOTO, Y4YeOHOTO MaTepuajga MO IUCIUIUIMHE O0eCIIeunBalOTCS
CJICYFOIINE yCIOBUSI:

- JUTSI JIyqIlIel OpUEHTAINH B Ay TUTOPUH, TPUMEHSIOTCS CUTHAIIBI OMTOBEIICHUS
0 HayaJie ¥ KOHIIE 3aHITHS (CIIOBO «3BOHOK» MHIIIETCS HA TOCKE);

- BHIMaHHE C1a0O0CIHBIIanero oO0yJaroierocss TMPUBIEKAETCS TIeIarorom
’KECTOM (Ha TIJICYO0 KIIAJETCS pyKa, OCYIIECTBIISICTCS HEPE3KOE IMOXIIONBIBAHNC);

- pasroBapuBas C OOyYaroOlIMMCs, TMEJAarOTHYeCKuid pabOTHUK CMOTPUT Ha
HEro, TOBOPHUT SICHO, KOPOTKUMH TPEUIOKEHUIMH, OOecTieunBasi BO3MOXKHOCTH
YTEHUS TI0 TyOaMm.

Kommencanusi 3aTpyHEHH pPEUYEeBOr0 M HWHTEJUIEKTYaJIbHOTO Pa3BUTHUS
c1a0O0CBIIIAIIIX 00YYAIOMUXCS IPOBOAUTCS Ty TEM:

- UCTIOJ30BAHMSI CXEM, IMarpaMM, PUCYHKOB, KOMITBIOTEPHBIX MPE3CHTAINM C
TUIEPCCHIIKaMHA, KOMMEHTHPYIOITUMH OTICTbHBIC KOMIIOHEHTHI N300payKCHNS,

- pETyJSIpHOTO TPHUMEHEHHS YIPAKHCHUH Ha TrpadudecKoe BBIICICHUE
CYIIIECTBCHHBIX MPU3HAKOB MTPEAMETOB H SIBICHHIA;

- o0ecnieYeHNsT BO3MOXKHOCTH TSI  OOYYaroIIerocss IOJYyYUTh aJIPECHYIO
KOHCYJIBTAIIUIO TIO DJIEKTPOHHOM MOYTE 110 MEPE HEOOXOTUMOCTH.

Jlnst amanranuu K Bocnpusituio nuiiamu ¢ OB3 u uHBanmmaamMu ¢ HapyuieHUs MU
3peHus CIIPABOYHOTO, y4e0HOTO, MIPOCBETUTEIIHCKOTO Martepuania,
MPETYCMOTPEHHOTO 00pa30BaTEeIbHON MPOrPaMMOi 10 BBIOPAHHOMY HAMPaBIICHUIO
MOATOTOBKHU, 00ECIIEYNBAIOTCS CJICTYIONTUE YCIOBUS:



http://www.kgeu.ru/

- BeJIeTCs afanTtanus opUIMaIbHOTO caiiTa B ceTu IHTEepHET ¢ yueToM 0coObIX
NOTPEOHOCTE MHBAIKIOB 1O 3pEHUI0, 00ECIIeUNBACTCA HATMUKUE KPyTHOUIPU(TOBOI
CIPaBOYHON MH(POPMALIMU O PACTIUCAHUU YUEOHBIX 3aHITHI;

- MeIarornyeckuii  paboTHUK, ero cobecemHUK (TP HEOOXOIUMOCTH),
MPUCYTCTBYIOIINE HA 3aHATUHU, MPEJCTABISIIOTCS 00yYalOMUMCS, TIPU 3TOM KaKJIbIil
pa3 Ha3bIBAETCs TOT, K KOMY Ie1IarOTHYEeCKHi pabOTHUK oOpaliaercs;

- IEUCTBUS, JKECThI, MEPEMEIEHUS TeIarorn4eckoro paboTHHUKAa KOPOTKO U
SCHO KOMMEHTHUPYIOTCS;

- meyatHasg uWHGOpMaIMs TMpeAoCTaBiseTcss KpynHbIM mpudTom (ot 18
MyHKTOB), TOTAJIbHO 03BYUYMBAETCS;

- oOecrieunBaeTCsi HEOOXOAMMBIN YPOBEHb OCBEIIEHHOCTH TOMELIEHUI;

- IPEJIOCTABIISIETCS  BO3MOXKHOCTh MCIOJB30BATh KOMIIBIOTEPHI BO BpeMs
3aHSITUN U MPABO 3aMUCHU 00BICHEHUH Ha AUKTOMOH (T10 KeTaHUI0 00yJaronuXCs).

dopMa MpoBeAEHUS TEKyIIed U MPOMEXKYTOUHOM aTTecTallud s
obyuaromuxcst ¢ OB3 u MHBaIUI0B ONpeaenseTcs MearornieckuM paboOTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM miiaHoM. [Ipu HeoOxomumocTn obOywaromemycs ¢ OB3,
MHBAJIMIY C YYE€TOM MX UHAMBUIYAIbHBIX MCUXO(DU3NYECKUX OCOOEHHOCTEHN aaeTcs
BO3MOXKHOCTh MPONTH MPOMEKYTOUHYIO aTTECTAIMI0 YCTHO, MMCbMEHHO Ha Oymare,
NUMCBMEHHO Ha KOMIIbIOTEpE, B OpME TECTUPOBAHUA U T.I., IMO0 MPEIOCTaABISAETCS
JOTIOJTHUTENBHOE BpeMs JUIsl IOATOTOBKH OTBETA.

8. MeTtoan4yeckne peKoMeHJalMuU VISl NpenojaBareseid Mo OpraHu3anuu
BOCIIMTATEJIbHOH Pa0OThI ¢ 00YyYAIOIIUMHUCH.

Meroanueckoe obecriedeHre mpoiecca BOCIUTaHUSI 00YYaIOIUXCsl BHICTYIAeT
OIHUM U3 Ompenenstomux (HakTopoB BBICOKOTO KadecTBa 0Opa3oBaHHUS.
[IpenonaBatens By3a, JEMOHCTPUPYS BBICOKUNA MPOQPECCUOHANIN3M, 3PYAMIIHIO,
YETKYIO TPaKIAHCKYIO MTO3UIINIO, CAMOJAUCIUILUIMHY, TBOPUYECKUH MOAXO0 B PEUICHUU
MpoQeCCUOHANIBHBIX 3aj7la4, B XOjA€ 00pa30oBaTeIbHOTO Ipoliecca CIOCOOCTBYET
(hOopMHUPOBAHUIO TAPMOHUYHON JTUUHOCTH.

[Ipn peanmsanuu AUCIUIUIMHBI TMPEMOJABATeIb MOXET HCIIOIh30BaTh
CJIEYIOIINE METO/IbI BOCITUTATEIEHON paOOTHI:

- MeTonbl (DOPMHUPOBAHMS CO3HAHUS JIMYHOCTH (Oecema, TUCIYT, BHYIICHHE,
WHCTPYKTaX, KOHTPOJb, OOBSICHEHHE, MPHUMEp, CaMOKOHTPOJb, pacckas, COBET,
yOexaeHue u ap.);

- METOJIbI OpTaHW3aIuu JEATEITHPHOCTH U (OPMUPOBAHHS OTBITA MTOBEIACHHS
(3amaHme, OOIIECTBEHHOE MHEHHWE, IMeAarorudeckoe TpeOoBaHWE, TOpYyUYEHUE,
MpUYYCHHE, CO3aHNE BOCTIUTHIBAIONINX CUTYAIHid, TPSHUHT, YIIPKHEHHUE, U IP.);

- METOIBl MOTHBAIIMHU ACATCIHHOCTH W TIOBEIEHUs (0100peHue, MOOIIpPEHHUE
COLIMAJbHOW aKTHBHOCTH, TIOPHIIAHWE, CO3JaHHME CHUTYyallii YycIiexa, CO3JaHue
CUTYaIi 7151 SMOIIMOHAILHO-HPABCTBEHHBIX MEPEKUBAHII, COPEBHOBAHUE H JIP.)

[Ipu peanuzanmuu IUCHUIIMHBI  MPEMOJABATENb  JOJDKEH  YUYUTHIBATH
CJIEYIOIINE HAIIPABIICHUS! BOCIIUTATEIHHON ACSITETbHOCTH:

I'pasicoanckoe u nampuomuyeckoe socnumanue:

- popmMupoBaHue y 0OyYarOMIUXCS HEIOCTHOTO MHPOBO33PEHHS, POCCHUICKOM
UICHTUYHOCTH, YBAKEHUS K CBOCH CEMbE, OOITIECTBY, TOCYAAPCTBY, IPUHATHIM B CEMbE U



OOIIECTBE JyXOBHO-HPABCTBEHHBIM M COIIMOKYJILTYPHBIM IIEHHOCTSIM, K HAITMOHAJILHOMY,
KyJbTYPHOMY W HCTOPHYECKOMY Hacleuto, (OPMUPOBAHUE CTPEMJICHHS K €ro
COXPAaHEHUIO U Pa3BUTHUIO;

- hopmMupoBaHue y 00yUJaAIONTIXCS AKTHBHON TPAYKIAHCKON MO3UITNHN, OCHOBAaHHOMN
Ha TPAJAUIMOHHBIX KYJbTYPHBIX, JYXOBHBIX U HDABCTBEHHBIX LICHHOCTSIX POCCUNUCKOTO
oOmiecTBa, /AJisi TOBBIIMIEHUS CIOCOOHOCTH OTBETCTBEHHO pPEaM30BbIBATh CBOU
KOHCTUTYITMOHHBIC ITPaBa 1 00S3aHHOCTH;

- pa3BUTHE MPABOBOM M MOJIUTHUECKOW KyJIbTYPhl O0YyHarOUIUXCSl, pPACIIUPEHUE
KOHCTPYKTUBHOI'O yYacThs B TPHUHSITUU PEIICHUM, 3aTParuBalOlIMX HX IIpaBa U
MHTEPECHI, B TOM YHUCIE B PA3IMYHBIX (JOpMaX caMOOPTraHU3allMU, CaMOYIIpaBIeHUS,
00IIIECTBEHHO-3HAYNMOH JIEITEIILHOCTH,

- hbopMUpPOBAHUE MOTHBOB, HPABCTBEHHBIX U  CMBICIOBBIX YCTaHOBOK
JINYHOCTH, MO3BOJIAKOIIMX  IPOTUBOCTOSTH  JKCTPEMU3MY, KceHo(poouu,
JUCKPUMUHALIUK 10 COLMAIbHBIM, PEJIUTHO3HBIM, PAaCcOBBIM, HAIlMOHAJIbHBIM
MpU3HAKaM, MEXITHUUYECKOW M MEXKOH(PECCHOHATBHOW HETEPIUMOCTH, IPYTUM
HETAaTUBHBIM COLIMAIBHBIM SIBIICHUSIM.

/lyxoeno-nwpascmeennoe socnumanue:

- BOCIIMTAaHUE YYyBCTBA JOCTOMHCTBA, YECTHU WU YECTHOCTH, COBECTIUBOCTH,
YBOKEHUS K POAUTENSAM, YUUTENSIM, JIFOJSM CTAPILIErO MOKOJICHUS;

- opMHpOBaHHE TPUHIIMIIOB KOJUIGKTUBM3MA W  COJUIAPHOCTH, JyXa
MUJIOCEPAUST U COCTPAJaHusl, MPUBBIYKKA 3a00TUTBCA O JIOJSAX, HAXOMSIIMXCS B
TPYAHOU JKU3HEHHOU CUTYAIWH;

- pOopMHpOBaHKE COJUAAPHOCTU M YYBCTBA COLMAJIBLHON OTBETCTBEHHOCTH I10
OTHOLIECHHIO K JIKOJISIM C OTPAHUYEHHBIMU BO3MOXHOCTAMU 30POBbSI, MPEOJOJIECHUE
MICUXOJIOTUYECKUX OapbepoB MO OTHOIICHUIO K JIIOJASIM C OrpaHUYECHHBIMU
BO3MOHOCTSIMH;

- opMHUpOBAHKE HSMOIIMOHAILHO HACBIIIEHHOTO U JYXOBHO BO3BBIIICHHOTO
OTHOIIEHUS! K MUPY, CIOCOOHOCTH ¥ YMEHHS TIepe/iaBaTh APYTUM CBOM 3CTETHUECKHI
OTIBIT.

Kynemypno-npoceemumenvckoe 6ocnumanue:

- popMUpOBaHUE ICTETUYECKON KapTUHBI MUPA;

- popmupoBaHue yBaXKeHUs K KyJIbTYPHBIM IIEHHOCTSM POAHOTO rOpoJia, Kpas,
CTpaHBbI;

- TOBBIIIICHUE [TO3HABATEIILHON aKTUBHOCTU 00YYaIOINXCAL.

Hayuno-obpasosamenvroe gocnumanue:

- hopMupoBaHue y 00yHarOIUXCS HAYYHOTO MUPOBO33PEHHS;

- hopMupoBaHUE YMEHUS MOTyYaTh 3HAHHUS;

- popmMupoBaHuEe HABBIKOB aHAJIM3a M CHUHTE3a MH(OpMAIMU, B TOM YHCIE B
npodeccnoHanbHOM 00IaCcTH.
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Ouenounble Matepuansl Mo aucuumiuie «MudopmaimonHas 6€300aCHOCTBY,
NpelHa3HAYeHHbl JUJI OICHMBAaHUS pe3yJbTaTOB OOy4YEHUS] Ha COOTBETCTBHUE
VHJIMKATOPAM JOCTHKECHUS KOMIIETEHIIUM.

OrneHnBaHue pe3yJbTaTOB OOY4YEHUS M0 AUCIUIUIMHE OCYIICCTBIISIETCS B
pamkax Tekyiero koutpous (TK) u mpomexyTouHOHM arTrecTaluu, NPOBOJUMBIX IO
oamnsHO-periTunroBOl cucreme (bPC).

1. TexHoJI0OrHYecKas KapTa
Cemectp 3

PeliTUHTOBBIE TOKA3aTEHN

HaunmenoBanue
pasnena

KOHTPOJIS

DopMBbI U BUL
oauel k TK2
oauel k TK3
oamnel k TK4

arTecTanus

I Texyuuii KOHTPOIH
JlonmonHuTEILHBIE
6amel k TK1
II Texyuuii KOHTPOIb
JlonmonHuTEILHBIE
III Texymuit KOHTPOIH
JlonmonHuTEIBLHBIE
IV Tekymmii KOHTpOIb
JlomoHnUTENBHBIE
Hroro
[IpomexyTounas

Paznea 1. TK1
«OCHOBHEIE 13
MOHATHA U

p—
o
o
[\®)
[a—y
T

HOPMATHUBHO-
npasoBas 6aza
HH(POPMALMOHHOM
0e30macHOCTH

Tect wnm 2
MHUCHMEHHBIN OIPOC

3ammra 4
nabopaToOpHOiA
paboThI

Paznean 2.
«YnpasjeHue
HH(OPMALHOHHOMI
0€30IaCHOCTHIO»

Tect um 1
MMHCBMEHHBIN OIIPOC

3amuTa 4
nmabopaTopHOA
paboThI

Pa3nen 3. « Mepsl TK2 10 0-3 10-
U cpeJcTBa 13
3aLUTHI
uHdopmanum.
Kpunrorpadpuueck
He cpeacTsa




HaunmenoBanue
pasnena

DopMBbI U BUL
KOHTPOJISt

PeliTHHTOBBIC TOKA3aTEIIH

I Texyuuii KOHTPOIH

JlonmonHuTEILHBIE

oauel k TK1

II Texyuuii KOHTPOIb

JlonmonHuTEILHBIE
6amel k TK2
III Texymuit KOHTPOIH
JlonmonHuTEIBLHBIE
6amnel k TK3

IV Texymmit KOHTpOIB

ﬂOHOJ’IHI/ITCHLHBIC

oamnel k TK4

HUrtoro

[IpomexyTounas

aTTeCTalusa

3aLUTBI
uHdopmanuu
(KC3N)»

Tect um
MMHCBMEHHBIN OIPOC

3amuTa
nabopaTopHOA
paboThI

Pazpnen 4.
HNnentudpuxanms,
ayTeHTH(PUKALUS
U ynpaBJjieHHe
AOCTYIIOM

TK3

13 0-2

15

Tect nm
MHUCHMEHHBIN OIPOC

3ammra
nabopaTopHOA
paboThI

Pazpgen S.
OobecneueHue
0e3omacHoOCTH
uHpopmMannu B
OnepPaIuOHHBIX
cucTreMax

Tect um
MMHCBMEHHBIN OIIPOC

3ammra
nabopaToOpHOiA
paboThI

Pazpea 6.
CpencrBa
AHTHMBHUPYCHOM
3amuthbl (CAB3)

Tect um
MHUCHMEHHBIN OIPOC

3amura
nmabopaTopHOA
paboThI
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Pazgen 7. TK4 11 | 0-3 |11-
OobecneueHue 14
0e3omacHoOCTH
uHopmMaumnu B
KOMIBIOTEPHBIX
ceTsix
Tect um 3
MMHCBMEHHBIN OIIPOC
3ammra 8
nabopaTopHOA
paboThI
IIpome:kyTouHast OM 3ayer
aTrrecTainus
(3auer)
Urorossiit Tect 0-45
2. OueHOYHbIE MATEPUAJIBLI TEKYIIET0 KOHTPOJISI U IPOMEKYTOUYHOM ATTeCTALUH
[IIxana OleHKH pe3yabTaTOB 00yUYEHUs 110 AUCIUILUINHE:
YpoBeHb chOPMUPOBAHHOCTH
WHJIMKaTOpa KOMIIETEHIIUU
N N Huxe N
Bricoknit Cpennuii Huzkuit
3arutaHu- CpEAHETO
Kon PpOBaHHbIC ot 85 o 100| ot 70 1o 84 | ot 55 1o 69 | oT 0 1o 54
WHJUKaTopa pe3yJIbTaThI
KOMIIETEHIIUH | OOYYEHUS O Ilkana onennBaHus
HEY/I0B-
JTUCLIUIUINHE yIOBICT- v
OTJINYHO XOpO1I0 JIETBOPU-
BOPHUTEIBHO
TCJIIBHO
KOH 3a4TCHO HE 3a4TCHO
Komrie- 3HaTh:
TEHLUU
H OCHOBHBIE€ BUbI | YPOBEHb YpoBeHb Munuman | YpoBeHb
yIpo3 3HaHUW B | 3HAHUK B | BHO 3HaHUU
0e30macHOCTH o0beMeE, o0beMeE, JIOTTYCTHM | HHXKE
uHpOpMaIINH, COOTBETCT | COOTBETCT | blil MUHUMAJ
OIIK-3.2 YSA3BUMOCTEHN BYIO IIIEM | BYIO IIEM | YPOBEHb BHBIX
UH(QOPMAIIMOHH | IPOTpaMM | TIPOrpaMM | 3HAHUH, TpeboBaH
BIX CHCTEM, a | ¢ e, HMeeT | UMeeT Wi,
TaKkk€ MEphl U | MOATOTOBK | MECTO MECTO UMEIOT
cpelcTBa u, 0e3 | HECKOJIBKO | MHOTO MECTO
MPOTHBOACHUCTB | OMIMOOK HErpyObIX | HETPyOBIX | TpyOBIC




A arakaM Ha OIIHOOK 1115 (J0 OIINOKH
UH()OPMAIMOHH
bI€ PECYPCHI TIPH
MPOCKTHUPOBAHU
U, pa3paboTke u
BHE/IPCHUU
MIPOrPaMMHOTO
obecrieueHus
nH(OPMAIMOHH
BIX CUCTEM
YMETh:
[Iponemon
a3padaTbIBaTh cTpu
pasp [Iponemon P
MIPOEKTHO- P pOBaHBI
TEXHUYECKYIO P BCE [Iponemon
POBaHBI
JIOKYMEHTAIIHIO Bee OCHOBHBIC | CTpH
MEHUA OBaHBI IIpn
it OCHOBHBIC Y ’ P P
nH(OPMaITMOHH MEHIS peIIeHBI OCHOBHBIE | pEIIeHUH
pIX  cucteM  C | Y ’ BCE YMEHHUS, CTaHIapT
peIeHbI
y4eTOM Bee OCHOBHBIC | PEIICHBI HBIX
TpeOoBaHU 3aa4d = C | TUIIOBBIE 3a7a4  He
OCHOBHEIE
TEKYIIEeTO sanaqn HErpyObIM | 33Jjaud  C | IPOAEMOH
3aKOHOATENIHCT u HErpyObIM | CTpUP
OTJIEJIHHEI
Ba, - omuoKamMu | u OBaHBI
HOPMATHUBHO- , OIIMMOKAMHU | OCHOBHBIE
HECYIIECT
TIPABOBBIX BBIIIOJIHEH | , YMEHHUS,
BEHH BIMU
aKTOB, bl BCE | BBIIIOJHEH | UMEIOT
Hemo4deTa
CTaHIAapTOB | it 3aaHus B | bl BCE | MECTO
BEIYIIUX ’ [IOJIHOM 3aJaHus, rpyObIe
BBITIOJIHEH
MIPAKTHK B Bee 00BeEME, HO HE B | OIIMOKHU
obnactu HO [IOJIHOM
3aaHus B
nHPOPMALIMOHH HEKOTOphI | 00BeMe
N [IOJITHOM
oit e c
00BeMe
0€e30I1acHOCTH HeIoYeTa
MU
BJIAIETH:
HaBBIKAMU
[Ipu
MIPUMEHEHUS [Tponemon | Mmeercs CLLICHI
MIPOrpaMMHO- IIponemon | crpu MHUHUMAJIb Ic)TaHz[a N
amnmapaTHbIX CTpH pOBaHbBI HBII HBIX P
CpeACTB VI | POBAaHbI 0a30BbIE Habop samaq He
aHaIm3a HaBBIKH HaBBIKH HaBBIKOB
MIPOJIEMOH
3AIUIICHHOCTH | MIPU npu IRIE:| i
WHPOPMAIIMOHH | PELLICHUH | PEIICHUH | peIIeHUs OE;HEI
BIX CHCTEM /IS | HeCTaHJap | CTaHJApPTH | CTaHAAPTH 6a30BLIC
BBIPA0OTKH MeEp | THBIX BIX 337124 C | BIX 321144 C HABLLH
NPOTUBOJCHUCTB | 337a4 0€3 | HEKOTOPHI | HEKOTOPHI I/IMGIOT’
U  W3BECTHBIM | OIIHMOOK U | MH MU MECTO
03aM HENOYETOB | HEJOUETA | HEIOUYETa
yrp rpyOble
0€e30IacHOCTH MH MU
OIINOKH

uHpOpMaIUu




OneHka «3a4TeHO0» BBICTABISIETCS 32 HAaOOp 55 OayjioB, BBHICTABISIEMBIX 32
BBITNIOJIHEHHUE JIa0OpaTOPHBIX pabOT B CEMECTpE; PEIICHUs TECTOBBIX 3aJaHUM Ha
JEKIUSAX, PEILIEHUSI UTOTOBBIX TECTOB I10 TEOPETUUECKOMN U MPAKTUYECKON YaCTH.

OneHka «He 3a4TEHO0» BBICTABISIETCS, €CIM KOJIMYEeCTBO HAOpaHHBIX OallioB
HE JIOCTUraeT MOPOroBOro 3HaYeHus 55.

3. IlepeyeHb OLIEHOYHBIX CPEACTB

Kpatkas xapakTepucTUKa OI[EHOYHBIX CPEJCTB, UCIOIb3YEMBIX MPU TEKYILIEM
KOHTPOJIE YCIEBAEMOCTH U TMPOMEXKYTOUHOM arTecTallud OO0ydaromerocs 1o
JUCIUTUIAHE:

HaumenoBanue Onucanune
OLIEHOYHOT'O KpaTkas xapakrepucTKa OLIEHOYHOI'O CPEACTBA OLIEHOYHOT'O
CpeJIcTBa CpeJIcTBa

Tect o 3HaHHE OCHOBHBIX MTOHATHI [Tepeuenn
paznenam TEMBbI/pa3iena/ TUCIIUTLTHHBI ornpeaeneHui
(Temam) OCHOBHBIX MTOHSATUHN
TEMbI/ TUCIUTUINHBI
Otyet mo Brimonnaenue nabopatopHoii paboThl, 00paboTka [Tepeuens 3amanmit
71a00paTOPHOI Pe3yJIbTaTOB UCIIBITAHUIN, U3MEPEHUH, SIKCIICPUMEHTA. Y BOIIPOCOB IS
pabore (OJIP) Odopmienue orueta, 3auTa pe3yJbTaToOB 3aIUTHI
71a00paTOpHOil pabOTHI 1O OTUETY 71ab0paTOpPHOI
paboThI, IEpeUeHb
TpeboBaHU K
OTYETY
Hrorosslii TeCT CucremMa CTaHIapTU3UPOBAHHBIX 3aJaHU, Kommiexr
(TecT) MTO3BOJISOIAs aBTOMaTU3UPOBATh MIPOLIEAYPY TECTOBBIX 3aJJaHUI
U3MEPEHUs YPOBHS 3HAHUHM U YMEHUI 00ydaronierocs

4. IlepeyeHb KOHTPOJIbHBIX 32JaHUIl MM HHbIe MaTepHAJbI,
Heo0X0aAMMbIe /Jisl OLEHKH 3HAHMI, YMEHHMH ¥ HABBIKOB, XapaKTepPU3YyIONIIHUX
Tanbl (OPMUPOBAHUA KOMIIETEHIMA B IIpoIecce OCBOCHNS JTUCHUILTHHBI

Ilpumep 3a0anus

st texkymiero kourpoJs TK1:

IIposepsemas kommetenius: OIIK-3.2 CrnocobGeH mpuUMEHSITh COBpPEMEHHBIC
MHQOpPMAIMOHHBIE TEXHOJOTMM TpPU  pElIeHHH 3a7ad  IpodeccruoHanbHON
JeSATEeTLHOCTH

Bonpoc BapuanTtbl oTBeTa OTtBer

Kakue wu3 IEPEUYUCIICHHBIX KOMIIOHCHTOB | IMOJb30BaTE/IN

nH(OpMaLOHHON CUCTEMBbI MOTYT | 4k THBHBIE NPOTPAMMBI

BBICTYIIATh B POJIU CYOBEKTOB?
npouecchbl

KOMMYTaIlMOHHOE 000PYI0BaHUE

JUHUY TTepeayu HHpopMaun




Bonpoc

BapuaHTthl oTBeTa

OTtBeT

CriocoOHOCTh yI0CTOBEPATH UMEBIIICE
MECTO IeHCTBYE WM COOBITHE TaK, YTOOKI
9THU COGBITI/IH NJin HeﬁCTBHH HC MOT'JIN
OBITh TI03)KE€ OTBEPTHYTHI

HEOTKa3yeMoOCTb

OJJIMHHOCTD

AYTCHTHUYHOCTb

aJICKBaTHOCTb

LIEJIOCTHOCTD

CBoiicTBO MH(POPMALITMOHHOM CUCTEMBI,
00yCIIOBITMBAIOIIEE BO3MOXKHOCTb
peanu3aiy yrpo3bl 0€30MacHOCTH
oOpabaTsiBacMoOi B HEHl mHGOpMAITUN

YAI3BUMOCTH 0€30MaCHOCTH HH(pOpMALUT

yrposa 6ezonacHocTy HHpopMauu

puCcK HHPOPMAITMOHHOMN 0€30MaCHOCTH

aTaka Ha KOMITBIOTEPHYIO CUCTEMY

MHIMJICHT UHPOPMALMOHHOM 6€301MacHOCTH

JleTenbHOCT 1O NPEJOTBPALICHUIO
yTEUKHM  3alluIIaeMoid  MHQOpMaLuy,
HECAHKIIMOHUPOBAHHBIX U
HENpEJHAMEPEHHBIX  BO3JEHUCTBUM  Ha
3aIUIIaeMy0 HHPOPMAIIHIO — 3TO

3ammTa uHGopManun

nHpOopMaIMOHHAs 6€30MaCHOCTD

yrpaBieHue 6e30MacHOCThI0 HHpOopMauu

MEHEKMEHT HHPOPMAIHOHHOM
0€30MaCHOCTH

DNeKTpoHHAs HOAITHUCB, KOTOpast
MOCPEJICTBOM  HCIOJB30BaHUA  KOJOB,
napoJsein WITH MHBIX CpencTB
noaTBepxaaeT  (pakr  (hopMUpOBaHUA

AJICKTPOHHOW TIOJIMHUCH  OTPEICTICHHBIM
JIUIIOM

MpoCTas JJICKTPOHHAA MMOANUCH

YCHUJICHHAA 3JICKTPOHHAsA MOAIUCH

yCHIJIEHHas KBATU(PUIIUPOBAHHAS
3JIEKTPOHHAS MOIUCH

yCHUJICHHAsl HEKBAJTH(PUIIMPOBAaHHAS
JJIEKTPOHHAS MOJIUCH

YCHUJICHHAA NpPOoCTas 3JICKTPOHHAA MOAIUCH

MPOCTast HEKBATU(PUIIUPOBAHHAS
JJIEKTPOHHAS MOIIUCH

Kakoe w3 mepeuyuclieHHbIX  CETEBBIX
YCTPOUCTB MOXKET BBIMOIHATH (DYHKIMH
MEKCETEBOI0 3KpaHa?

KOHIIEHTPATOp

MapHIPyTH3ATOP

KOMMYTAaTop 3 ypoBHS

pETpaHCIATOP

KOMMYTaTop

MeTMaKOHBEPTEP

Cpenun MIEPEUYHCIIEHHBIX IIyHKTOB
BBIOCpUTE JCUCTBHS, NS COBEPIICHUS
KOTOpBIX JIOJDKHA OBITh MpelHa3HayeHa
MporpaMma, YTOOBI CUMTAThCS
BPEIOHOCHON  (COTJIaCHO  OIpeNeIeHHUI0
BPEIOHOCHOW IPOTrpaMMbl U3 YTOJIOBHOTO
Kojzekca PD)

HECaHKI[HOHUPOBAHHOE PacIpOCTPAHCHNE
uHpOpMAIIU

BBIBOJI U3 CTpOsi KomnoHeHToB YIC

HECAHKIIMOHMPOBAHHOE YHUYTOKEHH e
uHdopMmanumn

nouck ysizsumocteit B UC

HelTpaau3anus CPeACcTB 3alNThI
KOMIIbIOTEPHOI HHGOpMAUH

K xakoii rpynme yrpo3 uHdopmMamoHHOM’
0€30MacHOCTH OTHOCHTCS

IIPOrpaMMHBIE

anrmaparHble




Bonpoc BapuaHTthl oTBeTa OtBer
I[CSI/IH(bOpMaHI/IH, COKPBITUEC nim I/IH(l)OpMaIII/IOHHLIe
UCKa)keHue nHpopMaIu
CHCTEMHBIE
BHEIIIHHE

Oco0b1i BUJI OTHOIIIEHUH MEXTY
rocyfapcTBaMM, TIIpH  KOTOPOM  JJIst
pasperieHus CYILIECTBYIOIINX
MEKI0Cy1apCTBEHHBIX POTHBOPEYHA
UCIIOJIB3YIOT-CSI  METOJbI, CPEACTBA U
TEXHOJOTUU CHJIOBOTO BO3JEHCTBUS Ha
MH(POPMAIIMOHHYIO chepy ITUX
rocyapcTB

HNudpopmannoHHas BoiiHA

Texnomorust mmdpoBaHus Beei
nHOpMAIIHNHY, Pa3MEIICHHOM Ha )KECTKOM
JIVICKE /IS 3alIUTHl OT YTEYKU JAHHBIX,
pa3paboTanHast komranueir Microsoft

BitLocker




st Tekyuiero kourpossi TK2:

IIposepsemas kommneteHius: OIIK-3.2 CnocobGeH mpuUMEHSITh COBpPEMEHHBIC

WHPOpMAIIMOHHBIE  TEXHOJOTHU TPU  pelIeHUH 3aJad  IpodeccHoHaTbHON
JICATEIILHOCTHA
Bonpoc Bapuantel oTBeTa
AKTyalbHOCT M HENPOTUBOPEUYMBOCTH | LEJOCTHOCTH
uHboOpMalMK, €€  3allMIIEHHOCTh  OT JIOCTYITHOCT
paspylleHdus W HECaHKIMOHMPOBAHHOIO
3MOHCHIIS KOH(UIEHITHATBHOCTh
HEOTKa3yeMOCThb
a/IeKBaTHOCTh
CoOBOKYNHOCTh YCJIOBUH WJIHM JACWUCTBUH, | yrpo3a 6e3omacHocTH uH(popManuu
CO3MIATONIMX MOTEHIMATBHYIO HIH PEANBHO | 1ok GesomacHOCTH MHbOPMAIH
CYLIECTBYIOIYI0 ~ ONAcHOCTb  HapyILIEHUS 5
GesomacHocTH HHbOpMAIHH ySI3BUMOCTB 0€30MacCHOCTH UH(POPMALIUH
aTaka Ha HH(OPMAIIMOHHBIE PECYPCHI
VYcranosure COOTBETCTBHE MEXy | aKTUBaLUs
MOHATUSAMH U ONPENIEIECHUSAMU: BepHdUKAIIST

1) npoueaypa pacnosHaBaHuA cybbeKkTa no

ABTopusanus (3)

ero naeHtTuouKaTopy

2) npoBepka MOA/MHHOCTM CcybbekTa ¢

Nnentndguxanus (1)

[aHHbIM MAEHTUPUKATOPOM
3) npoueaypa npenocTaBAEHUA 3aKOHHOMY

cybbeKTy, ycnewHo npoweaLlemy
naeHTMdUKaumio Z ayTeHTMdMKaumio,
COOTBETCTBYHOLLMX NOJIHOMOYNIA Z

[OCTYMNHbIX PECYPCOB CUCTEMbI

AyreHTudukanus (2)

BpenoHocHasi nmporpamma, HCHOJB3YIOLIAs

cydep

JUIsL  CO3JIaHUS CBOMX KOMHUH Ha JIPyrux

TPOSTHCKas! Iporpamma

KOMIIBIOTEpPAaX CETEBBIE PECYPCHl U CEPBUCHI,

HAa3BIBACTCS 1epBL

09K 1I0p

SKCIIOUT
Meto1 KpUNTO3AMMUTHI, TPEACTABIISIIOIIAI XelMpoOBaHUe
c000if KOHTPOJILHOE MTPe0Opa3oBaHUe KPUTITOAHATH3
WH(OPMAIINN: U3 JAHHBIX HEOTPAHUICHHOTO

creranorpagus

pasMcepa ITyTEM BBITIOJIHCHUA
KpUntorpagu4ecKkux mpeoodpa3zoBaHui

OJICKTPOHHAA IMOAIHNCH

BBIUUCIICTCS JaijKecT (PUKCUPOBAHHOM
JUIMHBI, OJHO3HAYHO COOTBETCTBYIOILIEE
HCXOJHBIM JaHHBIM

ayTeHTU(UKAIIHS

Kakoii Bug MO gomosiHSIET 3KpaHUPYIONIUH

SKpaHUPYIOLINNA UTI03

MapuipyTu3aTop  (QyHKIUSAMH  KOHTPOJIA

NaKeTHbIN GUuiIbTp

BUPTYaJbHBIX COEIWHEHUH U TPAHCISALUU

IIJII03 CEAHCOBOT0 YPOBHSI




Bomnpoc

Bapuantel oTBeTa

BHyTpeHHuX [P-anpecon?

IIPUKJIATHOM [IUTIO3

SKpaHUPYIOIIUI MapIIPyTU3aTOP

BpenonocHast mporpaMma, —peanusyromas
HECAHKIIMOHHPOBAHHBIC JICHCTBHS,
HampaBlIEHHbIE Ha HapylIeHHe 0e30MacHOCTH
HUC, 06e3 co3gaHus COOCTBCHHBIX KOIMH,
Ha3bIBACTCS

BPEJOHOCHOHN YTUIUTON

CCTCBLIM YCPBEM

02KI0pOM

TPOAHCKOM NPOrpaMmmoit

¢y nepom
K kakoit rpynme yrpo3 wHGOPMAIIMOHHOM | ammapaTHbIe
0e30macHOCTH OTHOCHTCS. ~ HE3aKOHHOC | .porenimpie
KOIMMPOBAaHUE JAHHBIX B MH(OpPMaIH-OHHBIX
cHcTeMax BHCIIIHNC
IIPOrpaMMHBIE
HH(OpMaLUOHHbIE

Mepsb! 3amuThl HHGOPMALIUY, OTHOCSIIUECS
K OPTaHU3alMOHHBIM MEPOIPUSATUSIM

(GWIBTpPBI, SKpaHbI HA armaparypy

YCTaHOBKA CPEJICTB AHTUBUPYCHOM 3aILUTHI

SJICKTPOHHBIC KITFOYU Ha MUKPOCXEMaAX

OrpaHH4ceHHue J0CTynma JUull B KOMIIBIOTCPHbLIC
NnoMemecHu s

XpaHeHHe HOCHTeJIell U YCTPOMCTB B ceii(pe

[Tonp3oBarens, 00Ia7AIONINN TIPABOM YTCHUS
KypHajga  O€30MacHOCTH  ONEPALMOHHOM
CHCTEMBI

ayaIuTop




Jst Tekymero kourpoJst TK3:
[Iposepsiemass komnereHuus: OIIK-3.2 VYyuThiBaeT mnpu pemeHun 3anad
npo(hecCHOHANBHOM JIESITENFHOCTH OCHOBHBIE TpeOOBaHUA K HMH(POPMAIMOHHOM

0€30I1aCHOCTH

Bonpoc BapuanTtbl oTBeTa
Kakas ¢pyHKIMS MeXKCeTeBOro 3kpaHa | KIIIMPOBAHUEC
MO3BOJISIET CKPBIBATH TOTIOJIOTHUIO TPAHCJIALMSA CETEBbIX A/IPECOB
BHYTPEHHEHN CETH OT BHEIIHHUX UICHTUDUKAIIS
OJIb30BaTeNeH? aJMUHUCTPUPOBAHUE
ayTeHTH()HUKAIHS
BreiOepure  BepHble  yTBepKacHus, | Jlo0aBmATH  3amuMcH B JKypHal — ayAMTa  MOXET

Kacaromuyecss TpeOOBaHWH K ayIauTy
coObITuii B OC

oncpanroHHadg CUCTEMA U AIMUHUCTPATOP

PeI[aKTI/IpOBaTB WJIn YyAAATh OTACIIBHBIC 3allrCu B
KypHAJIe ayIMTa HE MOXKET HU OJIMH CYOBEKT JOCTYIIA,
kpome camoit OC

IIpocmaTpuBaTh :KypHajJ ayauTa MOIYT TOJbKO
NMoJIb30BaTe/M, o00JaJaliue COOTBETCTBYIOLIEH
npUBWJIErnen

OmnepanuoHHas cucTeMa He JOJDKHA MOIJIEPKHUBAThH
BO3MOXKHOCTh COXpPaHEHHs J>KypHala ayauTa Iepen
OYHNCTKOH B JIpyrom ¢aiine

Ounmare  KypHAJa  ayaMTa  MOIYT  TOJBKO
N0JIb30BATEIH-aYAHTOPBI

IIpouenypa npoBepKkH NOAJIMHHOCTH ayTeHTH(pUKALUsI

BXOJISILET0 B CUCTEMY O0BEKTa

(moib30BaTels, IpoLecca Uiu

YCTPOWCTBA), IPEAbSIBUBIIETO CBON

UACHTU(DUKATOP HA3bIBAECTCSA

Bribepure BepHbIE yTBEpKICHUS CummerpuyHoe  mM@poBaHME  MMEET  BBICOKYIO
CKOpOCTh MHK(POBAHUS, HO CIIOKHO B peau3aluu
CummerpuyHoe mM@poBaHHe NPUMEHUMO [IIA
m¢poBaHus JAHHBIX IPOU3BOJIbHON JJIHHBI
[Ipu CUMMETPUYHOM M poBaHUU nepeaaya

CEKPETHOr0 KJI0Ya MOXKET OBbITh OCYIIECTBJICHA I10
00IIeTIOCTYITHBIM KaHAJIaM CBSI3H

[Ipobnema pacnpeneneHus  Kioued  mudppoBaHUs
MCKAY IMOJB30BATCIIIMU HNPUCYTCTBYCT TOJIBKO JJIA
ACHMMETPHUYHOTO MU(POBAHUS

Paznoxenue MaTpulbl AOOCTyIIa II0
CTpOKaM MO3BOJIACT IMOJIYYHUTH

MAaHAAThI BO3MOKHOCTEH

JIOMEHBI 0€30IIaCHOCTH

MAaHJIaThl IIOJTHOMOYHUU

JIOMEHBI TTpaB JOCTYIIa

CIUCKU MpaB JOCTymNa

[Iporoxon SSL wucnons3yercs s
3aIUThl  MUH(OPMAIIMOHHOTO OOMEeHa

TPaHCIIOPTHOM ypPOBHE

CeaHCOBOM YPOBHE




Bonpoc

BapuaHTthl oTBeTa

Ha

CETEBOM YPOBHE

MPUKJIaTHOM YPOBHE

VYkaxuTre BCce CBOMCTBA CUTHATYpPHOTO
aHaJM3a, KOTOPhIE MOXKHO OTHECTHU K
€ro HeJl0CTaTKaMm:

IIPH YCTICIITHOM OIPEIEICHHUH, JICUCHUE «3aPAKCHHOT O
00BEKTA YaCTO HEBO3MOIKHO

He MO03BOJIsieT 00HAPYKUBATH HOBbIEe BPEJOHOCHbBIE
NMPOrpaMMbIl

TpedyeT 3HAYUTEJIbHBIX YCHJINH 110 00HOBJIEHHIO 0a3
CUTHATYP

CKJIOHEH K  OoJybIomy
BPEIOHOCHBIX TIPOTPaMM

KOJINYECTBY  MPOITYCKOB

CKJIOHEH K  OoJsbmomy
cpabaTbIBaHUN

KOJIMYCCTBY JIOXKHBIX

K Kakou rpymnme yrpo3
MH(POPMAIIMOHHOMN 0e30macHOCTH
OTHOCHTCSl TepexBaT HMH(OpPMALUH B
JIMHUAX CBA3U

TEXHHUYECCKHUEC

anrmaparHble

IIPOrPaMMHBIE

busnueckue

UH()OPMAIIMOHHBIE

Breibepure  Mepsl Mo 3amuTe
UHOpMAIHH, OTHOCSIIHECS K
TEXHUYECKHM

KJII0Y /IS OJIOKMPOBKH KJIaBHATYPbI

3JEKTPOHHBIC KJII0OYM HA MUKPOCXEMax

MapOJIbHBIN AOCTYII — 33JIaHUE MOTHOMOYNI
110JIb30BaTCIIs

(puabTPBI, IKPAHBI HA ANNAPATYPY

YCTPOMCTBA ayTeHTH(PUKAIUT

[Tpu n36MpaTenbHOM pa3rpaHUYCHUN
JOCTYTIa JAHHOE MOHATHE OTIpeIeIsieT
Habop 00BEKTOB M TUIIOB OTIEPALIUH,
KOTOpBIE MOTYT IPOU3BOANTHCS HAJl
KaX/IbIM 00bEKTOM ONEPAIHOHHON
CHCTEMBI

MaTpHIia J0CTyIIa

JIOMeH 0e30IacCHOCTH

JOMEH ITOJIHOMOYHN

MaTpHIla MaH/IaTOB

JIOMEH JIOCTYyTIa




Jist Tekyero kourpoJsi TK4:

[Iposepsiemass komnereHuus: OIIK-3.2 VYyuThiBaeT mnpu pemeHun 3anad
npo(hecCHOHANBHOM JIESITENFHOCTH OCHOBHBIE TpeOOBaHUA K HMH(POPMAIMOHHOM
0€30MacHOCTH

Bonpoc BapuanTtbl oTBeTa

Ha xakux ypoBusx moaenu OSI CEaHCOBBIN
(bOpMUPYIOTCSI BUPTYaJIbHBIC 3aUIIEHHBIC | KAHAJIBHBIH
KaHaJIbl IEpelaun JaHHBIX? MpeICTaBICHUS

ceTeBoM

MIPUKIIAHOMN
MeTton oOHapyKEHHS BPEJOHOCHBIX KOMILJIEKCHBIM aHAJIN30M
IIPOrpamM, CyTb KOTOPOTO 3aKJIFOUAETCS B METO/I0M TOYHOTI'O MTOMCKA
MOUCKE YYaCTKOB KOJIa UCTIOJIHIEMOTO 3BPUCTHYECKUM aHAJIN30M
00BEKTa, OTBEYAIOIINX 32 KOHKPETHbBIE CUTHATYPHBIM aHAJIU30M
BpPEJOHOCHBIE ICUCTBUS, HA3bIBACTCA METOIOM SMYJISIIHH KOJa
Ha3Banue aTaku Ha MIPOTOKOJIBI | MACKAPaJ

ayTeHTU(UKaUU, B KOTOPOIl MOJIB30BATENb
MBITACTCS BBIIATH ce0s 32 IPYroro C IENIbIo
HOHy‘IeHI/IH HOJIHOMO‘-II/Iﬁ U BO3MOXHOCTH
JNEWCTBUM OT JIMIA JPYTOro MOJb30BaTENsA

Nudopmanus B 351eKTpOHHOM Gopme, cepTuduKaT KJltoua MPOBEPKH 3JIEKTPOHHOM
KOTOpasi IPUCOEIUHEHA K IPYroi oA CH

nH(poOpMaIuu B 3JIEKTPOHHOU (hopme mim 3JIeKTPOHHAS NMOANUCH

MHBIM 00pa3oM CBs3aHa C TaKOH KJIFOY JIEKTPOHHOW MOJITUCH

uHpoOpMaIMen U KOTopast HCIOIb3YeTCs JUId | KBATH(HIIMPOBAHHBIN CePTU(HHUKAT

OnpeacJICHUA JInIla, MOANUCHIBAIOIICTO KJIFOY ITPOBEPKU JIEKTPOHHOM MOANKCH
MH(pOpMALIIO CumMeTpuvHOe IM(PpPOBaHHE MPUMEHUMO IS

mu(poBaHus JAHHBIX NPOU3BOJIbLHOMN JTJIUHbI
[lpu cummerpuyHoM 1mMdpPOBaHUU TMepenavya
CEKPETHOTO KJII0Ya MOXKET OBITh OCYIIECTBICHA
10 OOIIEAOCTYIHBIM KaHaJIaM CBS3H

[IpoGnema pacnpenenenus Kio4ei mudpoBaHus
MEXy TOJb30BaTEeNIMU MPUCYTCTBYET TOJIBKO
JUTSL ACUMMETPUYHOTO MIH(PPOBAHUS

Buz 21eKTpOHHOM MOANKCH, MO3BOJISIONMH | KBATH(GUIUPOBaHHAs 3J1eKTPOHHAs! IIOANHCH
OpPraHM30BaTh  FOPUIMYECKH  3HAYUMBIN | IPOCTast JIEKTPOHHAS NOIIHCH

3IEKTPOHHBIN JIOKYMEHTO000pOT ¢ | HeKBanU(UIIMPOBAaHHAS 3JIEKTPOHHAS MOAIUCH
MapTHCPCKUMHU KOMITaHUSIMU, oprafHamMun pacMpCHHAasA 3JICKTPOHHAA NOANMCH
roCyJapCTBEHHOM BJIACTH u

BHEOIO/DKETHBIMH (DOHIaMU
B3anmMHas ayreHTH(HKAIMS 00CHX CTOPOH B | 0OMEHA OTKPBITBIMU KJIFOYaMH CHMMETPHYHOTO
SSL BeIMOJIHSAETCA TyTEM mrpoBaHis

o0MeHa ¢ poBbIMH cepTuUKATAMU
OTKPBITBHIX KJKYEll MoJib3oBaTeliell (KJIMeHTa
H cepBepa),  3aBepPEeHHbIMH nudposoit
NOANUCHI0 CNENUATbHBIX CePTH(PUKAIMOHHBIX




Bonpoc

BapuaHTthl oTBeTa

HEeHTPOB

00MEHa OTKPBITBIMU KJIIFOYaMU aCCUMMETPUYHOTO
¢ poBaHus

oOMeHa ciryyaifHO CreHepUPOBAHHBIMU MAPOJISIMU

K kako¥ rpyrmmne yrpo3 oTHOCUTCA
BHEJPEHHUE «BUPYCOBY, allllapaTHBIX U
MPOTrPaMMHBIX 3aKJIJJOK

anrmaparHble

busnueckue

UH(POPMAIIMOHHBIE

TCXHUYCCKHEC

NporpaMMHbIe

JIr060i1 a11eMeHT OnepariOHHON CUCTEMBI,
JOCTYI K KOTOPOMY TOJIb30BaTeNIeH U
ApyTuX CyOBEKTOB AOCTYIa MOKET OBITh
MIPOU3BOJILHO OTPAHUYEH (€CIIM OTBET
COCTOHT U3 OOJIBIIIC YEM OJJHOTO CIIOBA,
HaITUIIIMTE CJI0BA Yepe3 mpooe)

00BbeKT AocTyNnA

CyOBeKT, KOTOPOMY MPUHAICKHUT OOBEKT
ONepalMOHHON CUCTEMBI M KOTOPBIN HECET
OTBETCTBEHHOCTb 33 KOH(UICHIINATIbHOCTD
cojiepkaiieiics B 00bekTe HH(pOpMaInH, a
TaKXKe 3a LEJIOCTHOCTb U IOCTYITHOCTb
00beKTa

BJIaaeJen

CpenctBo 3amurhl, ucnonbzyemoe B OC
Windows a1t CHUKEHUS pHCKa YCTAaHOBKU
BpenoHOCHBIM [1O HexenaTenbHOU
IIPOrpaMMbl MJIM BHECEHUS ONACHBIX
W3MEHEHUH B CUCTEMY.

Windows Filrewall

Action Center

Windows Filtering Platform

PowerShell

User Account Control

Jsl IpoMeKyTOYHOM aTTecTalMu:

[Tpumepsl 3a1aHMiA:
1. Jlano:

- IOIyCTUMas BEpOSITHOCTH 110100pa 1mapoJis 310yMblnuieHHuKoM 0,0277972
- CKOPOCTh MO00pa MapoIsl 3M0yMBIIIIIEHHUKOM 493 maposeii(-51) B MUHYTY
- CpOK JiecTBUA napostst 17 aHei(-51)

- MOIIIHOCTH ajipaBuTa maposist 49 CUMBOJIOB

Haiitu nyimHy napoJis, COOTBETCTBYIOINIYIO 3a/IaHHBIM YCIIOBUSIM.

2. 1aHo:

- IOIyCTUMasi BEPOSITHOCTH 1MO100pa napois 3noyMeiiiuieHHuKoM 0,0000148
- CKOpPOCTh TOA0Opa MapoJisi 3J0yMbIIUIEHHUKOM 493 maponei(-is,-ib) B

MUHYTY




- CpoK nericTBus naposist 1 Heaenn (-5, -u)

- MOIITHOCTH ajidaBuTa napodsi 49 cuMBOJIOB

Hairru:

- JUTMHY MapoJisi, COOTBETCTBYIONIYIO 3aJaHHBIM YCJIOBHSIM.

OTBeT 10JKEH OBITh LIETBIM YHCIIOM.

3. Man 3ammdpoBaHHbINA TEKCT "ONTBYITHBUBTTH"

Kakoe kioueBoe cI0BO OBLJIO HCHOJIB30BAHO, €CIM MCXOJIHBIM TEKCT
"ayTeHTUdUKaIUA".

4. Amuca mnepenana boOy oTkpwithiii kitou (7,143). bo6 oTBetmn Anuce
3amudpoBaHHBIM coobOmeHrem "135".

EBa nepexBatuiia cooOuieHre U Mpou3Besia Ha HETO YCIEIIHYIO aTakKy.

Hamummre B KkadecTBe OTBeTa HCXOAHOE cooOmieHne boba (uuciao 0e3
KaBBIYEK).

5. bo0 nonyuun ot Anucel Tpu uucna: p =19, g=5, A = 6. bo0 BeiOpan cBoit
3aKpBITHIA KIt04 b = 7 1 oTnpaBuil Anuce OTKPBITBIM Kitod B, a Takke paccuuran
o6mmii cexkpetHbiit ko4 K. Paccuuraiite B u K.

OtBert 3anuiuTe 6€3 MpooOesioB YrciiaMu Yepes 3amsiTyto B popmare: B,K
6. PacnpocTpaHeHue BIUSHUSA OJHOTO 3HAKa OTKPBITOIO TEKCTAa Ha MHOIO 3HAKOB
MUPPTEKCTA, YTO MO3BOJISIET CKPBITh CTATUCTUYECKUE CBOMCTBA OTKPHITOTO TEKCTa
Ha3bIBAETCS
7. - TMPEIIoJIaraeT HCIHOJb30BaHUE TAKUX MMIUQPPYIOMIUX
npeoOpa3oBaHui,  KOTOpPHIE  YCIOXHSIOT  BOCCTAaHOBJIICHHE  B3aMMOCBS3U
CTaTUCTUYECKUX CBOMCTB OTKPHITOTO U MH(POBAHHOTO TEKCTOB
8. IlposiBneHue 3aBUCHMOCTH BCEX BBIXOJHBIX OMTOB MU(POTEKCTa OT KaxI0ro
BXOJIHOTO OMTa OTKPBITOTO TEKCTA HA3BIBACTCS s dhexTom
9. VYcraHoBHTE COOTBETCTBHE MEXIy THUIIAMHU KPHUITOCUCTEM H  BUIAAMH
KpunTorpaduueckux npeoOpa3zoBaHHit

1) OeckiroueBbie a) XEIMpPOBAHUE
2) OIHOKIIFOYEBBIC b) cumMerpruuHOe mudppoBaHue
3) IBYXKJIHOYEBBIE C) acUMMETpUYHOE Iu{pOBaHUE

10. VYcraHoBuTE€ COOTBETCTBUE CTAHAAPTOB MIU(PPOBaHUS W  KOJIMYECTBA
UCITI0JIb3yEMbIX B HUX PayHI0B M (ppoBaHUs

1) AES128 a) 10 paynmnos
2) AES192 b) 12 paynnos
3) AES256 ¢) 14 paynnos
4) DES d) 16 paynnoB
5) 3DES e) 24 paynaa

f) 48 paynnos
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