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1. Ienb, 3a/jauu ¥ IVIAHKPYyeMble pe3y/IbTaThl 00yUeHHs M0 JUCHUILTHHEe

Llesp 0CBOeHUST JUCLIMIUIMHBL: CUCTEMHOTO TTOAX0/a, NPaKTUYeCKUX 3HaHWW U HaBbIKOB
B 00sacTH Co3maHUs W TIpuMeHeHus [UdPoBbIX ABOMHUKOB (L1/]) sHEpreTHueckoro
o0Opy/IoBaHUSI W CHUCTeM /i pellleHdsl 3a7ad TPOeKTUPOBaHMs, MOHUTOPHHTA,
[MarHOCTUKH, ONITUMU3ALIUU PEKMMOB Y UHTEJUIeKTYa/IbHOT'O yIIpaB/IeHus.

3ajjauamMu  AUCLUIIMHBIL siBJisitoTCs: ChopmupoBaTh moHWMaHue KoHuernuuu L[], ero
apXUTEKTYpPhl U MeCTa B >KU3HEHHOM I[UK/le 3Heproo0bekTa (OT MPOeKTUPOBAHUS [0
BBIBO/Ia M3 SKCILTyaTalliu).

W3yuuTh TexHOMOTHUeCKuit cTek co3ganus LI: ot c6opa gannbix (IIoT, Smart Grid) u
reoOMeTpUYeCcKoro MOJe/MpoBaHus 10 UMUATALIMOHHOIO MO/e/IMPOBAHUS U UHTerpanuu
Ha MPOMBII/IEHHBIX [J1aT(opMax.

OcBouTh MeTOAWKUA pa3paboTKu KOMIOHeHTOB L[/l [is1 THIIOBBIX OOBLEKTOB
3/IeKTPO3HEePreTHKH (3/1eKTpo0bopy/i0BaHKe, MOCTAaHLIUU, TeHepaTopbl, CETH).

KommeTeHIIMY ¥ UHIUKATOPhI, (hOpMHUpPYeMbIe Y 00YJarOIUXCs:

Ko/ 1 HaviMeHOBaHYe KOMIeTeHI[UH Kop u HavMeHOBaHHe

ITK-1.Crioco6eH oCyIecTBsTh 3KCriyaramnuio, [11K-1.3 Mcnons3yer L1(ppOBOE TPOEKTHPOBAHKE
pa3BuTHe U LM(POBYIO TpaHCchopMaluto cuctemM MOJE/IMpOBaHNie  peXHUMOB pabotel  cucTeM

aBTOMAaTU3aLuK U ylpas/ieHus dBTOMaTH3aly.
TeXHOJIoruueckumu rpoteccamu (ACY TII)
5Heproo6HeKTOB [1K-1.6. [leMOHCTpHpyeT MOHMMaHUe MOCTPOeHUs]

1 obecrieueHrs KuOepOe30macHOM 3KCILTyaTaluy
ceTeBOM MH(PACTPYKTypbl CUCTEM yTpaBjieHUs U

KOHTPOJIA 3HepF006'b6KTOB.

2. MecTo aucuuiuiuHbl B cTpyKType OI1
[IpenmecTtByrome  JUCLATIUHBI (monymm), mnpaktuku, HWP, ngp. B51.0.07
Marematuyeckue MeTO/Ibl MO/IeJIMPOBAHUS U IIPOTHO3UPOBAHUSI.
b1.B.01 udpoBsie cucTeMbl aBTOMAaTU3alliU U yIIpaB/IeHUs
[Tocnenytonye AUCHUTIIMHBI (MOAY/N), TpakTuky, HUP, np.
b2.B.02(IT)  TlpousBojcTBeHHasi  TpakTuka  (mpoekTHas), b2.B.03(I1xn)
[Tpou3sBoACTBeHHAs TIPaKTHKa (MpeAAUryIoMHast)

3. CTpyKTypa M cojeprKaHue JUCLUIIMHBI
3.1. CTpyKTypa AUCIMIIIMHBI
s ouHOM (popmbI 06yUeHuUs

Buy, yue6HO# paboTsI Bcero Cemecr
3E Bcero p
4yacoB

3
OBIIAA TPYJOEMKOCTbH IVNCHUITJIVTHBI 3 108 108
KOHTAKTHASA PABOTA* - 38 38
AYINTOPHASA PABOTA 0,7 24 24
Jlekiuu 0,2 8 8
[TpakTHueckue (ceMUHApCKHe) 3aHATHS 0,5 16 16
JlabopartopHblie pabOThI - - -




CAMOCTOMATEJILHASI PABOTA OBYUYAROIIIETOCS  [2,3 84 84
ITpopaboTka yueOGHOTO MaTepHrasa 1,3 48 48
KypcoBoi1 npoekT - - -
Kypcogast pabora - - -
[ToaroToBKa K MpoMeKyTOYHOM aTTecTaljuu 1 36 36
[TpoMe)xyTouHasi aTTeCTaLUsi: 3




3.2. Copepxanue JIMCIIUILTHHEI, CTPYKTYPUPOBaHHOE mo pasfenam "
BH/JaM 3aHATHH
Pa3pgensbi Pacripepenienve @®opmbl U | VIHAEKCHI UHIUKATOPOB
JACLIUTITHBI 8 TPYZA0E€MKOCTU BU/I dbopMupyembIx
§ 110 BUIaM YueOHOM paboThl | KOHTPOJIS KOMITeTeHLIUN
o ~ \a) ; o}
EOE R R | E
= 18 |8 | B
36 1 0 3 4 TK 1 I1K-1.3, IIK-1.6,,3
Paznen 1.
TeopeTryeckue OCHOBBI
LIM(POBBIX JBOMHUKOB
B 37IeKTPO3HepreTrKe
36 2 0 3 8 TK 2 ITK-1.3,ITIK
Pa3zen 2. PazpaboTka -1.63,Y
KOMITOHEHTOB
L1(pOBOTO ABOMHUKA
1 0 2 8 TK3 IIK-1.3,IIK -1.6
Paspgen 3. [IpuMmenenue, 3,
BU3ya/in3aliysi 1 3allyTa
MpoeKTa
3auer 0 oM IIK-1.3, IIK -1.6
3,¥,B
Hroro 3a 3 cemectp 108 8 0 16 48
UTOIro 108 8 0 16 48




3. 3. Copiep>xaHue AUCLMII/IMHbI

Pa3pen 1.TeopeTnueckue 0CHOBBI IU(PPOBBIX IBOUHUKOB B 3/IeKTPOIHEPreTUKe
Tema 1.1. Beezienue. Lludpoasi TpaHcdopmaliysi B 3/1eKTpO3HeEpreTHKe. DBOJIIOLUS OT
CAD u SCADA K 114(ppoBbIM IBOHUKAM.

ABTOMaTtH3anus NpoekTUpoBaHus. Ilepexos OT KynbmaHa K LM(POBBIM UepTekam,
pacyeTy pe>KMMOB U MO/[e/IMPOBAaHUI0 000PY/IOBaHUS Ha JTare CO3/jaHMusl.
ABTOMaTU3alusi ynpapjeHus. BHeapeHue cucteM cbopa JaHHBIX M JUCIIETUEPCKOro
KOHTPOJIS IJI1 MOHUTOPHHIA TEKYILlero COCTOSIHUS CEeTH.

Tema 1.2.KoHueniusi, apxurekTypa U >kusHeHHbIM 1uKa L/1. Onpegenenus (Digital
Model, Shadow, Twin). Kommnonentsl I/ mo ISO 23247. JKu3HeHHBIM I[UKI
(mpoekTupoBaHue, 3KCIuTyatanus, yruinsauus). Cea3e ¢ PLM-cucrtemamu.

PyuHol1 0O0MeH JJaHHBIMH MeXKAy (hH3uuecKuM U U(ppoBbIM 00beKTOM (Harpumep, 3D-
mogenb B CAD, He 06HOB/IsieMasi B pea/lbHOM BPeMeHH C IaTYMKOB).

ABTOMaTHUeCKWl TIOTOK JIaHHBIX OT (U3Mueckoro oobekra K LuppoBomy. CocTosiHre
MeHsIeTCsl BCJie[ 3a peasibHbIM 00beKTOM, HO 06paTHOTO B/MsiHUS (YTIpaB/IeHUs) HeT.
Tema 1.3. [aunbie pans LA: wucrounuku, cbop u wunterpauus (IloT, Smart
Grid). laTuvKu U CHUCTeMbI U3MEPEeHHs B 3/IEKTPOSHepPreTHKE.

PyuHoii o6MeH JaHHBIMU MeXAy (GU3NUeCKUM U [UPPOBLIM 00beKTOM (Haripumep, 3D-
mMogiens B CAD, He 0O6HOB/IsieMasi B peaJlbHOM BPeMeHH C IaTYMKOB).

ABTOMaTUUeCKUM TIOTOK JJaHHBIX OT (u3nyeckoro oobekTa K 1udppoBomy. CocTosiHUEe
MeHsIeTCsI BCjie[, 3a peasibHbIM 00BEKTOM, HO 0OpaTHOTO B/IMsIHUSA (yTIpaB/ieHus1) HeT.

Pa3pen 2. Pa3paboTka KOMIIOHEeHTOB (GPOBOro JBOMHUKA.

Tema 2.1. I'eometpuueckas u pusnyeckas mogenb. (CAD/CAE).

Tpebosanus k 3D-mozensm Agist L], CBsi3b reoMeTpUM C pacueTHOM ceTKoi. BBeseHue
B KOHEYHO-3/1eMeHTHbIW aHanmu3 (MKO3) a/1g TenioBbIX ¥ 371eEKTPOMarHUTHBIX PacueToB.
l'eometpuueckass wmogens (CAD) pgaér I/ «aHaToMuio», ¢u3ndeckas Mo/ieslb
(CAE/MK3) — «dusuonoruto».[Ias1 31€eKTPO3SHEPTeTUKU KJ/IOUeBble pPAaCuéThl —
TeI/IOBbIe U 3J7IeKTPOMarHUTHbIE, BbITIOJ/IHSIEMble METOJOM KOHEUHBIX 3JIeMEHTOB.

Tema 2.2. MaTemaTHueCcKre U UMUTALIMOHHbIE MOJe/U (Siipa IBOMHUKA).
MogenvpoBaHve  371EKTPOMarHUTHBIX U 3JIEKTPOMEXaHUYEeCKUX  IepexOHbIX
TIPOLIeCCOB.

Tema 2.3. VIHTerpaiyisi KOMIIOHEHTOB U OpraHu3alysi 00paTHOM CBSI3U.

[TaTrepHnl uHTerpanmu. Cesizsb CAD-CAE-Simulation. Opranuzaiusi 1jukia "00beKT-
JBOMHUK-aHa/M3-yripasieHue". Konenuus tudposoi Tenu (Digital Shadow).

3ajjaua MHTerpauyy HUQPpPoOBOro JABOMHUKA — COeJWHEeHHe Pa3HOPO/JHBIX KOMIIOHEHTOB
(CAD, CAE, Simulation, SCADA) .

Pa3zpen 3. IlpuMmeHeHue, BU3ya/iM3alis U 3alljiTa [IpoeKTa
Tema 3.1. Busyanuzaius, aHaJIMTUKa U KeMCbl MPUMEHEHUS.

[ig monuTopuHra cocrtosgHusa. VR/AR ans onepatvBHOro nepcosasna. IlpeguktuBHas
aHa/IMTUKA U MallimHHOoe oOyueHue Ha AaHHbIX L[/I. TIpombiiineHHble Kedicbl: ['TY,
TpaHC(opMaTopkl, LIUGPOBLIE MOACTAHIUH.

TexHOMOTMK JOTOSHEHHONM W BUPTyaabHOUM peanbHOCTH (VR/AR) ob6ecrieurBaroT



Hajio)KeHre [HMdpoBol HHGopMalMu Ha (GU3NUECKUid OO0BEKT, YCKOpST OO0XO/[bI,
PEMOHTBI U TIOUCK CKPBITBHIX [le(heKTOB MepCOHaIOM.

Tema 3.2. CtaHzapThl, TPEH/bI U UTOT K.

O0630p POCCUICKUX M MEXKIYHAPOJHBIX CTaHAApPTOB. TpeH/Ibl: KOTHUTHBHBIE IBOMHUKHY,
MeTaBceJleHHbIe, uMropTo3amelrienre [10. DkoHomuKa 1 orjeHKa 3¢ dekTuBHOCTH L1,
3.4. TemaTnuecKuM 1/iaH NPaKTHUYeCKUX 3aHATUH

IIpakTnueckoe 3aHsaTHe 1 . OpranusaimonHoe. 0630p I10. Bribop o6bekTa /st
NpoeKkTa. 3HaKOMCTBO C MHCTpyMeHTanbHbIM cTekoMm (CAD, Simulink/ETAP, Python,
IoT-inardopma, Grafana). ObcyxaeHre 1 BbIOOD OOBEKTa [JiI WTOTOBOTO TIPOEKTa
(HanpuMmep, TpaHc(hOpPMAaTOp C CUCTEMOW OXJIaXKAEHWsl, aCMHXPDOHHBbIM [IBUraTeb C
YPII, Mozienb yyacTKa CeTH, BUPTyasibHas MOCTaHLIUA).

IIpakTuueckoe 3aHaTHe 2. Pa3paboTka TexHuueckoro 3azanus Ha LI/I. Ha mpumepe
BbiOpaHHOTO  0ObekTa. DopMynMpoBKa 1iesiel, OIpefiessieMblX  IapaMeTpoB,
TpeOOBaHMM K TOUHOCTH, NUCTOUHHUKAM JaHHBIX, HHTepdeiicam.

IIpakTHuecKoe 3aHsaTHe 3. Co3panve  mapaMerpudecko — 3D-mogenu
obbekrta. Micrionp3oBanne  CAITP (KOMITAC-3D, Fusion 360). Co3gaHue
aCCOLMAaTUBHOU MO/Jie/IM, Ha KOTOPYH0 MOXXHO "HaBelUMBaTh' [aHHbIe. ODKCIOPT B
HeWTpaabHbIN (hopMar.

IIpakTHuecKoe  3aHATHE 4. Pa3paboTka TIOBeIeHueCKOoM MOzIe/u B
Simulink/ETAP. Co3fianve Mojfield BbIOpaHHOTO OOBEKTa: 3/IeKTpUueckas CXeMa,
yPaBHEHUs] COCTOSIHUS, JIOTMKA yIipaB/ieHus. CBA3b BXOJHBIX/BBIXOHBIX [ApaMeTpPOB C
JJAHHBIMU H3BHE.

IIpakTHueckoe 3ansaTtue 5./ HTerpauyonHbii ciiovt (Middleware). Hamcanue Python-
NIpUWIOXKeHUsI-uHTerpaTopa, Kortopoe: 1) mosydaer gaHHble ¢ loT-ratdopmel, 2)
nepefiaeT ux B Mojienb Simulink (uepe3 API unu daiinibl), 3) ronyudaer pe3y/bTaThbl
pacueta, 4) oTMpaB/sieT UX 00paTHO Ha MIaTHopMy/BU3yaaU3alUio.

IIpakTHuecKoe  3aHsATHE 6. Busyanuszanus cocrosuust  LII. Co3pmanue
uHpopMaLMoHHoOW maHemu (fambopzaa) B Grafana wim Power BI. OrobpakeHue
peasibHbIX U paCyeTHBIX NapaMeTpOB, TPEH/IOB, CTaTyCoOB. HacTpolika oroBeljeHuH.
IIpakTHueckoe 3aHATHE 7-8. PaboTa Haf WUTOTOBBIM TPOEKTOM.
Koncynbraiu. KomriekcHasi cOopka BCeX KOMIIOHEHTOB B €UHBIM IIPOTOTHII.
Harmvcanue otueta. IlogroroBka rpeseHTaLuu.

3.5. TemaTnueckuii IaH JIabopaTopHBIX padoT

«/laHHbIli 8uO pabombl He npedycMompeH yuebHbIM NAaHOM.
3.6. KypcoBoii mpoeKT /KypcoBas padora

«/TaHHbIli 8UO pabombl He npedycMOmpeH YueOHbIM NAAHOM.

4. OueHUBaHUE Pe3y/ILTATOB 00yJeHHs

OrieHVBaHUe pe3y/IbTaTOB OOyueHUs TI0 AUCLUIUIMHE OCYII[eCTB/ISETCS B
paMKax TeKYIllero KOHTPOJiI U MPOMEXKYTOUHOM aTTeCTali, MPOBOAUMbBIX I10
6ambHO-perTuHroBoii cucreme (BPC).

[ITkana o1jeHKH pe3y/bTaTOB 00yUeHus 10 AUCLUIIIHE:



YpoBeHb chopMUPOBaHHOCTH
VH/IUKaTOpa KOMIIETEHI[HH

o o Huxe o
JaranH- Bricokui Cpefnuii cpenHer Huskuit
Ko bt Ko )i PpOBaHHbIE 0
Komre- MH/KaTopa PE3YNIBTATRL .\ 85 16 100 | ot 70 10 84 | 0T 55 70 69| 0T 0 110 54
TeHLIUU KOMIIeTeHI[1U obyuenus 1o
AACLUATIIAHE [ITkana ouleHUBaHUA
yaoBier | oYHOB-
OT/IMYHO XOpOILLO JIeTBOpU-
BOpUTeJb
TeJIbHO
HO
3aUTeHO He 3a4TeHO
TIK-1 I1K-1.6 3HaTh!
M1IaHAPOBaHUS U XOpOIIO 3HaeT |3HaeT 3HaeT IJIOXO [He 3HaeT
[poBe/IeHHsT MIaHAPOBAHKS [TJIAHUPOBAHHUS [JIAHUPOBAHH(TIJIAHUPOBAHUS 1
HAaTYPHBIX 1 M TPOBeJ€HUs M TIPOBE/IeHUs | 1 TpoBeieHusT
BUPTYa/TbHBIX HAaTYpHBIX U [HATYPHBIX U [IPOBE/IEHUS [HATYPHBIX U
SKCIIEPUMEHTOB [IJI1  [BUPTYasbHBIX |[BUPTYa/lbHBIX [HATYPHBIX U |[BUPTYa/lbHBIX
cOopa [JaHHBIX [/I1  [PKCIIEPUMEHTO PKCIIEPUMEHTO [BUPTYa/bHbIXPKCIIEPHMEHTOB
KaMOpPOBKU B 7151 cOopa B i1t cOopa  [pKcriepuMeHT |iist cbopa
11(POBOro [BOMHUKA.[IAaHHBIX A1 |JAaHHBIX 11 (OB 77151 cOOpa |jaHHbIX [J1s1
KaTMOPOBKU  [KAIMOPOBKU  |[MAHHBIX /IS [KaTUOPOBKU
uudpoBoro  [uudpoBoro  [KanuOPOBKHU [(M(POBOro
TBOMHUK TBOMHUK 1UGPOBOTO  |TBOMHUK
\TBOMHUK
yMeThb:
Ha [JU(poBOM cBOOOJHO yMeeT Ha [1noxo yMEETEE yMeeT Ha
ITBOMHIKeE TI0 [yMeeT Ha 1 poBOM Ha 1 poBoMLIMGPOBOM
3a/laHHBIM 1 poBOM ITBOMHIKE TI0  |IBOMHMKE TIO |TBOMHUKE T10
MeTO/[MKaM, [TBOMHUKE TI0  33/]JaHHBIM 3a/laHHBIM  3a/]aHHBIM
0OpabathiBaTh U 3a7laHHBIM MeTO/MKaM, [MeTOJMKaM, [MeTOJMKaM,
CpaBHMBaTh MeTofMKaM, (oOpabaThiBaTh |0OpabaTtbiBat [0OpabaTbiBaTh 1
pe3y/bTaThl 0OpabaThiBaTh [ CpaBHUBATh [b U CpaBHUBAThH
MO/Ie/TUPOBaHUsI C 1 CDaBHUBATh |pe3y/bTaTbl  |CPABHUBAaTb  [pe3y/bTaThl
[TaHHBIMHU HaTYPHBIX |pe3yJIbTaThl  [MOZe/IMPOBAHH [pe3y/IbTaThl [MOZeJTUPOBaHUS
MCITBITAHUN WA MO/Ie/TMPOBaHH i C IAHHBIMH  [MO/Ie/TAPOBAH|C IaHHBIMU
9TaTIOHHBIMU ST C JAHHBIMHM  [HATYPHBIX st C HaTyPHBIX
[TAHHBIMU /1S OL|eHKH [HaTyPHBIX MCMBITAHUK ~ |[JaHHBIMUA ~ [MCTIBITAHUN WU
a/IeKBaTHOCTH MCMBITAHUHA UK HAaTYPHBIX  [ITAJIOHHBIMU
MO/Ie/H. VI STAJIOHHBIMU  |[MCTILITAHUM  |[TAHHBIMU JJIsT
STa/JIOHHBIMH  |JAHHBIMU JJIS1  [W/IN OL{eHKH
TaHHBIMH AJ1S1  |OL|eHKH 5Ta/IOHHBIMHU |aZIeKBaTHOCTH
OL|eHKH a/eKBaTHOCTH |[JAHHBIMH  [MOZIEJH.
a/eKBaTHOCTH [MOZIEJIH. 17151 OLIEHKH
MOZIe/H. a/1eKBaTHOCT
Y MOJIeJy.

B/IAJIETh:




/1711 HACTPOMKH XOpOLIO0 B/IaZleeT /11 [IJIOXO He BJafieeT JJis
rapaMeTpoB MOJie/lY, [BjafieeT i1 [HaCTPOUKMU BJIafieeT [ [HaCTPOUKHU
a TaK)Ke HaBbIKAMU  [HACTPOMKHU rapaMeTpoB  |[HaCTPOWKM  [lapamMeTpOB
paboThI C rapaMeTpoB  [MOZeNH, a rapaMeTpoB |[MOJe/H, a TaKxkKe
MPOTrpaMMHO- MO/IeNH, a TaKKe MoOJlen, a  |[HaBbIKaMU
aTIriapaTHBIM TaKKe HaBbIKAMU TaKKe [paboThI C
KOMITJIEKCOM HaBBIKaMU paboTHI C HaBbIKaM{  [IPOTrPaMMHO-
(HarpuMep, JaTYMKH, [PaboTHI C [MpOrpaMMHO- [paboThI ¢ arrapaTHbIM
PLC, SCADA- TIPOrpaMMHO- [aIMapaTHBIM  [MPOrPaMMHO-KOMIUIEKCOM
cucrema), anrapaTHbBIM  [KOMIUJIEKCOM  [|arrapaTHBIM |(HarpyMep,
MOCTaBJISIOLM KOMIIEKCOM  |(Hampumep,  [KOMILIeKCoM [naTtuuku, PLC,
\maHHbIe AJ1s (Haripumep, inatumky, PLC, |(Hanpumep, |SCADA-
LudpoBoro ApoitHUKa.|qaTunku, PLC, SCADA- /TaTUMKH, crcTema),
SCADA- crcTema), PLC, TTOCTaB/ISFOILAM
cucrema), mocrasstomy [SCADA- [maHHbIe 111
MOCTaBJISIIOLA M JlJaHHBIe /71 [CHCTeMa),  [M(POBOTO
M JJaHHBIe [/ [M(POBOr0  [OCTaBJISIOL] [IBOWHHKA.
dpoBoro  |[IBOMHMKa. VM JJaHHbBIE
ITBOMHMKA. hnt:i
L1bpoBOro
\TBOMHMKA.
MNK-1.3. 3HaTh
(OCHOBHbIe IPUHLIUIIBI [XOPOLIIO 3HaeT [3HaeT 3HaeT IIJI0XO [He 3HaeT
11 MeTO/[bI LI(ppoBOro (OCHOBHBIE OCHOBHbIE OCHOBHbIE  [OCHOBHbIE
MPOEKTUPOBAHHKS, MPUHLUIBI U [IPUHLIMIIBI M [[IPUHLIMIIBL ¥ [[IPUHLIUIIBI U
TUTIOBBIE MeTOZbI MeTOZbI MeTO/bI MeTOZbI
MaTeMaTHueCcKue mrppoBoro  [oudpoBoro  [MQpoBoro [UPpPOBOro
MO/ZIie/Iv TIOBe/IeHNsT  [MPOEeKTUPOBaH [MPOEKTHUPOBaH [MPOeKTHPOBA [[IPOeKTUPOBaHU
MCTIOJTHUTE/TbHBIX Misl, TATIOBBIE  [MSl, TUTIOBbIE  [HUS, 5T, TUTIOBBIE
MeXaHHU3MOB, MaTeMaTHuecK MaTeMaTHuecK [TUIOBbIe MaTeMaTHUeCcKH
TaTUMKOB U vie MoZienu vie MoJienu MaTemMaTHuec |e MoJesln
KOHTPOJIIEPOB, a roBe/|eHUs MoBe/|eHUs K1ie MOJie/id  [IOBe/IeHUsT
TaK)Ke CTaH[apThI VICTIO/THATE/IBH [UCIIOJTHUTEbH [TIOBeIeHUsT  [MCTIO/IHUTeTbHbI
orcaHust bIX bIX MICTIO/THUTEJTb [X MeXaHU3MOB,
QJITOPUTMOB PabOThl  [MEXaHW3MOB, [MEXaHW3MOB, [HBIX [TaTUMKOB U
ABTOMATH3MPOBAHHBIX [IATYMKOB M |[TAaTYMKOB M [MEXaHM3MOB, [KOHTPOJIIEPOB, a
cucreM KOHTPOJIJIEPOB, [KOHTPOJLJIEPOB, [TATYMKOB U [TaKXKe
a TaKKe a TaKKe KOHTPOJIEPO [CTaHAaPThI
CTaH[apThI CTaH/|apThI B, a TAKXKE  |OIMCaHUsA
orcaHust orcaHust CTaHJAPTHl  [aITOPUTMOB
QITOPUTMOB  [@ITOPUTMOB  [ONTUCAHUsT  [pabOTHI
[paboThI [paboThI QJITOPUTMOB [ABTOMAaTH3UPOBA
ABTOMATU3UPOBABTOMATU3UPOBPabOTHI HHBIX CHCTEM
QHHBIX CUCTeM [@HHBIX CUCTEM |aBTOMAaTHU3UD
OBaHHBIX
crCTeM

YMeTB:




PaspabaThiBaTh
MMUTAI[MOHHbIE
MOJIE/TH PEXKUMOB
(YHKIMOHHPOBAHUSI
CHCTEMBI
ABTOMATH3aI[iK B
CrIerMaTu3upOBaHHBIX
Cpefjax BBITIOHSTh
MapaMeTpUYecKyro
ONTUMU3ALIUI0
Q/ITOPUTMOB
yTIpaBJieHust 1
MPOBEPATH
KOPPEKTHOCTh
cpabaTbIBaHUS JIOTHKA
3all[UThI 1
0;TOKMPOBOK [0 3Tara
(bu3rueckoro mycka
000py10BaHUS.

CBOOOIHO
ymeeT
pa3pabaTbIiBaTh
MMUTALIOHHBI
e MoZienu
[PEXXKHMOB
(hyHKL[MIOHMPOB
AQHUST CUCTEMBI
ABTOMAaTH3aLu
U B
CrerMaan3upo
BaHHBIX CpeZiax
BBITIOJTHSTh
rapaMeTpuyec
Kyto
ONTUMM3ALIUI0
ITOPUTMOB
yTIpaB/IeHUs U
MpOBEPSITh
KOPPEKTHOCTh
cpabaThIBaHUsS
UTOTHKH
3all[UThI 1
0JIOKMPOBOK /10
HTara
(bu3rueckoro
mycka
000py10BaHUs.

yMeeT Ha
pa3pabaTbiBaTh
MMUTALOHHBI
e MoZienu
PEKUMOB
(hyHKITMOHUPOB
AQHUST CUCTEMBI
ABTOMAaTH3aLu
M B
CrerManTu3upo
BaHHBIX CpeJiax
BLITIOJTHSATh
rapameTpuuec
KYFO
ONITUMM3ALII0
AITOPUTMOB
yTIpaB/IeHUs U
MpOBEPSTH
KOPPEKTHOCTh
cpabaThIBaHUS
UTOTMKH
3aIl{UTHI 1
6/I0KUPOBOK [0
HTara
(bu3rueckoro
mycka
000py10BaHUS.

Tlnoxo ymeer
pa3pabatbiBa
Th
MMUTAIMOHH
bie MOJIeNn
PEeXXMMOB
(DYHKLIOHHD
OBaHUs
CUCTEMBI
ABTOMAaTH3al]
VU B
CrieLanu3up
OBaHHbIX
cpesax
BBITIO/THSTh
MapamMeTpuue
CKYIO
ONTHMM3ALIN
10
a/ITOPUTMOB
yTpaBJIeHUsT
1 IPOBEPSITh
KOPPEKTHOCT
b
cpabaTbIBaHU
51 IOTUKU
3aIUTHI U
6JI0KUPOBOK
/Mo aTamna
(br3nueckoro
MmycKa
060py10BaHH
1.

HE yMeeT Ha
pa3pabaTbiBaTh
MMUTALMOHHbIe
MOZeNH
PEKUMOB
(hyHKITMOHMPOBA
HUSI CHCTEMBI
ABTOMATH3aLIUH
B
CreruaTu3upoBa
HHBIX Cpejjax
BLITIOJIHSATh
rapamMeTpUuecK
VIO
ONITUMM3ALII0
AITOPUTMOB
yTIpaB/IeHUs U
MpOBEPSTh
KOPPEKTHOCTh
cpabaThIBaHUS
UVTOTMKM 3aLLUThI
1 BJIOKUPOBOK
Ino 3Tamna
(bu3rueckoro
mycKa
0O0pyJOBaHUS.

BIAJIETh:




HaBbIKaMU XOPOLIO BafeeT M/10X0 He BIajieeT
BUPTYasIbHOM Br1ajieeT HaBbIKaMU BasieeT HaBbIKaMU
BepUpUKaLK U HaBbIKaMU BUPTYa/bHOM |[HaBbIKAMM  [BUPTYasbHOM
BaMALUN BHUPTya/lbHON [BepudUKaLMM [BUPTYaabHOM BepudrKaluu 1
MPOEKTHBIX pellleHNH, BeprduKaLuy |1 BaadJaluuy  [BepuHUKaLy [BaTHAaLdH
WHCTPYMEHTapHueM [ Ba/lJallii  [MPOEKTHbIX [ U MPOEKTHBIX
\nJ1sT aHaMM3a [POEKTHBIX  [DEeILeHuH, Ba/MJALIMA  [PeILeHuH,
repexoHbIX [peleHu, MHCTPYMEHTap [MPOEKTHBIX [MHCTPYMEeHTapu
MPOLIeCCOB U MHCTPYMEHTap [eM [JIs pellleHUH,  |eM /151 aHa/IM3a
aBapHIHBIX yeM JJ1st aHa/M3a MHCTPYMEHTA [[IePeXO0/HBIX
crieHapyeB paboThl  [aHa/IU3a repexoJHbIX  [pUeM A [IPOLieCcCOB U
ABTOMATHKH, @ TAK)Ke [IepeXOJHbIX [IPOLIECCOB M |aHA/IM3a aBapUIHBIX
MeToZaMH MPOLIECCOB M [ABapUMHBIX  [[IePeXOJHBIX |CLieHapHeB
WHTerpaLyu AQBapUIHBIX  |CLieHapHeB MpOL|eCCOB U [paboThI
11ppOBBIX MO/ie/eld B [ClleHapHeB pPaboTBI aBapMIHBIX [ABTOMAaTHKH, a
cucTeMy paboThI ABTOMATHKY, a [CLieHapleB  [TakkKe
ABTOMATH3MPOBAHHOI [ABTOMATHUKY, a [TaKoKe paboTe! MeToZaMU
0 TIPOEKTUPOBAHUS  [TaKkKe MeTo/jaM1 ABTOMATHKH, [HTErpalyu
17151 CKBO3HOT'O MeToZaMU MHTErpaluy  |a TaKKe 111 (POBBIX
yTipaB/ieHHst MHTEerpaluy  [IHUPOBBIX MeToZaMM  Mofiesield B
PKM3HEHHBIM [IUK/IOM  [LIU(POBBIX Mozieneii B WMHTErpalydyl [CUCTEMY
CHCTeMBI Mozienield B crcTeMy L(POBLIX  [ABTOMAaTH3MPOBA
ABTOMATH3aL[|H. crcTeMy ABTOMAaTHU3UPOBMO/Ie/Iell B [HHOTO

ABTOMATH3UPOBAHHOTO cUcTeMy [IPOEKTUPOBAHU
AHHOTO MPOEKTHPOBaH [@BTOMAaTU3UP [ /11 CKBO3HOTO
MPOEKTHUPOBaH sl [1sl OBaHHOTO  [yTIpaB/IeHUs
st 7151 CKBO3HOTO MPOEKTHPOBa PKU3HEHHBIM
CKBO3HOTO yTipaB/ieHust  [HUsI AJ1s LIKJIOM
VIIpaB/IeHHs]  PKU3HEHHBIM  [CKBO3HOTO  |CHCTEMBI
PKM3HEHHBIM  [[JUKJIOM yTIpaB/ieH!s] [ABTOMATH3aL{HH.
LIAKJIOM CHCTEeMBI PKI3HEHHBIM
CLCTeMbI ABTOMATH3aLM |LIUK/IOM
aBTOMAaTH3aLU [U. CHICTEMBI
. aBTOMAaTH3al]

WH..

OueHouHble  Marepuasabl  [Jid  TIPOBeeHHs TeKyllero KOHTDPOJid U
TIPOME)KYTOUHOM aTTecTaliyd TIpuBeZieHbl B IIpuoykeHnyu K paboueii mporpamme
JUCLUATIIVHBL.

IMonHbili  KoMmnaekm  3a0aHull U  Mamepuanos, HeobX0OUMbIX 0/

OyeHUBaHusl pe3yabmamos obyueHuss no OucyuniuHe, XpAHumcsi Ha Kageope
paspabomuuxa.

5. YueGHO-MeToHUeCKOe U HH(OPMAI[HOHHOE o00ecreueHne JUCHMIUTHHbI
5.1. YueOHO-MeTOUUECKOE 00ecreueHue

5.1.1. OcHoBHas /iMTepaTypa

1. Conénniii, C. B. [udpoBslie ABOMHUKM B 371€KTPOIHEPreTHKe : yuebHoe rocobue /
C. B. Conéneiii, B. I1. Ky3bmenko, B. E. benaii. — Cankr-Iletepbypr : 'Y AT, 2023. —
106 c. — ISBN 978-5-8088-1872-9. — TeKCT : 3/IeKTPOHHBIM // JIaHb : 3/1€KTPOHHO-
6ubmoteuHasi cucrema. — URL: https://e.lanbook.com/book/461486

2. Tkaues, A. H. LludbpoBoe uMUTaI[MOHHOE MO/Ie/TMPOBaHUe : yueOHOoe mocobuie / A.
H. TkaueB. — HoBouepkacck : FOPTTIY (HIIN), 2021. — 155 c¢. — ISBN 978-5-9997-
0762-8. — TeKcT : 3MeKTpOHHbBIM // JlaHb : 37MeKTPOHHO-OMO/MMOTeUHast cucTeMa. —



https://e.lanbook.com/book/461486

URL: https://e.lanbook.com/book/292220

3. Adonun B. B. MogenvpoBanue cucteM : yuebHoe rocobue / B. B. AdonuH. - 2-e
u3g., ucrp. - Mocksa : HatponanbHbeii OTKpeITEIM YHUBepcuTeT "MHTYUT", 2016. -
269 c. - URL: https://e.lanbook.com/book/100659. - ISBN 978-5-9963-0352-6. - TekcT :
3JIEKTPOHHBIU.

4. Cemenos, A. 1. Mopaenuposanue cucreM yrpasnenus / A. [J. Cemenos, H. K.
FOpkoB. — 3-e u3a., crep. — Cankr-Iletepbypr : Jlanb, 2024, — 328 c. — ISBN 978-5-
507-47351-9. — TekcT : 3/1eKTpOHHbIM // JlaHb : 3/1eKTPOHHO-OMO/IMOTeYHasi cucTeMa.
— URL: https://e.lanbook.com/book/362336.

5.1.2. /lonio/iHUTE/IbHAA IUTEpaTypa

1. Aradonos, E. [I. MogenvpoBaHue cucteM : yuebHoe rocobue / E. [I. AracdoHoB,
O. B. Uy6apoBa. — KpacHosipck : Cubl'Y um. akasemuka M. @. PemetnéBa, 2025. —
88 c. — TekcT : 37eKTpOHHBIM // JIaHb : 371eKTPOHHO-O6ubmoTeuHas cucrema. — URL:
https://e.Jlanbook.com/book/513684

2. Kynarun, B. I1. MogenupoBaHue cucteMm : yueOHoe mocobue / B. I1. Kynarus, JI.
B. Bbynuna, A. Il. TutoB. — Mocksa : PTY MUNPOA, 2022. — 156 c. — Tekcr :
3JIEKTPOHHBIM //  JlaHb  :  3MeKTpOHHO-OMOnMoTeuHass  cucrema. —  URL:
https://e.lanbook.com/book/311243

3. [Moramnos, JI. A. TeopeTuueckrhe OCHOBBI 3/IEKTPOTEXHUKU: KpaTKUW KYpC :
yueOHOe mocobue ayist By3oB / JI. A. IToraroB. — 2-e u3f., ctep. — CaHKT-IleTepOypr :
Jlanb, 2026. — 376 c. — ISBN 978-5-507-51283-6. — TeKcT : 3/1eKTpOHHbIM // JlaHb :
9/IeKTPOHHO-0Mb/moTeuHast cucrema. — URL: https://e.lanbook.com/book/509004. —
Pexxum foctyna: asis aBropus. [lons3oBarenei

4. Kmumenko, WM. C. CucremHbIN aHanu3, yripaBjieHue U 0bpaboTka wHbopMaluu :
yuebHUK 115 By3oB / U. C. Knmumenko. — 2-e u3g., crep. — Caskr-IletepOypr : JlaHb,
2026. — 280 c. — ISBN 978-5-507-51314-7. TekcT : 3neKTpoHHbIN // JlaHb :
3/IeKTPOHHO-0MbO/mmoTeuHast cucrtema. — URL: https://e.lanbook.com/book/510036

5.2. UadopmarpoHHOe o0ecrieueHue
5.2.1. D1eKTpOHHbIe U UHTEPHEeT-PeCypChl

1. CAITP: KOMITAC-3D (obpa3oBarenbHas yviieH3usi), Autodesk Fusion 360
(Education).

2. CAE/MopemupoBanue: MATLAB & Simulink (Campus-Wide License),
ETAP (yuebHas Bepcusi), OMNeT++.

3. IIporpammupoBanue/MuTerpanus: Python 3.x (Anaconda aucTpubyTuB),
PyCharm/VSCode, MQTT-6pokep Mosquitto, Node-RED.

5.2.2. ITpodeccronanbHble 0a3bl AaHHbIX / VIHGOpMaloHHO-
CTIpaBOYHbIE CHCTEMBI
IIpugodumcs nepeueHb

5.2.3. JluijeH3MOHHOe ¥ CBOOOJHO  pacIpoCTpaHseMoe
nporpammHoe obecrieueHre AUCLUTUIAHBI
IIpugodumcs nepeueHb


https://e.lanbook.com/book/311243
https://e.lanbook.com/book/513684
https://e.lanbook.com/book/292220

6. MaTepua/IbHO-TeXHHYECKOE 00ecreyeHHe JUCHUILTHHbI

HaumeHoBaHue yueGHOM

HavmeHoBaHue BU/ja dyIUTOpHH, ITepeueHb HeOOXOAUMOTO 000PY/JOBAHUST M
yueOHOM paboThI CTIeI[HA/TU3TPOBAaHHOM TEeXHUUECKUX CPeZICTB 00yUeHUs
nabopaTopuu
Jlekuuu YueOHast ayAUTOpHUSI Cneryanu3upoBaHHast yueOHasi Meberb,
ISl TIPOBeleHUsT TeXHUUeCKHe CpeZicTBa OOyueHwMs, Cay»Kallpe
3aHSATHM JIEKIIMOHHOTO | AJIsT TIpe/iCTaBIeHust yueOHOW WH(bopMaiyu
TUMAa OosbItIolN ayauTopuu (MyIbTUMEAUHHBIN
TIPOEKTOpP, KOMIbIOTep (HOYTOYK), JKpaH),
JeMOHCTpaLMOHHOe 000pyZioBaHue, yuebHO-
HarJIsAHbIe TI0COOUs
[TpakTHueckue YuebOHasi ayauTopus /st Crierivanmu3upoBaHHasi yueOHast me0erb,
3aHATUSA NIpOBe/IeHNsI TeXHUYecKHue cpefCcTBa o0yueHust
3aHATUU (MynbTHMEeJUNHBIN TPOEKTOP, KOMIIBIOTEp
CeMHHapPCKOro (HOyTOYK), 9KpaH) U Aip.
TUIa,
TPYMITOBBIX U UHUBUY-
abHbIX
JlabopartopHbie YuebOHas 1labopaTopust Crieram3upoBaHHON
paboThI « »,
KomribroTepHbIi K1acc ¢ Crnieryanmu3upoBaHHast ~ yueOHasi ~ me0erb,
BbIX0OZIOM B VIHTepHeT TeXHUYecKHe cpefCcTBa o0yueHust
(My/nbTHMeUUHBIN NPOEKTOP, KOMITBIOTEp
(HOyTOYK), 9KpaH), JIUL[EH3UOHHOe
nporpaMMHoe obecrieyeHve
KoMribroTepHbIi Kacc ¢ Crierfuanv3vpoBaHHas yueOHast Mebesp Ha 30
BbIXOZIOM B VIHTepHeT 1ocaZiouHbIX MecT, 30 KOMITbIOTepOB,
B-600a TeXHUUYEeCKHe cpeficTBa o0yueHHUs1 (My/JIbTUMe-
JUHBIA TIPOEKTOP, KOMIbIOTEP (HOYTOYK),
9KpaH), BU/Je0KaMephbl, IPOrpaMMHOe
obecrnieueHue
CamocrosiTesnibHasi | KommbroTepHbIi K/lacc ¢ Crieriyanu3upoBaHHast yuebHasi mebesbs Ha 30
pabota BbIXOZIOM B VIHTepHeT rocajouHbIX MecT, 30 KOMITbIOTEPOB,

B-600a

TeXHUUeCKHe CpeJcTBa o0yueHHsi (MyJ/bTHMe-
JUHHBIA TIPOEKTOP, KOMITbIOTEp (HOYTOYK),
9KpaH), BUJe0KaMephbl, MPOrpaMMHOe
obecrnieueHue

YuTaabHbIN 3471
OMOIMOTeKM

CreLpai3rpoBaHHasi Mebesb, KOMIIbIOTepHast
TeXHUKa C BOSMOXXHOCTBIO BbIX0/ia B MIHTepHeT
u obecrieuenreM goctyna B SVIOC, 3kpaH,
MYJIbTUME/JUMHBIA TIPOEKTOP, MPOrpaMMHOe
obecrieueHue

7. OCo0eHHOCTH OpraHM3alMi 00pa30BaTe/IbLHON /IeATe/TbHOCTH /ISl JIUI]
C OrpaHUYEHHBIMHM BO3MO)XHOCTSAMH 3JJ0POBbSl U HHBA/TH/I0B




Jlula C orpaHWYeHHbBIMHA BO3MOXKHOCTAMU 3740pOBbs (OB3) ¥ uHBanmufpl
UMEIOT BO3MOXKHOCTh OeCTIpernsiITCTBEHHO —TiepeMelaThCs W3 OAHOTO  y4eOHO-
nmabopaTopHOro  KOpIlyca B JIpyroi, TIOAHSATBCA Ha BCe JSTaKU  yueOHO-
71ab0paTOPHBIX KOPITYCOB, 3aHMMAThCS B YUeOHBIX M WHBIX TOMEIIEHUSIX C YUYeTOM
0co0eHHOCTeN TICUXO(hU3NUECKOTO Pa3BUTHSI M COCTOSTHUS 37I0POBBSI.

s obyuenusi mui; ¢ OB3 v WHBaMWOB, WMEIOIUX HapYIIeHHs OIOPHO-
JIBUraTe/IbHOTO amrapara, obecrieueHbl yC/IOBHsI OeCrpernsiTCTBEHHOTO JIOCTYIa BO
BCce yueOHbIe romeltieHust. THGoOpMalius 0 crieljaibHbIX YC/IOBUSIX, CO3ZIaHHBIX ISt
obyuaromuxcsi ¢ OB3 u WHBaIWAOB, pasMelljeHa Ha CailTe YHHUBEpPCUTETa
www//kgeu.ru. imeeTcsi BO3MOKHOCTb OKa3aHMsI TeXHUUECKOW TTIOMOII[H aCCUCTEHTOM,
a TaKXKe yCIyT CypAOIepeBOUMKOB U TU(IOCYP/I0TTePEBOAUMKOB.

Hnga  aganrauyu K BocnpuaATuio JjuuamMd ¢ OB3 u  uvHBaiMgamMu C
HapyIIeHHbIM CJIyXOM CIpPaBOYHOr0, y4eOHOro Marepuana 110 AUCLUTUIAHE
o0ecrieunBaroOTCsl CeyIolue YCIOBUS:

- I8 JIyyllled OpWeHTald B ayJUTOPUM, TIPUMEHSIIOTCS  CUTHAJIb
OMOBeIlleHUs1 0 HauaJsie ¥ KOHILIe 3aHATUS (CJIOBO «3BOHOK» THUILIETCS Ha JI0CKe);

- BHUMaHue C/1aboc/IbImaIiero o0ydJaroierocsi TMpUBIEKaeTCs Tefarorom
’KeCcToM (Ha T/1edo K1a/leTCs pyKa, OCYILeCTB/ISIETCSl Hepe3Koe MOXJ/I0MbIBaHUe);

- pasroBapuBasi C OOydYaroIIUMCsl, Tlefaroruyeckuii paboOTHUK CMOTPUT Ha
HEero, TOBODUT SICHO, KOPOTKMUMU TIpeJJIOKeHHsIMH, oOecrieurBasi  BO3MOXKHOCT
yTeHus 110 Tybam.

KommneHcaiusi 3aTpyJHEHUM pPEYeBOTO U WHTEJJIEKTYaJbHOTO DPa3BUTHS
c/1abocbIIIalX 00yJaroIUXCsl TIPOBOAUTCS Ty TEM:

- UCTI0JIb30BaHUsI CXeM, uarpaMM, PUCYHKOB, KOMITbIOTEDHBIX TPe3eHTALUM C
TUIEPCChITKaMH, KOMMEHTUPYIOIIUMH OT/e/TbHble KOMITOHEHThI U300pa>keHHsT;

- PeryJisipHOrO TMpHMEHeHUWsl YNpaKHeHWWd Ha rpaduueckoe BbIZieIeHUE
CYILIeCTBEHHBIX PU3HAKOB MPEIMETOB U SIBJIEHUY;

- obecrieyeHrsi BO3MOXKHOCTM /il 0Oyvarolerocsi TIOJAYYUTh afIpeCHYHO
KOHCY/IbTALIMIO T10 3/IEKTPOHHOM 1oYTe 10 Mepe He0OX0JUMOCTH.

g aganTauuu K BOCIIpUATHIO siviiaMu ¢ OB3 1 MHBa/MaMu C HapyLLeHUs MU
3peHusl  CIpaBOYHOrO,  y4eOHOrO, TIPOCBETUTETBCKOTO Marepuara,
TIpe[yCMOTPEeHHOT0 0Opa30BaTe/IbHOW TMPOrpaMMOM 110 BhIOPAHHOMY HarpaBeHUIO
TIO/ITOTOBKH, 00eCIIeUMBarOTCS C/Ie/IYIOIIe YC/IOBUS:

- BeJleTCs afianTarysi oUI[HabHOTO CaiiTa B ceT VIHTEPHET C yueToM 0COObIX
notpebHOCTel MHBAIM/IOB T10 3PEHHI0, 00eCIieurBaeTC sl HaiMure KPYIMHOMPHUGhTOBOMH
CTIpaBOYHOM MH(OPMaIMK O pacMCaHUH YueOHBIX 3aHSTHM;

- TTeflaroruyeckii  paboTHUK, ero cobecefHUK (MPU HEOOXOAMMOCTH),
TIPUCYTCTBYIOII[ME Ha 3aHSATUM, MPEeCTAB/ISIOTCS 00YyJaroluMCs, TIPU 3TOM KaXK/IbIM
pa3 Ha3bIBAeTCs TOT, K KOMY TeJjlaroruueckuii paboTHUK oOpaiijaeTcs;

- IEUCTBUSI, KEeCTbI, TepeMell[eHHs Te/JarOTMueckoro paboTHMKa KOPOTKO U
SICHO KOMMEHTHPYIOTCS;

- meyaTtHass WHQpOpMaLUsi NpeoCTaB/sieTcss KpynHbIM IupudTom (ot 18
MyHKTOB), TOTa/JIbHO 03BYUHBAeTCS;

- obecrieurBaeTCst HEOOXOAUMBIN YPOBEHb OCBEIIIEHHOCTH TTIOMEIT[eHHH;

- IPeIOCTAB/ISAeTCS  BO3MOXXHOCTb MCIIO/Ib30BaThb KOMITBKOTEPBI BO  BpeMsi



http://www.kgeu.ru/

3aHSITHM U TIPABO 3aIvCH 00bSICHeHUH Ha JUKTO(OH (T10 >KeJTaHUI0 00yJaroImuxcs).

dopma TmpoBeieHUs TeKyllled W [POMEXYTOUHOM aTTecTaluu  [ijist
obyuaromuxcsi ¢ OB3 u MHBa/M/OB OMpe/ie/sieTcsl MeJjaroruueckuM paboOTHHUKOM B
COOTBETCTBUM C y4eOHBIM TilaHoM. [Ipu HeobxoammocTu obOyuaroriemycsi ¢ OB3,
VHBa/Uy C YUYeTOM WX UHIUBUAYaTbHBIX MICUXO(PU3NUECKUX 0COOEHHOCTel [laeTcs
BO3MO>KHOCTb TIPOWTH MPOMEKYTOUHYIO aTTecTalldi0 YCTHO, MMCbMEeHHO Ha Oymare,
MMMCHbMEHHO Ha KOMITbIOTepe, B hopMe TeCTHPOBAHUS U T.IL., MO0 Tpe0CTaB/IsSeTCs
JIOTIOJTHUTE/IbHOEe BpeMst /1Jisl TIOATOTOBKKU OTBeTa.

8. Metoanueckue peKoOMeHAAIUM /I/Is1 MpenojaBaTe/ied M0 OpraHu3anuu
BOCIIMTATE/IbHOM Pa00ThI C 00yUAIOIIMMHCS.

MeTtorueckoe obecrieueHue TIpoLiecca BOCITATAaHUSI 00yUarolXcsl BHICTYIIaeT
OJHAM U3 OIpeAe/saiomux (akTOpOB BBICOKOIO KauecTBa 0Opa3oBaHUS.
[IperosaBaTens By3a, AeMOHCTPUPYS BBICOKMM TIpodeCCHOHANMM3M, 3SPYAULIMIO,
YEeTKYIO0 T'PaK/JaHCKYH0 MO3UI[1I0, CAaMOAMCLIUIIMHY, TBOPUECKUM TMOAX0/| B pellieHru!
npodeccroHanbHBIX 3a/ay, B XoJe oOpa3oBaTesbHOr0 MpOIjecca CIOCOOCTBYET
(hopMHPOBaHHIO TaPMOHUYHOM JITMUHOCTH.

[Ipy peanu3anuy [AMCLUIVIMHBI  TIperojaBaTe/lb  MOXXET UCI0J/Ib30BaTh
C/TeyIoI1e MeTOZbl BOCITUTATe/TbHOW paboTh:

- MeTozibl (hOpMUPOBaHMS CO3HaHHWs JTMYHOCTH (Oecefa, AWCITYT, BHYIIIEHHE,
VHCTPYKTa)X, KOHTPOJb, OOBsICHEHWe, TIpUMep, CaMOKOHTpOJb, pacCKa3, COBET,
ybexxaeHue u 1p.);

- MeTO/Ibl OpraHu3alliy JesTeJIbHOCTH M (OPMHUPOBAHUSI OMbITa TOBE/|€HUS
(3amaHue, oOI[eCTBEHHOE MHEHWe, Tieflaroruueckoe TpeOoOBaHWe, TIOpyUYeHHe,
TpyuyuYeHue, Co3/laHre BOCITUThIBAIOI[UX CUTYaLUk, TPeHUHT, YIIpa)KHeHUe, U [Ip.);

- MeToZibl MOTUBALUM [IeSITeIbHOCTU W TIoBeJieHHs (0J00peHue, TOOIIpeHue
CcOoLMa/lbHOM aKTUBHOCTH, T[IOpULjaHWe, CO3/[aHue CUTyalud Yycrexa, Co3JaHue
CUTYyaL1K [J1s1 SMOLIMOHA/ILHO-HPABCTBEHHBIX TepeXXUBaHUM, COPEBHOBAHUE U [IP.)

[Ipy peamuzauyy [JUCLIMIVIMHBI — TIperofiaBaTe/b  JO/DKEH  YUMThIBaTh
clieiyrollve HanpaB/eHUs1 BOCIIUTATe/TbHOM JiesiTeTbHOCTH:

I'paxcoaHckoe u nampuomuueckoe ocnumaHue:

- bopMrpoBaHre y OOYyYarOIMXCSl I[€JIOCTHOTO MHMPOBO33DEHMS], POCCHUMCKON
WIEHTUYHOCTY, YBa)KeHHsI K CBOel ceMbe, 0OIIeCTBY, TOCYIapCTBY, IMPUHSATEIM B CEMbE
M o0IecTBe  yXOBHO-HPABCTBEHHLIM W COIMOKY/BTYPHBIM  IIEHHOCTSM, K
Hal[MOHA/IbHOMY,  KYJbTYPHOMY W MCTOPMYECKOMY Hac/ieuto, (opMHpOBaHUe
CTpeMJIEHUSI K €r0 COXPaHEHUIO U Pa3BUTHIO;

- popMupoBaHre Yy  OOydarOIMXCS  aKTUBHOW  TPayKAAHCKOM  TIO3MILIVH,
OCHOBAaHHOM Ha TPaJULIMOHHBIX KY/bTYPHBIX, [YXOBHBIX U HPABCTBEHHBIX L|EHHOCTSX
POCCUICKOTO oOijecTBa, [ TIOBBIIIEHHS ~ CIIOCOOHOCTH  OTBETCTBEHHO
pean30BbIBaTb CBOM KOHCTUTYI[MOHHBIE IpaBa U 00513aHHOCTY;

- pa3BUTHe TPAaBOBOM U MOIUTUUECKON KY/JIbTYPhl 00yUarOIIUXCsl, paciiipeHre
KOHCTPYKTMBHOTO YuyaCTHs B TPUHSTUM pellleHWl, 3aTparvMBaroluX WX TpaBa U
VHTepechl, B TOM UHMC/e B pa3MM4HbIX (h)opMax CaMOOpraHu3aliviu, CaMoyIipaBaeHusl,
00I1[eCTBEHHO-3HAUMMOH IeSITe/IbHOCTH;

- bopMUpOBaHWe MOTHMBOB, HpPaBCTBEHHbIX W CMBICJIOBBIX YCTaHOBOK



JTMYHOCTH,  TIO3BOJISIIOIIMX  TIPOTMBOCTOSITb ~ 9KCTpeMusMy,  KceHodobuw,
JUCKDUMUHALMM TI0 COLMalbHbIM, PpeIUrMO3HbIM, pPACOBBIM, HalLMOHAIbHBIM
MpU3HAKaM, MEeX3THHYECKOW M MeXKOH(pEeCCUOHA/JbHOM HEeTeprMMOCTH, [pPYrUM
HEeraTMBHBIM COLIMA/IbHBIM SIBJIEHHUSIM.

lyx08HO-HpascmeeHHoe socnumaHue:

- BOCIIUTaHWe UYyBCTBAa [JOCTOMHCTBA, UYeCTM W YECTHOCTU, COBECT/IMBOCTH,
YBa)KeHUSs K POAUTEISIM, YUUTEJISIM, JIFO/ISIM CTaplero rMoKOJIeHus;

- popMHpOBaHMe TPUHLMIOB KOJ/UIEKTWBM3MAa M  COJIMAAPHOCTH, [JyXa
MUWJIOCEPUs U COCTPaJaHusl, TPUBBIYKK 3a00TUTHCS O JIIOZSX, HaXOASAIIUXCS B
TPYAHOU >KU3HEHHOHW CUTYaLuH;

- popMHpOBaHUe COMMJAPHOCTA M UYYBCTBA COLIMA/bHON OTBETCTBEHHOCTU IIO
OTHOLLEHUIO K JIIO/ISIM C OTPaHUUeHHbIMH BO3MOXXHOCTSIMM 3[I0POBbSI, TIPE0/I0/IeHUE
TICUXOJIOTUUeCKUX 0OapbepoB 10 OTHOLIEHUIO K JIIOASM C OTrpaHHYeHHBIMHU
BO3MO>KHOCTSIMU;

- JopMHUpOBaHME SMOLIMOHATILHO HACBIIIEHHOTO W [JYXOBHO BO3BBILLIEHHOTO
OTHOILIEHUSI K MUPY, CITIOCOOHOCTU U YMeHUs TiepeflaBaThb APYTUM CBOM 3CTETHUECKHM
OTIBIT.

KyabmypHo-npocgemumenbCKoe 60CNUmMaHue:

- popMHpOBaHMe 3CTeTUYECKOW KapTUHBI MUPAa;

- popMUpOBaHUe YBa)KeHUsI K KyJIbTYPHbIM LIEeHHOCTSIM POJHOIO ropoja, Kpas,
CTpaHbl;

- MIOBBILLIEHHME T03HABaTe/IbHOM aKTUBHOCTH 00YyYaroIIUXCsl.

HayuHo-o0bpazosamesbHoe ocnumaHue:

- (popmupoBaHue y 00yuaromyxcst HAYyYHOrO MHPOBO33DeHHus;

- popMHpOBaHKe yMeHHsI 1I0/TyyaTh 3HAHMS;

- popMHpOBaHUe HaBBIKOB aHa/aM3a U CHMHTe3a UH(OpMalMM, B TOM UHMC/e B
nipodeccruoHanbHON 00/1aCcTH.
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OIIEHOYHBIE MATEPUA/JIBI
Mo AUCHUIIUHE

b1.B./13.01.01.03 Iudposoe moaepoBanue u co3aHue U(PPOBBIX ABOHHUKOB

HamnpagsiieHue noaroToBKu 13.03.02 DniekTpo3HepreTUKa U 3/1eKTPOTeXHUKA
HarpaBiieHHOCTh LrdpoBbie CUCTEMBI aBTOMAaTH3alliU B

(mpodusib) 3/IEKTDO3HEPreTUKe

Keanudukaiiys Maructp

r. Kazann, 2026

IIOueHouHBIE Marepuasiel 1o  aucuuruivHe 61.B./[5.01.01.02 Lucpposoe
MoOenupogaHue u co30aHue Yugdposbix 080LUHUKOS, TIpeiHA3HAUEHHbI/IJI1  OLIeHUBaHUS

pe3y/bTaToBOOyUeHHsT Ha COOTBETCTBUE WHIUKATOpaM NOCTYDKEHUS
KOMIIeTeHILIUM.

OuleHrBaHMe pe3y/abTaTOB OOyueHusi MO JUCLIUIJIMHE OCYILEeCTB/SeTCS B
pamKax Tekyiero KoHTpossi (TK) u mpoMe)KyToO4HOW aTTecTal[iy, TIPOBOAUMBIX T10
6anibHO-peiiTuHroBoii cucreme (BPC).

1.TexHosoruyeckasi Kapra

Cemectp 3
| | | PeliTHUHTOBBIE MTOKA3aTe/u




HanmeHnoBaHue paszena

I Tekymmuii KOHTPO/b

ITomnoHUTe/IbHbIe
fauiel K TK1

I Texyiuit KOHTPOJIb

fa/uiel K TK2

[oronHuTeNnbHbIe
III Teky1Mit KOHTPOBL

[JoronHuTeNbHbIe
6anmel K TK3

Htoro

ITpomexxyTouHas
aTTecTalust

111(POBLIX ABOWHUKOB B

5/IeKTPOIHEpreTHKe.
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1. OnieHouHbIe MaTepUa/Ibl TEKYII[Ero KOHTPOJISi U MPOME)KyTOUHOM
arrecralyu

YpoBeHb CHOPMUPOBAHHOCTHU
WHJMKaTopa KOMITeTeHLIUU

o o Huxe o
T— Bricokun Cpepnui c Huskuin
peaHer
Ko Ko OBaHHbIE
conme- | wmamenropa Deymams 078540 100 0770 2084 | 015510 69) 070 0 54
TEHLIUH KOMITeTeHIH 0byyenust 1o [IIkana oLeHUBaHUs
JHCLIUTJIVHE
yaoemer | HEYHOB-
OTJINYHO XOPOLLO ) JIETBODU-
TeJILHO
BOpUTEb
3a4TeHO He 3a4TeHO
TK-1 I1K-1.6 3HATh!
MIaHUPOBAHUS U XOpOLIO 3HaeT [3HaeT 3HaeT MJIOX0 [He 3HaeT
MpOBe/IeHUs] MIaHUPOBAHUS [JIAHUPOBAHWS [JITAHUPOBAHU|TIAHUPOBAHUS 1
HATYPHBIX U Y TPOBE/IEHUST |V TIDOBEJIEHUS |1 U MpOBe/IeHUs]
BUPTYa/IbHBIX HATYPHBIX U1  [HaTYPHbIX U [[IPOBeJieHUs [HaTYpPHBIX U
SKCIIEPUMEHTOB /ISl [BUPTYa/IbHBIX [BUPTYa/IbHBIX [HaTYPHBIX U [BUPTYa/bHBIX
cOopa JaHHBIX [yI1  [PKCIIEPUMEHTO PKCIIEPUMEHTO [BUPTYa/IbHBIXPKCIIEPUMEHTOB
KaMOpPOBKH B 715t cOopa  [B i1t cOopa  [KCIIepUMEHT |ijist cbopa
1)pPOBOro IBOMHMKA.[IAHHBIX A/IST  |AHHBIX [yl (OB Zi71s1 cOOpa |IaHHBIX [|jisi
KamuOpPOBKM  [KanMOPOBKM  |IaHHBIX [/ [KaJTUOPOBKU
IHU(PPOBOTO IU(BPOBOTO KaMOpOBKY [{U(pPOBOrO
[TBOMHUK \TBOMHUK 1UGPOBOro  |TBOMHUK
IBOMHUK
YMETh:
Ha [U($pPOBOM cBOGOHO yMeeT Ha [1710X0 yMeeT/He yMeeT Ha
IBOMHIKeE 110 yMeeT Ha ripoBOM Ha LudpoBoMLrippoBOM
3a/1aHHBIM LrpoBOM ITBOMHUKE TI0  |IBOHHMKE IO |[JBOMHUKE TI0
MeTOAVKaM, [TBOMHUKE TI0  [33/1JaHHBIM 3a/laHHBIM  [3a/1aHHBIM
oOpabatbIBaTh U 3a/laHHBIM MeToArKaM, |[MeTOJMKaM, [MeTOAHKaM,
CpaBHUBaTb MeToquKaM, [oOpabaThiBaTh |0OpabaTbiBat [0OpabaTbiBaTh U
pe3y/bTaThl 0OpabaTkiBaTh [ CpaBHHUBATh |[b U CpaBHUBAThH
MOZIe/TUPOBaHUsI C M CDaBHUBATh |pe3y/bTaTbl  |CDABHUBATb  [pe3yJ/IbTaThl
[TAHHBIMU HATYPHBIX [pe3yJbTaThl  [MOZE/MPOBAHH [Pe3y/IbTaThl [MOZe/TMPOBAHHUS
WCITBITAHUH WA MO/Ie/TMPOBAHH i C JAHHBIMH ~ [MOZI€/TUPOBAH|C AaHHBIMH
9TaJIOHHBIMU ST C JaHHBIMM  [HATYPHBIX st C HATYPHBIX
TAHHBIMU [IJ1s1 OL|EHKH [HAaTyPHBIX WCMBITAHUH ~ |[JAHHBIMH  [MCTIBITAHUH WIH
a/1eKBaTHOCTH WCIIBITAHUH UK HaTypHBIX  [PTa/JIOHHBIMU
MOZIeu. W STaJIOHHBIMH  |[UCTIBITAHUM  |[TAHHBIMH /IS
STaJIOHHBIMH  |JaHHBIMU [JIsl  [UJIH OL|eHKH
[TAHHBIMH JJ1S  |OL|eHKH STa/IOHHBIMHU |aZleKBaTHOCTH
OLIeHKH aleKBaTHOCTH |JAHHBIMH  [MOZIEJH.
eKBAaTHOCTH [MOJIEJIH. 17151 OLIEHKH
MO/Ie/H. a/1eKBaTHOCT
Y MO/IE/H.

B/a/I€Th:




\T71sT HACTPOUKH XOpOIIIO BIQ/IeeT i [[JI0XO0 He BajieeT AJis

rapamMeTpOB MOZeNY, [BrafeeT A/l [HACTPOWKH BajieeT [yl [HaCTPOUKH

a TaK)Ke HaBbIKAMM  [HACTPOWKU rapaMeTpoB  |[HaCTPOWKM  [llapamMeTpoB

paboThi C rapaMeTpoB  [MOZeH, a rapaMeTpoB |[MOJe/H, a TaKxkKe

MpOrpamMMHO- Mozieny, a TaKxe MoOZiend, @  [HaBbIKaMU

arrapaTHBIM TaKxe HaBbIKaMU TaKxKe paboThI C

KOMIL/IEKCOM HaBbIKAMU paboThI C HaBbIKAMU  |[[IPOrPaMMHO-

(HarpuMep, JaTUMKU, [PaboThI C MpOrpaMMHO- [paboThI C armapaTHBIM

PLC, SCADA- MpOrpaMMHO- [afIapaTHbIM  [[IPOrPaMMHO-KOMIL/IEKCOM

crcTema), anmapaTHbBIM  [KOMILUIEKCOM  [|arriapaTHBIM |(HarpyMep,

MOCTaB/IAIOLUM KOMIIEKCOM  |(Hampumep,  [KOMILIeKCoM [natuuku, PLC,

TaHHbIe [J11 (Harpumep, inatuuky, PLC, |(Hanpumep, |SCADA-

b pororo ApoiHMKa.|qaTunku, PLC, SCADA- [MaTurKy, crcTema),
SCADA- crcTema), PLC, [MOCTaBJISIOLIUM
crcTema), roctassisiroiu [SCADA- \maHHbIe AJ1s0
MOCTaBJISIOUIM [M JaHHBIe A/ |cCUCcTeMa),  [U(pPOBOro
M JlaHHBIe 711 [T(POBOTO TTOCTaBJISIOLL] |[BOMHIKA.
rdpoBoro  |[IBOMHMKA. M JlaHHbIe
TBOMHMKA. st

L poBOTO
/IBOMHMKA.
MNK-1.3. 3HaTh

OCHOBHbIE MPUHLIMIIBI [XOPOILIO 3HAaeT [3HAaeT 3HaeT IUIOXO [He 3HaeT

11 MeTO/IbI L{(ppoBOro (OCHOBHEIE OCHOBHbIE OCHOBHbIE  [OCHOBHbIE

MPOEKTUPOBAHHUS, MPUHLUIBI U [IPUHLIMITBL M [[IPUHLIMIIBL U [IPUHLIUIIBI U

TUTIOBBIE MeTOZbI MeTOZbI MeTO/bI MeTOZbI

MaTeMaTHIecKre LU(PPOBOTO udppoBoro  [uudpoBoro |[HdpoBOro

MO/l IOBeZleHUs1  [TPOeKTHPOBAaH [IPOEKTUPOBaH [[IPOeKTUPOBA [TPOEKTUPOBAHU

VCITOJTHUTE/TBHBIX Visi, TUTIOBbIe  [Wsi, TUTIOBbIe  [HUS, 5T, TUTIOBBIE

MeXaHU3MOB, MaTeMaTHUeCK [MaTeMaTh4yecK [TUIIOBble MaTeMaTHUeCcKH

TaTUMKOB U vie Mozienu vie Mozienu MaTemaTHuec |e MoJeslu

KOHTPOJUIEPOB, a roBe|eHUs roBe|eHUs Kuie MOJie/id  [TIOBe/IeHUsT

TaK)Ke CTaHapThI MICTIO/THATEJIBH [CTIOJTHUTEbH [TIOBeZIeHUsT  [MCTIOTHUTETBHbI

orcaHust bIX bIX VICTIOJTHUTEJTb [X MeXaHU3MOB,

QITOPUTMOB PabOThl  [MEXaHW3MOB, [MEXaHW3MOB, [HBIX [TaTUMKOB U

ABTOMAaTU3MPOBAHHBIX |[JaATUMKOB U |[IaTYMKOB U [MEXaHU3MOB, KOHTPOJUIEPOB, &

cucreM KOHTPOJUIEPOB, [KOHTPOJIJIEPOB, [IaTYMKOB M [TaKXKe
a TaKKe a TaKKe KOHTPOJIIEPO |CTaHAaPThI
CTaH/|apThI CTaH/|apThI B, a TAKXKE  |OMMCAHUSA
orcaHust orcaHust CTaHJAPTHl  [aITOPUTMOB
QITOPUTMOB  [@ITOPUTMOB  |OMTUCAHUST  [pabOThI
paboThI paboThI QJITOPUTMOB [ABTOMAaTH3UPOBA
ABTOMATHU3UPOBABTOMATU3UPOBPAbOTEI HHBIX CUCTEM
QHHBIX CHCTeM [@HHBIX CHCTEM |[aBTOMaTHU3UD

OBaHHBIX
CcrCTeM

yMeThb:




Pa3pabatbiBaTh
MMUTALIOHHbIE
MOJIE/T PEXXUMOB
(hyHKLIMOHMPOBAHUSI
CHCTeMBI
ABTOMATH3aLH B
CrieLManu3upOBaHHbIX
Ccpefiax BBIMOHSTD
[apaMeTpUYeCKyHo
ONITUMM3ALUI0
A/ITOPUTMOB
yTIpaB/IeHUs U
MPOBEPSITH
KOPPEKTHOCTb
cpabaThIBaHUS! JIOTUKU
3aLUThI U
GJIOKUPOBOK /10 ITana
(hr3mueckoro mycka
06opy0BaHUS.

cBOOOHO
yMeeT
pa3pabaTbIBaTh
MMUTALIAOHHBI
e Moziesu
PEeXXUMOB
(hyHKITMOHUPOB
QHMST CUCTEMBI
ABTOMATHU3aLU
Y B
CTIenManu3upo
BaHHBIX CpeJiax
BBITIOJTHSATh
rapaMeTpuyec
KYFO
OMTUMH3AIUI0
QJITOPUTMOB
yTIpaB/IeHUS U
MpOBEPSITh
KOPPEKTHOCTh
cpabaThIBaHus
UTOTUKY
3allUThI U
GJIOKUPOBOK [10
HTarna
(hu3rueckoro
myckKa
060pyJ0BaHUSI.

yMeeT Ha
pa3pabaThIBaTh
MMUTALMOHHBI
e Mogienu
PEXXUMOB
(hyHKIIMOHUPOB
QHUST CUCTEMBI
ABTOMAaTH3aL1
Y B
CrIenManu3upo
BaHHBIX CpPeJax
BBITIO/THSITh
rapameTpuyec
KY1O
ONITUMM3ALUI0
/ITOPUTMOB
VIIpaB/IeHUs U
MpOBEPSITh
KOPPEKTHOCTh
cpabaThIBaHUS
UTOrMKH
3all{UThI U
GJIOKUPOBOK [10
HTarna
(br3rueckoro
MmycKa
06opy0BaHUS.

IInoxo ymeer
pa3pabatbiBa
Th
MMUTALMOHH
ble MOJen
PEeXXUMOB
(yHKLIMOHUD
OBaHUS
CHCTEMBI
ABTOMAaTH3aL]
15178}
CrerManTu3up
OBaHHbBIX
cpesax
BBITIO/THSATh
rapamMeTpuue
CKYIO
ONTHMM3aIN
120]
a/ITOPUTMOB
yIIpaB/ieHus]
1 IPOBEPSITH
KOPPEKTHOCT
b
cpabaTbIiBaHU
ST JIOTUKH
3allUThI U
6JIOKMPOBOK
1o sTamna
(busryeckoro
MmyckKa
060py10BaHU
ST,

He yMeeT Ha
pa3pabaThIBaTh
MMUTALMOHHbIE
Mozienn
PEXXUMOB
(hyHKIIMOHUPOBA
HVSI CHCTEMBI
ABTOMAaTH3aLUH
B
CrIenMaTu3upoBa
HHBIX Cpefjax
BBITIO/THSITh
rapamMeTpuuecK
)
ONTUMM3ALUI0
/ITOPUTMOB
VIIpaB/IeHUs U
MpOBePSITh
KOPPEKTHOCTh
cpabaThIBaHUS
UVTOTMKY 3aLL{UThI
1 GJIOKMPOBOK
Mo sTana
(hr3rueckoro
myckKa
000py/10BaHUs.

BJIQJIETh:




«OT/IHIHO»
3a0aHull; no/Hble U codepicamenbHble Oomeembl HA 80NPOCHI Outema
(meopemuuyeckoe u npakmuueckoe 3a0daHue);
«xopomio»
3a0aHull; omeembl
npakmuueckoe 3a0daHue);
«y/IOB/IETBOPUTE/THHO»
mecmoeblx 3a0aHull; omeembl Ha 80Npochl bunema (meopemuueckue)
«HeY/I0B/IETBOPUTE/TbHO»
HeToJTHOe BBITIOJITHEHWe pacyemHblx pabom 8 cemecmpe U MeCcmo8blX

3a0aHuUll.

IlepeueHb OLIEHOUYHBIX CPE/CTB
KpaTkasg XxapakTepuCTUKa OL|€HOUHBIX CpPeCTB, UCIIO/Ib3yeMbIX [IpU

BBICTABJI1€TCA

3d

HaBbIKaMU XOpOLIO BIajieeT MJI0XO0 He B/azieeT
BUPTYaIbHOMN BraZieeT HaBbIKaMH BaseeT HaBbIKaMH
BeprbUKaLUHI U HaBbIKaMH BUDPTYa/JbHOM [HABbIKAMU  [BUPTYa/TbHOM
BaMALN BUDPTYa/JbHON [BepUGHKALMM [BUPTYaTbHOU BepUQUKALIN U
MPOEKTHBIX pellleHuH, BepuduKaluy |1 BaauJaluuy  [BepuUKaLy [Balualiu
MHCTPYMEHTapueM [ Ba/lMJaliii  [IPOEKTHbIX [ U MPOEKTHBIX
17151 aHamM3a MPOEKTHBIX  |[pelleHHH, Ba/MJALIMA  [pelleHuH,
repexoJHbIX pelLeHui, MHCTPYMEHTAp [[TPOEKTHBIX [MHCTPYMEHTapu
MpOLIeCCOB U WHCTPYMEHTAp [eM AJIs DeLleHWH,  |[eM Ji/1s1 aHau3a
aBapHITHBIX vieM JI71st aHamM3a MHCTPYMEeHTa [[TlepexoHbIX
cLieHapyeB paboThl  [aHa/iu3a MepexofHbIX [PUeM AJIsi  [POL|eCCOB U
ABTOMATHKH, a TAK)Ke [ePeXOJHbIX [POLIECCOB M |aHanM3a aBapHIHBIX
MeToZaMU MPOLIECCOB M [ABapUMHBIX  [[IePeXO/HBIX |CLieHapHeB
MHTerpalyu aBapuUiHBIX  |CLieHapHeB MPOL|eCCOB U [paboTbl
L1POBBIX MO/iefield B |CLieHapHeB paboThI aBapUIHBIX |[ABTOMAaTHKH, a
crcTeMy paboTkl ABTOMATHKH, a [CLieHapHeB  [TakKe
ABTOMAaTH3UPOBAHHOT [ABTOMATHKH, a [TAK)Ke PaboTEI MeTOZaMU
0 MPOEKTHUPOBaHUS  TAKXKe MeTo/aMy ABTOMAaTHKH, [AHTErpaLjin
[1/151 CKBO3HOTI'O MeTo/jaM1 MHTeTpaLUM  |a TaKXKe LPOBBIX
[yTIpaBJIeHust MHTerpauuy  [U(POBBIX MeTolaMU  [Mo/iesield B
DPKM3HEHHBIM LIUK/IOM  [LM(POBBIX Mozieneii B WHTEerpalyy [CUCTeMY
CHCTeMbI Mozieneili B cucTeMy L(POBLIX  [ABTOMAaTHU3MPOBA
ABTOMAaTH3aL{UH. crcTeMy ABTOMaTHU3UPOBMOJe/eli B [HHOTO

ABTOMATH3UPOBAHHOTO cUCTEMY MPOEKTHPOBaHU
QHHOTO MPOEKTUPOBaH [@BTOMAaTU3MP [ /11 CKBO3HOTO
MPOEKTUPOBaH [Ust JJIs1 OBaHHOTO  [yTIPaBIIE€HUS

WSt 17151 CKBO3HOT'O MPOEKTHUPOBA PKI3HEHHBIM
CKBO3HOT'O yIIpaB/ieHusT  [HUST JJist LIKJIOM
yIIpaB/ieHus] ~ PKU3HEHHBIM  |[CKBO3HOTO  |CHCTEMBI
PKM3HEHHBIM  [[JUK/IOM yIIpaB/ieHUs] [ABTOMATH3aL{|H.
LIMK/IOM CcrCTeMBI PKI3HEHHBIM

CHCTEeMBI ABTOMATH3aL| |LIUKJIOM

aBTOMAaTH3aly (1. CHCTEMBI

. ABTOMATH3AIl

[MIkana OLI€HKH! pe3yJ/IbTaTOB 06yI—IEHI/IH Mo AUCIUITTMHE!:

BBICTABJIAE€TCA 34 BBIIIOJIHEHHE  mMeCcmoeBblX

BBICTAB/IIETCSI  3a  BBITOJIHEHHE  MeCmo8biX
Ha eonpocbl burema (meopemuueckoe — uau
BLICTAB/ISIETCST 3@  BBITIOJIHEHHE

ciaboe wu




TEeKYIleM KOHTpPOJie yCIeBaeMOCTU MW TIPOMEXYTOYHOM aTTeCTaluu
oOyuaroierocs 1o AUCLUIUIAHE:
Haumenosa Onucanue
HUe Kparkasi xapakTepyCTHKa OLIEHOYHOTO CPe/ICTBa OLIEHOUHOTO
OLIEHOYHOT cpefCcTBa
CpeZcTBO KOHTPOJISI, OPraHU30BaHHOE Kak
CobecesioBa creljManbHasg Oecesla Mpero/jaBaTesnis ¢ Borpocel 1o
uue (C6c) 00ydJaroIMMcsi Ha TeMbI, CBSI3aHHBIE C U3yUaeMOM pazzenam
IUCIIWTI/TMHOM, U PaCCUMTAaHHOE Ha BLIICHEHUE JTUCIIUTTAHEI
obbeMa 3HaHMI 00YYaroIerocs o ornpeze-
JIEHHOMY pa3zjieny, TeMe, mpobemMe U T.11.
Cucrema CTaH/IapTU3UPOBAHHBIX
N Komr1iekT TeCTOBbIX
Tecrt (TecT) 3a/laHuH, T03BOJISIOIIAs sazami
AaBTOMATH3UPOBATh TPOLIEAYPY W3MepeHUsl YPOBHS A
3HAHWUN ¥ yMEHWI 00y4YaroIierocs

3. IlepeyeHb KOHTPOJ/IBHBIX 3aJJdHUM W/IM HWHbIe MaTepHa/Ibl,
Heo0Xo/UMble /Isi  OIeHKH 3HAHUH, YMEHHHM ¥  HABBIKOB,
XapakTepu3yKwHUX 3Tanbl (OpMHUPOBaHUA KOMIeETEHLUNl B Mpoijecce
OCBOEHHSA MUCIUILTHHBI

Jist Tekymiero konrpoasa TK1:

[TpoBepsieMast KOMIETEHL[HS:

1K -1.6. JemoHCTpUpYyeT MOHUMaHKe TTIOCTPOeHHs U o0ecrieueHust
KrbepbOe30macHOM 3KCIUTyaTal[iy CeTeBO MHGPaCTPYKTYPhl CUCTEM
yTpaB/eHUs] U KOHTPOJISI SHeProoObeKTOB.

1. Tect.

1. Uto noHrMMaeTcs 1o, LIM(PPOBLIM JBOMHUKOM B 37IeKTPO3HEPreTHKe?

A. DneKTpOHHBIY TIaCTIOPT 000PY/J0BaHUS
B. Iunamuueckas tudpoBasi Mofie/lb 3HeproobbekTa, CHHXpOHU3UPOBaHHasI C
peanbHbIMU JaHHBIMU
C. Tosbko 3D-BU3yanu3auus oA CTaHLUA
D. ApxuB TeXHAUECKOU JOKYMeHTaluu

2. Kakoi k1roueBoi MpH3HAK OT/IHMYaeT HU(POBOM ABOWHUK OT OOBIYHOM
VMH(OPMAaLMOHHOW MOoJen?

A. Hanuune Oyma>kHOU JOKyMeHTaI[u!
B. TlocrosiHHbIi 0OMeH [aHHBIMA C (PU3MUYECKUM OOBEKTOM B peasbHOM
BpEMeHU
C. Ucnonb3oBanue Excel-aiinos
D. OtcyTcTBHe ceTeBOro NOAK/IHOYEHYS

3. Kakvie ypoBHUM 0OBIUHO BK/IIOUAeT apXUTeKTypa LM(pPOBOro ABOWHHKA




9HeproooweKTa?
A. TosibKO arirapaTHbIM YPOBEHb
B. ®usnueckui, KOMMYHUKALMOHHBIM, aHAJUTAYECKUM U TPUKIASHOU
YPOBHM
C. TonbKO ypoBeHb BU3yau3aLiuu
D. Byxranrepckui © aJMUHUCTPATUBHbIN YPOBHU
4. OcHoBHasi 1eflb  NOpUMeHeHUs:  I[U(MPOBBIX  JBOMHUKOB B
3/1eKTPO3HepreTUKe:
A. YBenuueHue KO/1MueCTBa repcoHasa
B. IMoBbIiieHre HaZieXKHOCTH, 3((HEKTUBHOCTH M 6€3011aCHOCTH 3KCTUTyaTalluu
C. IlonmHasg 3amena SCADA
D. UcknrounTesibHO XpaHeHye apXUBOB
5. Urto sBisgeTcs HWCTOYHUKOM [JaHHbIX [/ LM(POBOro ABOWUHUKA
MOACTAHLIUA?
A. CouyasnbHblie CeTU
B. Natuuku, PLC/RTU, cuctembl TesieMexaHUKA
C. IleuaTHble OTUeTHI
D. BHelliHue pekiaMHbIe CepBUCHI
6. Kakoe CBOWCTBO 4BAsIeTCA KPUTHUYECKU BaXKHBIM /i1 JJAaHHBIX
L[M(pPOBOr0 ABOUHUKA?
A. N36bITOUHOCTL 6€3 KOHTPOJIS
B. Lles10CTHOCTB U JOCTOBEPHOCTH
C. CnyuaiiHoe 06HOB/IeHHE
D. OtcyTcTBUe pe3epBUpOBaHYS
7. Kakve pUCKM BO3HMKAIOT MPU HHTerpaluv LU(pOBOro ABOMHMUKA B
ceTeBYIO MH(PaACTPYKTYpPy dHEProo0neKTa?
A. ToJibKO TIOBBILLIEHHE TIPOM3BOAUTE/IbHOCTH
B. YBenuueHue MoBepxXHOCTH KubepaTak
C. ITontHOE OTCYTCTBUE PUCKOB
D. CHmwkeHue TpeboBaHMM K 6€30T1aCHOCTH
8. Uto Takoe Kubepdu3nueckasi CUCTeMa B KOHTEKCTE SHEPreTUKH?
A. Cucrema BUIeOHa0/IIO/IeHUS
B. VHTerpanusi BBIUMCIUTENBHBIX, CETEBBIX U (DPU3NUECKUX MPOLIECCOB
C. TosibkO 371€KTpUYeCKas cxeMma
D. Ba3za gaHHbIX 060pyZ0BaHus
9. Kakoil TpUHUMIT [O/DKeH CcoOMoAaTbCss TIpU  MPOEKTUPOBAaHUU
Ge3or1acHoOl ceTeBO apXUTEKTYPhI?
A. MakcuMasibHasi OTKPbITOCTb BCeX CePBUCOB
B. IIpyHLMIT MUHUMAaBHBIX PUBUJIETAN
C. Otka3 ot ayTeHTU(UKALIUU
D. Ucnonb3oBaHve OAMHAKOBBIX MapoJien



10. 111 uero NpUMeHSIeTCS MOZIeTMPOBaHNe PEXKUMOB paboThI B I[U(POBOM
JIBOMHUKE?
A. [l511 co34aHUs1 OTYETOB BPYUHYIO
B. [I151 NpOrHO3MPOBaHWs aBaPUMHBIX U HEIITAaTHBIX CUTYaLAn
C. [lnst yBesTiueHUst SHEPrornoTpedeHys
D. [lng oTk/iIroueHus pe3epBUPOBaHUSA
11. Kakywo poab wuWrpaer cerMeHTalUsi CceTH B UHGPaCTPYKType
3HepProoobeKTa?
A. YBesmmuuBaeT PUCK paclpoCTpaHeHus aTak
B. OrpaHnurBaeT pacnpocTpaHeHre UHLIUAEHTOB 6e30MacHOCTH
C. YnporijaeT HeCaHKI[MOHUPOBaHHbIN JOCTYII
D. VcknrouaeT He0OXOAUMOCTb MOHUTOPHHTA
12. Yto obecreuriBaeT CHHXPOHM3AI[1IO LIU(GPOBOTO [IBOMHKKA C peasTbHbIM
00BeKTOM?
A. Tleproauueckoe pyuHoe 0OHOBJIEHHE
B. ABTOMaTU3UpOBaHHBIN COOP U Mepe/jaya TeJileMeTpUUIeCcKUX JaHHbBIX
C. YaneHuve cTapbIx JaHHBIX
D. OTktoueHue ceTeBbIX UHTepGhelicoB
13. Kakoit akTop HauboJsiee B/MseT Ha KUOEPYCTOMUMBOCTL I[M(POBOTO
JIBOMHMKA?
A. OtcyTcTBHE 0OHOB/IEHUM
B. KommniekcHast cucteMa MOHUTOPUHTA U pearupoBaHUs
C. MuHUMaIbLHOe KOJTMYeCTBO T0/Ib30BaTesien
D. IlonHOe oTK/IrOUEeHMe JIOrMPOBaHUsA
14. TloueMy Ba)KHO YyuWTbIBaThb CTaHAAPThl  WH(OPMALIMOHHOU
Ge30macHOCTHY TIpY CO3AaHUU 1[M(POBOTO ABOMHUKA?
A. [l511 yBemMyeHus: CTOMMOCTH TIPOeKTa
B. [lns1 cooTBeTCTBUS TpeOOBAHUSM Y MUHUMH3AL[H PUCKOB
C. Onst yCI0)KHEeHUs! apXUTEKTYPbI
D. [lns cokparirieHust 00bemMa JaHHBIX
15. Kako#l 3Tam >KM3HEHHOro LMK/Aa LM(pPOBOro [BOMHUKA CBsi3aH C
aHa/IM30M yrpos?
A. Dkcrutyararusi 6e3 KOHTPOJIs
B. ITpoekTupoBaHue 1 OL|eHKa PUCKOB
C. JeMoHTax 060pyAOBaHus
D. ApxuBupoBaHUe JOKYMeHTaLuu

2. Boripocsl a1 cobeceioBaHus.

1. laiiTe  pa3BepHyTOe ompeje/ieHWe [U(GPOBOrO  [JBOMHUKA B
3/IeKTPOHEPreTUKe Y OMUIIUTE ero OCHOBHbIE XapaKTEPUCTUKU.

2. OOBbsIcHUTE pa3MUUHs MEXy UH(POPMAIIMOHHOW MO/Ie/TbI0 U 1[G POBLIM



JTBOMHUKOM.

3. Onmivre apXvATeKTypy LM(dpPOBOro [JIBOMHHKA 3SHEProo0bheKTa C
yKa3aHHeM OCHOBHBIX YPOBHEM.

4. Kakyve HCTOYHUKM [JIaHHBIX MCIIOMb3YIOTCS i (pOpMHPOBaHUS
1[M(ppoBOro ABOMHKKA MOICTAHLIUKN?

5. Kakue KubepprcKy BO3HMKAIOT TIPU MHTerpaliyu 1i(poBOro JABOMHUKA
B ACY TII?

6. PaCKpOﬁTe 3HAUY€HHWE TIPpUHLWIId MHWHHUMAJ/IBHBIX HpI/IBI/I]'IEI"I/Iﬁ B
SHepreTuuyeCkux CUuCreMdx.

7. O6mbsicHuTe poJib Kubeppu3nuecknux CUCTEM B 37IeKTPOIHEPTeTHKe.

8. [NoueMy 1]e/IOCTHOCTb [JAHHBIX KPUTUUYHA [I/Ii KOPDPEKTHOW paboThbl
L[M(pPOBOro ABOUHUKA?

9. OnumurTe >XU3HEHHBIN UK/ LIW(PPOBOro JBOMHNKA SHEPTO0OHEKTA.

10.Kakve HOpMaTHMBHbIe U  OpraHU3al[MOHHbIE Mepbl  TIOBBIIIAIOT
K1OepyCTOMUMBOCTD LIU(POBBIX [BOMHUKOB?

Jis Tekyniero Kourpoas TK2:

[IpoBepsieMast KOMITeTeHLMS:

1K -1.6. [lemoHCTpUpYeT MMOHUMAaHKe TIOCTPOEHHs U 00ecTieueHust
Krbepbe30macHOM KCIITyaTal[ii CeTeBOM MHPPACTPYKTYPhl CUCTEM
yrpaB/ieHUs] U KOHTPOJISI SHEPrO00HEKTOB.

1. Tecr.

1. YTo siB/IT€TCSI OCHOBOM apXUTEKTYPhbI LIM(PPOBOTO ABOMHUKA
3HeproobwvekTa?

A. Tonbko 3D-mozens 060pyoBaHus
B. WHrerpanus gusnyeckoro o0bekTa, MaTeMaTUYeCKOW Mojie/li U TIOTOKOB
JlaHHBIX
C. JlokanbHas 6a3a 1aHHBIX 0e3 ceTeBoro JOCTyIIa
D. SCADA-cepBep 6e3 1aTUMKOB

2. Kakoii KOMIIOHEHT OTBedaeT 3a cOOp IaHHBIX C 000py/I0BaHUS B
CUCTeMax yIIpaB/IeHUsI SHEProOObeKTaMU?

A. MesceTeBOM 3KpaH
B. PLC/RTU-koHTpOJIEp
C. AHTMBUDYCHBIW areHT
D. Web-cepgep

3. Kakoi1 mpoTokoJ/1 HanboJ/iee 4acTo UCIO/Ib3yeTcs /I/1s Tiepe/ilauy JaHHBIX B
TIPOMBILLJIEHHBIX CeTAX?

A.HTTP
B. FTP
C. Modbus



D. SMTP
4. OcHOBHas 1ieJib BHe/IpeHus1 IU(PPOBOro ABOMHUKA B SHEPreTHKeE:
A. 3ameHa nepcoHasna
B. TloBelieHWe Ha[eXHOCTH, TPOTHO3UPOBAHME OTKA30B M ONTUMHU3aLUA
SKCIUTyaTalyu
C. YBenuueHue KomMuecTBa OyMa>KHOUM JOKYMeHTaLuu
D. VckmrounTeibHO BU3yanu3anus 00beKTa
5. Kakoti ssiemeHT obecrieunBaeT CerMeHTalUi0 CeTU B MH(GPACTPYKType
3HepProoObeKTa?
A. KommyTaTtop ypoBHsi 2 6e3 HaCTpoeK
B. MexceTteBoti 5kpaH (Firewall)
C. IIpunrep
D. WcTtounuk GecriepeOOMHOTO MATAHUS
6. UTo ABIsIeTCA KPUTUYECKU BaXKHBIM TIPU Mepefiaue JaHHbIX MeXIy
KOMITOHEeHTaMH 1[i(POBOTO ABOUHUKA?
A. Bricokoe 3HepromnotpebsieHue
B. OrcyTcTBUe mmdpoBaHUst
C. KoHueHIIMaTbHOCTB, 11€/I0CTHOCTb U JJOCTYITHOCTh JAHHBIX
D. Mcnonb3oBaHue ycTapeBIINX ITPOTOKO/IOB
7. Kakol TuN aTakyd HampaB/ieH Ha HapylleHWe [JOCTYMHOCTH CeTEeBOU
VH(PACTPYKTYPHI?
A. SQL-uHBeK11s
B. DDoS-ataka
C. ®univHr
D. Spoofing MAC-azpeca
8. [lna yero uMcmosb3yercs cucrteMa obOHapy)keHuss BTopxkeHud (IDS) B
rH(ppacTpyKType udpoBOro JBOMHUKA?
A. [Ins ynpaBieHus1 HArpy3KOW reHepaTopoB
B. [1ns aHanv3a ceTeBoro Tpadvka v BbISIBJIEHUs] aHOMa/IAH
C. Ins 3amensl PLC
D. 1ns XxpaHeHUs1 pe3epBHbBIX KOMUU
9. YTo 1103BO/ISIET pear30BaTh IIPUHIIUIT «TTyOOKO3ITIe/IOHUPOBAaHHOM
3aiuThl» (Defense in Depth)?
A. O[IH MOILIHbIA aHTUBUPYC
B. MHoroypoBHeBasi CUCTeMa 3alllUThl Ha Pa3HbIX YPOBHSAX UH(MPACTPYKTYPhI
C. [TonHBIM OTKa3 OT CeTeBOro B3auMO/eNCTBUS
D. Wcnosib30BaHue TOMBLKO 00/1aUHBIX CEPBUCOB
10. Kakoil MeTo/ TMOBBIlIaeT YCTOMUYMBOCTb LIM(POBOr0 [ABOMHHKA K
KrbepaTakam?
A. OtcytcTBue obHOBeHUi [10
B. PerynsipHoe 06HOB/IeHHE U TTaTY-MeHEePKMEHT



C. Hcnonb30BaHKe OJHOTO Naposis 4Ji BCeX CUCTEM
D. OTk/toueHye )XypHaIUpOBaHUs COOBITUM
11. Kakyto posib urpaeT KypHaJMpOBaHUe COObITHI (JTOrUpoBaHue)?
A. 3amegisieT cucTemy 6e3 MO/b3bI
B. ITo3BosisieT aHa/IM3UPOBAaTh UHILIWEHTHI ¥ TIPOBOIUTE ayAUT 6e301acHOCTH
C. YBenuuuBaeT 5HeprornorpedieHue
D. Vcrionb3yeTcs TOJIBKO AJis OyXraaTepyun
12. Kakoii KOMITIOHEHT LIU(POBOro JBOMHUKA OTBeYaeT 38 aHAIUTUUECKYHO
00paboTKy JaHHBIX?
A. AHanutnyeckui moayns (Al/ML, Mozmeny NporHo3vpoBaHus)
B. CeteBoii kabesb
C. CTOYHMK NUTaHUS
D. Kopniyc cepBepa
13. Uto obecrmeurBaeT pe3epBHPOBaHHE KaHA/NOB CBSI3M B CETEBOM
MH(ppacTpyKType?
A. Vcrionp30BaHue 0HOTO MapLipyTU3aTopa
B. lyb/ipoBaHue ceTeBBbIX MyTel U 000pyj0BaHUs
C. YpaneHuve pe3epBHbIX KOMUM
D. Ortkmouenne BToporo kKaHasal4. IlouemMy BaKHO pa3rpaHuUuyeHUe IIpaB
JOCTYyTIa B CUCTeMaXx YIpaBJieHUs SHeproo0beKTaMu?
A. [Ins ycioykHeHUst pabOTHI 110J/Ib30BaTe el
B. [ns cobmrozeHss TIPUHIIAIIA MWHUMAJIbHBIX TIPUBHIETHN U CHIDKEHUS
PUCKOB
C. [y yBesmMueHus Harpy3Ku Ha cepsep
D. [1ns yckopeHusi ceTeBoro Tpaduka
15. Kakoii 3tarn pa3paboTKy LM(POBOTro JBOMHHKA HAINpPsAIMYHO CBSi3aH C
obecmieueHreM KrbepOe30macHOCTH?
A. Tosibko BU3yamv3aLus
B. IIpoekTupoBaHue apXUTEeKTYphl U OL[eHKa PUCKOB
C. 3akyrika Mebenu fijis OTiepaTOPCKOi
D. Ileyath UHCTPYKLIUH

2.Bormpockr ajist cobeceoBaHMs.

1. OrmuimTe  OCHOBHbIe ~ KOMIIOHEHThI  I[M(GPOBOTO  /ABOWMHHKA
3HeproobmeKTa.

2. Kak ocymectBisiercs cbop u mnepefaua gAaHHbix oT PLC/RTU k
aHa/IMTUYECKOMY MOZYJII0?

3. Kakue IMMPOTOKOJIBI TIPUMEHANOTCA B IIPDOMBILIJIEHHBIX CETAX W KdKHe
PUCKHU C HUMH CBsI3aHbI?

4. OO6bsicHUTe TIPUHLIUTT 1/1yDO0KO03111e TOHUPOBAHHOM 3alL[UTHI



ripumenuTesibHO K ACY TII.
5. Kak peanu3yeTcsi cerMeHTAalUsI CeTU Ha SHepProoobekTe?

6. Kakue  MeToAbl  3alllUThl  TIPUMEHSIIOTCS [ obecrieueHUst
KOH(U/IeHLIMaTbHOCTH JaHHbIX?

7. Onummte posb IDS/IPS B uH(pacTpyKType MppoBOro JBOMHKUKA.
8. IToueMy Ba)KHO pe3epBHPOBaHKe KaHA/IOB CBSI3U U 000PYOBaHUS?
9. Kakue mepsl BK/IFOUaeT naTy-MeHePKMEHT B TTPOMBILLIJIEHHOU cpefie?

10.OnuiMTe  TIporiecC  OLeHKW KWOeppUCKOB TPU  TPOEKTUPOBAHWU
apXWUTEKTYPbI LU(PPOBOTO ABOMHUKA.

Jis Tekyniero Kourpoasa TK3:

[IpoBepsieMast KOMITeTeHLMS:

1K -1.6. [lemoHCTpUpYyeT MTOHUMAaHWe TIOCTPOeHHs U o0ecTieueHust
Kubepbe3omacHOM KCIITyaTal[i CeTeBOM MHPPACTPYKTYPhl CUCTEM
yTpaB/ieHUs] U KOHTPOJISI SHEPrO00HEKTOB.

1.Tect .1. st yero UCno/b3yeTcsi BU3yaau3alys B IPoeKTe LU(POBOro
JBOMHMKA SHEPrO00BEKTa?

A. TonbKo A5t co37jaHus Mpe3eHTalun
B. 17151 MOHUTOPUHTA COCTOSTHUSI 00BeKTa Y TIO/I/IeP>KKU TIPUHATHS pellleHri
C. [l1s1 3aMeHbI TejieMeXaHUKU
D. [lns xpaHeHus apx1BOB

2. Kakou MHCTPyYMEHT ualle BCero MpUMeHSIeTCd MJig JAUCIEeTYepPCKOr
BU3ya/M3aLuun?

A. SCADA/HMI-cucrema
B. TekcToBbIl pejakToOp
C. [TouTOoBBIM K/IMEHT
D. AnTHBUpYC

3. Uto HeoOXOAUMO YUMTHIBAThL TNMPU IyOIMKaI[UK BU3YyalbHBIX JAHHBIX B
KOPIIOPaTUBHOM CeTH?

A. OTKpBITBIM JOCTYII AJ1 BCEX IOJIb30BaTeen
B. Pasrpanuuenue rnpaB 0CTyTa U ayTeHTU(PUKALIUIO
C. OtkntoueHue M(ppoBaHUs
D. OtcyTtcTBHe )XypHa/IMPOBAHHUSs

4. Kakoi QopmaT TmpeAcTaBlieHUs] [aHHBIX TIOBBIIAeT HArISAHOCTD
aHa/lM3a Pe>KUMOB pabOThI?

A. CpIpo¥ TEKCTOBBIU JIOT
B. NHTepakTrBHbBIE TPAaPUKHA Y MHEMOCXEMbI
C. ApxuB ZIP-daiinoB
D. Criicok IP-appecos



5. Uto siBAsieTCs 11e/bl0 3all[MThl TTPOeKTa 1U(PPOBOro ABOMHUKA?
A. CokpreIiTie uHbOpMaLIMU OT TlepCcoHasa
B. OGecnieueHve KOH(MUIEHIIMATLHOCTHA, LI€JIOCTHOCTY U [OCTYITHOCTH
JlaHHBIX
C. YaneHuve pe3epBHBIX KOMHM
D. OrpanuueHnuve pa3BUTHs CUCTEMBI
6. Kakoli MexaHW3M WCHOJIb3yeTCs JJisi TOATBEPXKAEHUs JIMYHOCTH
TI0/1b30BaTesisg?
A. AyTteHTU(UMKaLMSA
B. ApxuBupoBaHue
C. Peruukauus
D. KommyTanus
7. Uro moBbillaeT 06e30MacHOCTb YZAa/JEHHOTO MAOCTyNMa K LudpoBOMy
JIBOUHUKY?
A. Vcnionb3oBanue nybsuyHoro Wi-Fi 6e3 3aiuThbi
B. I[Ipumenenve VPN u MHOroakTOpHOM ayTeHTU(PUKALIUU
C. [1epepmaua raposieit mo 3/IeKTPOHHOU MOYTe
D. Otkstouenue mudpoBaHUst
8. Kakoli JOKyMeHT OMUChIBAeT YTPO3bl U MepPhI 3all[UThl MPOeKTa?
A. TexHnueckoe 3a/iaHue
B. Mopgens yrpo3 v HapyLuTe/is
C. I'paduk oTmyckoB
D. MluBeHTapHas BejOMOCTb
9. [lns uero MpPOBOJAUTCS pe3epBHOe KOIMMPOBaHWE [aHHBIX LIM(PPOBOro
JIBOMHMKA?
A. J1ns yBenMueHus Harpy3Ku Ha cepBep
B. [l51s BoCCTaHOB/IEHUsI CHCTeMBI TIPU COOSIX MM aTaKax
C. [lnst 3ameziyieHusi paboThI ceTu
D. [Ins yaaneHus >KypHa/IOB COOBITHH
10. Kakoit crmoco6 3al[uThl MpeAoTBpalljaeT HeCAHKIIMOHUPOBAHHOE
M3MeHeHue IaHHbIX ?
A. KoHTpo/b 11e/10CTHOCTU U [IU(PpOBast MO/IHCh
B. OTk/toueHre MOHUTOPUHTA
C. Hcnonb30BaHue OJHOTO aKKayHTa Ha BCeX
D. OtcyTcTBUe 0OHOBIEHUM
11. Kakyto posib urpaeT TeCTUPOBaHWe Ha MPOHUKHOBeHHe (pentest)?
A. YBenmuuBaeT KOJIMUECTBO I10/1b30BaTeseun
B. BrisiBiisieT yA3BUMOCTH 10 BBOZIA CUCTEMBI B SKCITyaTaLUi0
C. 3ameHsieT aHTUBUPYC
D. VcknrouaeT He0OXOAMMOCTb MOHUTOPHHTA
12. YTo Ba)KHO MPOZEMOHCTPHUPOBAThL MpH 3all[uTe MpoeKTa IKUPPOBOro



JIBOMHMKA?
A. TonbKko au3aiiH uHTepdeiica
B. O6ocHOBaHWe apXUTEKTYPhI, OL[eHKY PHCKOB M Mepbl Kubep3aliuThbl
C. KonnuecTBO canjoB Mpe3eHTalyuu
D. CroumocTh 060pyjoBaHMs Oe3 aHamM3a
13. KakoW mokKasarenb CBUJETeNbCTBYET O HaJ&KHOCTA CeTeBOU
MH(GPaCTPYKTYpPhI MpOeKTa?
A. OTcyTCcTBHE pe3epBUpPOBaHUSA
B. Bricokuli ypoBeHb JJOCTYITHOCTH (uptime)
C. MuHMManbHOe KOJIMYeCTBO JIOTOB
D. Wcnosib3oBaHue ycTapeBiiiero 060py/joBaHus
14. TTouemy Ba)kHO 00yuaTh repcoHasn paboTe ¢ LU(PPOBLIM ABOUHUKOM?
A. 1151 yC/I0’)KHEHUS IKCITyaTaluu
B. [Ona  cHwKeHuUs  uejioBeueckoro  ¢dakTopa W TIOBBIIIEHUS
KnbepyCTOMUHNBOCTH
C. [lnst yBesTiueHUsI YMCIIa OMHIO0K
D. [lng oTkasa oT perjiaMeHTOB
15. Kakoii 3Tan 3aBepiiiaeT LUK/ BHeIpeHUs LIMGPOBOro ABOMHMKA?
A. TTosHBIM OTKa3 OT COMPOBOXKAEHUS
B. BBog B 3kculyatalyMi € TOC/AEAYIOLIMM ~ MOHUTOPUHTOM U
COTIPOBOXKJ€HUEM
C. YpaneHve aHaMTUYECKUX MOy Ier
D. OTk/toueHre crucTeMbl 6e30MacHOCTH

2.Borpockl ayist cobeceioBaHMs.

1. Onumwmre posb BU3yalu3allid B YIIPABAEHUW PEXAMaMU PabOThI
3HEProoObeKTa.

2. Kakue tpeboBanusi mnpeabssistorcs kK HMI/SCADA-unTepdeticam ¢
TOUKHU 3peHus 6e3o0macHOCTH?

3. Kak obecrieuriBaeTcsi 6e30racHbIM yanéHHbIM JOCTYN K LU(pPOBOMY
JIBOUHUKY?

4. Yro BK/IHOYAeT MO/ie/Ib YIPo3 NpoeKTa L poBOro ABOKMHUKA?

5. OnuimTe MpOLECC pe3epBHOrO0 KOMHWPOBaHUSI M BOCCTAHOB/IEHUS
JAHHBIX.

6. Kakue MeTo/bl KOHTDOJ/SI LIeJIOCTHOCTU [J@HHBIX TIPUMEHSIIOTCS B
HepreTvke?

7. Kak mMpoBOJUTCSI TEeCTUPOBaHWE CHUCTeMbl Ha YCTOMYMBOCTb K
KubepaTakam?

8. Kakue T0Kas3areyu XapaKTepusyrT HaZEKHOCTb ceTeBOM
MH(MPaCTPYKTYphI MpoeKTa?



9. Ilouemy oOyueHue riepcoHa’sia ABJIAETCS 3/1IeMeHTOM
Krbepbe30macHOCTH?

10.Kakue acriektel HeoOX0AWMO 0OOCHOBATh TMPH 3allUTe TPOEeKTa
[M(PPOBOro ABOVHUKA Mepesi KOMUCCHUEUn?
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