MMHUCTEPCTBO HAYKH 1 BBICIIIET'O OBPA3BOBAHWS POCCUIMCKOU ®EJEPALINA
DenepajibHOE TOCYIAPCTBEHHOE 0K0IKeTHOE 00pa3oBaTe/ibHOe

YUpexKI€eHUue BbICIHICTO 06pa30BaHl/lﬂ

K9y «KA3AHCKHN FOCYI[APCTBEHHLIfI SHEPTETUYECKHU YHUBEPCUTET»
(®PI'bOY BO «KI'9Y»)
{ YTBEPXKJIAIO
B Hupexrop UTD
C.O. I'anonenko
«27» despansa 2024 r.

PABOYASA ITPOI'PAMMA JTUCHUIIJINHBI

b51.0.11.03. OcHoBbI HHPOPMAIIMOHHOM 0€30aCHOCTHU

( Koo u naumenosanue oucyuniunvl 6 coomeemcmeuu ¢ PYII)

Hampasnenue nmoaroroBku 16.03.01 Texuuueckas pusnka

(K00 u naumenosanue nanpaenenus no02omosKu)

Keanuduxanus bakanasp
(Baxanasp / Mazucmp)

r. Kazans, 2024



[Iporpammy paszpabotain(u):

HaumenoBanue JI0JKHOCTB, Y4.CTEIIEHD, 0J5(0)
Kadeapsl y4.3BaHHE pa3paboTunKa
Kocynun

[udpossie cucTeMbl 1 MOACITH

JIOLICHT, K.T.H., JOI[CHT

Banepuii Banentunouy

HaumeHnoBanue Ne
CornacoBanue Hata [Moanuce
No/ipa3iesICHuUs MIPOTOKOJIA
Ono6pena Hugpossie cuctembi i | 15 o) 594 2
MOJIEe 3aB.xad., K.¢.-M.H., J01I.
Cwmupnos 1O. H.
ABTOMaTu3anus
CoracoBana TCXHOJIOTHHCCKUX 19.02.2024 11 3aB.xad., 1.T.H., JOII.
MPOIIECCOB U
Hmutpues A. B.
IIPOU3BO/ICTB
CormnacoBana ¥e0r0-MeTOMMIECKHH 27.02.2024 5
coser UTD JnpexTtop, K.T.H., JOII.
I'anonenko C.O.
OnoOpena VYuensrii coer UTD 27.02.2024 6
JlupekTop, K.T.H., JIOIL.
I'anonenko C.O.




1. He.]'lb, 3a/lavYi U IVIAaHUPYEMBIC PE3YyJIbTaTbl oﬁyquI/m o AMCIUIIJINHE

Lenpro ocsoenus aucuuiauabl 51.0.11.03. "OcHoBbl HH(DOPMAIIMOHHOM
oe3onacHocTH' ABIsETCS (OPMHUPOBAHMS y CTYIASHTOB 3HAHWW W HABBIKOB TIO
BOIIpocaM HMH(POPMAITMOHHOW O€30MacHOCTH, a TakKe HAaBBIKOB IMPAKTHYECKOTO
oOecrieueHus 3amuThl WHPOpMaIu U 6€30MaCHOTO WCIIOIB30BAHUS MPOTPAMMHBIX
CPEACTB B BBIUMCIUTEIbHBIX CUCTEMAX OPTaHU3ALNN U YUPEKICHUMN.

3ajauaMy IUCUUIUIMHBI SBIISIOTCS: NOJyYeHUE 0a30BBIX TEOPETUUECKUX MPEJ-
CTaBJICHUM O COBPEMEHHBIX OpPraHMU3ALMOHHBIX M TEXHUYECKMX METONAX 3alUThI
uHbOpMaIK, a TaKkKe TEXHUYECKUX CPEACTBAX 3aIUThl KOMIIbIOTEpHOU MH(OpMa-
MU MH()OPMAIIMOHHBIX CUCTEM OpPraHU3alUld U yUPEKICHHM.

KowmnereHumu u UHIMKATOPBI, PopMUpyeMble y 00yUaroIuXCs:

Kon n HauMeHoBaHUE KOMITETCHITUN Kon n nanmeHoBanue nHIuKaTopa
OIIK-4. Crioco6en morumath puHmiel pa- | OIIK-4.2. Bnageer HaBblkaMu MPUMEHEHHS UGPO-
0O0TbI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJIOTMM [UIsl pelieHus 3aaad mpodeccuo-
HOJIOTUM U UCTIONB30BATh WX JJISl PEILICHUS HAITBHON JIEATEIPHOCTH C YYETOM OCHOBHBIX TpeOo-
3a/1a4 PO EeCCHOHATBHOMN JeATeIbHOCTH BaHu nHGOPMAIIMOHHOM 0e30MacCHOCTH

2. Mecto nucuunianHbl B cTpykrype OIL

[IpeamecTByromme TUCHUILIMHBL (MOAYIH), npaktuku, HUP, ap.:
b1.0.11.01. UudopmarimoHHbIe TEXHOJIOTUH

b1.0.11.02. AnropurmMu3zanus ¥ IporpaMMHpPOBAHUE

[Tocnenyromue aucHUIUIMHEBL (MoaynH), npaktuku, HUP, np.:
b1.0.11.04. IIporpamMmmHOe oOecrieueHre U MporpaMMUpOBaHuEe B Tpodheccruo-
HaJIbHOM JE€SATEIIbHOCTH

3. CTpyKTypa M coep:KaHue JUCHUITHHBI
3.1. CTpyKTYpa IHCHMILIHHBI
JUist ouHOM popMbI 00yUEHUS

Bun yuebnoii paboThl Bg%ro E;ggg 4CeMec;‘p (5 5
OBIIAA TPY TOEMKOCTbD JMCIUITIJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJUTOPHAS PABOTA 0,88 32 32
Jlexmun 0,44 16 16
[TpakTHueckue (CEMHUHAPCKUE) 3aHATUS 0 0 0
JlaGopaTopHbie pabOThI 0,44 16 16
CAMOCTOSTEJIBHAA PABOTA OBYYAIOHIEI'OCA 1,12 40 40
[TpopaboTka y4eOHOro MaTepuaia 1,12 40 40
KypcoBoii mpoekt 0 0 0
Kypcosast pabota 0 0 0
[ToaroToBka K MpOMEKyTOUYHOM aTTeCTaIlH 0 0 0
ITpoMexyTo4uHas aTTeCTaLMs: 3




3.2. Conep:kanue AUCHUIUIUHBI, CTPYKTYPHPOBAaHHOE MO pa3aejamM H
BHJaM 3aHATHH

Pacnipenenenue tpy- | ®opmbl u | UHIEKCHI HHIUKATO-

. JIOEMKOCTH BUI poB (hOopMHUPYEMBIX
S 0 BUJaM y4€OHOH | KOHTPOJIs KOMITCTCHIINI
Pasnensl g paboThI
TTUCITUTUTAHBI g < | o sl g
o = < < a
aa 2 2 o g
o (=] o =
5 s =] S
Pa3nen 1. OcHOBHEIE TOHATHS U
aHanu3 yrpo3 uHpopmaunonnoit | 10 6 8 0 | 12 TK1 OIlK-4.2. 3YB
0€30I1aCHOCTH
Pasznen 2. I[lousaTre HalMOHAIIb-
HOIl 0€30IIacHOCTH, BHUALI O€3-
» U 6 | 20| 0|4 TK2 OIK-4.2.3

omacHocTH. MHpopmarronHas
o0e3onacHocTs PO.

Pazmen 3. MexnyHaposHasi,
HAIIMOHAJIbHASI ¥ BEJOMCTBEHHASI
HOpMaTHBHasi TIpaBoBas 0aza B| 6 2 0 0 4 TK3 OIlK-4.2.3
obmact WHGPOPMAITMOHHON 0e3-
OIIACHOCTH

Pasznen 4, HNnxenepHo-

TEXHUYECKas 3amuTa | 24 4 8 0 | 12 TK4 OIIK-4.2. 3YB
uH(popMaluu

Pazgen 5. OpranuzaimoHHo-

npaBoBoe oOecrieyeHue 3amutel | 10 2 0 0 8 TK5 OIlK-4.2.3
uH(bOopMaIuu

3auer 0 0 0 0 0 OM1 OIIK-4.2. 3YB
HToro 3a 4 cemecTp 72 116 |16 | O | 40

3.3. Conep:kaHue QM CHUNIMHBI

Paznen 1. OCHOBHBIEC IOHATHUS U aHAJIU3 YTPO3 UHPOPMAIIMOHHON O€30ITaCHOCTH.

Tema 1.1. OcHOBHBIE TOHATHS MH(POPMALMOHHOW OE30MACHOCTH U 3alUThl MH-
dbopmarum.

OcHoBHBIE TepMHUHBI U onpeneneHus. Obecrieyenne MHPOPMAIMOHHON Oe30mac-
HOCTH KOMIBIOTEPHBIX cucTeM. Bumpl yrpo3. Tpu Hanbonee BblpakeHHbIE YIpo3bl: 1)
HOABEP>KEHHOCTh (PU3NUECKOMY HCKAKEHUIO WM YHHUUTOXKEHHIO; 2) BO3MOXKHOCTH He-
CAHKIIMOHWPOBAHHOM (CITy4altHOW WJIM 3JI0YMBIIIICHHOW) MOIU(HUKAINY; 3) OMacHOCTh
HECaHKIIMOHUPOBAHHOTO (CIy4allHOTO M TMPEAHAMEPEHHOI0) MOIy4eHUs] MHPOpMALUU
JIMIIAMH, JUTs1 KOTOPBIX OHA HE MpeHa3HaueHa. XapakTep MPOUCXOXKICHUS YTPO3: YMBIIII-
JieHHbIe (haKTOPBI, eCTeCTBeHHBIE (hakTOphl. MicTounukM yrpo3. [Ipeanockuiky mosiBIeHus
yIpo3: OObEKTHBHBIC, CYyObEKTHBHBIC

Tema 1.2. [lonutrka nHGOPMAIMOHHOM 0€30MIaCHOCTH

OcHOBHBIE TIOHATHS MOJIUTHKK Oe3omacHocTH. CTpyKTypa MOJMTUKU Oe30MacHo-
ctu. Pa3paboTka mommTHKY opraHu3amy 6€30MacHOCTH OpTaHU3aIHH.

Tema 1.3. Crannaptsl uHGOPMAITHOHHON OE30MACHOCTH

Pons cranmaproB uH@opmanmonHoM Oe3onmacHocTH. Kputepun Oe3omnacHoCcTH




KOMITBIOTEpHBIX cucTeM MunucrepcrBa 06oponsl CIIA — «OpankeBas kuura». EBpo-
nieiickue Kpurepuu 0e30macHOCTH MHGOPMAIIMOHHBIX TEXHONOTHI. DeniepanbHble KpUTe-
pun 6e3onacHocTu. Kanajickue kpurepun 6€30macHOCTH KoMIbloTepHbIX cuctem. ['OCT
P NUCO/M3K 15408-2002, kak ayTeHTHYHBIA BapuaHT OOIIMX KPUTEPUEB OE30MaCHOCTU
UT. OyukimoHansHbie TpeOboBaHus Oe30nmacHOCTU. TpedoBaHMsl ToBEepHs K O€30MacHo-
ctu. Crannaptel ISO/IEC 17799: 2002 (BS 7799:2000). CranaapThl 0 MEHEKMEHTY
undopmanmonHon 6e3onmacHoctu ISO/IEC 27001-27040. Hemenkue cranmaptel BSI
Crangaptel SysTrust, SCORE, GIAC. Cranmaptsl s 6ecnpoBoAHbIX cered. Ortede-
CTBEHHBIE CTaHAAPTHI MH(GOPMAIMOHHOW Oe3ormacHocTH. CTaHTapThl 00CCIICYCHUE WH-
(dhopMaIMoHHOM 0€30MaCHOCTH OpraHM3alui OaHKOBCKOM cucteMbl. Poccuiickort dene-
patmu. 'OCT P 57580.1-2017 u TOCT P 57580.2 — 2018. Cranaaptsl ”HGOPMALIMOHHON
6e3zonacHoctu B Matepuete (IETF, RFC)

Paznen 2. [lonarue HarMoHAIBHOM Oe30macHOCTH, BUILI Oe3onmacHocTH. MHbOp-
MaIoHHas 6e30macHocTh PO

Opranbl, 00ecreUMBAIOIIME HAMOHAIBLHYIO Oe3omacHocTh PD, 1menmu, 3amauu.
Harmonanbheie untepeckl PO B nndopmanmonHoii chepe. [IpropurerHsie HanpaBieHUsI
B oOsiacty 3amuThl nHopMaru B PO. Tennenimu pazButusi ”HGOPMALIMOHHON TOJHU-
TUKU T'OCYIApCTB U BEAOMCTB. [ ocy1apcTBEHHAsI TailHA.

Paznen 3. MexmyHapoHas, HaMOHAIBbHAS Y BEIOMCTBEHHAs: HOPMATHBHAS IIPaA-
BOBas 0a3a B 00sacT HHGOPMAIIMOHHONW 0€30MaCHOCTH

Oo6ume nmonoxenusi. KonuenryanbHble JOKYMEHTBI B 00JIACTH MH(POPMALMOHHOM
0e3omacHocTH. Baxneiimme (enepaibHble HOPMATUBHBIE NPABOBBIE AKTHI. 3aKOHBI, Ka-
CaloIMecs OXpaHbl MHTEIUICKTyalIbHOM coOcTBeHHOCTH. [lonoxkenus [paxkmaHckoro Ko-
nekca PO no 3amute nnbopmanmu. MexayHapoanoe corpyanudectBo. Koaekc 06 an-
MHUHHUCTPATUBHBIX MIPABOHAPYILIECHUAX. YTOJIOBHBINA KOAEKC U 3aiuTa uHpopmanuu. Oc-
HOBHBIE T10/I3aKOHHBIEC aKThI B 00JIACTH MH(POPMALIMOHHOMN Oe30macHoCTH. YKasbl [Ipesu-
nenra PO, nocranosnenus [IpasurenscrBa PO, BeroMcTBEHHAss HOpMaTHBHAs 0a3a.

Paznen 4. InxeHepHO-TEXHUYECKast 3aIuTa HUHPOpMaUK

[Tonsarue kpuntorpaduu. Kpurepuit Hanesxxnoctu mmdposanusi. OCHOBHbIE KPHTI-
TorpaduuecKue IpueMbl: 0JIOYHOE MM(PPOBAHUE, CXeMa MOTOYHOTO ImdpoBanus. CrM-
METPUYHBIE KPUMITOCUCTEMBI IM(POBaHMS. ACCUMETPUUHBIC KPUIITOCUCTEMBI HIH(PO-
BaHus. Oyakrmu xsmmpoBanus. OCHOBHBIE TIPOIIETYPHI IU(POBOM TOAMKCH. YTIpaBIie-
HUE KpunTokaouyamu. Mnentudukaiws, ayrTeHTU(GUKas U yIpaBiIeHUe JOCTYIIOM: Me-
TOJIbl ayTEHTU(UKAIIMH, UCTIOB3YIOIIUE MapoJi, CTporasi ayTeHTU(UKaius, OuoMeTpu-
yeckas ayTeHTudukaiys. Bpenonocusie 3aknanku (B3): onpeneneHue, pa3HOBUIHOCTH.
Pazpymaronme nevictBust 3aknafok OCOOEHHOCTH B3aMMOJEHCTBHUSA C MPOTrpPaMMHO-
anmapaTHBIMU CPEJICTBAMH 3aIIUThL. MeToIuKa MPUMEHEHHSI CPEJICTB OOPHOBI C BPEIO-
HOCHBIMHM 3aKJIaJIKaMHU Ha 3Tare 3KCIuTyatainuu cucteM. CUCTeMBbI pa3rpaHudYeHUs JOCTY-
na v 3anmtel ot B3. [IpemynpexieHne 1 MUHUMU3ALMS MOCIEACTBUNA Bo3aencTBus B3.
Kpatkas xapakTeprucTika Mep 3alUThl: FOPUANUYECKUE, aIMUHUCTPATUBHBIE U OpraHu3a-
IIMOHHBIE, ammapaTHo-Tiporpammebie. Kommbiotepubie BUpychl. Kinaccudukamms. Kus-
HEHHbIM UK. OCHOBHBIE KaHaJbl PAcIpOCTPAHEHUSI BUPYCOB U JIPYTMX BPEIOHOCHBIX
nporpamMm. CpeznctBa 60pbObI ¢ BUPYCaMU: KpaTKas XapaKTepUCTHKA MOITYJISIPHBIX aHTHU-
BUPYCHBIX mporpaMM. CpeacTsa 3aluThl OT KonmupoBaHus. [Ipumepbl cpeicTB U TEXHO-



JIOTWA. BOmpock! MpaBOBOM 3aILUTEI

Paznen 5. OpranuzanoHHO-IPaBOBOE 00ecTieueHre 3aIUThl THPOPMAITUH

CyIIHOCTh ¥ pOJIb OPraHU3aALMOHHO-TIPABOBBIX ACMEKTOB MH(POPMAITMOHHON 0€3-
oracHocTH. YenoBek Kak IJIaBHOE 3B€HO B CHUCTEME 3alllUThl MH(POPMAIMK U KaK 3710-
yMblluileHHUK. HopMaTuBHas mpaBoBasi 6a3a MH(POpPMAIMOHHOW 0€30MacHOCTH. 3aKOH
P® “O6 undopmarwu, HHOOPMAMOHHBIX TEXHOJIOTHSIX U O 3amuTe nHpopMarmn’”. Bu-
JIbl ¥ KaTeropuu HH(OPMALIUKM OTPAaHUUCHHOTO JOCTYTA: TOCYIapCTBEHHAs U JPYyTHE BU-
1bl TaiH. 3akoH P® “O rocynapctBeHHoM TaiiHe”, “O koMMepueckoi Taiine”, “O nepco-
HAJIBHBIX JaHHBIX, “O HaIMOHAIBHOM TUIATEXKHOM crcteme”, “O 0e30MacHOCTH KpUTH-
yeckor nHGOopMaIMoHHON MH(pacTpyKkTyphl Poccuiickoit deneparn’. I'ocyiapcTBeH-
Hasl CUCTeMa JIMLIEH3UPOBAHUS U CEPTU(PUKALMU JAEATEILHOCTH B 00JIACTH 3aIlIUThI UH-
dbopmaru. Yka3 Ilpesunenra PO “O mepax mo coONIOAEHUIO 3aKOHHOCTH B 00JacTv
pa3pabOTKH, MPOM3BOJCTBA, PEAM3AlMU U AKCIUTyaTallMd IU(PPOBATBHBIX CPEACTB, a
TaKXe MPEOCTaBJICHUsI YCIIyT B obnactu mmdpoBanust uHpopmarmu’. 3akoH PO “O06
AIIEKTPOHHOW LU(POBOM MOANUCH . YTOJIIOBHO- MPABOBOE PETYIUPOBAHUE 3AIIUTHI UH-
dbopmanum.

3.4. TeMmaTu4YeCKHUil IVIAH NPAKTHYECKHUX 3aAHATHI

JlaHHbIiA BUA paObOTHI HE MPEIYCMOTPEH YUYEOHBIM IIAHOM.

3.5. TemaTuyeckuii V1aH JJ1a0OPATOPHBIX padoT

[Iponosmxu-
No Howmep PO
HaumenoBanue nabopaTopHbIX paboT TETbHOCTH,
/1 paznena
Jac.
1 HacTtpoiika nonuTHKH 6€30MacHOCTH ONEPallMOHHON CHCTEMBbI 1 4
2 Opranuzanus 3alidThl  JOKYMEHTOB CPEJICTBAMHU ITaKeTa
. . 1 4
Microsoft Office
3 Hactpoiika mapameTpoB 0€30MacHOCTH HHTEpPHET-Opay3epa 4 4
4 [udposanne uHGOpMAMK METOAOM MOIHaI(aBUTHON 3a- 4 4
MeHblL. [locTpoeHue u ucmnoap30BaHNe MaTpHIlsl BikuHepa

3.6. KypcoBoii npoekT /KypcoBasi pa6oTa

JlaHHbIi BUA pabOThI HE MPEyCMOTPEH YUYEOHBIM IIAHOM.

4. OueHuBaHue pe3yabTATOB 00y4eHUsI

OueHuBaHue pe3yibTaToB OOyYEHHUS MO JUCHUIUIMHE OCYIIECTBISIETCS B
paMKax TEKyLIEro KOHTPOJS M MPOMEXKYTOUHOW aTTECTAalUH, MNPOBOAMMBIX IO
oannsHO-perTuHroBoi cucreme (bPC).

[ITkana oueHKH pe3yabTaTOB O0YUEHHUS 10 AUCIUIUIMHE:

VYpoBeHb ChOpMUPOBAHHOCTH
Kon 3ammanu- p (bopmmp
WHJIMKATOpa KOMIETEHIIUHI
Kon MHIUKATOP pOBaHHBIE Hinke
KoMmIie- a pe3yJIbTaThl Boicokuit | Cpennuit CpeITHEro Husknii
TCHIIUKM KOMIIETCH 00yueHus 110
= 1 y 0or85 10 100 ot 70 10 84 |oT 55 10 69 |0t 0 10 54
15051 TUCITATIIINHE
IITxana oneHUBaHUI




OTJIMYHO

XOpOIIO

YAOBIET-
BOPUTENIBHO

HEYJ10B-
JICTBOPH-
TEIIBHO

3a4TCHO

HC 3a4TCHO

OIIK-4

OIIK-4.2

3HATh.

3HATh MIPABOBbIC
aKThI B 00JIACTH
3aIUTHI
uH(pOpMaLH,
OCHOBHBIE TIOHSITHS U
YIPO3BbI
UHPOPMAITIOHHOMN
0€e30MacHOCTH,
OCHOBHBIC
MEPOIPHSITHS 10
obecreueHuIo
MH(pOpPMALTIOHHON
0€30I1aCHOCTH B
npoeccuoHaTBbHON
JICSITEIILHOCTH

3HaeT B
COBEpIIICHCT
BC

3HaeT
OCHOBHEIE
TIPUHITHITBI

3HAeT
OTIEIIBEHBIE
TIPUHIHITBI

MeeT
Tpe/ICTABIIC
HHE

UH(POPMAITMOHHO-
KOMMYHUKAIMOHHBIC
TEXHOJIOTHH,
MPUMEHSICMBIC
pelIeHns
CTaHJAPTHBIX  3aja4
npoQecCHOHATTEHOM
JeATEIIbHOCTH c
YY4ETOM  OCHOBHBIX
TpeOOBaHUI
MH(OPMALIMOHHON
0€3011acHOCTH

JJIA

3HaeT B
COBEPIICHCT
BE

3HAeT
OCHOBHEIE
TIPUHITHITBI

3HAET
OTIEIIBHBIE
TIPUHIATTBI

AMEET
TIPE/ICTaBIIE
HHUE

YMETh:

UCIIOJIB30BaTh
METOJbI U CpENCTBa
obecrieyeHust
MH(OPMALIMOHHON
0e30MacHOCTH c
LIETIBIO
NPEeOTBPAILCHUS
HECaHKIMOHUPOBAHH
oro JIOCTYTIA,
37I0YMBIIUIEHHOU
uHpopMa WK
yTpaThl 3aIUIIAEMOI
uHpOpPMAIIH

yMeeT B
COBEpLIEHCT
BE

yMeeT
HEKPUTUYH

BIMU
OIIMOKaMHA

C

JUTYCKaeT
OTHEIIEHEIC

rpyOble
OIIMOKH

HE MOXET
0e3
MOCTOPOHH
el TTOMOIITH
HCIIOJIH30Ba
Tb




YpoBeHb c(HhOPMUPOBAHHOCTH
WHIMKATOPa KOMITICTCHITUH
. . Hwuxe N
Kon 3arutaHu- Bricokuii | Cpennuii Huzkwit
Kon  pHamkartop pOBaHHBIE g 100 70 10 84 CpSeSI[Hergg 070 54
KOMITe- a pe3yJIbTaThl oT 85 10 0T /Y 20 &% [0T X5 A0 o1 A0
TEHIIMU KOMIIETEHII 00yueHus 110 IIkana oneHHBaHUS
un JMCLUIIIMHE y/10BIET- HEY 0B
OTJINYHO XOpouIo JICTBOPU-
BOPUTCIILHO
TCJIIBHO
3a4TEHO HE 3a4TEHO
OLICHUBATh
OIACHOCTb,
CBSI3aHHYIO c
yrpo3aMu HE MOXET
HECAHKIIMOHUPOBAHH cor g | YMeer C | mmyckaer oe3
oro I[OCTyrIa K M HEKPUTHYIH OTICIIBbHBIC TIOCTOPOHH
COBEPIIEHCT N
UH(pOPMAIIH, se BIMH rpyObIe el TIOMOIITH
HaMEpEHHOU ommOKaMH | OIIMOKA MCIIOJNb30Ba
MOTU(HKALTIN Tb
JAHHBIX W YTparThl
CITyeOHOI
uH(pOpMAIH
BJIQJICTh:
COBPEMEHHBIMH BIIAJIEET
HE BIIAJICET
OOIIMMHU CMOCOOAMH | BIaZeeT B | BIAJIEET OTHCTBHBIM |
06eCHequI/Iﬂ COBCPHICHCT | OTACIIbHLIM 1 HaBbIKaMH
. TIOCTOPOHH
UH(pOPMAITTOHHON BE Y HABBIKAMH | C N
el MoMOIIH
0e30MmacHOCTH He[0YeTaMu
OueHouHblE MaTepUasibl Uil  TPOBEICHUS  TEKYIIEro  KOHTPOJIS
IIPOMEKYTOUHOM aTTecTanuu npuBeAeHbl B IIpuioxkenun k pabodeil mporpamme
JUCILUILIAHEIL.

[TonHBIN KOMIUIEKT 3aJlaHMil U MaTepuajoB, HEOOXOIUMBIX JJISI OLICHUBAHMS
pe3ynbTaTOB 00YUYEHUS M0 AUCIUIUIMHE, XPAaHUTCA Ha Kadeape pa3padoTuuka.

5. Y4eOHO-MeTOoIMuYecKoe U HH(POPMALMOHHOE o0eciedeHne JUCHUILIHHbI

5.1. YueOHO-MeTOANYECKOE 00ecIIeYeHue

5.1.1. OcHoBHas nuTeparypa

1. Mengenes, B. A., Undopmarimonnas OezonacHOCThb. BBeneHue B crenyaib-
HocTh + el Ipunoxxenue: Tectsl : yueObnuk / B. A. Mensenes. — Mocksa : KuoPyc, 2023. —
143 c. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870. — Tekcr : arek-
TPOHHBIN.

2. Menbaukos, B. I1., Uadopmanmonnas 6e3omacHocts : yuebnuk / B. I1. Menb-
HukoB, A. . Kynpusaos, T. 0. BacunbeBa. — Mocksa : KnoPyc, 2023. — 371 ¢. — ISBN
978-5-406-11960-0. — URL.: https://book.ru/book/950148. — TekcT : 3eKTPOHHBIH.

3. 3ammra wHbopMaru : yuebnoe mocodue / A. I1. XKyk, E. II. Kyk, O. M.
JlenemxkuH, A. Y. TumomxkuH. — Mocksa : PUOP : UH®PA-M, 2021. — 400 c. — URL.:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 3meKTpOHHBIIA.



5.1.2.JlonoaHUTENBHAS IUTEpATYpa

1. Kpeuios, I'. O., ba3oBbie oHsATHS WHGOPMAITMOHHONW 0€30MaCHOCTH : yueOHOe
nocobue / I'. O. Kpsinos, C. JI. Jlapuorosa, B. JI. Hukutuna. — Mocksa : Pycaitnac, 2023.
— 257 ¢. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Tekcr :
AJIEKTPOHHBIU.

2. babam, A. B., Kpunrorpadudeckue MeTopl 3aluThl HHGOPMAITUH : yIeOHHK /
A. B. babam, E. K. bapanosa. — Mockga : KnoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — TekcT : 3IeKTPOHHBIIA.

3. Opranu3anroHHO-TIPaBOBOE obecriedeHne MHGOPMAITMOHHOW O€30MacHOCTH :
yaebHoe nocobue a1t By30B / A. A. Ctpensiios, B. C. ['op6aros, T. A. [Tonskosa [u ap.];
non pen. A. A.CtpenbiioBa. - M. : Akagemust, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TEeKCT : HETIOCPEACTBEHHBIM.

4. WNudopmanronHas 0€30MaCHOCTh: KOHLENTYaJbHBIE M METOJIOJOTHYECKHE
OCHOBBI 3alUTHI HH(OPMaLIKK : yueOHoe mocodue / A.A. Maimok. - M. : ['opstuast TuHus -
Tenexom, 2004. - 280 c. - TekcT : HEMTOCPEACTBEHHBIH.

5.2. MudopmanuonHoe odecrnevdenue

5.2.1. DneKTpOHHBIE U HHTEPHET-PECYPCHI

1:][\;?'[ HaunmenoBanue QJICKTPOHHBIX U HHTCPHET-PECYPCOB Ccpuika
1 |9BC IBOOKS.RU https://ibooks.ru
2 |9bC LANBOOK.COM https://e.lanbook.com

5.2.2. Tllpodeccronansubie 0a3bl AaHHbIX |/ HHGOpMaIMOHHO-CIIPABOYHBIC
CHUCTEMBI

HaumenoBanue npodeccnoHaabHbIX 6a3

No
o | ARHHEIX, UH()OPMAIIMOHHO-CIIPABOYHBIX Anpec Pexxum octyna
CHCTEM
1 |Poccuiickas HanmoHanbHast Ounbnmoreka  |http://nlr.ru/ http://nlr.ru/
5 O6mepoccuiickuii MaTeMaTu4ecKuit http://www.mathnet.ru/ http://www.math
opTa net.ru/
3 |KubepJlennnka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/
4 Hauuonansuas snextponnas Guonouotexa https://rusneb.ru/ https://rusneb.ru/
(HDB)
5 |Texuuueckas OuOIMOTEKA http://techlibrary.ru http://techlibrary.

ru

6 [CC «Konexer / «Texaxcrep http://app.kgeu.local/Home/Ap |http://app.kgeu.lo

ps cal/Home/Apps
7 |«KoHCyIbTaHT TIH0C) http://www.consultant.ru/ n':ﬁé/:\l:\;ww.consu
8 |«Tapanm» http://www.garant.ru/ ?trtup// Fwww.garan

5.2.3. JIulleH3MOHHOe ¥ CBOOOJHO  pPacHpOCTpaHsIEeMOE  IMPOTPaMMHOE




oOecrieyeHne QUCIHUATUINHBI

PexBuzutsl
Ne [ HammenoBanue nporpaMMHOro Crnioco0 pacrpocTpaHeHHUs
MTO/ITBEP K TAOLITUX
/i obecrnieueHus (JTUTIEH3MOHHOE/CBOOOTHO)
JIOKYMEHTOB
3A0
. "CodrJlaitnTpeiin"
Windows 7 IlIpodeccuonanpnas|[lonp3oBarenbckas onepamoHHast
1 (Pro) cHeTeMa Ne2011.25486 oT
28.11.2011 Hewucxka.
npaBo. beccpouHo
3A0
- "CodrJlaitaTpeiin"
Windows 7 TIlIpodeccuonanshasi|Ilonp3oBarenbckas onepannoHHas
2 (Starter) cHeTeMa No2011.25486 oT
28.11.2011 Hewuckn.
npaBo. beccpouHo

6. MaTepuaJIbHO-TEXHHYECKOE O0ecneyeHue JUCITUTITIMHBI

HaunmenoBanue Buna
y4eOHOU PabOTHI

HanmeHnoBanue yueOHOI aynn-
TOPHH, CTICIHATH3NPOBAHHOM
naboparopuu

[epeuens HEOOXOAUMOTO OOOPYAOBAHHS U TEXHU-
YECKHUX CPEICTB 00yUeHHUS

Jlexuu

Y4eOHas ayquTopus Jis po-
BEJICHHS 3aHSATHIA JICKITAOHHOTO
THIA

Crennanu3upoBaHHas y4ueOHas MeOelb, TeXHUYC-
CKHE CpeACTBa OOydYeHHus, CIyxamme IS
MIPE/ICTABIICHUS yueOHOU uH(pOpMaITUU
OOJIBIIION ayAUTOPUHN (MybTHMETUHHBIIH
IPOEKTOp, KOMIbIOTEp (HOYTOYK), O5KpaH),
JIEMOHCTpAIlMOHHOE 000pya0BaHUE, Y4eOHO-
HaTrIsIHbIE TOCOOHS

JIaGopatopHsie pa- |KommbioTepHslii Kiace ¢ BbIxo- | Crnienualu3upoBaHHas ~— ydyeOHas  MeOerb,
0OTHI nom B Unrepuer 1-418, /1-420, | texunueckne cpencTBa 00y4eHust
J-424, 1-421 (MynbTUMEIUIHBIA MTPOEKTOP, MOHOOIOKU 25
mre.), JIMIIEH3UOHHOE IPOrpaMMHOE
obecnieueHue
KowmmptoTepHbii kiace ¢ Bbixo- | Crienuaan3upoBaHHas ydyeOHas mebens Ha 30
nom B Unreprer B-600a MOCag0YHbIX MECT, 30 KOMIIBIOTEPOB,
TEXHUYECKHE CpeACTBa OOy4YeHHs (MyJbTUME-
IUMHBIM  NPOEKTOp, KOMIbIOTEp (HOYTOYK),
9KpaH), BUJICOKaMEPHI, IpOrpaMMHOE
obecnieueHue
CamocTrosTrenbHas |[KoMmbroTepHblIii Kiace ¢ Bbixo- | Crernuanu3upoBaHHasi yueOHas mebens Ha 30
pabora nom B Muteprer B-600a nocajouHbix  Mect, 30  KOMIIBIOTEPOB,

TEXHUYECKHE CpeACTBa OOy4YeHHsS (MyJIbTUME-
TUUHBIA MPOEKTOP, KOMIBIOTEP (HOYTOYK),
JKpaH), BHJICOKAMEPHI, MpOrpaMMHOE
obecrieyeHue

YuraabHBIN 3a1
OUOIIMOTEKH

CrnenuanusupoBaHHas Me0Oellb, KOMITbIOTEPHAs
TEXHHMKA C BO3MOXHOCTBIO BbIxoza B IHTepHeT
u obecrieuenuem gocrymna B dUOC, skpan,
MYJIbTUMEAUNHBIN IPOEKTOP, TPOrPaMMHOE
obecrieueHue

7. Oco0eHHOCTH OpraHu3aINuN 00Pa30BaATEeIbLHOM 1eATEeJbHOCTH IJIsl JIHUIL C
OrPAHUYEHHBIMHM BO3MOKHOCTSIMH 3/I0POBbSI M HHBAJINI0B




JIuiia ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 370poBbsi (OB3) 1 MHBaNIMIBI UMEIOT
BO3MOKHOCTh OECHPEISTCTBEHHO IMEPEeMEIIaThcs M3 OJHOTO Y4eOHO-1ab0paTOPHOTO
KOpIlyca B JpYroi, MOAHATBCA HAa BCE 3TaXH Y4eOHO-1a00paTOPHBIX KOPITYCOB,
3aHUMaTbCd B YYE€OHBIX W HHBIX T[OMEIICHUSX C YY4eTOM OCOOEHHOCTEH
NCUXO(U3NIECKOTO PA3BUTHS U COCTOSIHUS 37I0POBDSI.

Jist o6ydenust nun ¢ OB3 ¥ MHBaNKMIOB, MMEIOIIMX HAPYIIEHUS OMOPHO-
JIBUTATEJIBHOTO armapara, 00ecreueHbl yCIOBUsSI OECHPENSITCTBEHHOTO JOCTYIa BO
Bce yueOHble nomenieHus. Mabopmaius o ceruanbHbIX YCIOBUSAX, CO3JaHHBIX IS
oOyuaronuxcss ¢ OB3 u wuwHBanmuaoB, pa3MmelnieHa Ha caidTe YHUBEpCUTETa
www//kgeu.ru. meercst BO3MOKHOCTb OKa3aHHUSI TEXHUYECKON ITOMOIIM aCCUCTEHTOM,
a TaKXe yCIIyT CypIONepEBOTUMKOB U TU(DIOCYPIOTIEPEBOAUNKOB.

JIns amanranuuy K BocupusaTyio aunamu ¢ OB3 v nHBanuaamu ¢ HapyIIeHHBIM
CIIyXOM CIOpPAaBOYHOIO, Y4eOHOro maTepuaja IO JIUCHUILIMHE O00ecCreunBaroTCs
CJIEIIOILUE YCIIOBUSA:

- U1 JTy4IlIed OpUEeHTAluU B ayJMTOPUU, IPUMEHSIIOTCS] CUTHAJIBI OTIOBEILICHUS
O HayaJie U KOHIIE 3aHsTHUs (CJIOBO «3BOHOK» MUIIETCSA HA JIOCKE);

- BHUMaHUE CJIa0OCTBIIAIEr0 O00y4Yaromerocs MpHUBIEKAeTCd MeaaroromMm
KECTOM (Ha IJIeUO KJIAJIETCs pyKa, OCYIIECTBISAETCS HEPE3KOE MOXJIONbIBAaHUE);

- pazroBapuBasi ¢ OOydYaroIIMMCS, IEJarornyeckuii pabOTHUK CMOTPUT Ha
HEro, TOBOPUT SICHO, KOPOTKMMH THPEUIOKEHUSIMH, oOecreunBas BO3MOXKHOCTb
YTEHUS 110 TyOam.

KoMrneHcanyst 3aTpyAHEHHMII pPEYEBOrO M HHTEUIEKTYaJIBHOIO Pa3BUTHS
c1abOoCIbIIIANIMX 00yYarOUIUXCs TPOBOAUTCS ITyTEM:

- HCTIOJIb30BaHUS CXEM, TUArpaMM, PUCYHKOB, KOMIbIOTEPHBIX MPE3EHTALUMN C
TUIEPCChUIKAMU, KOMMEHTUPYIOUIMMU OTJIEIbHbIE KOMIIOHEHTHI U300paKEHNUS;

- pEryJsipHOTO TMPUMEHEHHs YIOPaKHEHHM Ha Trpaduueckoe BbIJACICHHUE
CYILIECTBEHHBIX MPU3HAKOB MIPEIMETOB U SBJICHUN;

- oOecrieueHHs] BO3MOXHOCTH JJi1  OOYy4YaromIerocsi MOJYYUTh aJpPECHYIO
KOHCYJIBTAIIUIO 110 3JIEKTPOHHOM MOYTE 110 Mepe HEOOXOAMMOCTH.

Jnig aganTauuu K BocrpusaTHio unaMu ¢ OB3 u nHBanuaamMu ¢ HapyeHus MU
3peHus CIIPaBOYHOIO, y4eOHOoro, IPOCBETUTEIIHCKOTO Marepuana,
IpeIyCMOTPEHHOTO 00pa30BaTeIbHONW MPOrpaMMOil M0 BHIOPAaHHOMY HampaBJICHUIO
MOJIFOTOBKU, 00ECIICUUBAIOTCS CIEAYIOIIUE YCIOBHUS:

- BeJIeTCs ajianTtanust opUIHaIbHOTO caiiTa B ceTu IHTepHEeT ¢ y4eTOM 0COOBIX
NMOTPEeOHOCTEN MHBAIH/IOB 110 3PEHUI0, 00ECTICYNBACTCS HATTMYKME KPYIHOMIPU(PTOBOH
CIPaBOYHON MHGOPMALIMK O PACUCAHUMU YUEOHBIX 3aHSITHI;

- Ie]arOTUYeCKUid  pabOTHUK, ero coOeceAHUK (MpuU HEOOXOIUMOCTH),
NPUCYTCTBYIOIINE HA 3aHATUU, MPEACTABISIOTCS 00YYaAIOIIUMCS, MIPU ITOM KaxIbIi
pa3 Ha3bIBaE€TCs TOT, K KOMY NeAaroruyeckuii paboTHUK oOpaniaeTcs;

- IEUCTBHUSI, JKECThI, MEPEMELICHUsI MEJaroruueckoro pabOTHUKAa KOPOTKO H
SICHO KOMMEHTUPYIOTCS;

- IeyaTHasgs HMHQOpMAIMS MPeNoCTaBlseTcs KpynHbIM mpudtom (oT 18
IIYHKTOB), TOTAJIbHO 03BYUYMBAETCS;

- obecrieynBaeTCsi HEOOXOIMMBIN YPOBEHb OCBEIIEHHOCTH MOMEIEHUII;



http://www.kgeu.ru/

- IPEIOCTABIIIETCS BO3MOYKHOCTh HCIIOJIB30BaTh KOMIIBIOTEPHI BO BpeMs
3aHITHI U MPABO 3aMMUCH 0OBSICHEHUH Ha TUKTO(OH (IO JKEJTAaHUIO0 00YJaOIINXCS).

Popma TMPOBEACHHs TEKyIIEW MW MPOMEKYTOYHOW AaTTECTAUUM IS
oOyuatomuxcs ¢ OB3 u uHBaMMAOB omnpenenseTcs: neAarorndeckuM paboOTHHUKOM B
COOTBETCTBUH C yueOHbIM MaHoM. [Ipu HeoOxommmoctu obyuaromemycs ¢ OB3,
UHBAJIHUY C YYETOM HUX WHAMBHUIYAIbHBIX NMCUXO(PHU3UUIECKHX OCOOCHHOCTEH maercs
BO3MOXKHOCTh MPONTH MPOMEKYTOUHYIO aTTECTAIMIO YCTHO, MUChbMEHHO Ha Oymare,
INUCBMEHHO Ha KOMIIBIOTEPE, B (POPME TECTUPOBAHUS U T.II., IUOO MPENOCTABISIETCS
JIOTIOJIHUTEIBHOE BPEMSI JIJIs1 TIOJTOTOBKU OTBETA.

8. MeToauyeckue pexoMeHAAlMHU AJsl NpenojgaBarteseil Mo OpraHu3auuu
BOCIIMTATEJbHOU PAad0THI C 00yYAOIMMHUCH.

Meroanueckoe oOecrieueHre mpoIecca BOCIUTaHUA 00yYaroIUXCsl BBICTYIAeT
OJIHUM U3 ONpENEIAIoMUX (PakTOpOB BHICOKOTO KadecTBa oOpa3oBanus. [Ipenonasa-
TeJIb By3a, JEMOHCTPUPYS BBICOKHM MPOGECCHOHANIN3M, IPYAUINIO, YETKYIO Tpax-
JTAHCKYIO TO3UIINI0, CAMOJUCIUTUINHY, TBOPUYECKHUM MOAXO ] B PEHICHUH Mpodeccuo-
HaJBHBIX 33J1a4, B XOJ€ 00pa30BaTEIBHOIO MPoIlecca COCOOCTBYET (POPMUPOBAHUIO
rapMOHUYHOM JINYHOCTH.

[Ipu peanuzanuu JUCUUIUIMHBI MPENOAABATENb MOXET HCIOJIB30BATH CIEHY-
IOIIME METO/Ibl BOCIIUTATEIHLHON pabOTHI:

- MeToAbl (GOpMUPOBAHUS CO3HAHUS JUYHOCTH (Oecena, JUCIYT, BHYIICHHUE,
WHCTPYKTQX, KOHTPOJIb, OOBSCHEHHE, MpPUMEp, CaMOKOHTPOJb, pacckas, COBET,
yOexaeHue u ap.);

- METOJIbl OpraHu3aluu ACSTeIbHOCTH U (HOPMHUPOBAHUS OIBITA MOBEICHUS
(3amaHue, oOIECTBEHHOE MHEHHUE, MeJaroruyeckoe TpeOoBaHMe, MOpydYeHUe, Mpu-
y4YE€HUE, CO3/JaHNE BOCIUTHIBAIOIINX CUTYallMi, TPEHUHT, yIPa)XKHEHUE, U Op.);

- METOJIbI MOTHBAIIMU JIEATETLHOCTH U TOBEJCHUs (0J00pEHHUE, MOOUIPEHHE
COI[MAJIbHON aKTUBHOCTH, IMOPULIAHKUE, CO3/IaHNE CUTyallUi ycrexa, Co31aHue CUTya-
U 1J1S1 SMOITMOHAIBHO-HPABCTBEHHBIX MEPEKUBAHUN, COPEBHOBAHUE H JIP.)

[Ipu peanuzanuu JUCUUILIMHBI MPENOAABATENb IOKEH YUYHUTHIBATh CIEAYIO-
[IME HAIMPABIICHUS] BOCIIUTATEIIBHON IEITEIIbHOCTH:

I pasxcoanckoe u nampuomuueckoe 0CNUManue:

- opMUpOBaHKE Yy OOYYAIOIIMXCS IIEJIOCTHOTO MHMPOBO33PEHUS, POCCUMCKOM
UJCHTUYHOCTH, YBOKEHUS K CBOCH CeMbE, OOIIIECTBY, TOCYIAPCTBY, IPUHATHIM B CEMbE U
O0IIIeCTBE TyXOBHO-HPABCTBEHHBIM 1 COLIMOKYJILTYPHBIM [ICHHOCTSIM, K HAIIMOHAIBHOMY,
KyJIbTYpPHOMY W HUCTOPHUYECKOMY Hacjeuto, ((OpMHUpPOBaHUE CTPEMIICHHUS K €r0 COXpaHe-
HUIO U Pa3BUTHIO;

- hopMUpPOBaHKE Y OOYYAIOIIUXCS AKTUBHOM TPasKIaHCKOW MMO3UIIMH, OCHOBAaHHOMN
Ha TPAJUIMOHHBIX KYJIbTYPHBIX, JYXOBHBIX U HPABCTBEHHBIX LEHHOCTSIX POCCHICKOIO
o0IIIeCTBa, ISl TIOBBIIICHUSI CIIOCOOHOCTA OTBETCTBEHHO PEATM30BBIBATH CBOM KOHCTH-
TYLMOHHBIC TPaBa U 003aHHOCTH;

- pa3BUTHE MPABOBON U MOJMTUYECKON KYJIBTYPhl O0yUYaIOIINXCS, PACITUPECHHE
KOHCTPYKTUBHOI'O Y4YacTHsI B MPUHSITUU PEUICHUI, 3aTparuBaloIMX UX MpaBa U UH-
TEpPEChl, B TOM YHCJIE B Pa3IMYHBIX (pOpMax CaMOOPTaHU3AIMH, CAMOYIPABICHUS,
00IIIECTBEHHO-3HAUYNMOM JIEITCILHOCTH;



- popMHpOBaHKE MOTHBOB, HPABCTBEHHBIX W CMBICIIOBBIX YCTaHOBOK JIMYHOCTH,
TIO3BOJISTIONINX TPOTUBOCTOSATH IKCTPEMHU3MY, KCEHO(POOUH, TUCKPUMHUHALIMU IO COIIU-
ATLHBIM, PEJIMTHO3HBIM, PACOBBIM, HAITMOHAJIBHBIM MPU3HAKAM, MEKITHHUYCCKON U MEXK-
KOH(ECCHOHATLHON HETEPITMMOCTH, IPYTUM HETaTHBHBIM COIMATLHBIM SIBIICHHSIM.

Jlyxoeno-upascmeennoe socnumanue:

- BOCTINTAaHHNE YYBCTBA JIOCTOMHCTBA, YECTH W YECTHOCTH, COBECTIMBOCTH, yBa-
KEHUS K POJUTEIISIM, YIUTEIISIM, JTFOSM CTapIIero MOKOJICHHUS;

- popMHUpOBaHNE TPHUHIIMIIOB KOJUICKTUBH3MAa M COJIMJIAPHOCTH, AyXa MHIIO-
CepIUs M COCTPaJaHMsI, IPUBBIUKK 3a00TUTHCS O JIFOASX, HAXOASAIIMXCS B TPYTHOU
YKU3HCHHOU CHUTYaIUH;

- popMHpOBaHUE COIMIAPHOCTH W YYBCTBA COIMAIBHOW OTBETCTBEHHOCTH IIO
OTHOIIEHUIO K JIIOJSIM C OTPaHUYCHHBIMU BO3MOXHOCTSIMHU 3JI0POBbsI, IIPEOJI0JICHUE
MICUXOJIOTUYECKUX OaphepoB MO OTHOIIECHHUIO K JIIOASM C OTPAaHUYCHHBIMU BO3MOXK-
HOCTSIMH,

- opMHUpOBaHKE IMOITMOHAIBHO HACBHIIIEHHOTO M TyXOBHO BO3BBIMICHHOTO OT-
HOIIICHWSI K MHPY, CIIOCOOHOCTH M YMEHHS TIepeaaBaTh IPYTHMM CBOW ACTETHYCCKHMA
OTIBIT.

KynemypHno-npoceemumenvckoe gocnumarue:

- popMHUpOBaHUE ICTETUICCKON KapTHHBI MUPA;

- popMupoOBaHUE YBOKECHUS K KYyJIbTYPHBIM IIEHHOCTSIM POJHOTO TOPOJIa, Kpas,
CTpaHblI;

- IOBBIIIICHUE TIO3HABATEILHOM aKTUBHOCTH O0YYarOIINXCA.

Hayuno-obpazosamenvroe 6ocnumanue:

- hopMupoBaHre y 00yJaromuxcss HAy4HOT'O MHUPOBO33PEHHS;

- bopMupoOBaHrE YMEHHUSI TIOJTydaTh 3HAHUS;

- opMuUpOBaHNE HABBIKOB aHAJIM3a W CHHTE3a MH(pOpMAIMH, B TOM YHUCJIE B
npodeccuoHanbHOi 001acTH.
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IIpunooicenue k paboueti
npozpamme OUCYUniunbsl

DenepajibHOE TOCYIAPCTBEHHOE 0K0IKeTHOE 00pa3oBaTe/ibHOe
yupe:kleHue Bbiciero o0pa3oBaHus
«KA3AHCKHWM T'OCYJIAPCTBEHHBIA SHEPTETUYECKHA YHUBEPCUTET»
(®PI'bOY BO «KI'2Y»)

@ MUHHUCTEPCTBO HAYKU U BBICILIEI'O OBPABOBAHU S POCCUMCKOM ®EJEPALINNA

KI'2Yy

OLHEHOYHBIE MATEPHUAJIbBI
10 JUCUMIINHE

b51.0.11.03. OcHoBbI HHPOPMALIMOHHOM 6€30MaCHOCTH

(Haumenosanue oucyuniunvl 8 COOMEEmMcmeuu ¢ y4eOHbIM HIaHOM)

r. Kasans, 2024



OueHouyHble MaTepuaibl M0 JUCUMUIUIMHE, NPEIHA3HAYEHHBI ISl OLICHUBAHMS
pe3yIbTaTOB 00YUEHHUS Ha COOTBETCTBUE MHANKATOPAM JOCTIKCHHS KOMITETECHITUN.

OrneHnBaHWe pe3yJabTATOB OOYYCHHS TIO0 IUCIUILIMHE OCYIIECTBISETCS B
pamMkax Tekyiero koutpoiss (TK) u nmpoMexxyTodHOU aTTecTaluu, TPOBOJAUMBIX IO
OoabHO-perTuHroBoi cucreme (bPC).

1.TexHosiornyeckasi kKapra
Cemectp 4

HaumenoBanue pazaena

DopMBI U BUJ
KOHTPOJIS

PelfiTuHTOBEBIC TTOKA3aTEIN

| Texymmit
KOHTPOJIb

JlonoIHUTEIbHEIC

oauel k TK1

Il Texymuii
KOHTPOJIb
JlonoIHUTEIbHEIC
Oauiel k TK2
I Texymuii
KOHTPOJIb
JomorHUTE THHEIE
Oautel k TK3

Hroro

[TpomexxyTounas
aTTecTanus

Pa3zmenr 1. OcHOBHBIE IOHATHS W aHAIIM3
yrpo3 uH(POPMAITMOHHO O6€30MTaCHOCTH

TK1

15

(BN
ol

15-
30

[TuceMeHHbIN Onpoc

ol

3ammTa nabopaTtopHoi paboThI

10

OTuer o caMoCTOSATENBLHOM padoTe

Pasnen 2. IMonsAtve HAMOHAJILHOU O€3-
OIacHOCTH, BUJBI Oe3omacHocTH. WHpop-
MarmoHHas 0e3ornacHocTs PO

TK1

10-
15

ITuceMenHbII OnIpoc

Ortyer o caMoCToATENBHOM paboTe

Paznen 3. MexnyHapoaHasi, HaliOHaIbHAS
N BCAOMCTBCHHAsA HOPMATHBHAA ITPAaBOBAs
0aza B oOmacty WH(OPMAIMOHHON 0€3-
OIACHOCTH

TK1

10-
15

ITuceMenHbIN OnIpoc

Ortyer o caMoCToATENBHOM paboTe

Paznen 4.  VmxeHepHO-TEXHHUYECKAS
3aIuTa HHPOpMaLUN

TK2

15 | 15

15-
30

[TuceMeHHBIN OnIpoC

3arura 1a00paTOpHON pabOThI

Otuer 1o caMoCTOSITENTLHOMN paboTe

Paznen 5. OpraHu3aiumoHHO-TIPaBOBOE
oOecIieueHue 3almThl HHpopMarmu

TK3

5-10

ITuceMeHHbIN OnIPOC

Otuer 1o caMoCTOSITENILHOU paboTe

IIpoMexxyTouHas aTrecTanus (3a4er)

OM

0-45

3a,Z[aHI/IC HpOMCXCYTOHHOﬁ arrecraiyu

B nrceMenHoit hopme 1o Omieram




2. OueHOYHBbIE MATEPHAJIBI TEKYLIIEr0 KOHTPOJISI U IPOMEKYTOYHOM aTTecTaluu
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YpoBeHb chOPMHUPOBAHHOCTH
WHIUKATOPA KOMITCTCHIIHH
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15074 JUCIIUIIINHE YIIOBJIET- YA
OTJIMYHO XOPOIIIO JICTBOPUTEIIH
BOPUTEIHHO
HO
3a4TEHO HE 3a4TE€HO
OLIEHMBAaTh OIIACHOCTbD,
CBSI3aHHYIO C YIpO3aMH He  MOXKeT
HECAHKIIMOHUPOBAHHOT
CCAHKIHMOHHPOBAHHO yMeeT C | amyckaer 0e3
0 JIOCTyTIa K | ymeer B
HCKPUTUYH | OTJEIBHBIC | TIOCTOPOHH
uHpopManmH, COBEpIIIEHC .
o BIMHU rpyobIe el TTOMOIIHU
HaMEpPEHHOU TBE 6 6
MOTHQHKALKH JAHHBIX OIMOKAMY | OIIHOKH HCIIOJIb30Ba
U yTparbl CIyXKeOHOU b
nH(OPMAITUU
BJIAJIETh:
BJIaJIEET
COBpPEMEHHBIMU OTZEIIbHBIM
P BIIajiceT . HE BIIaJIeeT
o0mMMH  crocobamMu | BIAJACET B 5
OTAEIBHBIM 0e3
obecrieyeHust COBEPIIICHC HaBBIKAMHA
. 5 MMOCTOPOHHE
MH(OPMALTMOHHOM TBE c N
6e30MACHOCTI HaBbIKAMU — H ITOMOIIU
"

O]_IGHKa «OTJIMYHO» BBICTAaBJIACTCA 34 BJIaJACHHEC B MTOJTHOM MCpC MOHSITUHHBIM

anmnapaToM AUCUUIIIMHBI « OCHOBBI MH(POPMAIIMOHHON 6€301MacHOCTHY, CIOCOOHOCTD
WUTIOCTPUPOBATh OTBET MpUMepamH, (hakTaMmu, JAHHBIMH HAYYHBIX HCCIEIOBAHUM,
NPUMEHATHh TEOPETHUECKHUE 3HAHUWS /IS PEIICHUS TUIOBBIX 3a7ad M MPAKTUYECKUX
3aaHuil 00Jiee BEICOKOTO YPOBHS CIIOKHOCTH.

OreHKa «XOPOI0» BHICTABISIETCA 32 BJIaJICHUE MOHATUHHBIM anmnapaToM JHcC-
UIIMHBL «OCHOBBI MH(MOPMAITMOHHAST 0€30MaCHOCTHY, CIIOCOOEH HILTIOCTPUPOBATH
OTBET NMpUMEpaMu, (pakTamH, MPUMEHSATh TEOPETUUECKUE 3HAHUS MPH PELICHUU TH-
MOBBIX 33]1a4, JIOMYCKAaeT HE3HAUUTEIbHBIC OIMOKU MPHU PEIICHNN MPAKTUYECKUX 3a-
JaHUi 0oJiee BEICOKOTO YPOBHSI CIIOKHOCTH.

OreHKa «y10BJE€TBOPHUTEILHO» BBICTABISICTCS 32 YaCTUYHOE BIIAJICHUE TEO-
PETUYECKUMH OCHOBaMH AMCHUILTHHBI «OCHOBBI MH(OpPMAIMOHHAs OE€30MMacCHOCTH,
(dbparMeHTapHyI0 ClIOCOOHOCTh WILTIOCTPUPOBATH OTBET MpUMepaMu, (hakTamMu, B psizie
CIIy4aeB 3aTpPYyJHSAETCS MPUMEHSATh TEOPETUUYECKHE 3HAHUS MPU PEIICHUU THUIIOBBIX
3aJa4, HE BCErJa CIOCOOCH PEIIUTh MPaKTHUYEeCKHe 3aaHus 60jee BBICOKOTO YPOBHS
CJIOKHOCTH.

OreHKa «HEY10BJIEeTBOPHUTEIBHO» BHICTABIISICTCS 32 HE COOTBETCTBUE JTHOOBIM
TPeM W3 TEPEUYUCIICHHBIX MOKa3aTenel. OOydaronuiicss TEMOHCTPUPYET OTPBHIBOY-



Hble, ()parMEeHTapHbIE 3HAHUS, JOMYCKAeT IpyOble OMIMOKM MPU PEUICHUU TUIIOBBIX

PaCUYCTHBIX 3a1a4 100 HE UMeeT MMPCACTABJICHUSA O CII0CO00€ MX PCUICHUA.

3. IlepevyeHnb O1IEHOYHBIX CPEICTB
Kpatkas xapakTepucTika OIEHOYHBIX CPEJICTB, UCIIOIB3YEMBIX MPH TEKYIIEM
KOHTPOJIE yCHEBAEMOCTH U TNPOMEXKYTOUHOM aTTecTaluu OO0YydYaromerocs IIo

TUCLUILINHE:
HaumenoBanue Onucanue
OIICHOYHOT'O Kpatkas xapakTepucTHKa OIIEHOYHOTO CPEICTBA OIICHOYHOT'O
Cpe/cTBa cpezcTBa
Koncniekruposanue | Kparkoe TeKCTOBOE MpeCTaBICHUE TIepepadOTaHHON I[Tepeuens paznenos
y4eOHOTO uHpopMarmm
Marepuaa
ITepeuens 3amanmii u
Or4er 110 Bemonnenue na60pan)pH01“4 pa6E)TLI, 00paboTka BOITPOCOB JIJIst
. PE3yNIbTaTOB UCIIBITAHUM, W3MEPEHH, 3KCICPHMEHTA. 3aIIUTHI
T1ab0paTOPHOIA . .
paGore (OJIP) OdopmiieHne otyera, 3a1UTa Pe3yIbTaTOB Ta00PaTOPHOI J1abopaTOpHOI
paboTHI 1O OTYETY paboTEHI, TIepeveHb
TpeOOBaHUH K OTYETY
CpencrBo KOHTPOJISI, OPraHU30BaHHOE KaK CIieUasIbHast
CoGecenopate Oecena Mperozasarest ¢ 06y‘-IaIOI{II/IMC$I Ha TEMBI, CBS- Bormpockl o
(C60) 3AHHBIC € U3Y4ACMOH NCLMILIMHOM, M PACCUNTAHHOS Ha pazzenam
BBISICHCHHE 00beMa 3HAaHWK OOYYaroIerocs 1o Ompese- JIACIUTUIAHEL
JICHHOMY pa3ZIeny, TeMe, MpoOJieMe U T.I1.
Cucrema cTaHIapTU3UPOBAHHBIX 33aHUM, TO3BOJISIOIIASL
KomruiekT TecToBbIX
Tecr (Tecr) AaBTOMATHU3UPOBATh  TPOLEAYPY H3MEPEHUS  YPOBHS ——

3HaHUI U yMeHHUH 00yJaroLerocst

4. TlepeyeHb KOHTPOJIbHBIX 33/IaHUIl WM MHbIE MaTepHaJIbl, HeO0XOAHU-
Mble JIJIsl OLIEHKH 3HAHUI, YMEHUH U HABBIKOB, XapaKTePU3YIOIIUX 3TanbI Gop-

MHPOBAHUS KOMIIETEHIMH B MpoLecce 0CBOCHMS AU CIUTIIUHBI

IIpumepnvlii nepeueHvb 6onpocos 0ns cobecedo8anus
1. Chopmynupyiite nonsitue nHpopmaronHon o6ezonacuoctu UC.
2. OOBsACHHUTE TOHATHS TEIIOCTHOCTH, KOH(DUICHITMAILHOCTH U JOCTYITHOCTHA WH-

dbopmarum.

3. VKaxuTe OTJIMYMSI CAaHKIIMOHUPOBAHHOTO JIOCTyMa K MH(OpMAIMKA OT HECAHK-

IMMOHHNPOBAHHOIO.

4. Tlepeuncnute OCHOBHBIC TPHU3HAKU KJIACCH(PHUKAIMU BO3MOXHBIX yrpo3 0Oe3-

onacuoctu MIC

5. JlaliTe KpaTKyt0 XapaKTepUCTUKY YIPO3bl OE30MaCHOCTH, 0003HAYAEMOI TePMHU-
HOM «TPOSTHCKHI KOHBY.

6. Jlaiite KpaTKyro XapaKTepUCTHKY Yrpo3 0€30MacHOCTH, 0003HAYaeMbIX TEPMU-
HaMH «BUPYC» U «UEPBHY.

7. HazoBuTe 1 oxapaktepu3yiTe HanOoJee pacpOCTPaHEHHbIE BUIbI CETEBbIX.

8. Onummre araky «4esioBek-B-cepenuHe». Kakue cpenctBa mo3BosisitorT ddek-
TUBHO OOPOTKCS ¢ aTaKaMU TaKOTO TUMA?




9. OnuimTe aTaKky THUIA «OTKa3 B 0OCTY>KMBaHUI U PACIPENICIIEHHYIO aTaKy «OT-
Ka3 B 00CITy>KHBaHUID.

10. Omummte ocodeHHOCTH (pUIMHTa U (hapMHUHTA. Y KQKUTE MEPbl IPOTUBOACH-
CTBUS 3TUM aTaKaM.

11. KakoBbl MCTOYHMKN HapylIEHU O€30MaCHOCTH MPOBOAHBIX KOPHIOPATUBHBIX
cereit?

12. Ha3oBUTE OCHOBHBIE YSI3BUMOCTH U YTPO3bI OECIIPOBOHBIX CETEH.

13. OOBsICHUTE MTOHATHUE CTIOJIMTHKA OE30MaCHOCTH OPTaHU3AIII.

14. Kakue paznensl JoKHA COJEPKATh TOKYMEHTAIBHO O(POpMIICHHAs MOJUTHKA
0e3omacHoCTH?

15. Kakue npo6iiembl periaetT BEpXHUN YPOBEHb TOIUTUKU O€301acCHOCTH?

16. Kakue 3aauu peliaet CpeiHuil ypoBEHb MOJIMTHKHN O€30MacCHOCTH?

17. KakoBbl 0COOEHHOCTH HM>)KHETO YPOBHSI OJIUTHKU 0€3011aCHOCTH?

18. Chopmymnupyiite 00s13aHHOCTH PYKOBOJUTENEH MOApa3AeICHUMA, aMUHUCTPA-
TOPOB U MOJIB30BATENEH MTPU peaTM3aIH TOJIUTUKU O€30MIaCHOCTH.

19. Onuimre CTpyKTYpy HOJIMTHKH O€301IaCHOCTH OpTaHU3alH.

20. Yro npencTaBisitoT co00M CrenUuaTi3UPOBAHHBIE MOJIUTHKN O€301TaCHOCTH?

21. IlpuBenuTe HECKOJILKO MPUMEPOB CHIEHUATIM3UPOBAHHBIX MOJIUTHK O€30I1aCHO-
CTH C OIMCAHHUEM UX OCOOEHHOCTEN.

22. Yrto npencTaBisitoT co00M mporeaypbl 0€30MacHOCTH?

23. IlpuBeanTe HECKOIBKO IMPUMEPOB MpoLEAyp O€30MacHOCTU C OMMCAHUEM HX
OCOOEHHOCTEH.

24. TlepeuncnuTe OCHOBHBIE 3TaIlbl pa3pabOTKU MOIUTHKH O€30MaCHOCTH OpraHu-
3a1UH.

25. Chopmynupyiite TIaBHYIO 3a/1a4y CTaHIAPTOB MH(POPMAIIMOHHOM Oe301acHo-
CTHU C MO3ULUH MPOU3BOJUTENICH U TOTpeOUTENell MpoyKTOB HH(POPMALTMOHHBIX TEXHO-
JIOTUH, a TAaKXKe CHELUAIMCTOB 10 CePTUPHUKAIIMN 3TUX NPOTYKTOB.

26. HazoBuTe OCHOBHBIC MEXKIYHApOAHbIE CTaHIAPTHI WH(OPMAIMOHHON O€3-
OIACHOCTH.

27. JlaiiTe KpaTKyr XapakTepHCTUKy MexmayHapoanoro cranmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE 0COOCHHOCTH TepMaHckoro crannaapra BS| «PykoBoacTBo
HO 3alUTe NHPOPMAIIMOHHBIX TEXHOJIOTHH /17151 0a30BOI0 YPOBHS 3alTUIIIEHHOCTH?

29. OnummTe coNiepKaHnue M YKOKUTE 3HAYCHHUE MEXTyHapoqHoro ctanaapra 1SO
15408 «Ob1me kpurepru 06e30MacHOCTH HH(POPMAITOHHBIX TEXHOIOTHID.

30. IepeuncnuTe cTaHmAPTHI 711 OECIIPOBOIHBIX CETEH M JTANTe MX KPATKYHO Xa-
PAKTEPUCTHKY.

31. HazoBute cTanmapThl nHGOPMAIIMOHHOM Oe30macHoCTH it MHTepHeTa.

32. Yto Ttakoe kpunrorpadusi?

33. Jaiite onpeneneHus CIeAyOUMX MOHATHI: KPUIITOTpaMMa, KPUITOAITOPUTM,
KPHUIITOCUCTEMA

34. B ueM COCTOMT KOPEHHOE pa3iniie CUMMETPUYHBIX U ACUMMETPUYHBIX KPHII-
TOCHUCTEM?

35. OnuimTe 1Be OCHOBHBIE MPOLEAYPHI, OCYIIECTBIAEMbIE CUCTEMOM AJIEKTPOH-
HOM 1(POBOM MOAMUCH [T TOATBEPKACHUS MOATMHHOCTH HU(PPOBOrO TIOKYMEHTA.



36. Kakum 00pazomM KOMOMHHUPOBAHHBIM METO/I IIMGPOBAHUS TTO3BOJISIET COYETATh
JIOCTOMHCTBAa aCCUMETPUYHBIX M CHUMMETPHUUHBIX KpHnTocucTeM? OMNMIIMTE MPOTOKOI
peanu3amy KOMOMHUPOBAHHOTO METO/1a IHU(PPOBAHMS.

37. Uto Takoe BpemoHOCHas mporpamma’? OxapakTepu3yinTe OCHOBHBIC THIIBI BPe-
JIOHOCHBIX ITPOTPaMM.

38. YKaxuTe CyIIeCTBEHHbIC OTINYHS KOMIBIOTEPHBIX BUPYCOB OT CETEBBIX yep-
Beil. OnuieTe OCHOBHbBIE OCOOEHHOCTH TPOSTHCKUX MPOTPaMM.

39. OrmuimmTe 1Ba OCHOBHBIX MOIX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX TIPOTPaMM.

40. Kak BBIOHSETCS] CUTHATYpHBIN aHaimm3? KakoBbI €ro JOCTOMHCTBA M HEZO-
CTaTKu?

41. Yro mpencTaBisioT coOOM MPOaKTUBHBIE METOBI OOHapykeHus? Jlaiite xa-
PaKTEPUCTUKU JIBYX HauOOJIEe MOITYJISIPHBIX MTOIX0I0B.

42. Onuimmre MPUHLIUI JCUCTBHS, JTOCTOMHCTBA M HEJOCTATKU SBPUCTUYECKUX
aHAIN3aTOPOB.

43. Onummre TpUHIWN JEHCTBUS, JOCTOMHCTBA M HEJOCTATKH TOBEICHYECKUX
OJIOKMPATOPOB.

44. Ha3oBHTe 1 ONUIIHTE JOTOTHUTEIbHBIC MOy AaHTHBUPYCHBIX CPECTB.

45. KakoBbl JOMOMHUTENBHBIE MEPHI U CPEACTBA 3ALIUTHI OT BPEIOHOCHBIX MPO-
TpaMM, PACIIMPSIONINE BO3MOKHOCTH aHTUBUPYCHBIX MPOrpaMm?

46. OnummTe Mephl U CPEICTBA 3aIIUTHI OT CIIaMa.

47. KakoBbl OCOOCHHOCTH peaM3allii MOJICUCTEMbI 3aIUThl KOPIIOPATUBHON MH-
dbopmaiu OT BpeIOHOCHBIX MTPOTPaMM M BUPYCOB?

48. KakoBbl BO3MOKHOCTH cepur npoaykroB Kaspersky Open Space Security mis
3aIIUThI KOPIIOPATUBHBIX CETEH OT COBPEMEHHBIX MHTEPHET-YTPO3?

Jisa Trekymero kourpoJs TK1:
[IpoBepsiemMasi KOMIIETECHIMSA:

Kon n HanMeHOBaHNE KOMIIETEHIIUH Kox n HauMeHOBaHUE UHIMKATOPA
OIIK-4. CniocobeH nonnmarh npuHuunsl pa- | OIIK-4.2. Biageer HaBblkaMu NpUMEHEHHUs LH(pO-
00TBI COBPEMEHHBIX MH(OPMALIMOHHBIX T€X- | BBIX TEXHOJOTHHA Ui PEHIeHus 3amad mpodeccro-
HOJIOTUH ¥ MCHIOJIb30BaTh UX JJISI peLIeHHs HAJIbHOW JIeATENIbHOCTH C YYE€TOM OCHOBHBIX Tpe0o-
3a1a4 poheCCHOHATBbHOMN eATeNIbHOCTH BaHU MHGOPMAILIMOHHOMN 0€30M1acCHOCTH
Tect
Bonpoc Bapuanmur omeema
CkosbKO BBIJICJICHO | 3
OCHOBHBIX ~ COCTaBIISIOLIMX | 4
HAIlMOHAJBHBIX ~ MHTEPECOB
Poccuiickoit ®enepanun B 5
6

uHpOpPMaLIMOHHOM cdepe?.

3aKJII0YAeTCsl B YCTAaHOBKE ITOJCIYIIMBAIONIETO YCTPOHCTBA B
anmnaparypy cpeicTB 00paboTku HH(opMaIiu

OCHOBaH Ha  (UKcaluu  DIEKTPOMArHUTHBIX  W3IyYCHHH,
BO3HUKAIOMINUX NpU (PYHKIHOHUPOBAHUH CPEICTB KOMIIBIOTEPHOM
TEXHUKH ¥ KOMMYHHKAIUH

OCYIIECTBIISICTCS IyTEM MCIIOJIB30BAHMS ONITUYECKON TEXHUKU

AKTHUBHBII nepexBar
uH(pOpMalUKl 3TO MepexBar,
KOTOPBIN:




Bonpoc

Bapuanmbl omeema

HETIPaBOMEPHO UCTIONIB3YET TEXHOJOTUYECKHUE OTXO/IBI
MH(POPMALIMOHHOTO Mpolecca
OCYIIECTBIICTCS c HIOMOIIBIO HOAKITIOYEHHS K

TEJICKOMMYHUKAIIMOHHOMY 000PYI0OBAaHHIO KOMIIBIOTEPA

O0ecrieueHre HaMOHAIBLHOM

HaJeKHAs 3alUTa JUYHON ¥ MMYIIIECTBEHHOH 0€30IacCHOCTH

o0ecrieueHre HAyYyHO OOOCHOBAaHHOTO U TapaHTUPOBAHHOIO
rocyJapcTBOM MHUHHMMYMa MAaTEPHAIbHBIX M HIKOJOTUYECKUX
YCJIOBUM

0e301macHOCTH Ha
MpEeOJOJICHNEe  KOHPPOHTAMK B  OOIIECTBE, JOCTHUKCHHE
roCyJIapCTBEHHOM YpPOBHE
onpesienseres  creyiome HaIllMOHAJILHOI'O COIIacHs
N obecrieueHre MPU3HAHHBIX MEXIyHAPOJHBIM TIPAaBOM HWHTEPECOB
rpaxkjaad Poccuu, mpoXuBarIMX B 3apyOS)KHBIX CTPaHaX
o0ecrieueHne CYBEpPCHHTETa M TEPPUTOPUAIBHON IEIOCTHOCTH
Poccun
YIPAaBISIONIUE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BbeKTaMHu
HEOOXOMMO WMETh SIBHYID M XOPOIIO OINPEACICHHYIO CHCTEMY
obecreyeHns 0€30IaCHOCTU
B cranmapre «OpamxeBas | HHAMBUAYAIbHBIE CYOBEKTHI JOKHBI HISHTUDHIIMPOBATHCS
KHATa»  (YHIaMEHTAIBHOE | BLIYMCIIMTEIbHAS CHCTEMA B CBOEM COCTaBE€ JO/UKHA HMETh
TpeOoBaHME, KOTOpOE | ammapaTHbIe/TTPOrpaMMHBIE MEXaHU3MEl, JIOTTYCKaIOIIUe
OTHOCHUTCS K IPyNIIE | HE3aBUCUMYIO OIIEHKY Ha TMpeAMEeT TOro, 4TO CHCTEMa
ITonoTueTHOCTD o0ecIeuyrBaeT BHIOJTHEHUE U3JI0KCHHBIX TpeOOBaHUHT
TapaHTUPOBAHHO  3AIUIICHHBIE MEXaHW3MBbI, PEATU3YIOIIHEC
MEPEUUCIICHHbIE  TpeOOBaHUs, JODKHBI  OBITH  MOCTOSIHHO
3aIUIICHBl OT «B3JIAMBIBAHHS» W/WIH HECAHKIIMOHUPOBAHHOTO
BHECEHUS H3MEHEHNH
MOJIYYCHUS  3aIlumiaeMold  WHGOPMAlUA  3aWHTEPECOBAHHBIM
CyOBEKTOM € HapyUIeHHMEM YCTAHOBJCHHBIX  IPaBOBBIMU
JOKYMEHTaMH WJIM COOCTBEHHUKOM, BIIAJICNIbIIEM HH(POPMAIHH
MIpaB WM IPABIJI JOCTYIIA K 3alUIIaeMOil HHPOpMaIHH
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBJICHHBIX TPaB W/WJIH MPaBUI
Ha U3MEHeHHWe WH(GOpMAIUU, TPUBOMASAIIETO K HCKAKECHHUIO,
Bamura WHQOpMANKMK  OT | YHUUTOXKEHUIO, KONHMPOBAaHMIO, OJOKMPOBAaHMIO JOCTyma K
HECaHKI[MOHUPOBAHHOTO uHdopMaluK, a TaKXke K yTpaTe, YHUUYTOKEHHIO HIHU COOI0
BO3JIENCTBUA 910 | QYHKIIMOHUPOBAHUS HOCUTENSI HHDOpPMAITHH
EeITEIILHOCTD Mo | BO3ACUCTBUA  HA  3alUIlaeMyr0  HHGOPMAIUIO  OIIHUOOK
IPEIOTBPANICHHUO oJIb30BaTess nHpopMaIe, cO0s TEXHHYECKUX U MPOTrPAMMHBIX

CpCACTB I/IH(I)OpMaI_II/IOHHLIX CHUCTCM, a TAKKC IMPUPOAHBIX SIBJICHUMN

HEKOHTPOJIHMPYEMOTO pacnpocTpaHeHus 3alIUIIaeMOit
uHpOpMAIMM OT €€ paslJalleHHus, HECAaHKIMOHUPOBAHHOTO
J0CTyTIa

HECAHKIIMOHUPOBAHHOTO JOBEJCHMS 3allUInacMoil HHpOopMaluu
JI0 HEKOHTPOJIMPYEMOI'0 KOJIMYECTBA Moyyareneil nHpopMaImu

3amuTa HHGOPMAIUH 3TO

nporece coopa, HAKOILJICHHUS, 00paboTKH, XpaHEHUs,
pacmpesenieHus U Ioucka nHGopManuu

npeoOpazoBanre  WHPOPMAIMK, B  pe3yJbTaTe  KOTOPOTO
COACPIKAHUC I/IH(bOpMaI_[I/II/I CTAHOBUTCA HCIMTOHATHBIM JJISL
cyOBbeKTa, He UMEIOLIEro JI0CTyIa

MOJIYUCHHUC Cy6’beKTOM BO3MOXHOCTHU O3HAaKOMJICHUSA C

nHdopManyen, B TOM YKCIIe MPU NOMOIIM TEXHUUECKUX CPEICTB




Bonpoc

Bapuanmbl omeema

COBOKYITHOCTb IPaBWJI, PETIIAMEHTUPYIOIIUX MOPSAIOK U YCIOBUSA
JocTyna cyobekTa K MHQOpMaIlUY U €€ HOCUTEIISIM

NEATEIPHOCTh 10 TPEIOTBPAIICHHIO YTEYKH HH(pOpMaIuu,
HGC&HKL[I/IOHI/IpOBaHHBIX nu HGHpGI[HaMepeHHBIX BOBHCﬁCTBHﬁ Ha
Heé

[TaccuBHbIi nepexsar
UHPOpPMALIMU 3TO TEpEexBar,
KOTOPBIi

3aKIII0YAeTCsl B YCTAHOBKE IIOJICIYIIMBAIOIIETO YCTPOMCTBa B
anmnapaTtypy cpeacTB 00padboTku nHGOpMaIUU

OCHOBaH Ha  (uKcauuu  SJIEKTPOMArHUTHBIX  W3JIYy4YECHHUH,
BO3HUKAIOMIUX NPU (PYHKIMOHUPOBAHUH CPEJICTB KOMIIBIOTEPHOM
TEXHUKH ¥ KOMMYHHUKaIUI

HCIIPaBOMCPHO HCIIOJIB3YCT TCXHOJIOTHYCCKHEC

MH(OPMALIMOHHOTO TTpoliecca

OTXOAbI

OCYHICCTBJIACTCA MYTEM MCITIOJIB30BAHUSA ONTHYCCKOIN TEXHUKH

OCYILIECTBIISAETCS c IIOMOLIBIO IIOAKIIFOUEHUS K
TEJICKOMMYHUKAIIMOHHOMY 000pYIOBaHUIO KOMIIBIOTEpA

Oo0ecrieuenue HallMOHAJILHOM

0€30MacHOCTH Ha
rOCyJJapCTBEHHOM  yYpOBHE
ONpEeNeseTCs  CIEeAYIOLIEH
LEJIBIO

HaJie)KHAasl 3alluTa JUYHON U HMymeCTBeHHOﬁ 0€e30IacHOCTH

o0ecrieueHre HAyyHO OOOCHOBAaHHOIO U TapaHTHUPOBAHHOTO
roCyJapCTBOM MHUHUMYMa MaTe€pHAIbHBIX M 3KOJIOIMYECKHX
YCIOBUM

MPEOJOJICHUE  KOH(PPOHTAMM B  OOMIECTBE, JOCTHIKCHHE
HAIlMOHAJILHOT'O COTJIaCUs
obecrieueHre  COIMAIBHO-TIOJIUTUYECKOH Y DKOHOMHYECKOU

CTaOMIBLHOCTHU CTpaHbI

o0ecrnieyeHre MPU3HAHHBIX MEXIyHapOJHBIM IPABOM HHTEPECOB
rpaxjad Poccuu, mpokuBaromux B 3apyOeKHBIX CTpaHax

K ucrou"nukam 3amuiiaeMoi
WH(pOpPMAIIUU OTHOCHUTCS

OJICKTPHUYCCKHUC ITOJIA

CBIpbE

MAarHuTHBIC I10JIs1

QJICKTPOMAT'HUTHBIC I10JISL

QJICMCHTAPHBIC YaCTUIIbI

AKyCTUYECKHE KOJIeOaHus

EcrecTBenHbIe YTPO3bI
Oe3omacHOCTH UH(pOpPMaLUU
BBI3BaHbI

JACATCIIBHOCTBIO YCJIOBCKA

omuOkamu mnpu npoektupoBanun ACOU, ee 37€eMEHTOB WM
pa3paboTKe IporpaMMHOro obecreyeHus

BOSI[GﬁCTBHHMI/I 00BEKTUBHEIX (1)I/ISI/I‘I€CKI/IX mponeccoB W
CTUXUMHBIX IMPUPOAHBIX ﬂBHCHHfI, HC3aBUCAIIMX OT YCJIOBCKA

KOPBICTHBIMH YCTPEMIICHUAMHU 3JIOYMBINIJICHHUKOB

omnOKaMu Npu ASHCTBUSIX IepcoHalia

3amuta wHQOpPMAIMH  OT
HETpeTHAMEPEHHOTO
BO3JCUCTBUSI 3TO
NeATeIbHOCTD 1o
MPEAOTBPALIEHUIO

MOJIyYeHUs  3aluiiaeMod  WHGOPMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM C  HapylUIEeHHEM YCTaHOBJICHHBIX  IPAaBOBBIMHU
JOKYMEHTaMU WM COOCTBEHHUKOM, BIAJENbIIeM HH(POPMAIUH
TpaB WM TIPABUJI IOCTYTIA K 3alTUIIaeMOi HH(POpMAITUH

BO3/ICHWCTBUS C HApYyIIEHHEM YCTAaHOBJIEHHBIX MpaB W/UIIHM MPaBUI
Ha U3MEHeHHWe UH(POpMalUuU, TPUBOISAIIETO K HCKaXEHHUIO,
YHUYTOXKECHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMIO JIOCTyHa K
nHpopMaluy, a TaKXke K yTpaTe, YHUUTOXKEHHIO HIH COOI0
(YHKIIMOHMPOBAHUSL HOCUTENS] HHQOPMAIHH

BO3JICHCTBUS  Ha  3allMIIaeMyl0  WHOOpPMAIMI0O  OIMUOOK
MoJib30BaTess HHpopmauei, c6os TEXHUYECKUX U MPOrPaMMHBIX
CPEJCTB MH(POPMAITMOHHBIX CUCTEM, a TAKXKE MPUPOIHBIX SIBJICHUN




Bonpoc

Bapuanmbl omeema

HEKOHTPOJIMPYEMOTO pacupocTpaHeHus 3allMIIaeMOn
uHboOpMalMM OT €€ pasMJalleHus, HECAaHKIMOHUPOBAHHOTO
JOCTYIIa

HECAaHKIIMOHHPOBAHHOTO JIOBEACHUS 3alIMIIAEMON HH(POPMAIIH
JI0 HEKOHTPOJIMPYEMOI'0 KOJIMYECTBA Moiyyareneil nHbopManuu

HNudopmanroHnsle
HPOLIECCHI 3TO

nporecc  cbopa,  HaKOIUICHHs,  OOpaOOTKH,  XpaHEHU,
pacrpeieneHus ¥ norcka nHpopMauu

npeoOpa3oBaHnue  uHPOpMAIMK, B  pe3yjbTare  KOTOPOTO
coliepkaHue  MHQPOPMAIUU  CTAHOBUTCS  HEMOHSATHBIM  JUIS
cyObeKTa, He UMEIOLIETo JI0CTyIa

MOJIYUCHHUC CY6’beKTOM BO3MOXXHOCTH O3HAKOMIJICHUA C
HH(bOpMaHHeﬁ, B TOM YHMCJIC IIPHU NTOMOIINW TEXHUYCCKUX CPCIACTB

COBOKYITHOCTH IPaBUJI, PETJIAMEHTUPYIOUIUX TMOPSIOK U YCIOBUS
JocTyna cyobekTa K MHQOpMalliy U €€ HOCUTEISIM

NEeSATENIbHOCTh 10  TPEJOTBPAIICHUIO YTEYKH HH(POPMAIUH,
HECAHKIIMOHUPOBAHHBIX W HENPEAHAMEPCHHBIX BO3JCUCTBUI Ha
HEe

AynuonepexBaT  IepexBar
uHpOpPMALUU 3TO IEpexBar,
KOTOPBIN

3aKJII0YAeTCsi B YCTAHOBKE IMOJACTYIIMBAIOIIEIO YCTPOWCTBAa B
anmaparypy cpeincTB 00padboTku nH(opMaIiu

OCHOBaH Ha  (UKcaluu  3JIEKTPOMArHUTHBIX  HU3JTyYEHHH,
BO3HUKAIOIIMUX MPU (PYHKIIMOHUPOBAHUU CPENICTB KOMIIbIOTEPHOU
TEXHUKU 1 KOMMYHHUKAIUI

HEeNpaBOMEPHO UCIIOJIb3YET TEXHOJIOTUYECKUE OTXOJbI
HMH(OPMALIMOHHOTO ITpoliecca

OCYHICCTBJIACTCA IMYTEM HCITOJIb30BAHUS ONTHYECKON TEXHUKHU

OCYHICCTBIIACTCA C IIOMOIIBIO TIOAKIJIFOUYCHU A K
TCIICKOMMYHUKAITUOHHOMY 060py,Z[0BaHI/IIO KOMIIBIOTCPaA

B cranmapre «OpanxeBas
KHUTa»  (yHIaMEHTaJIbHOE

TpeOoBaHue, KOTOpOE
OTHOCHTCS K rpyrmnme
I'apantnn

VIOPABJISIOIIKAE JAOCTYIIOM METKH JIOJDKHBI OBITH CBSI3aHBI C
00BEKTaMU

HEOOXOJUMO HMETh SIBHYIO W XOPOIIO OMPEICICHHYIO CHCTEMY
oOecrieueHus 0€30MaCHOCTHA

MHAWBUAYAJIbHBIC CY6’I)€KTI)I JOJIDKHBI I/IJIGHTI/I(l)I/IIII/IPOBaTI)CSI

BBIYUCIIMTEIIbHAS CHUCTEMA B CBOEM COCTAaBE JOJDKHA HUMETh
anmnapaTHble/IpOrpaMMHbIE MEXaHU3MBI, JIOITy CKaroIue
HE3aBUCHUMYIO OLEHKY Ha IIpeAMeT TOro, 4Yro CHUCTEMa
o0ecrneunBaeT BbIIOJHEHHE U3JI0)KEHHBIX TpeOOBaHUIMA

KOHTpPOJIbHAaA I/IH(i)OpMaHI/ISI AOJDKHAa XPaHUTBCA OTACIBbHO U
3allUIIaThCAa Tak, 4YTOOBI CO CTOPOHBI OTBETCTBEHHOM 3a 3TO
T'pyHIibL nmeiaachb BO3MOXXHOCTb OTCJICKHUBATDh )IefICTBHﬂ,
BIHAOIIMEC HA 0e30IMacHOCTh

K HocutremsMm 3ammmiaeMoit
WH(OpPMAIIUU OTHOCHTCS

JTIOTA

CBIpbE

YCPHOBHUKH U OTXOAbI IPOMU3BOJACTBA

JOKYMCHTEL

AKyCTHYECKHE KOJIeOaHus

HckyccTBeHHBIE YTPO3BI
0e30macHOCTH  MH(pOpPMAITUH
BBI3BAHbI

JACATCIIBHOCTBHIO YCJIOBCKA

omuOKkamMu mnpu mnpoektupoBannun ACOU, ee >1meMEHTOB WIH
pa3paboTKe MPOrpaMMHOTO 00eCTICUCHUS

BO3JCUCTBUSMH OOBEKTHUBHBIX (DU3WYECKUX TPOLECCOB MU
CTUXHUUHBIX IPUPOHBIX SIBJICHHUM, HE3aBUCAIIUX OT YEIOBEKA
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Bapuanmbl omeema

KOPBICTHBIMH YCTPEMIICHUAMHU 3JI0OYMBINIJICHHUKOB

olIMOKaMu IpU AEHCTBUSX IIEPCOHAIIA

3ammra wHPOPMAIMK  OT
pasriameHus 3TO
eITEIbHOCTD o
MPEI0TBPAIIECHUIO

MONYyYeHHUs  3allMIiaeMoil  HMHGOpMAIMM  3aWHTEPECOBAHHBIM
CyOBEKTOM € HApyUIEHHMEM YCTAHOBJCHHBIX  IPaBOBBIMU
JOKYMEHTaMH WM COOCTBEHHUKOM, BIaJelblieM HH(pOpMaluu
MIpaB WK IPaBIJI JOCTYIA K 3alUIIaeMOi HHpOpMAIU

BO3/ICHCTBUS C HAPYIICHHEM YCTAaHOBJICHHBIX MpaB W/UIIH MPABHI
Ha UW3MEHEHHWEe HWH(OpMAalNU, MPUBOIAIIETO K HCKAKCHHUIO,
YHUYTOKCHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMIO JIOCTyHa K
uHpOpMAIMK, a TaKKe K yTpare, YHHYTOKCHHIO HIH COOI0
(GYHKIMOHMPOBAHUSL HOCUTENS] HH)OpMAITHH

BO3JICCTBUS  Ha  3allMIIaeMyr0  WHOOpPMAIUMI0  OMHUOOK
oJib30Bartess nHpopMalei, cO0si TEXHUYECKUX U MPOTrPAMMHBIX
cpecTB HH(POPMAIIMOHHBIX CHCTEM, & TAK)KE MMPUPOJIHBIX SIBICHHUI

HEKOHTPOJIHPYEMOTO pacnpocTpaHeHus 3alIUIIaeMOit
uHbOpMAIlMM OT €€ pasMIalliCHUs, HECAaHKIIMOHUPOBAHHOTO
JOCTYTIa;

HECaHKIIMOHUPOBAHHOTO JIOBEICHMs 3alluIaeMoil MH(popManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyvaresiei HHpopMaImu

IIpocmotp
nepexsar
KOTOPBIN

Mycopa  3TO
uHpOopMaLuy,

3aKJII0YAeTCsi B YCTAHOBKE IMOJACITYIIMBAIOIIETO YCTPOWCTBAa B
anmaparypy cpeincTB 00padboTku HH(opMaIiu

OCHOBaH Ha  (uKcaluu  SJIEKTPOMArHUTHBIX  U3JIY4YCHHUH,
BO3HUKAIOIIMUX MPU (PYHKIIMOHUPOBAHUU CPENCTB KOMIIbIOTEPHOU
TEXHUKU ¥ KOMMYHHUKaIUI

HEMpPaBOMEPHO UCIOJb3YyET
MH(POPMAIMOHHOTO Ipolecca

TEXHOJIOTHYCCKHEC OTXOAbI

OCYHICCTBJIACTCA IMYTEM HCITOJIb30BAHUS ONTHYECKON TEXHUKHU

OCYHICCTBIIACTCA C IIOMOIIBIO TIOAKIJIFOUYCHU A K
TCIICKOMMYHHUKAIITUOHHOMY 060py,Z[0BaHI/IIO KOMIIBIOTCPaA

K OCHOBHBIM
HeTpeIHaAMEPEHHBIM
UCKYCCTBEHHBIM
ACOMU orHocHuTCS

yrpo3am

(u3nyecKkoe pa3pyleHue CUCTEMBI yTEM B3pbIBa, OJKOra U T.I1.

nepexBaT MOOOYHBIX AIEKTPOMArHUTHBIX, aKyCTHUECKUX U IPYTUX
W3JYYEHUN YCTPOWCTB U JIUHUN CBS3U

W3MEHEHHE PEKUMOB pabOThl YCTPOMCTB WM TMPOTPam,
3a0acToBKa, Ca0OTaX MEepCcoHasa, MOCTAHOBKA MOIIHBIX aKTHBHBIX
MoMeX U T.II.

YTEHHE OCTATOYHOW HHQOpMAIMU U3 ONEpPaTUBHOM MaMATU U C
BHEIHKUX 3aIIOMUHAIOIINX YCTPOUCTB

HEYMBIIJICHHBIE JEHUCTBHs, MPUBOAAIIME K YaCTUYHOMY WIIU
IIOJITHOMY OTKa3y CHCTEMBbl WIM pPa3pyLICHHUIO AalllapaTHBIX,
IPOrpaMMHBIX, MH()OPMAITMOHHBIX PECYPCOB CUCTEMBbI

3ammra  uHpOpMAILUH
HECaHKI[MOHUPOBAHHOTO
JocTyna 3TO JI€ATEIbHOCTh
10 MPEA0TBPAILIEHUIO

OoT

MOJIy4eHUs  3alluiiaeMod  MHGOpMaluu  3aWHTEPECOBAHHBIM
CyObEKTOM €  HapylLIEHHEM YCTAHOBJIEHHBIX  IPaBOBBIMHU
JOKYMEHTaMU WJIM COOCTBEHHHKOM, BJIJIENIbLIEM HH(POpPMAIUH
IIPaB WM MPABUJI JOCTYIIA K 3aIIUIIIaeMol HHPOPMALIUU

BOB}IeﬁCTBHﬂ C HApYUICHHUEM YCTAHOBJICHHBLIX ITpaB A/nnn ImpaBuI
Ha U3MEHeHHWe WH(GOpMAIUU, TPUBOMAAIIETO K HCKAKECHHUIO,
VHUYTO)KCHHUIO, KONHUPOBAHUIO, OJOKHPOBAHHIO JOCTyHa K
uHpopMalUK, a TaKkXke K yTpaTe, YHHUYTOXEHHIO WIH CcOOI0
(O YHKIIMOHUPOBAHUS HOCUTENS] HHGOPMAITIHI




Bonpoc

Bapuanmbl omeema

BO3JICCTBUS  Ha  3allMIIaeMyr0  WHOOpPMAIMI0  OMHUOOK
moJib3oBartens nHpopMalmei, cO0si TEXHHUECKUX U MPOTPAMMHBIX
cpencTB HH(POPMAIIMOHHBIX CHCTEM, a TAK)Ke MMPUPOJIHBIX SIBICHHUI

HEKOHTPOJIHPYEMOT'0 pacrpocTpaHeHus 3alIMIIaeMOi
uHpOpPMAIMM OT €€ pasMJIAleHHus, HECAaHKINOHUPOBAHHOTO
J0CTyIa

HECAHKIIMOHMPOBAHHOTO JOBEJCHMS 3alUINacMoi WHpOpMauu
JI0 HEKOHTPOJIIMPYEMOT'0 KOJIMYECTBA MoJrydaTeneil nHhopMaiiu

JocTyn k uHpOpMAaLIUU 3TO

nporiecc  cbopa,  HAaKOIJIEHWs,  OOpabOTKH,  XpaHEHWS,
pacrpe/esieHusI U ouckKa HHGOopMaIuu

npeoOpa3oBanue  WHPOpPMALUU, B  pe3yibTare  KOTOPOTO
cojepkaHue  MHGOPMAIMKM  CTAHOBHUTCS  HEMOHSATHBIM IS
cyOBeKTa, He IMEIOIIETO JIOCTYTIA

HOJy4YeHHEe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMIICHHUSI  C

uHbOopManKeH, B TOM YHCIIe ITPH MOMOIINA TEXHUYECKUX CPEICTB

COBOKYITHOCTb MPaBWJI, PETIIAMEHTUPYIOIIUX MOPSAIOK U YCIOBUSA
JocTyna cyobekTa K MHQOpPMAaIUY U €€ HOCUTEIISIM

NEeSTeNbHOCTh 1O TPEJOTBPAIICHUIO YTEUYKH HH(POpMAIH,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPECHHBIX BO3JCUCTBUI Ha
Heé

AKTHBHBIN I1EpexXBaT

MacCCUBHBIN nepexBar

ayauonepexBar

BHUOCOIICPEXBAT

HIPOCMOTpP Mycopa

Ilepexsar, KOTOPBIN
3aKJIIOYAETCS B  YCTAHOBKE
MOJICTYLIMBAIOLIETO
YCTpOMCTBa B ammaparypy
CpEeNCTB 00paboTKu
UH(pOpMaLIUU Ha3bIBACTCS

B MEXKYHapOJHOM
CTaHzapTe «OpanxeBas
KHUTa» MUHHUMaJIbHas

3alunTa 3TO I'pyIIia

mo0|w| >

ITo xapakTtepy BO3AEUCTBUS
yAAJICHHbIE aTaKH JIESATCS Ha

YCIIOBHBIE U O€3yCIIOBHBIE

aTaku ¢ 00paTHOM CBsI3bI0 U 6€3 00paTHOM CBSI3U

BHYTPHUCCTMCHTHBIC 1 MCKCCTMCHTHBIC

IIACCUBHBIC U aKTHUBHBIC

aTakH, KOTOPbIE MOTYT PEAIM30BBIBATHCS HA BCEX CEMH YPOBHSX —
(bU3MYecKoM, KaHAJIBHOM, CETEBOM, TPAHCIOPTHOM, CEaHCOBOM,
MIPEJICTABUTEIHPHOM U MPUKIATHOM

CyObexT JocTyna K
UH(pOPMALIUH 3TO

¢u3nyueckoe U0, WIM MaTepUaJbHBII OOBEKT, B TOM YHCIIE
¢u3nueckoe ToNe, B KOTOPHIX HMHQOpPMAIUS HAXOJUT CBOE
0TOOpakeHHE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
pELIEHHUI U TPOLIECCOB

CyOBEKT, OCYIIECTBISIOIIMN IOJIb30BaHWE HHMOpManuen u
pean3yOui MOJHOMOYMS pPacHopsDKEHUsl B IIpeneiax IIpas,
YCTaHOBJICHHBIX 3aKOHOM W/WUJIM COOCTBEHHHKOM MH(OpMaLlUu

CyOBEKT, MONB3YyIOIIMics WHPOpMaIuel, IMOJIyYeHHOH OT ee
COOCTBEHHUWKA, BIAJCNbIIa WU IMOCPEIHHUKA B COOTBETCTBHH C
YCTQHOBJICHHBIMH TpaBaMH M MPaBHJIAMH J0CTyIa K HHPOPMALIUU
100 ¢ UX HapyIICHUEM
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Bapuanmbl omeema

CyOBEKT, B TMOJHOM OOBEME peaTU3yIOMIMA MOTHOMOYHUS
BJIQJICHUS, IIOJIb30BAaHMS, pAcloOpsKeHUss uHpopMmanued B
COOTBETCTBHUH C 3aKOHOJATEJIbHBIMUA aKTaMH

YUYaCTHHUK MTPABOOTHONICHHUH B MH(POPMAIIMOHHBIX MPOLIECCAX

Ilepexaar, KOTOPBIi
OCYIIECTBIISETCS nyTeM
UCIOJIb30BAaHUSL ONTHYECKOI
TEXHUKH, Ha3bIBACTCS

AKTHBHBIN I1IEepexXBaT

TIACCUBHBIN NnepexBar

AyauoncpexBaT

BHUCOIICPEXBAT,

IIPOCMOTP Mycopa

OoOecrieueHne HAIIMOHAIBHOM

HaaCKHas 3alura JIMIHOH U HMYHICCTBCHHOﬁ 0€e30IacHOCTH

obecrieyeHne HaydYHO OOOCHOBAaHHOTO W TapaHTUPOBAHHOTO
rocylapCTBOM MHHHMyMa MAaTepUabHBIX U JKOJIOTMYCCKHX

0e30macHOCTH Ha  YpOBHE 9
yCIIOBU
IPaXXIaHCKOTO o01mecTBa
.. | moBbImeHne PPEKTUBHOCTH 3AIUTH KOHCTUTYIIHOHHOTO CTpPOS,
OmpesieNsieTcsl  CIenyromen N
HENBIO IPaBOIOPSsiIKa, 0OPHOBI C OPT. MPECTYITHOCTHIO U KOPPYIIHEH
peojioyieHne  KOH(QPOHTAMM B OOIIECTBE, JIOCTHIKCHHE
HAIMOHAIBHOTO COTIIACHUS
A
B MEXK/YHapOIHOM
cTaHjapre «OpamxeBas C
KHUTa» MHIMBUYaNbHAS [y
3aIlIUTa TO rpymnma E
YCIIOBHBIE U 0€3YCIIOBHBIE
aTaku ¢ 00paTHOM CBsI3bIO U 6€3 00paTHOM CBSI3U
[To wmemm  BO3MEHCTBHS | BHYTPUCETMEHTHBIE U MEKCETMEHTHBIC

YAQAJICHHBIC aTaK! ACJIATCA Ha

ITaCCUBHBIC U AKTHUBHBIC

aTaKu B 3aBUCUMOCTH OT HapYyIICHHA KOH(l)I/II[GHHI/IaJ'H)HOCTI/I,
LEJIOCTHOCTHU U JOCTYITHOCTHU

IIepexBar, KOTOPBI OCHOBaH
Ha ¢bukcauun
ANEKTPOMATrHUTHBIX
W3JIyYCHH, BO3HHKAKOIIUX
npu (GYHKIIMOHUPOBAHHUH
CpeJlICTB KOMIBIOTEPHOM
TEXHUKA WM KOMMYHHUKAIUN
Ha3BIBACTCS

aKTHUBHBIN nepexBar

ITaCCUBHBIN ITepexXBaT

ayAnonepexBar

BHUCOIICPEXBAT

HIPOCMOTP Mycopa

B MEXIyHApOAHOM
CTaH/IapTe «OpanxeBas
KHMTa» MaHJaTHas 3alIuTa
9TO TpyIIna

m o0 |w| >

ITo YCIIOBUIO Havasa
OCYIIIECTBJIECHUS BO3/ICHCTBUS
yAaJICHHbIE aTaKH JIETSATCS Ha

YCJIOBHBIC 1 6CSYCJ'IOBHLIC

aTaku ¢ 00paTHOM CBsI3bI0 U 6€3 00paTHOM CBSI3U

BHYTPHUCCTMCHTHBIC 1 MCKCCIMCHTHBIC

IIaCCHUBHBIC U aKTHBHBIC

aTaKu B 3aBUCUMOCTH OT HApPYIICHHUA I(OH(I)I/I,Z[CHI_II/IB.JIBHOCTI/I,
IEJIOCTHOCTH U JOCTYITHOCTH

CoOcTBeHHHK MH(pOpPMAIIUH
3TO

¢du3nueckoe IUIO, WIH MaTepHaTbHBI OOBEKT, B TOM YHCIE
¢dbuzmveckoe 1oNIe, B KOTOPHIX HWHGOPMAIMS HAXOAUT CBOE
0TOOpaXeHHE B BHJIE CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX
pPELICHHI U TPOIIECCOB




Bonpoc Bapuanmer omseema

CyOBEeKT, OCYIIECTBISIOIIUN TMOJIb30BaHWE HUH(pOpManuen u
peATM3YIONMIMK TOJHOMOYHS PACIOpPsDKEHUST B TIpeleiax Ipas,
YCTaHOBJICHHBIX 3aKOHOM W/WJIM COOCTBEHHUKOM MHGbOpMaIuu
CyOBEKT, MONB3YyIOIMNCS WHPOpMAIMEl, IOJYYeHHOH OT ee
COOCTBEHHHUKA, BIaJeNiblla WJIU IOCPETHUKA B COOTBETCTBUU C
YCTaHOBJICHHBIMU MPaBaMH U MPABHJIAMH JIOCTyIA K HHPOPMAIUH
160 C X HapyIIeHUEM
CyObeKT, B TIOJHOM O0bEeME peIU3yIOMHUNA MOJTHOMOYHS
BIIQJICHUS, TIOJb30BaHMs, pacnopsbkeHUs uHpopManued B
COOTBETCTBHUH C 3aKOHOJATCIbHBIMH aKTaMU
YYaCTHUK MTPABOOTHOIIEHUI B MH(QOPMAIIMOHHBIX MPOIeccax

ITepexsar, KOTOPbIN | aKTUBHEIH IIEPEXBAT

OCYIIECTBIIACTCA C MOMOIIBIO | 113 ccypipIif MepexBaT

MOJIKIIFOUEHUS K

TCIICKOMMYHHUKAIITHOHHOMY
O60py,Z[OBaHI/IIO KOMIIBIOTEPpA

ayauonepexBar

MIPOCMOTP Mycopa

Ha3bIBACTCSI BUJIEOIIEPEXBAT
B MEX/YHapOJIHOM ';‘
CcTaHaapTe «OpanxeBas C
KHUTa» BepU(pULUpPOBAHHAS D
3aluTa 3To rpymnmna E

[To wHamuuuio  oOpaTHOI
CBSI3U C aTaKyeMbIM
00BEKTOM yJaJICHHBIC aTaKu
JIeIIATCS Ha

YCJIOBHBIC 663y0J'IOBHI>Ie

aTaku ¢ 00paTHOH CBs3bI0 M 0e3 00paTHOM CBSI3U

BHYTPHUCCTMCHTHBIC 1 MCKCCIMCHTHBIC

IIACCUBHBIC U aKTHUBHBIC

aTakKu B 3aBUCUMOCTH OT HApPYUICHUA I(OH(I)I/II[GHI_II/IaJIBHOCTI/I,
IEJIOCTHOCTH U JOCTYIMTHOCTHU

Jluto, CaMOCTOSITEILHO
CO3/1aBIlIEe uH(MOPMAIIHIO
60 MOJTyYHUBIIICE Ha
OCHOBaHMM  3aKOHAa  WJH
JIOTOBOpa TIPAaBO pa3peliarh
WM OTPAaHUYUBATH JIOCTYI K

HCTOYHUK UHPOpMAIIH

noTpeduTenh HHOOPMAITUU

YHUYTOXUTENb HHPOPMALIUU

HOCUTENb MH(POpMALUU

HHbOPMALHH o0ranartens nHGoOpMAaIH
Obs3atensHoe AT | 5 exTpoHHOE COOOIIEHNE
BBITTOJTHEHUS JIULIOM,

MOJYyYUBIIMM ~ JOCTYIl K | PacIpocTpaHeHHe HH(OpMaLuu

ornpezeneHHol nHpopMaluuy,
TpeOoBaHUE HE TIepenaBaTh
TaKyro uH(pOpMaLIHIO
TPEThUM JulaM 0e3 coriacus
ee o0Jragaress ATo

npeocTablieHne HHHOpMaIuu

KOH(HICHINATBHOCTh HHPOPMALIUU

JOCTYI K WH(pOpMAaIuu

JelicTBus, HaNpaBJIEHHbBIE HA

YHUYTOXCHUC I/IH(i)OpMa]_II/II/I

MOJIyYeHUE nHpopManun

ACIIPpOCTPaHCHUC HHPOpMaLlu
HEOIPENECIEHHBIM  KPyIOM Pactipoctp (bopwar
B0700 W nepeaady | npenocTaBleHue HHPOpMAIUU
HHpOpMaLuH KOH(UICHIINAILHOCTh HH(pOpPMAaLIUU
HEONPEIEICHHOMY KpyTy
JIMII 3TO JIOCTyN K HH()OPMAITUU
B0O3MOXHOCTb  MOJYYCHHUS | COXPAHCHUE MHPOPMALMU
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uHpopmanuu u ee
UCIIOJIb30BaHUS ATO

pacnpocTpaHeHue HHPOpPMaITUH

MpeIocTaBieHne HH(OPMAITIH

KOHQHICHIUATEHOCTh HHOpMaLIUU

JOCTYN K HHQOpMauu

[Tpomecc COOOIIeHNs ABTOpH3AIHS
CyOBEKTOM CBOETr0 HUMEHHU
Wid  HOMEpa, C  HCJIBIO | gyreHTH(UKAIMS
MOJly4YeHUsl  ONpeAeNEHHBIX
IIOJIHOMOYMH (IIpaB J0OCTYyIIA) | 00€3MMYNBaHKE
Ha BBINOJIHEHUE HEKOTOPBIX
(pa3pelLeHHBIX eMy) | ACTIepCOHAM3ALINS
NEUCTBUI B CHCTEMax C

uneHTudukanus
OTPaHUYEHHBIM JJOCTYTIOM
[Tpouenypa IIPOBEPKHU | aBTOpU3ALMS
COOTBETCTBHS CYOBEKTa U | oGesmmunpanme
TOTO, 32 KOI'O OH IBITAeTCs

JeNepCOHaIN3alNs
ceOs BBIIATH, C IIOMOIIBIO
HEKOM yHUKaIbHOI | 2YTeHTAdUKAIyA
uH(OpMAIU UIeHTUHUKALHS
[Tpouecc, a Takke pe3ynbTaT

aBTOpHU3alA
nporecca MIPOBEPKHU
HEKOTOPBIX  00s3aTEeNbHBIX
apaMeTpOB T10JIb30BATEs 1, | WICHTHHUKAIIS
npu YCHEUIHOCTH,
[IPENOCTABIIEHUE eMy | ayTeHTU]uKanus
ONPEACIEHHBIX ITOTHOMOYMI
Ha BBITIOJIHEHHE HEKOTOPBIX | ofesnunBaHme
(pa3pernieHHbIX emMy)

WCTBUH B  CcHCTEMax

ACHC CHCTEMAX € | enepconanmsarus

OTrpaHUYCHHBIM JOCTYIIOM

HecanknmonnpoBaHHbIN
JOCTYT K UH(POPMALIUHU 3TO

JOCTYN K MH(OpMaluY, He CBSI3aHHBIH C BBITOJHEHUEM (DYHKIIMOHAIb-
HBIX 00s3aHHOCTEH U HE 0OPMIICHHBIH JOKYMEHTAJIBHO

paGOTa Ha 9Y>XOM KOMIIBKOTEPE 0e3 pa3peuicHus €To BjiaaJcIbla

BXOA HAa KOMIILIOTEP € MCIIOJIb30BAHNUEM JJAHHBIX APYTOr'0 IOJb30BaTCIIA

JOCTYT K JIOKaJbHO-UH(POPMALIMOHHON CETH, CBS3aHHBIN C BBHITIOJIHECHU-
eM (QYHKIIMOHATIBHBIX 00sI3aHHOCTEH

noctyn K CYBJI noj 3anpenieHHbIM UMEHEM T0JIb30BaTeNs

JokyMeHTHpoBaHHas

uHpopMaIus, JIOCTYTI K
KOTOpPOH  OrpaHUYMBAECT B
COOTBETCTBHHU c

3aKOHAaJIeJIbCTBOM PD

nHGOPMALIUS COCTABIISIIONIAS] TOCYAAPCTBEHHYIO TAHHY

WHGOPMAIIUS COCTABJIAIONIAsE KOMMEPUYECKYIO TalHY

HepCOHAIbHAS

KoH($HIeHIHaNbHas HHpOopMaLus

JAOKYMCHTHUPOBAHHAs I/IH(bOpMaLII/IH

UndopmanmonHas
0€e30MMacHOCTh 00ECIIEYNBAET. ..

0J10KMpOBaHKE HHPOPMALIMH

HCKaKeHUe HHPOpMaIUH

COXpaHHOCTh MH(pOpMAIH

yTpary uHdpopManuu

noJIeKy HHpopMamu

Xwuienne nHGOpMAaIiH — 3TO. ..

HECAaHKIIMOHWPOBAHHOE KONMPOBaHHE WH(OpMAITUN

yTpara uadopMarmu

OyIokupoBaHre NHGHOPMAITHH

HCKaKEHUE WHPOPMaIIH

npoaaxa HHPOpPMaIHH
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Hocrtyn k nH(OpMAITUHN — 3TO:

00s13aTeNbHOE ISl BBITIONIHEHUS JIMIIOM, MOJYYHBIIMM JIOCTYI K OIpe-
neneHHo mHpOpManuu, TpeOoBaHHME He TepelaBaTh TaKyr WHGopMma-
LIUI0 TPETHUM JinIaM 0e3 cornacus ee 00aaaTens

JICHCTBYSI, HANpPABJICHHBIC HA IOJyYCHUE MH(POPMAIMU HEONpeeIieH-
HBIM KPYTOM JIUI] WK TIepeaady WHGOpMAIH HEOMPEAeIeHHOMY KPYyTy
JTUT]

JICHCTBYSI, HAMPABJIICHHBIC HA TMOJyYeHUEe WH(POPMAIMU OIPEICICHHBIM
KpPYTOM JIUI] WJIH TIepeiady HHPOPMAIMH OTPEICTICHHOMY KPYTY JIHII

nH(popMaIus, epeaHHas Wi MoTydeHHas Moiib3oBaTesieM WHpopMma-
IUOHHO-TEJICKOMMYHUKAIIMOHHON CETH

BO3MOXKHOCTD IIOJIYYCHUS I/IHq)OpMaHI/II/I 1 €€ MCII0JIb30BaHUA

Oo0ecrieuenue
UHQOPMAaITMOHHOH
0€e3011aCHOCTH
obecreyeHue. . .

€CThb

HE3aBUCHUMOCTH MH(MOPMALIUH

M3MEHEHUS HHPOPMAITIH

KOIMPOBaHUs HHPpOpMauu

COXpaHHOCTH HH(OpMaIu

npeoOpa3oBaHusi HHPOPMAIHH

K kakomy Buay Mep 3aIllUTHI
uHQOpMaIH OTHOCHUTCS
YTBEP)KICHHAs] MporpaMma pa-
60T B 001acTH 6€30MacHOCTH

MOJINTHKA O€30I1aCHOCTHU BCPXHCTO YPOBHA

MOJINTHKA 0€30I1aCHOCTHU CPCIAHCIO YPOBHA

MIOJINTUKA O€30MaCHOCTH HUYKHETO YPOBHSI

IIPpUHOWIT MUHUMHU3AIUH HpI/IBI/IJ'Iel"I/Iﬁ

3aluTa NOoJIep KUBatOIIed HH(PACTPYKTYpBI

I'apanTus TOTrO, 4TO NPU XpaHe-
HUM WIM Tepepade uHpopma-
U1 He OBIJIO MPOW3BEACHO He-
CaHKIIMOHUPOBAHHBIX H3MEHE-
HUN

KOH(UICHIINATBHOCTb

LEJIOCTHOCTD

AOCTYITHOCTD

AYTCHTUYHOCTD

areJUIMpyEeMOCTb

K ¢yHxmmsm nHpopManmoHHoOH
0€301acHOCTH OTHOCSTCS

BbIABJIICHUEC NCTOYHUKOB BHYTPCHHMX WM BHCIIHUX YI'PO3

CTpaxoBaHUE MH(POPMALMOHHBIX PECYPCOB

3alIMTa rocy1apCTBEHHBIX HH(OPMALMOHHBIX PECYPCOB

[MOJITOTOBKA CIIEI[UAJIUCTOB IO O00eCHeYCHUI0 HH(POPMAIMOHHON 0e3-
OIIACHOCTH

BCC OTBCTHI BEPHBI

K HamuoHanbHBIM HHTEpEcam
P® B undopmannonHoii chepe
OTHOCSITCS

pean3anys KOHCTUTYHHOHHBIX IIPAB HA TOCTYII K I/IH(l)OpMaI_II/II/I

3anuTa nH(OpMaIuu, 00eCIeYnBaOIIEH JIMYHYIO 0€30IaCHOCTh

3aluTa He3aBUCHUMOCTH, CYBEpPEHHMTETa, TOCYIAPCTBEHHONH U TEppHUTO-
pHATBHOHN LEJIOCTHOCTH

TOJIUTHYCCKAsl DKOHOMHUYCCKAA U CONMaJIbHAs CTaOUIILHOCTD

COXpaHEHUE U 03/I0POBJICHUH OKPY>KatoLIeH cpejibl

KOH(HACHIIMAITBHOCTh
rapaHTI/ISIq) TOro, 4YTO KOHKPCT- [IEJIOCTHOCTD
Hast HHPOpMaIus JOCTYIIHaA
p Yy JIOCTYITHOCTh
TOJIBKO TOMY Kpyry IJIHL, Ul
KOTOPBIX OHA IMpESIHA3HAYCHA aYTeHTI/ILIHOCTB
aneuIupyeMocThb

COBOKYIMHOCTh HOPM, TIPAaBUI U
MPAaKTHYCCKUX PEKOMEHAINH,
perIaMeHTUPYIOIUX ~ paboTy
cpenctB 3amutel AC oT 3amaH-
HOTO MHOXXECTBa Yrpo3 0es-
OMAaCHOCTH

KOMILIEKCHOE oOecrnieueHre HHGOPMAIIMOHHON 0€301aCHOCTH

oe3omacHocts AC

yrpo3a HHGpOpMaIMOHHOI 0€30MacHOCTH

ATaKa Ha aBTOMATH3UPOBAHHYIO CUCTEMY

MOJINTHKA OE€30MMaCHOCTH

HawmbGonee pacmpocTpaHeHHbBIE
yIrpo3bl WHGHOPMAITMOHHON 0e3-
OIMaCHOCTH

YTPO3bI LIEITOCTHOCTH

yTPO3bI 3aLIUIIEHHOCTH

yrpo3bl 0€30MacCHOCTH
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YTPO3bl JOCTYITHOCTH

yrpo3bl KOH(UACHIIMAIBHOCTH

JelictBrue, IpeANpUHUMAEMOE
3JIOYMBIIIJIECHHUKOM, — KOTOPOE
3aKJIFOYAETCsl B TIOMCKE W HC-
MOJIB30BAHUU TOM WM HUHOU
YSA3BUMOCTH CHUCTEMBI

KOMIUICKCHOE obecreueHrne nHHOpMalMOHHON 0€30MacHOCTH

oe3omacaocts AC

yrpo3a HHPOPMALMOHHOM O€30MaCHOCTH

aTaKa Ha aBTOMATHU3UPOBAHHYIO CUCTEMY

HOJIMTHKA O€30I1aCHOCTH

Cocrosnue 3QMIIEHHOCTH | gH(OpMaIMOHHAs 6€30MacHOCTh
MHOTOHAIMOHANBHOTO  HAPOJA | 5anoa o o
KaK HOCHUTEJS CYBEPCHHTETA U
€JMHCTBEHHOTO HCTOYHKKa | AT undopmarun
BIIACTH HaIlMOHaIbHas 0€30I1aCHOCTh
CBOMCTBO JaHHBIX OBITH J0- KOH(HUACHIIMAIBHOCTD
CTYMHBIMH TSl CAHKUHOHHPO- | 1167100THOCTD
BaHHOTO ITOJIb30BaHUSI B TIPOH3-
N JOCTYITHOCTD
BOJIGHBII MOMEHT BPEMEHH, KO-
r1a B oOpamieHuy K HuM Bo3Hu- | Y TCHTHYHOCTh
KaeT HEOOXOUMOCTh arnmneImpyeMoCThb
KOH(HACHIIMAIBHOCTh
l'apanTHs TOro, YTO HMCTOYHU- LeTOCTHOCTD
KOM HWH(OpPMAIMH  SBJISCTCS
JIOCTYITHOCTB
WMEHHO TO IJIMI0, KOTOpOe 3a-
SIBJICHO KaK €€ aBTOp AyTCHTUIHOCTD
anmneImpyeMocThb
[apantus Toro, 4ro npu HeoO- | KOH(MHUACHIIMAILHOCTD
XOIMMOCTH MOXHO OYyJIET I0Ka- | 11eJJ0CTHOCTE
3aTh, YTO aBTOPOM COOOIICHHUS JIOCTYIIHOCTD
AB/AETCA HMEHHO TOT ENOBEK, Ay TEHTHIHOCTS
KOTOPBIN 3asBIIEH KaK €€ aBTOp
¥ HU KTO IPYTOM anmneImnpyeMoCcThb

CooTHecuTe MHTEpECH B 00Jja-
cti  MHQOpMAIMOHHOW  0e3-
OIaCHOCTH:

1. HantmoHanbHbIe HTHTEPECHI

2. lnTepechl IMUHOCTH

3. MaTepeckl rocyaapcTaa

4. NnTepeckl 001IecTBa

1. cocrosar B pcain3ann KOHCTUTYLIMOHHBIX IIpaB U CBO6OI[, B
o0eCneUeHUN JIMIHOU 6630H8.CHOCTI/I, B IOBBINICHHMH Ka4€CTBa H
YPOBHA XU3HU, B (1)I/ISI/I‘ICCKOM, AYXOBHOM W HHTCJUICKTYyaJIbHOM
PAa3BUTHUU YCJIOBCKA U I'PaAKAAHUHA

2. o0ecrneunBaOTCS HWHCTUTYTaMH TOCYIapCTBEHHOW BJIACTH,
OCYIIECTBISIONIUMHU CBOM (DYHKIIMU, B TOM YHUCIIC BO B3aUMOJCH-
CTBHM C JEUCTBYIOIIUMHU Ha ocHOBe KoHctutrynuu P® u 3akoHo-
natenscTBa PO 0011ecTBeHHBIME OpraHu3alusIMu

3. COCTOSIT B HE3BIOJIEMOCTH KOHCTUTYIIHOHHOTO CTPOSI, CyBEPEHHU-
TE€Ta U TEPPUTOPUATBLHON LETOCTHOCTU Poccuu, B MOJIUTHYECKOH,
SKOHOMHMYECKON W COIHUAIBHON CTAaOMIBHOCTH, B 0€3yCIIOBHOM
o0ecrnevYeHnr 3aKOHHOCTH U TIOJIIEPyKaHUM MPABOTIOPSAKA, B pa3-
BUTUW PABHONPABHO T'O M B3aWMOBBITOJHOTO MEXIYHAPOIHOTO
COTPYIHHUYECTBA

4. coCTOST B yIPOYCHUHU JEMOKPATHH, B CO3/IaHUU TTPABOBOTO, CO-
[UATTLHOTO TOCYJapCTBa, B JOCTIKCHHHM W TOJACP)KaHUU OOIIIe-
CTBEHHOTO COTJIacHsl, B JyXOBHOM 0OHOBIeHnH Poccun

CooTHecuTe OCHOBHBIE TOHATHUS
B o0nactu WHPOPMALMOHHON

1. ataka

2. ysa3umoctb AC
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0€e30MacHOCTH

3. yrpo3sa 6e3onacHoctu AC

4. 3amuIenHas cucremMa

1. HekoTOpOE HEynayHOE CBOWCTBO CHUCTEMBI, KOTOPOE MAENACT
BO3MO’KHBIM BO3HMKHOBEHHE U PEAIN3ALUIO YTPO3bl

2. cUCTeMa CO CPEJICTBAMH 3allUThl, KOTOPHIE YCIEIHO U P eK-
THUBHO IPOTHBOCTOSIT YIpo3aM 0E30MaCHOCTH

3. Bo3MOkHBIE Bo3zeiicTBug Ha AC, KOTOpBIE IPSIMO WM KOCBEH-
HO MOT'YT HaHECTH y1epO ee 6e3011aCHOCTH

4. nelicTBUE, NPEIIPUHUMAEMOE 3J0YMBILIUIEHHUKOM, KOTOpOE
3aKJIFOYAETCs B MIOMCKE U UCIIOJIB30BAHUM TOM WIM UHOH yS3BUMO-
CTU CUCTEMBI

CoOoTHECUTE OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrpo3a HapyuieHUs] KOHQHUASHIUATbHOCTH

2. yrpo3a OTKasa ciayx0

3. yrpo3a HapyuIeHHs [eIOCTHOCTH

1. 1r060€ yMBIIUIEHHOE U3MEHEHHE HH(POPMAINK, XPaHSIIEHCs B
BC unu nepenaBaemMoi OT OJTHON CUCTEMBI B IPYTYIO

2. BO3HUKAET BCAKUH pa3, KOIZa B PE3yJIbTaTe MPEIHAMEPEHHBIX
JEUCTBUH, NMPEANPUHUMAEMBIX APYTUM II0JIb30BATEIIEM HJIHM 3J10-
YMBIIIJIEHHUKOM, OJOKHpYeTCS JOCTYNl K HEKOTOPOMY pecypcy
AC

3. 3aKioyaercs B TOM, 4TO MH(OpMalLUs CTAHOBUTCS U3BECTHOM
TOMY, KTO HE pacloyiaracT MOJIHOMOUYUSIMHU JOCTYNA K HEH

CooTtHecuTe  KiIacCH(PUKALUIO
yIpo3 Mo pALy MPU3HAKOB

. 110 IpUPOaAC BOSHUKHOBCHUA

. IO HEMMOCPCACTBCHHOMY UCTOYHUKY

. TI0 cTeneHu Bo3nencTsust Ha AC

. TI0 cnoco0y noctymna K pecypcam AC

. IaCCUBHBIC 1 aKTUBHBIC

NP WINF

. HalpaBJIEHHbIE HA UCIOJIb30BAaHUE MPSIMOT0O CTAaHAAPTHOTO MyTH
JIOCTYTIa K pecypcaM W HallpaBJIE€HHbIE Ha UCIIOJIb30BAaHUE CKPBITO-
0 HECTaHJIaPTHOrO JocTtyna K pecypcam AC

3. eCTECTBEHHBIE WIIH HNCKYCCTBCHHBIC

4. npupoaHas cpcaa, 4CJIOBCK, CAHKINUOHUPOBAHHLBIC IIPOTpaMM-
HBIC CPEACTBA U HCCAHKIMOHHWPOBAHHLIC ITPOTrpaMMHBIC CPEACTBA

Yro Takoe cepTrdUKAIHS

TNOATBCPIKACHUC COOTBCTCTBUA IPOAYKIIMU WM YCJIYTI' YCTAHOB-
JICHHBIM Tp€6OBaHI/I$[M WJIKM CTaHgapTaM

TOATBCPIKACHUC COOTBETCTBUSA MPOAYKIHNHU, HO HC YCIIYT YCTAHOB-
JICHHBIM Tpe6OBaHI/I$[M HJIKM CTaHdapTaM

MTOATBEPKIEHHE COOTBETCTBUS YCIYyT, HO HE MPOAYKIUN YCTAaHOB-
JICHHBIM TPeOOBAaHUSAM WJIM CTaHAapPTaM

Yro Takoe cepTudhuKaT?

JOKYMEHT, TOATBEP)KIAOIIMIA COOTBETCTBHUE CPEACTBA 3allIUTHI
nHdopManuu TpeOOBaHMIM 1O 6€30MacHOCTH HH(OpMALIUU

JOKYMEHT, MOATBEP>KIAAIOIMIMI COOTBETCTBUE CPEACTBA 3alllUThI
uHpopMaMK TPeOOBAHUIM 10 XpPaHEHHIO HH(OpMAIUU

JOKYMEHT, TIOATBEPKIAIOIINN COOTBETCTBHE CPEJICTBA 3aIIUTHI
uHpopManuu TpeboBaHMsIM 110 00padoTke nHpopMaLUU

Kak Ha3zpiBacTcs JIMIo, CcaMo-
CTOATCIIBHO CO3JaBLICC I/IH(I)Op-
Malluro mmbo IMOJIy4YMBIICE Ha
OCHOBAHHMHU 3aKOHA HUJIM JTOI'OBO-

CyOBEKT MepCOHATBHBIX JAaHHBIX

orepatop HHPOPMAITMOHHOW CUCTEMBI
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pa mpaBo pas3peliarh WM Orpa-
HUYHABATh JOCTYN K WH(pOpMa-
ouu, OHpeI[CHHeMOfI 110 KaKuM-
60 npu3HAKaM? cyOBeKT nHpOpMAITHH

obnaaTenp nHPOPMAITIH

Bonpocsl k komiekcHomy 3axanuro TK1

1. Yro Takoe uHpopMarmoHHast 6€301MacHOCTh?

2. llepeuncnure BakHEHIIME acTIeKThl HH(OPMAITMOHHON OE30MTaCHOCTH.

3. [lepeuncnure ypoBHHU 3alIUTHI THGOPMALIUH.

4. OxapakTepusyiite yrpo3bl UHPOPMALMOHHOW OE30MaCHOCTH: PACKPBITHS
1EJIO0CTHOCTH, OTKa3 B 00CITyKUBaHUU.

5. O0bsicHUTE TPUYUHBI KOMIIBIOTEPHBIX MPECTYIIIICHUM.

6. OnuiuTe OCHOBHBIE TEXHOJIOIMH KOMITBIOTEPHBIX MPECTYIIICHU.

7. Ilepeuncnure Mephbl 3alIUTHl UHPOPMALIMOHHONW O€30MaCHOCTH.

8. Ilepeuncaure Mepsl MPETOCTOPOKHOCTU MPHU padbOTE C LENIBIO 3alUThl HH-
dbopmanuu.

9. OnumurTe OCHOBHBIE MEPHI 3aIUTH HOCUTENEH HH(OPMAIIUH.

10. Ilouemy moakiOYeHHE K TI00ATbHON KOMIIbIOTEpHOU cetn MHTepHeT
MPEACTABIIAET COO0M yrpo3y AJid MH(POPMAMOHHON 0€301acCHOCTH?

11. Onumunre, Kak KCMOIb30BAHUE AIEKTPOHHON MOYTHI CO3AET Yrpo3y HH-
dbopmanmonHoi 6e3onacHoctu. Kakue Mepbl oOecrieunBaroT 0€30MacHOe MCIOJIb30-
Banue e-mail?

12. Kakue cymecTByIOT MEXAYHAPOIHbIE U POCCUICKHUE CTAaHIAPTHI B 00J1acTU
0€3011acHOCTH KOMITBIOTEPHBIX CUCTEM U MH(POPMAIIMOHHBIX TEXHOJIOTUI?

13. Kpurtepuu 6€301macHOCTH KOMITBIOTEPHBIX CUCTEM MUHUCTEPCTBA 0OOPOHBI
CIHIA (“OpanxeBast kHura’).

14. PykoBonsiue 1okyMeHTsl ['ocTexxomuccuu Poccun.

15. MexxayHapoaHbie cTaHAapThl HHGOpMaIMOHHON Oe3omacHocTu. CTaHgapt
ISO/IEC 15408 "O6mue kputepun". Onrcanue TpeOOBaHU O€30MaCHOCTU U Xapak-
TEPUCTUK YTPO3.

Jast Tekymero kourpoJs TK2:

[IpoBepsiemasi KOMIIETEHIHUSL:

Koa n HauMeHOBaHHE KOMIIETEHITUN Kon n HanMeHoBaHue UHIUKATOpa
OIIK-4. Crioco6en mornmath ipuHImIe pa- | OIMK-4.2. Bnageer HaBblkamu NMpUMEHEHHS mudpo-
0OTBI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJIOTHHA ISl pelIieHus 3aaad Mpodeccho-
HOJIOTHH U MCTIONB30BaTh UX JIJIs PEIIICHUS HAJBHOW JEATETHLHOCTH C YYETOM OCHOBHBIX TpeOo-
3a1a4 npoheCCHOHATBHOMN JIeITeTbHOCTH BaHU HGOPMAIIMOHHON 0€30MacHOCTH
Tect
Bonpoc Bapuanmur omeema

Kakoii o6mwuii ymepo 1o |4

TAHHBIM HucruryTa | 34
KomneroTepHoit
be3zonacHoctu HaHeCIn 54

KOMIIBIOTEPHBIE BUPYCHI 3a | 74
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nocineaHue S5 ner, (MIpI. 94

nosun. CIIIA)?

ITo AHHBIM )KypHaiua | 500000

«Security Magazine», | 1000000

cpenHuil pasMep ymepba oT

KOMITBIOTEPHOTO 1500000

MotenHuyectsa cocrapiser | 2000000

(momn. CIIIA) 2500000
mporecc  cOopa,  HAaKOIUIEHUs,  OOpaOOTKHM,  XpaHEHHS,
pacnpe/iesieHus: U Ioucka nHGopMaluu
npeoOpa3oBanue  WHPOpPMALUU, B  pe3yjbTare  KOTOPOTO
coliepkaHue  HMHGPOpPMAIMM  CTAHOBUTCS  HEMOHSATHBIM  JUIA
cyObeKTa, He UMEIOIIEro JIOCTyTa

[Mudposanne wuHboOpManuu | HodyuyeHUEe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMIIGHUS  C

9TO

uHbopManreH, B TOM YHCJIe TPHU MOMOIIY TEXHHUECKUX CPEICTB

COBOKYITHOCTD TPaBHJI, PETVIAMCHTUPYIOIIMX MOPSJIOK U YCIOBHUS
JocTyna cyobekTa K MH)OpPMAaIUY U €€ HOCUTEIISIM

NEeSITeNbHOCTh 1O TPEJOTBPAICHUIO YTEUYKH HH(POpMAIUH,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPECHHBIX BO3JCUCTBUI Ha
Heé

ITo JIAHHBIM I'maBHOTO
UH(POPMALIMOHHOTO  IIEHTpPa
MB/I Poccun KOIMYECTBO
KOMIIBIOTEPHBIX
MPECTYIUICHUN €XKEroHO
yBeJIM4KBaeTcs B (pasa)

2

2,5

3

3,5

4

ITo JIAHHBIM I'maBHOTO
WH(OPMALIMOHHOTO  IIEHTpa
MBJI Poccum exeroHbiit
pa3zmep MaTepuaibHOro
yuiep0a OT KOMIBIOTEPHBIX
MPECTYIUIEHUA  COCTaBIISIET
OKO0JIO (MJIH. pyOJieit)

6

60

160

600

1600

ITo JTAaHHBIM ['maBHOTO
WH(OPMALIMOHHOTO  IIEHTpa
MBJI  Poccum  cpenHuii
yiepo, MPUYHHSEMBIA
MIOTEPIIEBIIEMY oT 1
KOMIIBIOTEPHOTO
MPECTYIUICHUS, paBeH (MJIH.
pyOneit)

7

1,7

2,7

3,7

4,7

OcHoOBHOE
obecrnieunBaroIiee
KOH(pHICHIIMATEHOCTh
uH(pOpMaIlMK, TOCHUIAEMOM
MO0  OTKPHITBIM  KaHaJlaM
nepefaud JaHHBIX, B TOM
YHClie, 10 CeTH MHTEPHET

CPEJNCTRO,

UICHTHPUKAIISL

ayTeHTH(UKanus

aBTOPH3AIIUS

IKCIEepTH3a

mudpoBaHue

s Ge3omacHON mepemayu
JIAHHBIX o KaHajgaM
UHTCPHET UCTIOJIb3YETCS

WWW

dicom

vpn
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TEXHOJIOTHUS ftp

xml
Kommekc anmnapaTrHbIxX

aHTUBUPYC
u/unm IPOrPaMMHBIX
CPENCTB, OCYLIECTBIAIOIINAN
PEACTB, i Hl 3aMOK
KOHTPOJIb M (PUIBTPALMIO
CETEBOTO Tpaduka B

OpanaMaysp
COOTBETCTBUHU C 3aJaHHBIMU
MPaBWIAMHU Y 3al[UIIAFOLINI
p HUTHATon Kpunrorpadus
KOMIIBIOTEPHBIE ~ CETH  OT
HECAHKIMOHHUPOBAHHOTO

JKCIIepTHAs cUCTEMa
JocTyna
[Ipouemypa, mpoBepsromas, | WISHTUGHUKALKS
UMEET JIM T[0JIb30BaTellb C | AyTEHTH(UKALMS
PEIbSBICHHBIM cTpaTudUKaIHs
UJECHTU(PHUKATOPOM IPABO HA | PETUCTPALIHS
JOCTYTI K PECypcy 3TO ABTOPHU3AIIHS

COACPIKATDb I_[I/I(bpbl u 6YKBI>I, 3HAKW IPCIIMHAHUA U OBITH CIIOKHBIM
AJId yraabIBaHUA

COJIePKATh TOIBKO ITU(PEI

[Taponb II0JIb30BATENs | COAEPIKATh TOJIBKO OYKBBI

JIOJIKEH UMETh SIBHYIO MPHUBSI3KY K BIAACIBIYy (€r0 UM, JaTa POXKICHHS,
HOMep TenedoHa U T.11.)
OBITH IPOCTBIM U JIETKO 3alIOMUHATHCS, Harpumep «123», «111y,
«qwerty» U T.JI.

[TmacTukoBas KapTOYKa, | TOKEH

coJiepKariast YU A | hassword

Kpnnrorpaqlnqecxnx F——

BBIYUCIIEHUH M BCTPOEHHYIO login

3allMIICHHYI0 TaMATh IS
XpaHeHHs HHPOpMaLUU

cMapT-Kapra

YcerpoiicTBo JUISL
uAeHTU(DUKAITIH
MMOIb30BaTEeIIEH,
IpeJCTaBIsIoIIee coboit
MOOWJIBHOE  TMEpPCOHATHHOE

YCTPOMCTBO, HAIIOMUHAIOIIIHE
MaJEHbKUN NEeHKep, He
[IOZICOEIUHSAEMBIE K
KOMIIBIOTEPY W HUMEIOIIHE
COOCTBEHHBIH HUCTOYHHK
MIATaHUsA

TOKCH

ABTOHOMHBIN TOKEH

USB-tokeH

ycTpoiicTBo iButton

cMapT-KapTa

Hoctyn  mosb3oBarens K
WH(OPMAIMOHHBIM pecypcam
KOMIIbIOTEpa ©W / WK
JIOKAJbHOM BBIUMCIMTEIbHOM
CEeTU TPEANPUATHS JTOJLKEH
pa3pelaTbesi TOIABKO MOCIE:

BKJIFOYCHHUA KOMIIBIOTEpA

UJEeHTU(DHUKAIIAHY TI0 JIOTHHY U TIapOJTo

3arpoca maCnoOpTHBIX JaHHBIX

3arpoca 1IOMECHHOT'O HMCHHU

3anpoca PO

ONEKTPOHHBIE
npeHa3HAYCHbI IS ...

3aMKH

o0ecrieueHns TOBEPEHHOH 3arpy3KH KOMITBIOTEpa M KOHTPOJIS Iie-
JIOCTHOCTH (hailJIOB B CHCTEMaxX

CKaHHWPOBAHHUA OTIICYATKOB ITAJILIICB
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IIPOBEPKU CKOPOCTH U 3arpy3Kku ¢aiiios

00I11er0 KOHTPOJIS

UICHTH(UKAIIUY TTOTH30BATEIIS

ONEeKTpOHHBIE 3aMKH IIpeHa-
3HAYCHBI JIJIS:

XpaHEeHHs 00JBIIIOro 00beMa KOH(GUICHIINATLHON HHMOpMAITUH

3aLUTh] IEPUMETPA KOPIOPATUBHOM CETU

HaJISKHOW ayTeHTU(DHUKAIINY U UASHTU(HUKAIIUN TI0JIb30BaTEIICH

OJIOKMPOBAHUS KOMITHIOTEpA BO BpEMsI OTCYTCTBHS ITOJIH30BATEIs
Ha paboyem mMecTe

Jlost 3aIUTHI
3JI0YMBIIICHHUKOB
HE0OXOIUMO UCIIOJIH30BaATh

oT

CHCTEMHOE IIPOrpaMMHOE 00eCIicuCHHE

IIPHUKIIAAHOC ITPOrpaMMHOC obecrieyeHne

AHTHUBUPYCHBIEC TPOTPAMMBI

KOMIIbIOTEPHBIE UIPBI

MY3bIKY, BUICO(PHIBEMBI

AnmnaparHble
JIOBEPEHHOM
«AKKOPI-AM/13»
MPEJICTABIISIIOT COOOMA. . .

MO/TYJIH
3arpy3Ku

aInapaTHbli KOHTPOJIEP

BHCKTpOHHLIﬁ 3aMOK

CUCTEMAa KOHTPOJISI

CETEBOM ajantep

KOHI/IpOBaJ'ILHHﬁ alrIapar

[Tpocrefimmm CIIoco6oM
UIeHTU(DUKAINT B
KOMITBIOTEPHOU cucreme
SIBIISIETCSI BBO/J
uaeHTuduKaTopa

TI0JTb30BATEIS, KOTOPBIN

MMEET CJIeIyIoNIee Ha3BaHUe

TOKCH

password

apoJib

login

cMapT-KapTa

Yro0Bl IOONUCATHL COOOIIECHUE
3IEKTPOHHOU 1 poBO
MOJIITUCHIO, UCTIOJIb3YIOTCS

OTKpBITLIfI KJIFOY OTIIPABUTCIIA

OTKpBITBIﬁ KJIFOY ITOJTYYaTCIIsA

SaKpBITLIﬁ KJIFOY OTIIPABUTCIIA

SaKpBITLIﬁ KJIFOY ITOJIYHAaTCIIsA

KakoBa  mociieqoBaTelbHOCTD
MMOAINMUACAHUSA  COOOWIEHHH ¢
noMorsro IIT?

BBIYHCIIACTCA X5, 3aTEM XOIII SaHII/I(i)pOBBIBaeTCﬂ

coobmieHne  3amu@poBBIBAETCS,  IOCIE  YEero
XOUIUPYETCs

pe3yabTaT

IIpu IMoAINMCaHnun COO6H_ICHI/Ie 38.H_II/I(1)pOBLIBaCTC$I, IIpu IPOBEPKE
BBIYHCIIACTCA X9

BBIUUCIIIETCST XOII HMCXOJHOTO COOOIIEHHUs, IOCJIE Yero OHO
3amudpoBbIBAETCS

B uem 3akmowaercs Takoe
CBOICTBO byHKIMH
X3IIHpoBaHus H Kak cTOWKOCTh
K KOJUIM3HSM TIEPBOT0 poja?

st Mo0oro xsma h I0KHO OBITh MPAaKTHYECKH HEBO3MOXKHO
BBIYKCIIMTh WJIH 110J100paTh Takoe X, uro H(X) = h

JOJKHO OBITh TPAKTHUYECKH HEBO3MOXKHO BBIUYUCIHUTH WM
nofgoOpaTh OOy Mapy pa3juvHBIX COOOIIEHUH X WU Yy s
koropsix H(x) = H(y)

JUIMHA XD3Ila JOJKHA OBbITh (UKCHUPOBAHHON HE3aBUCHMO OT
JUTHHBI BXOIHOI'O COOOIIEHUS

Bupycel, He cBs3bIBarOIINE
cBou kommu C (haiimamu, a co-
3/1a0IKe CBOM KOIMU Ha JIHC-
Kax, He M3MCEHssI Apyrux ¢ai-
JIOB, HA3BIBAIOTCS

KOMITAaHbOH - BUPpYyCaMU

4EepBHU

MMapa3uTHYCCKUC

MpHU3paKU

CTEJIC-BUPYCHI

AHTHBHpYCHAS nporpaMma

PEBH30pPOM
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MIPUHITAI pabOTHI, KOTOPOH OC-
HOBaH Ha TpoBepKe (aiiios,
CEKTOPOB U CHUCTCMHOHN MaMSTH
W TMOHWCKE B HUX WM3BECTHBIX U
HOBBIX BHPYCOB Ha3bIBaCTCS

HUMMYHHU3AaTOPOM

CKaHepOM

JOoKTOpa u (haru

YkazaTb HEAOCTATKH, UMEIOIIHU-
€csi y aHTUBHUPYCHOW Iporpam-
MBI PEBU30P

HECIIOCOOHOCTh TOWMaTh BUPYC B MOMEHT €ro MOSBICHHS B
cucreMe

HeOOJIbIIAs CKOPOCTHB ITOMCKA BUPYCOB

HEBO3MOXXHOCTh OIPEICTUTh BUPYC B HOBBIX (haimax

BCC BApHAHTEI BEPHEI

K nmocromHCTBAM TEXHUYECKHX
CPEICTB 3alIUThl OTHOCATCS

peryJIsIpHbIi KOHTPOJIb

CO3JaHUEC KOMIIJICKCHBIX CUCTEM 3alllUThI

CTEIEHb CIOKHOCTH YCTPOMCTBA

BCE BAPHUAHTHI BEPHBI

OIIACHbIE
(aiinoBeie

B knmaccudukarmio BUpycoB 1o | PE3UICHTHBIC

CIoco0y 3apaXKeHUs BXOMSAT 3arpy304HbIE
(haiinoBO-3arpy30uHbIe
HEPE3UJCHTHbIC
YepBHU

K BupycaM 3MeHsIoImM cpeny | CTYIEHUYECKUE

0OUTaHUST OTHOCSTCS: OJMMOP(hHBIE
CIIYTHUKHU

Bupycel, He cBssbiBaroiue | KOMIIAHBOH - BUDyCaMHU

cBOM Komuu ¢ (aiiamu, a co- | YEpPBU

37IaI0IIIME CBOM KONUM HA JIMC- | CTEJIC - BUPYCHI

Kax, He W3MEHssl Apyrux Gai- | MmakpoBHpPYCHI

JIOB, Ha3bIBAKOTCSI pu3paKyu
YEpBHU

K Bupycam He W3MEHSIONMM | CTE€JIC-BUPYCHI

cpemy oOMTaHUs OTHOCATCS nouMophHEIE
CITYTHHKH

Hekotopoe cexkperHoe Kommye-
CTBO HH(OPMALUH, H3BECTHOE
TOJIBKO II0JIb30BATENl0 M IIa-
POJIBHOM  cHUCTEME, KOTOpOE
MOJET OBIThb 3aIIOMHEHO IIOJIb-
30BaTeIEM U MPEABSABICHO IS
MIPOXOXKICHUS MpOLE Ny PhI
ayTeHTU(UKALMH — 3TO ....

UICHTU(PUKATOP MOJIb30BaATENS

MapoJib MOJb30BaATCIIA

YUCTHAA 3a11Ch MMOJIb30BATCIIA

ImapoJjibHasA CUCTeEMa

UccnenoBanne  BO3MOXXHOCTH
pacudpoBanust uHGOpMALKN
0e3 3HaHus KIoYen

KPHUIITOJIOT U

Kpunrorpadus

KPHUIITOAHAIU3

B3JIOM

HECAaHKIIMOHUPOBAHHBIN JOCTYII

Xpa"eHnue mapoJieit
OCYIIECTBISTHCS

MOXKCET

B BUJIE CBEPTOK

B OTKPBITOM BHUIC

B 3aKpbITOM BHU/JC

B 3a1IM(pOBAHHOM BHJIE
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BCC BApHMAHTEI OTBETA BEPHEI

CooTHecuTe OCHOBHBIE METOIbBI
MOJTy4eHUs maposeit

1. MeTox TOTANILHOTO Tepedbopa

2. cloBapHasi aTaka

3. moJrydyeHue mapoJieid U3 caMoil CUCTEMbl Ha OCHOBE MPOrpPaMM-
HOW U annapaTHOM peaJn3alui KOHKPETHOM CUCTEMBI

4, IIPOBEPKaA naponeﬁ, YCTAaHABJIMBACMBIX B CUCTCMAX 110 yMOJI4a-
HUIO

1. nns mepebopa HMCHONB3YETCS CIIOBaph HamOoJee BEPOSTHBIX
KJIIO4Yei

2. IByMsl BO3MOXHOCTSIMU BBIICHEHUS MapOJIsl SBJISIFOTCS: HECAHK-
LIMOHUPOBAHHBIN JOCTYI K HOCUTEIIO, COAEpKAILEMY IIapOJIH, JIU-
00 HCII0JIb30BaHKE YSI3BUMOCTEN

3. oIpoOBIBAIOTCS BCE KITIOUH MOCIIEIOBATENBHO, OJIMH 32 IPYTUM

4. mapoinb, yCTaHOBJICHHBIN (hUPMOIi-pa3pabOTUMKOM IO yMOJYa-
HUIO, OCTAETCs OCHOBHBIM I1APOJIEM B CHCTEME

CooTtHecuTe (DYHKIHHU, BBIIOJN-
HSIEeMbIE TEXHUYECKUMH CpeJ-
CTBaMH 3aIUTHI

1. BHELIHAS 3a1IUTa

2. Omlo3HaBaHUeE

3. BHYTPEHHSIS 3aIlIUTa

1. 3ammTa OT BO3AEHCTBHS JACCTAOMIM3UPYIOIIUX (PAKTOPOB, TPO-
SIBJISTFOIIUXCST HETIOCPEJCTBEHHO B CpPEACTBaxX 00paboTKu MHQOP-
MaIiu

2. 3amIUTa OT BO3JICHCTBUS JECTAOMIM3UPYIOMHIX (PaKTOPOB, MPO-
SIBJISIFOLLIMXCS 32 ITpeaesiaMu 0cHOBHBIX cpeactB ACO/L

3. cenuduyeckas rpymma cpeicTB, MPeAHA3HAYCHHBIX JIJIS OTO-
3HABAHUS JIIOJEU MO Pa3IUYHBIM HHIAUMBUIAYAIbHBIM XapaKTEpH-
CTHUKaM

OnekTpoHHass uupoBas IMOJ-
MUCh B 3JIEKTPOHHOM JOKYMEH-
T€ paBHO3HauyHa COOCTBEHHO-
PYYHOH HOANNCHU B JIOKYMEHTE
Ha OyMaXHOM HOCHTENE IIpH
OJTHOBPEMEHHOM  COOJIIOJIEHUH
CIEYIOIINX YCIOBUM:

cepTHU(UKAT KIH0Ya MOAMUCH, OTHOCSAIIUNACS K 3TON 3JIEKTPOHHOM
uudpoBoN MOANKMCH, HE yTpaTHJl CUIy (JAEWCTBYET) HA MOMEHT
IIPOBEPKH WJIM HA MOMEHT IOJIUCAHUS IEKTPOHHOIO JOKyMEHTA
IpyU  HAIMYUM  JOKAa3aTeNIbCTB,  ONPENEISIIOIMIMX  MOMEHT
MIOANIACAHUS

MOATBCPIKACHA IMOMJIMHHOCTD BHCKTpOHHOI\/’I HHq)pOBOﬁ noAanucCH B
OJICKTPOHHOM JOKYMCHTC

QJICKTPOHHAA I_[I/I(l)pOBaSI MNOANHNCH HUCIIOJIB3YCTCA B COOTBCTCTBUU
CO CBCACHUAMMU, YKA3aHHBIMHU B CepTI/I(i)I/IKaTC KJIro4a nmoAnmucHu

BCPHBI BCC BAPpHUAHTLI

Co3nanue KITFOYEH
DJIEKTPOHHBIX UPPOBBIX
MOJIUCEH OCYIIECTRBISICTCS ISt
HCII0JIb30BaHK B

MH(OPMALIMOHHON CHCTEME OOIIEro MOJIb30BaHUs €€ YYaCTHUKOM
WJIH IO €r0 00pallleHHI0 YAOCTOBEPSIONIUM IEHTPOM

KOpHOpaTUBHOW  WMH(OPMAllMOHHOW  CUCTEME B
YCTaHOBJICHHOM B DTOH CUCTEME

MOPSIZIKE,

BEpHBI 002 BapHaHThI

Yem ompenensercs ypoBEHb
Ha/IeKHOCTU NPUMEHSIEMBIX
KpuUnTorpaduIecKux
npeoOpa3oBaHui

3HAYCHUECM HOHYCTHMOﬁ BCPOATHOCTHU HCI/ICHpaBHOCTCI‘/’I NN

C6OCB, MMPUBOAAIINX K MOJIYUCHUTIO 3JIOYMBINIJICHHUKOM
JIOTIOTHUTEITHHOU uHbOpMaIUU 0 KpunTorpaguueckux
npeoOpa3OBaHMIX

CIIO)KHOCTBIO KOMOHMHAIIMM CHUMBOJIOB, BBIOpaHHBIX CIy4alHBIM
o0Opazom

HCI0JIb30BaHUEM OOJIBILIOTO YKCia KItoueH ajis mudpoBaHus
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OTHOIIICHHEM KOJIMYecTBa Jemu(ppoBaHHOW HWHPOPMAIUU K
o0mieMy KOJMYECTBY MIM(PPOBAHHOW MH(OpPMAINU, TOICKAIICH
e poBaHUIO

Kak HHaue Ha3bIBAETCS
CHMMETPUIHOE TP POBAHNC

mH(poBaHUE C 3aKPHITHIM KIYOM

mmdposanue meronom belitca

¢ poBaHUE C OTKPHITHIM KIIIOUOM

mu@poBaHue ¢ NEPEMEHHBIM KIIFOUOM

Kakoit aJTOPUTM HE
WCTIONB3YeTCS npu
CUMMETPUYHOM IHU(POBAHUU

MOTOYHOE MH(poBaHHe

no0uTOBOE MIM(pPOBAHUE

0J109HOE mudpoBaHUE

anroputM Jib-1"amans

Uro siBAsSieTCS MPEUMYILIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOPOCTh BBIIIOJHEHUS KPUNTOrpaduyecKux npeodpa3oBaHmii

JIETKOCTh BHECCHUSI U3MEHEHUM B AJITrOprUTM H_II/I(prBaHI/IH

CEKPETHBIN KIIIOY M3BECTEH TOJIbKO IOJIydaTeNto HH(popMarmuu u
MIepBOHAYANIbHBIN 00MEH He TpeOyeT mepeiayn CeKpPEeTHOro Kioua

MPUMEHCHHE B CHCTeMax ayTeHTU(QUKANUU  (DJIEKTPOHHAS
TTO/THCH)

Kak Ha3bpIBacTCsl «HUCTOpPHUEC- wndp Mapkosa

CKHit» mHpP, B KOTOPOM KakK-

nasi OykBa HMCXOIHOTO TEKCTa

3aMCHsTaCh OYKBOM, CTOSIICH umbp Llesaps

Ha HEKOTOpoe (hPUKCHpPOBAaHHOE
YHCJIO MECT Jlajibllie B angaBH-

mudp DHUrma

T€, O TPUMEHEHHH KOTOPOTO
UMEIOTCS JIOKYMEHTaIIbHbIC
CBUJIETENILCTBA? wdp badumka

CHUMMETPUYHBIE KPUIITOCUCTEMBI

KPHUIITOCUCTEMBI C OTKPBITHIM KIIFOUOM

. | KpUOTOCUCTEMBI C TyOJIUPOBAHUEM 3aLTUTHI

Paznens COBpPEMEHHOU ” o

CUCTEMBI JIEKTPOHHOU IHUGBPOBON MOATUCH
Kpunrorpaduu:

ynpaBJIeHUE MaPOISIMU

yIIpaBJI€HUE Nepetade JaHHbIX

yIIpaBJICHUE KIOYaMU

ABTOpHU3aLMel Ha3bIBACTCS

nporecce, MOCPeACTBOM KOTOPOro MAEHTH(UKAIMS Hpeironarae-
MOl JIMYHOCTH MPOBEPSIETCS Ha OCHOBE JOKYMEHTA, YJIOCTOBEpSI-
IOLLETO JINYHOCTh

aYTeHTI/ICbI/IKaHI/ISI OCHOBAaHHasd HAa ABYX pPa3HbIX THUIIAX I/IJIGHTI/I(l)I/I-
Kaluuy.

4acTh HMJIEHTHUYHOCTH, KOTOpas OTPa)kaeT ONPENEIICHHYIO BpOXK-
JICHHYI0 0COOEHHOCTh JINYHOCTH, TO €CTh TO YTO CBS3aHO C KOH-
KPETHOM JIMYHOCTBIO

IIponece, KOTOPBI faeT (MM OTKJIIOYAET) MPaBO AOCTymHa K (ce-
TEBBIM) pecypcam

Aytentudukanus - 3TO
IpoLecc MIPOBEPKU
npeJnosaraeMol moAJIMHHOCTH
JUYHOCTH Ha OCHOBaHUU
KaKoro-nmm0o  yIOCTOBEPEHUS
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, YTO BBI 3HACTC

YTO-TO, YTO Y Bac €CTh

TO, YEM BbI ABJISICTCCH

JIBOMHOM 3alIUTON HA3bIBACTCS

ayTeHTU(UKALKs HA OCHOBE JBYX MJICHTH(HUKATOPOB.
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ayTeHTU(UKALIHS
UICHTH()UKAITUT

OCHOBaHa Ha JABYX Pa3HbIX TUIIaX

ayTeHTH(UKAIMA, OCHOBaHHAs Ha JBYX WM 0Oojiee pa3IuYHBIX
TUTIAX UICHTH(QUKAITIT

[lepeuncnute BasKHBIE YUETHBIE
3aMUcH A7l TOJIBb30BaTeNs
HNurepHera, rae HY>KHO
HCIIONIB30BaTh  JIBYXOTAITHYIO
ayTeHTU(UKAIHIO?

YUCTHBIC 3aIlMCHU IJId BXO/Jid B 0OaHK

ydeTHBIE 3allUCH, COJepiKallie KOHQHUICHINAIBHYIO JHYHYIO
uH(pOpMaLIHIO

azpeca HJIEKTPOHHOW IOYTHI, HA KOTOPHIE Bbl MOXKETE 3aKa3aTh
HAITOMHHAHHUS NAPOJIs ISl IPYTUX BeO-Cpen

YYETHBIC 3aIIMCH COIMAJIbHBIX ceTei

YYETHBIC 3alHUCU CIIY’)KO C MOMOIIBI0 KOTOPHIX BXOJISAT B JIPYTHE
BEO-CITY)KOBI

AnroputMbl TIMPOBaHHS C OT-
KPBITBIM KJIIOUOM IIO-APYTOMY
Ha3bIBAKOTCS

ACUMMETPUYHBIMU AJITCOPUTMAMH U (YPOBAHUSI

CUMMCTPHUYHBIMHA AJITOPUTMAMHA H_II/I(I)pOBaHI/IH

OJHOCTOPOHHHUMHU AJITOPpUTMAMHU H_II/I(I)pOBaHI/IH

MTOMEX0YCTOMYMBBIMU AJITOPUTMAMH IIH(PPOBAHHUS

ACHMMETpUYHBIE  AITOPUTMBI
mdpoBaHus MO-pyTroMy
Ha3bIBAIOTCS

AJIropuTMaMu I_HI/I(l)pOBaHI/IH C OTKPBITBIM KJIFOYOM

CUMMETPUYHBIMH aJITOPUTMAMH U (POBAHUS

OJHOCTOPOHHHUMH aJIT'OpUTMAMHU H_II/I(I)pOBaHI/IH

MIOMEX0YCTOMYMBBIMU AJITOPUTMAMH IIH(PPOBAHHUS

MaremaTtnyeckast QyHKIHUS, KO-
TOPYI0O OTHOCHUTEIBHO  JIETKO
BBIYUCIUTH, HO TPYJHO HAWTH
Mo 3HAYCHUIO (YHKIMH COOT-
BETCTBYIOICE 3HAYCHUE apry-
MEHTa, Ha3bIBaCTCSd B KPHIITO-

rpadun

Kkpunrorpadguueckoi GpyHKIHeH

OJIHOCTOPOHHEHN (YyHKIMEN

¢yukuueit nppu-Xemnmana

¢byHkuuei Ditnepa

OnHOCTOpOHHUE (YHKIUH, TO
ecTb (QyHKIHMH, KOTOpPBIE OTHO-
CHUTEINIFHO JIETKO BBIYUCIIHTH, HO
NpPaKTHYECKU HEBO3MOXKHO
HATH TO 3HaYeHHI0 (DYHKIIUU
COOTBETCTBYIOIIEE  3HAUYCHHE
aprymMeHTa, MOXXHO HCIIOJIB30-
BaTh JUIS

(I)OpMI/IpOBaHI/I}I XCII-KOO0B

mu@poBaHus cooOIeHNI

(dbopmupoBaHUs UPPOBOH MOANUCH

KOHTPOJISI U UCIIPaBJIEHUs OIMOOK MpH nepeaade nHopMauu

YUro sBiseTcss 0COOEHHOCTBHIO
CUCTEM MIU(PPOBAHHUS C OTKPHI-
THIM KJIFOYOM TI0 CPaBHEHUIO C
CUMMETPUYHBIMH  CHCTEMaMH
mmdpoBaHus?

BO3MOKHOCTh IIU(POBaHMUS KaK TEKCTOBOHM, Tak M rpaduyeckoit
uHdopManuu

BBICOKAsi CKOPOCTh MPOLIECCOB MK (poBaHus/pacdpoBaHus

HCIIOJIB30BAHHUEC MAJIOTO KOJIMYECTBA BEIYHCIIMTCIBHBIX PECYPCOB

OTCYTCTBHE  HEOOXOJMMOCTH  IpEIBAapUTEIBHOM  Mepenadu
CEKPETHOI0 KJIK04a M0 Ha/I&KHOMY KaHaly CBA3H

Jnst  pemreHuss Kakux —3ajaa4
MOXHO HCIIOJIB30BAaTh aHI‘OpI/IT-
MBI IIU(QPOBAHUS C OTKPBITHIM
KII0YoM?

JIIA HII/I(I)pOBaHI/IH NnepeaaBacMbIX U XpaHHUMBIX JaHHBIX B HCIIAX
HX 3alIUThI OT HCCAHKIIMOHWPOBAHHOI'O AOCTYIIA

s GopMHUpPOBaHUS LUPPOBONH TMOAMUCH TOJ 3JIEKTPOHHBIMU
JIOKYMEHTaMu

JUISL pacIpelesIeHNs CEKPETHBIX KIIIOYEH, UCIOJIb3YEMBIX I0TOM
1pH WK(GPOBAHUU JOKYMEHTOB CHMMETPUUHBIMHU METO/IaMU

TS MTOMEX0YCTOWYHBOTO KOJHUPOBaHUS nepeaaBaeMbIX
COOOIIEHU

Yro sBuseTcs HCOJOCTAaTKOM CH-

HU3Kass CKOPOCTh POIIeCcCOB MU pOBaHUS-paCIHBPOBAHUS




Bonpoc

Bapuanmbl omeema

CTEMBbI IIH(PPOBAHUSA C OTKPHI-
TBIM KJIFOYOM?

HEOOXOJMMOCTh OOHOBJICHUS KIIIOYa IIOCNIe Kaxaoro (akra
nepeadn

OTCYTCTBHE  HEOOXOIMMOCTH  IPEIBAPUTEIILHON
CEKPETHOTO KJIF0Ya M0 HAJIEKHOMY KaHAITy

nepeaadn

HEOOXOUMOCTh TPEABAPUTEIHHON Mepeaud CEeKPETHOro KIoua
110 HaAEKHOMY KaHaly

YTto Ha3BIBAIOT 3aKPBITBIM KJIIO-

KJIFOY, KOTOPBIH JI0JDKEH XPAaHUTHCSL B CEKPETE

KJIIOY, KOTOpBIfI Heo0s13aTEIBHO XPaHUTBb B CCKPETEC

4OM B AaCHMMMETPUYHBIX METO- | TFOOOW  KJIFOY, HCIONB3yeMbId Il  MUGPOBAHUA  WIH
Aax umpposaus’? pacumdpoBanus
KJIF0Y, KOTOPBIN MCIOIB3YeTCs I BRIPAOOTKH HMHTOBCTABKH
KJIFOY, KOTOPBIW JOJIKEH XPAHUTHCS B CEKPETE
Yro Ha3bIBAIOT OTKpPBITEIM | KJIHOY, KOTOpI:IfI He 00s3aTeIbHO XpaHUTh B CCKPCTEC
KJIIOYOM B aCUMMETPUYHBIX M€- | IFOOOW  KIIFOY,  HWCIIOJIB3YEMBIM  JUIi  MIHGPOBAHUS  WIH
TOMaxX MUPPOBAHUS? paCIJ_II/Iq)pOBaHI/IH

KJII0Y, KOTOpI:II\/JI HCIIOJIB3YCTCA IJIA BI)Ipa6OTKI/I HUMHUTOBCTAaBKH

Kak Ha3pIBaeTCs KIIOY, UCIONb-
3yeMblli B  aCHMMETPHYHBIX
KpUNTOrpa)MuecKuX ajiropur-
Max, KOTOPbId MOXHO HE Xpa-
HUTH B cekpere?

SaKpBITLIﬁ KJIFOY

OTKPBITHIN KIIFOY

TaMHBIA KIII0Y

SIBHBINA KJTIOY

KITI0Y I pOBaHUS

CKOJBKO KIIFOUEH MCIOIb3yeTCs
B KpUNTOrpaguyecKux ajiro-
PHUTMaX C OTKPBITHIM KITIOYOM?

WIN (PO

4

Yro 00IIero MMET BCE METO-
Il TI(POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX Ul IIM(POBaHUs MHPOPMAIIMU MCITIONb3YETCs OJIUH KIII0Y,
a Julsl paciingpoBaHus — JPYTroM KoY

B HHMX Juid ImudpoBaHUS U pacmiuppoBaHus HHPOPMALUU
WCIOJIb3YETCS] OJJUH U TOT XK€ KJII0Y

B HHUX BXO,HHOﬁ IIOTOK HCXOJHOI'o TCKCTa ACIUTCA Ha 6J'IOKI/I, B
KaXXJI0M 13 KOTOPBIX BBIITOJHACTCA NCPECTAHOBKA CUMBOJIOB

B HUX Juid onepanui mudpoBaHHs U pacmudpoBaHUSL
WCIIOJIB3YETCS BA PA3HBIX KJIKOYA — OTKPBITHIM M 3aKPBITHIN

VYxkaxuTte TpeOOoBaHHA K airo-
puT™MaM mUpPOBAHUSI C OTKPHI-
TBIM KIIFOUYOM

BBIUMCIIUTENIEHO HEBO3MOXKHO CO3J/1aBaTh Hapy (OTKpPBITHIN KIIHOY,
3aKpPBITHIN KITHOY)

BBIYHUCIINTCIIBHO COO6H_ICHI/IC

OTKPBITHIM KJIHOYOM

HEBO3MOXXHO  3amugpoBaTh

BBIYMCIIUTEIIEHO HEBO3MOKHO, 3HAsl OTKPBITBIA KIIIOY, OIIPEIEIUTD
COOTBETCTBYIOIIMI 3aKPBITHIM KJIKOY

BBIYUCIIUTCIIBHO HEBO3MOXKHO, 3HasA TOJIBKO OTKpBITBIﬁ KJIIIOY U
3amuppoBaHHOE cooo1ieHue, BOCCTaHOBUTH HCXOHOE
cooOrieHue

Ykaxure TpeOOBaHHS K airo-
pUTMaM MU(PPOBAHUSI C OTKPHI-
TBIM KITFOUOM

BBIYHUCIIUTCIBHO JICTKO SaLHH(prBaTB COO6H_[CHI/IC OTKPBITBIM
KJIIFOYOM

BBIYHUCIUTENLHO JIETKO pacmupoBaTh COOOIICHHE, HCIIONb3YS
3aKPBITHIN KIIIOY

BBIYMCIIUTCIBHO HEBO3MOXHO, 3HAsA OTKpBITBIfI KJIIOY, OIIPCACIIUTD
COOTBETCTBYIOUIMIA 3aKPBITHIN KIIIOY




Bonpoc
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BBIYUCIIUTCIBHO HCBO3MOXKHO, 3HasA TOJIBKO OTKpBITBIﬁ KIIFOY H

Kakue Kiarounm M Kak JOJDKHBI
MPUMEHSTLCS TIPU HCIIOJB30Ba-
HUH aCHMMETPHYHBIX KPHIITO-
rpaduyYecKuX aJIrOpUTMOB IS
mUQpPoBaHU  MEPEIaBACMbIX
TAHHBIX?

3amQpoBaHHOE cooO1ieHue, BOCCTaHOBUTh HCXO/IHOE
coo0IIeHnE
OTIpaBUTENb  MHUQPYET  COOOIIEHHE  OTKPBITBIM  KIHOYOM

ImoJiydareid, a 1ojJaydareib pacmncprBmBaeT COO6H_[CHI/IC CBOMM
3aKPBITHIM KJIHOYOM

OTIpaBUTENb  MH(pPYEeT COOOLICHWE  3aKPBITBIM  KIHOYOM
MOJTyJaTesi, a MoJiy4areidb paciu@poBBIBAET COOOIMICHHE CBOUM
OTKPBITHIM KITFOYOM

OTIIpaBUTENb HUPPYET COOOIIEHNE CBOUM OTKPBITHIM KIIFOUOM, a
MoJIy4arenb paci(pOBBIBACT COOOIICHHE 3aKPHITHIM KIHOYOM
OTIIPABUTEIISI

OTIIPABUTENb MHU(PPYET COOOMICHNE CBOMM 3aKpPHITHIM KJIIOUOM, a
nojiyyareab pacuIM(poBbIBAET COOOLIEHHUE OTKPBITHIM KIHOYOM
OTIPABUTEILS

Kakum TtpeGoBaHMSAM IODKHA
YIOBIIETBOPSITh  DJIEKTPOHHAS
1u¢poBas OJIMUCH?

IOAIIKUCh BOCIIPOU3BOAUTCA TOJIBKO OAHHUM JIMIIOM, d IIOAJIMHHOCTD
€€ MOXKET OBITh YAOCTOBCPCHA MHOTUIMHA

INOAIIKMCh BOCIIPOU3BOAUTCA MHOI'MMH JIMIOAMH, a €€ IMOAJIMHHOCTD
MOJKET OBITh YAOCTOBCPCHA TOJBKO OJHUM JIMITOM

MOJITMCh HEPa3pPhIBHO CBA3BIBAECTCS C JAAHHBIM COOOLIECHHEM U HE
MOJKET OBITh IEpEHECEHA Ha IPYroi JOKYMEHT

MOJIIUCh HE CBSI3bIBAETCSI C KOHKPETHBIM COOOIEHHEM U MOXKET
ObITh IIEpEHECEHA Ha APYTOM TOKYMEHT

KakuMm TpeOoBaHUSIM [OJKHA
YAOBJIETBOPATH  DJIEKTPOHHAS
uQpoBas NOANUCH?

IIO0CJIC TOI'0, KaK JOKYMCHT ITOAIIMCAH, €TO HCBO3MOXKXHO M3MCHHUTD

IIOCJIC TOI'0, KaK JOKYMCHT ITOATIMCAH, €TO MOKHO U3MCHATH

MOJINUCH HEPa3pbIBHO CBSA3BIBAETCS C JAHHBIM COOOIIEHHEM U HE
MOJKET OBITh MepeHeceHa Ha IPYroi JOKYMEHT

MOJINUCH HE CBS3bIBACTCSI ¢ KOHKPETHBIM COOOILIEHHUEM M MOXKET
OBbITh NIEpPEHECeHA Ha IPYTroil TOKYMEHT

Kakum TpeOoBaHUSAM JIOJDKHA
YJIOBJICTBOPSITh  DJICKTPOHHAS
UQPOBast NOMUCH?

OT IIOCTaBJICHHOM IoANMCH HEBO3MOXXHO OTKa3aTbCsd, TO €CTh
JIMo, noAmnucaBmiee NJOKYMCEHT, HE CMOXKET IOTOM YTBCPIKAATh,
YTO HC CTaBHJIO ITOAITMCH

NOAIINCh BOCHIPOU3BOAUTCA MHOTHUMU JIMIIaMHU, a4 €€ MMOAJIMHHOCTDb
MOJKET OBITh YAOCTOBECPECHA TOJBKO OJHUM JIMITOM

MOJINMCh HEPa3phIBHO CBSA3BIBAECTCS C JAHHBIM COOOIEHHEM U HE
MOJKET OBITh IIEpeHeceHa Ha IPYroi JOKYMEHT

MOJINUCH HE CBS3bIBACTCSI ¢ KOHKPETHBIM COOOIIEHHUEM M MOXKET
OBITh NIEpPEHECeHA Ha JIPYTroil TOKYMEHT

st gero mpenHazHaueH LEHTP
CepTU(HKALNH KITIOUen?

JUTSI pETUCTPAIIi ADOHEHTOB

JJIs1 U3TrOTOBJICHUA CepTI/I(I)I/IKaTOB OTKPBITBIX KJII04ei

JUIA BBIJACJICHUA CIICHIHMAJIBHBIX KaHAJIOB CBA3HU aboHeHTaM

I XpaHCHH A U3IrOTOBJICHHBIX CCpTI/I(I)I/IKaTOB

Ul TOJJIepKaHHUsI B aKTyaJlbHOM COCTOSSHUM CIPaBOYHMKA
JeUCTBYIOIUX CepPTU(DUKATOB

JJI BBIITYCKA CITMCKA JOCPOYHO OTO3BAHHBIX CepTI/I(l)I/IKaTOB

Kak Ha3zbiBaercst cTpykTypa B
cocTaBe OOJNBIIONW CETU CBS3H,
3aHUMAIOIIASCS TEHEPUPOBAHU-
€M KJIIoYeH, MX XpaHEHUEeM W
apXUBUPOBaHUEM, 3aMCHOUN WUITH

YCTPOICTBO pacnpeaeneHus KiIroden

LEHTP 3aKPBITOTO MIM(PPOBAHUS

LIEHTP pacnpeiesieHHs KIIIo4ei




Bonpoc
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W3BIATHEM W3 OOpaIlleHUs CTa-
PBIX U HEHYXHBIX KITI0Uei?

LEHTP OTKPHITOro MU(GPOBAHUS

Kakum cBoWCTBaMH  JIOJKEH
obmamaTh cepTU(HUKAT OTKPHI-
TOTO KJIF04a?

KaXX/IbIil TI0JI30BATENb IIEHTPA CePTH(PUKALNN, UMEIOIIUHN JJOCTYII
K OTKPBITOMY KJIIOUY IIEHTpPA, MOXET HM3BJI€Yb OTKPBITHIA KIIIOY,
BKJIIOYCHHBIN B CepTH(HKAT

HU OJHAa CTOPOHA, IIOMHMO LIEHTpa CepTU(PHKALUU, HE MOXKET
M3MEHUTH CepTU(UKAT TAK, YTOOBI 3TO HE OBLIO OOHAPYKEHO

JIF00O0H MOJIB30BaTEb CUCTEMEI MOYKET U3MEHUTE CepTI/I(bI/IKaT

KaK/IpIi TOJIb30BaTElb IIEHTPa CepTU(PUKAIIUN, UMEIOIINI JOCTYI
K OTKPBITOMY KJIFOUY LIEHTPA, MOKET U3MEHUTh OTKPBITHIN KIIIOY,
BKJIIOUEHHBIH B cepTuduKaT

Yto 00IIEr0 MMEIOT BCE METO-
el THA(GPOBAHUA C 3aKPBITHIM
KITFOYOM?

B HUX JJIs IHPpoBaHUA MHPOPMALIUU UCIIONB3YETCS OMH KITHOY,
a Julsl pacliippoBaHus — JPYTOM KoY

B HUX BXOJHOH ITOTOK MCXOJHOIO TEKCTa MNEIUTCS Ha OJIOKH, B
KaJIOM U3 KOTOPBIX BBITIOJHIETCS TEPECTAaHOBKA CUMBOJIOB

B HUX MPOU3BOJUTCS CJIOKEHHUE CHMBOJIOB HMCXOJIHOTO TEKCTa U
KJIF0Ya 110 MOJYJII0, PABHOMY YKCITy OYKB B anaButTe

B HHX Ui mmmMdpoBaHUS W pacmmppoBaHUs WHPOPMALUU
HCIIOJIB3YETCSl OJIMH U TOT K€ KIII0Y

Kakue oneparun npumMeHsroTCs
00BIYHO B COBPEMEHHBIX OJ0Y-
HBIX aITOpUTMax MU POBaHUs?

BO3BCJICHUC B CTCIICHD

3aMeHa OUT 110 TaduIEe 3aMEH

HaXO0XJCHUC OCTAaTKa OT ACJICHMA Ha 0oJIbIIOE IIPOCTOC YHCJIO

TepecTaHOBKA OUT

CJIOKCHHUC I10 MOAYJIHO 2

CummeTpuyHble METOABI M-
POBaHHUS — 3TO METOHI ...

MG POBAHUS C OTKPBITHIM KIHOYOM

CXKaTHsi MHQopMaIiu

HOMCXO}’CTOI\/’I'-II/IBOFO KOOAWPOBAHHUA

M (pPOBAHUS C 3aKPBITHIM KJIIOUOM

Kax maspiBaeTcst cooOIIeHHE,
HOJIydeHHE IOCie TMpeodpaso-
BaHUSI C HCIIONBL30BAHHUEM JIIO-
ooro mmdpa?

HUMHUTOBCTABKOI

KIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HaspiBaeTcsi OJHO3HAYHOE
npeoOpa3oBaHue BXOZHOTO
MaccuBa JaHHBIX IPOH3BOJIb-
HOU JJTMHBI B BBIXOJHYIO OUTO-
BYIO CTPOKY (PUKCHpPOBaHHOMN
JUTUHBI?

KOJIJIN3UA

XCHIMPOBAHUC

raMMHpOBAaHHC

nepecTaHoOBKa

CJIOKEHHUE TI0 MOJTYJIIO 2

Kak naspiBaercst ¢yHKuus, Ko-
TOpast Ui CTPOKH IPOHM3BOJIb-
HOU JIJTMHBI BBIYUCIISIET HEKOTO-
poe 1enoe 3Ha4YeHHe WIIH HEeKO-
TOPYIO JAPYTYK CTPOKY (DUKCH-
POBAaHHOM JITHHBI?

Kpunrorpaduueckas GpyHKIUS

OJIHOCTOPOHHSAA QYyHKLHS

xem-QyHKIus

¢bynkuus Diinepa

(GYyHKIMS raMMUPOBaHUS

Kakune TpeboBaHMsS IpebsiB-
JSFOTCSL K KpUNTOrpaduiecKum
xem-QyHKIuam?

Xxem-(QyHKIuss  J0JKHA  OBITH COOOIICHHUIO

(bUKCUpPOBaHHOTO pa3mepa

InNpuMCHNMa K

IIPU U3BECTHOM 3HayeHHH xem-QpyHkuuu H(M)=m nomkHO ObITh
TpyaHO (TMPAaKTUYECKH HEBO3MOXKHO) HAWUTH  MOIXOMSAIININ
poobpaz M




Bonpoc Bapuanmer omseema

P HM3BECTHOM COOOMmIEHHM M JO0IDKHO OBITH TPYAHO HAMTH
apyroe cooduienne M’ ¢ TakuM e 3HaYeHHEM XelI-(DyHKIHH, KaK
y UCXOJTHOTO COOOLICHUS

U COOOIEHMH OJMHAKOBOIO pa3Mepa XelI-KoJ JIOJDKEH
MIOJTy4YaThCsl OJTMHAKOBBIM

xenr-QyHKIus ~J0KHA OBITh TNPUMEHHMMA K  COOOIICHHIO
(UKCHPOBAHHOTO pazMepa

MIPU U3BECTHOM 3HaueHMH xem-pyHknuun H(M)=m nomxHO OBITH
TPYIHO (NMPAKTHYECKH HEBO3MOXXHO) HAUTH  MOIXOISALIUN
npoobpaz M

MIPH U3BECTHOM COOOIIEHNN M JOKHO OBITh JIETKO HANTH JAPYyroe
coobmenne M’ ¢ TakuM ke 3Haue€HHEM Xell-(QyHKUWHU, KaK Y
HCXOJHOTO COOOIICHHUSI

JOJKHO OBITh TPYIHO HANTH Kakyoo-1u00 mapy CIy4aiHbIX
Pa3NMYHBIX COOOUICHNUH C OIMHAKOBBIM 3HAUYEHUEM Xel-(QyHKIUU

Kakue TpeboBanus mpeabsB-
JSFOTCSL K KpUNTOrpaduaecKum
xem-QyHKIsam?

JUISI IPOBEPKH LIEJIOCTHOCTH COOOIIECHUS

JUISI IPOBEPKH aBTOPCTBA COOOIIIECHUS

I HOPMHPOBAHUS 3JIECKTPOHHOM U(DPOBOIM MOUCH
JUTsl TIUPOBAHMS COOOIIICHUIHA

B KaUeCTBE KJIF0Ya MPH MU(POBAHUU

Jns xakux nened mpuMeHseTCs
XeI-KoJ B Kpunrorpapuu?

Bonpocel k kommiekcHoMy 3aganuio TK2

1. UYro orHOCcHTCS K CpPEACTBAM MH)KEHEPHO-TEXHUYECKOW  3allUTh
uHGOpPMaIK 1 JIJIsl YEero OHU IpeIHa3HAYECHbI?

2. Kakue crocoObl ayTeHTU(UKAIIMU TOJIH30BaTEICH MOTYT MPUMEHSTHCS B
KOMIIBIOTEPHBIX CUCTEMAX ?

3. B gem 3akimtouaroTcsi OCHOBHBIE HEOCTATKU MAapOJIbHONW ayTeHTH(PHUKAIIUN 1
KaK OHa MOXET OBbITh YCHUJICHA?

4. Kakue OMOMETpUYECKHE XapaKTEPUCTHUKU MOJb30BATEIEH MOTYT IMpUME-
HATbCS JJIA UX ayTeHTHuPukauuu? B dyem mpenmyliecTBa NoJoOHOro crnocoba mnoj-
TBEPXKACHUS TOITUHHOCTH?

5. Yrto Ha3bIBaIOT NBYX(aKTOPHOU ayTeHTU(DUKAITIEH?

6. B uem pa3HuLa MeXAy CHMMETPUUYHBIMH M aCUMMETPUYHBIMU KPUIITOrpa-
buyecKkuMu cucTeMamu?

7. B yem pa3Huia Mex1y MOTOKOBBIMH U OJIOYHBIMU IH(pamMu?

8. Uro Takoe »JeKTpoHHas HHU(POBas MOANKHCH, KaK OHA TMOJIY4YaeTCs H
npoBepsieTcs?

9. Kakoga poib B cuctemax ST pyHkumii xemupoanus?

10. Kakyto posib UCHOJHAIOT YyAOCTOBEpsiolmMe MLeHTphl? YTo Takoe
cepTUPUKAT OTKPBITOTO KItoua?

11. Kakue nporpaMMbl OTHOCSIT K pa3psiay BPeIOHOCHbBIX?

12. Yto Takoe KOMIBIOTEPHBIN BUPYC?

13. Kakue cyniecTByOT BU/Ibl KOMIIBIOTEPHBIX BUPYCOB?

14. B uem pa3HMLIa MeX Ay 3arpy304HBIMU U (HaliJIOBBIMU BUpyCaMu?

15. Kak mnpoucxomuT 3apakeHHMe M (PYHKIIMOHHUPOBAHUE 3arpy304YHBIX
BHUPYCOB?



16. Kakue tumsl (aityioB MOTYT 3apakaTthbcs (hailJIoOBBIMU BUPYCaMu?
17. Kak mponcxoauT 3apakeHre IporpaMMHBIX (aitinoB?
18. [TouemMy (ailsibl TOKyMEHTOB MOTYT COJIEPKATh BUPYCHI?

19. Kak
MaKpOBHUpYyCaMH?

o0ecreynBaeTcs

ABTOMATUYECKOE IIOJy4EHUE  YIIPABIICHMS

20. B wuyem 3akmouaercss MNpo(UIAKTUKA 3apaK€HUS KOMIBIOTEPHBIMU

BHUpycamu?

21. Kpunrorpaduueckue NIPUMUTHUBBI. X3MI-QYyHKIHS U €€ TPUMEHCHHUS.

s Ttekymero kourpoJs TK3:
[TpoBepsieMasi KOMIICTCHIIHS:

KO[[ 1 HAUMCHOBAHUEC KOMIICTCHIIUHN

KOII N HAMMCHOBAHUC MHUKATOpA

OIIK-4. Crioco6eH moHuMaTh PUHIIUIIEI pa-
OOTBI COBPEMEHHBIX HH(POPMAITMOHHBIX TEX-
HOJIOTH ¥ KICIIOJTb30BATh UX JJISI PEIICHHS
3aJ1a4 Ipo(heCCHOHATIBHOM JCSTEIbHOCTH

OIIK-4.2. Bnaneer HaBbIKaMH NpUMEHEHHUS HU(pO-
BBIX TEXHOJOTHH sl pemeHus 3amgad mpodeccro-
HAJILHOW JICATEIILHOCTU C YYETOM OCHOBHBIX TPe0O-
BaHUI HH(GOPMAIIMOHHON 0€3011aCHOCTH

Tect

Bonpoc
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pa3paboTka HOPMATHUBHO IPABOBBIX AKTOB, PETIAMEHTUPYIOIIUX
OTHOIICHHSI B ”HPOPMALIMOHHOM cdepe

CO3/IaHUE U COBEPILIEHCTBOBaHHE crcTeMbl obecnieuenust b PD

K HpaBOBbIM METOJaM | pa3paOOTKa, HCIIOJIB30BAHME U COBEPIIEHCTBOBAHUE CPEACTB

3aInAThI MH(OPMAIINHK | 3amuTHI MPOLIECCOB M MPOrpaMm

OTHOCHUTCS: pazpabotka mporpamm obOecrnieueHuss b P® wu ompenenenue
nopsiika UX (pUHAHCHUPOBAHUS
¢bopMupoBaHME  CHCTEMBbl  MOHUTOpPUHIA  IOKazareiae u
xapakrepuctuk Ub PO

Nupopmanws, npodeccronanbHas Taiina

UCIIONIb30BaHUE KOTOpOH Oe3
corjacusi CyObEeKTa MOMXKET
HAaHECTH BpEI €ro 4ecCTH,

rocyJapcTBEeHHas TaliHa

NEPCOHAIBHBIC TAHHBIC

KOMMepuUecKas TaiiHa

JIOCTOUHCTBY, JIEJTOBOM

penyTamnuu ciyxeOHas TaifHa

B pykoBogsiiem nokymeHTe

®OCTOK CHCTEMEI, B 1A

KOTOpBIX  paboTaer OJHH

MOJIb30BaTENb, AOMYIICHHBIN 1T

KO Bced oOpabaTrpiBaeMoi

uHpopMaun ypoBHA | 2A

roCyIapCTBEHHOU TaHBbI,

pasMEIEHHON Ha HOCUTEISX | 3A

OJIHOTO YPOBHS

KOH(UICHIIMATEHOCTH - |3p

OTHOCSITCSI K TPYIITIe

K IPaBOBEIM  METOJIaM | CO3JaHME U COBEpIICHCTBOBaHUE cucTeMbl obecnieuenusi Ub PO
3aIIUTHI uHpOpMaLuu | pa3pabOTKa, WCIOJB30BAaHHE UM COBEPIICHCTBOBAHUE CPEICTB
OTHOCHUTCS 3alUThI IPOLIECCOB U MPOrpaMM
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BHECCHHE H3MEHEHUM M JOIOJHEHHHM B 3aKOHOJATEILCTBO P,
PETYIHPYIOIINE OTHOIICHHS B 00sacTH oOecnieueHus: b

paspabotka mporpamm obecrneueHuss b P® wu ompenenenue
MopsAIKa UX PUHAHCUPOBAHUS

¢dbopMHupoBaHHE  CHCTEMBl ~ MOHHTOPHMHTA  TOKa3areiled |
xapaktepuctuk b PO

B pykoBomsuiem IOKyMeHTe

OCTOK CHCTEMEI, B | 3A

KOTOPBIX pabotaer

HECKONIBKO  TOJIB30BATENCH, | 5 o

KOTOpBIE UMEIOT OJIMHAKOBbIE

mpaBa JIOCTylla KO Bcei

uH(popMauu ypoBHs | 1A

roCyAapCTBEHHOM TalHbI,

obOpabarsiBacMOl u/vnm

XpaHUMOM Ha  HOCHUTENX 3B

Pa3IU4HOTO YpOBHS

KOH(UICHIIMATEHOCTU - 1B

OTHOCSTCS K IpyIIie

K OpraHu3aluOHHO-
TEXHUYECKUM MeTo/1aM
3allUTHI UHPOpPMALIUU
OTHOCHTCS

CO3JJaHUE U COBEPIIICHCTBOBAaHKE CHCTeMBbI obecnieueHus b PD

pa3zpaboTka mporpamm obOecrneueHuss b P® wu omnpenencHue
nopsaka ux (¢uHaHcupoBaHus; 3. (OPMHPOBAHHE CHUCTEMBbI
MOHUTOPHHIA ITOKa3aTesiel U xapakrepuctuk b PO

YTOUYHEHHE cTaTyca MHOCTPAHHBIX HMH(POPMALMOHHBIX areHTCTB,
CMMU u )XypHaAJIUCTOB

B pykoBogsiiemM ITOKyMEHTE
OCTIK
MHOT'OII0JIb30BATEIbCKHE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabaThiBaeTCs u/unm
XpaHUTCA uHpopmanus
pa3sHbIX YPOBHEHN
KOH(QUJIEHIIMATBHOCTH [0
rpudpa  «Ocobo  BaKHO»
BKJTIOYHUTENBHO, npuyeM
pa3WYHBIE  TOJB30BATEIH

UMEIOT pa3/InyHble IpaBa Ha
JOCTyn K HHpOpMauun —
OTHOCSITCS K IpyMIe

1b

2b

3A

1A

1B

3amuinaemMpie TOCy1apCTBOM
CBEJICHUS, PACIPOCTPaHCHHUE
KOTOPBIX MOXET HAHECTHU
yiepo PO

npodeccuoHaIbHAs TaiiHa

roCyJapCTBEHHAs TalHa

TNICPCOHAJILHBIC TAHHBIC

KOMMepUecKas TailHa

ciry>keOHas TaiiHa

B pykoBosiieM TOKyMEHTe
OCTOK
MHOT'OII0JIb30BaTEIbCKHE
CHUCTCMBI, B KOTOpI:IX
OJIHOBPEMEHHO

1b

2b
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obOpabaThIBaeTCs u/unm
XpaHUTCS uHpopManus
pa3HbIX YpOBHEMU
KOH(HICHIINATLHOCTH 10
rpuda «CexkpeTHO»
BKJTIOYHUTENBHO, npuyeM
pa3juyHble  MOJIb30BaTENN

MMEIOT pa3lInyHbIe MpaBa Ha
JOoCTyn K HHpopMamuum —
OTHOCSITCSI K TPYIIIIE

3A

1A

1B

K sxoHOMHYECKHM MCTOJaM

paspabotka mporpamm obecrieueHuss b P® wu ompenenenue
MopsAIKa WX PUHAHCUPOBAHUS

YTOUHEHHE cTaTyca MHOCTPAHHBIX HMH(POPMALMOHHBIX areHTCTB,
CMMU u )XypHaAJIUCTOB

3allUThI UHPOpPMALIUU » =

OTHOCIICS BHECCHHE M3MEHEHHMH M JOTMOJHEHHWH B 3aKOHOAATENbCTBO PO,
perynupyromue OTHOIIeHus B obmactu obecnieuenus b
dbopMHupOoBaHHE  CHCTEMBl ~ MOHUTOPDHMHTA  TOKa3areiled |
xapakrepuctuk Ub PO
npodeccroHabHas TaiiHA

Wudopmarnus roCy/IapCcTBEHHas TaliHa

NPECTABIISAIOIAs CEKpET | IePCOHAIBHBIC JJAHHbIC

MPOU3BOJCTBA(HOY-Xay), 3TO

KOMMCPYCCKasA TaiHa

ciyxeOHas TaliHa

B pykoBogsmiem nOKyMeHTe
OCTOK
MHOTOII0JIb30BATEIbCKHUE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPAHUTCS uH(popmanus
pa3HBIX YPOBHEMU
KOH(UIEHIIMAIBHOCTH B TOM
qucie IIepconanbHbIE

JTAaHHBIE, MPAYEM pa3Iu4HbIC
I0JI30BATEIN UMEIOT
pa3IuyHbIe IpaBa Ha JIOCTYII
K HH(pOpMAIMU — OTHOCSTCA
K rpyIiIe

1b

1T

3A

1A

1B

K CBEJICHUAM
KOH(UIEHIINATLHOTO
XapakTepa, COIJacHO YyKazy
npesyieHTa pp ot 6 mapra
1997 r., oTHOCATCA

uHpOpMaIMs 0 paclpOCTPAaHEHUH POTrPAMM

nHdopMalys 0 JUIEH3UPOBAHUU IPOrPaMMHOT0 0OecTIeyeH s

I/IH(bOpMaI_[I/IH, pasMeIiacMad B ra3erax, I/IHTepHCTC

NCPCOHAJIBHEIC TaHHBLIC

JIMYHasA TarHa

OTHOmIEHMA, CBs3aHHBICE C
00paboTKOI  MepCcOHATBHBIX
JTAHHBIX, PETyIUPYIOTCS
3aKOHOM. ..

«006 I/IH(bOpMaI_II/II/I, I/IH(I)OpMaI_II/IOHHLIX TCXHOJIOTHUAX)

«O 3amnmuTe nHOOPMAITINY

CDCIICpaJ'ILHLIM 3aKk0HOM «O MNEPCOHAJIbHBIX TAHHBIX)»

®DenepanbHbIM 3aKOHOM «O KOH(UIEHIIHANTBHON HHPOPMAIIID)

«O0 yTBEpXJECHUU TEpPEeyHs CBEACHUN KOH(PHIECHIIMAIHLHOTO
XapakTepay

JleficTBUs ¢ MEPCOHAIBHBIMU

HCIIPABJICHUC IICPCOHAJIBHBIX JaHHBIX
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JIAHHBIMU (COTJIaCHO 3aKOHY),

BKJIFOYAst coop,
CHCTEMaTH3AIIHIO,
HAKOIUICHNE, XpaHeHue,
UCTIOJIb30BaHUE,

pPacupOCTPaHEHHUE U T. JI 3TO:

paboTa ¢ nmepcoHaIbHBIMU JAHHBIMU

peoOpa3oBaHKe IEPCOHAIBHBIX JaHHBIX

00paboTKa MepCOHATBHBIX JTaHHBIX

HU3MEHCHUC MIEPCOHATIBHBIX JaHHBIX

HevictBusa, B  pesyJsibTaTe
KOTOPBIX HEBO3MOKHO
OTIpeIeNUTh
IIPUHAJJIEKHOCTD
MEPCOHAIBHBIX JAHHBIX
KOHKPETHOMY CyOBeKTy

MNCPCOHAJIBHBIX JTaHHBIX

BBIJICJIICHUC IICPCOHATIBHBIX JaHHBIX

obecrieyeHne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX

neayTeHTU(QUKAIIS

JieaBTOpU3aLus

JenepcoHrpUKanus

IlepcoHaNBbHBIE TaHHBIE 3TO

mobas uHbOpMalus, OTHOCSIIASACS K OMNpEACNICHHOMY WM
orpezeNieMOMY Ha OCHOBAaHUU Takoi MHGopMauu Gu3nuecKomy
h107000%

(dhamMuIHsl, UM, OTYECTBO (DU3MUECKOTO JINIIA

o, MeCiAl, JaTa 1 MECTO POXACHHUA, aAPEC Q)HSHHGCKOFO JIMIa

aZpec MpoKkUBaHUsl (HU3UIECKOTO JIMIIA

CBEICHMS O  CEMEHHOM,  COIMAIBbHOM, HMYIIECTBEHHOM
I0JIOXKEHUU YeJl0BeKa, COCTABJISIOLINE MOHSITHE
«mpodeccruoHanbHas TalHa

OenepanbHbiii 3akoH «O0 WH-
¢dopmaruu, nHGOPMATH3AIMH U
3ammTe WHPOPMAILIUN» HAaIpaB-
JIeH Ha:

pEryIHpOBaHUE B3aMMOOTHOIICHUNA B HWH(OPMAIMOHHOW cdepe
COBMECTHO C IPaXIaHCKUM KoJieKcoM PP

peryJupoBaHue B3aMMOOTHOIICHHUH B TpaxaaHCcKoM oOiiectBe PD

perynupoBaHue TpeOOBaHMI K pabOTHHKAM CITyk0, pabOTaroIIIX
¢ uadopMarmii

(¢bopMupoBaHHE HEOOXOAMMBIX HOPM U MpaBuid paldOTHl ¢
uHpopmanuen

(¢hopMupoBaHHE HEOOXOAMMBIX HOPM M TMpaBWJ, CBSI3aHHBIX C
3alIUTOM JleTel 0T MHPOpMaIIUU

HepCOHaJ'IBHBIMI/I JaHHbIMU

BJIaJICIOT:

TOCYIapCTBO

PA3JIMYIHBIC YUPCIKIACHUA

rocygapcrBeHHas Jlyma

xurenn Poccuickoit Peneparuu

MCAUKO-COIMAJIbHBIC OpraHru3alnun

OenepanpHpiii 3akoH "OO0 WH-
dopmaruu, nHHOPMATH3AIMH U
3amuTe WHpOpManmu" ~ JaeT
ompenenaeHrue HHPOPMAITHH:

TEKCT KHUTI'M WJIN [THUCbMa

CBEJIEHUS O JIMLAX, NpeaMerax, (akTax, COOBITHSIX, SBICHUSIX U
mpoleccax He3aBUCUMO OT (hOPMbI X IPEICTaBICHUS

CBCACHUSA O SIBJICHUAX U ITPOHICCCAX

(dakThl ¥ Uaeu B GOpMaIU30BAHHOM BUE

IJ_II/I(I)pOBaHHHﬁ TCKCT, TCKCT Ha HCM3BCCTHOM S3BIKC

Vkaxure HOPMaTUBHO-
IIPAaBOBOM AaKT, B KOTOPOM
pacKpbIBaeTCs MOHSITHE
«uH(pOpMaIMOHHAas
0€301acHOCTb»

3akoH Poccuiickoit denepanuu ot 27 aekadpst 1991r. Nel224-11
«O cpencTBax MaccoBOi MHPOpPMAIII

®denepalnbHbIi 3akoH oT 27.07.2006 Nel49-®@3  «O6
nHbopManKy, WHPOPMANMOHHBIX TEXHOJOTHSIX W O 3alluTe
uHpOpMaLUN

JOKTpUHA MHGOPMAITMOHHON 0€30MaCHOCTH

BCC OTBCTHI BCPHEIL

3akoH poccuiickoil (eaepaunn

1982
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«O TOCymapcTBEHHOW TalHE»
ObUI IPUHAT B CIEAYIOIIEM IO-

Ay

1985

1988

1993

2005

BribepuTe, MOXXHO 7M1 B CIy-
KEOHBIX WeNsX MCIOIb30BaTh
3JIEKTPOHHBIH azpec (MOYTOBBIA
SIIAK),  3aperHCTPUPOBAHHBIIN
Ha OOIIEAOCTYIIHOM II0YTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPH KAKUX 00CTOSITENLCTBAX

HCT, HO AJId OTIIPABKH CPOYHBIX K 0c000 BaXKHBIX ITHCEM MOKHO

MO>KHO, €CJIA 110 HEMY I0JIb30BaTeNb OyAeT mepechuiarh HHQOP-
Malyio, He COJEPIKAIIyI0 CBEICHHH KOH(HICHINAILHOTO XapaK-
Tepa

MOJKHO, €CJIi MH(GOpPMALMIO MPEIBAPUTEIbHO 3aapXUBHPOBATH C
MIOMOIIIBIO TPOTPaMMBbI winrar ¢ mapoJieM

MOJKHO, €CJIM APYTUX CIIOCOOOB 3JEKTPOHHOH Nepeaayu JaHHbIX
Ha TPEANPUITUH WK y MOJIH30BATENSI B HACTOSIIIMI MOMEHT HET,
a MH(QOPMAIINIO HYXKHO MepeciaaTh CPOYHO

MoxeT 1M COTPYIOHHK OBITh
NPUBJICYCH K YTOJOBHON OTBET-
CTBEHHOCTH 32  HapyIICHHS
npaBuil MHPOPMALMOHHON 0e3-
OTIaCHOCTH MPEATIPHATHUS

HECT, TOJBKO K aHMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTHU

HCT, CCJIM OTO IrOCyAapCTBCHHOC MIPCAIIPHUATUC

na

Jla, HO TOJIBKO B Clly4ae, €Clii JAEUCTBUS COTPYJHHMKA HAHECIH
HEMOMPaBUMBII Bpes

Jla, HO TOJIbKO B CIIy4a€ OCO3HAHHBIX HEMPABOMOYHBIX JICHUCTBHI
COTPYJIHMKA

B nmanHOM ciydyae COTpYIHUK
YUPEKACHUSI MOXKET OBITh MPH-
BJIEYEH K OTBETCTBEHHOCTH 3a
HapyIIeHus TpaBwi HHPOpPMA-
IMOHHOH 0€30MacHOCTH:

BbIX0J B MIHTepHET 06e3 pa3pelieHus aIMUHUCTPATOpa

IIPU YCTAHOBKE KOMIIBIOTEPHBIX UT'P

B ClIydasaX YCTAHOBKH HCJIIMICH3MOHHOT'O 110

B CiIy4ae He BbIX0/1a U3 MH(POPMAIIMOHHOM CUCTEMBI

B Tr060M ciyyae HEIIPaBOMOYHOI'O UCIIOJIb30BaHUs
KOH(UIEHIMATbHON WH(pOpMauu MpH YCIOBHM HUCHBMEHHOIO
PEaYNPEKACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapy1ieHus B cepe
uH(popMaIumy,
MH(OPMaLIMOHHBIX
TEXHOJNOTUH M 3aIIUTHI
UHPOpPMALIUK JTaHHBIA  BUJ
HaKa3aHUs Ha CEroAHSIIHUIMI
JICHb HE MPEeyCMOTPEH:

JUCHUIITIMHAPHBIC B3bICKAHUS

aJIMUHUCTPATUBHBIN mITpad

YrojioBHagd OTBETCTBCHHOCTD

JIAIIIEHnE CBOOOIBI

CMCPTHAA Ka3Hb

WUndopmanueit, cocrapisiomiei
KOMMEPYECKYIO TaiiHy, BIaje-
10T

TOCYapCTBO

pa3JInYHbIE YUPEKICHUS

rocynapcTBeHHas Jlyma

rpaxaane Pocculickoi @enepanuun

MCIUKO-COMAJIBbHBIC OpraHu3alnnu

Wndopmanueit, cocrapisiomiei

rOCY/IapCTBO

TOJIBKO O6pa3OBaTeJ'IBHBIe YUPCKACHUA

TOCYJIapCTBEHHYIO TaliHy, | ToapKO Tipe3uanyM BepxosHoro Coeta PO
BJIQJICIOT: rpaxaane Poccuiickoii eneparu
TOJIKO MUHUCTEPCTBO 3PaBOOXPAHEHUS
rocy1apcTBo
BrnagensiieM  mH(pOpMaIuu | KOMMEpPYECKask OpraHu3aIus
MepBOU KaTeropuy | MyHULIMIIAJIIBHOE YUYPEKIAECHUE
SIBIISIETCHA. . . 0001 TpaKJaHuH

TpyIIa JUI, UMEIOIUX O0IIIee 1eJI0
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IIPOCTHIC JIHOOU

Brnanensuem  uHpopmaruu | roCy1apcTBo
BTOpOH KaTeropuu | KOMMepUecKasi OpraHu3anus
ABIISICTCA. . . MYHULMIAJIBHOE YUPEXKICHHE
HEKOMMEPUECKasi OpraHu3alHsl
JOAU
Bnagensuem  mH(pOpMauu | rocyapCcTBo
TpeTbei KaTeropuy | MyHHUIMIIAIBHOE YUPEkKACHUE
SIBIISICTCAL. . . yUpexACHUE
HEKOMMEPUECKasi OpraHu3alHst
OcHOBHEIM HOPMAaTHBHO- | CtpaTerus HalMOHAJIBLHOH Oe3omacHocTd PO
PaBOBBIM JIOKYMEHTOM, o .
A — npaa, @3 "O rocynapcTBeHHOM TaitHe"
CcBOOONIBI W  0€30MacHOCTb | KOHCTUTYIIMS
YeJIoBeKa B CHUCTEME |« oRHBIIf KOTEKC
UH(POPMALIMOHHBIX

oTHo1eHu, B PO saBnsercs

JTOKTpUHA MH(POPMAITMOHHON Oe3omacHoCTH PD

COBOKYNHOCTb  O(HIMATBHBIX
B3JISIIOB  Ha II€NH, 3a/ayH,
TPUHIIMITBI u OCHOBHBIE

HanpasyieHHs] 00eCTiedeHus] UH-
(hopMaIMoHHOW 0€30TaCHOCTH
P® npencrasiieHbl

B /[okTpuHe nHpOopMannoHHo# 6e3omacHocTu PD

B Kourermu HanmnonanpHoii 6e3omacHoct PO

B Koncruryunu PO

B buiie o Haa3ope 3a TaHHBIMU

B @3 PO "OO6 undopmanyu, vHGOPMAIIMOHHBIX TEXHOJIOTHUIX U O
3amuTe nHGopmanuu”

Ha wexnyHapogHoM ypoBHE
npefensl  BMeEIaTelIbcTBA B
YaCTHYIO JKHM3Hb CO CTOPOHBI
rocyaapcTBa M APYIHX CyObek-
TOB OIIpPEIEIICHBI

3aKOHOM O TaiiHe 4acTHOM MH(opMaIiu

crargaptoM ISO 15408

OpPAaHKEBOW KHUTON

OeKJIapalyeil mpas YeJoBeKa

OuJIEM 0 HaA30pcC 3a JaHHBIMHA

[pectyruienusim B cdepe
KOMITBIOTEPHOH HH(MOpMAIH B
VYromoBHOM KOJIEKCE
IIOCBAIIASICTCA

2JlaBa

pazzgen

CTaThi

ITYHKT

4aCTb

CTaHOBIJIEHHE OTEYECTBEHHOI'O
3aKOHOJATEILCTBA 110
WH(GOPMATH3AIUH [TPOU3OIILIO

B KoHIIE 60-X IT

B KoHIle 70-X IT

B koHIIe 80-x T

B Hayaje 90-x T

B Hayajie 70-X IT

3amuTa KOMIBIOTEPHOM WH-
(dbopMmaiuu BBeJICHa. ..

ceMeMHBIM KojiekcoM PO

KoHncturynuei PO

['paxxpanckum kojekcom PO

VYT0J0BHBEIM KOJeKCOM PD

Uro  mpencraBisieT  coOoH
MOKTpUHA  WH(MOPMAITHOHHOM
6e3omacHoctu PO?

HOPMAaTUBHO-IIPABOBOW aKT, YCTaHABJIMBAIOIIUNA OTBETCTBEHHOCTH
3a MpaBoOHApyIIeHHs B chepe HHMOPMAITMOHHONW 0€30MaCHOCTH

(benepanbHBIi 3aKOH, PETYJIMPYIONIIUI MPABOOTHOLICHHUS B 00a-
CcTH HHGOPMAITMOHHON 0€301TaCHOCTH




Bonpoc

Bapuanmbl omeema

1esneBas MporpaMMa pa3BUTHS CUCTEMbl MH()OpPMAIMOHHON 06e3-
omacHoct P®, mpexacraBistomas cobOoil MOCIEIOBaTEILHOCTD
CTaguil ¥ 3TAIOB

COBOKYITHOCTb Oq)I/II_II/IaJIbHBIX B3IV A0B Ha LCJIM, 3aJa4u, IMPUH-
LUITBI ¥ OCHOBHBIC HalpaBJeHUs oOecredeHuss HH)OPMAIIMOHHOM
6e3onacuoctu Poccuiickoii @enepanuu

OxpaHa TNepcOHaJbHBIX JaH-
HBIX, T'OCYJApCTBEHHOH, CIIy-
KeOHOW M APYrHMX BHIOB HH-
¢dopmManu OrpaHUYEHHOTO JO-
CTyIIa 3TO

3anTa HPOpPMaLuu

KOMIIbKOTCpHAA 0€30I1aCHOCTD

3alIMIIEHHOCTh HHPOpMALUU

3alMIIEHHOCTh MOTpeduTesiel nHbopMauu

0€30IaCHOCTh JTaHHBIX

HokymentupoBatHas — HHOGOP- | rocynapcTBEHHAs TallHA
Mami, JOCTYN K KOTOPOH KOMMepYecKas TaHa
OTPaHUYMBAETCA B  COOTBET- =
CTBUH C 3aKOHOJATEIbCTBOM OaHKOBCKas TaliHa
PD KOH(pHUACHITHATbHAS HHHOPMAITUS
|. IpUHIMIT CUCTEMHOCTH
2. IPUHIIAI KOMIUIEKCHOCTH
3. IPUHLHUII HEIPEPBHIBHOCTHU 3aILMThI
4. ruOKOCTh CHCTEMBI 3aIUTHI
5. pazymHas JOCTaTOYHOCTh
1. npaBWIBHO BHIOpATh TOT JAOCTATOYHBIA YPOBEHb 3alTUTHI, TIPH
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO T'0 yiiepda Obuin Obl
IIPUEMJIEMBIMU
CooTHecuTe NPUHIMIBI HUH- | 2. HEIIPEPBIBHBIN LI€JI€HANIPABICHHBIN MpoLecc, Mpelnoaararnmi
(GopmaIoHHOH 6e30MmacHOCTH, | MPUHATUE COOTBETCTBYIOIIMX MEp Ha BCEX OJTalax >KU3HEHHOTO
onpeneneHHsle  ['ocTexxomuc- nukiaa AC
cueit

3. mpeamonaraeT CoriacoBaHHE Pa3HOPOJHBIX CPEACTB MpPH TO-
CTPOCHUHU LIEJIOCTHOW CHUCTEMBI 3alllUThl, MEPEKPHIBAIOIIEH BCE
CYLIECTBEHHBIE KaHAJIbl peaJIn3allui yIpo3 U HE COJIEepIKalllel cia-
OBIX MECT Ha CTHIKaX OT/ACJIbHBIX €€ KOMIOHEHTOB

4. 0CBO60)K,Z[8.CT BJIaaciabla AC or HeO6XOI[I/IMOCTI/I TIPpUHSATHA
KapAWHaJbHBIX MCP I10 IIOJTHOM 3aMEHE CpCACTB 3allIMTHLI HA HOBBIC

5. mpenmnoaraeT HeoOXOAUMOCTh y4eTa BCEX B3aMMOCBSI3aHHBIX,
B3aMMOJICHCTBYIOIMX M U3MEHSIOIIMXCS BO BPEMEHHU 3JIEMEHTOB,
yCIIOBUH M (PAKTOPOB

CopmepxaHue W CTPyKTypa 3a-
KOHOJATEeJIbCTBA B 00J1aCTH HH-
(dbopMaIMoHHOW 0€30IaCHOCTH
BKJIIOYAET

Koncrurynusa Poccuiickoit ®enepanuun - HopMatuBHO-IpaBOBBIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit ®enepanuu - [Togzakon-
Hble akThl [IpaBuTensctBa Poccuiickoit denepannu - denepans-
HbIe 3aKOHbI - Koiekchl

Koncturynusa Poccuiickoit ®enepanum - HopMatuBHO-IpaBOBBIE
akthl (Yka3sl) [Ipesunenta Poccuiickoit @epepannn

[Tomzakonnsie akthl [IpaButenbctBa Poccuiickoit ®@enepanuu -
®denepanbHble 3aK0HbI - Kogekchbl

HCT BECPHOI'o OTBETA

3aKkoHOAATENLCTBO Poccuiickoit
Oenepann 06 uHpOpMaIHy,
UH(POPMAIMOHHBIX TEXHOJIOTH-
IX W 0 3ammre HH()OpMAIUU

¢benepanbHOro 3akoHa «O0 nHdpopmanyu, MHPOPMAIIMOHHBIX TEX-
HOJIOTHSIX M O 3aluTe MHPOpPMaLuu» U Apyrux ¢eaepaabHbIX 3a-
KOHOB, PETYJIHPYIOUIMX OTHOIICHHS B OOJACTH HCIOJB30BAHUS
uHpOopMaIU
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COCTOMT U3

(benepanbHOro 3akoHa «O MepCOHANBHBIX JTaHHBIX» U APYrux (e-
JEepAIbHBIX 3aKOHOB, PETYJUPYIONIMX OTHOIIEHHUS B OOJacCTH HC-
10JIb30BaHUs HH(OpPMALIUU

¢benepanpHOro 3aKoHa «O KOMMEPUECKOW TallHe» U IpYTrux (demae-
paJbHBIX 3aKOHOB, PETYJIHMPYIOMIMX OTHONICHHS B OOJIACTH WC-
M10JIb30BaHKs HHPOPMALIUU

¢benepanpHoro 3akoHa «O TOCYJapCTBEHHON TailHe» WM IPYTHX
(benepanbHBIX 3aKOHOB, PETYJIHPYIOIIMX OTHOIICHHS B 00JacTu
UCIOJIb30BaHUs MH(POpMALIH

IIpeameToM 1PaBOBOrO pery-
mupoBaHus B oOnactu wuH(DOpP-
Maluy, UHPOPMALIMOHHBIX TEX-
HOJIOTHH ¥ 3alUThl WHpOpMa-
LIUH SIBJISIFOTCS

OTHOIIICHHSI, BO3HUKAIOIINE TOJIBKO IPH OCYIICCTBICHUH NIpaBa Ha
MOWCK, MONTYYCHHE, TIepeaady, MPOU3BOJICTBO U PACTIPOCTPAHCHHE
nHpopmaluu

OTHOIICHHS, BO3HUKAIOIIME TOJBKO IIPpU NPHUMCHCHUU I/IH(bOpMa-
ITHMOHHBIX TEXHOJIOTHI

OTHOIICHHS, BO3HHUKAIONINE TOJBKO IPHU OOCCIICUYCHUH 3alTUTHI
nHpopmaruu

OTHOIIEHHUS, BOSHUKAIOUIUE IIPU OCYLIECTBICHUHU MpaBa HA MOUCK,
MOJIyYeHue, Iepenady, MPOU3BOJCTBO U PACIPOCTPAHEHHE WH-
dbopmanmu; NP TPUMEHEHWH WH(POPMAIMOHHBIX TEXHOJIOTHH;
pH o0ecreyeHN ! 3aUThl HHPOpMAIHH

B cTpykTypy rocyinapcTBEHHOU
CUCTEMBI 3alUThl WH(OPMAIUH
PO Bxomar

OCh PO

MB/J] PD

DPCTIOK

OCHH

HopmaTtuBHO-IpaBOBOl  akT -
3TO

[IPaBOBOM aKT, NMPUHATBHIA MOJIHOMOYHBIM Ha TO OPTaHOM U CO-
JiepKalluii MpaBOBbIE HOPMBI, T. €. MPEANHCAHUS OOIIEro Xapak-
TEPA U MOCTOSIHHOIO JEHCTBHS, PaCCYMTAHHBIE HA MHOI'OKPAaTHOE
[IPUMEHEHUE

[IPaBOBOM aKT, NMPUHATBIA MOJIHOMOYHBIM Ha TO OPTaHOM M CO-
JiepKallluii MpaBOBbIE HOPMBI, T. €. MPEANHCAHUS OOIIEro Xapak-
TEPA U MOCTOSHHOIO JEHCTBHS, PaCCUMTAHHBIE HA OJHOKPATHOE
[IPUMEHEHUE

HCT BEPHOI'0 OTBETA

Kak mnaspiBaeTcs 3aKkoH, pery-
JUPYIOIMMHA JEATENBHOCTh TOC-
YIOApCTBEHHOW TaliHbl Ha Tep-
putopuu PO

O KoMMepUecKoH TaliHe

O rocyaapcTBeHHOM TaiiHe

O ciyxe0HoIi TaliHe

O BpauebHOM TailHe

CyOBeKT TepCOHAIbHBIX JaH-
HBIX 00JIaJjaeT MpaBaMu

Ha JOCTYII K CBOUM IEPCOHAJIbHBIM OTdHHBIM

BO3Pa)KEHHE MPOTUB NPHUHATHS PELICHUN HMCKIFOUYUTEIBHO HA OC-
HOBAHHUU AaBTOMAaTH3MPOBAaHHON 00pabOTKM MEpPCOHAIOM JAHHBIX,
MOPOXKJIAIOLIUX IOPUANYECKHE TOCTEACTBUS B OTHOIIEHUU CYOb-
€KTa WM WHBIM 00pa3oM 3aTpardBarolldX €ro MpaBa U 3aKOHHbBIE
HMHTEPECHI

00KaJIOBaHUE JIEMCTBUN WK Oe31eiiCTBUNA

BCPHBI BCC BAPpMAHTEI

IIpaBoBOe perynupoBaHue OT-
HOILIEHUH B 00JaCTU HCIIOJIB30-
BaHMS DJICKTPOHHOH IHU(POBOIMA
MOJIITUCH OCYIIECTBISAETCS B CO-

I'paxxnanckum konekcom Poccuiickoit denepaunun

®denepanpHbiM 3akoHOM "OO6 mHpOpManuu, WHGOPMATH3AUA U
3anmTe uHpopmanuu"




Bonpoc

Bapuanmbl omeema

OTBCTCTBHH C

®enepanbHbiM 3akoHOM "O cBsizu"

BCPHBI BCC BApHUAHTEI

Uro U3 TEepeyUCICHHOTO He
BXOJIUT B MEPBBIA YPOBEHbH Ipa-
BOBOTO obecrieueHus napopma-
ITMOHHOU 0€30TTaCHOCTH

Konctutynus PO (cr. 23, npaBo Ha TailHy NEPENNUCKH)

I'paxxnanckuii kogekc PO (ct. 139, Bo3menieHne yOBITKOB OT yTe-
YeK)

®DenepanbHbli 3aK0H "O rocy1apcTBeHHOM TaHe"

[Tocranosnenus IIpasurenscrtea PO

M3 CKONBKUX ypOBHEH COCTOUT
MpaBoBOE  oOecrieueHue  WH-
(hopMaIMOHHOM 0E€30MMacCHOCTH

JIBYX YpOBHEH

TPEX YPOBHEMN

YEThIPEX YPOBHEU

MISITH YPOBHEH

IlepeueHsr BUIOB AEATEIHHOCTH
B o0yacT 3ammTel WHpOpPMa-
oYU, Ha KOTOPBLIC BbIOAAKOTCA
nuueH3ud, omnpeneneH Ilocra-
HoBienueM IlpaBurtensctBa PO
"O NMIEH3UPOBAHUU OTIECIb-
HBIX BHIOB AEATEIbHOCTH" OT
24.12.94 Ne1418 x HUM, B JacT-
HOCTH, OTHOCHTCSA pa3paboTka,
MPOM3BOJICTBO, peanu3anus |
CEPBHCHOE 00CTy)KUBaHHE

1 poBaIbHBIX CPEACTB

3allUIICHHBIX CUCTEM TCJIGKOMMYHI/IKaHI/Iﬁ

IIpOrpaMMHBIX CpCACTB

CIICUAJIBHBIX TEXHUYCCKHUX CPCACTB 3alINUThI I/IH(bOpMaIII/II/I

IIOATrOTOBKA M IICPCIIOATOTOBKA KaJAPOB

BCC BCPHBI BApUAHTEI

3aKOHOATEIbHOW U HOPMATHB-
HOWM 0a30il JNUIEH3UPOBAHUS H
ceprudukanum B 00JIaCTH 3a-
MAUTH WHPOPMALIUN  SBISTFOTCS
3aKoHBI PD

0 rOCYJapCTBEHHOM TailHe

0 TEXHUYECKOM PETYIMPOBAHUU

0 JIMOCH3UPOBAHUUN OTACIBbHBIX BUAOB ACATCIILHOCTU

0 3alllUTe MpaB NoTpeduTeneit

BCC BCPHbI BAPHUAHTLI

IlepeueHb BUIOB ACATEIHHOCTH
B 00JIacTH 3amuThl HWHpOpMa-
UM, HA KOTOPBIC BBIAAIOTCS
nuuen3uy, omnpeneneH Ilocra-
HoBieHueM IlpaBurenscta PO
"O NHIEeH3UPOBAaHWUU OTHENb-
HBIX BHJIOB JEATEIBHOCTH K
HUM, B YaCTHOCTH, OTHOCHTCS
pa3paboTka, IPOU3BOJICTBO, pe-
anu3anus U CEepBHCHOE 00CIy-
KUBAHUE

U (POBATBHBIX CPEJCTB

3allUIICHHBIX CUCTEM TCHGKOMM}’HI/IKaHI/Iﬁ

MIPOTPaMMHBIX CPEACTB

CIICUAJIbHBIX TEXHUYCCKUX CPCACTB 3allIUThI I/IH(bOpMaI_II/II/I

BCPHBI BCC BApMAHTEI

JINYHEIC
Kakue KaTeropus InepcoHaib- | OOIIEIOCTYIIHbIE
HbIX JaHHBIX Bbyienser @3 “O | ¢pusznongornyeckue
MePCOHANLHBIX JaHHBIX 7 CIIeIHaIbHbIE
OMOMETpHUYECKHE

B kakux ciydasix omeparop He
00s3aH YBEJOMIISITH PETYISATOPA
00 00paboTke TMepCOHATBHBIX
JTAHHBIX ?

eciu J1aHHbpIe BKIIIOYaroT B cedst DUO, trenedoH u pazmep oxnama

CCJIM orepaTopa CBA3LIBACT C CY6I>CKTOM TPYAOBBIC OTHOLICHUS

€CJIM JaHHBIE BKIIOYAIOT B ce0s Toiisko OO

€CITU JIaHHBIE KacaloTCsl 37I0POBbs CyObEKTa

€CJIM JTaHHBIE KaCcalOTCsl CEMEHHOM KM3HU CyOBbeKTa




Bonpoc

Bapuanmbl omeema

€CIIM JJaHHBIE HEOOXOANMBI /ISl OZTHOKPATHOTO MPOITyCcKa Ha Tep-
PHUTOPHIO omepaTopa

Bribepute cimydan o06paboTKu
MEPCOHANBHBIX JaHHBIX, KOTJa
omepaTop He 00s3aH TOIYy4aTh
MUCPMEHHOE COTJIacHe CyOBeK-
Ta Ha 00paboTKY:

OpOHHpPOBAaHUE TOCTUHULIBI TYPUCTUUECKOU hupMoi

rnepcjada JaHHbIX TPCTbUM JIMIIAM

€CITH MEXKIY OIepaTopoM M CYOBEKTOM €CTh JOTOBOP, MpeaycMar-
puBaronuii oopadotky I1/]

JIOCTAaBKa IMOYTOBBIX COOOLIEHUI

OpraHu3aiys cocTaBisieT 0a3y JaHHBIX CBOMX KIMEHTOB, C yKa3a-
nuem OUO, TenedoHOB, aJPECOB U 3aHUMAEMBIX JIOJDKHOCTEH

Kakoii HOKyMEHT cOmepXHUT B
cebe CTpaTerHdyecKue HaIhuo-
HAJBHBIC TPUOPUTETHI, IEIU U
Mepbl B 00J1aCTH BHYTpPEHHEH U
BHEIIHEH 1moauTuKH Poccwm,
OTIPEIETISIONTNE COCTOSIHHC
HAI[MOHAIBHON 0€30MacHOCTH U
YPOBEHBb YCTOWMYUBOTO Pa3BUTHS
rocyJapcTBa Ha JIOJTOCPOYHYIO
MEPCIEKTUBRY?

®denepanpHblii 3akoH “O0 mHpOpManuu, THHOPMAIIMOHHBIX TEX-
HOJIOTHSIX M O 3aniuTe nHhopmanuu”

®denepanbHbli 3aK0H “O rocy1apCTBEHHOM TaitHe”

JloktpuHa uHpoOpManuoHHON Oe3zonacHoctu Poccuiickoit dene-
pauuu

Crparerus HanroHanbHOM O6e3omacHocTu Poccuiickoit @enepanuun

Kakoit mokymeHT oToOpaxaeT
oduIMaTbHBIE B3MIIAAB HA Iie-
7M, 3aJa4d, TPHHIMIB H OC-
HOBHBIC HampaBJieHHs obecme-
4yeHus: MH(POPMAIMOHHOW 0e3-
omacHocTH PO?

®denepanpHblii 3akoH “O0 mHpOpMauu, THHOPMAIIMOHHBIX TEX-
HOJIOTHSIX M O 3aiiuTe nHdhopMmanuu”

®denepanpHblil 3ak0H “O rocy1apcTBEHHOH TaitHe”

JlokTpuHa wHpOpMaMOHHONW Oe3omacHOCTH Poccuiickoit dene-
pauuu

Crparerus HauMoHalbHOM Oe3onacHoctu Poccuiickoit deneparyu

Bonpocs! k kommiiekcHomy 3aaannio TK3

1. Yto Takoe «mpaBoBOoe obecreueHre UHGOPMAIMOHHON 0€30MacHOCTH» U B
YEM 3aKJII0YAETCA €0 MPeIMET?

2. Packpoiite coaepkaHue MpaBOBOro obecrneueHus: 0e30MacHOCTH CBECHUI.

3. PackpoiiTe copepkanue u CTPYKTYPy 3aKOHOJaTeIhCTBA B 00acTu odecrie-
yeHus1 THHOPMAITMOHHON 0€30MacHOCTH.

4. OcHOBHBIC HOPMATUBHBIE PYKOBOISIINE JOKYMEHTHI, KaCaroIIHUecs rocyaap-
CTBEHHOU TailHbI, HOPMAaTUBHO-CIIPABOYHbBIC JJOKYMEHTHI.

5. YpoBHU npaBoBOro odecrnedeHusi HHPOPMAIMOHHOM 0€30IMacHOCTH.

6. Mecto uHpopMaImoHHON OE30MMaCHOCTH YKOHOMUYECKUX CHUCTEM B HAIHO-
HaJIbHOM O€30IMMaCHOCTH CTPAHBI.

7. OCcHOBHBIE NPUHLIUIIBI 0O0eCTIeueHUsT O€30MaCHOCTH.

8. Konuernuust nHGOpMaliMOHHOM 0€30MacHOCTH.

9. HoxtpuHa undpopmaimonHoi 6ezonacnoctu Poccum.

10. YeTsipe OCHOBHBIE COCTABJISIOIINE HAIIMOHAIBHBIX HHTEpecOB Poccuiickoi
®depneparuu B UHGOpMAIMOHHOM cdepe.

11. OcHoBHbIe 3a1aun obecnieueHuss HHGOpMaIMOHHON Oe3omacHocTu. [IpaBo-
BBIE METO/IbI 00ecredeHus: MHHOPMAITMOHHON 0€30TaCHOCTH

JJI IpOMeKYyTOYHOM aTTeCTALMU:

1. UudopmarmonHas 6e30MacHOCTh YEJIOBEKa M OOIIeCTBa. YPOBHH 3alUThI



MH(OPMAIMOHHBIX PECYPCOB.

2. Komnerotrepusie npectyruieansi. OCHOBHBIC TEXHOJOTHH, UCTIOJIB3YIOITHECS
IIPY COBEPIICHUU KOMITBIOTEPHBIX MPECTYTUICHUH.

3. OOBEKTHI 3amMTHl HHPOpMAIUK. 3amuTa HHHOPMAITNH OTPAaHUYECHHOTO J10-
CTyHa: rOCyJapCTBEHHAs TallHA, KOMMEPYECKas TalHa.

4. OcHOBHBIE KaHaJbl yTEUKU WH(OPMAIUH.

5. Meroapl u cpenactBa 3ammuThl wHGopmaruu. CoaepkaHHUE CIOCOOOB H
CpeaCTB obecrnedeHus: 6€30MmacHOCTH HH()OPMAIIUH.

6. Kpunirorpadusi. CumMmMeTpudHbIE KPUTITOCUCTEMBI.

7. Kpunirorpadusi. AcCuMMETpUYHbIE KPUIITOCUCTEMBI.

8. 0O0630p u KiIaccudukanys METoA0B MU(poBaHUsS UHPOPMAIIUH.

9. DnexkTpoHHO-1IMPOBAsT MOIHUCH.

10. Yrto oTHOCHUTCS K CpPEICTBAM HHXKEHEPHO-TEXHUYECKOW  3allUTHI
uH(OPMAITUH U 17T YeTO OHM MPeaHA3HAYCHBI?

11. B 4yem 3akiao4aroTcss JOCTOMHCTBA M HEJOCTATKU MPOTPAMMHBIX CPEJICTB
3aIuThl UHPOpMaIuu?

12. ITaponpHas 3ammmra.

13. IlonsiTrie yrpo3sl. AHAIU3 yrpo3 HHPOPMAIMOHHON Oe30omacHOCTH. Buapl
«HAPYLIUTEIEI».

14. TTonutuka 6e3omacHOCTH. OCHOBHBIE TUIIBI TOJTUTUKHA 0€30TTaCHOCTH.

15. CrangapTsl UHPOPMAITMOHHOM 0€3011aCHOCTH.

16. IlpaBoBoe obecrnieuenure 3amuThl nHGopMaiu. HopMaTuBHBIE TOKYMEHTHI.

17. Pazpymatoiiue nporpaMMHbIE BO3JICUCTBUS: BUPYCHI U 3aKIaJKH. AHTHUBH-
PYCHBIE CPEJICTBA.

18. Tlcuxonoruyeckre acnekThl HHOOPMAITMOHHON O€30MTaCHOCTH OpTaHU3aIlHH.

19. HaCTpOﬁKa MMOJINTUKHU 0€30I1aCHOCTH OHepaHI/IOHHOﬁ CHCTCMBI.

20. AHanu3 3aMIIEHHOCTH U30JIMPOBAHHOW MPOTPAMMHOM CPEIBI.

21. UccrnenoBanue cucteM HICHTH(DUKAIUH.

22. CTpyKTypa 3aKOHOJaTeIbHOM 0a3bl HH(GOPMAITMOHHON Oe3onmacHOoCTH PO.

23. Ctparerus HalMOHAIBHOM Oe3omacHocTy. HazHaueHne, OCHOBHBIE TEPMUHBI.

24. Jloxtpuna Ub. Ee naznauenue.

25. CTpykTypa ¥ BBl HOPMATHUBHBIX aKTOB, PETYJIUPYIOIMIHUX OOECIECUYCHHE
uHdopmarmonHoi 6e3onacHocT B Poccuiickoit denepanuu

26. [Tonsitue o 3amure undopmaruu B PO (149-03). 'ocynapcTBeHHOE pery-
mupoBanue. O0s3aHHOCTU OoONaaaTesield nHGoOpMaIMi U ONePaToOpoOB MH(POPMAIIMOH-
HBIX CHCTEM. Perysaropsl.

27. CucreMa HOPMATHBHBIX TPABOBBIX aKTOB, PETIAMEHTHUPYIOMINX oOecmede-
HHUE COXPAHHOCTH CBEACHUM, COCTABJISIOLINX IOCYIAPCTBEHHYIO TaHy B Poccuiickou
denepauuu
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