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1. lleab, 3272494 U IVIAHUPYEMble Pe3yJIbTAThI 00y4eHHs 10 TUCHUILINHE

Lenpro ocBoennss aucuuiuimabl B1.0.11.03. "OcHoBbI HH(MOPMAIIMOHHON
OesomacHocTH" SABIsETCSd (OPMUPOBAHMS Yy CTYJEHTOB 3HAHUM U HABBIKOB 11O
BOIIpOCcaM HMH(POPMALIMOHHON O€30MacHOCTH, a TaKXK€ HAaBBIKOB IMPAKTHYECKOTO
obecrnieyeHus 3amuThl HHGOPMAIMU U OE30MMacHOTO HMCIOIB30BaHUS MPOTPAMMHBIX
CPEACTB B BBIUUCIIUTEIBHBIX CUCTEMAaX OPTAHU3ALMN U YUPEKICHUMN.

3amayamMul AUCUUILINHBI SIBJISIFOTCS: MOJIydeHHEe 0a30BbIX TEOPETUUECKUX TPel-
CTaBJICHUII O COBPEMEHHBIX OPraHU3allMOHHBIX W TEXHUYECKUX METOJAX 3allMThI
uH(popMaIUK, a TAKKEe TEXHUYECKUX CPEACTBAX 3alUThl KOMIIbIOTEPHOM HH(OpMa-
MU UH(OOPMAIIMOHHBIX CUCTEM OPTaHU3alUN U YUPEKICHHM.

Komnerenumu u uHAUKATOPHI, PopMUpyeMble Y 00yUatOIIUXCsl:

Kox u HanMeHOBaHNE KOMITETCHITHH Kox n HanMeHOBaHUE WHANKATOPA
OIIK-4. Criocoben nonnMars npuHIMnbel pa- | OIIK-4.2. Brageer HaBbIKaMu MpUMEHEHHS U PO-
0O0TBI COBPEMEHHBIX MH(DOPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHHA ISl peIIeHUs 3axad mpodeccro-
HOJIOTHI Y UCTIONIH30BATh UX IS PEIICHHUS HAIBHOW JEATENILHOCTH C YY€TOM OCHOBHBIX Tpebo-
3a71a4 MpoQeCCHOHATBHON IEATETbHOCTH BaHMI MHGOPMAIIMOHHON O€30MaCHOCTH

2. MecTo nucuumiIuHbl B cTpykrype Ol

[IpenmecTByromue TUCHUIIMHLI (MOysH), ipaktuku, HUP, ap.:

b1.0.11.01. UadopmarimoHHbIE TEXHOJIOTHH

b1.0.11.02. Anroput™Mu3aius U NpOrpaMMUPOBAHUE

[Tocneayronue AUCIUTIIMHBI (MOayH), ipakTuku, HUP, np.:

b1.0.11.04. IIporpammHoe o0ecrieueHre U MporpaMMHUpOBaHue B TPodheccro-
HaJIbHOM JEATEIIbHOCTU

3. CTpyKTYypa U cojiep:kaHue TUCHHIIUHBI
CTpyKTypa IHCHMILIUHBI
Jliis ouHO# popmbl 00yUeHHS

Bun yaeOHo# paboTh Bg%ro E;:gg 4CeMec;p (b) 5
OBLIAA TPYAOEMKOCTbD ANCHUTIIMHBI 2 72 2
KOHTAKTHAS PABOTA 1,00 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexmnu 0,44 16 16
[TpakTrueckue (CeMUHAPCKUE) 3aHATUS 0 0 0
JlaGopaTopubie paboThI 0,44 16 16
CAMOCTOATEJIBHAA PABOTA OBYYAIOIIETI' OCA 1,12 40 40
ITpopaboTka yueOHOrO MaTepuaa 1,12 40 40
Kypcogoii nmpoekt 0 0 0
Kypcosast pabora 0 0 0
[ToaroroBka K MpOMEXyTOYHOW aTTECTAIIMH 0 0 0
[IpoMexxyTo4yHast aTTecTals: 3




Conep:xaHue IUCHMIVIMHBI, CTPYKTYPHPOBAHHOE MO0 pa3iejiaM H
BU/aM 3aHATHH

Pacnpenenenue tpy- | ®@opmeiu | MHIEKCH HHAUKATO-
JIOEMKOCTHU BUJI poB hopMupyeMbIX
§ 110 BU/iaM y49eOHOH | KOHTpOms KOMITETEHITHH
Pa3zennl g paboTh
o
JVCHIUTUTHHBI § = g 2| g
A | Z Lz* & ‘;
S|l | B 8
Paznen 1. OcHOBHBIEC TIOHATHS U
aHanu3 yrpo3 uHpopmaronHon | 10 | 6 8 0 | 12 TK1 OIIK-4.2. 3YB
0€301acHOCTH
Pasgen 2. [lousTre HaMOHAILHON
0€30MacHOCTH, BUABI 0€30MacHO- 6 2 0 0 4 TK? OIK-4.2 3
ctu. Mudopmarnmonnas Oe3omnac-
HOCTh PD
Paznen 3. MexnyHapoaHas, Ha-
[[MOHANIbHAS ¥  BEJIOMCTBEHHAs
HOpMaTHBHAas MMpaBoBas 6aza B 00- | 6 2 0 0 4 TK3 OIlK-4.2. 3
JacTu MH(pOpPMAITMOHHON Oe3orac-
HOCTH
Pa3nen 4, HuxenepHo-
TeXHUYECKas 3amuTa | 24 | 4 8 0 | 12 TK4 OIIK-4.2. 3YB
nHdOpMaUu
Pazpen 5. OpranuzauuoHHO-
npaBoBoe obOecrneuenue 3amutel | 10 | 2 0 0 8 TKS OIlK-4.2.3
uH(pOpMaIUn
3ayer 0 0 0 0 0 oM 1 OIIK-4.2. 3YB
Hroro 3a 4 cemecTp 72116 |16 | O | 40

Coneprxkanue TUCHUNTHHBI

Paznen 1. OcHOBHBIC IOHATHUS U aHATTU3 YTPO3 HHPOPMAIIMOHHOMN O€301MacHOCTH.

Tema 1.1. OcHOBHBIE TOHATHS WH(OPMAMOHHON OE30MMACHOCTH U 3aIIUThI WH-
dbopmariuu.

OcHoBHBIE TEPMUHBI U orpenenenus. OdecrneueHne nHpopMaMoHHON Oe3omac-
HOCTH KOMITBIOTEPHBIX cUCTeM. Buabl yrpo3. Tpu Hanbosee BeIpaKeHHbBIC YyTpo3bl: 1)
TIOJIBEPIKEHHOCTh (PU3NICCKOMY MCKKECHHUIO MIIH YHUYTOXKEHUIO; 2) BO3MOXHOCTh HE-
CAHKIIMOHUPOBAHHOM (CITy4aitHON MJIH 3JI0YMBIIUICHHOH ) MO (UKaIK; 3) OTaCHOCTh
HECaHKIIMOHUPOBAHHOTO (CIy4yalfHOTO U MPEAHAMEPEHHOT0) MOTY4YeHHs HH(DOpMALIUU
JIMIIAMH, [T KOTOPBIX OHA HE TIpe/IHa3HavYeHa. XapaKTep MPOUCXOKACHHS yTPo3: YMBIIII-
JeHHbIe (hakTOphl, ecTecTBeHHBbIE (pakTopbl. McTounnku yrpo3. [Ipeanockuiky mosBiaeHus
yTpo3: 00HEKTUBHBIE, CYyOBEKTHBHBIC

Tema 1.2. [Tonmutuka nHPOPMAIIMOHHOMN OE301MaCHOCTH

OCHOBHBIE TIOHATHS MMOJIMTUKHU Oe30macHOoCcTH. CTPYKTypa MOTUTHKHA O€30TacHO-
ctu. Pa3paboTka MONMUTHKY OpraHu3aIiy 0€30MaCHOCTH OpTaHU3aINH.

Tema 1.3. Cranaaptsl HHGOPMAITMOHHOM O€30MTaCHOCTH

Ponp cranmaproB nHopmanmoHHoW Oe3onacHocTh. Kputepun Ge3omacHOCTH
KOMIIBIOTEPHBIX cucTeM MunnctepcTBa 000poHbl CIIA — «OpamkeBast KHUTa». EBpo-




nericKkue Kpurepun 0e30MacHOCTH HHPOPMAIIMOHHBIX TeXHoJoruil. denepanbHble KpUTe-
pun 6e3onacHocTu. Kanajackue kpureprn 6€30nacHOCTH KoMnbioTepHbIX cuctem. ['OCT
P NCO/MBK 15408-2002, kak ayTeHTUYHBIN BapyuaHT OOIIMX KPUTEpHUEB OE30MaCHOCTH
UT. OynkuoHansHbie TpeboBaHus 6e3onmacHocTU. TpedoBaHus 10BepUs K O€30MacHO-
ctu. Crangapter ISO/IEC 17799: 2002 (BS 7799:2000). CtanmapThl IO MCHEIDKMEHTY
unpopmarmonnoit 6ezonacHoctu ISO/IEC 27001-27040. Hemeukue ctannaptst BSI.
Crangaptetr SysTrust, SCORE, GIAC. CtanaapTsr A 6ecripoBogHbIX ceTeid. OTedect-
BEHHbIE CTaHapThl HHGOPMAIIMOHHON Oe3omacHocTH. CTaHaapThl o0ecrnieueHre nHpop-
MaIlMOHHOM 0€30MacHOCTH OpraHu3aIuii 0aHKOBCKOM cuctemsbl. Poccuiickoii denepa-
uu. 'OCT P 57580.1-2017 u I'OCT P 57580.2 — 2018. CtannapThl HHPOPMAITHOHHOM
oe3omacnoctu B atepuere (IETF, RFC)

Paznen 2. [lonarre HarmoHaIbHOW O€30MMaCHOCTH, BUIBI Oe3omacHocTH. MH)Op-
MaloHHas 6e30macHocTh PO

Opranbl, obecreunBaroIye HalMoHaIbHYI0 6e3omacHocTh PO, rieny, 3agayun. Ha-
oHanbHbIe HHTEpeckl PO B nHpopMmarmonHoii cdepe. [IpuopurerHsie HamrpaBieHus B
oOnactu 3amuThl nHGopMaluu B PO. Tenaenmu pa3Butrs HHGOPMAITMOHHON MMOJIUTH-
KW TOCYIapCTB U BEAOMCTB. | '0Cy1apcTBEHHAs TaliHa.

Paznen 3. MexxayHapo/Hasi, HalluOHaIbHAs ¥ BEIOMCTBEHHAs HOpMaTHUBHAs Tpa-
BOBas 0a3a B 00y1acTu HHOOPMAITMOHHOM OE30TTaCHOCTH

O61mue nonoxenus. KonnenTyaibHbIE JOKYMEHTHI B 00J1aCTH HH(POPMAITMOHHOM
0e3onacHocTr. Baxkneimme ¢enepanbHble HOPMATUBHBIEC IPABOBBIC aKThI. 3aKOHBI, Ka-
CalOLIUECs] OXPAHbl UHTEIUIEKTYabHOM coOcTBeHHOCTH. [Tonoxenus I'paxkiancKoro Ko-
nekca P® no 3amure nadopmarn. MexayHnapogHoe cotpyaanuectBo. Komekce 06 aa-
MUHUCTPATUBHBIX MPABOHAPYIICHUSX. Y TOJIOBHBIN KOJIEKC 1 3amuTta nuadopmarmu. Oc-
HOBHBIE I0JI3aKOHHBIE aKThI B 0071acTH MH(POpMALIMOHHOM Oe30macHocTH. Ykasbl [Ipe3u-
nenra PO, nocranosnenus [IpaBurenbctBa PO, BeqoMcTBEeHHAss HOpMaTUBHAs 0a3a.

Paznen 4. UmkeHepHO-TEXHIYECKas 3amuTa HHGopMarmn

[Honsarue kpuntorpaduu. Kpurepuii HagexHoct mmdpoBanust. OCHOBHbIE KPHUII-
Torpaduyeckue rnprueMsl: 0104HOe mudpoBaHue, cxeMa noToyHoro mmdposanus. Cum-
METPUYHBIE KPUIITOCUCTEMBI IIM(POBaHUS. ACCUMETPUYHBIE KPUIITOCUCTEMBI MIK(pO-
BaHus. OyHKIMK X31KpoBaHusi. OCHOBHBIE IPOLEAYphl IU(PPOBOM OAIUCH. Y TIpaBJie-
HHUE KpunTokaouamu. nentudukanus, ayreHTudUKaIMa 1 yrpaBIeHUE TOCTYIIOM: Me-
TOJIbI AyTeHTU(HUKAIINH, UCTIONB3YIOIINE MapOoJiv, CTpOrasi ayTeHTU(HKaIMs, OnoMeTpu-
yeckas ayreHTudukanmsa. Bpenonocusie 3aknanku (B3): onpenenenue, pa3HOBUIHOCTH.
Pazpymaromue neiictBus 3akiagok OCOOEHHOCTH B3aMMOJACHCTBUSL C MPOTPaMMHO-
anmnapaTHbIMU CPEICTBAMHU 3alUThl. MeToKa MPUMEHEHUS CPEACTB OOpbOBI C BpPE10-
HOCHBIMU 3aKJIa/IKaMH Ha 3TaIe dKCIUTyaTtalunuy cucreM. CUCTEMBI pa3rpaHUYEHUs I0CTY-
na u 3amuThl oT B3. Ilpenynpexnenne 1 MUHUMUA3ALMS TOCIEACTBUI Bo3ieicTBUS B3.
Kparkas xapakrepucTuka Mep 3alluThl: IOPUINYECKHE, aIMUHUCTPATUBHBIE U OPraHu3a-
IMOHHBIE, anmnapaTtHo-porpamMubie. KommbrotepHasie Bupychl. Knaccudukanus. Kunsz-
HEHHbIN IUKJI. OCHOBHBIE KaHAJbI PACTIPOCTPAHEHUSI BUPYCOB U APYTUX BPEIOHOCHBIX
nporpamm. CpenictBa 00pbObI C BUpyCaMU: KpaTKasi XapaKTEpUCTHKA MOMYJISIPHBIX aHTH-
BUPYCHBIX NporpamMm. CpeicTBa 3alnThl OT KONUpOBaHHUs. [IpuMepsl cpeacTB U TEXHO-
Jorvii. Borpocsl mpaBoBOM 3aIUTHI

Paznen 5. OpranuzainyioHHO-TIpaBOBOE OOECMEUYEeHHUE 3alUThl HH(POPMAIUH

CyIIHOCTB U POJIb OPraHU3aIMOHHO-TIPABOBBIX ACMEKTOB MH(POpMAIIMOHHOM 0e30-



nacHocTU. YenoBeKk Kak INIaBHOE 3BEHO B CHCTEME 3alllUThl MH(GOPMALUU U Kak 3710-
yMmbllIeHHUK. HopMmatuBHas mpaBoBasi 6a3a MHPOPMalMOHHOM 0€30MacHOCTH. 3aKOH
P® “O6 nndopmaryu, nHGOPMAIIMOHHBIX TEXHOJIOTUAX U O 3amure nHbopmaiuu”. Bu-
JIbl U KATErOpUH UH(OPMAIIUU OrPaHUYEHHOTO JI0CTYIA: TOCYIapCTBEHHAs U IPyTUe BU-
1bl TaliH. 3akoH PO “O rocyaapcTBeHHOM TaitHe”, “O komMmepueckoi Taiine”, “O nepco-
HaJbHBIX JaHHBIX ’, “O HALIMOHAIBHOM IUTATEXKHOM cucteMe”, ““O 0€30IMacHOCTH KPUTH-
yeckoil nHpopmalmoHHoi uappacTpykrypsl Poccuiickoit ®deneparun”. I'ocynapcTBeH-
Hasi ccTeMa JIMIEH3UPOBAHUSA U cepTU(DUKAIIMH JEATEIbHOCTH B 00JaCTH 3aIllUThI UH-
dopmanuu. Ykasz IIpesuaenra PO “O mepax no cobr01eHUI0 3aKOHHOCTH B 00J1aCTH
pa3pabOTKH, MPOU3BOJICTBA, PEANM3AIUU U IKCIUTyaTalluy MU (POBATBHBIX CPEJICTB, a
TaKXe MPeI0CTaBJICHUS YCIyT B 00acTu mudpoBanus nuHpopmaruu”. 3akoH PO “0O06
AIIEKTPOHHOU IIU(PPOBOI oATHCH . YTOJIOBHO- IPABOBOE PETYIUPOBAHUE 3AIUTHI HH-
dbopmaruu.

TeMaTHYeCKUH IVIAH NPAKTUYECKUX 3AHATUI

JlanHbIil BUIT paOOTHI HE TPETYCMOTPEH YU€OHBIM IJITAHOM.

TemaTnuyeckuii nIaH JJadOpPaTOpPHBIX padoT

Ne Homep | IIponmosmxku-
1/ HaumenoBanue 1abopaTopHbIX paboT paszne- TEHHOCTD,
n bt} yac.
1 | Hacrpoiika moguTHKH 6€301acCHOCTH ONEPALMOHHON CHCTEMBI 1 4
2 | OpraHuzanus 3aiuThl JOKYMEHTOB cpesicTBamu akera Microsoft Office 1 4
3 | Hacrpoiika mapameTpoB 6€301aCHOCTH HHTEPHET-Opay3epa 4 4
4 | llluppoBanue mHPOpMAIIUA METOJIOM MONMHAT(PABUTHON 3aMEHBI. 4 4
[TocTtpoenue u ucnoabp3oBaHue MaTpuIlsl Bukunepa

Kypcosoii npoekT /kypcoBasi padora
JlanHbI1iA BUT paOOTHI HE TIPETYCMOTPEH YU€OHBIM IJIAHOM.
4. OueHnBaHue Pe3yJibTATOB 00y4YeHUsI

OneHuBanue pe3yjabTaTOB OOY4YEeHHS MO AMCLUMIUIMHE OCYILIECTBIAETCS B
paMKax TEKYIIEro KOHTPOJS U TMPOMEKYTOUYHOM aTTecTaluu, MNPOBOAUMBIX IO
oabHO-perTuHroBoi cucreme (bPC).

[IIkana olleHKH pe3yJbTaTOB OOYUYEHHUS M0 TUCUUTUIINHE:




Kon
KOMIIE-
TEHIIUN

Kon
MHIAKATOP
a
KOMIIETEHI]

nn

3amiaHu-

POBaHHEIC
pE3yIBTATHI
00y4eHHUS 110
JVCHIATUTHHE

YpoBeHs chopMUpOBaHHOCTH

WHIMKATOPa KOMIIETEHIUHU

Bricokunii

Cpenunuii

Hwuxe
CpeIHero

Huskuit

ot 85 1o
100

ot 70 o 84

or 55 mo 69

or 0 mo 54
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0
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0C30ITacCHOCTH B
npodeccrnoHaTbHOM
JCATEIILHOCTH

3HaeT B
COBEpILIECH
CTBE

3HaACT
OCHOBHBEIC
IMPUHIHAIIBI

3HACT
OTACJIbHBI
€
IMIPUHIHAIIBI

AMEET
MpeJICTaB
JIEHUE

nH(}OpPMaIMOHHO-
KOMMYHHKAITHOHHBI
e TEXHOJIOTHH,
NPUMEHSIEMBIE  JUIS
pereHus
CTaHJApPTHBIX 3a7ad
npodeccrnoHaTbHOM
JEATeTbHOCTH C
YY4ETOM  OCHOBHBIX
TpeboBaHUM
MH)OPMAITMOHHOM
0€30MacHOCTH

3HaeT B
COBEpIIICH
CTBE

3HACT
OCHOBHBIC
IIPUHIOUAIIBI

3HACT
OTACJIbHBI
€
IMPUHIHAIIBI

AMEET
pe/ICTaB
JICHUE

YMETb:




YpoBeHs chopMUpOBaHHOCTH
WHIMKATOpa KOMIIETCHIIUU
. . Huxe .
Bricokunii Cpenunuii Huskuit
Kon 3amiaHu- CpEeIHEro
Ko WMHINKATO OBaHHBIC ot 85 1o
& A P p a ot 70 1o 84 |oT 55 10 69 |or 0 no 54
KoMIIe- a pe3yibTaThI 100
TEHIIMU KOMIIETECHI] 00y4eHHUS 110 IIIxana oneHuBaHUA
717t JTUCITUTUINHE YIIOBJICT- HEYJI0B-
OTJIMYHO XOpOLIO  |BOPHUTENBH | JIETBOPU-
0 TEIBHO
3a4TEHO HE 3a4TEHO
HCITI0JIb30BaTh
METOJIbI ¥ CpENICTBA
obecrneueHus
nHGOPMAITMOHHOM
(popman HE MOXET
0€30IMacCHOCTH c 603
LIEJTBIO yMeeT ¢ | JIyCKaeT
yMeeT B TIOCTOPOH
MIPEIOTBPAILCHHS HCKPUTHY | OTCIIbHBI .
COBEpILICH HEel
HECAHKIIMOHUPOBAH HBIMH e TrpyObIe
CTBE TIOMOIIIN
HOTO JocTyma, OIMOKAMH | OITUOKHU
> HCIIOJTB30
3TIOYMBIILTEHHON
BaTh
uHpOpPMAIIMK WK
yTpaThl
3aIUIIAEMON
uHpOpMAIIU
OLICHUBATh
OITaCHOCTb,
CBSI3aHH c
o HE MOXET
yrpo3aMu 603
HECaHKIIMOHUPOBAH eeT ¢ | amyckaer
P yMeeT B M Ay MIOCTOPOH
HOTO  JIOCTyma K HEKPUTUY | OTICIBHBI .
COBEpILICH HEel
uHopMaIuu, HBIMU e rpyOble
. CTBE TTOMOIITH
HaMEpEeHHOU OIMOKaMH | OIIUOKH
HCIIOJIB30
Moau(UKaIuu
BaTh
JTaHHBIX W YTPaThl
CITykeOHOM
nHbopmamu
BJIAJICTh:
BJIaJICET He
COBPEMEHHBIMU OTICITHHBI
BJIaJICCT BJIaJICCT
o0mmMu criocod0amMu | BiIageeT B MU
OTJIEJIBHBI 0e3
obOecrnieueHHs COBEPILICH HaBBIKAMHU
. MH MOCTOPOH
MH)OPMAITMOHHOM CTBE c .
HaBbIKaMU HEel
0e30macHoCTH HeJoueTa
TTOMOIITH
MU
OHCHO‘IHBIC MaTcpualibl JJIA IMPOBCACHUS TEKYHICTO KOHTPOJIA nu

MIPOMEXKYTOUHOM arTecTaluu npuBefeHbl B [Ipwioxkennn k pabouedd mporpamme
JIACIHTIIAHEI.

[TonHBI KOMIUIEKT 3aJaHUl M MaTepUaOB, HEOOXOIUMBIX JIJISi OIICHUBAHUS
pe3yNIbTaTOB 00yUYEHUS MO AUCLUILINHE, XpaHUTCS Ha Kadeape pa3padoTyuka.
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3. Bamura uHdopvEEM | yrefiHoee mosoddee / A M1 Hywg, E. T Kyx, O. M.
Jlenemxum, A. U. Tevomrun. — Mocksa : PUOP - THROEANI], 2001 ) —400) ¢z. — URL:
http://new.ibooks.ru/bheakstiel 36125800 --Toxea T >HERKPOBHBIHLIA.

5.1.2. JlononHuTensaas TMTSpay)R

1. Kpemom, I".. O., ba3oBble nomamis uHGOpMEIIOHHG (B30TRLEO0TH . | yHefitHoee
nocooue / I'. O. Kpsumow, C. JI. Jlapuorosa, B. JI. Huxwammsa. —Noowmaa ;| Pycaitio;, 20233 .
- 257 @. - | SN 9788554666001 0964, ~—~URRL. :hitpsy/beekauiionle/946979. — Texcr ::
ICKTPOBHBIHI .

2. babamn, A. B., Kpmmrorpaduyeckie Metoas! 3ammmrsl HHGopMamms & yyeOHUK /
A. B. ba6am, E. K. bapamosa. — Mocksa : KaoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751.- FERKETT. : Iresrpurrebbii.

3. OpraHmzIBHHBINAEEERc: 00eCIRIEHIE HHOOPMAIMIHHN OC30MmaCH :
y4yeOHoe nocodme mus By3om / A. A. Ctpensuog, B. C. I'opbaror, T. A. [Tonsxosa [u ap. ]
nox pen. A. A.Crpenbuosa. - M. :: Axayenms, 2008, - 256 c. - ISBN 978-5-7695-4240-4. -
Teker: :HeFOCPSACTBEEHHET .

4. Undpopmanuentas O0e30MACHOCTE: KOHUENTYAIBHBIE W WETOAONOrHYECKHe
OCHOBBI 3aIUThI HH(popMaI | ysednoe nocodre / A.A. Mamok. - M.:: ['opssas mamms -
Tenexom, 2004k, - 280 ¢ ~ Tlaxarr: HeFOOPSACTBEHHBHAL.

5.2. Wisddpgpryraipiossoe 000eQ e e
5.2.1. DnexTpoHHBER: B WHTEPHET-PeCypesl

HJ\/"QH HaumeHoBaHUE HNEKTPOHHBIX ki MEIPHET-PRCYPCUR: Ccpinka
I |9BC IBOOKS.RU https://ibooks: it
2 |9BC LANBOOK.COM https://e.lanbook corm
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[Mpodeccuonanbupie 6a3pl  gaHHBIX /| WHPOpPMAIMOHHO-CIIPABOYHBIC

CUCTEMBI
Ne HaumenoBanue npoeccuoHanbHbIX 6a3
. /1‘1 TAHHBIX, HH()OPMAITMOHHO-CITPABOYHBIX Anpec Pexxum nocryna
CHCTEM
1 [Poccwuiickas HanroHambHas oubmuoteka  |http://nir.ru/ http://nir.ru/
2 OOmepoccuiickmii MaTeMaTu4eCKui http://www.mathnet.ru/ http://www.math
mopTat net.ru/
) . B https://cyberle
3 |KubepJlennnka B https://cyberleninka.ru/ ninka.ru/
4 (}II{E‘;E;’HMBHM PNICKTPOHHAs GHONOMOTEKA ||ic- /11 snel ru/ https://rusneb.ru/
5 |Texuuueckas OHOIHOTEKA http://techlibrary.ru ?Jtp://techllbrary.
http://app.kgeu.local/Home/Ap |http://app.kgeu.lo
6 [LUCC «Kogekc» / «TexakcmepT» 0s cal/Home/Apps
7 |«KoHCymbTaHT IUIHOCH http://www.consultant.ru/ Ihtgﬁt:/l{\lj\;ww'consu
8 |«lapanT» http://www.garant.ru/ ??Lp/:llwww.garan
JIueH3noHHOE ¥ CBOOOAHO  pacHpOCTpPaHsIEMOE  MPOrPAMMHOE
oOecrieueHune AU CHUITIINHBI
PexBu3uthl
Ne | HammeHoBaHuME mpOrpaMMHOTO Crnioco6 pacnpocTpaHeHUs
MOJTBEPIKIAIOLIIX
/1 o0ecrieueHus (JTUTIEH3MOHHOE/CBOOOTHO)
JOKYMEHTOB
3A0
. "Co¢rJlaitnTpeiin"
Windows 7 TIpodeccuonanbhas |I[Tonb30BaTenbCKas OnepariioHHast
1 (Pro) cHCTeMa Ne2011.25486 oT
28.11.2011 Hewucka.
npaBo. beccpouno
3A0
. "CodrJlaitaTpein"
Windows 7 Tlpodeccuonanshas |[lonp30Barenbekas onepauoHHast
2 (Starter) cHCTeMa Ne2011.25486 oT
28.11.2011 Hewnckn.

npaBo. beccpouno

6. MaTepuajJibHO-TeXHHYECKOE 00ecrevyeHue U CIUIIMHbI

HaumenoBanue Buaa

HanMenoBanne yueOHOU ayau-

yueOHOI paboTHI

TOPUH, CTICLIUATTU3UPOBAHHON
JabopaTopun

[lepeuyens HEOOXOIUMOTO 00OPYAOBAHHS U TEXHU-
YECKHUX CPEIICTB O0YUCHUS

Jlexnuu

Y4eOHas ayauTopust Juist Ipo-
BEJICHU 3aHATHH JIEKLINOHHOT O
THIIA

CHCI_[I/Ia.TII/I?:I/IpOBaHHa}I yqe6Ha;1 MC6CJ'IB, TCXHHUYC-
CKHE€ CpelIcTBa OOydYeHHWs, CIyKamuie IS
IIPEICTaBICHUS yueOHOI uHpopManuu
OonpIIoON  aymuTtopuu  (MYJIbTHUMEIUAHBINA
MPOEKTOp, KoMmmbioTep (HOYTOYK), OSKpaH),
JEMOHCTPAIIMOHHOE 000py/I0BaHKUE, Yy4eOHO-
HaTJISTHBIC TIOCOOMS
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HaumenoBanue yueOHOI ayau-
TOPUH, CIICHIMATU3UPOBAHHON
nabopaTopun

HaumenoBanue Buia
yaeOHO# paboTHI

[lepeuens HEOOXOIUMOTO 00OPYAOBAHHS M TEXHU-
YECKHUX CPEIICTB OO0YUCHUS

JlaGopaTtopHsbie pa- |KoMIbroTepHbIH Ki1ace ¢ BEIXO- | Crienuanu3upoBaHHass — yuyeOHas — MeOelb,
0OTBI nom B Unrepuer 1-418, /1-420, | texnuueckue cpencTBa 00yueHus
H-424, J1-427 (MyJTBTUMEIMUHBIA MPOEKTOP, MOHOOIOKH 25
1e. ), JUIEH3UOHHOE MPOrpaMMHOE
o0ecrieyeHne
KommpioTephbiii kiacce ¢ Bixo- | Crienuaau3upoBaHHas yueOHas mebenb Ha 30
nom B Muteprer B-600a nocagounbix  Mect, 30  KOMIIBIOTEPOB,
TEeXHUYECKHE cpefcTBa oOyueHHs (MyJIbTHMe-
JTUWHBIA  TPOEKTOpP, KOMMBIOTEP (HOYTOYK),
9KpaH), BUJICOKAMEDPHI, POrpaMMHOE
oOecrieueHue
CamoctosTenpHas |KommbrorepHbiii kinace ¢ Beixo- | Crienuanv3upoBaHHas ydeOHas meOensb Ha 30
pabora nom B MuTepuer B-600a nocagouHbix  Mect, 30  KOMIIbIOTEPOB,

TEXHUYECKHUE CPEJCTBA 00y4deHUs (MyJIbTHME-
IUHHBIA TPOEKTOp, KOMIBIOTEP (HOYTOYK),
9KpaH), BUJICOKaMepHlI, MIPOrpaMMHOE
o0ecrieyeHue
Crienuanu3upoBaHHas MeOelb, KOMITbIOTEPHAsI
TEXHHKA C BO3MOXHOCTBIO BbIX0OJ1a B MIHTepHET
u obecrieuenuem nocrymna B dMOC, skpan,
MYJIbTUMEAUNHBINA TPOEKTOP, TPOTPAMMHOE
obecrieueHne

YuTannHbIHI 3a11
OnOIIMOTEKH

7. Oco0eHHOCTH OpraHu3anuu 00pa3oBaTeJIbHOM 1eATETbHOCTH JJIsl JIMI C
OrPAHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI M HHBAJINI0B

JInna ¢ orpaHnYEeHHBIMU BO3MOXKHOCTAMH 310p0oBbs (OB3) 1 mHBamuabpl UMEIOT
BO3MOYXHOCTh OCCHPENATCTBEHHO MEepPEeMEeIIaThCsl U3 OJTHOT0 Y4eOHO-1abopaTOPHOTO
KOpIyca B JApPYrod, MOJHATHCS Ha BCE 3TaXU Y4eOHO-TaOOpPATOPHBIX KOPIYCOB,
3aHUMAThCSi B YYE€OHBIX M HHBIX TOMEHIEHUAX C Y4E€TOM OCOOCHHOCTEH
MCUXO(PU3UYECKOTO PA3BUTHUS U COCTOSTHUS 3JOPOBBA.

Jns o6yuenust nuiy ¢ OB3 W MHBaIUI0B, MMEIOLIUX HAPYIICHUS OIMOPHO-
JBUTATENILHOrO anmnapara, 00ecleueHbl YCIOBHS OeCHpensiTCTBEHHOIO JIOCTYyNa BO
Bce yueOHbIe moMenieHus. Mudopmarus o crienuanbHbIX YCIOBUSX, CO3TAHHBIX IS
oOyuarormuxcst ¢ OB3 u uHBanMMIOB, pa3MelieHa Ha CalTe yHUBEpPCUTETa
www//Kgeu.ru. Imeercst BO3MOKHOCTD OKa3aHUsI TEXHUYECKOHW ITOMOIIM aCCUCTEHTOM,
a TaKXKe yCIyT CypAONEepeBOTUYMKOB U TU(DIOCYPIOTIEPEBOTUNKOB.

Jlnst aganTaruu K Boctipusituto ymmamu ¢ OB3 1 uHBanmmaMu ¢ HapymeHHBIM
CIIyXOM CIPaBOYHOIO, Y4YeOHOro MaTepualia MO JUCHUIUIMHE O0eCrneYrBaIOTCs
CJIEIYIOIIUE YCIIOBUS:

- JUIs1 JTy4IlIed OpUeHTallMy B ayIMTOPUH, IPUMEHSIIOTCSI CUTHAJbI ONTOBEIICHUS
0 HayaJse ¥ KOHIIE 3aHATUA (CIOBO «3BOHOK» MUIIETCS Ha JIOCKE);

- BHUMaHue ciabochblanero oOy4arouierocs TMpHUBIEKAETCS MeAarorom
KECTOM (Ha IJIeHO KIIAJETCs pyKa, OCYIIECTBISETCS HEPE3KOE MOXJIONbIBAHUE);

- pasroBapuBas C OOYYArOIIMMCS, TEJAarOrHYeCKuid pabOTHUK CMOTPUT Ha
HEro, TOBOPHUT $ICHO, KOPOTKMMHU TIPEIJIOKECHUIMH, 0OecreunBasi BO3MOXKHOCTh



http://www.kgeu.ru/

YTEHUS I10 TyOam.

KommneHcanyss 3aTpyIHEHMII pPEYEBOr0 M HHTEJUIEKTYaJIbHOIO Pa3BUTHUSA
CJ1a0O0CIBILIAIINX 00YYaIOUIXCS TPOBOAUTCS ITyTEM:

- HCII0JIb30BAaHUS CXEM, IMarpaMM, PUCYHKOB, KOMIIBIOTEPHBIX MPE3EHTALUI ¢
TMIIEPCChIIIKAMU, KOMMEHTUPYIOIIUMHU OT/IEbHbIE KOMIIOHEHThI H300payKEHUS;

- PETYJIIPHOTO MPUMEHEHMsI YNPAXHEHWM Ha rpapuueckoe BbIJCICHUE
CYLIECTBEHHBIX PU3HAKOB MIPEIMETOB U SIBIICHUN;

- obecrieyeHs BO3MOXKHOCTH Il  OOy4alolIerocs IMOJY4YUTb aJIPECHYIO
KOHCYJIBTAIIUIO TI0 JIEKTPOHHON MOYTE 10 Mepe HEOOXOJUMOCTH.

Jlnig aganTanuu K Bocnpusatuio auamu ¢ OB3 1 nHBanmuaaMu ¢ HapyUuIeHUsIMU
3peHus CIPaBOYHOIO, yueOHoro, IIPOCBETUTEIIHCKOTO Marepuana,
MPEeyCMOTPEHHOTO 00pa30BaTEeNbHOM MPOrpaMMOi MO BbIOpAaHHOMY HaIlpaBJICHUIO
MOJIFOTOBKU, 00ECIIEUUBAIOTCS CIEAYIOLIUE YCIOBHS:

- BeJIeTCsl ajanTtanusi opUIManbHOro caiita B ceTd MHTEpHET ¢ y4eTOM 0COObIX
NOTPeOHOCTEN MHBAIUAOB MO 3PEHHIO0, 00ECIIEYNBAETCA HATMYUE KPYTHOLIPU(PTOBOM
CIPaBOYHOM MH(GOPMALIMK O PACHIUCAHUU YUEOHBIX 3aHSITHIA;

- IelaroTUYecKkuii  pabOTHUK, €ro coOeceqHUK (Ipu HEOOXOAMMOCTH),
MPUCYTCTBYIOIIME HA 3aHATUHU, MPEACTABISIIOTCA O00YYaOIUMCS, P 3TOM KaK/IbIi
pa3 Ha3bIBaeTCs TOT, K KOMY MeAaroruueckuii paboTHUK oOpaniaeTcs;

- IEUCTBHSI, JKECTbI, MEPEMEIIEHUS IeJarorHYecKoro paboTHHUKA KOPOTKO U
SICHO KOMMEHTUPYIOTCS;

- meyatHas uWHGOpMAIMS TPEeAoCTaBiseTcss KpynHeIM 1mpudTom (ot 18
IIYHKTOB), TOTAJIbHO 03BYYMBAETCS;

- oOecrieunBaeTCsl HEOOXOAUMBIN YPOBEHb OCBEIIEHHOCTH TOMELIEHUI;

- IPEJOCTABIISIETCS.  BO3MOYKHOCTh HCIIOJB30BATh KOMIIBIOTEPBI BO BpeMs
3aHATHI U MPABO 3aMHUCH 00BSICHEHUH Ha TUKTOQOH (IO JKEJTAHUIO0 00YUaIOIINUXCs).

dopMa 1pOBENECHUA TEKyLIEMd W IPOMEKYTOYHOM aTTECTAUUMU  JUIA
oOyuaronuxcst ¢ OB3 u MHBaIWAOB ONpEAENSIeTCs MeJarornieckuM pabOTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM MuiaHoM. [Ipu HeoOxommmocTn odOywaromemycs ¢ OB3,
WHBAJIMIY C YYE€TOM WX MHIUMBUIYAIbHBIX NCUXO(PU3NYECKUX OCOOCHHOCTEN JaeTcs
BO3MOKHOCTh IIPOWTH MPOMEXKYTOUHYIO aTTECTALUI0 YCTHO, MTMCBMEHHO Ha Oymare,
MMCbMEHHO Ha KOMIIbIOTEPE, B ()OpME TECTUPOBAHUSA U T.II., JIUOO MPETOCTABIAETCS
JIOTIOJTHUTENBHOE BPEMsI 11l TOATOTOBKHU OTBETA.

8. MeToanuyeckue peKoMeHAAIlUMU JIsl TpenojaBaTeseid Mo opraHu3anuu
BOCIUTATEJIbHON PadoThI C 00y4aIOIIMMUCS.

Metonnueckoe obecnedeHre mporecca BOCIUTaHUs! 00yYaroIUXCsl BBICTYAeT
OJITHUM M3 OIpenesstomux (pakTopoB BICOKOTO KadecTBa oOpa3oBaHus. [Ipenonasa-
T€JIb By3a, JEMOHCTPUPYS BBICOKMI NpPO(ECCHOHAIU3M, 3PYIULHUIO, YETKYI0 Ipax-
JAHCKYIO TO3UIINI0, CAMOJIMCIUIUIMHY, TBOPUECKUN TIOJIX0/ B PEIICHUU TPOodheccuo-
HaJIBHBIX 3a/1a4, B X0J1¢ 00pa30BaTeIbHOIO IMpolecca COCOOCTBYET (POPMUPOBAHUIO
rapMOHUYHOM JINYHOCTH.

[Ipn peamu3anymu IHUCLUIUIMHBI MPENOAABATENb MOKET HCIIONb30BaTh Cle-
JYIOIIME METO/bl BOCIUTATEIbHON PabOThI:



- MeToJbl (hOPMHUPOBAHUS CO3HAHUA JIMYHOCTH (Oecena, TUCIYT, BHYILICHUE,
MHCTPYKTaX, KOHTPOJIb, OOBSICHEHUE, TPUMEDP, CAMOKOHTPOJIb, paccka3, COBET, yOe-
KIEHUE U JIp.);

- METOJbl OpraHW3aluu ACSTEIHPHOCTH W (OPMHPOBAHUS OMBITA MOBEACHUS
(3amaHue, OOIIECTBEHHOE MHEHHUE, NeJaroruyeckoe TpeOoBaHUEe, MOpYy4YEHUe, Mpu-
YY€HHE, CO3/IaHU€ BOCIIUTHIBAIOIINX CUTYallUid, TPEHUHT, YIPAKHEHUE, U Ap.);

- METOJIbl MOTHBAlLlUU JI€ATEIbHOCTH W MOBelneHus (0J00peHue, MooupeHue
COLIMAJIbHOM aKTMBHOCTH, MOPUIIAHUE, CO3/IaHUE CUTYAIMi ycrexa, Co3[aHue CUTya-
UM JIJ11 SMOIIMOHAJIbHO-HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE U JIP.)

[Ipu peanuzanuu AUCUMIUIMHBI TPENOJAaBATENb AOJKEH YYUTHIBATH CIEAYIO-
[[M€ HAIMPaBJICHUS] BOCIIUTATEIIBHOU JIESITEIbHOCTH:

I pasicoanckoe u nampuomuueckoe 0ChUmMaHue:

- popMupoBaHue y 0O0y4arOmUXCs IEJIOCTHOTO MHPOBO33PEHUS, POCCUUCKON
UJCHTUYHOCTH, YBRKECHUS K CBOCH CEMbE, OOIIECTBY, TOCYIapCTBY, IPUHATHIM B CEMBE U
OOIIECTBE JTyXOBHO-HPABCTBEHHBIM M COIIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAITMOHATEHOMY,
KYJIETYPHOMY 1 HICTOPUYECKOMY HaCIIeANI0, (GOPMUPOBAHUE CTPEMIICHHUS K €T0 COXpaHe-
HUIO U Pa3BUTHIO;

- hopMHpOBaHKE Y 00YUAIOIINXCS aKTUBHOM IPaXk/IaHCKOM MO3UIIMH, OCHOBAHHOM
Ha TPAJIUIIMOHHBIX KYJIbTYPHBIX, TYXOBHBIX U HPABCTBEHHBIX IIEHHOCTSIX POCCUICKOTO
oO1IecTBa, JIsl MOBBIIIEHUS CITIOCOOHOCTH OTBETCTBEHHO PEaIM30BbIBATH CBOM KOHCTH-
TYLIMOHHBIE MPaBa U 00S3aHHOCTH;

- pa3BUTHUE MPABOBOM U MOJIUTHYECKOW KYJIbTYphl 00yYarOLIUXCsl, paCIIMPEHUE
KOHCTPYKTHUBHOI'O Y4YacTHsl B IPUHSATUU PELICHUH, 3aTPAaruBarollluX UX MpaBa U HH-
TEpPEChl, B TOM YHCIIC€ B Pa3jIMYHbIX (OpMaX CaMOOpPraHU3AIMH, CaMOYIIPABICHUS,
00I111eCTBEHHO-3HAYUMOM JIeSITEIbHOCTH;

- popMUpOBaHNE MOTHBOB, HDABCTBEHHBIX M CMBICIOBBIX YCTAHOBOK JIMYHOCTH,
MO3BOJISOIIUX MTPOTUBOCTOSATH SKCTPEMU3MY, KCEHO(HOOUH, TUCKPUMUHAIIMH 110 COIH-
QIBHBIM, PEJIUTHO3HBIM, PACOBBIM, HAITMOHAJILHBIM MPU3HAKAM, MEKITHUUECKON U MEXK-
KOH()EeCCHOHAILHON HETEPIUMOCTH, IPYTUM HETATUBHBIM COIUATBHBIM SIBJICHUSIM.

Jlyxoeno-npascmeennoe socnumanue:

- BOCIIMTAHHE YYBCTBA JIOCTOMHCTBA, YECTU M YECTHOCTH, COBECTIINBOCTHU, YBa-
AKEHUSI K POJIUTEIISIM, YUUTEIISIM, JIIOJISIM CTapIliero MOKOJIEHNUS,

- popmMupoBaHUE MPUHIMIOB KOJJIEKTUBU3MAa U COJUAAPHOCTH, TyXa MHIIO-
Cepus U COCTpaJaHusi, MPUBBIYKU 3a00TUTHCS O JIIOJSAX, HAXOMAIIUXCS B TPYIHON
KU3HEHHOU CUTYaIlUH;

- popMUpOBaHUE COJIUAAPHOCTH U UYBCTBA COIMATIBLHOM OTBETCTBEHHOCTH IO
OTHOIIICHUIO K JIFOJSIM C OIPAHUYEHHBIMU BO3MOXKHOCTSMH 30POBbSI, IPEOIOJICHUE
MICUXOJIOTHYECKUX OaphepOB MO OTHOIICHUIO K JIIOJSIM C OTPAaHUYCHHBIMH BO3MOXK-
HOCTSIMU;

- popmMupoBaHUE SMOLIMOHAIBHO HACBHIIIEHHOTO M JYXOBHO BO3BBIIIEHHOTO OT-
HOILICHUSI K MHUPY, CHIOCOOHOCTH U YMEHUS MepeaBaTh JAPYTUM CBOM ACTETHUECKUUN
OTIBIT.

Kynemypno-npoceemumenvckoe eocnumanue:

- popMUpOBaHUE ICTETUYECKON KaPTUHBI MUPA;



- hopMHupoBaHUE YBaKEHUS K KYJIBTYPHBIM [IEHHOCTSM POJAHOIO TOpoja, Kpasi,
CTpaHBbl;

- IOBBIIIICHUE [TO3HABATEIPHON aKTUBHOCTH O0YJIAFOIIIUXCSI.

Hayuno-obpaszosamenvhoe socnumanue:

- hopmupoBaHue y 00yJaromuXcsi HAY9HOTO MUPOBO33PCHHUS;

- hopMupoBaHUE YMEHHSI TTOJTy4aTh 3HAHUS;

- popMHpOBaHUE HABBIKOB aHAJM3a U CHHTE3a MH(MOpPMALMH, B TOM YHCJIC B
poheCCHOHAIBHOM 00J1aCcTH.
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OueHouyHbIE MaTepuaibl MO JUCHUILUIMHE, MPEIHA3HAYEHHbI ISl OLICHUBAHMS
pe3ynbTaTOB O0YyUYEHHUSI HA COOTBETCTBUE UHIUKATOPAM JTOCTUKEHUSI KOMITETEHIIU.

OrneHrBaHue pe3yJabTaTOB OOY4YEHUS IO AWCIUIUIMHE OCYIIECTBISCTCS B
pamkax Tekyiero kKoutpouas (TK) u mpomexyTouHOHM aTrTecTaiuu, NPOBOAUMBIX MO
oamnpHO-periTunTroBOl cucrteme (bPC).

1. TexHos0orn4ecKkasi Kapra
Cemectp 4

HanMmenoBanue pas3aciia

DopMBbI U BUL
KOHTPOJISt

PeliTnHrOBBIC TOKA3aTENHN

| Texymmit
KOHTPOJIb

JIOIOJIHUTEIBHEIE
Oamnel k TK1

Il Texymmii
KOHTPOJIb
oasutel k TK2
1 Texymmii
KOHTPOJIb
oasuiel k TK3

ﬂOHOJ’IHI/ITCHLHBIC
ﬂOHOJ’IHI/ITCHLHBIC

HUrtoro

[IpomexyTounas
aTTecTalus

Pasnen 1. OcHOBHBIE TOHATHUSA U aHAIN3
yrpo3 HHGOPMAIIMOHHON 0€30MaCHOCTH

TK1

(=Y
o1

15-

[TucpmMeHHBI onpoc

ol

3armra 1ab0paTOpHOM paboThHI

Ortyer 1o caMocTOsITeNbHOMN padoTe

Pasgen 2. [lonstre HanmmoHaILHOI O€30-
MAaCHOCTH, BUIbI Oe30macHocTr. MHpopma-
MOHHAas Oe301macHocTs PO

TK1

15

[TucpmMeHHBI onpoc

Ortyer 1o caMocTOsITeNbHON padoTe

Paznen 3. MexnyHapoHasi, HallMOHAJIbHAS
U BeIOMCTBEHHAsi HOpMAaTUBHAs [IPAaBOBast
6a3a B oOnacTu MH(pOpPMAITMOHHON O€30-
HacHOCTH

TK1

10-
15

[IncemenHsI onpoc

Ortyer 1o caMoCTOSITENBHOMN padoTe

Pazmen 4. HNmxenepHo-TeXHUYECKas
3ammTa nHGOopMaIuu

TK2

15 | 15

30

[TucpmMeHHBI onpoc

3arura 1a00paTopHOi paboTHI

OT4er Mo caMoCTOSITENbHOM paboTte

Pazmen 5. OpraHuzaimoHHO-TIPAaBOBOE
o0ecrieueHue 3auThl iHpOopMaIym

TK3

5-10

[TucpmMeHHBI onpoc

OTuer Mo caMoCTOSITENbHOM paboTte

IIpome:kyTouHasi aTrecramus (3a4er)

OM

0-45

3azaHye IPOMEKYTOYHOM aTTeCTAluN

B mucemenHo# gopme o omeram




2. OueHOYHbIe MATePHAJIbI TEKYLIEr0 KOHTPOJIS M IPOMEKYTOYHOM ATTeCTALMH
[lTkana OLEHKU pe3ybTaTOB O0yUYEHUs M0 TUCIUILINHE:

Kon
KOMII€E-
TEHIH

Kon
FHIUKATOP
a
KOMIIETEHIT
15051

3amnanu-

pOBaHHBIC
PE3YNBTATHI
00ydeHHs 1o
JIHACIUIIINHE

YpoBeHsb chopMUPOBAHHOCTH

WHAMKATOpa KOMIIETEHUU

Bricokuit

Cpennnit

Hwuxe
CpeaHero

Huskni

ot 85 10 100

or 70 no 84

ot 55 110 69

or 0 o 54

IIxana oneEUBaHug

OTJIMYHO

XOpOIIIO

yIIOBJIET-
BOPUTETEHO

HEYJ0B-
JIETBOPHUTEND
HO

3a4TCHO

HEC 3a4TCHO

OIIK-4

OIlIK-4.2

3HATh:

3HATh MPABOBBIC AKTHI B
o0macTu 3aIUTBI
nH(popManuu,
OCHOBHBIC TIOHATHS U
YIpO3BI
MH)OPMAITMOHHOM
0€301acHOCTH,
OCHOBHBIE
MEPOIPUSTHSI
00ECTICYCHHIO
MH()OPMAITMOHHOM
0€30MacHOCTH B
npodeccrnoHaIbHOM
JeSITeTbHOCTH

110

3HACT B

COBEPILICHC
TBE

3HACT
OCHOBHBIC
IIPUHIIUIIBL

3HACT
OTACIIBHBIC
ITPUHIIAIIBI

uMeeT
IpECTABIIE
HHE

MH(POPMAIIOHHO-
KOMMYHHUKAI[IOHHBIC
TEXHOJIOTHH,
MIPUMEHSIEMbIE TUTST
pEIIeHHsT CTaHAaPTHBIX
3ama4y
npodeccrnoHaTbHOM
JESTEILHOCTU C YYETOM
OCHOBHBIX TpeOOBaHUIA
MH(POPMAITMOHHON
0e30MmacHOCTH

3HACT B

COBEPILICHC
TBE

3HACT
OCHOBHBIC
IIPUHIIUIIBL

3HACT
OTACIIBHBIC
ITPUHIIAIIBI

uMeeT
IpECTaBIIE
HHE

YMETb:

UCIIOJIb30BAaTh METOJIbI
u cpencTBa
o0ecrieueHHsI
MH)OPMAITMOHHOM
0€30I1aCHOCTH C IIEJIBIO
MIPEIOTBPAILICHHS
HECaHKIIMOHUPOBAHHOT
0 JOCTYTIA,
3JI0YMBILIJIEHHOU
nHbopmaru W
yTpaThl 3alMILAEMON
nHbopMamu

yMeeT B

COBEpILICHC
TBE

yMmeer c
HEKPUTUYH
BIMH
OIIINOKaMU

JTyCKaeT
OT/ICNIbHbIE

rpyOsbie
OLIOKH

HE
0e3
MOCTOPOHH
el oMo
HCIIOJIb30Ba
Thb

MOXKET




YpoBeHsb chopMUPOBAHHOCTH
WHIMKATOpa KOMIIETCHIIUU
N o Hmxe .
Kon 3arutanu- Bricoknit Cpenuuii —— Hwuzkwmit
Ko, MHITAKATO OBaHHBIC
A a P P or85 10100 | ot 70 1084 | 0oT55 1069 | o1 0 mo 54
KOMITE- a pE3yIbTATHI
IIkama oneHuBaHUA
TEHIMHA  |KOMITETEHI] 00y4eHHS 10
7171 JIACITUIUTHHE yIIOBJIET- HEyl0B
OTJINYHO XOPOIIIO JIETBOPHTENH
BOPUTETEHO
HO
3a4TEHO HE 3a4TEHO
OLICHUBATh OITACHOCTb,
CBSI3aHHYIO C YTPO3aMH He  MOMKET
HECAaHKI[MOHUPOBAHHOT ymeer ¢ | myckaer 6e3
0 JOCTyTIa K | ymMeer B
HEKPUTUYH | OTJACNbHBIC | MOCTOPOHH
nH(popManuu, COBEPIIEHC .
. BIMU rpyoOble el momoru
HaMEpPEHHOMN TBE
OIIMOKaMH | OIIMOKHU HCII0b30Ba
MOTM(PHUKAITIKN TAaHHBIX
U YTpaThl CIIy)KeOHOH e
nHbopMamu
BIIAJICTh:
BJIaJIeEeT
BPEMEHHBIMH OTIEIbHBIM
CcoBpEME BJIaJieeT a HE BJIAJIEET
o0mMMH  CIoco0aMu | BIAJAECET B 51
OTJEIHLHBIM 0e3
obecrieueHus COBEPILICHC HaBBIKAMU
. u MIOCTOPOHHE
MH(POPMAIIMOHHOM TBE C .
HaBBIKAMU 1 IOMOILIH
0e30MmacHoOCTH HeIoYeTaM omott
u

O11eHKa «OTJMYHO» BBICTABJISIETCS 32 BIAJICHUE B MOJHONW Mepe MOHATUHHBIM
anmapaToM AUCUUILTNHBI «OCHOBBI MH(POPMAITMOHHON 0€30MacHOCTHY, CIIOCOOHOCTD
WITIOCTPUPOBATh OTBET IMpUMEpaMu, (pakTamu, TaHHBIMH HAyYHBIX HCCJIEIOBAHUHU,
NPUMEHATh TEOPETUYECKUE 3HAHUS JUIsl PELICHHs TUIOBBIX 33Ja4 M MPAKTUYECKUX
3aaHuii 60s1ee BEICOKOTO YPOBHS CIOKHOCTH.

O1eHKa «XOPOILLI0» BBICTABJISIETCS 32 BJIAJCHUE MOHITUHHBIM arapaToM JHc-
uIunHbl «OCHOBBI MH(OpMAaIMOHHAs 0€30MacCHOCTHY», CIOCOOEH MILTIOCTPUPOBATH
OTBET MpUMepaMu, (pakTaMu, IPUMEHATh TEOPETUYECKUE 3HAHUS MPHU PEIICHUU THU-
MOBBIX 33]1a4, IOMYCKAeT HE3HAUUTEIbHBIC OMIMOKH MPU PEHICHUH MPAKTUYECKUX 3a-
JTaHui 6osiee BBICOKOTO YPOBHSI CJIOKHOCTH.

OrneHka «yA0BJeTBOPUTEIbLHO» BBICTABISETCS 32 YaCTUYHOE BIIAJICHUE TEO-
PETHUECKMMH OCHOBaMH AUCIMILTUHBI «OCHOBBI MH(POpMAIIOHHAS 0€30MacHOCTHY,
(dparMeHTapHyI0 CIOCOOHOCTH WILTIOCTPUPOBATH OTBET IpUMepamMu, (pakTamu, B psje
CJIy4aeB 3aTPyIHSAETCS MPUMEHSTh TEOPETUUYECKHE 3HAHMS MPU PEUICHUH TUIIOBBIX
3aJ1a4, He BCEr/a CocoOeH PEIIUTh MPAaKTUYECKUE 3a/1aHus 0ojiee BHICOKOTO YPOBHS
CJIO’KHOCTH.

OreHKa «HEY/I0BJIETBOPUTEIBHO» BBHICTABISIETCS 32 HE COOTBETCTBHE JIFOOBIM
TPEM M3 TMEPEUUCIICHHBIX MoKa3aTened. OOydaromuiicss 1eMOHCTPUPYET OTPHIBOY-




Hble, (hparMEeHTApHbIE 3HAHUS, JOMYCKAET IrpyOble OMMOKU NMPU PEIICHUH THUIOBBIX

PACUYCTHBIX 3a1a4 b0 HE UMEeT NpCACTaBJICHUA O criocobe ux PCUICHNS.

3. IlepeyeHb OLIEHOYHBIX CPEICTB
Kparkas xapakTepuCTHKa OLEHOYHBIX CPEJICTB, HCIOJIb3YEMBIX MPHU TEKYILIEM
KOHTPOJIE YCIEBAEMOCTH W MPOMEXKYTOUHOM arrecTaui OO0y4aromierocss 1o

JUCLIUIIINHE:
HanmenoBanue Onucanune
OLIEHOYHOTO Kpatkas xapakreprcTika OLEHOYHOTO Cpe/ICTBa OLICHOYHOTO
CpencTBa cpencTaa
KoncrexktupoBanue | KpaTkoe TeKCTOBOE MpeIcTaBIeHHE IiepepadoTaHHON [lepeuens paznenon
y4e0HOTO nHbopmamu
marepuana
Ilepeuens 3aganuii u
OT4er 110 Brimonaenue na6opaT£)pH0171 pa6(3TBI, o0OpaboTka BOIIPOCOB JJIs
. pe3yNIbTaTOB UCHBITAHUHN, U3MEPEHHH, dKCIepUMEHTA. 3aIIUTHI
J1ab0paTopHO . .
patore (OJIP) OdopmiteHne oTyera, 3aIUTa Pe3yIbTaTOB Ta00PATOPHOM nabopaTopHOit
paboOTHI IO OTYETY paboTHI, IepeUYCHb
TpeOOBaHMH K OTUYETY
CpencTBo KOHTPOJIS,, OPraHM30BAHHOE KaK ClelralbHas
CoGecenopate Oecena [perosiaBaTest ¢ o6yqa10leMca HA TEMBI, CBsI- Bonpocer mo
(C6c) 3AHHBIE C H3Y4AEMOH JMCLMIUIMHOM, U PACCUNTAHHOE Ha pazaenam
BBISICHEHHE 00BheMa 3HAHUI 00y4aromIerocs mo omnpese- JMCLUTITUHBI
JICHHOMY pa3zieny, TeMe, IpoOJieMe U T.11.
Cucrema CTaHAapPTU3UPOBAHHBIX 33/IaHUIA, TO3BOJISIOIIAS K
OMILJIEKT TECTOBBIX
Tecr (Tecr) aBTOMATHU3UPOBATh MPOLEAYPY HU3MEPEHHUS  YPOBHS —

3HAHUH U YMEHUH 00ydJaroIerocs

4. TlepeyeHb KOHTPOJIbHBIX 33/IaHUIl WM MHBbIE MaTepUAJIbl, HEOOXOAH-
Mbl€ 1JIsl OUECHKU 3HAHUN, YMEHUI U HABBIKOB, XapaKTEePU3yKIIUX 3Tanbl Gop-

MHUPOBAHUA KOMIIETEHIMI B MpoIecce OCBOECHNS JUCHUILTHUHBI

IIpumepnuiii nepeuenv 60npocos 0ist cobece008aHs.
1. Chopmynupyiite noustue nHpopmarmonHoi 6ezonacuoctu UC.
2. OObACHUTE NOHATHS IIETIOCTHOCTH, KOHPHICHIIUATBHOCTH U IOCTYITHOCTH WH-

dbopmartuu.

3. YKaxuTe OTINYMS CAaHKIIMOHUPOBAHHOTO JOCTYNAa K MH(OpMAIIUK OT HECAHK-

IMUOHHUPOBAHHOTO.

4. Tlepeuncnure OCHOBHbIE MPU3HAKU KIacCU(UKALIMU BO3MOXHBIX YyTpo3 6€30-

nacuoctu YIC

5. JlaiiTe KpaTKyI0 XapaKTepUCTUKY YIpO3bl 0€30M1aCHOCTH, 0003Ha4aeMO TepMU-
HOM «TPOSIHCKUH KOHbBY.

6. JlaiiTe KpaTKyr0 XapaKTepPUCTUKY YTPo3 O€30MacHOCTH, 0003HAYaEMbIX TEPMH-
HaMH «BUPYC» U «UEPBbY.

/. HazoBuTe 1 0XapakTepu3yite HanboJsee pacpoCTPaHEHHBIE BU/IbI CETEBbIX.

8. OmumuTe aTaKky «4enoBeK-B-cepenHe». Kakue cpeacTra mo3BossioT A hek-
THUBHO 0OPOTHCA C aTaKaMH TaKOTO TUIA?




9. OnuiuTe aTaKy TUIA «OTKA3 B OOCITY>KUBAaHUW» U PACIIPENICTICHHYIO aTaKy «OT-
Ka3 B 00CITy>KUBaHUN.

10. Onuure ocobeHHOCTH (PUIIKMHTA U PapMHUHTA. Y KaXKUTE MEphI TPOTUBO/ICH-
CTBUS 3TUM aTaKaM.

11. KakoBbl HICTOYHHUKH HapyIIEHUI 0€30MaCHOCTH MPOBOAHBIX KOPIIOPATUBHBIX
ceTei?

12. HazoBuUTE OCHOBHBIC YS3BUMOCTH M YTPO3bI OECIIPOBOHBIX CETEH.

13. OOBsICHUTE MOHATUE «TIOJUTUKA OE30ITaCHOCTH OPTraHU3aLIUI.

14. Kakue pa3aensl J0JDKHA COAepPKaTh TOKYMEHTAIBHO OQOPMIICHHAS TTOJIUTHKA
0e3omacHocTH?

15. Kakwie mpo6iiemMbl periaeT BepXHU YPOBEHb MOTUTUKUA O€30MaCHOCTH?

16. Kakwe 3aaun pemiaet cpeiHuil ypoBEeHb OJIUTUKH O€30MacCHOCTH?

17. KakoBbl 0COOEHHOCTH HM>KHETO YPOBHS MOJIMTUKK 0€30MaCHOCTH?

18. Cchopmymupyiite 00s13aHHOCTH PYKOBOAMTENEH MOAPa3AeTICHUH, aIMUHUCTpa-
TOPOB M MOJIH30BATENEH MPH peaTn3allii MOJTUTHKH O€30IaCHOCTH.

19. OnuimTe CTPYKTYpy MOJMTUKH O€30MaCHOCTH OpraHU3alluH.

20. Uto mpencraBisitoT co00H CrenuaTM3uPOBAaHHbIC TIOJUTHKHA O€301IacHOCTH?

21. [lpuBenuTe HECKOJIBLKO MPUMEPOB CIICIMATM3UPOBAHHBIX MOJUTUK O€30MacHo-
CTH C OITUCAaHHEM UX OCOOCHHOCTEH.

22. Yto nipeacTaBisitoT co00i mpotieayphl 6€301macHOCTH?

23. IlpuBeanTe HECKOIBKO MPUMEPOB MPOLIETYp 0€30MaCHOCTH C ONMCAHUEM UX
0coOeHHOCTE.

24. TlepeuncnyTe OCHOBHBIE ATAITbI Pa3padOTKU MOJUTUKH OE30MIaCHOCTH OpraHU-
3aluu.

25. ChopMynupyiiTe TIaBHYIO 33/]a4y CTaHAapTOB HH(POPMAIIMOHHON O0e30macHo-
CTH C MO3ULIMN MPOU3BOAUTEINIEH U OTPEOUTENEH MPOAYKTOB HHPOPMAITMOHHBIX TEXHO-
JIOTHH, a TAKXKe CTIELUAIMCTOB M0 CePTU(UKALIUN ATUX TIPOTYKTOB.

26. HazoBuTe OCHOBHBIC MEKIYHAPOJAHBIE CTAaHAAPTHI HHGOPMAITMOHHON 0e30-
MaCHOCTH.

27. ]JlaliTe KpaTKyH XapaKTepUCTHKY MexayHapoaHoro cranmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIC 0COOCHHOCTH repMaHcKoro ctanaapra BSI «PykoBoacTBo
HO 3alUTe MHPOPMALIMOHHBIX TEXHOJIOTUH JJIsl 0A30BOT0O YPOBHS 3AILUIIEHHOCTHY ?

29. OnuimTe coAepikaHue U YKKUTE 3HAUEHUE MEXTyHapoaHOro cranaapra [ISO
15408 «O0buwe kpurepru 0€30MacHOCTH HHHOPMAITMOHHBIX TEXHOJIOTHID».

30. Ilepeuncnure cranAapTHI sl OECTIPOBOAHBIX CETEH U IalTe UX KPaTKyIo Xa-
PaKTEPUCTHKY.

31. HazoBute cranaapthl MHPOpMaIMoHHON O6e3omacHocTH 11 MiHTepHeTa.

32. Uto takoe kpunrorpadus?

33. [aiire onpeeneHus CaeTyOIuX MOHATHI: KPUIITOrpaMMa, KPUIITOAITOPHUTM,
KpUIITOCHCTEMA

34. B yeM cOCTOUT KOPEHHOE PA3TMYNE CUMMETPUYHBIX U ACHMMETPUYHBIX KPHUII-
TOCUCTEM?

35. OnummmTe JB€ OCHOBHBIE MTPOLIEYPhI, OCYIIECTBIIIEMbIE CHCTEMOM IEKTPOH-
HOM 1M(POBOI MOAMHUCH IS TIOATBEPAKIACHUS MOUIMHHOCTH IIU(PPOBOTo JOKYMEHTA.



36. Kakum 06pazom KOMOMHHUPOBAHHBIN METO MG POBAHUS TTO3BOJIIET COUYETATh
JIOCTOMHCTBA ACCUMETPUYHBIX U CHMMETPUYHBIX KpuntocuctemM? ONUIINUTE TPOTOKOI
peanu3an KOMOMHUPOBAHHOTO METOA MIU(POBAHUSI.

37. Uro Takoe BpegoHocHas mporpamma? OxapakTepu3yiTe OCHOBHBIE TUITHI Bpe-
JIOHOCHBIX MPOTPaMM.

38. YkaxuTe CyleCTBEHHbIE OTINYUS KOMIIBIOTEPHBIX BUPYCOB OT CETEBBIX Uep-
Beil. Onuiiere OCHOBHbIE 0COOEHHOCTH TPOSIHCKUX MPOTPamMM.

39. Onummre Ba OCHOBHBIX MOAX0/1a K 00HAPY>KEHUIO BPEIOHOCHBIX TIPOTPaMM.

40. Kax BbINOJIHSAETCS] CUTHATYpHBIHN aHanu3? KakoBbl €ro JOCTOMHCTBA U HEJOC-
TaTKH?

41. Yro mpeacTaBistoT cOO0M MpOaKTHUBHBIE METOABI OOHapykenus? [laiiTe xa-
PaKTEpUCTHKH ABYX HarOoJIee MOMyJISIPHBIX TOJIX0/I0B.

42. OnuimuTe NpUHLIUI JEHCTBUS, JIOCTOMHCTBA U HEJOCTATKU SBPUCTHUECKUX
aHAJIN3aTOPOB.

43. OnumuTe NPUHIUN ASHCTBUSA, JOCTOMHCTBA U HEJJOCTATKU MOBEACHUECKUX
OJIOKMPATOPOB.

44. Ha30BHTE U OIUIINATE JONOIHUTEILHBIE MOYJIH AHTUBUPYCHBIX CPEZCTB.

45. KakoBbl JIOMOJTHUTENIbHBIE MEPHI M CPEJICTBA 3aLUIUTHI OT BPEIOHOCHBIX MPO-
rpaMM, PacIIUPSIOLIUE BO3MOKHOCTH aHTUBUPYCHBIX ITPOrpaMm?

46. OnuimTe Mepbl U CPENICTBA 3AIUTHI OT CIaMa.

47. KakoBbl OCOOEHHOCTH peaTu3aliy MMOACUCTEMbI 3aIIUThl KOPIOPATUBHOM HUH-
(dbopmalu OT BpeIOHOCHBIX TPOTPamMM U BUPYCOB?

48. KakoBbl BO3MOKHOCTH ceprn TpoaykToB Kaspersky Open Space Security st
3aIIUTHI KOPITOPATUBHBIX CETEN OT COBPEMEHHBIX HHTEPHET-YIPO3?

Jis texkymero kourpoJs TK1:
IIpoBepsiemast KOMIETEHUINSL:

KO,Z[ U HAUMCHOBAHUEC KOMIICTCHIIMHN KO,Z[ U HAMMCHOBAHUC MHAWKATOPA

OI1K-4. Criocoben monnmars npuHIUb! pa- | OIIK-4.2. Bnageer HaBbIKaMu NMPUMEHEHUS HHUQPPO-
00TBI COBPEMEHHBIX MH(OPMAIIMOHHBIX TEX- | BBIX TEXHOJOTHH Uil pelieHus 3agad mpodeccuo-
HOJIOTHIA M KCTIOJIb30BATh UX JIJISl PEHICHUST | HAIBHOM JEATEIILHOCTH C YY4ETOM OCHOBHBIX Tpebo-
3a1a4 Mpo(eCCHOHATIBHOU AEATEIIHHOCTH BaHHI HH(POPMAIIMOHHOHN 0€30MacHOCTH

Tect

Bonpoc Bapuanmur omeema

CKOJIBEKO BEIIIEJIICHO
OCHOBHBIX  COCTaBJISIOIINX
HAallMOHAJIBHBIX ~ MHTEPECOB
Poccniickoit ®enepanuun B
uH(OPMaLIMOHHOM cdepe?.

ool b~h|lw

3aKJII0YAeTCs B YCTAHOBKE ITOJCIYIIMBAIOUIETO YCTPOHCTBA B
anmaparypy cpeacTB 00paboTku nHGOpPMaIH

AKTUBHBIN nepexsaT >

OCHOBaH Ha  (uKcalMu  DIEKTPOMArHUTHBIX  W3IYYEHHH,
uHpOpMaLIUK 3TO TEepexBarT, .
KOTOpEIA: BO3HHUKAIOMIUX MPH (PYHKIIMOHUPOBAHUU CPEACTB KOMITBIOTEPHOM

TEXHUKHA U KOMMYHHUKAIAW
OCYIIECTBIISICTCS yTEM MCIIOJIb30BaHUS ONTUYECKON TEXHUKHU




Bonpoc

Bapuanmbl omeema

HETPaBOMEPHO UCTIOJNTB3YyeT TEXHOJIOTUICCKHUE OTXOJIBI
WH(OPMaAIMOHHOTO MpoIiecca
OCYIIECTBIISCTCSI c TTOMOIIBIO TIOJTKJTFOYCHUST K

TEJIEeKOMMYHUKAalMOHHOMY 000OpY/I0BaHUIO KOMITbIOTEPA

O0ecrieyueHUEe HAIMOHAIBHOMU

HAJIe)KHAS 3aIUTa JIMYHOW U UMYIIIECTBEHHOH 0€30MacHOCTH

obecrieueHre HAyYHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOTO
rocyJapCTBOM MHMHHMYyMa MaTEpUAIbHBIX M SKOJOTMYECKHX
YCJIOBHIA

0e30macHOCTH Ha
npeofojicHrue  KOH(QPOHTAIMU B OOIIECTBE,  JIOCTIKEHUE
roCy/IapCTBEHHOM YpOBHE
ompenenseTcs  creiyromed HAIlMOHAJILHOT'O COTJIacus
i obecrieueHre MPU3HAHHBIX MEXKIYHAPOIHBIM IPABOM HHTEPECOB
rpaxkaan Poccuu, mpo>XKMBaIOMIUX B 3apyOeKHBIX CTpaHAX
obecrieueHne CYBEPEHHUTETa M TEPPUTOPHATBHOU IIEJIOCTHOCTH
Poccun
VIOPABISIONIAE JIOCTYIIOM METKH JOJDKHBI OBITh CBS3aHBI C
00BEKTaMHU
HEOOXOIMMO WMETh SIBHYIO W XOPOIIO OIPEACIICHHYIO CHUCTEMY
obecneyennst 6€30IMaCHOCTH
B crammapre «OpanxeBas | UHANBUAYAIbHbBIE CyOBEKTHI JOKHBI HICHTH(DUIINPOBATHCS
KHUTa»  (YHIAMEHTAIbHOE | BHIUUCIIUTENIbHAS CHCTEMA B CBOEM COCTaBE€ JOJKHA HMETh
TpeOOBaHUE, KOTOPOC | ammapaTHbIe/TPOrpaMMHBIE MEXaHHU3MB, JOTTYCKAIOIITUE
OTHOCHUTCS K IPYIIIE | HE3aBUCUMYIO OILIEHKY Ha TpPeIMEeT TOro, 4TO0 CHCTeMa
ITomoTueTHOCTD obecrieurBaeT BBITTOJIHCHUE U3JI0KEHHBIX TPEOOBaHUI
rapaHTUPOBAHHO  3alUIICHHBIE  MEXaHU3MBI, PEATU3YIOIINE
MEPeYNCICHHbIE  TPeOOBaHWS, JIOMKHBI ~ OBITh  ITOCTOSIHHO
3aIUIIEHBI OT «B3JIAMBIBAHUS» H/WIM HECAHKIIMOHUPOBAHHOTO
BHECCHMS U3MEHECHUH
MOJIYUYEHHUsI  3alluIaeMord  MHQPOpPMAIMK  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HapyIIEHHEM  YCTAHOBIEHHBIX  IPABOBHIMH
JOKYMEHTAaMH WJIM COOCTBEHHHUKOM, BIIAJENbIIeM HHGOPMAIII
MIpaB WU MPABUII IOCTYIIA K 3alUIIaeMOi HHpOpMaIiu
BO3JICHCTBUS C HApYIICHUEM YCTAaHOBIICHHBIX MPAB W/WIH MPABUI
HA W3MEHEHHWE WHQPOPMAIUU, TPUBOMASMIIECTO K HCKAKCHHIO,
3ammra wHQOpPMAMKM  OT | YHUYTOXKEHUIO, KOIMUPOBAaHUIO, OJOKMPOBAaHUIO JOCTyNa K
HECAHKIIMOHHPOBAHHOTO uH(pOpMallMK, a TaKXKe K yTpare, YHUYTOKCHHIO WM COOI0
BO3IEHCTBU 9T0 | (YHKIIMOHUPOBAHUS HOCUTENS HH(DOPMAITUN
JIeITENbHOCTD [0 | BO3MEUCTBUSL  HA  3alMIIaeMyr0  WHPOpMAIMI0O  OMIMOOK
MPEIOTBPALICHUIO MOJIb30BaTeNs HHPOPMAIHEH, cOOsI TEXHUYECKUX U MPOTPaMMHBIX

CpeCTB HHPOPMAITMOHHBIX CUCTEM, a TAK)KE IPUPOTHBIX SBICHUN

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHus 3alUIAEMON
uHbopMallUd OT €€ pasMalleHus, HEeCAaHKIIMOHUPOBAHHOTO

JOCTyIIa

HECaHKIIMOHUPOBAHHOTO JOBEJIEHUS 3aluInaeMoil MH(opMarun
JI0 HEKOHTPOJIMPYEMOTO KOJIMYeCTBa MoJryyaTesnei nHpopmanuu

3amura nHGopMauu 1O

poLecc cbopa, HAKOILJICHUS, 00paboTKH, XpaHEHUs,
pacrpeaeneHus 1 morcka HHpopManuu

npeoOpa3oBanue  MHpOpManuu, B  pe3ylbTare  KOTOPOTO
cojepkaHne  MH(OPMAIMM  CTAHOBUTCS  HEMOHSATHBIM  JUIA
cyObeKTa, He UMEIOILETo J0CTyIa

HOJydeHHEe  CYOBEKTOM  BO3MOXKHOCTH  O3HAKOMIIGHHS  C

uH(popMaliel, B TOM YUCIIe PU TOMOIIM TEXHUYECKUX CPEICTB




Bonpoc

BapuaHmbl omeema

COBOKYITHOCTb TPABHIJI, PETJIaMEHTUPYIOIIUX TOPSIIOK U yCIOBHSI
JOCTyTa CyOBbeKkTa K MH(OPMAITUU U €€ HOCUTEIISIM

JeATENIFHOCTh [0 NPEAOTBPAILCHUIO yTEYKH HH(POPMALUH,
HECAaHKITMOHUPOBAHHBIX M HEMpPEIHAMEPEHHBIX BO3JCHCTBUN Ha
Heé

ITaccuBHBII rnepexsar
uH(popManuu 3TO TEepexBar,
KOTOPBIN

3aKIII0YAaeTCsl B YCTAHOBKE TIOJCITYIIMBAIOIIETO YCTPOWCTBA B
amnmapaTypy cpeAcTB 00padoTku nHGOpMaIuu

OCHOBaH Ha  (uKcalMu  DIEKTPOMArHUTHBIX  W3TYYEHHH,
BO3HUKAIOIMIUX NMPU QYHKIUOHUPOBAHUM CPEICTB KOMIBIOTEPHON
TEXHUKH U KOMMYHUKaIUN

HEMPaBOMEPHO UCTIONB3YeT
WH(pOpPMaAIMOHHOTO MpoIiecca

TCXHOJIOI'MYCCKUEC OTXObI

OCYHICCTBJIACTCA MYTCM HCITIOJIb30BAHUA ONTUYECKON TEXHUKHU

OCYILIECTBIIAETCSA c IIOMOIIBIO MOAKIIIOUEHUS K
TEJIEKOMMYHHUKAIIMOHHOMY 000PYI0BaHUIO KOMIIbIOTEPA

O0ecrieueHre HAMOHAIBHOMU

0e30macHOCTH Ha
roCyJapCTBEHHOM YpOBHE
ompeAeNsieTcsa  CIenyIoIei
LIEJIBIO

HAJIC)KHAs 3aIIUTa JIMYHOW U UMYIIIECTBEHHOMN 0€301MacHOCTH

obecrieueHre HayyHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
roCylapCTBOM MHMHUMYMa MaTE€pPHUAIBHBIX M JKOJOTHYECKHX
YCJIOBHIA

npeofiojicHue  KOH(QPOHTAIlMU B OOIIECTBE,  JIOCTIKECHUE
HaIlMOHAJIbHOI'O COTJIaCHusl
o0ecrieyeHrEe  COLMAIBHO-IIOJIMTUYECKOM W DKOHOMHUYECKOU

CTaOMIIBHOCTH CTPAHBI

o0ecrieyeHne MPU3HAHHBIX MEXIYHAPOIAHBIM IPABOM HHTEPECOB
rpaxnaad Poccuu, mpoxKUBarONUX B 3apyOeKHBIX CTpaHax

K ucrounukam 3anmumiaemoi
nH(pOpMaIuu OTHOCHUTCS

SJICKTPHUYCCKUC IO

CBIpbE

MAarHuTHBIC I10JI4

OJICKTPOMAarduTHBIC I1OJIA

SJICMCHTAPHBIC YaCTUIIBL

aKyCTUYECKHE KOJIeOaHus

ACATCIIBHOCTBIO YCIIOBCKA

ommbOkamu mipu mnpoektupoBanuun ACOW, ee 31eMEHTOB WM

EcrecrBennsie yIpo3bl | Pa3pabOTKe NPOrpaMMHOIO 00€CIIEYEHUs
0e30macHOCTH  MH(OPMAINH | BO3ACHCTBUAMH  OOBCKTUBHBIX  (DU3UYECKUX TPOIECCOB  HIIH
BBI3BAHBI CTUXUWHBIX IPUPOIHBIX SIBICHUN, HE3aBUCSIIINX OT YEIOBEKA
KOPBICTHBIMU YCTPEMIICHUSIMU 37I0yMBIIUICHHUKOB
OIMOKaMU MpHU ACUCTBUAX TIEPCOHANA
MONMYYCHUs — 3alWIaeMod  WHQPOPMALUK  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HapyIICHHWEM  YCTAHOBJICHHBIX  IPABOBBIMH

3amuta wuHQOpMANMK  OT
HETpeTHAMEPEHHOTO
BO3IEHCTBUS 3TO
NCATCIIBHOCTD 10
MIPEIOTBPALICHUIO

JOKYMEHTaMU WM COOCTBEHHHMKOM, BJaJeiblleM HH(opMamu
IpaB WM MPaBUJII IOCTYMA K 3alUIaeMoil nHpopMaluu

BO3/ICUCTBUS C HAPYLICHHEM YCTAaHOBJICHHBIX MpaB W/UJIHM MPaBHUI
Ha W3MCHEHHWE WH(QOpMAIMK, TPUBOAALICTO K HCKAKCHHIO,
YHUYTOXXCHUIO, KOMHMPOBAHUIO, OJOKMPOBAHUIO JOCTyHa K
uHpopMalnuM, a TaKkKe K yTpare, YHUUYTOXKCHHUIO WU COO0I0
(YHKIMOHUPOBAHUSI HOCUTENSI UH(OPMAITHH

BO3IEHCTBUA Ha  3alIUIaeMyr0  HHQPOPMAIUIO OIINO0K
noJb30BaTeNst HHpopMalmen, cOost TEXHUYECKHX U MPOTrPaMMHBIX
CpeaCcTB HHPOPMAITMOHHBIX CUCTEM, a TAK)KE IPUPOTHBIX SBICHUN




Bonpoc

BapuaHmbl omeema

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHus 3alIUIACMON
uHQOpMAIIMK OT €€ pa3rJalleHus, HECAHKIMOHUPOBAHHOTO

JOCTYyTIa

HECAHKIMOHMPOBAHHOTO JOBEJCHUS 3alUINaeMoil wH(opMarun
JI0 HEKOHTPOJIMPYEMOTO KOJIMYeCTBa MoJTyyaTesnei nHpopmanuu

NudopmanroHHbie
IPOIIECCHI ATO

mporiecc  cOopa,  HaKOILJICHWS, 00paboTKH, XpaHEHUS,
pacripenenenus 1 norucka nHGopmManuu

npeoOpa3oBanue  MH(pOpManMu, B  pe3ylbTare  KOTOPOTO
cojepkaHne  MH(GOPMAIMKM  CTAHOBUTCS  HEMOHSATHBIM  JUIA
CyOBEKTa, He MIMEIOIIETO JOCTYyIa

MOJydeHHe  CyObEKTOM  BO3MOXKHOCTH  O3HAKOMIJIEHUS  C
uH(popMalel, B TOM YHUClie TIPU MOMOIIN TEXHUYECKUX CPEICTB

COBOKYITHOCTb TPABHIJI, PETJIaMEHTUPYIOIIUX TOPSIIOK U yCIOBHSI
JOCTyIa CyObeKTa K MH(QOPMAITUU U €€ HOCUTEIISIM

JeATENIFHOCTh [0 NPEAOTBPAILCHUIO  yTEUYKH HH(POPMALUH,
HECAaHKITMOHUPOBAHHBIX M HEMpPEIHAMEPEHHBIX BO3JICHCTBUN Ha
Heé

Aynuonepexsar

nepexsar

uH(popManuu STO TEepexBar,

KOTOPBIN

3aKJII0YAeTCs B YCTAaHOBKE ITOACIIYIIMBAIOLIEIO YCTPOWCTBA B
anmaparypy cpencts o0paboTku uHGpopMauu

OCHOBaH Ha  (PHUKcAIMM  AJIEKTPOMArHUTHBIX  WM3JIYYCHHUH,
BO3HUKAIOIIUX MPU QYHKIIMOHUPOBAHUH CPEICTB KOMIBIOTEPHOU
TEXHUKHA U KOMMYHHUKALAN

HCIIPAaBOMCPHO HCIIOJIB3YCT TEXHOJIOINYCCKUEC OTXO0bI
WH(pOPMaAIMOHHOTO MpoIiecca

OCYIICCTBIACTCA IIYTEM HUCITIOJIB30BAHUA ONTHYECKOMN TEXHUKH

OCYILIECTBIIAETCS c IIOMOIIBIO MIOAKJIFOUEHUS K
TEJIEKOMMYHHUKAIIMOHHOMY 000PYI0BaHUIO KOMIIbIOTEPA

B cranmapre «OpanxeBas
KHUTa»  (yHIAMEHTAJIbHOE

TpeboBaHue,
OTHOCHUTCS K
lapantin

KOTOpOE
rpyrme

ynpaBmIIomHe ,Z[OCTYHOM MCTKU JOJI’)KHBI 6BITB CBsA3aHBI C
00BbEKTaMU

HEOO0XO/IMMO HMMETh SBHYIO M XOpOIIO ONPEICICHHYIO CHUCTEMY
oOecrieuenns 0€30IIaCHOCTH

WHIWBUYAJIbHBIC Cy6’b€KTBI JOJIZKHBI I/I,Z[GHTI/I(I)I/II_II/IPOBEITBCH

BBIUUCITUTENIbHAS CHUCTEMa B CBOEM COCTaBe [OJDKHA HMETh
anmaparHble/IporpaMMHbIE MEXaHU3MBI, JOITyCKaroIue
HE3aBUCHMYIO OILIEHKY Ha TMpeaMeT TOro, 4Yro CHCTeMa
obecrieurBaeT BBITTOJIHCHUE U3JI0KEHHBIX TPEOOBaHUI

KOHTPOJIbHAsT WH(OpPMANKsS JIOJDKHA XPaHUThCS OTACIBHO U
3aluIaTrbCsa Tak, ‘ITOGBI Cco CTOpOHBI OTBGTCTBGHHOﬁ 3a 9TO
TPYIIIBI  WMEJach  BO3MOXKHOCTH  OTCIICKHBATh  JICHCTBUS,
BIIMSIOIINE Ha O0€30I1aCHOCTD

K HocutemsMm 3zanuimaeMoit
nH(pOpMaIuu OTHOCHUTCS

JIIOOU

CBIpbE

YCPHOBUKH U OTXOABI MMPOU3BOJACTBA

JOKYMCHTEI

aKyCTHUYECKHE KoJeOaHus

HckyccTBeHHBIE

yIpo3bl

0e30macHOCTH  MH(pOPMAIUN

BbI3BAaHbI

JACATCIIBHOCTBIO YCIIOBCKA

ommOkamu mipu mnpoektupoBanun ACOU, ee sneMEHTOB wWiH
pa3paboTke mporpaMMHOTo obecrieueHus

BO3JICHCTBUSIMU  OOBEKTHBHBIX (U3MUECKUX TPOIECCOB WM
CTUXUWHBIX IPUPOJIHBIX SIBJICHUN, HE3aBUCSIIINX OT YEIOBEKA




Bonpoc

Bapuanmbl omeema

KOPBICTHBIMU YCTPEMIICHUAMU 3JIOYMBIIIIJICHHUKOB

OIIMOKaMU MpH JEHCTBUAX MEepcoHaa

3amuTta MHGOPMALMH  OT
pasriameHus 3TO
JeATEIEHOCTD 1o
HPEIOTBPAILICHUIO

NOJY4YeHUsl 3alMIaeMoil  MHQoOpManuu  3auHTEPECOBAHHBIM
CyOBEKTOM €  HapyUIEHHEM YCTAHOBJIEHHBIX  IIPABOBBIMU
JOKYMEHTaMH WM COOCTBEHHUKOM, BIAJENbLEM HH(POPMAITUH
IpaB WM MPaBWJI JOCTYIA K 3allMIaeMOi nHpOpMaIuu

BO3JICHCTBUS ¢ HApPYIICHHEM YCTAHOBJICHHBIX MPAB /WM TPaBHII
Ha W3MEHEHHEe WH(OpMAIMK, NPUBOAALIETO K MCKAKCHHIO,
YHUYTOXXCHUIO, KOIMPOBAHUIO, OJOKMPOBAHUIO JIOCTyHa K
uHpOpMaLlUK, a TaKKe K YTpaTe, YHHUYTOXKCHHMIO WIH COOIO
(GYHKIMOHUPOBAHUS HOCUTEISI HH(OpMALIUU

BO3JCHCTBUS ~ HAa  3alUIIaeMyl0  HMH(popManuioo  omHOOK
H0JTb30BaTeNst HHPOpManmeil, cO0st TEXHHUECKUX U IPOTPaMMHBIX
CpeACTB MHPOPMALMOHHBIX CHUCTEM, a TAKXKe MPUPOTHBIX SBICHUIM

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHus 3alIUIACMON
uHpOpMAIIMM OT €€ pas3rJalleHus, HECAHKIMOHUPOBAHHOTO

JOCTYTIA;

HECAaHKIIMOHMPOBAHHOTO JOBEACHUS 3aIIMIIaeMOi HWH(pOpMaIH
710 HEKOHTPOJIUPYEMOT0 KOJIMUECTBA Modydareneld nupopmannu

IIpocmotp
IepexBar
KOTOPBIN

Mycopa  3TO
nH(popmanuu,

3aKJII0OYAeTCs B YCTAHOBKE IMOJICJIYIIMBAIOIIETO YCTPOIiCTBa B
anmaparypy cpeacTB 00paboTku HHGOpPMaIIH

OCHOBaH Ha  (PHWKcAIMM  AJIEKTPOMArHUTHBIX  M3JIYYCHHUH,
BO3HUKAIOIMIUX MPU QYHKIIMOHUPOBAHUH CPEICTB KOMIBIOTEPHOU
TEXHUKHA U KOMMYHHUKAIAN

HCIIPAaBOMCPHO HCIIOJIB3YCT TCXHOJIOIrMYCCKUEC OTXOJbI

WH(pOPMAIIMOHHOTO MpoIecca

OCYIICCTBIACTCA IIYTEM HUCITIOJIB30BAHUA ONTHYECKOMN TEXHUKH

OCYILIECTBIIAETCS c IIOMOIIBIO MIOAKJIFOUEHUS K
TEJIEKOMMYHHUKAIIMOHHOMY 000PYI0BaHUIO KOMIIBIOTEPA

K OCHOBHBIM
HETpeTHaMePEeHHBIM
I/ICKyCCTBeHHBIM
ACOMU orsOCHTCS

yrpo3am

duznyecKoe pa3pylieHne CUCTEMbI ITyTEM B3PBIBA, MTOJIKOTA U T.II.

nepexBaT NOOOYHBIX ANIEKTPOMArHUTHBIX, AKYCTHUECKUX U APYTUX
U3JIy4CHUH YCTPOUCTB U JIMHUU CBS3H

U3MEHEHHE pPEeXHMOB padOThl yCTPOMCTB WM TPOrpamwm,
3a0acToBKa, caboTax MepcoHasna, MOCTAHOBKA MOITHBIX aKTUBHBIX
noMex H T.II.

YTeHHE OCTAaTOYHOW HMH(OpManMM U3 ONEPATUBHOW MaMATH U C
BHEIIHHUX 3a[IOMHHAIOIINX YCTPOUCTB

HEYMBIIIJIEHHbIE JEHCTBUS, NPUBOJAIIME K YAaCTUYHOMY WU
IIOJIHOMY OTKa3y CHCTEMbl WIM PpPa3pyLICHUIO annapaTHBIX,
POTPaMMHBIX, UH()OPMAIIMOHHBIX PECYPCOB CUCTEMBI

3amuTta uMHGOPMALUK  OT
HECaHKIIMOHUPOBAHHOTO
JIOCTyIa 3TO JIESATENBbHOCTh
0 TIPEIOTBPALICHUIO

NOJY4YEeHUsl 3alMIaeMoil  MHGOpMAaIMM  3aWHTEPECOBAHHBIM
CyOBEKTOM €  HapyUIEHHEM YCTAHOBIIEHHBIX  IIPAaBOBBIMHU
JOKYMEHTaMH HJIU COOCTBEHHUKOM, BIAJENbLEM HH(POPMAITUH
IpaB WK MPABWII AOCTYIA K 3alIHIaeMOi HH(pOpMaIK

BO3/ICUCTBUS C HAPYLICHHEM YCTAaHOBJICHHBIX MpaB W/UJIHM MPaBHUI
Ha W3MCHEHHWE WH(QOpMAIMK, TPUBOAAIIETO K HCKAKCHHIO,
YHHUYTOXKEHUIO, KOMHPOBAHUIO, OJOKHPOBAHHIO JOCTyma K
nHpopMaluy, a TakkKe K yTpaTe, YHHUYTOXKCHHUIO WU COOIO
(G YHKIIMOHUPOBAHUS HOCUTEIS HH(OpMAIIUN




Bonpoc

BapuaHmbl omeema

BO3IEHCTBUA HA  3alIUIaeMyr  HHQPOpPMAIUIO OIINO0K
noJb30BateNst nHpopManue, c00s TEXHUIECKUX U TPOTrPAMMHBIX
CpeICTB HHPOPMAITMOHHBIX CUCTEM, a TAK)KE IPUPOTHBIX SBICHUN

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHus 3alUIIaeMON
uHpOpMAIIMK OT €€ pas3rJalleHus, HECAHKIMOHUPOBAHHOTO

JOCTyTIa

HECAHKIMOHHPOBAHHOTO JOBEJICHUS 3alUINaeMoil mH(opMarum
JI0 HEKOHTPOJIMPYEMOTO KOJIMYeCTBa MoJTyyaTesnei nHpopmanuu

Joctyn k uH(popMaIum 3To

mporiecc  cOopa,  HaKOILJICHWS, 00paboTKH, XpaHEHUs,
pacrpenerneHus u noucka nHGopmManuu

npeoOpa3oBanue  MHpOpManMu, B pe3ylbTare  KOTOPOTO
colepkaHue  HMHGOPMAIMM  CTAaHOBUTCS  HEMOHSATHBIM IS
cyOBeKTa, He UMEIOIIETO JIOCTYIa

NOJTy4YeHHEe  CYOBEKTOM  BO3MOXXHOCTH  O3HAKOMIJICHHSI  C

uH(popMalrei, B TOM YUCIIe IPH TOMOIIY TEXHUYECKUX CPE/ICTB

COBOKYITHOCTb IIPaBUJI, PEIIIAMEHTUPYIOIIMUX TOPSIOK U YCIOBUS
JoCTyma cyobeKTa K nH(OpMAIMU U €€ HOCUTEISM

NESATEIBHOCTh 10  TPEAOTBPAIICHUIO  YTCUKH HH(POPMAITUH,
HECAHKIMOHUPOBAHHBIX U HEMPEIHAMEPECHHBIX BO3JCHCTBUI Ha
Heé

AKTUBHBIN MepexBaT

[IaCCUBHBIN IIEPEXBaAT

AyanoIrecpexBar

BUACOIICPCXBAT

POCMOTP Mycopa

Ilepexsar, KOTOPBI1
3aKIII0YAETCsI B YCTaHOBKE
MOJICJTYILIMBAOLIETO
YCTpOWCTBa B almaparypy
CpenCTB 00paboTkH
uH(OpPMAaILIUU HAa3bIBACTCS

B MEKIYHAPOIHOM
CTaHaapTe «OpanxeBas
KHUT2» MUHUMAJIbHAS

3aluTa 3T0 rpymnmna

m|O|O|m| >

IIo xapakrepy BO3AEHCTBUSA
yYIAJICHHBIE aTaK! JEJSTCS Ha

yCIIOBHBIE U 0€3yCIOBHBIE

aTaku ¢ 0OpaTHOM CBSI3bIO U Oe3 0OpaTHOI CBA3N

BHYTPUCETMCHTHBIC U MCKCECTMCHTHBIC

ITaCCUBHBIC U aKTHBHBIC

aTaKu, KOTOpBIe MOFYT peaHI/IBOBBIBaTBCH Ha BCEX CEMU ypOBHHX -
(bU3HYECKOM, KaHAJLHOM, CETCBOM, TPAHCIOPTHOM, CEaHCOBOM,
HpeI[CTaBI/ITe.HBHOM n HpI/IKHaI[HOM

CyOBbeKT JoCTyma K
UH(OpPMALIUHU 3TO

dbusznyeckoe IUI0, WIM MaTepUaTbHBIA OOBEKT, B TOM 4YHCIIC
dbuznveckoe ToJIe, B KOTOPHIX HMHGOPMAIMS HAXOAUT CBOE
0TOOpaXeHHEe B BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX
peuIeHui U IpOLECCOB

CYOBEKT, OCYLICCTBIAIONIMNA TIOJIb30BaHUE HWHPOpPMaIen |
peanu3yromuil  OJTHOMOYMSI PAaclopsDKEHUsT B Tpejenax Ipas,
YCTaHOBJICHHBIX 3aKOHOM H/WJIM COOCTBEHHUKOM HH(OpMaru

CyOBEKT, TMOJB3YIOMUNUCS HWHPOPMANMEH, IOIyYeHHOH OT ee
COOCTBEHHUKA, BIIAJIENIblIa WM TOCPEIHUKA B COOTBETCTBUU C
YCTaHOBJICHHBIMH TPaBaMH M MPABUIIAMH JTOCTYIA K HH(POPMAIIH
1100 C UX HApyIICHUEM




Bonpoc

BapuaHmbl omeema

CyOBEKT, B TIOJHOM OOBEME PpCATH3YIONIMA  IOJHOMOYUS
BJIAJICHUS, TIOJb30BAaHMS, pPAcCHoOpshKeHuss UHpopMmammed B
COOTBETCTBUH C 3aKOHOJATEIHHBIMH aKTaMHU

YYaCTHHUK IIPABOOTHOLICHUN B MH(POPMALIMOHHBIX MpoIeccax

ITepexaar, KOTOPBIN
OCYILECTBIIACTCA MyTeM
WCITOIB30BAHMUSA OITHUECKOM
TEXHHKH, HA3BIBACTCS

AKTUBHBIM I1I€peXBaT

[IaCCUBHBIN IIEPEXBaAT

ayauonepexnar

BUACOIICPCXBAT,

IIPOCMOTp Mycopa

O0ecrieyueHrEe HAIMOHANBHOMU

HaJeKHAs 3alUTa JIUYHON U UMYIIIECTBEHHOM 0€3011acHOCTH

obOecrieyeHre HAydYHO OOOCHOBAaHHOTO ¥ TapaHTUPOBAHHOTO
rocyaapCTBOM MHUHHMYMaA MATCPHUAJIBHBIX W 3KOJOTMYCCKUX

0e30MacHOCT Ha  YpOBHE 9
yCIIOBUI
IpaXkIaHCKOTO o0rmiecTBa
.. | moBbimeHre 3(p(PEeKTUBHOCTU 3aLIUTHI KOHCTUTYLIMOHHOTO CTpPOS,
onpeneNnsercss  CleAyoLen <
HeITBIO IPaBONOPsIIKA, OOPHOBI € OPT. MPECTYIMHOCTHIO U KOPPYIIIHEH
npeomosiecHne  KOH(pOHTamMu B OOIIECTBE,  JIOCTHIXKCHHE
HAIIMOHAJIBHOTO COTJIACHsI
A
B MEXKIYHAPOIHOM B
CTaHjapre «OpanxeBast c
KHUTa» MHMBUIYaIbHAS [~
3alUTa 3TO TPyIHIa E
yCIIOBHBIE U 0€3yCIOBHBIE
aTaku ¢ 00paTHOM CBsA3BIO U O€3 00paTHOM CBSI3U
I[lo menmm  BO3IEHCTBUSI | BHYTPUCETMEHTHBIE M MEKCETMEHTHBIC

YAQJIICHHBIC aTaKW ACTIATCA Ha

ITaCCUBHBIC U aKTHBHBIC

aTaKl B 3aBHUCHMOCTH OT HapYHICHUSA KOH(bI/II[eHHI/IaIII)HOCTI/I,
HEJIOCTHOCTH U JOCTYITHOCTH

IIepexBar, KOTOpPBII OCHOBAH
Ha (ukcanmn
AJIEKTPOMAarHUTHBIX
M3JIy4YeHUH,  BO3HUKAIOIIUX
npu (YHKIIMOHMPOBAHUH
CpE/CTB KOMITBIOTEPHOM
TEXHUKA W KOMMYHHUKALUU
Ha3bIBACTCS

AKTHBHBIM I1IepeXBaT

MacCCUBHBIN TIEpeXBaT

AyanuorepexBar

BUACOIICPCXBAT

POCMOTP Mycopa

B MEXIyHApPOIHOM
CcTaHjapre «OpanxeBast
KHUTa» MaHJaTHas 3alluTa
3TO Ipymnmna

m|O|O|m| >

ITo YCJIOBHUIO Hauana
OCYILIECTBJIEHUS BO3ACHCTBUSA
yYIAJICHHBIE aTaK! JEJSATCS Ha

yCIIOBHBIE U 0€3yCIOBHBIE

aTaku ¢ 00paTHOM CBS3BIO U O€3 0OpaTHOM CBS3H

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBIC

IIaCCHUBHBIC U aKTUBHBIC

aTaKl B 3aBHUCHUMOCTH OT HapYyHICHUSA KOH(l)I/II[eHHI/IaJ'IBHOCTI/I,
HEJIOCTHOCTH U JOCTYITHOCTH

CoOcTBeHHHK  HH(pOPMAITUH
3TO

dbuznyeckoe U0, WK MATEPUAIBHBIH OOBEKT, B TOM YHCIIE
dbu3ndeckoe T1oJie, B KOTOPHIX HMH(pOpPMAIMS HAXOIUT CBOE
0TOOpaXeHHe B BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX
pELICHUI U TTPOIIECCOB




Bonpoc

BapuaHmbl omeema

CyOBEKT, OCYIICCTBISIOMIMKA TOJb30BaHWE HWHpOpMammen u
peanu3yromui MOJIHOMOYMS PACIIOPSKEHUS B IIpeleiiax Ipas,
YCTaHOBJICHHBIX 3aKOHOM W/HJIM COOCTBEHHUKOM MH(OpPMAITHH

CcyOBeKT, ToNb3yrouuics WH(opMaluen, MOJyYeHHOW OT ee
COOCTBEHHUKA, BIAAENblla WM TOCPEAHHKA B COOTBETCTBUHU C
YCTaHOBJICHHBIMH ITPaBaMU ¥ MPaBHIIAMH JTOCTYIa K HHPOPMAIIUU
1100 C UX HapyIICHUEM

CyOBEKT, B TIOJJHOM O0BEME peaTH3yIOIMKA  MOJTHOMOYHUS
BJIAJICHUS, TOJIb30BAHMS, pPAcHoOpshKeHus uHpopMmammed B
COOTBETCTBUH C 3aKOHOJATEIbHBIMU AKTAMU

YYaCTHHUK IPABOOTHOLICHUN B MH(POPMALIMOHHBIX MpoIeccax

ITepexaar, KOTOPBIN
OCYILIECTBIISICTCS C MIOMOIIIBIO
MOJKITIOYEHUS K
TEJIEKOMMYHHUKAITUOHHOMY

000pyIOBaHUIO KOMITBIOTEpA

AKTHBHBIM I1IepeXBar

[IaCCUBHBIN IIEPEXBaAT

ayauonepexnar

IIPOCMOTp Mycopa

Ha3bIBAETCS BU/JICOTIEPEXBAT
A

B MEKIYHAPOIHOM B

CTaHJIapTe «OpanxeBas c

KHUTa» Bepu(pUIHpOBaHHAS D

3aIlATa 3TO rPyIIa E

I[lo wHamuuuio  oOpaTHOM
CBSI3U C aTaKyeMbIM
O00BEKTOM YyJaJeHHBIE aTaK{
JeIISATCS Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 00paTHOM CBsA3BIO U O€3 00paTHOM CBSI3U

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBIC

ITaCCUBHBIC U aKTHBHBIC

ATaKl B 3aBUCUMOCTU OT HAPYUICHUSA KOH(bI/II[GHI_II/IaJIBHOCTI/I,
HCJIOCTHOCTH U NOCTYITHOCTH

CaMOCTOSITEITHHO
co3/aBIlee uH(pOpMAIIHIO
60 MTOJTYIHBIIICE Ha
OCHOBAaHMH  3aKOHa  WJIH
JIOTOBOpa TPaBO pa3permiaTh
WM OrpaHu4YuBaThb JOCTYII K

JImo,

MCTOYHUK MHPOPMALU

notpebuTens nHpOpMaLN

YHUYTOXKHUTENb HHPOPMALN

HOCHUTEb HH(popManuu

MH(OPMAITIH ob6naznaTens HHGOpMALU
Obs3atenbHoe AL | 511eKTpOHHOE COOOIIEHHE
BBITTOJTHCHUS JIATIOM,

MMOTYYHUBIIAM JOCTyI K | pacmpocTpaHeHue nHOpmamun

ompeneaeHHoN nHpOpMaIIHH,
TpeOOBaHUE HE TIepenaBaTh
TaKylo nH(bOpMaITHIO
TPETHHUM JIUI[aM 0€3 coryacus
ee o0Jragaress ATo

npeaocTaBiIeHrne HHPOpMALN

KOH(HUACHIIUATBHOCTh HH(pOpMAIUK

JOCTYH K HHpOpMaIUU

JericTBus, HaIpaBJIECHHbBIEC HA

YHAYTOXXKEHHE HHPOPMAIUU

MOJTy4CHUE nHbOpMauu

pacnpocTpaHeHue HH)OpMAIN
HeoTnpeIe/IeHHbIM KpYrom
ML 70171 nepeady | IpenocTaBiIeHue HHpOpMALUn
uHpopMaLi KOH(HUACHIIUATBHOCTh HH(pOpMAIUH
HEOIPEIeIEHHOMY KpYry
JIHTL 5TO JOCTYTI K HH(OpMAIUN
Bo3MmoxHOCTB MOJIYYEHUs | coXpaHeHHe HHPOPMAIUU
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uHpOpMaIUN U ee
MCTIONIB30BAHUS 9TO

pacnpocTtpaHeHre nHpopMauu

npeocTapIeHre HHOpMALU

KOH(HUACHINATBHOCTh HH(pOpMAIMH

JOCTYTI K nH(GOPMALIU

[Tpomecc coo0IIeHus ABTOpHSAITA
CyOBEKTOM CBOETO HWMEHHU
WIM  HOMEpa, C UENbIO | gyrenTuduKarys
MOJTyYeHHUsI  OMPEIeNIEHHBIX
MOJIHOMOYHH (TpaB AOCTYIIa) | 0OE3NMYMBAHKE
HA BBIMOJTHEHHE HEKOTOPBIX
(pa3pereHHbIX eMy) | ACHEpCOHaIM3aNMA
JNEUCTBUIL B CHCTEMax ¢
OTPaHUYEHHBIM JOCTYIIOM MICHTHpUKALA
[Ipouenypa NIPOBEPKU | aBTOPH3ALIHS
COOTBETCTBUSl CYOBEKTA U | oGesmuumpanye
TOTO, 32 KOI'O OH IIbITaeTCs

JIeTIepCOHAITM3AIHS
cebs BBIIATH, C ITOMOIIBIO
HEKOM yEUKaTbHOM | AYTeHTHOUKaIyS
uHpOpMaIn UAeHTHPHUKANS
IIponecc, a Takxke pe3ynbTaT
npoiiecca MIPOBEPKU apTopr3atit
HEKOTOPBIX  00s3aTEeNbHBIX
[IapaMeTpoB 10JIb30BaTes 1, | WICHTHUKAIS
npu YCIICITHOCTH,
MPENOCTABIEHHUE eMy | ayTeHTH(UKaLus
ONpPEAECNEHHBIX TMOJTHOMOYUI
Ha BBINOJIHEHHE HEKOTOPBIX | ofe3mnuuBanme
(pa3permeHHbIX emy)
JEUCTBUM B CHUCTEMax ¢ NeTepCoHATH3AIHA

OIrpaHUYCHHBIM JOCTYIIOM

HecankunoHupoBaHHBII
JIOCTYTI K ”H(POPMAIIHH TO

JOCTYN K MH(POPMAaLUK, HE CBSI3aHHBIA C BBHITIOJHEHHEM (YHKIMOHAIb-
HBIX 0053aHHOCTEH U HE 0(OPMIICHHBIH TOKYMEHTAIEHO

pa60Ta Ha 9YKOM KOMITBIOTEPC 0e3 pa3pCUICHUs €ro BJIaACIbIa

BXO/J Ha KOMIIBIOTEP C UCTTIOJIb30BAHUEM JAHHBIX JPYTOro moJb30BaTcCiis

JIOCTYT K JIOKAIBHO-UH()OPMAITMOHHOW CETH, CBSI3aHHBIN C BBITIOJTHCHU-
eM (DyHKIMOHAIBHBIX 0053aHHOCTEH

noctyn Kk CYBJI nmox 3anpernieHHbIM UMEHEM TOJIb30BaTEeNs

JlokyMeHTHpOBaHHas

uHpopmanus, JIOCTYI K
KOTOpOMl ~ OrpaHMYMBacT B
COOTBETCTBUU c

3aKOHaIeJILCTBOM PD

UHQOPMAITHUS COCTABIISIONIAS TOCYIAPCTBEHHYIO TAHY

UHQOPMAITUS COCTABIISIONIAsT KOMMEPUYECKYIO TaiiHy

MEpCcoOHAIbHAaA

KOH(HACHINAIbHASI HHPOPMAIHs

JOKyMEHTHUPOBaHHasi MHPOpPMALHs

MNudopmanmonnas
0e30macHOCTh 00eCIIeYHBACT. . .

OnoxkrpoBaHue HHHOPMALTIN

UCKa)KeHHe HH(POPMaLN

COXPaHHOCTh HH(GOPMAITIH

yTpary uHpopmManuun

MOIETIKY HH()OPMAITIH

Xwumenre nHGOopMaIiy — 3T0. ..

HECaHKIIMOHUPOBAHHOE KOMMPOBaHWE WH(pOpMaum

yTpaTa uHhopMaLuu

0JIOKHpOBaHUE HHPOPMAITUH

HUCKaKEeHHUE HHPOPMAITIH

npojaxka HHOpMan
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Hoctyn k uHpOp™Manum — 310:

00s13aTeTbHOE TS BBIMTOIHEHUSI JIMIIOM, TTOJTYYHBIIUM JOCTYII K OTpe-
JieeHHoM uHpopMaluu, TpeOoBaHHWEe HE IepelaBaTh Takyro HH(OpMa-
IIUIO TPETHUM JIUIaM Oe3 coryiacus ee 00aaaTens

JICHCTBYSI, HANPaBJICHHBIC HA TONYYCHUE WH(QOPMAIMHU HEOIPEIICICH-
HBIM KPYTOM JIHI] WX Tiepeady nHPOPMAIIUU HEOTIPEICTICHHOMY KPYyTy
JIHIY

JIEHCTBYSI, HANIpaBJIeHHBIE Ha TONTyYeHNE WH(GOPMAITUH OMpeeTICHHBIM
KPYTOM JIMII WJTH Tiepeiady HHPOPMAITUH ONIPEIeICHHOMY KPYTY JIHI]

I/IH(i)OpMaLII/IH, nepeaanHas Ujin MoJy4YCHHAs MOJIb30BATCICM I/IH(l)OpMa-
I_[I/IOHHO-TGHCKOMMYHHKaHHOHHOfI CCTH

BO3MOKHOCTD OJIYUCHHUA I/IH(i)OpMaLII/II/I 1 €€ UCII0JIb30BaHUA

OOGecmeueHue
HHPOPMAITHOHHON
0e30ImacHOCTH
obecreueHue. . .

€CTh

HC3aBHUCHMOCTH I/IH(I)OpMaLII/II/I

M3MEeHeHUs uHpopMauu

KOIMPOBaHMsI HHPOPMALN

COXPaHHOCTH HHpOPMALUU

mpeoOpa3oBaHus HHPOPMAIHH

K kakomy Buay Mep 3alluThI
UHQOpPMAIUK  OTHOCHUTCS  yT-
BEepXKACHHAsI TporpamMMma pabdoT
B 001acTu 6€30MaCHOCTH

MOJIUTUKA O€30MaCHOCTH BEPXHETO YPOBHS

MOJIUTHKA O€30MTaCHOCTH CPETHETO YPOBHSI

MOJIUTUKA 0€30MaCHOCTH HMYKHETO YPOBHS

IMPUHIMIT MUHUMH3allNUH HpI/IBI/IJ'IeFI/Iﬁ

3alUTa MOAAEPKUBAIOIIEH HHOPACTPYKTYPHI

T'apantus Toro, yTo mpu XpaHe-
HUU WA Tepenade wHpopma-
MU He OBLTO MPOU3BEICHO HE-
CaHKITMOHUPOBAHHBIX HM3MEHE-
HHUH

KOH(l)I/I,I[CHLII/IaJ'H:HOCTL

LIEJIOCTHOCTD

JOCTYIIHOCTD

AYyTCHTUYHOCTb

aneJuIMpyeMocThb

K ¢pyskmmsm napopmMannoHHoN
0e30I1acHOCTH OTHOCSTCSA

BBIIBJICHUC HCTOYHHUKOB BHYTPCHHHUX U BHCUIHHUX YI'PO3

CTpaxoBaHHe HH()OPMAIIMOHHBIX PECYPCOB

3aIIUTa TOCYJapCTBEHHBIX MHPOPMAIIMOHHBIX PECYPCOB

MOJITOTOBKA CIICIUAINCTOB 10 00eCHeueHU0 MH(POPMAIMOHHON 06e30-
MaCHOCTH

BCC OTBCTHI BEPHbLI

K HaiuoHambHBIM HHTEpEcam
P® B undopmanmonHoi chepe
OTHOCSITCS

peain3and KOHCTUTYIIMOHHBIX ITPAaB HAa JOCTYI K I/IH(i)OpMaI_[I/II/I

3amuTa nHPOpMaLUK, 0OecreynBaroIel TNIHYI0 0€30MaCHOCTh

3al1Ta HE3aBUCUMOCTH, CYBCPCHUTCTA, FOCYI[apCTBGHHOﬁ U TCPPUTO-
pPIaJ'IBHOfI OEIOCTHOCTHU

MNOJIUTUYCCKaA SDKOHOMHNYCCKAA U COIMMaJIbHasA CTaOMIIBHOCTE

COXpaHCHHUE U 03I0POBIICHUN OKPYKAIOIIEH CpeJibl

lapantust TOro, 4Tro KOHKpET-
Has wuHbopMamus JOCTyMHA
TONIBKO TOMY KpYTy JHI, IS
KOTOPBIX OHA MpeIHa3HaYeHa

KOH(HUIECHIINATLHOCTh

LIEJIOCTHOCTH

JIOCTYTHOCTh

AYTCHTUYHOCTDb

aneJIMpyeMoCThb

COBOKYIMHOCTh HOPM, MPaBHI U
MPAaKTHYCCKUX PEKOMEHAIHIA,
periJaMeHTHPYIOMUX  paboTy
cpenctB 3amuthl AC OT 3amaH-
HOTO MHOXKECTBA yrpo3 0e3o-
MAaCHOCTH

KOMILIEKCHOE obOecrieueHrne nHHOPMAIMOHHON 0€30ITacCHOCTH

oe3omacHocts AC

yrpo3a nH()OpMaIMOHHOW 6€30MaCHOCTH

aTaka Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

[IOJIUTHUKA OE30IIaCHOCTH

Hawmbonee pacrnpocTpaHeHHBIC
YTPO3bI WHPOPMAITUOHHOM
0€e30I1aCHOCTH

YIpO3blI LIENTOCTHOCTH

yrpo3bl 3alULIIEHHOCTH

yIrpo3bl 6€30MacHOCTH
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YTPO3bl JOCTYIHOCTH

yrpo3bl KOHPHUIESHITUATLHOCTH

JeiicTBue, nOpeANpUHUMAEMOE
3JIOYMBITTUICHHAUKOM,  KOTOpPOE
3aKJII0YAaCTCI B TIOMCKE M HC-
MOJIL30BAHWM TOW WM WHOM
YSI3BUMOCTH CHCTEMBI

KOMILJIEKCHOE obecrieueHne nH(HOPMAIIMOHHON 0€301acHOCTH

oe3omacaocts AC

yrpo3a nHhOpPMaIMOHHOM OE30MMaCHOCTH

aTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTCMY

[IOJINTHKA O€30I1aCHOCTH

Cocrosizue 3QLIUIICHHOCTH | HH(OpPMAIOHHAs OE30ITaCHOCTb
MHOTIOHAIMOHANBHOTO  HAPOJA | 5on i oo
KaK HOCHUTCJIA CYBCPCHHUTCTA U
CANHCTBCHHOI'O NCTOYHHUKA samuTa HH(bOp Mann
BIACTH HaIMOHaJIbHAA 0€301aCHOCTE
CBOICTBO JAHHEIX OBITH JIOC- KOH(HUICHITNATLHOCTh
TYIOHBIMU I CAaHKOHUOHHPO- LEJIOCTHOCTD
BAaHHOT'O ITIOJIB30BAaHUS B ITPOU3-
. JIOCTYTHOCTb
BOJIbHbIM MOMCHT BPCMCHU, KO-
raa B 06paH.[€HI/II/I K HUM BO3HU- aYTeHTI/ILIHOCTB
KaeT He0OXOAUMOCTD anmenmupyeMocThb
KOH(HUICHITNATLHOCTh
FapaHTI/ISI TOro, 4rO0 HCTOYHH- [IEJIOCTHOCTD
KOM HHGOpMAIUH  SBJISETCS
JOCTYITHOCTh
UMEHHO TO JIMIIO, KOTOPOE 3a-
SBJICHO KaK €€ aBTOp aYTeHTI/ILIHOCTB
anmeIupyeMoCThb
lapanTHs TOTO, YTO NpH HE0O0- | KOHPUICHINAILHOCTD
XOJMMOCTH MOKHO OYZET IOKa- | [1eJOCTHOCTD
3aTb, YTO aBTOPOM C006H.ICHI/IH I[OCTYHHOCTB
HBHHCTC? HUMCHHO TOT YCJIOBCK, ayTeHTI/I‘IHOCTB
KOTOPBIU 3asBJICH KaK €€ aBTOP
W HH KTO APYTOit anmeIpyeMOCTh

CooTHecuTe UHTEPECH B 00Jac-
TH WHpOpPMaLMOHHON Oe3omac-
HOCTH:

1. HarmoHanbHBIE HHTEPECHI

2. lHTepechl TMIHOCTH

3. MHTepeckl rocyaapcTaa

4. VlaTepeckl o01iecTBa

1. cocToar B peanm3aluu KOHCTUTYLIMOHHBIX MpaB U CBOOOI, B
o0Oecre4eHn: JUYHON 0e30MacHOCTH, B MOBBLIIMICHWH KadecTBa U
YPOBHS KU3HH, B (PU3UUECKOM, JTYXOBHOM M HHTEIIEKTYaJbHOM
pa3BUTHUU YeJIOBEKA U IpakJIaHNHa

2. o0ecneuyMBarOTCS WHCTHTYTaMH TOCYAApCTBEHHOW BJIACTH,
OCYIIECTBIISIONMMHU CBOU (DYHKIIMH, B TOM YHCJIE BO B3aUMO/ICH-
CTBUHU C AeicTBYIOIMMH Ha ocHOBE KoHcTuTyuu P® u 3akoHo-
natenbcTBa PO 001IecTBeHHBIMU OpraHu3alusIMH

3. COCTOSIT B HE3BIOJIEMOCTH KOHCTUTYIIMOHHOTO CTPOSI, CYBEPECHH-
TE€Ta U TEPPUTOPUAIILHON LEIOCTHOCTH Poccuu, B OJTUTUYECKOM,
SKOHOMUYECKOW W COLMAIBbHON CTaOWIILHOCTH, B 0€3YCIOBHOM
o0ecreYeHn: 3aKOHHOCTH | TOJJIePKaHUU TIPABOIOPSIKA, B pas-
BUTHHM PaBHOIPABHO T'O M B3aMMOBBITOJHOTO MEXIYHAPOIHOTO
COTPYJIHUYECTBA

4. cOCTOAT B yIIPOUEHUU IEMOKPATHH, B CO3JaHUU ITPABOBOT0, CO-
[IUATBHOTO TOCYIapCTBa, B JOCTIXKCHHUH U TOAJICPKaHUU 00IIecT-
BEHHOTO COTJIACcHs, B TyXOBHOM OOHOBIIeHUU Poccun

CooTHeCUTE OCHOBHBIE TIOHITHS
B 00JlacTH HH(POPMAIHOHHON

1. ataka

2. yszumocth AC
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0€e30I1acCHOCTH

3. yrpo3a 6e3onacHocta AC

4, 3amuIienHas CucreMa

1. HekoTOpOE€ HEynayHOE CBOMCTBO CHCTEMBI, KOTOPOE JENacT
BO3MOKHBIM BOZHUKHOBEHHE U PEATM3ALMIO YTPO3bI

2. cucTeMa CO CPeACTBaMHU 3aIllUThI, KOTOPBIE YCHENIHO U Y deK-
TUBHO TIPOTUBOCTOST YTrpo3aM 0€301aCHOCTH

3. BO3MOXHBIe Bo3eicTBrs Ha AC, KOTOpbIE MPSIMO UM KOCBEH-
HO MOTYT HaHECTH yliepO ee 0€30macHOCTH

4. neiicTBue, MPEeANPUHUMAEMOE 3JI0YMBIIUIEHHUKOM, KOTOPOE
3aKJIFOYAETCs B TIOUCKE U UCIIOJIB30BAHUH TOW WM UHOU YSI3BUMO-
CTU CUCTEMBI

CooTHeCcUTEe OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrposa HapymeHus KOHQUICHINAILHOCTH

2. yrpo3a oTKaza CiIyx0

3. yrpo3a HapyIIeHusl eJTOCTHOCTH

1. moboe yMmbIIUIEHHOE U3MEHEHNE MH(OPMAINH, XpaHSIIEHCs B
BC unu nepenaBaeMoii OT OJTHOW CUCTEMBI B APYTYIO

2. BO3HHUKAET BCSKUM pa3, KOIZa B Pe3yJbTaTe MpEeIHAMEPEHHBIX
JEHCTBUM, MPEANPUHUMAEMBIX APYTMM MOJb30BAaTEIEM WIIU 3J10-

YMBIIIIEHHUKOM, OJIOKUPYETCSI JOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3aKi04aeTcs B TOM, YTO MHGOpPMAIUs CTAHOBUTCS M3BECTHOM
TOMY, KTO HE pacrojaraeT MoJHOMOYUSAMH JOCTYIa K Hel

CooTHecuTe  KJIaCCU(HKALIIO
yIpo3 1o psAy NPU3HAKOB

. ITO IpHUPOAC BOSHUKHOBCHHA

. IO HEMIOCPEICTBEHHOMY UCTOYHUKY

. IO cTerneHu Bo3aeiicTeug Ha AC

. TI0 croco0y aocryna K pecypcam AC

. IIAaCCUBHBIC U aKTHBHBIC

NP BW N -

. HAITPaBJICHHLIC HA UCTIOJIb30BAHUEC TPAMOI'0 CTAHAAPTHOI'O ITyTU
JIOCTyTa K pecypcaM U HallpaBJICHHbIE HA UCIIOJIb30BAaHUE CKPHITO-
ro HECTAaHJIapTHOIO TocTyna kK pecypcam AC

3. €CTECTBEHHBIC HIIH HNCKYCCTBCHHELIC

4. mpupoaHas Cpefa, 4eJIOBEK, CAaHKIIMOHHUPOBAHHBIE IPOrpaMM-
HBIE CPE/ICTBA U HECAHKIIMOHUPOBAHHbBIE IPOTPaMMHBIE CPEICTBA

Yto Takoe cepTudhuKamms

MOATBCPKACHUC COOTBCTCTBUA IMPOAYKIUMU WU YCIYI' YCTAHOB-
JICHHBIM TpGGOBaHI/IHM WJIK CTaHJapTamM

MOATBCPXKACHUC COOTBCTCTBHUA NPOAYKIINH, HO HC YCIIYI' YCTAHOB-
JICHHBIM TpGGOBaHI/IHM HJIK CTaHJapTamM

MOJTBEP)KJIEHUE COOTBETCTBUS YCIYT, HO HE IPOAYKIIUHU YCTAHOB-
JICHHBIM TPEeOOBAaHUSAM WM CTaHIapTaM

Uro Takoe ceprudukar?

JOKYMEHT, TOJTBEPKAAIONINI COOTBETCTBUE CPEACTBA 3aIllUTHI
nHpopmaruu TpedoBaHUAM 110 0€30MacHOCTH HH(DOPMAITUH

JOKYMEHT, TOJTBEPKAAIONINI COOTBETCTBUE CPEACTBA 3aIlUTHI
nHpopmaruu TpeOOBaHUSIM 10 XPaHSHUIO HHPOPMAITIH

JOKYMEHT, TOJTBEPKAAIONINI COOTBETCTBUE CPEACTBA 3aIlUTHI
nHpopmaruu TpeOGoBaHUAM 110 00pabOTKe HHPOPMAITIH

Kak wmaspIBaeTcsa NIHIIO, caMo-
CTOATENBHO co3/aBiiee HHDOP-
Manuio Ju00 TONyJHBIIEE Ha
OCHOBaHHH 3aKOHA HIIH JOTOBO-

CyOBEKT NMePCOHATbHBIX TaHHBIX

orepatop HHHOPMAITHOHHON CUCTEMBI
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pa mpaBo paspelaTh WU orpa-
HUYMBATh JOCTYN K HWH(OpMa-
IIUU, OTPEACIAEMON MO KaKHM-
00 TpU3HaKaM?

obnanaTenp nHGoOpMaH

cyOBekT uapopmarm

Bomnpocel k kommiekcHomy 3axanuio TK1

1. Yro Takoe nHpopMarmonHasi 6€30MacHOCTh?

2. Ilepeunciure BakHEHIIIME aCTIEKTHl THPOPMAITMOHHOMN O€30MMacHOCTH.

3. Ilepeuncante ypoBHU 3alUTH HH(POPMALIUH.

4. OxapakrepusyiTe yrpo3bl HHPOPMALMOHHOW 0€30MacHOCTH: PACKPBITHS
IIEJIOCTHOCTH, OTKAa3 B OOCITYKUBaHUH.

5. OObsiCHUTE IPUUMHBI KOMITBIOTEPHBIX MPECTYTICHHH.

6. OnuirTe OCHOBHBIE TEXHOJIOTUH KOMIBIOTEPHBIX MPECTYIUICHUH.

7. Ilepeuncnure Mepsbl 3aUTH HHOOPMALIMOHHON 6€30aCHOCTH.

8. [lepeuncnure Mepbl NPEIOCTOPOKHOCTH MPHU PAbOTE C IEIIBIO 3AIUTHI HH-

dbopmaruu.

9. OnumuTe OCHOBHBIE MEPHI 3alTUTHl HOCUTENEH HHPOpPMAIIHH.

10. Iloyemy monkiIO4YeHHE K TJIOOATBHOM KOMIBIOTEpHOU cetn MHTepHer
MPEACTaBIISIET cO00M yrpo3y st MH(pOpMAMOHHOM 0€301acHOCTH?

11. OnuiurTe, KaKk MCIOIb30BAHUE AJIEKTPOHHOM MOUTHI CO3/1ae€T Yyrpo3y WH-
dbopmannonHo 6e3onacHoctu. Kakue mepsl odecneunBarOT 0€30MacHOE HCIOJb30-

Banue e-mail?

12. Kakue cymecTBYIOT MEXIyHAPOJIHbIC U POCCUNUCKHIE CTaHAAPTHI B 001aCTH
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM M HH(GOPMAIIMOHHBIX TEXHOJIOTHIA?

13. Kputepuu 6€301MacHOCTH KOMIBIOTEPHBIX CUCTEM MHHHCTEPCTBA 00OPOHBI
CIHIA (“OpanxeBast KHUTA).

14. PykoBoasmue nokymenTsl ['ocrexxomuccuu Poccun.

15. MexayHapoaHbie cTaHAapThl HHGOpMaIMOHHON 6e3omacHocTu. CTanmapT
ISO/IEC 15408 "O6mume kputepun'. Onucanue TpeboBaHU O€30MACHOCTH U Xapakx-

TEPUCTUK YTPO3.

Juis Tekymero konTpoJast TK2:
IIpoBepsiemast KOMITETEHUINS:

Koxa u HaumeHoBaHME KOMIIETEHIIMH Koz 1 naumeHoBaHue nHAMKaTopa
OI1K-4. Cnoco6en moanMath npuHIUIBI pa- | OI1K-4.2. Brnageer HaBbIkKaMu TpUMEHEHUS MUPPO-
0O0TBI COBpEMEHHBIX MH(DOPMAITIOHHBIX TEX- | BBIX TEXHOJOTHH IS pelieHus 3anad mnpodeccuo-
HOJIOTHI U UCTIONb30BATh UX JUIS PEIICHUs HaJIbHON JESATENIbHOCTH C YY€TOM OCHOBHBIX TpeOo-
3a71a4 Npo(eCCHOHANTBHOM NIESITENbHOCTH BaHUIl MH(OPMAITMOHHON 0€3011aCHOCTH
Tect
Bonpoc Bapuanmsi omeema
Kakoit obmmii ymep6 mo | 4
JaHHBIM Hucturyra 34
KommnbrorepHoit
bezonacnoctn nanecm | 2%
KOMIIBIOTEPHBIE BUPYCHI 3a | 74
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nociueaHre S Jjer, (MIpI.

nosn, CIITA)? %

ITo JAHHBIM )KypHana | 500000

«Security Magazine», [ 1000000

cpemHHii pasmep ymepda oT

KOMITBIOTEPHOTO 1500000

MoleHHnYecTBa coctapiser | 2000000

(;[()_)1_)1_ CH_[A) 2500000
mporecc  cOopa,  HaKOILJICHWS, 00paboTKH, XpaHEHUs,
pacnpeneneHus U norucka nHpopmaluu
npeoOpa3oBanue  MH(pOpManMu, B pe3ylbTare  KOTOPOTO
colepXaHue HMHPOPMAIMM  CTAHOBUTCS  HEMOHSTHBIM  JJISt
cyOBeKTa, He UMEIOIIETO IOCTYIa

HIudpoBanne uHOpMAIMU | TOTydeHHE  CyOBEKTOM  BO3MOKHOCTH  O3HAKOMIICHHS  C

9TO

uHpopMalrei, B TOM YUCIIe IPH TOMOIIY TEXHUYECKUX CPE/ICTB

COBOKYITHOCTB IIPAaBUJI, PETJIAMEHTUPYIOLIUX MOPANOK U YCIOBUS
JIOCTyTa CyOBbeKTa K MH(OPMAITUU M €€ HOCUTEIISIM

JeATENIFHOCTh [0 NPEAOTBPAILCHUIO yTEUYKH HH(POPMALUH,
HECAaHKITMOHUPOBAHHBIX M HEMpPEIHAMEPEHHBIX BO3JCHCTBUN Ha
Heé

ITo JAHHBIM I'maBHOTO | 2
UHPOPMAIIMOHHOTO  IIEHTpA 25

MBJI Poccun KOIHYECTBO 3
KOMITHEOTEPHBIX

MPECTYIUICHUN €XKEroTHO 35
yBEIIMYMBAeTCA B (pasa) 4

ITo JTAHHBIM I'masHoro | 6
uHpopmarmonHoro  1eHTpa | 60

MBJI Poccum exeromausii | 160
pasmep MarepuaibHoro | 600
yiepba OT KOMITBIOTEPHBIX
npectyriennid  coctasiseT | 1600
OKOJIO (MITH. pyOJIeii)

IIo JAHHBIM I'maBHoro | 7
WH()OPMAITMOHHOTO  IIEHTpa

MBJI  Poccum  cpennuii | 1,7

yiepo, MIPUYUHSIEMBII 27
NOTEPIEBIIEMY oT 1”
KOMIIBIOTEPHOTO 3,7
MPECTYIUICHUS, paBeH (MIIH.

pyOueii) 47
OcHoBHOE CPEICTBO, | yaeHTH()UKALIUS
oOecIieynBaroIee

KOH(HUIECHIINATLHOCTh ayTeHTHUKALNS
uHbOpMallUK, TOCHUIAeMOMN | aBTOPH3ALIHs
MO OTKPHITHIM  KAHAMAM | 5 cpentyra
nepeAayd JaHHBIX, B TOM

YHUCIIE, IO CETH UHTEPHET mrdpoBaHme
Jns Oe3omacHoi mepemaun | WWW
JTAHHBIX o kanaigam | dicom
UHTEPHET UCTIONB3yeTcs | VPN
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TEXHOJIOTUS ftp

xml
Kommuiexe anmnaparHbIX

AHTUBUPYC
u/1mm IIPOrpaMMHBIX
CPEICTB, OCYILECTBISAIOIUN
PEACTB, ym H 3aMOK
KOHTPOJIb U  (DUIBTPAIHIO
CETEBOTO Tpaduka B

OpanaMaysp
COOTBETCTBUH C 33aJJaHHBIMU
IpaBUJIaMU U 3allMILAOIINAN
p = Kpunrorpadus

KOMIIBIOTEPHBIE ~ CETH  OT
HECaHKI[MIOHUPOBAHHOT'O
J0CTyna

9KCIICPTHAA CUCTECMaA

[Ipouienypa, mnpoBepstomas,
UMEET JIM II0JIb30BaTENb C
PEIbIBICHHBIM

UICHTU(PHUKATOPOM MPaBO Ha

JOCTYTI K peCypcy 3TO

UACHTUPUKAIUS

ayTeHTH()HUKAIHS

cTpatuduKams

perucrparus

aBTOPHU3ALIUS

coziepkath HUQPbI U OYKBbI, 3HAKU NPEMUHAHUS U OBITH CJIOKHBIM
JUISL yTa/IbIBaHuS

COJIepKATh TOJIBKO IUDPBI

[Tapons MIOJTB30BATENS | COAEPIKATh TOJIBKO OYKBBI

JIOJDKEH UMETh SBHYIO NMPUBSA3KY K BIAJeNblly (ero uMs, AaTa poXKACHUs,
HOMED TeedoHa U T.11.)
OBITH MMPOCTBIM U JIETKO 3alIOMUHATHLCS, Hampumep «123», «111»,
«qwerty» u T.11.

[InactuxoBas KapTO4Ka, | TOKeH

coaepKanas YUIT W1 | password

KpI/IHTOFpa(va/I‘-IeCKI/IX —

BBIUMCJICHUH U BCTPOCHHYIO login

3alIMIIEHHYI0 TaMATh Ui
XpaHeHHUs UHPOpMAIUU

cMapT-KapTa

YerpoiicTBo VIS
UACHTUDUKAITTT
ITOJIB30BaTEIICH,
Ipe/ICTaBISIONIEe coOoi
MOOUJIBHOE  TEPCOHATBHOE

YCTPOMCTBO, HAIOMUHAIOLIUE
MaJ€HbKUH  TEUKEp, HE
MOJICOE IUHSIEMbIE K
KOMITBIOTEPY H  HMMEIOLIUE
COOCTBEHHBII HCTOYHHK
IMUTaHMS

TOKCH

ABTOHOMHEIN TOKEH

USB-tokeHn

ycrpoiictBo iButton

cMapT-KapTa

HocTtyn  monb3oBaTens K
WH(OPMAIIMOHHBIM pecypcam
KOMIIbIOTEpAa © / WK
JIOKAJTbHOW BBIYUCIUTEIbHON
CeTH MPEANpUATUS IOKEH
pa3pemaTbesi TOJIbKO MocIIe:

BKJIFOUCHUS KOMIIBIOTCPA

UACHTU(DUKAIIY 110 JIOTUHY U TTapOII0

3arpoca MNaCuoOpTHBIX JaHHBIX

3arpoca I0MCHHOI'O UMCHU

3anpoca GO

DJIEKTPOHHBIE
npeaHa3Ha4YCHbI I ...

3aMKH

o0ecrieyeHns TOBEPEHHOH 3arpy3Ku KOMIBIOTEPA U KOHTPOJIS Lie-
JOCTHOCTH (haiiIoB B cucTeMax

CKaHHUPOBAaHHUA OTIICHATKOB IMAJILLICB
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NIPOBEPKH CKOPOCTH M 3arpy3Ku (QaniioB

00I11er0 KOHTPOJIS

I/II[GHTI/I(bI/IKaI_[I/II/I IIOJIB30BATCIIA

BHGKTPOHHBIC 3aMKU IIpcaHa-
3HAYCHBI IJIA:

XpaHeHus1 601bII0T0 00beMa KOHPUACHIIMAIBHOU HHGOPMAITUN

3alUTHI IEpUMETPa KOPIIOPATUBHON ceTH

HAICKHOW ayTeHTU(UKAINK U UISHTH(PUKAIIUY [TOJIb30BaTEIICH

OJIOKUPOBAHHSI KOMITBIOTEPa BO BPEMsI OTCYTCTBHSI ITOJIb30BATEIs
Ha pabouem MecTe

Jost 3alUThI oT
3JI0YMBIIIJICHHUKOB
HEOOXO0IMUMO HCIIOJIB30BaTh

CHCTEMHOE MPOTrpaMMHOE 0OecrieueHHe

MPUKJIQJHOE IPOTPAMMHOE OOecTieueHHe

AQHTUBUPYCHBIE IPOTPAMMBI

KOMIIbIOTEPHBIE UTPbI

MY3bIKY, BUI€O(PUIBMBI

arrmapaTHbIi KOHTPOJIEP

AJIEKTPOHHBIN 3aMOK

CHUCTEMA KOHTPOJIA

CETEBOM ajanrep

KOIMPOBAJIbHBIN armapar

ArnnapaTHble MOZYJIH
JIOBEPEHHOU 3arpy3Ku
«AKKOP/I-AMI3»
NPECTaBISIOT COOOMH. ..
[pocreiimmm criocoOom
UICHTH(PUKAITIN B
KOMITBIOTEPHOU cucreme
SABJISIETCS BBOJI
uaeHTUUKaTOpa
MOJIb30BaTENS, KOTOPBIN

HMCCT CJICAYIOIICC HA3BAHUC

TOKCH

password

napoJib

login

cMapT-KapTa

Yro0Bsl moamucaTtb COOOIIEHHE
3JIEKTPOHHOM U poBoi
MOJIITUCHIO, UCTIOJIB3YIOTCS

OTKpBITBIﬁ KJIFOY OTIPaBUTCIIA

OTKpBITBIﬁ KJIFOY TTOJIy4aTCIsd

3aKPBITHIN KJIIOY OTIIPABUTEINS

3aKPBITHIN KITI0Y OTYyJaTest

KakoBa  mocnemoBaTelIbHOCTH
MOAMHMCAHUSA  COOOLIEHUH ¢
romonIsro DII1?

BBIYUCIACTCA X3, 3aTCM XOIII BaH_II/I(prBBIBaeTCH

cooOmieHre  3amu@poOBBIBACTCS,  IMOCIE  YEro
XJUIUPYETCS

pe3yabpTar

Py TOJAMUCAHUU COOOIICHNE 3ai(POBLIBACTCS, IPH MPOBEPKE
BBIUMCIISIETCS XOIII

BBIUMCIISICTCST XOII HMCXOJHOTO COOOINEHHUs, TIOCJIe Yero OHO
3amupoBBIBACTCS

B ugem 3akmouaercs Takoe
CBOWCTBO (hyHKIHN
x3mupoBanus H kak croiikocth
K KOJUTM3USIM MEpPBOro poaa?

Ui J1I000ro X3ma h J0/mKHO OBITh MPAKTHYECKH HEBO3MOYKHO
BBIYUCIIUTH WK 110100path Takoe X, uto H(X) = h

JOJDKHO ~ OBITh  TPAKTUYECKH HEBO3MOXKHO  BBIUUCIHTH  WIH
noao0pate J00YI0 Mapy pas3iIHyYHBIX COOOIIEHWH X W Y s
koTopbix H(X) = H(y)

JUTMHA XOIIa JOJDKHA OBITh (UKCUPOBAHHOW HE3aBUCUMO OT
JUIMHBI BXOJHOTO COOOIIEHHUS

Bupycel, He cBs3bIBaromme
CBOU KONHMH c (aiijgaMu, a co3-
Jarolllie CBOM KONMU Ha JuC-
Kax, He M3MEHssA Ipyrux oaii-
JIOB, Ha3bIBAKOTCS

KOMIIaHBOH - BUpyCaMu

4epBU

MMapasuTHICCKUC

NpU3PaAKA

CTEJIC-BUPYCHI

AHTHUBUpYCHas nporpamma

PEBH30pOM
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MPHUHLKI pabOThl, KOTOPOH OC-
HOBaH Ha TpoBepke (ailos,
CEKTOPOB M CUCTEMHOW MaMATH
U MOWCKE B HUX HM3BECTHBIX U
HOBBIX BHPYCOB HA3bIBACTCS

UMMYHU3aTOPOM

CKaHEpOM

JOKTOpa  (haru

Vka3zaTh HEIOCTAaTKH, WMEIO-
mMecss y aHTUBUPYCHOM Mpo-
rpamMMBbI PEBU30P

HECIIOCOOHOCTh MOMMAaTh BHUPYC B MOMEHT €ro HOSBICHHUS B
cucreMe

HeOOoJIbIIas CKOPOCTh MOMCKA BUPYCOB

HEBO3MOXXHOCTb OIPEIEJINTh BUPYC B HOBBIX (haiinax

BCE BAPUAHTHI BEPHBI

K nmocromHcTBaM TEXHHWYECKUX
CpEACTB 3allIUThl OTHOCATCA

PpETYJISIPHBIN KOHTPOJIb

CO3JaHHUEC KOMIIJICKCHBIX CUCTEM 3alllNThI

CTEIEHb CJIOKHOCTH YCTPOMCTBA

BCE BapUaHThI BEPHbI

OIacHbIE
daiinoBbie

B kiaccuduxarmio BUpycoB o | PE3UJICHTHBIC

Croco0y 3apasKeHHUsI BXOJISIT 3arpy304HbIe
(aiioBo-3arpy30uHbIe
HEpE3HJICHTHbIE
YepBU

K BupycaMm u3MeHsOIUM cpeny | CTYJICHYCCKHUEC

OOUTAHUSI OTHOCSTCS: MOJUMOP(HbBIE
CITyTHUKU

Bupycel, He cBssbBaromue | KOMITAHBOH - BUDyCaMu

CBOM Komuu ¢ (aiimamu, a co3- | ICPBU

JAIOIINE CBOM KOMHU Ha JHC- | CTEJIC - BUPYCHI

Kax, HE HW3MEHSA Ipyrux aii- MaKpOBHUPYCHI

JIOB, HA3bIBAIOTCSI IpU3paKyu
YepBU

K Bupycam He H3MEHsIOIMM | CTCIIC-BUPYCHI

cpely OOUTaHUSI OTHOCSITCS MNOJUMOP(HbBIE
CITyTHUKHU

Hexotopoe cexpeTHOoe Komuue-
CTBO WH(OpPMAIUK, H3BECTHOS
TOJIBKO TIOJIb30BATEII0 M IIa-
pOJBHOM  cHUCTEME, KOTOpOe
MOKET OBITH 3aIIOMHEHO IOJb-
30BaTelIeM W TIPEIBSIBICHO IS
MIPOXOXKIIEHUS TPOIIETypHl ay-
TEHTU(UKALMH — 3TO ...

I/II[GHTI/I(bI/IKaTOp IIOJIB30BAaTCIIA

MapoJib MOJIL30BaTCIIA

YUYE€THAasA 3alIUCh I10JIB30BaTCIIA

napoJjibHas CUCTEMa

UccnemoBanne  BO3MOXKHOCTH
pacmmdpoBanus HHPOpPMAITIH
0e3 3HaHM KITtoUuei

KPUIITOJIOTUSA

Kpurrorpadus

KPHUITOAHATIHU3

B3JIOM

HECaHKI[MOHUPOBAHHBIN JOCTYII

XpaHenue  mapoineit
OCYIIECTBIISITHCS

MOXET

B BUJIC CBEPTOK

B OTKPBITOM BUIC

B 3aKpPBITOM BHUC

B 3 (PpOBaHHOM BHUJIC
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BCC BapUaAHTBI OTBETA BEPHBI

CooTHecuTe OCHOBHBIE METO/IbI
MOJTy4eHUs aposueit

1. meTox ToTanmkEHOTO TIEpedopa

2. coBapHas aTtaka

3. moydeHue mapojeil U3 caMoil CHCTEMBbI Ha OCHOBE MPOTPAMM-
HOM U aIllapaTHOMN peaan3alui KOHKPETHOU CUCTEMBI

4. mpoBepKa MapoJjeil, ycTaHaBIMBAaEMBIX B CUCTEMAX I10 yMOJI4a-
HUIO

1. nns mepebopa HMCHONB3yeTCsl CIOBaph HaWOOJee BEPOSTHBIX
KIIIOUE

2. IBYMsI BO3MOYKHOCTSIMH BBISICHEHUSI TAPOJISL SIBIISTIOTCS: HECAaHK-
[IMOHMPOBAHHBIN JOCTYII K HOCUTEIIO, COJICPIKAIIEMY TTapOJIH, JIU-
00 HCII0JIb30BaHKE YSA3BUMOCTEH

3. onpOOBIBAIOTCS BCE KITFOYH TOCIEA0BATEIIBHO, OJTUH 33 IPYTUM

4. mapoiib, yCTaHOBJICHHBIA (HUpMOIi-pazpaboTUMKOM IO yMOJT4a-
HHIO, OCTAeTCS OCHOBHBIM ITApOJIEM B CUCTEME

CootHecute (QyHKINH, BBITION-
HSEMBIC TEXHUYECKUMH CPEICT-
BaMH 3aLIUTHI

1. BHEmHS 3a1uTa

2. OII03HABaHUE

3. BHYTPEHHSIS 3aIUTa

1. 3amuTa OT BO3JAEHCTBUS AECTAOMIM3UPYIOMHUX (HaKTOPOB, TPO-
SIBJISTFOIITUXCSI HETIOCPEACTBEHHO B CpelcTBax o0paboTku uHQOp-
Marmu

2. 3aIllliTa OT BO3JIEUCTBHS JIECTA0MIM3UPYIOMINX (PaKTOpOB, TPo-
SBJISIIOIIMXCS 32 TIpeaeaaMu OCHOBHBIX cpeactB ACO/]

3. cnenuduueckas Tpymnmna CpeAcT, MpeJHa3HAUYECHHBIX IS OIO-
3HaBaHMs JIIOJEH M0 pa3IM4HbIM MHIMBUIYaJIbHBIM XapaKTepH-
CTHKaM

OnekTpoHHas nudpoBas MOJ-
MUCh B 3JCKTPOHHOM JIOKYMCH-
T¢ paBHO3HAYHA COOCTBEHHO-
PYYHOI TOANKCH B JOKYMCHTE
Ha OYMaXHOM HOCHTEJIE IpHU
OJIHOBPEMEHHOM  COOJIFOCHUN
CIEYIOIINUX YCIOBHIA:

cepTudUKaT KIF0Ya MOIMUCH, OTHOCAIIUNUCS K 3TOW AJIEKTPOHHOU
u(poBON MOAMKCH, HE yTpPaTHI CHUIy (IEHCTBYEeT) HA MOMEHT
MPOBEPKU HJIM HA MOMEHT MOJIMCAHUS JIEKTPOHHOTO JOKYMEHTa
npu HaJIM4nun JO0Ka3aTcJIbCTB, OMpCACIIAOIINX MOMCHT
IIOAIIMCaHU L

NOATBEPK/IeHa OUIMHHOCTH AJIEKTPOHHON HU(POBOI MOIMKUCH B
JNEKTPOHHOM JJOKYMEHTE

3IeKTpOHHAs LU(poBasi MOAMKUCH KUCIOJB3YETCS B COOTBETCTBHU
CO CBEICHUSIMH, YKa3aHHBIMH B cepTU(]UKATE KIIt0Ya IMOANNCH

BEPHBI BCE BapUaAHThI

Cosnmanue KITIouei
3EKTPOHHBIX UQPPOBBIX
MOJIUCEH OCYIIECTBISCTCS IS
HCIIOIB30BaHUs B

UH(POPMALIMOHHOM crcTeMe OOIIEro MOJIb30BaHUS €€ YYaCTHUKOM
WIIU TI0 €T0 OOPAIICHUIO YAOCTOBEPSIIOIIUM LIEHTPOM

KOPIOPAaTUBHOM  MH(POPMAIMOHHOM  cucreme B
YCTaHOBJICHHOM B 3TOU CHCTEME

MOPSJIKE,

BEpHBI 002 BApHAHTHI

Yem ompenensercs  ypOBCHb
HaJIKHOCTH MPHUMCHSACMBIX
KPHITOrpaduIecKux
rpeoOpa3oBaHmiA

3HaYEHUEM JIOMYCTUMOIl BEpOSATHOCTH HEUCIIPABHOCTEH WM

C60€B, MMPUBOAAIINX K MOJIY4YCHHIO 3JIOYMBINIJICHHUKOM
JIOTIOJTHUTEITLHOM nH(popMaIuu 0 KpUTITOTpapruIeCKIX
npeoOpa3oBaHUsX

CJIO)KHOCTBIO KOMOWHAIIMM CHMBOJIOB, BBIOPAHHBIX CITyYailHBIM
obOpazom

MCIIOJIb30BaHUEM OOJIBLIOrO YKCia KiTtouel A mudpoBaHus
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OTHOIICHWEM KOJIMYeCTBa JemupoBaHHON wuHpOpManuM K
o01ieMy KoJauuecTBy MmM(ppoBaHHON HH(OpMAIUH, MOAISKaIIeH
nenm@poBaHUIO

Kak HHA4c HAa3bIBACTCA
CUMMCETPHUYHOC H.II/I(i)pOBaHI/Ie

mrdpoBaHuE € 3aKPHITHIM KIIIOYOM

mudpoBanue MmetoaoM beiitca

mudpoBaHUE ¢ OTKPBHITHIM KITIOUOM

muQpoBaHUE C IEPEMEHHBIM KIIIOUOM

Kaxkoit IrOPUTM HE
UCIONB3YeTCs npu
CUMMETPUYHOM MU POBAHUU

NOTOYHOE IU(pPOBAHUE

noOuToBOE MK(pOBaHKE

6s10uHOE MM pPOBaHUE

anropuTM Dib-I amans

UTto sBisieTcsl MPeuMyILIECCTBOM
CUMMETPUYHOTO MU POBAHUS

CKOPOCTH BBITIOJTHEHHUSI KPUTITOTpaUIEeCKUX NMpeoOpazoBaHuil

JIETKOCTh BHECEHUSI H3MEHEHUH B QJITOPUTM IIU(PPOBAHUS

CEKPETHBIN KIIFOY U3BECTEH TOJBKO IMONydYaTeNto HH(pOpMauu u
MepBOHAYAJIbLHBI OOMEH He TpeOyeT mepeadi CeKPETHOTO KITF0Ya

NPUMEHCHHE B CHCTEMax ayTeHTUUKAUK  (JCKTPOHHAsS
MTOJIITHCH)

Kak HaszbpIBaeTcst «ucTOpHUUE-
ckuit» mudp, B KOTOPOM Kax-
masi OykBa HCXOMHOTO TEKCTa
3aMeHsIach OYKBOH, crosIen
Ha HEKOTOpoe (DMKCHUPOBAHHOE
YHUCIIO MECT Jlaibllie B ajdasu-

mmdp MapkoBa

mudp Llesaps

mudp SHKUrMa

TE, O MPUMEHEHHH KOTOPOTO
HUMEIOTCS JOKyMEHTAITbHbIC
CBUJIETENLCTBA? wupp babumxa

CHMMETPUYHBIE KPUIITOCUCTEMBI

KPUITOCUCTEMBI C OTKPBITHIM KIFOUOM

| KpunrocucTeMbl ¢ AyOIMPOBAHUEM 3aAIIUTHI

Paznenbl COBPEMEHHOM v v

CUCTEMBI 3JIEKTPOHHOM U(POBON TOANHCH
KpHUITOTrpadum:

YIIPABJICHUE MTAPOIISIMU

yIpaBJeHHe Neperayeil TaHHbIX

yIpaBieHUE KI0YaMu

ABTOpHU3alMe Ha3bIBaeTCA

npoIiecc, MOCPEICTBOM KOTOPOTo MIASHTU(UKALMS IMpeanosarae-
MOM JTMYHOCTH MPOBEpPSIETCS HAa OCHOBE JOKYMEHTA, YAOCTOBE-
PAIOLLIETO JINYHOCTD

ayTeHTU(UKaIMsl OCHOBaHHAs Ha JBYX Pa3HbIX TUIAX WUICHTU(U-
KallUU.

4acTb MICHTUYHOCTH, KOTOPAsl OTPaXXacT ONPEICIICHHYIO BPOXK-
JICHHYIO 0COOEHHOCTH JINYHOCTH, TO €CTh TO YTO CBSI3aHO C KOH-
KPETHOM JINYHOCTHIO

[Iporecc, KOTOPBIA JaeT (MM OTKIIIOYAET) IPaBo JOCTyna K (ce-
TEBBIM) pecypcam

AyTteHTuuKanusa - 3TO
nporiecc MPOBEPKH
npernosaraeMoil Mo JTMHHOCTH
JUYHOCTH  HAa  OCHOBaHUHU
KaKoro-mubo  yIOCTOBEPCHUS
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, UTO BBI 3HACTC

4YTO0-TO, YTO y BaC €CTh

TO, YEM BbI ABJIACTCCH

JIBO#THOM 3aIIUTOM HA3BIBACTCS

ayTeHTU(UKaLKs Ha OCHOBE JIBYX MICHTH(HUKATOPOB.
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ayTeHTU(UKAIIHS
UIACHTH(PUKAITIN

OCHOBaHa Ha JABYX Pa3HbIX THIIaX

ayTeHTU(UKalKsl, OCHOBaHHAs Ha JIBYX WU Oojiee pa3In4HbIX
TUTAX UICHTU(DUKAUU

[epeuncnure BaxKHBIC YUETHBIC
3amucyl Ui TIOJIB30BaTels
WHTepHera, rae HYKHO
UCIIOJIb30BaTh  JIBYXATAIHYIO
ayTeHTU(UKAITIIO?

YUYCTHBIC 3allUCU IJIA BXOJ4d B OaHK

y4eTHBIC 3alllCH, COJep)Kalue KOH(UACHIHAIBHYIO JHYHYIO
UH()OPMAIIHIO

aapeca BHGKTpOHHOﬁ IMMOYThl, HAa KOTOPBIC BBl MOXKCTC 3aKa3aTb
HAIlTOMUWHAHUS TapoJIsd AJid APYTrux BGG'CPGI[

YUYCTHBIC 3alTUCHU COLTMAJIbHBIX cerent

YUYETHBIE 3aIUCH CIYXO C TMOMOIIBI0 KOTOPBIX BXOIST B APYTrHe
BEO-CITY>KOBI

Anroput™sl muA(pOBaHUA C OT-
KPBITBIM KJIIOYOM IIO-IIPYrOMY
Ha3bIBAIOTCS

ACUMMETPUYHBIMU aJITOPUTMAMHU MIH(PPOBAHUS

CUMMETPUYHBIMH AITOPUTMaMH HIH(POBaHUS

OJTHOCTOPOHHUMH AJITOPUTMaMH MIU(POBAHUS

IOMEX0YCTOWYMBBIMHU AITOPUTMAMU I (PPOBAHHS

ACHUMMETPUYHBIE  aJTOPUTMBI
mu(poBaHKUS TO-APYroMy Ha-
3bIBAIOTCS

aIropuTMaMu MUGPOBAHUS C OTKPHITHIM KIIFOUOM

CUMMETPUYHBIMH AITOPUTMaMU HIM(POBAHUS

OJTHOCTOPOHHUMH JIITOPUTMaMH MIU(POBAHUS

MOMEXO0YCTOMYUBBIMH aITOPUTMaMU IU(PPOBAHUS

Marematrueckass QyHKIUS, KO-
TOPYIO OTHOCHTENBHO  JIETKO
BBIUMCIINTD, HO TPYOHO HAWTH
N0 3HAYECHUIO (QYHKIUH COOT-
BETCTBYIOIIEE 3HAYCHHE apry-
MEHTa, Ha3bIBACTCS B KPHIITO-

rpaduu

Kpunrorpaduyeckoit GpyHkmeit

OJTHOCTOPOHHEH (hyHKITUEH

¢ynkuueit Auddu-Xemmmana

byHKIIHEH Diinepa

OnHocTopoHHHME (YHKIUH, TO
ecTh (YHKIIH, KOTOPHIE OTHO-
CUTEIBHO JIETKO BBIUUCIUTH, HO
MPaKTUYECKU HEBO3MOXHO Haii-
TH TI0 3HAYEHHIO (YHKIHUU CO-
OTBETCTBYIOIICE 3HAYCHUE ap-
TyMEHTa, MOXHO HCHOJIb30BaTh
JUTS

dbopMHUpOBaHUSI XEII-KOJIOB

mdpoBaHUs COOOIIEHUH

dbopmupoBanus TUPPOBOH TOITUCH

KOHTPOJIS M UCTIPABIICHHS OIIMOOK MpH nepenade nHpopmanuu

Yro sBiIsSeTCI OCOOEHHOCTHIO
CcUCTeM MU(GPOBAHUS C OTKPHI-
THIM KJIFOYOM TI0 CPaBHEHHUIO C
CUMMETPUYHBIMH  CHUCTEMaMHU
mdpoBanus?

BO3MOKHOCTh MIMGPOBAHUS KaK TEKCTOBOHM, Tak M rpaduueckoi
uHpOpMaIUU

BBICOKAsi CKOPOCTh MPOIIECCOB mHU(poBaHMs/paciupoBaHUS

HCIIOJIB30BAHHE MAJIOI'0 KOJIMYECTBA BEIYUCIIUTCIIBHBIX PECYPCOB

OTCYTCTBUE  HEOOXOIUMOCTH  MPEABAPUTEILHONW  Mepenavyu
CEKPETHOI'0 KJII04a 110 HaJI&KHOMY KaHaJly CBS3U

Jns  pemieHuss Kakux 3aaad
MOJKHO HCITONIb30BaTh aJTOPUT-
MBI ITU(GPOBAHUSA C OTKPBITHIM
KITFO4OM?

JJIA I_HI/I(I)pOBaHI/IH NepeAaBaCMbIX U XPAHUMBIX JAHHBIX B LCIIAX
HX 3aI0UTHEI OT HECCAHKIMOHWPOBAHHOT'O JOCTYIIA

s popMupoBaHus LHHU(POBON MOAMUCH MO 3JNEKTPOHHBIMU
JOKyMEHTaMHU

JUISL paclpeielieHus] CEKPETHBIX KIH0YeH, MCIONIb3yeMbIX MOTOM
npy NUQPOBaHUHU JOKYMEHTOB CHMMETPUYHBIMH METOAAMU

JUJIA HOMGXOYCTOﬁQHBOFO KO,Z[I/IpOBaHI/IH HepezlaB aACMBbIX
COOOIIIEHUN

Yto SABIIACTCA HCIOCTAaTKOM

HU3Kasi CKOPOCTH MPOLECCOB MIH(PPOBAHUA-PACIIUPPOBAHUSL
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CHUCTEeMBI MH(pPOBaHUA C OT-
KPBITBIM KITFOUOM?

HEOOXOUMOCTh OOHOBJICHHS KIIOYa IIOCTE Kakaoro (akra
nepeaadn

OTCYTCTBHE  HEOOXOIMMOCTH  MpPEIBAPUTEIILHON
CEKPETHOr0 KJII0Ya Mo HaJ&KHOMY KaHaIly

nepeaadn

HEOO0XOIMMOCTh MPEIBAPUTEILHON Nepeadl CeKPETHOro Kiroya
10 HAIE)KHOMY KaHaIly

Yro Ha3BIBAIOT 3aKPBITBIM KIJIHO-

KJIFOY, KOTOPBII JOJIKEH XPAHUTHCS B CEKPETE

KJII0Y, KOTOPBI HE0Os3aTeIbHO XPAHUTh B CEKPETe

4OM B AaCHMMMETPMYHBIX METO- | JIFOOOW  KIIFOY,  HWCIIOJIb3yeMbIM  Juisi  IHMQPOBaHUS WA
nax muppoBaHus? pacuudpoBaHUs
KITIF0Y, KOTOPBIH UCIONIb3YETCs sl BBIPAOOTKH UMHTOBCTABKH
KJIFOY, KOTOPBII JOJIKEH XPAHUTHCS B CEKPETE
Uro HasbIBAIOT  OTKPBHITHIM | KJIIOY, KOTOPBIA HE 00A3aTENbHO XPAHUTh B CEKPETE
KJIIOYOM B aCUMMETPUYHBIX Me- | IFOOOH  KITIOY,  WCHOJB3YEMBbId i IMU(pOBaHUS WK
ToAax muppoBaHus? pacumdpoBaHus

KJIIOY, KOTOpI;IfI HCIIOJIB3YCTCA I BBIpa6OTKI/I HMHUTOBCTAaBKHU

Kaxk Ha3pIBaeTCS KITIOY, UCTIONb-
3yeMBIi B  aCHMMETPUYHBIX
KpUNTOTpaUIeCKNX aJrOpPHT-
Max, KOTOPbIM MOXHO HE Xpa-
HUTH B cekpete?

3aKPBITHIN KITHOY

OTKPBITBIN KIIH0OY

TalHBIA KIII0Y

SIBHBIN KJIFOY

KJTFOY I POBaHUS

CKOJIBKO KITIOUEH HCTIONB3YETCsI
B KpUNTOrpaUIeCKUX aJyro-
pUTMaX C OTKPBITHIM KITFOUOM?

WINFPO

4

Yro 00IIEro MMEKT BCE METO-
el (POBAaHUS C 3aKPBITHIM
KITrF04om?

B HUX Ui IU(POBaHKUS HHPOPMALIUU UCTIOIB3YETCsl OUH KITIOY,
a U1 pacu(poBaHus — APYron KoY

B HuX i1 mudpoBaHus U pacmudpoBaHus HHGOPMAITUU
UCTIONIB3YETCS OJIMH M TOT K€ KITIOY

B HHUX BXOJHOM ITOTOK HMCXOJHOI'O TEKCTa JCJIHUTCSA Ha OJIOKH, B
KQXXJIOM U3 KOTOPBIX BBIIOIHAETCS IEPECTAHOBKA CUMBOJIOB

B HHMX Ui onepauuii mmdpoBaHus W pacudpoBaHHS
UCTIOJIb3YETCS JIBa Pa3HbIX KIF0Ya — OTKPBITHIA U 3aKPBITHII

VYkaxute TpeOOBaHUS K ajiro-
pUTMaM IMUPPOBAHUS C OTKPHI-
THIM KITFOUOM

BBIYUCIUTENIFHO HEBO3MOXHO CO37aBaTh Mapy (OTKPBITHIN KIIIOY,
3aKPBITBINA KITIOY)

BBIYMCIIUTEIBLHO COO0O0IIEHIE

OTKPBITHIM KJIFOYOM

HEBO3MOXHO  3ammdpoBarhb

BBIYMCIIUTEIIBHO HEBO3MOKHO, 3Hasi OTKPBITBIM KJII0Y, ONPEACIUTh
COOTBETCTBYIOIIMM 3aKPBITHIN KIIHOY

BBIUMCIMTEIILHO HEBO3MOXKHO, 3HAs TOJIBKO OTKPBITBHIA KIHOY U
3amupoBaHHOE cooO1ienue, BOCCTAHOBUTH HUCXOIHOE
COOOIIIEHNE

VYkaxute TpeOOBaHUS K ajro-
puTMaM IMUQPPOBAHUS C OTKPHI-
THIM KITFOUOM

BBIYHMCIIUTENIFHO JIETKO 3amM(poBaTh COOOIIEHHUE OTKPHITHIM
KIIFOYOM

BBIUMCIIUTENBHO JIErKO pacimu@poBaTth COOOIICHHE, HCHOIb3Ys
3aKpBITHIN KITHOY

BBIUMCIUTENFHO HEBO3MOXHO, 3Hasl OTKPBITHIN K04, OMpPEAEIUTh
COOTBETCTBYIOLINN 3aKPBITHIN KITHOY




Bonpoc

BapuaHmbl omeema

BBIYHMCIIUTCIPHO HCEBO3MO>XHO, 3Hasa TOJIBKO OTKpBITBIﬁ KJII09 U

Kakpe kimoun M Kak JOJDKHBI
MPUMEHSTHCS MPU HUCMOIB30Ba-
HUU ACUMMETPHUUYHBIX KPHUITO-
rpadUIeCKUX aJTOPUTMOB IS
QG poBaHUsI Tepe1aBacMbIX
JTaHHBIX?

3amm@poBaHHOE coo0I11eHue, BOCCTAHOBUTH HCXO/IHOE
coo0IeHne
OTHpaBUTENb  IMHU(PPYET  COOOIIEHHE  OTKPBITHIM  KIIOUOM

HoJIyJaTess, a MoJdydareib paciupoBbIBaeT COOOIIEHNE CBOUM
3aKPBITHIM KIIIOYOM

OTHpaBUTENb  MH(PYeT  COOOIIEHHE  3aKPHITBIM  KJIIOUOM
HoJIyJaTes, a MoJdydareib paciupoBbIBaET COOOIIEHNE CBOUM
OTKPBITHIM KIIIOUOM

OTMPABUTENH MHUPPYET COOOIICHIE CBOUM OTKPBITHIM KIIFOUOM, a
noJiyyaTeslb paciu@poBbIBAET COOOIIEHUE 3aKPBITHIM KIIIOUOM
OTIIPABUTEIIA

OTIIpaBUTENb HIM(PYET COOOIIEHNE CBOUM 3aKPBITHIM KIIIOUOM, a
MoJIyyaTellb PacuIM(ppPOBHIBAET COOOIICHHE OTKPBITHIM KIIOYOM
OTIIPABUTEIIA

Kakum TpeOoBaHUsIM JOJKHA
YIOBJIETBOPATh  3JCKTPOHHAS
1 poBas MOMUCH?

oAU Ch BOCITPONU3BOAUTCA TOJBKO OJHUM JIMIIOM, a MOJJIMHHOCTD
€€ MOXET OBITh YAOCTOBCPCHA MHOTUMU

noAnucCh BOCIIPOU3BOAUTCA MHOTMMU JIMIIAMHU, a4 €€ MMOAJIMHHOCTDH
MOXKET OBITh YAOCTOBCPCHA TOJIBKO OAHUM JIMIIOM

HOJIKCH HEPA3PBIBHO CBSI3BIBACTCS C JJAHHBIM COOOILEHHEM U HE
MOYeET OBITh NIEpPEHECeHa Ha JAPYroi JOKYMEHT

MOJIMUCh HE CBS3BIBACTCS C KOHKPETHBIM COOOIICHHUEM M MOXKET
OBITH TIEpEHECEHa Ha IPYTOil TOKYMEHT

Kakum TpeOoBaHUAM JOJDKHA
VIOBJIECTBOPSTH  DIICKTPOHHAS
1u¢poBast OJIIMUCH?

IMOCJIC TOTO, KaK JOKYMCHT IIOAIIHNCAaH, €I0 HEBO3MOKHO U3MCHUTDH

IMOCJIC TOTO, KaK JOKYMCHT ITOAIIMCAaH, €TI0 MOXXHO U3MCHATH

HOJIKCH HEPA3PBIBHO CBSI3BIBACTCS C JJAHHBIM COOOILEHHEM U He
MOYeET OBITh NIEpPEHECeHa Ha JAPYroi JOKYMEHT

NOJINKCH HE CBA3BIBACTCS C KOHKPETHBIM COOOIEHHEM M MOXKET
OBITH NEpEeHECeHa Ha APYTOi JOKYMEHT

Kakum TpeOoBaHUAM JOJDKHA
VIOBJIECTBOPSTH  DIICKTPOHHAS
1u¢poBast OJIIMUCH?

OT MOCTaBJICHHOM ITOANMCH HEBO3MOKHO OTKa3aThbCsA, TO €CTh
JIMLO, MOANMCABIIEE JOKYMEHT, HE CMOYKET IOTOM YTBEP)KIATh,
9TO HE CTAaBHUJIO NOAMNUCH

oAU Ch BOCIIPOMU3BOAUTCA MHOI'MMH JIMIaMHU, a €€ INOAJIMHHOCTD
MOKET OBITh YAOCTOBCPCHA TOJIBKO OAHUM JIMIIOM

HOJIKCH HEPA3PBIBHO CBSI3BIBACTCS C JJAHHBIM COOOILEHHEM U HE
MOYET OBITh NIEpPEeHECeHa Ha JAPYroi JOKyMEHT

MOJIMUCH HE CBA3BIBAETCA C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITH TIEpEHECeHa Ha IPYTroi TOKYMEHT

Jlyis dero mpeaHa3HAYeH ICHTP
cepTUHUKAINH KITFOUeH?

ISl perucTparuy abOHEHTOB

JUISL U3TOTOBJICHUS CEPTU(PHUKATOB OTKPBITHIX KIFOUEH

JJI BBIACIICHU S CIICHHUAJIbHBIX KaHAJIOB CBA3HU aboHEeHTaM

JUTSL XpaHEHUS! U3TOTOBJICHHBIX CEPTU(PUKATOB

JUIL  TIOJJIEpKAaHUS B aKTyaJlbHOM COCTOSIHHUHM — CHPAaBOYHMKA
JeHCTBYIOIUX CePTU(HUKATOB

JJId BBIITYCKaA CIIMCKAa JOCPOYHO OTO3BAHHBIX CepTH(bI/IKaTOB

Kak nazpiBaeTcsi CTpyKTypa B
cocTaBe OONBIIOM CETH CBS3H,
3aHUMAIOIIASICS TEHEPUPOBAHU-
€M KJIIoYed, UX XpaHEHUEM U
apXUBUPOBAHUEM, 3aMEHOMN WITH

YCTPOMCTBO pacrpeaeieHus KIroden

HEHTP 3aKPhITOr0 MHU(PPOBAHUS

LEHTP paclpeaeaeHus KItouen
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U3bATHEM U3 OOpalleHusl cra-
PBIX ¥ HEHYKHBIX KITFOUen?

HEHTP OTKPHITOrO MHU(PPOBAHUS

KaknMm cBoWcTBaMH  HOIKEH
obmamaTh cepTHPUKAT OTKPHI-
TOr0 Kiroua?

Ka)KIbIi ITOJTB30BATENb IEHTPA CePTH(GUKALINH, UMEIOIIUI JOCTYTI
K OTKPBITOMY KJIIOUY IIEHTPA, MOXET H3BJE€Yb OTKPBITHIA KIIOY,
BKJIIOYCHHBIN B cepTU(HUKAT

HU OJlHA CTOPOHA, NMOMHMO IIEHTpa CEpPTU(PHKALNU, HE MOXKET
U3MEHHUTDH CEPTUQHKAT TaK, YTOOBI 3TO HE OBIIIO OOHAPYKEHO

J1000¥ TOJIB30BaTENb CUCTEMBI MOXKET U3MEHUTD cepTU(UKAT

KaX/IbIi MTOJIb30BaTENb LIEHTPA CEPTH(PHUKAIINN, UMEIOLTHHA JOCTYI
K OTKPBITOMY KJIIOUY LIEHTPA, MOKET U3MEHUTh OTKPBITHIN KIIHOY,
BKJIIOUEHHBIH B CEpTUPHUKAT

Yro 00IIEr0o MMEKT BCE METO-
bl (POBaHUS C 3aKPBITHIM
KJIH0UoM?

B HUX JJIs mKdpoBaHus HHGOPMALIUU HCTIONb3YETCS OJUH KIIOY,
a 1715 paciiu@poBaHuUs — APYTroM KITKOY

B HHUX BXOIHOH ITOTOK HMCXOIHOIO TEKCTA OEJINTCA Ha OJIOKH, B
KaXJIOM U3 KOTOPBIX BBHIMIOJHAETCS MEPECTAHOBKA CHMBOJIOB

B HHUX TPOM3BOJHUTCS CIIOKEHHUE CHMBOJIOB MCXOIHOTO TEKCTa H
KJIF0Ya TI0 MOJTYJII0, PABHOMY YHCITy OYKB B ajihaBUTE

B HuX miui1 mudpoBaHus u pacmudpoBaHus HHGOPMAITUU
UCTIONB3YETCS OJIMH M TOT )K€ KITIOY

Kakue omepanuu mpuMeHSIOTCS
O0OBIYHO B COBPEMEHHBIX 0JI0Y-
HBIX aITOpUTMax MudpoBaHUs?

BO3BCJCHUC B CTCIICHDb

3aMeHa OuT 1o TadJuie 3aMeH

HaXO0XICHUE OCTaTKa OT ACJIICHUA Ha OobIIoe IMPOCTOC YKNCIIO

nepecTaHoOBKa OUT

CJIO’KEHHUE TI0O MOJYJTIO 2

CumMMeTpUyHbIE METOABI LIH(]-
POBaHMsI — 3TO METOJHI ...

MIU(PPOBAHUS C OTKPBITHIM KITFOYOM

cxaTust HGOpMaIun

MIOMEXO0YCTOMYUBOTO KOJUPOBAHUS

MIUPPOBAHUS C 3aKPHITHIM KIFOUOM

Kak HaspiBaeTcsi cooOleHue,
HOJIy4eHHe Ioclie Ipeodpaso-
BaHUS C MHCIIOJBb30BAHHEM JIIO-
6oro mudpa?

UMUTOBCTaBKOU

KIIOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak Ha3bIBaeTCsl OJHO3HAYHOE
npeoOpa3oBaHue BXOJIHOTO
MaccuBa JAHHBIX MPOU3BOIb-
HOW JUTMHEI B BBIXOJHYIO OUTO-
BYI0 CTPOKY (DHKCHPOBAHHOM
JUTAHBI?

KOJIJIU3 U

XeIIMpOBaHUe

raMMHPOBAaHUC

IepeCTaHOBKa

CJIO’KEHHUE IO MOJYJIIO 2

Kak HasbiBaetcs QyHKUMSA, KO-
TOopas IUId CTPOKH IPOU3BOJIb-
HOM JJIMHBI BBIUUCISAET HEKOTO-
poe 1enoe 3HaueHUe WIN HEKO-

TOPYIO JPYTYI0 CTPOKY (UKCH-
POBaHHOW JITUHBI?

Kpunrorpadudeckas GyHKIUS

OJTHOCTOPOHHSS (PYHKIIMS

XerI-QyHKITHIS

byHKIHS Ditnepa

(GyHKIMS raMMUPOBAHUS

Kakue TpeOoBaHMsS TpEaBSB-
JSIOTCS. K KPHUITOTrpaQuuecKum
XenI-QyHKIISIM?

Xem-QyHKIUs ~ JOJDKHA  OBbITh COOOILIEHHIO

(UKCUPOBAHHOTO pa3Mepa

IIpUMEHUMA K

NpU U3BECTHOM 3HaueHuM xem-GpyHkuud H(M)=m nomkHO ObITH
TpyaHO  (IIPAaKTUYECKHM  HEBO3MOXHO) HAUTH  MOIXOISAIIMMA
npoobpa3z M
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IpU H3BECTHOM COOOImIEHMH M JOMKHO OBITH TPYIHO HAHTH
apyroe coobuienne M’ ¢ TakuM ke 3HaYeHUEM Xell-pyHKINH, KaK
Y UCXOJTHOTO COOOIICHHS
JUIL  COOOUICHMI OJMHAKOBOTO pa3Mepa XemI-KoJ  JOJDKEH
HOJTYy4aThCsl OANHAKOBBIM

xen-QpyHKOus J0DKHa ObITh  TNPUMEHMMa K  COOOIIEHUIO
(UKCUPOBAHHOTO pazMepa

P U3BECTHOM 3HadeHUH xenl-QyHkiuu H(M)=m nomkHO ObITh
TpyaHO  (ITPAKTUYECKHM  HEBO3MOXHO) HAWTH  TOIXOISIINMA
npoobpa3z M

MIPH U3BECTHOM COOOIIEHUH M TOJDKHO OBITh JIETKO HAWTH Ipyroe
coobmieHne M’ ¢ TakuM jke 3HaYeHUEM Xemnl-(QpyHKIUU, KaK Y
HACXOIHOT'O COOOIIEHMUS

JOJDKHO OBITh TPYIHO HAaWTH KaKyo-THOO TMapy CIydalHBIX
Pa3TUYHBIX COOOIICHUN C OJMHAKOBBIM 3HAYCHHEM Xell-()yHKIIUN

Kakmne TtpebOoBaHUS TIPEIBSIB-
JSIOTCA K KPUNTOrpapuuecKuM
xeu-pyHKIHAM?

JUTSL IPOBEPKHU 1IEIOCTHOCTH COOOIICHUS

JUISl TIPOBEPKH aBTOPCTBA COOOIICHUS

U1 OPMHUPOBAHUS SJICKTPOHHOM IIUPPOBOH MOAIHCH
JUTst U(POBAHUS COOOIICHHIA

B KQUeCTBE KJIt0Ya MpH MU(POBAHUU

Jlns kakux uenen npuMeHsieTcs
XeMI-KoJ B Kpumrorpahun?

Bomnpocel k komiekcHomy 3agannio TK2

1. Yrto oOTHOCHUTCA K CpEICTBAM MH)KEHEPHO-TEXHUYECKOM  3alUThI
uH(MOpPMAIUU U JI YETO OHU MPETHAZHAUEHBI?

2. Kakue crnocoObl ayTeHTU(UKAIUMU T0JIb30BaTENeH MOTYT MPUMEHSTHCSA B
KOMITBIOTEPHBIX CUCTEMAX?

3. B ueM 3akitouaroTCs OCHOBHBIE HEJOCTATKH MAapOJIbHON ayTeHTU(UKAIINY U
KaK OHa MOET ObITh ycHieHa?

4. Kakvne OMOMETpHYECKHE XapaKTEpUCTUKU IOJIb30BaTENeil MOTyT MpuMe-
HATBCS JUIsl UX ayreHTUuKauuu? B yem mpeumyiiectBa mogoOHOro crnocoba mo-
TBEP>KJIEHUS TOUTMHHOCTH?

5. Uto Ha3wIBalOT ABYX(AKTOPHOU ayTeHTUPHUKAITUEH?

6. B yem pa3zHHIa MEXTy CHMMETPUYHBIMU U aCHMMETPHUUYHBIMH KPHUITOTpa-
(buyeckuMu cucteMamu?

7. B yem pa3zHuIla MEX]Ty TIOTOKOBBIMH U OJIOYHBIMU HIMppamMu?

8. Uro Ttakoe siekTpoHHas nudpoBas MOANKCH, KaK OHA MOJydaeTcs H
poBepsIeTCs?

9. Kakosa posb B cuctemax DI ¢pyHkiuit xemmpoBanus?

10. Kakyioo ponb UCHONHSIOT YJOCTOBepsmomMe IeHTpsl? Yto Takoe
cepTuduKaT OTKpPBITOro Kiroda?

11. Kakue mporpammbl OTHOCST K pa3psy BPEAOHOCHBIX?

12. Yto Takoe KOMITbIOTEPHBIN BUPYC?

13. Kakue cyiiecTByIOT BUIbI KOMITBIOTEPHBIX BUPYCOB?

14. B ueMm pa3HuUIla MEXy 3arpy30UHbIMU U (DailIoOBEIMU BUpYyCaMu?

15. Kak mnpoucxomuT 3apaxkeHue u (YHKIIMOHUPOBAHHME 3arpy30YHBIX
BUPYCOB?



16. Kakue Tursbl ¢aiioB MOTYT 3apakaTtbcs (aiisIoBLIMU BUpycamu?
17. Kak npoucxouT 3apakxeHre MporpaMMHBIX (aitios?
18. Tlouemy (haiisibl JOKYMEHTOB MOTYT COJIEPKaTh BUPYChHI?

19. Kak
MaKpoBUpycamu?

o0ecrieunBaeTcs

ABTOMAaTHU4YCCKOC IMOJIYUCHHUEC YIIpaBJICHUSA

20. B dem 3akimouaercsd Npo(uIIaKTHKA 3apa)KeHUsT KOMIBIOTEPHBIMHU

BUpyCaMu?

21. Kpunrorpapuyeckue NpUMUTUBBL. X3I-(PYHKIHS U €€ MTPUMEHEHUSL.

Jist Tekymero kourpoJst TK3:
ITpoBepsiemasi KOMIIETEHLIUS:

Konx 1 HanMeHoBaHHEe KOMIIETEHIIUN

Kon n HanmeHoBaHWE WHANKATOPA

OIIK-4. Ciocob6eH noHrMAaTh PUHIUIIBI pa-
0OTBI COBPEMEHHBIX MH()OPMAITMOHHBIX TEX-
HOJIOTHIA M HCTIOIb30BATh UX JJIS PELICHUS
3a/1a4 TPOQEeCCUOHATBHOM IESITEeTbHOCTH

OIIK-4.2. Bnaneer HaBbIKaMH MpUMEHEHHs mHU(pO-
BbIX TEXHOJIOTHH A peleHust 3agad npodeccuo-
HAJIBHOW JIEATENFHOCTH C Y4ETOM OCHOBHBIX TpeOo-
BaHUI1 HH(POPMAIIMOHHOI 6€30MaCHOCTH

Tect
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pa3paboTka HOPMATHBHO IMPABOBBIX aKTOB, PETIIAMEHTHUPYIOIINX
OTHOIIIEHUS B HH(OpMaImoHHOM chepe

CO3/IaHHE U COBEPILICHCTBOBaHME CUCTEMBI oOecnieuenus b PO

K IIpaBOBBIM MCTOAAM | pa3paOOTKa, MCIOJIB30BAHUE U COBEPIICHCTBOBAHUE CPEJICTB

3alIAUThI I’IH(I)OpMaLII/II/I 3aIIUTHI IIPOLICCCOB U MPOTpaMM

OTHOCHTCA: pa3pabotka mporpamm obecneuenuss b P® wu ompenenenue
nopsiika ux (puHaAHCUPOBAHMS
¢opMupoBaHHE  CHUCTEMBl ~ MOHMTOPHHIA  TIOKazaTeled |
xapaktepuctuk b PO

WNudopmarys, npodeccuoHanpHas TaiiHa

HCITOJI30BaHNUE KOTOpOH 0e3
corjacusi CyObeKTa MOXKeT
HAHECTH BpEI €ro 4YecTH,

roCyIapCTBEHHAs TaiiHA

NEPCOHATBHBIC TaHHBIC

KOMMeEpYecKas TailHa

JIOCTOMHCTBY, JIEI0BOM

pernyTanum ciyxeOHas TaitHa

B pykoBomsmem aoOKymMeHTE

OCTOK CHCTEMEI, B 1A

KOTOpPBIX  paboTaeT  OJWH

M0JI30BAaTENb, JOIYIICHHBIN 1r

KO Bceil oOpabareiBaeMoii

nHdOpMauu ypoBHS | 2A

rOCyIapCTBEHHOU TalHBI,

pPa3MEIIEHHOW Ha HOCHTENSX | 3A

OJTHOTO YPOBHSI

KOH(pHICHIIMAITBHOCTH -1 3B

OTHOCSITCS K TpyIIe

K npaBoBbM METOZaM | CO3/IaHUE U COBEPIICHCTBOBAaHUE cucTeMbl obecnieueHus b PO
3aLUTHI UHpOpMaIMK | pa3pabOTKa, WCIOIB30BaHUE W COBEPIICHCTBOBAHUE CPEICTB
OTHOCHTCS 3alUThI IPOLIECCOB U IPOrPaMM
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BHECCHHE HM3MCHCHHU M JOIIOJHCHHM B 3aKOHOHATENLCTBO PD,
peryaupyroIye OTHOIIEHHS B o0nactu obecnieuerus b

paspaboTtka mporpamm obecnedeHuss Ub P® u onpenenenue
nopsiika ux (puHaHCHUPOBAHMUSI

dbopMupoBaHHE  CHUCTEMbl ~ MOHHUTOPHHTa  TIOKa3arened U
xapakrepuctuk b PO

B pykoBoasmieM n0KyMeHTE

®OCTOK CHCTEMBI, B | JA

KOTOPBIX paboTaet

HECKOJIBKO  IIOJIb30BaTeIeH, A

KOTOpBIE UMEIOT OJMHAKOBbBIE

mpaBa JOCTylla KO BCEH

nHbOpMaUu ypoBHs | 1A

rOCyIapCTBEHHOU TalHBI,

oOpabaTsiBacMOi u/unu

XpaHUMOW HA  HOCHUTEJISIX 3B

Pa3TUYHOTO YPOBHSI

KOH(pHICHIIMATBHOCTH - 1B

OTHOCSITCS K TpyIe

K OpraHu3alMOHHO-
TEXHUUYECKUM MeToz1aM
3aLUTHI uHpOpMAIIU
OTHOCHTCS

CO3/IaHHE U COBEPILICHCTBOBaHME cucTembl obecrieuenust Ub PO

paspaboTtka mporpamm obOecneueHuss MIb P® u omnpenencHue
nopsiaka WX (QuHAHCHpOBaHWS; 3. (OPMUPOBAHHWE CHUCTEMBI
MOHUTOPHHIA NOKa3areen u xapakrepuctuk b PO

YTOYHEHHE CTaTyca HHOCTPAHHBIX WMH(OPMALMOHHBIX AareHTCTB,
CMMU u xxypHaAIMCTOB

B pykoBopsiem IT0OKyMeHTe
OCTOK

MHOI'OITIOJIBb30BaTCIbCKHUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabartbIBaeTCs W/
XpaHUTCS uHpopManus
pa3HbIX YpOBHEM
KOH(HICHIIMATILHOCTH 110
rpuda  «Ocobo  BaKHOY»
BKJIIOYHUTENBHO, npuyeM
pa3IuYHbIE  [OJIb30BATEIN

UMEIOT pa3jIM4HbIE IIpaBa Ha
JIOCTYNl K HWHpOpMaUH —
OTHOCSTCS K TPYIIIe

1b

2b

3A

1A

1B

3amuIiaemMple TOCY1apCTBOM
CBEJICHUS, PACIPOCTPAHCHHE
KOTOPBIX MOXKET HAHECTH
yiepo PO

npodeccuoHanpHas TaiiHa

rocyIapCcTBEHHAs TailHA

MEPCOHAILHBIC TAHHBIC

KOMMeEpYecKas TailHa

ciyxeOHas TaitHa

B pykoBomsmemM qoKyMeHTe
DOCTOK
MHOTI'OITOJIB30BATCIIbCKUEC
CHCTEMBEI, B KOTOPBIX
OJIHOBPEMEHHO

1b

2b
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oOpabartbIBaeTcs u/Umm
XPaHUTCS nHbOpMaus
pa3HbIX YpOBHEHN
KOH(HICHIIMAIBHOCTH 1o
rpuda «CexpeTHO»
BKJIIOUUTENBHO, npuyeM
pa3IUYHBIE  TOJIB30BATENH

UMEIOT pa3luYHbIe TpaBa Ha
JOCTYNl K HHQOpMauu —
OTHOCSITCS K TPYIIITe

3A

1A

1B

K sxoHOMHUECKHMM MeTOmaM

paspaboTtka mporpamm obOecneueHuss MIb P® u omnpenencHue
nopsiika ux (puHaAHCHUPOBaAHMUSI

YTOYHEHHE CTaTyca MHOCTPAHHBIX MH(OPMALMOHHBIX areHTCTB,
CMMU u xypHaAIMCTOB

3aLUTHI uHpOpMAIIU = =

OTHOCHTCS BHECCHHE M3MEHEHUI W JIOTIOJIHEHUH B 3aKOHOAATENbCTBO PO,
perynupyromme OTHOIIEeHUs B o0nactu obecnieuenus b
¢opMupoBaHHE  CHUCTEMBl  MOHMTOPHHIA  TIOKazaTeled |
xapaktepuctuk b PO
npodeccuoHalIbHAas TaiiHa

HNudopmanms rocyJapCTBEHHAs TaliHa

MPEeCTaBISIONIAs CCKpET | MepCOHANIbHBIE JaHHBIE

MPOU3BOJCTBA(HOY-XAY), 3TO

KOMMep4YecKas TaiiHa

ciyxeOHas TaiiHa

B pykoBomsmieM qoKyMeHTE
DOCTBK
MHOT'OIOJIb30BATELCKUE

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabartbIBaeTcs W/Wmm
XPaHUTCS nHbOpMaus
pa3HbIX YpOBHEH
KOH(UJCHIIMATBHOCTH B TOM
YUCIIe Ilepconanbuble

JaHHBIC, MIPUYEM pa3IUYHbIC
N0JIb30BaTENN UMEIOT
pa3IuYHBIe TpaBa Ha JOCTYI
K MH(pOpMAIUU — OTHOCSATCS

K Ipynmne

1b

1r

3A

1A

1B

K CBEICHUAM
KOH(UIECHITHATEHOTO
XapakTepa, COTJIacHO YKazy
npe3usieHTa pd ot 6 mapra
1997 r., oTHOCATCA

UHPOPMAIUS O PaCIIPOCTPAHEHUH MTPOTPAMM

uH(pOopMalrs O JIULEH3UPOBAHUH ITPOTPAMMHOI0 0OeCIeUeHUs

uHopManus, pa3Meliaemas B razerax, larepuere

NEPCOHATBHBIC TaHHBIC

JINYHAas TailHa

OTHOIICHUS, CBI3aHHBIC C
00paboTKON TEePCOHATBLHBIX
JIAHHBIX, PETYIHUPYIOTCS
3aKOHOM. ..

«O06 nndopmanun, THOOPMAITMOHHBIX TEXHOJIOTHSIX >

«O 3amute nHPOPMALTUIDY

(DeﬂepaHBHBIM 3akoHOM «O NEPCOHAIBHBIX JaAHHBIX>

®enepanbHbIM 3aKOHOM «O KOH(UACHIIMATEHOW HH)OpMALITN

«O0 yTBEp)KIEHHWU TIEPEUHs CBEJACHUN KOH(PHUIACHIIMAIHLHOTO
XapakTepa»

JleficTBHs ¢ IEpCOHAIBHBIMU

HCITPABJICHUC NICPCOHAIBHBIX JAHHBIX




Bonpoc

BapuaHmbl omeema

JTAHHBIMU (COTJIACHO 3aKOHY),

BKJTIOUast coop,
CHCTeMaTH3alIuIo,
HaKOIUICHHE, XpaHEHHeE,
UCTIOJIb30BaHUE,

pacnpocTpaHeHHe U T. J 9TO:

paboTa ¢ IepCOHATBHBIMU JTAHHBIMU

npeoOpa3oBaHre MEPCOHATBHBIX TaHHBIX

00paboTKa MePCOHAIBHBIX TaHHBIX

N3MCHCHUEC IICPCOHAIIBHBIX JaHHBIX

HeicrBus, B  pe3yibTare
KOTOPBIX HEBO3MOXXHO
OIIPENIENUTh

MPUHAJIEKHOCTD
NEPCOHAIBHBIX JTAHHBIX
KOHKPETHOMY CyOBEKTY

MNCPCOHAJIBHBIX TAHHBIX

BBIIACIICHUEC IICPCOHAIIBHBIX JaHHBIX

oOecrieyeHne 0€30MaCHOCTU MEPCOHAIBHBIX TAHHBIX

neayTeHTU(hUKas

JICaBTOPU3ALIUS

JenepcoHnpUKaIUs

HepCOHaJ’IBHBIG JaHHBIC 5TO

mobas  wHpOpPMAIMA, OTHOCSIIASACS K OINPEACICHHOMY WM
oTpenieNsieMOMY Ha OCHOBAaHUH TaKoi nH(popMamu GU3NIecKoMy
JIHITY

(damuus, UMs, 0TYECTBO (PU3HUECKOTO JIUIA

roJI, MECSII, AaTa U MECTO POXKACHUS, aapec GU3NIECKOTO JIUIA

aJipec MPOKUBaHUS (PU3UUECKOTO JIUIIA

CBEJICHUSI O  CEMEHHOM,  COIHMAJIbHOM,  HUMYIIECTBEHHOM
MOJIOKEHUH YeJI0BeKa, COCTABJISIFOIIINE TIOHSITHE
«mpodeccruoHaabHas TaiftHa

OenepanbHbiii 3ak0oH «O0 WH-
(dhopmaruu, vHGOPMATU3ALUU U
3amuTe MHOOPMAaLUNy) HaIpaB-
JICH Ha:

peryaupoBaHue B3aMMOOTHOIIEHWHA B HMH(POPMaMOHHON chepe
COBMECTHO C IpaxJaHCKUM KojaekcoMm PD

peryaupoBaHue B3aMMOOTHOIICHHUH B TpakiaHCKoM obOmmecTBe PD

peryiaupoBaHue TpeOOBaHMIM K pabOTHHUKAM CITY»KO, pabOTaromnX
¢ uHbopManui

dbopMupoBaHHEe HEOOXOJUMBIX HOPM H TIPaBWJI pabOTBI ¢
uHpopMarmein

dopMupoBaHne HEOOXOIUMBIX HOPM M TIPaBHJI, CBSI3AHHBIX C
3alIUTON JeTel OT HH(OPMAITUH

IlepconasibHBIMU
BJIAJICIOT:

JaHHBIMHA

rOCyZIapCTBO

pa3IUYHbIE YUPEKICHUS

rocygapcrseHHas Jlyma

s)kutenn Poccuiickoit deneparuu

MCIUKO-COINAJIbHBIC OpraHnu3alunu

Oenepanphpiii 3akoH "OO WH-
¢dopmanuu, nHGOpMATU3ALNH U
3amuTe uHGOpManuu" gaeT om-
penenenne nHOpPMAITIH:

TCKCT KHHUI'Y UJIW ITHChbMaA

CBEIICHHSI O JIMIaX, MpenMeTrax, (akTax, COOBITUSAX, SBICHUSAX U
mpoleccax He3aBUCUMO OT ()OPMBI UX MPEICTABICHUS

CBCIACHUA O SABJICHUAX U MPOLICCCAX

¢dakThl U uAeH B GOpMaTN30BaHHOM BHUJIC

MIU(PPOBAHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Vkaxure HOPMaTUBHO-
[IPaBOBOM aKT, B KOTOPOM
packpsIBaeTcs MTOHATHE
«uHpOPMAITMOHHAS
0€3011acHOCTH»

3akon Poccuiickoit @enepannn ot 27 nexadps 1991r. Nel224-11
«O cpencTBax MaccoBOUW MH(POPMAITII

®denepaybHbII 3akoH or 27.07.2006 Nel49-®d3 «O06
uHpopManuy, WH(POPMAIMOHHBIX TEXHOJIOTUSIX H O 3alluTe
uHOOpMAITUN

TOKTpUHA HHPOPMAITMOHHON O€30MacHOCTH

BCC€ OTBCThI BEPHBI

3akoH poccuiickoil (emepanuu

1982
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«O ToCymapCTBEHHOW TalHEe»
OBLI MPUHST B CICAYIOMIEM TO-

ny

1985

1988

1993

2005

Bribepute, MOXHO JTH B CIy-
JKEOHBIX MENAX MCIIONb30BaTh
3NEKTPOHHBIHN aapec (TOYTOBBIH
SIUK),  3apErUCTPUPOBAHHBIN
Ha OOUICJIOCTYITHOM MOYTOBOM
cepBepe, HarpuMep Ha mail.ru

HET, HC IIPU KaKUX 00CTOATEILCTBAX

HCT, HO JJId OTIIPABKU CPOYHBIX U 0Cc000 Ba)KHBIX ITHCEM MOKHO

MOYKHO, €CITM TI0 HEMY NO0JIb30BaTelb OyIeT nepechliaTb HH(Op-
MAaIMIo, HE COJIEpKallyl0 CBEACHUN KOH(PHUACHIUAILHOIO Xapak-
Tepa

MOYHO, €CITM MH(OPMAIUIO MPEABAPUTEIHHO 3aapXHBHPOBATH C
HIOMOIIBIO IPOrpaMMBbI WINrar ¢ naposiem

MOJKHO, €CIIi JIPYTHuX CHOCOOOB 3JEKTPOHHOM Hepefaun JaHHBIX
Ha MPENPUITAN WIH Y TIOJIH30BATENs B HACTOSAIINI MOMEHT HET,
a MH(GOPMAIUIO HYKHO MepecaaTh CPOUHO

MoskeT nU COTPYOHHUK OBITH
MIPUBIIEYECH K YTOJOBHOW OTBET-
CTBEHHOCTH 3a  HapyIICHHUS
TIpaBHUII WHPOPMALTUOHHON
0€30MacHOCTH MPEINPUITHS

HET, TOJIBKO K aﬂMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTH

HET, €CJIA 3TO TOCYJapPCTBEHHOE MPEANPUATHE

Ja

Aa, HO TOJIbKO B Cliydaec, €CJin I[GﬁCTBHH COTPpYAHUKA HAHCCIIN
HETIONPABUMBIN Bpel

J1a, HO TOJIKO B CIy4yae OCO3HAHHBIX HENPAaBOMOYHBIX JEHCTBUI
COTpYAHUKA

B maHHOM ciydae COTPYAHHUK
YUPEKIACHUSI MOXKET OBITH MPH-
BJIeYeH K OTBETCTBEHHOCTH 3a
HapyIIeHHs TPaBWI HHPOPMa-
LHOHHOM 0€30I1aCHOCTH:

BbIX0J B MIHTEpHeT 6€3 pa3pelieHus aAMUHUCTpaTOpa

IIPU YCTaHOBKE KOMIIBIOTEPHBIX UTP

B CJIy4asiX YCTAHOBKH HEJMIIEH3MOHHOTO [10

B Clly4ae He BbIX0J1a N3 NH(POPMAIIMOHHON CUCTEMBI

B 1r000M cllydae HEMPaBOMOYHOT'O UCIIOJIb30BAHUS
KOH(pHICHIIMATBHON HH(GOpPMAMKU TPH YCIOBUU IMHCHMEHHOTO
PEIYNpPExIEHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a nmpaBoHapymieHus B cepe
UH(pOpMAIHH,
UH(OPMAITMOHHBIX
TEXHOJIOTUN Hu 3alUThI
uHboOpMallUl  JAHHBIA B
HakKa3aHUsg Ha CCEroHSIIHUN
JIEHb HE MPEIYCMOTPEH

JAUCHUIITIMHAPHBIC B3bICKAHU A

aJIMMHHUCTPATUBHBIN IITpad

YrojioBHast OTBETCTBCHHOCTDb

JIMIIEHUE CBOOOIBI

CMEpTHas Ka3Hb

HNudopmanueit, cocrapistomei
KOMMEPUYECKYI0 TaliHy, Blaje-
10T

rOCyZIapCTBO

pa3IUYHbIE YUPEKICHUS

rocynapcrBeHHas Jlyma

rpaxaane Poccuiickon ®denepanuun

MCIUKO-COINAJIbHBIC OpraHnu3aiunu

Wndopmanueit, cocrapisomei

rOCY/IapCTBO

TOJIEKO 00pa30BaTeNbHBIEC YUPEKICHNUS

TOCYJapCTBEHHYIO TaiHy, | ToabKo npesunuyM Bepxosaoro Cosera PO
BIIAJICIOT: rpaxaane Poccuiickoit denepanuu
TOJIbKO MHHHCTEPCTBO 37[PaBOOXPAHEHII
roCyZapcTBO
Brnanensiiem  mH(pOpManum | KOMMEPYECKas OpraHu3aIus
MEPBOM KaTeropuy | MyHUIMIIAIBHOE YUPEKICHUE
SIBJISIETCHL. . . 0001 TpakTaHUH

TpyIIa JUI, UMEIOIuX o0I1Iee J1en0
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IMPOCThIC JIFOAN

Bnanensuem  mH(oOpMaruu | rocyaapcTBO
BTOPOM KaTerOpuu | KOMMEpUECKasi OpraHu3aIys
SIBIISICTCSL. ... MYHUIIUTNIAJIBHOE YUPEKICHHE
HEKOMMepUecKas OpraHu3aIus
IO
Bnagensuem  mHbopMaiuu | ToCyaapcTBO
TpeThen KaTeropuu | MyHHUIMIIAIbHOE YUPEKICHUE
SBJISICTCA. . . yupexJIeHne
HEKOMMEpUECKasi OpraHu3arus
OcHoBHBIM HOPMATUBHO- | CtpaTerus HallMoOHAIbHON Oe3omacHocTH PD
gfii(zzgmmd HOKYM;I;TEI?:: @3 "O rocymapcTBeHHOI TaitHe"
CBOOONBI W  0€30MacHOCTh | KOHCTUTYLIHS
YenoBeKa B CHCTEME | 1616 prprii KoMIeKe
UH(OPMAITMOHHBIX

oTHomIcHUH, B PO sBisercs

JTOKTpHUHA HHPOPMAITMOHHOM Oe30macHocTH PD

COBOKYMHOCTh  O(HUIIHATBHBIX
B3[JIAJI0B Ha II€JIM, 3ajadyu,
NPUHIUIBI W OCHOBHEIC Ha-
MpaBJICHUST O0CCIICUCHUS HH-
(hopMalMOHHON 0E30MacHOCTH
P® npencrasnenst

B /[okTprHEe HHPOPMAIMOHHOM Oe30macHocTH PO

B KoHrenuuu HarmoHansHoH O0e3ommacHocTt PO

B Koncrurynuu PO

B buiie o Hazx3ope 3a JaHHBIMU

B @3 PO "O6 nndopmanun, nHGOPMAIIMOHHBIX TEXHOJIOTHIX U O
3amure nHpopmanun"

Ha w™exnyHaponHoM ypoOBHE
npezenbl BMElaTenbCcTBa B 4a-
CTHYIO XH3Hb CO CTOPOHBI I'0-
CyJapcTBa U APYIHX CYOBEKTOB
OIIpeieIeHb

3aKOHOM O TaifHe YacTHOW WH(pOpMaIuu

crangaptoM ISO 15408

OpaHXEBOW KHUTOM

OeKJIapallieit mpap yeIoBeKa

ousieM o HaA30pcC 3a JaHHBIMU

[Ipecrymienussim B cdepe
KOMITBIOTEpHOW WH(pOpMAIMU B
YronaoBHOM KOJIEKCE
MOCBSIIIAsICTCS

2liaBa

paznen

CTaTbsa

MYHKT

HacTb

CTaHOBIIEHHE OTEUYECTBEHHOTO
3aKOHOJATENbCTBA o
MH(QOPMaTH3aLNUN POU3OIILIO

B KoHIle 60-x T

B KoHI1le 7/0-x IT

B KoHIIe 80-x IT

B Hayaiie 90-x T

B Hayaiie 70-x T

3ammuTa  KOMITBIOTEPHOU
(opmannu BBeICHA. . .

HH-

CceMENHBIM KojiekcoM PD

Koncturynueit PO

I'paxxnanckum kogekcom PO

VYromnoBubIM KOnekcoM PD

YUro  mpeacraBmsieT  coOOH
MOKTpUHA  WH(OOPMAITMOHHOM
oe3omacHoct PO?

HOPMAaTUBHO-TIPABOBOW aKT, YCTAHABIMBAIOIINN OTBETCTBEHHOCTh
3a mpaBoHapymieHus B chepe nHPOpMAITMOHHOM OE30MTaCHOCTH

denepanbHBIN 3aKOH, PETYIUPYIONIUI MPABOOTHOIIIEHHUS B 00Jac-
TH UH(OPMAITMOHHOM 0€30MTaCHOCTH
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1eJieBasl mporpaMMa pa3BUTHS CHCTEMbI HH(POPMAIIMOHHON 0e30-
nacHoctu PO, npeacrapmnstomas co0oii Mocie0BaTeIbHOCTh CTa-
I U DTAIOB

COBOKyHHOCTI: O(bI/II_II/IaJIBHBIX B3TJI1A0B HAa LCIIH, 3aaa4u, HpI/IH-
IIUTIBI 1 OCHOBHBIC HAaIpaBlieHUs1 o0ecrieueHns nH(HOpManOHHON
6e3onacHocTH Poccuiickoit denepanun

OxpaHa TIEPCOHATLHBIX JIaH-

3anuTa nHpopmManuu

KOMIThbIOTEpHAas1 6€3011acCHOCTh

HBIX, TOCYJapCTBEHHOM, CITy-

eOHOM W JPYyruX BUJIOB WH- | 3alUIIEHHOCTH HH(OpMAINU

(opmarun OrpaHUYCHHOTO | 3aMIUIICHHOCTh MOTpeOuTeNel nHPOopMaLun
AOCTYyHa 3TO 0€30I1aCHOCTH JaHHBIX

TlokymenTnposannas  mudop- | TOCYAAPCTBEHHAs TafiHa

Malusi, JOCTyNl K KOTOpPOMl or-
paHUYHMBACTCS B COOTBETCTBUU
C 3aKOHOOATEILCTBOM PO

KOMMepYecKas TailHa

OaHKOBCKas TalHa

KoH(puaeHIMaIbHAS HHPOpMAIIHS

CooTHecuTe TPUHIMILI  WH-
(hopMalMoHHON 0E€30MaCHOCTH,
onpeneneHHbie [ 0CTeXKOMUC-
cuei

1. npUHIIMI CHCTEMHOCTH

2. IPUHIIMIT KOMIUIEKCHOCTH

3. MMPUHIMIT HCIIPCPBIBHOCTH 3allIUThI

4, TMOKOCTH CUCTEMBI 3AILIUTHI

5. pazyMHas JOCTaTOYHOCTb

1. npaBUIBHO BHIOPATH TOT MOCTATOYHBIH YPOBEHB 3alIMTHI, MPU
KOTOPOM 3aTpaThl, PUCK M pa3Mep BO3MOKHO TO yiiepOa ObutH ObI
MMPUCMIICMBIMU

2. HETIPEePBIBHBIN IIeJIeHANpaBICHHBIN MPOLIECC, MPENOIararoIui
IIPUHATHE COOTBETCTBYIOIIMX MEpP HA BCEX 3Tallax >XU3HCHHOIO
mukiaa AC

3. mpeanojaraer CorjacoBaHUE Pa3HOPOJHBIX CPEACTB IMPHU IO-
CTPOEHUHU LIEJOCTHOM CHUCTEMBI 3alUThI, NEPEKPHIBAIOLIECH BCE
CYILIECTBEHHBIE KaHAJbl pEAM3allMK YIrpO3 U HE COJEepKalllen cia-
OBIX MECT Ha CThIKaX OT/EJIbHBIX €€ KOMIIOHEHTOB

4. ocroboxmaer Biagenbila AC OT HEOOXOIUMOCTH TPUHSATHUS
KapAMHAJIBLHBIX MEpP 10 TIOJTHOM 3aMEHEe CPEJICTB 3alllUThl Ha HOBBIC

5. mpearnonaraeT HEOOXOIMMOCTh y4eTa BCEX B3aMMOCBSI3aHHBIX,
B3aUMO/ICHCTBYIOIINX M N3MEHSIONIMXCS BO BPEMEHH HJIEMEHTOB,
yCIIOBUI U (aKTOPOB

ConepxaHue W CTPyKTypa 3a-
KOHOJIATeJILCTBA B O0JACTH WH-
(hopManMOHHON 0€30MacHOCTH
BKJTFOUACT

Konctutynusa Poccuiickoit @enepannu - HopMaTruBHO-TIpaBOBbBIE
akthl (Yka3sl) [Ipesunenta Poccuiickoit @enepanuu - [logzakon-
Hble akThl [IpaButenbcTBa Poccuiickoit denepanuu - denepanb-
HEIE 3aKOHBI - Konekchl

Koncrutynusa Poccuiickoit @enepauuu - HopmaTuBHO-IIpaBoBbIE
akTthl (Ykassl) [Ipesunenta Poccuiickoit denepamum

ITom3axkonnsie akthl I[IpaButenscTtBa Poccuiickon ®enepauuu -
®denepanbHble 3aKOHBI - KomeKchl

HET BEPHOI'0 OTBETA

3akoHoaTeIbCTBO Poccuiickoi
Oeneparin 06 MHPOpPMALUH,
WH(GOPMAIIMOHHBIX TEXHOJIOTH-
SX W O 3aIuTe HHPOpMAaIH

dbenepanbHoro 3akoHa «O0 nHpOpMaIy, HHPOPMAITMOHHBIX TEX-
HOJIOTHSIX M O 3aluTe MHPOpMaLUn» U Ipyrux (enepanbHbIX 3a-
KOHOB, PEryJMPYIONIMX OTHOIICHUS B OOJIACTH HCIOJIb30BaHHUS
nHdOpMaUu
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COCTOHMT U3

denepanbHOro 3akoHa «O MepcoHaNbHBIX JAaHHBIX» U APYrux ¢e-
JIepAIbHBIX 3aKOHOB, PETYJIHPYIOIUX OTHOIICHUS B 00JacTu uc-
M0JIb30BaHUS MH(OPMaLIUU

denepanbHOro 3aKkoHa «O KOMMepUeCKoi TaiiHe» U Ipyrux ¢ene-
paJIbHBIX 3aKOHOB, PETYJIMPYIOUIMX OTHOILICHHS B 00JacTh HC-
N0JIb30BaHUsl HHPOPMALIUU

¢denepanbHoro 3akoHa «O rocylapcTBEHHOW TailHE» W JPYyrux
(denepanabHBIX 3aKOHOB, PErYJUPYIONIMX OTHOIICHUS B 00JacTH
UCIIOJIb30BaHUs HH(OpMAIH

IlpenmeToM mpaBOBOrO pery-
JTUpPOBaHUS B 00JacTu WHQOP-
Maluy, HHPOPMAITHOHHBIX TEX-
HOJIOTHH W 3amuThl WH(pOpMa-
IIUY SIBJITFOTCS

OTHOILICHHSI, BO3HUKAIOIIUE TOJIBKO MPU OCYIIECTBICHUN IIpaBa Ha
IIOUCK, MTOJTy4eHHe, TIepeady, IPOU3BOJICTBO U PACIPOCTPAHEHHUE
uH(pOpMaIUn

OTHONICHHUSI, BO3HUKAIOIME TOJBKO MPH NMPUMEHEHUH HH OpMa-
IIUOHHBIX TEXHOJIOTH

OTHOIICHUW, BO3HHUKAIOMIUC TOJBKO IIpPHU OGGCHG‘-IGHI/II/I 3alIUThI
nHdOpMauu

OTHOLLIEHHUs, BOZHUKAIOILUE IIPU OCYILIECTBICHUH IIpaBa Ha IOUCK,
IIOJIy4EHHUE, Iepenady, IMPOU3BOJICTBO M PACIPOCTPAHCHHE HH-
dopmanuu; npu MTPUMEHEHHHM WH(GOPMAIMOHHBIX TEXHOJOIUH;
npy 00eCTIeYeHNH 3aIUThl HH(OPMAITUH

B cTtpykTypy rocynapcTBeHHOI
CUCTEMBI 3aIuThl HH(pOpMAITUU
PO Bxomar

OCb PO

MBI PO

OCTIOK

OCHH

HopmaTuBHO-mipaBoBO#l akT -
3TO

IIPAaBOBOM aKT, MPUHATHIA MOJIHOMOYHBIM Ha TO OPraHOM M CO-
JiepKALU paBOBbIE HOPMBI, T. €. IPEANUCAHHs OOILEro Xapak-
T€pa U MOCTOSHHOTO ACUCTBUS, paCCUNTAaHHbIE HA MHOI'OKpPaTHOE
IIPUMEHEHNE

IIPAaBOBOM aKT, MPUHATHIM MOJIHOMOYHBIM Ha TO OPraHOM M CO-
JIepKALUI MpaBOBbIE HOPMBI, T. €. IPEANUCAaHHs OOILEro Xapak-
TE€pa U MOCTOSHHOTO AECWCTBUS, pACCUUTAHHBIE HA OJHOKPAaTHOE
IIPUMEHEHNE

HET BEPHOI'0 OTBETA

Kak Ha3bIBaeTcs 3aKOH, pery-
JUPYIOIIUNA  AESITEIbHOCTh TO-
CyJJapCTBEHHOM TallHbI Ha Tep-
puropuu PO

O xoMMepuecKol TaifHe

O rocyaapcTBeHHOM TaiiHe

O cnyxeOHOU TaifHe

O BpaueOHOM TaitHe

CyOBeKT TepCOHANBHBIX JIaH-
HBIX 00JIa7jacT MpaBaMu

Ha JOCTYI K CBOUM MNCPCOHAIbHBIM JAHHBIM

BO3PaXCHHUE MPOTUB NMPUHATHS PEIICHUN UCKIIOUYUTETHFHO Ha OC-
HOBAaHUHU AaBTOMATH3UPOBAHHON 00paOOTKM MEPCOHAIOM JIaHHBIX,
HOPOXKIAIONINX FOPHINYECKHE TOCIEACTBHS B OTHOIICHHU CYOb-
€KTa WM MHBIM 00pa3oM 3aTparuBarolIUX €ro MmpaBa M 3aKOHHbIC
UHTEPECHI

o0’kaJIoOBaHue IEeHCTBUI WIN Oe30eCTBUIA

BCPHLI BCC BAPUAHTBL

IIpaBoBOE perynupoBaHHE OT-
HOILIEHUH B 00JAaCTH MCIIONIB30-
BaHUS 3JICKTPOHHOU HH(POBOH
TIOJIITUCH OCYIIECTBIISIETCS B CO-

I'paxxnanckum kogexkcom Poccutickoit @enepanuu

®enepanbHbM 3akoHOM "OO uH(popMaru, WHPOpPMATU3ALUU U
3amute nHpopmanun"




Bonpoc

BapuaHmbl omeema

OTBCTCTBHU C

®enepanbHbM 3aKkoHOM 'O cBs3u"

BEpHBI BCE BapUAHThI

Yrto U3 MNEPEeuucCICeHHOTO HeE
BXOJIUT B TICPBBIH YPOBEHbH Ipa-
BOBOT0 o0OecrieueHust nHpopma-
IUOHHOM 0€30MacCHOCTH

Koncrurynus PO (ct. 23, mpaBo Ha TaliHy IEPETTUCKH)

I'paxxnanckuii kogexe PD (ct. 139, Bo3menieHue yObITKOB OT yTe-
YeK)

®enepanbHblil 3ak0H "O rocyiapcTBeHHOM TaliHe"

[TocranoBnenus [IpaButenscTBa PO

N3 ckoIbKUX YpOBHEW COCTOUT
MpaBoOBOEC  OOecrieueHUe WH-
(hopmanmoHHO# Oe30macHOCTH

JIBYX YPOBHEU

TpEX ypOBHEU

YEThIPEX YPOBHEH

MATH YPOBHEN

[lepeyeHp BHIOB AEATEILHOCTH
B obyacTu 3amuTel WHpOpMa-
MM, Ha KOTOpBIE BBIJAIOTCA
nuneHsun, onpexaeien Ilocra-
HoBieHueM [IpaButensctBa PO
"O IUIEH3WPOBAHUU OTHETh-
HBIX BHUIOB JESITEILHOCTH" OT
24.12.94 Nel1418 k HUM, B 4acT-
HOCTH, OTHOCHTCSl pa3paboTka,
NPOM3BOJICTBO, pealu3amnus |
CepBUCHOE 00CITy)KNBaHHE

U (GPOBATHHBIX CPEICTB

3allMIICHHBIX CUCTEM TGH@KOMMYHI/IKaI_II/II\/'I

MPOrPaMMHBIX CPE/ICTB

CIICIHUAJIbHBIX TCXHUYCCKUX CPCACTB 3allINThI I/IH(bOpMaI_II/II/I

MOATOTOBKA W TIEPETNOIrOTOBKA KaJpOB

BCE€ BEPHbI BApUaAHThI

3aKoHOJATENbHOW W HOPMATHB-
HOM 0a30i JMIIEH3UPOBAHUSA U
cepTudUKanM B 00IacTH 3a-
HIUTBl WHPOPMAIUK  SBISFOTCS
3aKoHbl PD

0 rOCyAapCTBEHHOM TaifHe

0 TEXHUYECKOM PeryJnpoBaHUI

O JIMICH3UPOBAHNUU OTACIIbHBIX BUIO0B ACATCIBHOCTU

0 3alIUTe MpaB MOTpeOUTENSH

BCE BEPHBI BAPUAHTBI

[lepeyeHp BHIOOB AEATEIBHOCTH
B obyacTh 3amuTel HH(pOpMa-
MM, Ha KOTOpBIE BBIJAIOTCA
nuuen3uu, onpexaened Ilocra-
HoBneHueM [IpaButensctBa PO
"O JUIEH3WPOBAHWU OTHETh-
HBIX BHIOB IEATEIBHOCTH" K
HUM, B YacTHOCTH, OTHOCHTCS
paspaboTka, MPOU3BOJICTBO,
peanuzanys M CepBUCHOE 00-
CIIy’KHBaHHE

U GPOBATHHBIX CPEICTB

3allMIICHHBIX CUCTEM TGH@KOMMYHI/IKaI_II/II\/'I

IIPOTrPaMMHBIX CPEJICTB

CIICHHUAJIBHBIX TEXHUYCCKHUX CPEACTB 3allIMThI I/IH(l)OpMaHI/II/I

BCPHLI BCC BAPUAHTBL

Kakue xareropum mnepcoHalb-
HBIX HaHHBIX BeIIenser O3 “O
MEPCOHANIBHBIX TaHHBIX 7

JINYHBIC

00IIIe/I0CTYITHBIE

(bU3HOTIOTHYECKHE

CIICIUAJIbHBIC

OnoMeTpuIecKue

B kakux cimydasx omeparop He
00s13aH YBEJOMIISITH PETYJIATOPA
00 00paboTKe mepcoHaIbHBIX
TaHHBIX?

eciu naHHble BKIIIOYaroT B cebss DUO, Tenedon u pazmep okiaaa

€CJIN OTIepaTopa CBS3BIBACT C CYOHEKTOM TPYAOBBIE OTHOIICHUS

€CJIA JaHHBIE BKJIOYAIOT B ce0s1 Tonbko OO

€CJIM JIaHHBIE KaCaloTCsl 3JJ0POBbS CyOBhEKTa

€CJIM JTaHHBIE KAaCalOTCsl CEMEHHOM KU3HU CyOhEeKTa




Bonpoc

Bapuanmbl omeema

€CJIM JTaHHBIC HEOOXOIUMBI Il OJTHOKPATHOTO IMPOITyCKa Ha Tep-
PUTOPHIO OTlepaTopa

Bribepure ciyuan o0paboTKu
HEPCOHAIBHBIX JIaHHBIX, KOTJa
omeparop He 00s3aH IMMOIy4YaTh
MMACEMEHHOE COTJIacue CyOBeK-
Ta Ha 00paboTKY:

OpOHUPOBAHNE TOCTUHUIIBI TYPUCTUUECKOU (hUPMOI

nepeaayda JaHHBIX TPETHUM JIMIIAM

€CJI MEXIY OIepaTOPOM M CYObEKTOM €CTh JOTOBOP, MPEeaycMar-
puBaronuii oopadotky I1]]

JIOCTaBKa ITOYTOBBIX COOOIIEHNI

OpraHu3als cocTaBisgeT 0a3y NaHHBIX CBOMX KJIMEHTOB, C yKa3a-
Huem ®HMO, tenedoHOB, aipecoB U 3aHUMAEMBbIX JOJIKHOCTEH

Kakoit gOKyMeHT coAepX HUT B
cebe cTpaTerHmyecKue Harwo-
HaJbHBIC MPHUOPUTETHI, LETH H
Mepbl B 00JIACTH BHYTPEHHEH U
BHCIIHCH IIONHTHUKH Poccun,
OTIPEICTISIONTHE COCTOSIHAE Ha-
IIIOHAIBHONW O€30MacHOCTH |
YPOBEHb YCTOMUHUBOrO pa3BUTHUS
roCyJIapcTBa Ha JIOJITOCPOUHYIO
MEPCHEKTUBRY?

®enepanbublil 3ak0H “O0 mHbOpManuu, UHPOPMALMOHHBIX TEX-
HOJIOTHUSX U O 3amuTe nHdopMarmm”

®enepanbHblil 3aK0H “O rocyaapcTBeHHOM TaiiHe”

Joktpuna unpopmanoHHoi Oe3omacHocTH Poccuiickoiit dene-
paunn

Crparterust HalMOHANBHOM Oe3onacHocTH Poccuiickoit @enepanuun

Kako#t moxymeHT oTOOpakaer
oduIaTBHBIE B3TJSIABI HA TiE-
T, 3aJa4d, MPUHIUIBI H OC-
HOBHBIC HampaBliCHHUsI oOecte-
yeHUsT MHPOPMAIMOHHON 0e30-
nacHoctu PO?

®denepanbHblil 3ak0H “O0 wHGOpMaIK, HHOOPMAITMOHHBIX TEX-
HOJIOTHSIX U O 3anuTe nHpopmanmm”

®enepanbHblil 3aK0H “O rocyaapcTBeHHON TaiiHe”

HoxTpuna uHpopMannonHoi Oe3omacHoctu Poccuiickoit dene-
panun

Crparerus HalmoHaJIbHOM O6e30omacHocT Poccutickoii denepariun

Bomnpocel k kommiekcHomy 3agannio TK3

1. Yto Takoe «mpaBoBoe odecnieueHrne nHHOpMalMOHHON 0€30MaCHOCTU» U B
4eM 3aKJIH09aeTCs ero IpeaMer?

2. Packpoiite cogepxaHie IpaBoBOro ooecrneueHus: 0e30MacHOCTH CBEJCHH.

3. PackpoiiTe comepkanne u CTpyKTypy 3aKOHOAATEIbCTBA B 00JaCTH obecre-
yeHUs1 UH(HOPMAIIMOHHON O€30MaCHOCTH.

4. OCHOBHBIC HOPMATHBHBIC PYKOBOSAIINE JOKYMEHTBI, KacaroIIHecs Tocy1ap-
CTBEHHOU TalHBI, HOPMATUBHO-CITPABOYHBIC JJOKYMCHTHI.

5. YpoBHU IpaBoOBOTO 0OOecriedeHus HHPOPMAITMOHHOM O€30MacHOCTH.

6. Mecto nadopmamoHHON O€30IMaCHOCTH YKOHOMUYECKUX CUCTEM B HAIIMO-
HaJIbHOW 0€30MacHOCTH CTPaHBbI.

7. OCHOBHBIE PUHITUIIBI 0OeCcTICUeHUs OE30MTaCHOCTH.

8. Konnernuus nuapopmaimoHHoH 0€301MacHOCTH.

9. lokTpuna nHpopmarmonHoi 6e3omacaoctu Poccun.

10. YeThIpe OCHOBHBIC COCTABIISAIONINE HAIMOHAIBHBIX HHTEPECOB Poccuiickoit
®deneparuu B uHGopMamoHHou cdepe.

11. OcHoBHBIE 3a7aun oOecTieueHust THPOopMaMOHHO# 6e3omacHocTu. [Ipaso-
BbI€ METO/IbI O0ecTieueHUs] H(POPMAIIMOHHOM 0€301aCHOCTH

Jist IpOMesKyTOUHOM ATTeCTALUM:

1. MadopmanmonHas 6€301aCHOCTh YeJIOBeKa M 00IIecTBA. YPOBHH 3aIlIUTHI



MH(OPMAIMOHHBIX PECYPCOB.

2. Komnbrorepuslie npectymiaeHus. OCHOBHbIE TEXHOJIOTHH, UCIIOJIb3YIOIIUECS
IIPU COBEPILICHUU KOMITBIOTEPHBIX MPECTYTUICHUM.

3. OOBekThl 3amuThl HHPOpManuu. 3anmra HHGOPMaALUK OTPAHUYEHHOTO
JOCTYyIA: FOCyJapCTBEHHAs TaliHa, KOMMepUecKas TaitHa.

4. OcHOBHBIE KaHAJIbI YTEUKH WH(OPMAITHH.

5. Meroabl u cpeactBa 3amuThl uHGopmanuu. CoaepixaHue CrnocoOOB U
CpeaCcTB o0ecneueHus 0e30MacHOCTH HHPOPMAITHUH.

6. Kpunrorpagus. CuMmMeTpudIHbIE KPUTITOCUCTEMBI.

7. Kpuntorpadus. AcUMMETPUYHbBIE KPUITOCHUCTEMBI.

8. O0630p u KIaccudpuKalus METoA0B MUPPOBaHUSI HH(DOPMAITUH.

9. DnexTpoHHO-1M(POBAsI HOIHCH.

10. Yro oTHOCHTCS K CpEACTBaM MHXKEHEPHO-TEXHUYECKON  3alUThI
uH(pOpMAaIUK U 1711 Yer0 OHU MpeAHa3HAYEHBI?

11. B yeM 3akit0yarOTCs JOCTOMHCTBA M HEJOCTATKU MPOrPAaMMHBIX CPEICTB
3aIIUThl HTHOpMALIUU?

12. ITaposipHas 3amuTa.

13. Ilonsatue yrpo3sl. AHAIN3 yrpo3 WHPOpMAITMOHHON Oe30macHocTU. Bubl
«HAPYLIUTEIICH».

14. Tlonutuka 6e3onacHocTH. OCHOBHBIE TUITBI MOJIUTUKY O€30MACHOCTH.

15. CranaapTthl HHPOPMALITMOHHOM OE30MACHOCTH.

16. IIpaBoBoe obecnieueHue 3anMThl HHGOpMaIw. HopMaTHBHBIE TOKYMEHTHI.

17. Pazpymiaroniye nporpaMMHbI€ BO3JICUCTBUS: BUPYCHI U 3aKJIaJKU. AHTUBH-
pPYCHBIE CPEACTBA.

18. Tlcuxonornyeckue acneKThl HHMOPMAITMOHHON O€30MTaCHOCTH OpraHU3aIIH.
19. Hactpoiika mouTHKN 6€30TaCHOCTH OTIEPAIIMOHHON CHCTEMBI.

20. Ananu3 3alMIIEHHOCTH U30JIMPOBAHHOM TPOTPAMMHOM CPEIBI.

21. ViccnenoBanre CUCTEM HIICHTU(DUKAIINN.

22. CTpyKTypa 3aKOHOAaTeIbHOM 0a3bl HH(pOpMaIIMOHHOM Oe30macHOoCTH PD.

23. Ctparerusi HalMOHATIBHOM Oe3omacHocTH. HazHaueHne, OCHOBHBIE TEPMUHBI.

24. Noxtpuna Ub. Ee Ha3zHaueHue.

25. CtpykTypa U BBl HOPMATHUBHBIX AKTOB, PETYIHPYIOIMIMX 0OECreUeHne
uHdopmarmonHoit 6e3onacuoctu B Poccutickoit denepanu

26. ITonsarue o 3amure nunpopmauuu B PO (149-D3). 'ocynapcTBeHHOE pery-
aupoBanue. O0s3aHHOCTH 00JIaiaTesied HHpOpPMAIUK U ONepaTopoB MH(POPMAITHOH-
HBIX CUCTeM. Perynsaropsi.

27. Cucrema HOPMATUBHBIX MPABOBBIX AKTOB, PEIVIAMEHTHPYIONIUX oOecreyde-
HUE COXPAHHOCTHU CBEJICHUM, COCTABISIOIIMX I'OCYAAPCTBEHHYIO TaliHy B Poccuiickon
denepanuu
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