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Pabouas nmporpamma guctuiuiuHbl paspadorana B coorBerctBur ¢ ®I'OC BO 3++ no
Harnpasiienno noArotoBku 09.03.01 Mudopmarnka M BbIYUCIUTEIbHAS TEXHHUKA (YpPOBEHBb
OaxanaBpuata) (mpuka3z Munoopuayku Poccun ot 19.09.2017 1. Ne 929)

[Iporpammy pazpadoran (n):

JIOLICHT, K.T.H. Hcmarunos U.P.

Pabouas mporpamMma paccMoTpeHa B 0J100peHa Ha 3acenannu kadeapel MHbopMmaTrka u
MH(GOPMALMOHHO-YTIPABJISIONINE CUCTEMBI, TPOTOKOI Ne 24 o1 26.10.2020 T.

3aB. xadenpoit TopkyHnosa 1O.B.

[Iporpamma paccmoTpeHa u 0j00peHa Ha 3aceJaHuu BhITyCKalmMux kadeap:

3aB. kadeapoit UK 10.H. CmupnHoB
npotokos Ne 10 ot 15.10.2020

3aB. kadenpoit UNYC 1O.B. TopkyHoBa
rpotokos Ne 24 ot 26.10.2020

[Iporpamma omoOpeHa Ha 3aceJaHMM METOAMYECKoro coBera wuHcTUTyTa [{udpoBbix
TEXHOJIOTUNA U SKOHOMUKH, MPoToKoa Ne 2 ot 26.10.2020

3aM. nupekropa nactutyra [T B.B. Kocynun

[Iporpamma mpuHATa peEIICHHMEM YUYEHOro coBeTa HMHCTHTYTa [ludpoBBIX TexHOJIOTHH U
SKOHOMHKH, TpoToKos Ne 2 ot 26.10.2020



1. Heab, 3a1a4M U MUIAHUPYEMble Pe3yJIbTAThI 00yUeHHUsI 10 JUCHUIIIHHE

HCJIBIO OCBOCHHA OHCIMIIIIMHBI

ABIIACTCA

IMOJIY4YCHHC 0a30BBIX TCOPETUUCCKUX

NPE/ICTaBIICHUI O COBPEMEHHBIX METOJIaX U CPE/ICTBAX 3allUThl MH(POPMAIIUU U MPAKTUYECKUX
HAaBBIKOB UCIIOJIb30BAaHUS 3TUX CPEJICTB IIPU peaIu3alliy IPOrPaMMHBIX U allllapaTHBIX CPEACTB
MH(OPMAITMOHHBIX CUCTEM MacIiTada MpeAnpusThs.

3amavyaMu TUCITUTUINHBI SABJISIETCS] (POPMUPOBAHUE Y 00YUAOIIUXCS:

1. 3HaHUIM

- TEPMUHOJIOTHH B 00J7aCTH MHGOPMAIIMOHHON 0€30MacHOCTH 1 3aIUTHl HHGOPMAITIH

- OCHOBHBIX HOPMATHUBHLIX M IIPABOBLIX a4KTOB,

periaMeHTupyrommux — cdepy

UH(GOPMAIIMOHHON O€30MaCHOCTH U 3aIlUThl HHGOPMAIIUH
- IPUHIIMAIIOB OPTaHU3AIMH 3aIIUTHl MH()OPMAIIUU Ha TMPEITPUATHUSX;
- MEp U CPENICTB 3alIUThl HH(OPMAITUU

2. yMeHU#

-- BBISIBIIATh OCHOBHBIE BUJIbI YTPO3 U YSA3BUMOCTEN O€30macHOCTH UH(POPMAIIUK;
- pa3pabaTbiBaTh HOPMATHBHO-TEXHHUYECKYIO JOKYMEHTAIIMIO C y4eTOM TpeOOBaHMIA
HOPMATUBHBIX W MPABOBBIX aKTOB B 00JIaCTH MH(OPMAIIMOHHOW O€30MacHOCTH U 3alllUThI

uHpopMaru

- KpI/IHTOFpa(l)I/ILIGCKI/Ie MECTOAbI oOecrieyeHus OEJIO0CTHOCTHU U KOH(I)I/II[CHHI/IaJ'IBHOCTI/I

nHpopMaru
3. BIIQJICHUS:

- HaBBIKAMHU TIPUMEHCHHS TMPOTPAMMHO-AIAPATHRIX CPEICTB IS  OOeCTeYCHUS
MH(}OpPMAIMOHHON 6€30MaCHOCTH
- HaBBIKAMU TIPOrPAMMHON peann3aluy KpUnrorpaguueckux aaropuTMoB

Komnerennuu,

dbopmupyembie 'y 00ydYaroIuxcs,

3aIlJIJAHUPOBAHHBIE  PE3YJIbTATHI

00y4eHHUs MO JUCHMIUIMHE, COOTHECCHHBIC ¢ MHAMKATOPaAMHU JOCTUKEHUS KOMITCTCHITHI:

Kona n HaumeHoBanue
KOMIIETEHIINH

Kon n nanmeHoBaHme
VMHJIUKATOpa JOCTHKEHUS
KOMIICTEHITHH

3angaHUpOBaHHBIE PE3YyJIbTAThl O0yUEHUs
10 AMCUUIUIMHE (3HATh, YMETh, BIIAJIETh)

Oo6menpopeccuonansubie kommereHuu (OI1K)

OIIK-3 CnocoOeH pemaTth
CTaHJapTHHIE 3a/1a49H
npohecCuoHaNBHOM

JeSITeTPHOCTH HAa OCHOBE
MH(POPMALIMOHHOM 1
6ubmuorpaduueckoit

KYJIbTYpBI C IPUMEHEHUEM

MH(OPMAaLIOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTUH U C yYETOM
OCHOBHBIX TpeOOBaHUI
nH(pOpMaAITMOHHOM
0C30IMaCHOCTH;

OIIK-3.1 Pemaer craniapTHbie
3a/1a4u PO eCCHOHATBHON
JeSITeIbHOCTH Ha OCHOBE
MH(OPMaLMOHHON 1
6ubnuorpaduyeckoit KyabTypbl
C IPUMEHEHUEM
UH(POPMAIMOHHO-
KOMMYHUKAITHOHHBIX
TEXHOJIOTUI

3nams:

NPUHIAIBI, METOABl W CPEICTBA pEIICHUS
CTaHJApTHBIX  3a7ady  MpodecCHOHATBLHOU
NeSITETTHHOCTH Ha OCHOBE MH(OPMAIMOHHOW H
oubnnorpaduyeckoi KyJbTYpPbI C
IPUMEHEHHEM WH(POPMAITMOHHO-
KOMMYHUKAI[HOHHBIX TEXHOJOTHH U C y4eToM
OCHOBHBIX  TpeboBaHMi  HH(OPMALMOHHON
6e3omacHOCTH

Ymemy:

pemarb CTaHJapTHHIE 3aauu
Ipo(eCCHOHATIBHON JIeATEILHOCTH Ha OCHOBE
uHPOpPMALIMOHHON W OuOnMorpaduuecko
KyJIbTYypbl C INPUMEHEHHEM HH()OPMALMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHH U C y4eToM
OCHOBHBIX  TpeOOBaHM  HHPOPMAIIMOHHON
6e3omacHOCTH

Braoemy:




HaBBIKAMU MOJTOTOBKH 0030pOB, aHHOTAIIHI,
COCTaBJIeHUS pedepaToB, HAYUHBIX JOKJIAJIOB,
nyOnukauuit u Oubnuorpaduu MO Hay4dHO-
HCCIIEOBAaTEIbCKOM  paboTe ¢ yd4eToMm
TpeboBaHu MHDOPMAIMOHHON 0€30MTaCHOCTH

OIIK-3.2 YuursiBaeT npu
pelIeHnH 3a1a9
npodecCuoHAITbHON
JEeSTEIbHOCTH OCHOBHBIE
TpeboBaHUsI K HHPOPMAITMOHHOMN
0e301acHOCTH

3namo:

OCHOBHBIE ~ BHJBI  yrpo3  0e30macHOCTH
uH(pOpMaIHy, ySI3BUMOCTEH HH(DOPMAIMOHHBIX
CHCTEeM, a TaKKe Mepbl U  CpelCcTBa

POTHBOACHCTBUS aTakam Ha
UH(POPMAIIMOHHBIC pecypcesl npu
NPOCKTUPOBAHUHU, Pa3pabOTKE W BHEAPCHHUU
MPOrPaMMHOTO obecrnieueHus
WH(POPMAIIMOHHBIX CUCTEM

Ymemy:

pa3pabarbIBaTh MPOCKTHO-TEXHUYECKYIO
JOKYMEHTAIUIO [T HH()OPMAIIMOHHBIX CHCTEM
c YUETOM TpeOOBaHU TEKYIIETro
3aKOHO/IaTEJIbCTBA, HOPMAaTHBHO-ITPABOBBIX

aKTOB, CTAHJIAPTOB M BEIYINIUX IPAKTHK B
obnacTu HPOPMAITMOHHOH OE30TTACHOCTH
Braoems:

HaBBIKAMHU pUMEHECHHUS POrpPaMMHO-
armapaTHbIX CpeicTB ISt aHaJm3a
3aIIUIICHHOCTH UH()OPMAIIMOHHBIX CUCTEM JUISI
BBIPAOOTKH MEp MPOTHUBOJCHCTBUS M3BECTHBIM
yrpo3am 0e301acHOCTH HH(OpMaluu

2. Mecto aucuuniannbl B cTpykrype OIIOII

Hucunmummaa WabopManmonHass 0€30MacHOCTh OTHOCHUTCS K 00s3aTeIbHOM YacTH
y4yeOHoro rmiaHa no HampasieHuio nmoAarotoBku 09.03.01 Mudopmatuka ¥ BBIYUCIUTENbHAS

TEXHHKA.
Kon [TpenmecTByomye UCUUIUIUHBI (MOIYIIH), [Tocnenyronue TUCUMITIIMHBI (MOIYJIIH),
KOMIIETEHIINU npaktuku, HUP, np. npaktuku, HUP, np.
Brimonnenune " 3aIInuTa BBIITYCKHOM
VK-1 KBaJTU(UKAITIOHHON pabOTHI
IT'OCYAAPCTBEHHAA NTOI'OBAA
ATTECTAIINAA
BelmosiHeHne W 3ammTa  BBITYCKHOM
VK-2 KBaJIM(PUKAITMOHHOM pabOTHI
I'OCYIAPCTBEHHAA NTOI'OBAA
ATTECTAIINA
BelmosiHeHne W 3ammTa  BBITYCKHOM
KBaTM(UKAITHOHHONW PabOThI
VK-3 I'OCYIAPCTBEHHAA NTOI'OBAA
ATTECTALIAA
[IpousBoacTBeHHAs MpaKTUKa
(IpeUTUILIOMHAS )
Brinonnenue U 3aluTa BBIITYCKHOM
VK-4 KBaJTU(UKAITIOHHON pabOTHI

I'OCYIAPCTBEHHAA NTOI'OBAA
ATTECTAILINA




Beimonnenne w 3ammMTa  BBITYCKHOU
KBaTM(UKAITHOHHONU PabOThI
VK-5 I'OCYJAPCTBEHHAS NTOI'OBAA
ATTECTALIMA
[IpousBoacTBeHHas [IpaKTUKa
(IpeMIIoMHast)
BpimosiHeHne W 3ammMra  BBINYCKHOM
VK-6 KBATH(UKAIIMOHHON PabOThI
I'OCYJAPCTBEHHAS NTOI'OBASA
ATTECTAIINA
BpimosiHeHne  w 3ammMra  BBITYCKHOU
KBATH(UKAIIMOHHON PabOThI
VK-7 I'OCYJAPCTBEHHAS NTOI'OBASA
ATTECTALIMA
[IpounzBoacTBEHHAS MpaKTHKa
(IpEUIIIOMHAs)
BpinmosiHeHne W 3ammMra  BBINYCKHOHM
KBATM(UKAIIMOHHON PabOThI
VK-8 I'OCYJAPCTBEHHAS NTOI'OBAS
ATTECTALIA
[Ipoun3zBoacTBEHHAS MpaKTHKa
(IpEUIIIOMHAs)
BpinmosiHeHne W 3ammMra  BBINYCKHOM
OIIK-1 KBATH(UKAIIMOHHON PabOThI
I'OCYJAPCTBEHHAS NTOI'OBAS
ATTECTAILIMA
OIIK-1 Bricmias MaTeMaTuka
Pusnka
BeimosiHeHne W 3ammMTa  BBIMYCKHOM
OITK-2 KBaTM(PHUKAIIMOHHOHN paboThI
I'OCYJAPCTBEHHAS NTOI'OBASA
ATTECTAILIMA
OIIK-2 HHupopmalinoHHbIE TEXHOJIOTUN
BeimosiHeHne W 3ammMTa  BBINYCKHOM
OITK-3 KBaJTH(PHUKAIIMOHHOHN paboThI
I'OCYJAPCTBEHHAS NTOI'OBASA
ATTECTAILIMA
[IpoexkTupoBanue HHOOPMALIMOHHBIX CHCTEM
Brinonnenune " 3aIInuTa BBIITYCKHOM
OIIK-4 KBaJTU(UKAITMOHHON pabOTHI
I'OCYJJAPCTBEHHAS NTOI'OBAS
ATTECTAIINA
[Ipow3BoacTBeHHasT mpakTHKa (MIPOEKTHO-
TEXHOJIOTHYECKast)
OnepanmoHHbBIE CUCTEMBI
OIIK-5 BhimoiHeHHe W 3aldTa  BBITYCKHOM
KBaJIU(PUKAITMOHHOM pabOTHI
I'OCYJAPCTBEHHAS NUTOI'OBAA
ATTECTAIINA
BeimosiHeHne W 3ammMra BBIIYCKHOHU
OIIK-6 KBaTM(UKAITHOHHONU PabOThI
I'OCYJAPCTBEHHAS NTOI'OBAA

ATTECTAIIAA




Cetu U TeEKOMMYHUKAIUU

[IpousBonacTBeHHas mMpakTUKa (IPOEKTHO-
TEXHOJIOTHYECKast)

OIIK-7 BelojHEHHE M 3alIMTa  BBITYCKHOM
KBaJTM(UKAITOHHON pabOTHI
IT'OCYAAPCTBEHHASA UTOI'OBASA
ATTECTAIINA
[IpousBojacTBeHHass MpakTUKa (IIPOEKTHO-
TEXHOJIOTHYecKast)

OITK-8 Brinonnenune u } 3aluTa BBIITYCKHOM
KBATH(UKAIIMOHHON PabOThI
I'OCYJAPCTBEHHAS NTOI'OBASA
ATTECTAIIUA

OIIK-8 AJropuT™MHU3aLUs ¥ TPOrpaMMHUPOBaHUE
[IpousBoacTBeHHast mMpakTHUKa (IMIPOEKTHO-
TEXHOJIOTHYeCcKast)

OITK-9 Brinonnenne " } 3aIIuTa BBIITYCKHOM
KBATM(UKAIIMOHHON PabOThI
I'OCYJAPCTBEHHAS NTOI'OBAS
ATTECTAIINA
BpinmosiHeHne W 3ammMra  BBINYCKHOHM
KBATM(UKAIIMOHHON PabOThI

TK-1 I'OCYJAPCTBEHHAS NTOI'OBAS
ATTECTALUA
[Ipoun3zBoacTBEHHAS MIPaKTUKA
(IpeaumIoMHasn)

[1K-1 IIporpammupoBanue
Boimonnenne W 3ammTa  BBITYCKHOU
KBJIN(PUKAITMOHHOM pabOTHI

IK-2 I'OCYJAPCTBEHHASA UTOI'OBAA
ATTECTALIUAA
[IpounzBoacTBEeHHAS MpaKTUKa

(opeumIoMHaas)




J{nst ocBOEHUS TUCIUIUTMHBI 00yJaroUniCs TOHKEH:

3HAaTh:

1. OCHOBBI MaTeMaTUKH, (PU3HKH, BEIYUCIUTEILHON TEXHUKH M IIPOrPaMMHPOBAHUS

2. COBpeMEeHHBIC HH()OPMAIIMOHHBIC TEXHOJIOTUU 1 IPOTPaMMHBIC CPEJICTBA, B TOM UHCIIC
OTCYECCTBEHHOI'O MPOM3BOACTBA IPH PEIICHUH 33124 MPO(HEeCCHOHAIBHOM IESITCILHOCTH

3. aIrOPUTMHUYECKHE S3BIKH IIPOTPAMMHUPOBAHUS, OIICPAIlHOHHBIE CHCTEMBI M 000JI0UKH,
COBPEMEHHBIC Cpe/Ibl pa3pabOTKH IPOrpaMMHOTO 00CCIICUCHUS

VYMeTh:

1. pemarp craHgapTHbele  NOpodecCHOHATBHBIE  3aJadyd C  NPUMCHCHHEM
€CTEeCTBEHHOHAYYHBIX U OOIIEHH)KECHEPHBIX

3HaHUM, METOJ0B MaTEeMAaTHYECKOI0 aHAJIN3a U MOACITUPOBAHUS

2. BBIOMpATh COBpEeMEHHBIE MH()OPMAIIMOHHBIC TEXHOJIOTHUHU U

MpOrpaMMHBIE CPEJICTBA, B TOM YHUCJI€ OTEUYECTBEHHOTO MPOM3BOACTBA MPU PEIICHUU
3a/1a4 Mpo(HEeCCHOHAIBHOM JIESITEIIHHOCTH

3. COCTaBJATH AITOPUTMBI, MMCATh U OTJAXKUBATh KOJbI Ha SI3bIKE MPOrpaMMHUPOBAHHUS,
TECTUPOBATH PAOOTOCTIOCOOHOCTH MPOrPaMMbl, HHTETPUPOBATH IPOTPAMMHBIE MOIYJIH

Bnanets:

1. HaBbIKAaMH TPUMEHEHHUS COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOJOTHH |
MPOTPAMMHBIX CPEJICTB MPU PEUICHUHU 3a7a4 MPO(HECCUOHATBHOM ACSITEILHOCTH

3. CTpyKTypa U coaepkaHue TUCUMILIMHBI

3.1. CTtpykTypa IUCUMILIHHBI

OO6m1ast TPy A0€MKOCTb JTUCHUIUIMHBI cocTaBisieT 6 3aueTHbIX(bie) eaunull(sl) (3E), Bcero
216 dyacoB, u3 KOTOpPHIX 87 4YacoB COCTaBJIICT KOHTaKTHas padora oOydaroImerocs ¢
npernojiaBareyieM (3aHsATUS JIEKIMOHHOrO Tumna 34 4ac., 3aHATHS CEMHHApPCKOTO THIIa
(mpakTHUYeCcKue, CEMUHAPCKUE 3aHSTHS, JIa0OpaTOpHBIE padOTHl U T.M.) 48 yac., TPyIIOBLIE U
WHJUBUTyJIbHbIE KOHCYJIbTAIMK 2 Yac., npueM sk3amena (KITA), 3auera c omenkoit - 1 gac.,
camocTosTeNbHas pabota obyvatomierocs 94 yac.

Cemect
Bun yuebHoit paboThl Beero
4acoB

5
OBLIASA TPYTOEMKOCTbDb AUCIHUIIJINHBI 216 216
KOHTAKTHASA PABOTA OBYYAIOIIETI'OCA
C ITPEIIOJABATEJIEM, 87 87
B TOM YHCJIE:
Jlexumonnsle 3aHsaTHSA (JIEK) 34 34
JlaGopatopusie 3ansaTus (J1ad) 32 32
[TpakTuaeckue 3austus (I1p) 16 16
KoHTposb caMocTosTeNbHON paOOThHI M MHAS KOHTAKTHAs 5 5
pabora (KCP)*
Koncynbranuu (KoHc) 2 2
KonrtakTHbie yacel Bo BpeMs arrecrauuu (KIT1A) 1 1
CAMOCTOSTEJIBHAA PABOTA OBYYAIOIIET'OCA 94 94
(CPC), B TOM uncine:
[ToaroToBka K MpOMEKyTOUHOM aTTeCTallMu B hopme: 35 35
(pK3aMeH) _
OOPMA TTPOMEXYTOUHOUATTECTALIUU 5 5
D — JK3aMEH)




3.2. Conep:kanue TUCHUILINHBI, CTPYKTYPHPOBAHHOE 110 pa3jejiaM U BUAaM 3aHATHI

Paznennl
MUCIUAILINHBI

Cemectp

Pacnpenesienne Tpya10eMKOCTH

BrJIIoYasg CPC

(B yacax) mo BuaaM y4eOHoii padoThbl,
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Hroro

dopmupyemble pe3yabTaThbl 00y4eHUsl
(3HaHMS1, YMEHN S, HABBIKH)

Jlureparypa

@opMBbI TEKYIIET0 KOHTPOJIS
yCneBaeMoCTH

v

@opMBbI MPOMEKYTOUHOI aTTeCTALNU

MakcuMajIibHOe KOJJHYeCTBO 0aJ1J10B 10

(V)

HTUHHIOROU CUCTOMEO

fanorLuo - ne

Paznen 1. OcHOBHBIE MOHATHS 1 HOPMAaTUBHO-TIPaBOBast 6a3za MH(YOPMAITMOHHOW 6€30MaCHOCTH
1. OcHoBHbBIE JI1.3,
IIOHSTHS 5 5 5 4 OIIK- | JI2.1, [TECT 2
nH(OPMALIMOHHOU 3.1-31 [ JI1.1,
0e30macHOCTH J2.3
OIIK-
3.1-V1,
2. OIIK-
l'ocynapcrBennas 3.2-V1,|J1.3,
MOJUTHKA Bl g 2 2 4 OIIK- | JI2.1, [TECT 2
obOacTu 3.1-B1,| JI1.1,
MH(POPMALMOHHOM OIIK- | JI2.3
0€e30MacHOCTH 3.1-31,
OIIK-
3.2-31
3. Knaccuduxanus OIlIK-
uHpopManuy, 3.1-BlI, 11
JOCTyN K KOTOPOH 5 9 4 5 OIlIK- H2.3, JI1 2
OrpaHUYEH 3.1-31, JI2. 1’
(benepabHBIMU OIIK- '
3akoHamu PO 3.1-V1
4. Mogenp yrpos OIIK- [JI1.3,
0€30IacCHOCTH 5 4 4 8 3.2-V1,|JI2.1, |OJIP 2
uHpopManun OIIK- [JI1.1,
IPEAPUATHS 3.2-31 | JI2.3

Paznen 2. Ynpasnenue nHpopMamoHHON 0€30MacHOCTHIO




OIIK-

3.1-31,
5. OIIK-
MexayHapoaHbIe 3.1-V1,| JI1.3,
" poccuiickue 5| o 9 4 OIIK- [JI2.1, [TECT
CTaHIapTHI B chepe 3.1-B1, [ JI2.3,
MH(POPMALMOHHOM OIIK- [ JI1.1
0e30macHOCTH 3.2-V1,

OIIK-

3.2-31

OIIK-

3.2-V1,
6. ITonuTnka OIIK- J1.1,

. 3.1-V1, TECT
nHpOpPMAMOHHOHK | 5 | 2 2 4 J1.3,
6 O™ 7123
€30I1aCHOCTHU 3.1-31, )

OIIK-

3.2-31

OIIK-

3.2-V1,
;ICKOIZIGHGM(MGHT OIIK-

. 3.1-B1, | JI1.3, |OJIP

el b iRE ° o |72

3.1-V1,
MIPEePUATH OITK-

3.1-31

Paznen 3. Mepsl u cpenctsa 3amutsl nHGopmauu. Kpunrorpaguueckue cpeicTBa 3auThl HHGOpMaUU

(KC3H)
b Comerp
mmdpoBaHus. 3.2-Bl, | JI1.2, TECT,
OIIK- |JI1.3,
CraHaapTel 5| 2 8 8 18 oJip
3.2-31, | J12.3,
mmdposanus DES, onk- | m.1
3DES, AES, T'OCT 31-V] ’
28147-89. '
9 OIIK-
C.TeraHor aduuec 3.2-BI,|JI1.2,
KHE P MeTo/bl| 5 2 2 4 OTIK- 1 JI1.3, | 0P
A 3.2-31, [J12.3,
32”2)““‘ OIIK- | J12.1
uHpOpMaIUu 31-V1




OIIK-
10. 32BL 1y 5 Irgcr,
AcHMMeTpUYHBIE 52| o 6 10 OIIK- 113, lomp
KPUIITOCHUCTEMBI 3.2-31, HZ' 3’
mmdpoBaHus OTIK- .
3.1-V1
11. 3amura
uHpopMauu B OIIK- 1.1
AIIEKTPOHHBIX 3.2-B1, H1'2’
JIOKYMEHTaX TyTeM| ¢ 2 5 4 OIIK- H1.3, Or1P
mmdpoBaHus u 3.2-31, H2‘3’
dhopMupoBaHHS OIIK- HZ. 1’
AIEKTPOHHOU 3.1-V1 ’
HOJITMCH
OIIK-
3.2-V1,
i[z)ﬁnTongi?;jEHe OIIK- 1 JI1.2,
: 3.2-31, | JI1.3, [TECT
(PKI) 3.1-V1,| JI2.1
OIIK-
3.1-31
27.  KonnoxkBuym
no pasgenam 1,2 u| 5 2 2 TECT200
3.
Paznen 4. Unentudukanus, ayreHTUGUKALMS U yIIPaBICHUE JOCTYIIOM
OIIK-
3.2-V1,
OIIK-
13.  TexHonoruun 52| 2 2 6 3.2-31, | JI1.3, |TECT
ayTeHTU(UKaLUU OIIK- | JI2.3
3.1-V1,
OIIK-
3.1-31
OIIK-
14. 3.2-Y1,
Kpunrorpaduueck OIIK-
e MPOTOKOTEI| ¢ | 5 4 3.2-31, [ JI1.3, |[TECT
ayTeHTU(UKALINH. OIIK- [ JI2.3
buomerpuueckas 3.1-31,
ayTeHTU(UKALIUS OIIK-
3.1-V1
OIIK-
3.2-V1,
;S:.arpaHqulll/I;; o 51 2 2 4 OIIK- | JI1.3, \TECT
J0CTyIa 36%__[?{1_’ 2.3
3.1-31




Paznen 5. Obecnieuenne 6e30macHOCTH HH(GOPMAIIMU B ONIEPALMOHHBIX CUCTEMaX

OIlIK-

3.2-Bl,
16. OobecneucHne OIK-
0€301acCHOCTH
uHpopManun B 3.2-V1,
OTIePaIIMOHHBIX 2 4 OIK- | JI1.3, \TECT
CHOTEMAX 3.2-31, | JI2.3
ceMeicTBa 301111,(i
Windows OIIK-

3.1-31
17.
ABTOMAaTHU3UPOBaH OIIK-
HOE OOHapy>XeHue 3.2-Bl,
yA3BUMOCTEN OIIK-
IIPOrpPaMMHOTI0 3.2-V1,
obecrieueHuss  Ha 9 9 4 OIIK- | JI1.3, |TECT
paboumx CTaHIUIX 3.2-31, | JI2.3
MOJi yIpaBJICHUEM OIIK-
OTEePaIIMOHHBIX 3.1-V1,
CHCTEM CEMENCTBA OIIK-
Microsoft 3.1-31
Windows

OIlIK-

3.2-Bl,
18. JlokampHble H OIIK-
IpyNIoBbIE 3.2-V1,
IMOJINTUKHU 4 2 6 OIIK- | JI1.3, | OIIP
oe3omacHoctu OC 3.2-31, [ JI2.3
Microsoft OIIK-
Windows 3.1-V1,

OIlK-

3.1-31

Paznen 6. Cpencrsa antuBHpycHoi 3anutsl (CAB3)

OIlIK-
19. 3.2-31, 1.3
Knaccudukanus 4 6 OIIK- H2.3’ OJIP
BPEIOHOCHBIX 3.2-V1, HZ. 1’
porpamm OIIK- ’

3.1-31

OIlIK-
20. CpencrtBa 3.1-31, 113
AHTHUBUPYCHOU 4 6 OIIK- H2.3’ TECT
3alUTHI 3.2-31, HZ. 1’
uHpopManuu OIIK- '

3.2-V1




21.
CpaBHUTEIBHBIN OIIK-
aHaJIu3 CpenCTB 3.2-B1,
AHTUBUPYCHOMN OIIK-
3alUThI 5 2 4 6 3.2-V1,|JI1.3, ITECT
nHpopmaruu c OIIK- [ JI2.3
HCII0JIb30BaHUEM 3.2-31,
pe3yJIbTaTOB OIIK-
HE3aBUCUMBIX 3.1-31
TECTOB
Pazgen 7. O6ecnieuenue 6e30macHOCTH HH(GOPMAITUU B KOMITBIOTEPHBIX CETSIX
22. OcHOBEHI
MTOCTPOCHUS
KOMIThIOTEPHBIX
ceTeil. Monenb OIIK-
OSl. 3.2-31, 1.3
Knaccudukanus OIIK- S |TECT
51 2 4 6 J12.2,
yIrpo3 3.1-31, 3
0€3011aCHOCTH OIIK- ’
nHpopmaruu u 3.2-B1
aTak B
KOMIThIOTEPHBIX
CEeTAX
OIIK-
3.1-31,
OIIK-
23. TexHoJorus 3.2-31, JT1.3, |TECT,
BUPTYaJIbHBIX 5| o 4 8 14 OIIK- 1.2, lonp
JIOKAJBHBIX CETEH 3.2-Bl1, T 3’
(VLAN) OIIK- '
3.2-V1,
OIIK-
3.1-V1
OIIK-
3.2-Bl1,
OIIK-
24.  Texuonoruu 3(')21:&2’ JI1.3, |[TECT,
MEXKCETEBOIO 5 2 2 8 12 3231 JI2.2, |OI1P
SKpaHUPOBAHUS OITK- J2.3
3.1-31,
OIIK-
3.1-V1




OIIK-

3.2-B1,

OIIK-
25. Texuomoruu 3.2-V1, 1.3
BUPTYaJIbHBIX 5 4 6 OIIK- H2.2’ TECT
YACTHBIX ceTen 3.2-31, JI2. 3’
(VPN) OIIK- '

3.1-31,

OIIK-

3.1-V1

OIIK-
26. N3yuenue 3021&];2’
CPEICTB i
WHCTPYMEHTAJIBHO 3.02H812, JI1.3, |TECT,
ro aHaIM3a 8 8 16 3931 J12.2, |OJIP
3aIAIEHHOCTH i 1 J12.3
UT- OIIK-

3.1-V1,
UH(PPACTPYKTYPHI OIK-

3.1-31

[IpomexyTouHas aTTecTalus
DK3aMeH 2 35 38 DK
HUTOI'O 34116 |32 2| 94 35 216




3.3. TeMaTu4ecKHii IJIAH JEKIIUOHHBLIX 3aHATHI

Howmep pasnena . TpynoemkocTs
P pasi TeMbl TEeKITMOHHBIX 3aHATUH PyA ’
JUCLUIUIMHBI qac.
1 OcHoBHBIE TOHATHS WH(OPMATMOHHOH 0€301acHOCTH 2
2 l'ocynapctBeHHass  mosuTuka B oOnactd  MHGOPMALMOHHOM 5
0e30macHOCTH
3 MexayHapoiHble M POCCUICKHE CTaHAApThl MHGOPMALMOHHOMN 5
0e301macHOCTH
4 @®opMupOBaHUE MOJUTHKH HH(MOPMAIIMOHHONH O€30MacHOCTH Ha )
IPEeAIPUATHH
5 CummerpuuHble KpunrocucTems! mudppoBanus. Creranorpadus 2
6 AcUMeTpUYHBIE KPHUIITOCUCTEMBl IU(GPOBAHUS H  AJIEKTPOHHAs 2
OJIINCh
7 VYupasnenue kpuntokiodamu. UHpacTpyKTypa OTKpPBITBIX KiItOUen 2
8 TexHnonoruu ayreHTUUKAUU 2
9 Kpunrorpaduueckue mpoTokoisl ayTeHTHGHUKauu. buomerpuyeckas 5
ayTeHTU(UKauus
10 Mopenu pasrpaHu4eHus 10CTyTIa 2
11 Obecneuenue 6e30MacHOCTH UH(OPMAIMK B ONEPALIMOHHBIX CHCTEMax 2
cemeiictea Windows
12 CpencTBa aHTHBHPYCHOM 3alIUTHI HH(OpMAIHN 2
13 Knaccugukanus BpeJOHOCHBIX POrpaMM 2
14 Knaccudpukanus yrpo3 Oe3zomacHoctd uHGOpMAallMM U aTak B 2
KOMIIBIOTEPHBIX CETSIX
15 TexHonorust BUpTyanbHbIX JoKanbHbIX ceTeil (VLAN) 2
€XHOJIOTUM MEXCETEBOr0 IKPaHUPOBAHUS
1 T
17 TexHonmoruu BUpTyabHbIX YacTHBIX ceTeit (VPN) 2
Bcero 34
3.4. TeMaTu4YeCKHUil IVIAH NPAKTHYECKHUX 3aAHATHI
Howmep pa3znena . TpynoemkocTsb
P pasl TeMbl IPaKTUYECKUX 3aHATUN pyA ’
JMCLUTUTAHBI Jac.
1 W3ydenune BHUIOB WHGPOPMALMU, JOCTYNl K KOTOPBIM OTpaHUYEH 2
(benepanpLupiMu 3akoHamu PO
2 ITporpammHas peanusanus creranorpaguu B rpapudeckux ainax 2
3 [TporpammHas peanu3arysi aCHMMETPUYHOTO alTOpUTMa MU(POBAHUS 5
RSA
4 3ammra uHQOpPMAMM B DJIEKTPOHHBIX  JOKYMEHTaX  IIyTeM 2
mrbpoBaHus 1 HOPMUPOBAHUS DJIEKTPOHHON ITOIIMKMCU
5 [TaponbHas ayTeHTUDUKALMS 2
ABTOMaTH3UPOBAaHHOE OOHApYyXKEHHE YA3BUMOCTEH IPOrPaMMHOIO
6 oOecrieyeHrs1 Ha pabounX CTAHIMAX MO/ YIIPABIEHUEM ONEPallMOHHBIX 2

cucteM cemeirictea Microsoft Windows




CpaBHMTENBHBIN aHATIN3 CPEJCTB AHTUBUPYCHOMU 3aIUTHI UH(OPMAIHH

7 2
C MCIMOJIb30BAaHUEM PE3YJIHTATOB HE3ABUCHUMBIX TECTOB
8 W3ydyeHne TEXHOJOTUI MEXCETEBOI0 HSKPAaHUPOBAHUS C IMOMOIIBIO 5
nporpaMmel Moaenuposanus cereit Cisco Packet Tracer
Bcero 16
3.5. TemaTnuyeckuii JIaH JIaDOPaTOPHBIX padoT
Howmep paznena TpynoemkocTs
P pasi Tembl 1aOOpaTOPHBIX pabOT Py ’
TV CLUTUTHHBI qac.
1 Pa3paboTrka Mmozenu yrpo3 6e30macHoCTd HH(DOPMALUU TPEITPUITUS 4
2 AHaiu3 pruCcKOB HHPOPMALMOHHOM O€30MaCHOCTH MPEIIPUATHS 4
3 Monoandasutaple ¥ noiuaindaBuTHbE IMUGPBL.  YacTOTHHIHI 4
KPUIITOAHAIN3
4 [TporpaMMHas peanu3anus KIacCUYECKUX alrOPUTMOB NG POBAHUS U 4
UX KPUIITOAHAJIH3a
5 Hacrpoiika nokansHbIX 1 TpynmnoBsix nomutuk OC Microsoft Windows 4
6 N3ydyenue TexHoJOruil BUpTyasibHbIX JokanbHbIX ceteil (VLAN) c 4
IOMOLIBLIO IIporpaMmMbl MonenupoBanus cereii Cisco Packet Tracer
Hcnonb3oBanue mporpammel Wireshark mis ananusa kagpos Ethernet ¢
7 EJTbI0 U3YYCHHUS MPOIIECCOB OOMEHA JaHHBIMU 110 mpoTokoinam 1CP u 4
UDP
N3yuenune pabOTBl CKaHEPOB MOPTOB U CETEBBIX CIYKO, CKaHEpOB
8 0e30macHOCTH ceTH Ha mpumepe yTwimut hmap u OpenVAS c 4
UCIOJIb30BaHUEM TE€XHOJIOTUI BUPTYAIHU3aLUH.
Bcero 32
3.6. CamocrosiTesibHAs padoTa cTyAeHTa
Howmep pasznena TpynoemMkocTb
P pasi Bux CPC Conepxxanne CPC pya ’
TVCIUATUTAHBI Jac.
Knaccupukanusa wuHpopmanuu, A0OCTYH K
KOTOPBIM OrpaHuYeH e/1lepalIbHIMU
MOJIFOTOBKA K p P Penep .
3aKOHaMU PO. Buner FOPUINYECKON
1 MIPAKTHYECKOMY 4
SAHSTIO OTBETCTBEHHOCTH W NPAaBONPUMEHUTEIIbHAS
npakTUKa B oOjacTd HMHGPOPMAIMOHHOMN
0e30macHOCTH
Bo3HukHOBEHWE W UCTOpHUS  Pa3BUTHS
U3y4eHue npobnemsl 3amuTel uHGopManuu. [lonsrue
2 TEOPETUYECKOTO WH(POPMAIIMOHHOTO 001IecTBa. AKTYalIbHOCTh 2
Marepuana npobnembl  oOecriedeHuss — 0€30MaCHOCTH
nH(pOpMaLINH.
U3y4eHue Crparerus HanpoHalbHOU O6e3omacHocTH PO.
3 TEOPETHIECKOTO JlokTprHa MHQPOPMAIMOHHON 6e30macHOCTH 2
Marepuaia P®
MonenupoBanue 51 OLICHKA yrpo3
0€30macHOCTH nHpopmaruu. Mopenb
MOJIrOTOBKA K
4 . Hapymurtens.  Meronuka — onpeaeneHus 4
nabopaTopHoOi paboTe
aKTyaJIbHbBIX yIpo3 0e30MacHOCTH
uHpOpMaLUH.




Ponp CTaHJapTOB UH(POPMALIMOHHOM
0e30macHOCTH. MeXyHapOoAHbIe CTaHAAPThI

U3y4eHue .
5 TCOPETHIECKOTO nH(OPMAMOHHON 0€30MacHOCTH.
MmaTeprana OTteuecTBEHHBIE CTaHJAPTHI } 0e3011acHOCTH
MH(POPMAIIMOHHBIX TEXHOJIOTHIA
U3y4YeHHE Crpykrypa HOJUTUKA 0e3omacHOCTH
6 TEOPETUYECKOTO OpraHu3alyH. Pazpabotka HOJIUTUKH
MaTepuaia 0€30MaCHOCTH OpraHU3aINH
7 IIOJITOTOBKA K Metoauka OTpeIeIICHUs PHUCKOB
JabopaTopHOit paboTe |MHPOPMALMOHHOM 6€30M1aCHOCTH
U3y4eHue Knaccudukanus CUMMETPUYHBIX
8 TEOPETUYECKOTO KPUITOCHCTEM. Kpunrocroiikoctsh
MaTepuasa CUMMETPUYHBIX KPUITOCHCTEM.
HOAFOTOBKA K bnounsie w motokoBeie mudpel. [udp
9 . Hezaps. Illudp Bwxkenepa. Iudposanue
nabopaTopHoi paboTe
METOJIOM TIepecTaHOBKH. ['aMMHpOBaHHeE.
HIudp playfair. ludp [Mommbus. AdwuHHBII
mmdp. Buasl kpuntoaHamuza. YcTaHoBKa
10 TIOATOTOBKA K A3bIKa MporpaMMupoBanus Python, nsyuenne
11a00paToPHO# PAOOTE |ga3080r0 cnuTakcuca. Pabota ¢ KOMAaHTHOM
crpokoir Windows.
IIOATOTOBKA K Knaccugpukanus cTeraHorpaguueckux
11 MPaAKTUYECKOMY CPEICTB 3alIUThl HHPOpMAITUU
3aHATHIO
M3y4eHue I'enepanus MIPOCTHIX qHCcen JUTst
12 TEOPETUYECKOTO ¢dopmupoBaHusg  KIoyed  mmdpoBaHus.
MaTepHraia Kpunrorpadust Ha SJUIMOTHYECKIX KPUBBIX
I'enepanus MIPOCTBIX qucen JUIs
MOJITOTOBKA K dbopmupoBaHUs napsl KITFO9en ISt
13 MPAKTUICCKOMY mu¢pposBanus. bubmuorexku Python s
3aHATHUIO MPOTPaMMHOM peanu3aniil aCHMMETPHYHBIX
KPUOTOAITOPUTMOB.
HOAFOTOBKA K PGP mu¢posanwue. KpI/IHTOprl(l)I/I‘—IeCKI/Ie Xell-
14 . ¢byHKuMU. Busbl 31eKTpoHHON TOANKUCH
MpaKTU4eCKon padoTte
W3y4YEHHE VY nocroBepsromye UEHTPbI U CePTUPHUKATHI.
15 TEOPETUUECKOTO
MaTepuaia
W3y4YEHHE Crporas ayrentudukanus. MuoropakropHas
16 TEOPETUUECKOTO ayTeHTU(UKAIIHSL.
MaTepuaia
M3y4eHUe Buasl 6uomerprueckoil uAeHTUPHUKAIUN
17 TEOPETUUECKOTO
MaTepuaia
Knaccudpukanuss mopmeneit  pasrpaHUueHUs
noctyna.Mojenb CHCTEM JIHUCKPEIIMOHHOTO
H3yHCHNC pasrpaHHyYCHHS JIOCTyTA. MannatHoe
18 TCOPCTHHECKOTO ylpaBJIeHUE JOCTYIIOM. Ponesoe
Matepuana pasrpannueHre. CpaBHHUTEIBHBIN  aHAIU3
MoJiesIel pa3rpaHu4eHus 10CTyA.
U3y4eHue VYnpaBieHue Moib30BaTeNbCKUMHU YUETHBIMHU
19 TEOPETUYECCKOTO samucsmu  (User Account Control - UAC).

MaTepuaia

bpanamayap.




IIOATOTOBKA K

Ckanepsl ys3BuUMoOcTei Tuma host-based.

20 IIPaKTUYECKOMY Cuctema ouenku yszsumocreil - CVSS2.0 u 2
3aHSTHIO CVSS3.0
21 MOJrOTOBKA K JIQKaJIbHHe M TPYNNOBBIC TOJUTUKHU oC 5
naboparopuoii pabore [Microsoft Windows
OcHOBHBIE KaHaJIbI pacrpocTpaHeHHs
BPEJIOHOCHBIX ~ MPOrpamMM. AHTHUBHPYCHBIE
MPOrpaMMbI: OCHOBBI PaOOTHI aHTHUBHPYCHBIX
U3YUCHHUE MIpOrpaMm, 0COOCHHOCTH «00JIaYHOM»
22 TEOPETHYECKOTO AHTUBUPYCHOU TEXHOJIOTHH, BU/IbI 4
Marepuana AHTUBUPYCHBIX MPOTpaMM, JOMOJIHUTEIbHBIC
MOJTyJTH
AHTUBUPYCHBIX IPOrpaMM, PEXUMBI PabOTHI
aHTHBHUpYCa
AHTUBUPYCHBIE MPOTrPAMMHBIE KOMILIEKCHI:
anTuBupyc Kacmepckoro, aHTuBupyc
1ByHerne Dr. Web, antuBupyc Norton AntiVirus or
23 TEOPETHYECKOTO ; py 4
MaTepuana Symar}tec, AHTHBHPYC McAfee, anTuBHpyC
AntiVir Personal Edition
MOJIrOTOBKA K Metobt oOHapyKeHUs BPEIOHOCHBIX
24 MPaKTUYECKOMY nporpamm. Pexum "necoununsr”. 4
3aHSATHIO
M3yUYCHUE ARP-ciypunr. SYN-¢uya. Smurf- araxa.
25 TEOPETHYECKOTO ATaku Ha O€CTIpPOBOJHBIC CETH. 4
MaTepuaia
M3y4eHue CerMeHTalnMs CeTH C MOMOILIBIO TEXHOJIOTUH
26 TEOPETUYECKOTO VLAN. Ucnonb3oBanue nporokoia 8§02.1Q 4
MaTepuaia
IIpenmyiecTBa cerMeHTHPOBAHUS JIOKAIBHBIX
27 TToAroToBIa 1 cereir. Hacrpoiika VLAN Ha koMmyTaTopax 4
nabopaTopHoii pabote .
bupmer Cisco.
U3y4eHue OyHKIUU MEXCETEBOTO JKpaHa.
28 TEOPETUYECKOTO Knaccudpukanus MD. 4
MaTepuaia
MIOATOTOBKA K Crnucku JocTyna (ACL).
29 MPAKTUYECKOMY Jemunurapu3oBanHas 3oHa (DMZ) 4
3aHSATHIO
U3y4EHHUE VPN-tynnenupoBanue. VPN-cepsep. VPN -
30 TEOPETUYECKOTO knuent. Kmaccugukarnus VPN. 4
MaTepuana
Ycranosnenne TCP coemunenns. Ctpykrypa
31 MOJIFOTOBKA K TCP-nakera. ®@naru coCcTOsSHHUS. Ipumenenue 4
nabopaTopHoii pabore |hunbTpoB mis ananusa tpaduka B Wireshark
PazHOBUIHOCTH CKaHEPOB O€30MAaCHOCTH CETH.
30 IIOATOTOBKA K Bupryaneneie mamunsl. 110 s paloThI ¢ 4
nabopaTopHoii padore |BupryansHbiMu MamHamu (Virtual Box)
Bcero 94




4. O0pa3oBarejibHbIE TEXHOJIOTHHU

[Ipu mpoBeneHNM y4eOHBIX 3aHSATHI HCIONB3YIOTCS TPAIUIIUOHHBIE 00pa30BaTEIIbHbBIE
TEXHOJIOTUH (JIEKIIUU B COUETAHUU C MIPAKTUUYECKUMHU 3aHATUSIMU U Ta0OpaTOPHBIMU paboTaMu,
CaMOCTOSTENIbHOE HM3yYEeHHE ONpPEENEHHBIX pAa3esioB) U COBPEMEHHbIE 00pa3oBaTEIbHBIC
TEXHOJIOTUH, HAMPABJICHHbIE HAa 00ECIIEYeHNE PA3BUTHS Y 00YUYaIOIIUXCsl HABBIKOB KOMaH THOM

paboTHI,

HHTCPAKTHBHBIC

MEXKJINYHOCTHOM KOMMYHHKAIIUH,

JIEKIIUH,

pabota B

MEXIMCIUIUIMHAPHOE 00yYCHHE.
B oGpazoBaTenbHOM MpoIIecce UCTIOIb3YIOTC:
- mucranmuonneie Kypeol (JK), pa3memiennsie Ha miomazke LMS Moodle, URL:
https://Ims.kgeu.ru/course/view.php?id=2508
- DJIGKTPOHHBIC 00pa3oBaTeabHbIe pecypchl (DOP), pa3MelieHHbIe B TUYHBIX KaOMHETaX
cryaeHnToB DnektpoHHoro yauBepcutera KI'DY, URL: http://e.kgeu.ru/

5. OuenuBaHue pe3yjabTaTOB 00y4YeHUSs

OPUHATUS  PEILICHUI,
KOMaH/1e,

JUICPCKUX KadYCCTB
HHAWBUIYAJIBHOC

oOyueHue,

OneHuBaHue pe3yabTaTOB OOyYEHUs] 1O AUCIUIUIMHE OCYIIECTBIAECTCS B paMKax
TEKYIIET0 KOHTPOJISl YCIEBAEMOCTH, IPOBOJIUMOTO 10 OayuibHO-peiiTuH-ToBoM cucrteme (bPC),
Y MPOMEKYTOUYHOM aTTECTALNU.

O000111EHHBIE

KpUTEpUM U  IIKaja

OIICHUBAHUS

YPOBHSA

c(hOpMHUPOBAHHOCTH

KOMIICTCHIIN (I/IHI[I/IKaTopa JOCTHIKCHMUA KOMH@TCHHI/II/I) IO UTOraM OCBOCHHA JUCHUITIINHBI:

[Inanu- O0600111eHHbIE KPUTEPHUH U IIKAJIa OLIEHUBAHMSI pe3yJIbTaTOB O0yUeHUs
pysube HEyAOBACT YZOBJCT XOpOILIO OTJIMYHO
BOPUTEIHHO BOPUTEIHHO
pe3yJib P
TaThl
oGyueHns HE 3a4TEHO 3a4TEHO
VYpoBeHb 3HaHWil  B|YpoBeHb 3HaHMH B
o MuHuManbEHO
VYpoBeHb 3HaHWK HUXKE . obbeMme, o0BeMeE,
JOMTyCTUMBIA ~ YPOBEHb
[TonHoTa |MHHHUMAIBHBIX . COOTBETCTBYIOLIEM COOTBETCTBYIOLIEM
. . 3HaHUH, HMEeT MecTo
3HaHUW |TpeOOoBaHMUIA, AMEIOT IpOrpaMme, UMeET [IporpaMme
MHOT'O HerpyObIxX
MECTO TPYOBIe OIIMOKH oIBOK MECTO HECKOJIBKO [[TOINOTOBKH, 0e3
HErpyObIX omuO0K OLINOOK
[IponemoHCcTpUpPOBaHBI
IIponemoHCTpUpPOBaHBI poZt pHp
[TporeMoHCTpUPOBaHBI BCE OCHOBHBIE YMEHWUS,
[Tpu peleHnu BCE OCHOBHBIC YMEHWUS,
OCHOBHBIC YMEHHUS, pelIeHbl BCE OCHOBHBIE
CTaHJapTHBIX 3a/ad He pelIeHbl BCE OCHOBHBIE
peleHbl TUIIOBbIE 3aJjaud C OT/AEIbHBIMU
Hanuune |nponeMoHCTpUpOBaHbI 3aJjaud ¢ HErpyObIMH
. 3aJaul ¢ HerpyObIMH HECYIIECTBEHHBIMHU
YMEHUH |OCHOBHBIE YMEHUH, OIMOKaMH, BBITIOJTHEHBI
OLIMOKAaMH, BBITIOJTHEHBI HE/I0UeTaMH,
UMEIOT MECTO TpyOble BCE 3aJlaHUS B TOJIHOM
BCE 3aJaHMs, HO HE B BBITTOJTHEHBI BCE
OIINOKHU o0beMe, HO HEKOTOphIe
IIOJIHOM 00beMe 3aJjaHusg B TIOJIHOM
C HeloueTaMu
obbeme
IIponemMoHCTpUPOBaHBI
Hanmuuue |(IIpu pewmennu | meetcs poZ pHp [IponeMoHCcTpHUpPOBaHBI
. 0a30Bble HaBBIKM NpHU
HaBBIKOB [CTaHJAPTHBIX 33Ja4 HE|MUHUMAaJIbHBIA  HaboOp HaBBIKM TIPH PEIICHUH
pELICHUH CTaHJIapTHBIX
(BIaieHuE [MPOJEMOHCTPUPOBAHBI |HABBIKOB JUIsl PEILICHHSI saad ¢ HECTaHJAPTHBIX 3aJa4




OIIBITOM)

0a30BbIC HAaBBIKH,
HMEIOT MECTO TpyObIe
OLIMOKHU

CTAaHOApPTHBIX 3a4a4 C
HCKOTOPBIMU
HEAO0YCTAMH

HEKOTOPBIMH
HeJIoYeTaMHt

oe3 omnboK
HEL0YETOB

n

XapakTtepuctuka chOpMHUPOBAHHOCTH
KOMIIETeHIINH (MHIUKaTopa
JIOCTH>KEHUST KOMITETEHIIUN )

Komrnierenus B noyHOM
Mepe HE
chopMupoBaHa.
Nmeromuxcst  3HAHWM,
YMEHH1,HaBBIKOB
HEZ0CTaTOYHO TUISt
pelIeHus MPaKTHIECKUX
(mpodeccrnoHambHBIX )
3a/1a4

CdopmMupoBaHHOCTH
KOMIIETEHIH
COOTBETCTBYET
MUHUMAaJIbHBIM
TpeOOBaHUSM.
HNmMmeromuxcst  3HaHUM,
YMEHUN, HaBBIKOB B
LEJIOM JOCTaTOYHO IJIs
peneHus MIPAKTH-
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JIOTIOJTHUTEIIbHAS
IPaKTHUKA
OOJIBILIMHCTBY

ITNALTIAULACILIAY RATTALT
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CdopmupoBaHHOCTH
KOMIIETEHIIMH B IIEJIOM
COOTBETCTBYET
TpeOOBAHUSM.
Nwmerommxcst
YMEHUH,HaBBIKOB
MOTHBAIIMM B  IEJIOM
JIOCTaTOYHO TUTst
pElIeHUsT CTaHIaPTHBIX
NpaKTUYeCc-KuX
(mpodeccroHanbHbIX)
3a1a4

3HAHUI,
u

CdopmupoBaHHOCTH
KOMITETCHIIUH
HOJIHOCTBIO
COOTBETCTBYET
TpeOOBaHUAM.
Hmeromuxcss  3HaHUH,
YMEHUH, HaBBIKOB U
MOTHUBALlUM B IOJIHOM
Mepe JIOCTaTOYHO JUIst
pelieHus CIIOKHBIX
MPaKTUYECKUX
(mpodeccroHaNbHBIX )
3a1a4y

YposeHb chopmupo-
BAHHOCTH KOMIIETEHIIHUN
(MHAMKATOpPA TOCTHXKCHHUS
KOMIIETEHIINN)

Huskuit

Hwuxe cpennero

Cpennuit

Bricokuii
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KOMIICTCHIINU

Kon nnaukaropa

JOCTUXKCHUA
KOMIECTEHIINH
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cpeacTBa
CTaHJAPTHBIX

ACATCIIBHOCTH
OCHOBC

KyJIBTYPBI
NpUMEHECHHEM
UH(POPMALMOHHO-

TEXHOJIOTUU
Y4ETOM
TpeOoBaHU

n

MPUHIIUIIBI, METOABI U
peenus
3aaq
npodecCHOHATbHON

WH(POPMALIMOHHONH |
oubmorpaduaeckoit

KOMMYHHKAIIMOHHBIX

OCHOBHBIX

Ha B

YpoBeHb 3HAHUN
B o0BeME,
COOTBETCTBYIO
IEM MPOTpaMMe
IIOATOTOBKH, 0€3
omunoOoK

C

YpoBeHb 3HaHMI

COOTBETCTBYIO
eM
nporpamme,
uMeeT
HECKOJIBKO
HErpyObIX
OLINOO0K

00BeME,

YPOBEHb
3HAHUM,
MECTO|MEeCTO

oImboK

MunumaiasHO
JOTTY CTUMBIN

HETpyOBIX

YpoBeHb 3HAHUU
HIWDKE
MUHUMAaJIbHBIX
TpeOOBaHUH,
UMEIOT  MECTO
rpyObIe OITMOKH

HUMECT
MHOTO




UH(POPMALIMOHHOM
0€301acHOCTH

YMmern

pe€uiate CTaHAAPTHBIC

3a/1a4u [Iponemonctpu |(I[Iponemoncrpu
npoecCuoHaNbHOM  [pOBaHbI BCe|poBaHbI BCE
[IponeMoucTpu
JESTEIIbHOCTH Ha|OCHOBHBIE OCHOBHbIE
pOBaHbI IIpu  pemenun
OCHOBE yYMEHHS], YMEHHS,
. OCHOBHBIE CTaHIapPTHBIX
UH(POPMALIMOHHON  ¥|peIICHBI BCE|perieHbl BCE
. YMEHUS], 3a1a4y HE
O6uOmMorpaguIecKkoil |0OCHOBHBIC OCHOBHBIC
[ 21183131 POJEMOHCTPUP
KYJIBTYpBI c|3agaun c|3amaun c
TUIIOBBIE 33]1a4H|OBAHbI
PUMEHEHUEM OTJICIIbHBIMU HerpyObIMH
C  HerpyObIMHU[OCHOBHBIE
UH(POPMALIMOHHO- HECYIIECTBEHH |omHOKaMu,
omunoOKamu, YMEHUS, HMEIOT
KOMMYHHKAIIMOHHBIX |BIMU BBITMIOJTHEHBI BCE
. BBIMIOJIHEHBI Bce|MecTo  TpyObie
TEXHOJIOTMM M C|HeloYeramy, 3aJlaHus B
3aJIaHusl, HO HE B|OIIHOKHU
y4eTOM OCHOBHBIX |[BBITIOJIHEHBI BCE|TIOJTHOM 00bEME,
. MOJTHOM 00beMe
TpeOoBaHUI 3a/laHus B|HO HEKOTOpBIE C
uH(MOPMAaLIOHHON MOJIHOM 00bEME [HeoueTaMu
0€30MaCHOCTH
Bnaners
HaBbIKAMU
MOATOTOBKUA 0030pOB,
aHHOTAIMH,
COCTaBJICHUSA ITpoaeMOHCTH [TIponemonctpu |Mmeercs Ilpu  pemenun
pedeparoB, HayIHBIX p p pOBaHbI 0a30BbIe|MUHUMAJIbHBIN  [CTaHAAPTHBIX
pPOBaHBI HABBIKU
JTOKJIaJI0B, HaBbIKU npu(HaOop HaBBIKOB|3a1a4 HE
. IIpU  pELICHUHU
myOnuKanuit u peleHnu JUISL  pELICHUs |TIPOAEMOHCTPUP
HECTaHAapTHBIX
o6ubauorpadun o saxau Gos|CTAHAAPTHBIX  |CTAHJAPTHBIX  |OBAHbI 0a3oBble
Hay4YHO- oL6OK L |32mad c|3agau C|HaBBIKM, HMEIOT
HCCIIEIOBATEIIbCKOM — HEKOTOPBIMHU HEKOTOPBIMHU MECTO  TpyObIe
pabore ¢  y4eTrom HeZ04YeTaMu HEe04YeTaMu OLIMOKH
TpeboBaHMi
UH(POPMALIMOHHOM
0€30MacCHOCTH
OIIK- [3naTh
OCHOBHBIE BUJIBI YTPO3
0e30MacHOCTH
uHpopMaluy,
YA3BUMOCTEN
HH(OPMALHOHHBIX YpoBeHb 3HaHUI
CHCTCM, a TAKKE MCPBI .|B 00BeMe, | MUHMMAIIBHO .
U cpencTpa|YPOBEHb 3HAHUI . YpoBeHb 3HaHMM
. s o6bene, |CCOTBETCTBYIO  |NOMYCTUMBIE |
MPOTUBOAECHUCTBUSA | mem YPOBEHD
aTakKkaM Ha|COOTBETCTBYIO o MHHHMAaJIbHBIX
3.9 LIeM TIOrpaMMe porpaMme, SHaHWH, nMeer| o o
' HDOPNALIIONHIE 1o FOTIZ)BKFI)/I Ges| M eeT MECTOIMECTO — MHOTO I/III:\)/[eIOT M’GCTO
oo P OIJ.IDI;/I6OK ’ HOCKOIBKO HerpyObIx rpyOble OIMOKH
1p OngHpOBaHHH’ HerpyObIX OIMO0K py
pa3paloTke u OIIHGOK
BHEJIPEHUU
IPOTPaMMHOTO
o0ecrieueHus
UH(POPMALIMOHHBIX
CUCTEM

VYmeTb




paspabartbIBaTh

ITponemonctpn |IIpogemoHCTpH
MIPOEKTHO- Pox p poll P
pOBaHbBI BCE|pOBaHbI BCE
TEXHUYECKYIO IIponemoHcTpH
OCHOBHBIE OCHOBHBIE
JOKYMEHTAIIUI0  JJIA pOBaHbI [Ipu pemenun
YMCHHSI, YMEHHSI,
WH(OPMAITMOHHBIX OCHOBHBIE CTaHJAPTHBIX
peIIeHBI BCE|peIICHBI BCE
CUCTEM C  y4YeTOM YMEHUS, 3a7a4 HE
TpeOOBaHUI TEKYILIETO OCHOBHBIC OCHOBHBIC €IIECHEI IIPOJEMOHCTPHU
P Y 3a1a4u c|3amaum C P P TPup
3aKOHOJATEJILCTBA, THUIIOBBIE 3aJa4M|0OBaHBI
OTIIEILHBIMU HEerpyObIMH
HOPMAaTHUBHO- C  HerpyObIMH|OCHOBHBIE
HECYIICCTBEHH |OIHUOKaMH,
MIPaBOBBIX aKTOB, oIIuOKaMH, YMEHHUS, HUMEIOT
BIMUA BBIIIOJIHEHLI BCE
CTaHJapTOB u BBITIOJTHEHBI BCE|MECTO  TpyObIe
HeAoYEeTaMH, 3aIaHusd B
BEIYIIUX TIPAKTHK B 3aJlaHus, HO HE B|OMIHOKH
BBIIIOJIHEHBI BCE|MIOIHOM OOBEME,
oOJactu [IOJIHOM 00BeME
o 3aaHus B|HO HEKOTOpHIE C
UH(POPMALIMOHHOM
IIOJIHOM 00BbEME |HemodYeTaMu
0€30I1aCHOCTH
Bnaners
HaBBIKAMU
MIPUMEHEHUS
IPOrpaMMHO-
porpa 0 TpoxeMoHCTpH [Iponemonctpu |Mmeercs Ilpu  pemenun
amMapaTHBIX  CPE/CTB|LIP P pOBaHbI 0a30BbIC|MUHUMAJIBHBIA  |CTAaHJAPTHBIX
VIS aHaM3a|pOBaHbl HaBBIKU
. - HaBBIKHA npu|HA0Op HAaBBIKOB|3a/1a4 HE
3alUIIEHHOCTU
T P P peIIeHnn VTS pelIeHUS [IPOAEMOHCTPUD
MH(OpPMaAIIMOHHBIX HECTaHJapTHBIX
CTaHJAPTHBIX CTaHJAPTHBIX  |OBaHBI 0a30BbBIC
CHCTEM U |3a0a4 oe3
3amay c|3amau Cc|HaBBIKH, HMEIOT
BBLIPAOOTKHU Mep|0munOoK u
. HEKOTOPBIMU HEKOTOPBIMU MECTO  TpyObIe
MIPOTUBOICUCTBUS HEIOYETOB
HeIo4YeTaMu HEeIo4YeTaMu OIIIMOKH
W3BECTHBIM  yIpo3aM
0€e30I1aCHOCTH
nadopMann
O1eHOYHEIE MaTepHaiabl Ui TPOBEACHHUS TEKYIIEro KOHTPOJSI YCIEBAaeMOCTH H

MIPOMEKYTOUHOM aTTecTanuu puBeeHs! B [IpunokeHnn Kk pabouelt mporpaMme TACIUATIITAHBI.
[TomHBI KOMITJIEKT 3aJlaHWA W MaTepuajoB, HEOOXOIUMBIX ISl OLICHWBAHHUS PE3yJIbTaTOB
o0y4eHus 1o AUCIUILUIMHE, XPAaHUTCS Ha Kadeape-pa3paboTurnke B OyMaKHOM U DJIEKTPOHHOM

BHUAC.




6. YueOHO-MeTOAMYeCcKOe U HHPOPMAITMOHHOE o0ecnieuyeHne JUCHUIINHbBI

6.1. YueOHO-MeTOAMYECKOE 00€ecIeueHue

OcHoBHas JJUTEPATYpa
Kon-Bo
Bunt w3pianus Mecto Anpec AK3EMILIS-
No Haunwme- (yueOHUMK, I'on P
ABTOp(BI) W3/1aHMS, AJIEKTPOHHOIO [ pOB B OMO-
n/n HOBaHUE yuebHoe W3/1aHus
HocoBue, 1p.) W3/1aTeIbCTBO pecypca JTUOTEKE
C K'Y
Hemymkun | KonduaeHmm https://ibooks.
A. C.,| ampHOE B ru/reading.php
1 [KonapamioBa |aenonpoun3Bo y s 3OBH M.: Jloroc 2013 ?
T. B.,| nacrtBowu y productid=294
DabpUyHOB | 3aIUIIECHHBI 03
HOHOHHHTCHBH&H JJUTCPATYpa
Kon-BO
Brn w3 narms Mecto Anpec SK3EMILIS-
No Hauwme- (yueOHUK, TI'on P
ABTOP(BI) W3/1aHMS, AJIEKTPOHHOIO | pOB B OMO-
n/m HOBaHHE yuebHoe W31aHUS
Hocobe, 1p.) W3/1aTENbCTBO pecypca JTUOTEKE
s K'Y
Kpeutos  I'.| ba3osble
J%; MOHOBA HHE)(;HT\I:;IHO yeOHOe tps:/fwww.b
1 P pmart Y M.: Pycaiinc | 2016 | ook.ru/book/9
C. JI., HHOU nocooue
21926
Hukutuna B.| 6e3omacHocT
JL. u
Beruncnuren
[lleBuenko B I/IBI;H;LI tps:/fwww.b
2 | CHeTeMal, VYuebHuk M.: Knopyc 2017 | ook.ru/book/9
IT. CEeTH U
20410/
TEJIEKOMMYH
WKAIAH
Kpunrorpad
bapanosa E. I;I:eTCKIiT VaeBioe https://www.b
3 |[K., babam A. crol M.: Knopyc 2017 | ook.ru/book/9
3alUTHI rnocooue
B. 20017/
uHpopMaun

. JJabopatopH




MenbHUKOB
E' IL, HH%’EEZ?HH https://www.b
YHPHAHOB y4eOHHUK M.: Kuaopyc 2018 | ook.ru/book/9 1
A. W.,| 6e3onmacHOCT
) 29884
Bacunwena T. b
IO.
6.2. UndopmanuoHHoe odecreyeHue
6.2.1. DIEKTPOHHBIC U HHTEPHET-PECYPCHI
Ne
w HawnmMeHoBaHue 3JCKTPOHHBIX U HHTEPHET-PECYPCOB CchLika
1 |Hay4yHas anekmpoHHaa 6ubauomeka http://elibrary.ru
2 |Pocculickas eocydapcmeeHHas bubauomeka http://www.rsl.ru
3 |MexOyHapoOHasas pegepamusHas 6a3a O0aHHbIX Hay4yHbix|http://www.zbmath.org
4 MemdytlapoéHaﬂ . pegepamueHas 6030 OGHHbLIX HAYYHbIX htto:// link.springer.com
usoaHuli Springerlink
5 |O6pazosamensHobili nopman http://www.ucheba.com
6.2.2. IIpodheccrnoHaIbHBIC 0a3bl JAHHBIX
Ne
w/n HanmenoBanue npodeccnoHaabHbIX 0a3 TaHHBIX Anpec Pexxum noctyna
1 |Poccuiickas HalmoHaIbHas OMOIHOTEKA http://nlr.ru/ http://nlr.ru/
Hayunas AIIEKTPOHHAS ounbamoTeka i R
2 eLIBRARY.RU http://elibrary.ru http://elibrary.ru
6.2.3. UadopMaImoHHO-CIIPABOYHBIC CUCTEMBI
HaumenoBanue
Ne
/i MH(pOPMaIMOHHO- Anpec Pexum nocrymna
CIIPAaBOYHBIX CUCTEM
NCC  «Kogmekc» / , http://app.kgeu.lo
1 «TexOKCIepT http://app.kgeu.local/Home/Ap ps cal/Home/Apps
2 |«T"apanT» http://www.garant.ru/ http://www.garan t.ru/
3 |«KoucynbTanT mmocy |http://www.consultant.ru/ http://www.consu Itant.ru/

6.2.4. JIuneH3uoHHOE W CBOOOIHO PACOPOCTPAHAEMOE IPOrPAMMHOE OO0ECIIEUEHUE

JTUCHUILIMHBI
Ne HaumeHnoBanue
. /;[ IIPOrpaMMHOIO Onucanne PexkBU3UTEI MOATBEPKIAIOIUX JOKYMEHTOB
obecneyeHus
Cucrema nonicka uHGOpMaIUU B CETU
1 |bpaysep Chrome UHTEpHET (BKIKOYas pycckossbraubii|https://www.google.com /intl/ru/chrome/
HHTEPHET).
2 |Office Standard 2007 OdHCHBIC TPHIONKCHS goroBop  Ne21/2010 ot 04.05.2010,
Russian OLP NL P qunensuap - 3A0 «Codbr Jlaiig Tpelmy, THI
3 |LMS Moodle JTO  COBPEMEHHOE  MPOTPAMMHOC| . download. moodle .org/releases/latest/
oOecreyeHue
4 Windows 7|ITons30Barenbpekas OTIEPATHOHHAS |\« 5111 25486 o1 28.11.201 1
IIpodeccuonanpHasg  |cucrema

7. MaTepuaJIbHO-TeXHHYECKOe o0ecnedeHue JUCIUILINHbBI



http://elibrary.ru/
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http://www.ucheba.com/
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Bun yuebnoi paboThl

Haumenosanue
CIICOHUAJIBHBIX
HOMENIECHUN U

OcCHAIIEHHOCTE CIIENUAJILHEBIX IIOMENIEHUI U TOMEIIECHUN
st CPC

JIeKLIMOHHbBIC 3aHATUS

VYyeOHas  ayauTopus
JUTSE MIPOBEICHUS
3aHATHUH JICKIIHOHHOTO
THIIA

MomeleHune B-608 ana npoBeaeHMa 3aHATUM NEKLMOHHOTO,
CEMMHAPCKOro TMna, rpynnoBbIX U MHOMBNAYANIbHbIX
KOHCY/IbTaLMM, TEKYLLLErO KOHTPOIA 1 MPOMENKYTOUYHOM
aTTecTaumun

OcHalleHWe: NepcoHasbHbIN KoMnbloTep (26 Wr.),
NHTEePaKTUBHAA A0CKa, MyNbTUMEANNHbINA NPOEKTop.

MporpammHoe obecneyeHue:

1. Windows 7 MNpodeccrnoHanbHas (Pro): gorosop N22011.25486
071 28.11.2011 , anueHsunap — 3A0 «CodT MlaiH Tpeng», TMn
(BnA) NMUEH3UM — HEUCKA. NPaBO, CPOK AENCTBUA NLEH3UM -
6eccpoyHo.

2. Office Standard 2007 Russian OLP NL AcademicEdition+:
norosop N221/2010 ot 04.05.2010, anueHsumap - 3A0 «Codt
NaitH Tpeng», TMN (BUA) NULEH3UU - HEUCKA. MPABO, CPOK
AencTBMA NLEH3UN - BECCPOYHO

3. Bpaysep Chrome. cBoboaHanA nMUEH3MA, TUN (BUA) NMLLEH3UU
— HEUCK. NPaBo, CPOK AENCTBUA INLEH3UN — BECCPOYHO

4.LMS Moodle. CBoboaHasA nuueH3ua, Tun (Bna) AMUeH3um -
HEWCKA. NPaBo, CPOK AEWUCTBUA NMNLEH3UM - BeccpoyHo. MO B
cBobogHom goctyne: Visual Studio 2019 Community CBo6ogHas

CamocrosTenbHas
paborta
oOyuaromerocs

KomnerorepHslit
KJ1acc
CaMOCTOSITENIbHOM
pabotsr B-600a

JJIA

OcHauieHne: MoHO610K (30 WT.), NpoeKTop, 3KpaH
MporpammHoe obecneyeHune: Windows 10:  pgorosop No
Tr096148 ot 29.09.2020, nnueHsmap - 000 "CodTnaitH Tpeina”,
T™N (BMA) IMLLEH3UK - HEUCK/. NPABO, CPOK AENCTBUA ULLEH3UN
- po 14.09.2021. Office Standard 2007 Russian OLP NL
AcademicEdition+: gorosop N221/2010 ot 04.05.2010,
nvueHnsunap - 3A0 «Coodt NaH Tpeia», TMn (BUA) NULEH3UN -
HEWCK/I. NPaBO, CPOK AeNCTBUA NNLLEH3UMU — BeccpoyHo; bpaysep
Chrome, cBobogHas nuueH3uA, Tun (BMA) AMUEH3UM
HEWUCK/.NPaBO, CPOK AENCTBUA NULEH3UN — BeccpoyHo; LMS
Moodle, cBoboaHas AnuueH3uA, TUn (BMA) NULEH3UN —
HEWCK/.NPaBO, CPOK AENCTBUA NLEH3UMU - BECCPOYHO.

IIpakTrueckue
3aHATUSA

KomnerotepHslit
KJ1acc

c BBIXOI0M B
WNHuTtepHeT

MomelleHne B-621 ansa nposeaeHUA 3aHATUIN CEMUHAPCKOTO
TUNa, rPYNNOBbIX U UHAMBUAYAbHbBIX KOHCYNbTaLMI, TEKYLLEro
KOHTPOAA N MPOMEXKYTOUHOW aTTectaumm

OcHaleHwue: MNMepcoHanbHbIM KomnbioTep (15 WT.),n0CKa
YyYEHUNYECKanA.

MporpaMmmHoe obecneyeHue:

1. Windows 7 NMpodeccmoHanbHas (Pro): gorosop
Ne2011.25486 ot 28.11.2011 , anueHsunap —3A0 «CodT flaitH
Tpeia», TMn (BUA) NMULEH3UN — HEUCKA. NPABO, CPOK AENCTBUS
JIMLLEH3UK - BeccpoyHo.

2. Office Standard 2007 Russian OLP NL AcademicEdition+:
porosop Ne21/2010 ot 04.05.2010, nnueHsmap - 3A0 «CodT
NaitH Tpera», Tvn (BUA) NULLEH3UM - HEUCKA. NPABO, CPOK




OEeNCTBUS INLEH3UMU - 6eCCPOYHO

3. bpay3sep Chrome . ceo6oaHas anueH3uns, Tun (8ma)
JNIMLLEH3UWN — HEUCKA. NPABO, CPOK AEUCTBUA TNLLEH3UU -
b6eccpoyHo

LMS Moodle. CBobogHas avueHsusa, Tun (sua) AMUEH3NU -
HEWCKA. NPaBo, CPOK AENCTBUS NULEH3UM - BeccpoyHo. MO B
cBobogHom goctyne: Visual Studio 2019 Community, IntelliJ
IDEA Community Edition 2019, Python 3.7, PyCharm
Community, Sublime Text 3, Denwer, Microsoft SQL Server
Tools 18, MySQL WorkBench 8.0 CE, Android Studio,
1C:Npegnpusatne YyebHana sepcua, Arduino, Cisco Packet
Tracer, Aris Express, T'MC Zulu 8.0 UH»XeHepHble pacyeTbl,
Oracle VM Virtual Box. CBoboaHas nuueHsus, Tun (sma)
JIMLLEH3UW - HEUCK/. NPABO, CPOK AENCTBUA IULEH3UN -
b6eccpoyHo.

JlaGopartopHble
paboThI

KomnbrorepHslii
KJ1acc

c BBIXOJIOM
NuTepuer

B

MomeleHne B-621 ana nposeaeHUs 3aHATUIA CEMUHAPCKOTO
TMNA, TPYNNOBbIX U UHANBUAYA/IbHBIX KOHCY/IbTaUUMI, TEKYLLETO
KOHTPO/IA 1N MPOMEKYTOYHOM aTTecTauum

OcHalueHue: MepcoHanbHbIM KomnbloTep (15 wWT.),A0CKa
y4yeHuyecKas.

MporpammHoe obecneyeHue:

1. Windows 7 NMpodeccrnoHanbHas (Pro): gorosop
Ne2011.25486 ot 28.11.2011 , anueH3sunap —3A0 «CodT JlanH
Tpeng», TMN (BUA) NULEH3UU — HEUCKA. NPABO, CPOK AENCTBUS
JIMLLEH3UK - BeCCPOYHO.

2. Office Standard 2007 Russian OLP NL AcademicEdition+:
norosop N221/2010 ot 04.05.2010, anueHsumap - 3A0 «CodT
NaitH Tpera», TMn (BUA) NULEH3UU - HEUCKA. NPABO, CPOK
OEeNCTBUA INLEH3UMU - 6eCCPOYHO

3. bpay3ep Chrome . cBob6oaHas nnueHsus, Tmn (sma)
JIMLLEH3UWN — HEUCKA. NPABO, CPOK AEUCTBUA TNLLEH3UN -
b6eccpoyHo

LMS Moodle. CBobogHaa nnueHsus, Tun (sua) AULEH3UN -
HEWCKJ/I. NPaBo, CPOK AENCTBUA NNLEH3UM - BeccpoyHo. MO B
cBobogHom goctyne: Visual Studio 2019 Community, IntelliJ
IDEA Community Edition 2019, Python 3.7, PyCharm
Community, Sublime Text 3, Denwer, Microsoft SQL Server
Tools 18, MySQL WorkBench 8.0 CE, Android Studio,
1C:Npegnpusatue YuebHana sepcua, Arduino, Cisco Packet
Tracer, Aris Express, T'MC Zulu 8.0 UH»KeHepHble pacyeTbl,
Oracle VM Virtual Box. CBoboaHana nnueH3sus, Tun (Bua)
JIMLLEH3UM - HEUCK. NPABO, CPOK AENCTBUA NULLEH3UN -
b6eccpoyHo.

MpomeXkyTovHas
aTrectaumsa

YuyebHasa ayauTtopua
ANnA npoBeseHuns

OcHauleHue: NMepcoHanbHbIN KomnbloTep (15 wr.),A0CcKa
yyeHunyecKas.




NPOMEKYTOYHOM
aTrectaummu

MporpaMmHoe obecneyeHue:

1. Windows 7 NMpodeccmoHanbHas (Pro): gorosop
Ne2011.25486 ot 28.11.2011, anueHsmnap —3A0 «CodT JlaitH
Tpeia», TMn (BUA) NMUEH3UN — HEUCKA. NPABO, CPOK AENCTBUS
IMLLEH3UM - BeCCPOYHO.

2. Office Standard 2007 Russian OLP NL AcademicEdition+:
porosop N221/2010 ot 04.05.2010, anueHsumap - 3A0 «CodT
NaitH Tpena», Tvn (BUA) ULLEH3UK - HEUCKA. NPABO, CPOK
[encTBUA NULEH3UM - BeCCPOYHO

3. Bpaysep Chrome . cBoboaHas anueHsus, Tmn (BmMa)
JIMLLEH3UWN — HEUCK. NPABO, CPOK AEWUCTBUS INLLEH3IUU -
b6eccpoyHo

LMS Moodle. CBobogHasa anueHsusa, TUn (Bua) AMLEH3UN -
HEMWCK/. NPaBO, CPOK AEUCTBUA NNLLEH3UM - BeccpouHo. MO B
cBoboaHom goctyne: Visual Studio 2019 Community,




8. OcoOenHocTH opraHmzanuu o00pa3oBaTEeJNIbLHOM JAeSATEJbHOCTH ISl JHMI C
OrPAHUYEeHHBIMH BO3MOKHOCTSIMH 3/10POBbSI M HHBAJIUI0B

Jluia ¢ OrpaHUMYeHHBIMU BO3MOXKHOCTSIMHU 3710poBbsi (OB3) u WHBamuabl HMEIOT
BO3MOYKHOCTh O€CITPENATCTBEHHO MIEPEMEIIAThCS U3 OJHOTO YIeOHO-1a00paTopHOTo KOpITyca B
JPYTOH, TIOTHATHCS HAa BCE ATAXHU yIeOHO-ITa00paTOPHBIX KOPITYCOB, 3aHUMATHCS B YICOHBIX U
WHBIX TOMEMICHUSAX C yYeTOM OCOOEHHOCTEW IMCUXO(PU3UIECKOTO Pa3BUTHS M COCTOSHUS
310pPOBBSI.

Jlst o6yuenust s ¢ OB3 v MHBAJIMIOB, UMEIOIIIMX HAPYIICHUS OTIOPHO- ABUTATEIIBHOTO
ammapara, 00ecreyeHbl YCIOBHS OECIPENsTCTBEHHOTO JOCTYNa BO BCE YUEOHBIE TOMEIICHUS.
Nudopmanus o cienralibHbIX YCIOBUSX, CO3/IaHHBIX 11 oOydaromuxcs ¢ OB3 u unBanuaos,
pa3melnieHa Ha caiite yHuBepcuteta Www//Kgeu.ru. Mmeercs BO3MOXKHOCTh OKa3aHHs
TEXHUYECKON  TMOMOIIM  aCCUCTEHTOM, a TakkKe YCIyr  CypJONEepPEeBOTYUKOB U
TU(IIOCYpIOTIEPEBOTIMKOB.

st anantanuu K BocnpusTuio ymiamu ¢ OB3 u uHBanuaamMu ¢ HapyluIeHHBIM CITyXOM
CIIPAaBOYHOTO, yUeOHOT0 MaTepuala o JUCIUIIIHHE 00eCIIEYUBAIOTCS CIIEYIOIIUE YCIOBHUS:

- JIUIS1 JTy9IIIed OPUEHTAINH B ayAUTOPUH, IPUMEHSIFOTCS CUTHAITBI OTTOBEIIICHHUS O Hadaje
Y KOHIIE 3aHSTHS (CIOBO «3BOHOK» MHUIIIETCS HA JIOCKE);

- BHUMaHHE CaboCTbIanero o0y4yaromerocs MpyUBIEKAeTCs MeIaroroM >KectoMm (Ha
IJIEYO KIAACTCs PyKa, OCYIIECTBIISIETCS HEPE3KOE MOXJIONbIBAaHUE);

- pa3roBapuBas ¢ 00y4aroIUMCsl, eAaroru4eckuii pabOTHUK CMOTPUT HA HETO, TOBOPUT
SICHO, KOPOTKMMHU TIPS IJIOKCHUSIMH, 00SCIICUHBasi BO3MOXXHOCTh YTEHHUS T10 TyOam.

KomrieHcanust 3aTpyIHEeHU peYeBOT0 U MHTEIJIEKTYaIbHOTO Pa3BUTHS CJIa00CIIBIIIAIINX
00yJaronuxcst MPOBOJAUTCS Ty TEM:

- WCIOJIb30BAaHUSI CXEM, JHUarpamMM, pPHUCYHKOB, KOMIIBIOTEPHBIX TMPE3CHTAMNMA C
TUTNEPCCHIIKaMU, KOMMEHTUPYIONTUMU OT/IETbHBIE KOMIIOHEHTHI U300PaKEeHNUS,

- PeryJIIpHOTO MPUMEHEHHS YNpaKHEHUN Ha rpaduuecKkoe BBIJEICHUE CYIECTBEHHBIX
MIPU3HAKOB MPEIMETOB U SIBJICHUM;

- obecrneueHrs BO3MOKHOCTHU JIJIsi 00YUaroIIerocsi MOJIyYUTh aAPEeCHYI0 KOHCYJIbTAIIUIO
10 AJIEKTPOHHOM MOYTE MO MEepe HEOOXOIUMOCTH.

Jns agantanum k BocnpuatHio qunamu ¢ OB3 u nHBanuaaMu ¢ HapyIICHUSIMU 3PEHUS
CIIPaBOYHOTO, y4eOHOrO0, MIPOCBETUTEIHCKOTO Martepuana, MPEeyCMOTPEHHOTO
o0pa3oBaTeIbHON MPOrpaMMOM MO BEIOPAHHOMY HAIIPaBJICHHUIO MOJATOTOBKH, 00€CTICUMBAIOTCS
CJIEIYIOILME YCIIOBUS:

- BeleTcs aganTanus opUUIUAIBHOrO caita B cetu MHTepHEeT ¢ ydeToM 0coOBIX
MOTPeOHOCTE WHBAIUAOB TIO0 3pPEHUIO, O0O0ECTeUMBACTCS HAJIMYHME KPYMHOIIPUPTOBOU
CIIpaBOYHOM MH(MOPMAILIMK O PACIIUCAHUHN YUCOHBIX 3aHITHH;

- IeTaroru4ecKuii paboTHUK, ero codeceTHUK (ITpH HE0OXOAUMOCTH ), IPUCYTCTBYIOIINC
Ha 3aHSATUH, MPEJCTABISIOTCS 00yJarONUMCS, TIPU 3TOM KaXIbIi pa3 Ha3bIBACTCS TOT, K KOMY
MeJaroru4eckuii paboTHUK 0OparaeTcs;

- JICUCTBUS, KECThI, MEPEMEIIECHUS TEIarorHYecKoro padOTHUKA KOPOTKO M SICHO
KOMMEHTHUPYIOTCS;

- nevyatHas WH(OpManus NpeaocTaBisiercs KpynHbM mipudTom (oT 18 myHKTOB),
TOTaJIbHO 03BYUYMBAETCS;

- oOecrnieunBaeTCsl HEOOXOIUMbIN YPOBEHb OCBEIIEHHOCTH MOMEIICHUM;

- IPEIOCTAaBISAETCS BO3MOKHOCTD UCIIOIb30BATh KOMIIBIOTEPHI BO BPEMSI 3aHATHH U ITPaBO
3anmucy 00bsICHEHU Ha TUKTO(GOH (TI0 JKEJTAHUIO 00YUYarOIINXCS).



dopma npoBeAeHUS TeKYIIeH 1 TPOMEXYTOUHOM aTTecTanuu i o0ydaromuxcs ¢ OB3
Y UHBAJIUIOB OIPEIEsAeTCs eJarornueCKuM paOOTHUKOM B COOTBETCTBUU C YU€OHBIM TLIIAHOM.
[Ipu HeoOxommmoctu oOydvaromemycst ¢ OB3, wHBamMIy C y4eTOM WX WHAWBHUIYAJTbHBIX
MCUXO(PU3NIECKIX OCOOCHHOCTEHN TaeTCsl BO3MOKHOCTD MPOUTH MPOMEKYTOUHYIO aTTECTAITHIO
YCTHO, MHCHbMEHHO Ha OyMare, MIChbMEHHO Ha KOMIIBIOTEPE, B (OPME TECTHPOBAHUS H T.II., THOO
MPEIOCTABIISACTCS JOTIOTHUTEHHOE BPEMS ISl TIOJITOTOBKH OTBETA.

Paznen 9. MeToanyeckue peKOMeHIAIMHU JIsl TPenogaBaTesieil o opraHu3anuu
BOCIIUTATEJIbHOI PadoThl ¢ 00y4AIOIUMHUCS

Meroanueckoe obecrieueHre mpolecca BOCIUTAaHUs 00yJaroIIMXCsl BBICTYIAET OJHUM U3
omnpenensomux (GakTopoB BBICOKOrO0 KadecTBa oOpaszoBanus. [lpemojaBarens By3a,
JEMOHCTPUPYST BBICOKHM MPOGECCHOHANNU3M, 3PYAMUIMIO, YETKYI0 TPaXKIAHCKYI MO3UIHUIO,
CaMOJIMCIIMIUIMHY, TBOPYECKHH TOIXOM B pEmIeHHH NpOodeCcCHOHANBHBIX 3a/ad, B XOJIe
00pa3oBaTEILHOIO MPOIEecca CIOCOOCTBYET (POPMUPOBAHUIO TAPMOHUYHOM JIMUHOCTH.

[Tpu peanu3anuy TUCIUILIAHEI TIPETIOaBaTEh MOXKET UCITOIH30BATh CIACAYIOIINE METOIBI
BOCITUTATEIHHOM PAOOTHI:

- METOJIbI (POPMUPOBAHUS CO3HAHUS JIMUYHOCTH (Oecena, TUCIyT, BHYIICHHE, UHCTPYKTAXK,
KOHTPOJIb, 00BICHEHUE, TPUMEDP, CAMOKOHTPOJIb, PACCKa3, COBET, YOSKIACHHUE U JIP.);

- METO/Ibl OpPTraHU3aINH ICITEILHOCTH U (JOPMUPOBAHUS OMbITA [IOBemeHus (3a7aHUe,
OOIIIECTBEHHOE MHEHHUE, IMeJarorndeckoe TpeOoBaHUE, MOpYUYEHUE, MPHUYUYEHUE, CO3/IaHUe
BOCIIMTHIBAIOIINX CUTYallUid, TPEHUHT, YIIPAXKHEHUE, U OP.);

- METOJIbI MOTHUBAIIUU JICSITEILHOCTU U MOBeIeHUs (0/100peHue, MOOMpPEHNEe COIUATBLHOM
AKTUBHOCTH, ITOPULIAHUE, CO3JaHUE CUTYallui ycrexa, CO3IaHUuEe CUTYallMi 111 SMOIIMOHAIBHO-
HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE U JIP.)

[Ipu peanuzanuu AUCUUIUIMHBI TPENOJABATENIb JOJDKEH YUYUTHIBATH CIIEIYIOIIUE
HamnpaBJICHUS] BOCHUTATEIIbHON JEATEIbHOCTH:

I'pasxcoanckoe u nampuomuueckoe 60cnumaHue:

- hhopMUpOBaHUE Y 0O0YUAIOIIUXCS IIEJIOCTHOTO MUPOBO33PEHMUS, POCCUNCKON MJIEHTUYHOCTH,
YBOXEHHUSI K CBOEU ceMbe, OOIIECTBY, TOCYAApPCTBY, MPUHSATHIM B CEMbE M OOIIECTBE TyXOBHO-
HPaBCTBEHHbIM M COLMOKYJBTYPHBIM LEHHOCTSM, K HAlUMOHAIBHOMY, KYyJIbTYPHOMY U
HCTOPUIECKOMY HACIIeANIO, JOPMUPOBAHKE CTPEMJIICHHUS K €70 COXPAHEHHUIO U PAa3BUTHIO;

- popMupoBaHHe y OOYYAIONIMXCS AKTUBHOM TPAXKIAHCKOW TO3UIIMH, OCHOBAHHOW Ha
TPAIMIIMOHHBIX KYJIBTYPHBIX, TYXOBHBIX M HPABCTBEHHBIX IIEHHOCTSX POCCUMCKOTO OOIIECTBA, IS
TIOBBIINIEHHUSI CIIOCOOHOCTH OTBETCTBEHHO PEAIM30BBIBATH CBOM KOHCTUTYIIMOHHBIC TIpaBa M
00S13aHHOCTH;

- pa3BUTUE TIPaBOBOM MW TOJUTUYECKOM KYJIbTYpbl OOYYarOIIMXCS, pacUIupeHHe
KOHCTPYKTHUBHOTI'O YYaCTHS B IPUHITUU PELICHU, 3aTParuBaroIINX UX [IPaBa U UHTEPECHI, B TOM
4yluclie B Pa3IMUHbIX (hopMax caMOOpraHW3alldu, camMOyIpaBJeHUs, OOIIECTBEHHO-3HAYMMOM
NEATENIbHOCTH;

- popMHUpPOBAHWE MOTHUBOB, HPABCTBEHHBIX M CMBICIOBBIX YCTaHOBOK JIMYHOCTH,
MO3BOJISIIOLIUX MPOTHUBOCTOATh IKCTPEMU3MY, KCEHO(POOUH, TUCKPUMHUHAIIUYU 10 COLIMATbHBIM,
PEIUTHO3HBIM, pPacoBbIM, HallMOHAJIbHBIM PU3HAKAM, MEKITHHUYECKOMN u
MEXKOH(ECCHOHATLHON HETEPITUMOCTH, IPYTUM HETATUBHBIM COITMATHHBIM SBIICHUSIM.



Hyxoeno-Hpascmeennoe socnumanue:

- BOCIIUTaHUE YYBCTBA JIOCTOMHCTBA, YECTH M YECTHOCTU, COBECTIMBOCTH, YBKEHHUS K
POIUTENAM, YUUTEISIM, JIOASIM CTapIIETo MOKOJICHUS;

- opMupoBaHUE MPHUHIIUIIOB KOJUIGKTMBU3MA W COJMIAPHOCTH, AyXa MHJIOCEpAUS U
COCTpaiaHusl, MPUBBIUKH 3a00TUTHCA O JIOASIX, HAXOIALINXCS B TPYIHOM KU3HEHHOW CUTYallUH;

- popmMupoBaHuE COMUAAPHOCTH M YyBCTBA COIIUAIIBHON OTBETCTBEHHOCTH 0 OTHOILIEHUIO
K JIOJASM C OrPaHUYCHHBIMH BO3MOXKHOCTSIMH 3/I0POBbS, IMPEOOJCHHE TCUXOIOTHIECKIX
06appepoB MO OTHOLICHUIO K JIIOJISIM C OTPAaHMYEHHBIMH BO3MOKHOCTSIMU;

- popMHpOBaHNE SMOLMOHAILHO HACBIIIEHHOTO W JYXOBHO BO3BBIIICHHOTO OTHOIICHHS K
MHPY, CIOCOOHOCTH ¥ yMEHHS TepeaBaTh APYTUM CBOU 3CTETUUECKUIN OTIBIT.

Kynvmypno-npoceemumenvckoe socnumanue:

- popMupoBaHue yBaXKeHUs K KyJIbTYPHBIM IIEHHOCTSM POAHOTO rOpojia, Kpasi, CTpaHbI;

- popMUpOBaHUE 3CTETUUECKON KAPTUHBI MUPA;

- IOBBIIIEHUE TTO3HABATEIbHON aKTUBHOCTH O0YYaIOLINXCS.

Hayuno-obpazosamenvHoe éocnumanue:

- popmupoBanue y 00ydaromuxcsi HAy9HOTO MUPOBO33PEHUS;

- popmMupoBaHuEe YMEHUS TOTy4YaTh 3HAHUS;

- opMupoBaHuMEe HAaBBIKOB aHaiM3a H CHHTe3a WHPOpMAlMKM, B TOM 4YHCIE B
poQecCHOHATbHOM 00JIacTH.



CTpykTypa IUCHUILIMHBI 110 3204HO hopMe 00ydeHust

. Bcero Kypc
Bun yueGHoM paboThI HACOR
3
OBIAA TPYAOEMKOCTD INCHUIIJIMHBI 216 216
KOHTAKTHAS PABOTA OBYYAIOIIETI'OCA
C IIPEIIOJAABATEIJIEM, 23 23
B TOM YHUCJIE:
Jlexnnonnsie 3ausatus (JIek) 6 6
JlaGopartopusie 3ansTus (J1ao) 8 8
ITpaktuyeckue 3ansatus (Ilp) 4 4
KoHnTponb camocTosiTenbHON pabOThl M MHAsE KOHTaKTHAs 4 4
pabora (KCP)*
KonTaktHbie yacsl Bo BpeMms arrectauuu (KI1A) 1 1
CAMOCTOATEJIbBHAA PABOTA ObYYAIOUIEI'OCS
185 185
(CPC):
[TonroToBka K MPOMEKYTOYHOM aTTeCTAIlH B (hopMe: 8 8
(PK3aMeEH) _
DOOPMA TTPOMEXYTOYHOUATTECTAIINN Ok Ok




JIucT BHeceHUs U3MEHEeHu |

JloTioTHeHY ST ¥ I3MEHEHHS B pabodeit mporpaMmme quciuruiael Ha 20 21 /20 22
y4eOHBIN TOJ

B nporpaMmmy BHOCSITCS CIEAYIOIINAE U3MEHEHUS:

1. PIIJI nonosnnena pazzaenoMm 9 «Meroaundyeckre peKOMEHAAIMHU Ji TIpenoaaBarenei
10 OpraHu3aI[ii BOCIIUTATCIILHOM paboThI ¢ 00y4aromumMucs» (ctp. 28-29).

[Iporpamma omoOpena Ha 3acemanuu Kadeapbi-pazpaborumka « 17 » 06  2021r.,
npotokon Ne 9 . 3as. kadenpoii Topkynosa O.B.

[Iporpamma o100peHa METOAMYECKUM COBETOM MHCTUTYTA UIITO
« 22 » 06 202Ir., npotokosn Ne 10

3aMm. tupekropa o YMP B.B. Kocynun
CoruacoBaHo:
PykoBomurens OIIOIT C.M. Kynenko

PykoBomurens OIIOIT 10.H. CmupHOB




IIpunosicenue k pabouetl npocpamme

OUCYUNTIUHDL
B MMHUCTEPCTBO HAYKH U BBICILIET'O OBPA3OBAHU S POCCHUIMCKOI ®EJEPALINN
[ F "ﬂ DenepajibHOE TOCYyIAPCTBEHHOE 01013KeTHOE 00pa30BaTeIbLHOe
\::;;._-;-g;ﬁ_;;;;;_..: yupe:KaeHue BbICIIEro 00pa3oBaHus
Ky «KABAHCKHH IT'OCYJAPCTBEHHBIN SHEPTETUYECKUN YHUBEPCUTET»
(®T'BOY BO «KI'9Y»)

OHNEHOYHBIE MATEPHUAJIBI
MO JUCHUIJINHE
NudopmarnmonHnas 6€30macHOCTb

Hanpasnenue nonrorosku 09.03.01 Mndopmatrka v BEIUUCTUTENbHAS TEXHUKA

KBamudukanus OakaaBp

r. Kazans, 2020



Peuensns
Ha OLEHOYHBIE MATEPHANbI /18 NPOBE/ICHHs TPOMEKY TOYHOH aTTeCTaunH
obyuatomuxes o aucuunnuxe «MupopmalmonHas Ge30nacHOCTbY

Conepkanue OM  coorsercTByeT  TpeGOBAHHAM (enepanbHOro
rOCYZApCTBEHHOr0  CTAHJApTa  BbicWero 00pa3’oBaHMA [0  HANPABICHHIO
noarorosku 09.03.01 HMudopmaTHKa M BbIMHCAMTENbHAA TEXHHKA H yuebHomy
niany.

[lepeyens QOpMHPYEMBIX KOMINETEHLMI: OI1K-3, KOTOpbIMH JIOJIKEH

oBnazeTs oOydalomuiics B pesyibTaTe OCBOCHHS JHCUMILUIMHBIL, COOTBETCTBYET
@I'oc BO.

[MokasaTend M KPUTEPUH OLEHHBAHMA KOMIETEHIMH, a Takxe LIKambl
OLCHHBAHMA OOECNEYHBAIOT BO3MOKHOCTh MPOBEICHNA BCECTOPOHHEH OLECHKH
ypoBHeil chopMHPOBAHHOCTH KOMIETEHLIHH.

KOHTpo/bHbIC 3a/1aHHS OLEHKH pe3yJ]IbTaTOB OCBOCHHA paspaboTaHbl Ha
OCHOBE MPHHLUIIOB OLEHUBAHMSA: BATHIHOCTH, ONMPEACIEHHOCTH, OHO3HATHOCTH,
HATEKHOCTH, MNO3BONAIOT OOBEKTHBHO OLEHHTh YPOBHH C(OPMHPOBAHHOCTH
KOMITIETEHLIMH.

JakmoueHne. YueOHO-MeTOAHYeCKHi COBET [leNaeT BBIBOA O TOM, HTO
npeacTaBleHHble MarepHanbl COOTBETCTBYIOT rpebosannsm ®rOC BO no
Hanpasaenuio noarorosku 09.03.01 UndpopmaTika H BeIMHCIHTEIbHAS TEXHUKA H

PEKOMEHAYIOTCH JUIA MCMOJ1L30BAHUA B y‘leﬁHOM npoiecce.

PaccMOTPEHO Ha 3ace/JaHkH y4eOHO-MeTOIM4eCKOoro
cosera MLITD «26» oktabps 2020 r., npotokosn Ne 2

; P
Tpeacenarens YMC ULTD [5G — 10.B.TopkyHoBa



OrneHOYHBIC MaTepHalIbI IO qucuruinHe « MHpopMamonHas 6€301MacHOCThY - KOMIUICKT
KOHTPOJIbHO-MU3MEPUTEIHHBIX MAaTEPHANIOB, MPEAHA3HAYCHHBIX AJIs OIICHUBAHUS PE3YyJIbTATOB
oOy4eHHs Ha COOTBETCTBUE MHANKATOPAM JIOCTHKCHUS KOMITeTeHITUH(1):

OIIK-3.1 Pemaer ctanmapTHbie 3aaauu MPOo(EeCCHOHATBLHON NEeATeTbHOCTH Ha OCHOBE
nH(OpMaIMOHHOW W OmOImorpaduueckold KyJabTypbl C NPUMEHEHHEM WH(OPMAIMOHHO-
KOMMYHHUKAITMOHHBIX TEXHOJIOTHI;

OIIK-3.2 YuuTbeIBaeT Npu pelIeHuH 3a7a4d IpodeccuoHaaIbHON AesATeIbHOCTH OCHOBHBIC
TpeOoBaHMS K MHPOPMAITMOHHON 0€30I1aCHOCTH.

OrneHnBaHne pe3yabTATOB OOYYECHHS TIO JTUCIUIUIMHE OCYIIECTBIISETCS B paMKax
TEKYIIEro KOHTPOJIS yCIIeBAa€MOCTH, IPOBOJAMMOTO 10 OauibHO-perTruHTroBOM cucteme (bPC), u
MIPOMEXKYTOUYHOU aTTECTAIUU.

Tekyiuii KOHTPOJIb YCIIEBAEMOCTH 00€CIIEYMBAET OLICHUBAHUE MPOIecca O0YyUECHHS 10
nucuurmuinae. [Ipu TekyieM KOHTpOoJe YCIeBAEMOCTH UCIIOIb3YIOTCS CIEAYIOIINE OLIEHOUHbIE
CpEeACTBa: TECT MO TE€ME JIEKI[UH, TECT MO BCEM TeMaM JUCHUIUIMHBI, OTYET MO JabopaTopHOM
paboTte, TOKIa/1 C MPE3CHTAINEH, OTYET MO MPaKTUIECKOU padoTe.

[IpoMexxyTouHasi aTTecTaldsi HMMEET I1EJIbI0 OINPEACIUTh YPOBEHb JTOCTHXKCHUS
3alUTAaHUPOBAHHBIX  pE3yJlbTaTOB OOYUYeHHMS TI0 AUCIUIIMHE 3a 5 cemectp. Popma
MIPOMEXKYTOUYHOM aTTeCTAIllMU YK3aMEH.

OlieHOYHBIE MaTepHUayibl BKIIOYAIOT 3aJaHUsl JJIsi MPOBEACHUS TEKYILIETO KOHTPOJIS
yCIIEBAEMOCTH U ITPOMEKYTOUHOM aTTeCTallMK 00yJaroIIUXCsl, pa3pad0TaHHbIE B COOTBETCTBUU C
pabouei mporpaMMon TUCITUILTNHBI.
1.TexHosornueckasi Kapra

Cemectp 5
VY poBeHb OCBOEHHUS TUCIMITIIMHBI, OaJITBI
Howmep Hanmeno- Kon
HEYJI0B-HO | yJIOB-HO XOpOILIO OTIINYHO
paznena/ Bux CPC BaHUE MHAMKATOpa
TEMBI JI1C- OLICHOYHOT'O | JOCTH)KEHHUS | HE 3aYTEHO 3aUTEHO
IUTUTAHBI CpeAcTBa |KOMITETEHIINN HIDKe
HU3KHAN CPEIHMM | BBICOKHM
CPEIHEro
Texynui KOHTPOJIb yCIEBAEMOCTH
U3y4EHHE
1 TEOPETUYECKOTO TECT OIIK-3.1 menee 0 0-0 1-1 1-1
Marepuaa
U3y4EHHE OIK-3.1
2 TEOPETUYECKOTO TECT OITK-3.2 menee 0 0-0 1-1 1-1
MarepHaa
MOJArOTOBKA K
3 HPaKTHYECKOMY OITP OIIK-3.1 menee 0 1-1 2-2 2-2
3aHATHUIO
MOJArOTOBKA K
4 nabopaTopHOit OJIP OIIK-3 .1 menee 1 1-1 2-2 2-2
pabore
U3y4EHUE OIK-3.1
5 TEOPETHIECKOTO TECT OIIK-3 2 menee 0 0-0 1-1 1-1
Marepuaa




U3y4eHue

OIIK-3.1,

6 TEOPETUICCKOTO TECT OITK-3 2 menee 0 0-0 1-1 1-1
Marepuaa
MOJrOTOBKA
N OIIK-3.1,
7 nabopaTopHoit oJIp OITK-3.2 MmeHee 1 1-1 2-2 2-2
pabote
U3y4eHue OIK-3.1
8 TEOPETUIECKOTO TECT OIIK-3.2 menee 0 0-0 1-1 2-2
Marepuaa
MOJTrOTOBKA
N OIIK-3.1,
8 nabopaTopHoit oJIp OITK-3.2 MmeHee 1 1-1 2-2 2-2
pabote
MOJrOTOBKA
N OIIK-3.1,
8 nabopaTopHoit oJIp OITK-3.2 MmeHee 1 1-1 2-2 2-2
pabote
MOJIrOTOBKA
OIIK-3.1,
9 MPAKTHIECKOMY OITP OITK-3.2 menee 0 1-1 2-2 2-2
3aHATHUIO
U3y4YeHUE OIK-3.1
10 TEOPETUYECKOIO TECT OITK-3.2 menee 0 0-0 1-1 2-2
Marepuana
HOATOTOBKA
OIIK-3.1,
10 IPaKTUYECKOMY OIlP OITK-3.2 menee 0 1-1 2-2 2-2
3aHATHIO
HOATOTOBKA
. OIIK-3.1,
11 IIPAKTUYECKON OITP OITK-3.2 menee 0 1-1 2-2 2-2
pabote
U3y4eHue OIK-3.1
12 TEOPETUYECKOTO TECT OITK-3.2 menee 0 0-0 1-1 2-2
Marepuana
U3ydeHue OIK-3.1
14 TEOPETUIECKOTO TECT OIK-3.2 menee 0 0-0 1-1 2-2
Marepuana
U3y4eHue OIK-3.1
15 TEOPETUIECKOTO TECT OIK-3.2 menee 0 0-0 1-1 2-2
Marepuana
U3ydeHHe OIMK-3.1
16 TEOPETUYECKOTO TECT OIIK-3.2 menee 0 0-0 1-1 2-2
Marepuaa
U3ydeHHe OIMK-3.1
17 TEOPETHYECKOTO TECT OIIK-3.2 | MeHee 0 0-0 1-1 2-2
Marepuaa
MOJITOTOBKA
OIIK-3.1,
18 MIPAKTUIECKOMY OITP OITK-3.2 menee 0 1-1 2-2 2-2
3aHSATHIO
MOJITOTOBKA
o OIIK-3.1,
19 nabopaTopHOi oJIp OITK-3.2 meHee 1 1-1 2-2 2-2
pabore
U3ydeHNe OIK-3.1
20 TEOPETUYECKOTO TECT OITK-3.2 menee 0 0-0 1-1 2-2
Marepuana
U3y4YeHNE OIK-3.1
21 TEOPETUYECKOTO TECT OITK-3.2 menee 0 0-0 1-1 2-2

Marepuaia




U3Y4YCHHE OIK-3.1
20 TEOPETUIECCKOTO TECT OIK-3.2 | MeHee 0 0-0 1-1 2-2
MaTepuasa
W3Y4YCHHE OIK-3.1
21 TEOPETHIECKOTO TECT OITK-3.2 menee 0 0-0 1-1 2-2
MaTtepuaa
W3Y4YCHHE OIK-3.1
20 TEOPETUYECKOTO TECT OIK-37 | Meuee 0 0-0 1-1 2-2
MaTtepuaa
W3Y4YCHHE OIK-3.1
21 TEOPETHIECKOTO TECT OITK-3.2 menee 0 0-0 1-1 2-2
MaTtepuaa
W3Y4YCHHE OIK-3.1
20 TEOPETHIECKOTO TECT OITK-3.2 meHee 0 0-0 1-1 2-2
MaTepuaa
MOITOTOBKA K
OIlK-3.1,
25 MIPaKTHYECKOMY OIlP OITK-3.2 menee 0 1-1 2-2 2-2
3aHSTHIO
U3y4eHUE OITK-3.1
26 TEOPETUYECKOIO TECT OITK-3.2 menee 0 0-0 1-1 2-2
MaTepuasa
MOJITOTOBKA K
. OIlK-3.1,
27 nabopaTtopHoOi OoJIp OITK-3.2 meHee 1 1-1 2-2 2-2
padore
MOJITOTOBKA K
. OIlK-3.1, i i i
27 nabopaTtopHoOi OoJIp OIIK-3 2 meHee 1 1-1 2-2 2-2
pabote
Bcero 6amoB| 0-54 55-69 70-84 85-100

2. IlepeyeHb OLIEHOYHBIX CPEICTB
KpaTkas xapakrepucTrka OEHOYHBIX CPEICTB, UCIOJIb3YEMBIX MPU TEKYIIIEM KOHTPOJIE
yCIEBAaeMOCTH U IPOMEKYTOUHOM aTTecTalli 00y4aroLIerocs o JUCIUILINHE:

HaumenoBanue
OIICHOYHOTO Kpartkas xapakTepucTuka OLIEHOYHOTO CPEACTBA OueHouYHbIE MaTEepUaAIIbI
CpeAcTBa
Tect mo teme neknuu|Tect w3 10 BompocoB mims 3akperuieHus JjekimuonHoro| Tect u3 10 Bonmpocos
(Tect) Marepuaja pa3HOTO THIIA

Tect mo Bcem Temam
JUCIUTINHBI Tect n3 200 BonpocoB pa3zHoOro TUMa
(Tect200)

Tect u3 200 Bompocos
pasHoOro TUNa

Otuer mo  nabopaTopHOM  paboTe  BBINOJHAETCS
WHAWBHUIYaTbHO KaXIBIM W3  CTYJSHTOB  COTJIAaCHO
MeToaudeckuM yKa3aHUusM, BbIJAaHHBIM HA 3aHSATHH.

Otuer  3arpykaercs B  JJIEKTPOHHOM  BuAEe  B|3aaaHus K JaOOpaTOPHBIM
COOTBETCTBYyIOIlee 3ajanue Ha kKypce B LMS Moodle. paboram
[IpenogaBaTens mocie MPOBEPKH MPOCTABISET OLEHKY IO
mIKase "3auTeHO/He 3a4TeHO" ¢ yKa3aHHeM 3aMe4aHui, Ipu
HEOOXOIMMOCTH OTIPABIISIET OTYET Ha JOPAOOTKY.

Otuer 1o
nabopaTopHoOil paboTe
(OJIP)




Joknan
npesentanueit (J1T)

Jloxya BBITIOTHAETCS TPYTIIION CTYACHTOB, 0OPMIISIETCS B
BUJIE pepepaTa, mpeACcTaBIsICTCS HA IPAKTUIECKOM 3aHITHH
Y COMPOBOXKAAETCS JEMOHCTPALIMEH CIIaiiIOB MPE3CHTALNY.
c|lIpeanosaraetr OTBETBI Ha BONPOCHI AYJUTOPUU U
npenoaasaresis. OneHnBaeTcs KaueCTBO

- coJiepKaHus JI0KJIaJ]a Ha COOTBETCTBHE 33/IaHHOM TeMe,

- oopMIIEHUS TTPE3EHTAIINH,

- OTBCTOB Ha BOHpOCBI

Pedepar, npesenranus

Otuer

NpaKkTUYEeCKoil pabote

OTueT 1O  NpaKTHYECKOW  paboTe  BBIMOJHSACTCS
WHAUBUAYAIBHO KAXIbIM U3 CTYICHTOB  COIJIACHO
MeTtoan4yecknM yKa3aHUsIM, BBIIAHHBIM Ha 3aHSATUH.
Otduer  3arpykaercss B JJICKTPOHHOM  BHAE  B| 3aJaHue K MPaKTHYCCKON
COOTBETCTBYMOIIEe 3amanue Ha Kypce B LMS Moodle. pabore

1o

OIlP
( ) [IpenogaBarens mocie NPOBEPKU MPOCTABISET OLEHKY IO
nIKaje "3a4TeHO/He 3aUTeHO" ¢ yKa3aHUEeM 3aMeUyaHuid, IpH
HE0OXOJMMOCTH OTIPABIISET OTYET HA 10PAOOTKY.
CpenctBa [Jis KOHTPOJISI YCBOGHHUSI YYEOHBIX MaTepUajioB
SK3aMeH pa3enoB  TUCHUIUIMHBI, OpPraHU30BaHHbIH B  Buie| TecTsl, 3K3aMeHAIMOHHBIC

KOMIIBIOTEPHOI'O ~ TECTHUPOBAHUS  WJIM  ITHUCBMEHHOTO OWIIETHI
JK3aMEHA C DK3AMEHALMOHHBIMUA OWJIETAMU.

3. OueHOYHbIE MATEPUAJIbI TEKYIIET0 KOHTPOJIS yCIeBAEMOCTH 00YUaI0NXCs

HaumenoBanue
OLIEHOYHOI'0
cpeacrsa

Tect no Teme gekuuu (Tecr)

Ipencrasienue u
cojiep)KaHue
OLICHOYHBIX
MaTepHuasoB

Tect u3 10 BonmpocoB pa3HOTo THIA 110 ONPEAETIEHHOMY Pa3aey AUCIUILIHHBI

[Tpumeps! TeCTOB U3 pasnena TUCHHUILTHHB « OCHOBHBIE TIOHATHS 1 HOPMaTHBHO-TIpaBOBas 0aza
WH(POPMAITMOHHON 0€301TaCHOCTIY !
1.2 BO3MOXHOCTH 32 MPUEMIIEMOE BPEMSI ITOIYIHUTH TPEOYyEMYIO
MHQOPMAILIMOHHYIO YCIIYTY - 3TO

a) JOCTYIHOCTb

b) xkompumenMaIEHOCTH

C) IETOCTHOCTH

d) apmexkBaTHOCTBH

€) HEeOTKa3yeMOCTh
1.8 COBOKYIMHOCTh YCIOBHUH WM JCHCTBUH, CO3JAIONINX IMOTEHIIHAIBHYIO WJIH pPeaIbHO
CYLIECTBYIOIIYIO ONAacHOCTh HapyILICHUs 0e30M1acCHOCTH HH(OopMaun

a) yrpo3a 6e30macHOCTH nHGOpMAIUH

b) puck Oe3omacHOCTH HHDOPMAIHN

c) YSI3BUMOCTH 0€301aCHOCTH HH(POPMAITHH
d) araka Ha HH(POPMAIMOHHBIC PECYPChI

Kpurepuu onienku u
[IKaja OLCHUBAHUS
B Oayiax

[Ipu KoIMYECTBE MPaBUIIBHBIX OTBETOB:
8-10 — 2 Gamna,

5-7 — 1 Oanxn,

0-4 — 0 6amioB.




HaumeHoBaHHe
OIIEHOYHOI'0
cpeacTaa

Otuer no sabdoparopHoii padore (OJIP)

IIpencraBnenue u
coJiepyKaHue
OIIEHOYHBIX
MaTepHaIoB

3anmaHus mpeACTaBIeHBl B METOINYECKIX yKa3aHMUAX K JJa0opaTOPHBIM paboTaMm.

Kputepuu onenku u
[IKaJla OLlCHUBAHUS
B Oamrax

OreHuBaeTCs 110 LIKAJIE «3a4TEHO-HE 3aU4TEHO)
«3aureHoy - 2 Oaiuta
«He 3aureno» - 0 6amios

PaboTa 3acunThIBaETCS IPU YCIOBHU:
1. OdopmieHus oTueTa Mo Jab0paTOpHO paboTe COrIacHo TPeOOBAHUSIM, YCTAHOBICHHBIM B
METOANYCCKUX YKa3aHUAX
2. OHI/IC&HI/IH PE3YJIBTATOB BLIITOJIHECHUA MMOCTABJICHHBIX 3a/la4 € MPUKPCIIJIICHUEM MMOATBCPKAAOINX
CKPHHIIIOTOB, PACYETOB, TAOIHII, IHarpamMM, (ainos
3. Haymuus 0TBETOB Ha KOHTPOJILHBIE BOIPOCHI IO TEMATHKE J1ab0PaTOPHON paboThI

HaunMmeHnoBaHnue
OIIEHOYHOI'0
cpeacTBa

Hoxuaa ¢ npezenrauuei (A1)

[Ipencrasienue u
coJlepKaHue
OIIEHOYHBIX
MaTepualoB

B pamkax JaHHOTO 3aaHUs HEOOXOAMMO IMOATOTOBUTH JIOKJIA] B BUIC MHGOPMAIIMOHHBIX
0JI0KOB, KOTOpBIE OYIYT 3aTparuBaTh Pa3IMyHbIC aCHEKTHI IPABOBOTO PEryJIMPOBAHHUS
MH(QOPMALUK C OTPAaHUYCHHBIM JI0CTYIIOM.

Kaxxapiii ygamuics: BBIOUPAIOT OTACIbHBIN BU MHOOPMAIIUU ¢ OTPAHUYSHHBIM JTOCTYIIOM
COTJIACHO CBOEMY BapHaHTy (HaIpHUMep, MO CIUCKY B XKypHaJie TPYTIIIb).

s BBIOpaHHOTO BHa MHPOPMALIMH C OTPAHUYEHHBIM JIOCTYIIOM COCTABIISIIOTCS OTBETHI 110
CJIEJYIOIIUM ITyHKTaM:

1. IlepeueHb 3aKOHOAATENBHBIX AKTOB 1 HOPMaTUBHO-TIPABOBBIX HOPM, PETYJIUPYIOIINX
B3aMMOOTHOILICHHUS, CBSI3aHHBIX C BBIOPAHHBIM BUIOM HH(POPMALUK C OrPAaHUYEHHBIM 10CTYIIOM
2. TepMHHBI U ONpe/IeICHUSs, Kacarolrecst BRIOpaHHOTO BHJIa HH(OPMAIIUHU C OTpaHHYEHHBIM
JIOCTYTIOM

3. Ilopsanok npenocrasieHus 1octymna (opopMieHre I0ITycKa) K BBIOpaHHOMY BUAY MH(opManyn
C OTPaHUYEHHBIM JOCTYIIOM

4. Hanmuune orpaHU4eHU# U JIbTOT (CONMATIBHBIX TAPAHTHH ), TPEANMUCHIBAEMBIX JIMIIaM, IMEFOIINX
JOCTYII K BHIOpaHHOMY BHIY MH()OpMAIMU C OTPaHUYEHHBIM JOCTYIIOM.

5. Opunndeckast OTBETCTBEHHOCTD 33 TPABOHAPYIIECHUS, CBSI3aHHBIE C Pa3TiIallicHUEM CBEJICHU,
OTHOCSIIIUXCS K BRIOPaHHOMY BHTy HH()OPMAITUHU C OTPAaHUYEHHBIM JTOCTYIIOM:

- YTOJIOBHasi OTBETCTBEHHOCTh

- aIMUHHACTPATUBHASL OTBETCTBEHHOCTh

- TPaXKIaHCKO-IIPaBOBAsi OTBETCTBEHHOCTh

- TUCUUIIIMHAPHAsI OTBETCTBEHHOCTh

B nanHOM nmyHKTE HEOOXOIMMO PUBECTH OAWH MPUMEP U3 CYACOHON MPAKTHUKH.

TeMbI TOKIIA/IOB 10 MTPAKTHIECKOMY 3aHATHIO «/3ydeHne BUI0B HHPOPMAIUH, JTOCTYII K
KOTOPBIM OrpaHuyeH deaepaabHbIMU 3akoHaMu PD»

1. CBenenus, COCTaBISIONINE TOCYAaPCTBEHHYIO TaiiHy. KOpuandeckass OTBETCTBEHHOCTH 3a
NpaBOHAPYILICHUs], CBSI3aHHbIC C pa3riallicHUEeM CBEJCHUH, COJIEPKALINX IOCyIapCTBEHHYIO
TalHy.

2. CBenenHus, COCTaBIIONME KOMMEpPUECKYTo TaitHy. FOpuandeckas OTBETCTBEHHOCTD 32
MpaBOHAPYIICHNUS, CBSI3aHHBIE C pa3IUIallleHneM CBEACHUH, COAEePKATNX KOMMEPUYECKYIO TaiHy.
3. TpeboBanus K 3amuTe nepcoHanbHbIX AaHHBIX (I1/]H) npu ux 06paboTke B MHHOPMAIMOHHBIX
CHCTEeMax MEePCOHANBHBIX JaHHBIX. FOpuandeckas OTBETCTBEHHOCTD 3a IPaBOHAPYIIIEHUS,
CBsi3aHHBIE C paszrianienuem [1J1H.




4. CBenenusi, COCTaBIAIOUINE CITy)eOHyIo TaiiHy. FOpuanueckas 0TBETCTBEHHOCTD 32
NPaBOHAPYIICHHUSI, CBSI3aHHBIC C pa3riiallieHHeM CBEJICHUH, COJIepKalliX CIyKeOHYIO TallHYy.
5. CBeneHusl, COCTABISIOIIME HAIOTOBYIO TaliHy. FOpuandeckas OTBETCTBEHHOCTD 32
MpaBOHAPYLICHUsI, CBSI3aHHBIE C pa3rJIallicCHuEM CBEJCHUH, COepIKalllNX HATIOTOBYIO TalHY.
6. CBeneHMs, COCTABISIONINE TAHY TPEABAPUTENBHOTO paccieoBaHus (TaifHa CIIeICTBHUA).
IOpunnveckas OTBETCTBEHHOCTH 32 MMPABOHAPYIICHUS, CBA3aHHBIC C pa3rilalllcHUeM TaliHbI
CIIEJICTBUSI.

7. CBeneHms1, coCcTaBIsIONMe OaHKOBCKYIO TaitHy. FOprandeckas OTBETCTBEHHOCTS 3a
NPaBOHAPYIICHUSI, CBSI3aHHBIC C pa3rialeHneM OAaHKOBCKOM TaifHEbI.

8. CBeneHms, COCTABISIOMIME aJJBOKATCKYIO TaiHy. FOpuamueckast OTBETCTBEHHOCTD 32
NpaBOHAPYLICHUsI, CBSI3aHHbIC C pa3riameHrneM OaHKOBCKOM TaifHbI

9. CBezieHus1, COCTABISIONINE TalHy CBsI3H. FOpuarueckasi OTBETCTBEHHOCTh 33 IPABOHAPYIICHHUS,
CBSI3aHHBIE C pasIIIallleHNeM TaliHy CBSI3U

10. CBenenus, cocTapisitonie BpaueOHyo Taiiny. FOpuanueckast OTBETCTBEHHOCTh 3a
NPaBOHAPYIICHUSI, CBSI3aHHBIC C pa3riallicHHEM BpaueOHOM TaiHBI.

11. CBeneHwms, COCTABISIONINE Ay TUTOPCKYIO TaliHy. FOpuandeckas OTBETCTBEHHOCTH 3a
[IPaBOHAPYIICHMS], CBSI3aHHBIE C pa3IVIAlICHUEM ay IUTOPCKOM TalHBI.

Kputepuu orieHku u
IIKaJa OLICHUBAHUS
B Oaax

O1eHUBAIOTCS CIEAYIOMINE aCTIEKThl paOOTHI CTYICHTA!

1. kagecTBO OPOpPMITEHUS TIPE3SHTAINHA AJIs TOKIaaa (TpeOoBaHus M0 0(hOPMIICHHIO MTPE3eHTANN
yKa3aHbl HIKe B pazjene «[IpakTuueckne 3aHATH):

- opopmIIEHUE MPE3EHTAINHU TIOJTHOCTHIO COOTBETCTBYET TpeOOBaHMUIM — 2 0ajia;

- TpeboBanus 10 0OQOPMIICHHIO IPE3CHTAIMN YaCTUYHO HE BHIMOIHEHBI — 1 Oa;

- o(hopMIICHHE TIPE3CHTAIMH HE COOTBETCTBYET TpeOoBaHusM — () OalioB;

2. 3HaHUE MaTepuania:

- CofIep)KaHUe MaTepraja PacKphITO B IMTOJHOM 00BeMe, TPELyCMOTPEHHOM IPOrpaMMOit
JMUCLIUIUIMHEI — 2 0aia;

- cofIep)KaHUe MaTeprala PacKpbITO HEMOIHO, IOKa3aHo o0Iiee IIOHNMaHue BOIIpoca,
JOCTAaTOYHOE JUIS TATBHEHIET0 N3y4eHus IPOrpaMMHOT0 MaTtepurana — 1 6amr;

- HE PaCKPBITO OCHOBHOE CojiepikaHne yueOHoro marepuaia — 0 0ayuios;

3. IocnenoBaTenbHOCTD U3I0KEHUSL:

- CoZIep)KaHUe MaTepraia PacKphITO MOCIEJOBATEIBHO, JOCTATOYHO XOPOIIO MPOIyMaHO — 2
Oaina;

- TIOCJIEIOBAaTENFHOCTD M3JI0KEHUS MaTepralia HeJIoCTaTOYHO MpojayMaHa — 1 Gai;

- MyTaHWIA B U3JI0KeHUU Marepuaina — 0 6aios;

4. BrajeHue peubto U TEPMUHOJIOTHEN:

- MaTepuaj U3JI0KEH TPAMOTHBIM SI3bIKOM, C TOYHBIM HCITOJIB30BAHUEM TEPMHUHOJIOTHH — 2 Oaiia;
- B UJIOKEHUH MaTeprana UMeJIHCh 3aTPyTHEHUS 1 JOMYIIeHbI OITMOKH B OTPE/ICICHUH TOHATHH
Y B VICTIOJIb30BaHUY TEPMHUHOJIOTHH — | Oat;

- IONYIIEHbI OIMOKY B ONpe/IeIeHUH MOHATHI — 0 0aIlIoB;

5. IlpuMeHeHne KOHKPETHBIX IIPUMEPOB:

- IOKa3aHO YMEHHUE WILTIOCTPUPOBATH MaTeprall KOHKPETHBIMHU NPUMEpaMu — 2 Oaa;

- IpUBEICHUE TPUMEPOB BBI3BIBACT 3aTpyAHEHHE — | Oasut;

- HEyMEHHE TIPUBOANTH IPUMEPHI IPH 00bsICHEHNN MaTeprana — () 6ayioB.

HToroBas OIieHKa BBICTABJISCTCS MO IIKAJEC «3aUTCHO-HE 3aUTCHOY
«3aureno (2 6ayna)» - 6-10 O6amioB
«He 3auteno (0 6amior)» - 0-5 6auior

HaunMmeHoBaHHe
OIIEHOYHOI0
cpeacTraa

Otuer no npakTu4yeckoi padore (OIIP)

IIpencraBnenue u
collepykaHue
OIICHOYHBIX
MaTepHaIoB

3aIIaHI/I}I MMPpEACTABJICHBI B MECTOANYCCKHX YKAa3aHUAX K IIPAKTUYCCKUM pa60TaM.




Kputepuu onenku u
IIKaJIa OLlCHUBAHUSA
B Oarax

OrneHuBaeTCs MO IIKAJIE «3a4TEHO-HE 3a4TEHOY
«3aurenoy - 2 Oaiuta
«He 3aureno» - 0 6ayuioB

Pabora 3acunTeIBaeTCS MPH yCIOBUH:
1. OdopmieHus oTdeTa o MPAKTHIESCKOH paboTe COTIacHO TPEOOBAHMSIM, YCTAHOBJICHHBIM B
METOIUUYECKHUX YKa3aHUIX
2. OnwucaHus pe3yJIbTaTOB BHIMOJHEHUSI OCTABICHHBIX 3a/1a4 C MPUKPEIUICHUEM MOITBEPIKIAOIINX
CKpPUHIIIOTOB, PacUeTOB, TAOJIHII, THarpaMM, (HaiioB
Hanuuus oTBeTOB Ha KOHTPOJILHBIC BOIPOCHI 110 TEMATHUKE MPAKTHUYECKOM PabOThI

4, O[[CHO‘leIe MaTepHualbl l'[pOMe)KyTO‘lHOﬁ arrecranmmu

HaunmenoBanue
OLIEHOYHOI'0
cpeacrsa

IK3aMeH B popmMe KOMIBITEPHOI0 TECTUPOBAHUS

[IpencraBnenue u
coJiep>KaHue
OLICHOYHBIX
MaTepuasoB

Crynent aBropusyercs Ha rmiomanke LMS Moodle, BeiOupaer Kypc, CO3MaHHBIN IS
OCBOCHHMS TaHHOW JAuCHUIUIMHBL. Kypce comepkut 6ank TecToBbiX 3amanuid (bT3) uz 200
BOIIPOCOB, BKJIIOYAIOIINUX TEOPETHUUECKHUE BOIPOCHI U MpaKTUUYECKue 3a1auu. MToroBslii
TECT pa3ZeiieH Ha JIBE YacTU: TEOPETUYECKYIO U INpaKTUYeCcKyro. Teopernueckas 4acThb
cosiepkuT 60 TeopeTHYecKHX BOINPOCOB, BBIOMpPAEMBbIX cilydaiHbIM obOpazom u3 bT3,
OXBaThIBAIOIIMX BCE pa3feiibl NJUCLUUIUIMHBL. BpeMsi BBIIOIHEHNS TEOPETUYECKONW YacTH
tecta coctaBisieT 40 MunyT. [IpakTudeckas 4yacth cocTOUT U3 10 MpakTUYECKUX 3aaHuH,
BbIOMpaeMbIX cilydailHbIM o0pa3zoMm u3 BT3. Bpems BbINOIHEHUS NMPaKTHYECKOW YacTH
TecTa cocTaBisieT 40 MUHYT.

IIpuMepsl TECTOBBIX 3a1aHMM MPEACTaBIEHBI B pasjaeine «TecTo»

[IpuMepsl IpakTUYECKUX 3a0aHUN:
1. aHo:
- IOITyCTHMAas BEPOATHOCTH O00pa Mapostst 3noyMeinuieHHuKoM 0,0277972
- CKOpOCTh ToA0O0pa mapoJis 3710yMbIIUIEeHHIKOM 493 maposeii(-s1) B MUHYTY
- CpOK JeiicTBus naposst 17 gHew(-s1)
- MOILIHOCTH asihaBuTa napoist 49 cuMBOJIOB
Haiiti niuHy mapossi, COOTBETCTBYIOIIYIO 33JaHHBIM YCIIOBHSIM.
2. Jano:
- IONYCTUMasi BEPOSATHOCTH 110100pa napodst 3noymbinuieHHrKoM 0,0000148
- CKOPOCTh TOA00pa MapoJis 3IMOYMBILIEHHHKOM 493 maposeii(-1is,-71b) B MUHYTY
- CpOK JeiicTBus napost 1 Heaenb(-51, -1)
- MOILIHOCTH asihaBuTa napoist 49 cUMBOJIOB
Haiitu:
- JUIAHY TIapoJisi, COOTBETCTBYIONIYTO 3aIaHHBIM yCIIOBHSIM.
OTBeT NOIKEH OBITH IEIBIM YHCIIOM.
3. Jlan 3ammdpoBaHHbIil TEKCT "OIBYSTHBUBTTHA"
Kakoe kiitoueBoe c10Bo OBUIO MCTIONIB30BAHO, €CITH UCXOHBIN TeKCT "ayTeHTrdukanus'".
4. Ammca niepeana boOy oTkpseIThIi KiTF04 (7,143). bob oTBeTHN Anrce 3amudpOoBaHHBIM
coobmenuem "135".
EBa nmepexBartuia cooOIeHre U MPOU3BEa Ha HETO YCIEIIHYIO aTaKy.
Hammmmre B kadecTBe 0TBeTa HCXOMHOE coobmenne boba (dncio 6e3 KaBbIueK).
5. bo6 momyuwnn ot Anuce! Tpu uucna: p =19, g =15, A = 6. bo0 BeIOpaI CBO# 3aKpPHITHIN KITIOU b
=7 u oTnpaBuil Anice OTKPBITHIN KITto4 B, a Taxke paccunTan oOumii cekpeTHbli Kiro4 K.
Paccuwnraiite B u K.
OtgeT 3anumuTe 6e3 MpoOeIoB YMCIaMu uepes 3amsaTyio B ¢popmare: B,K




Kpurepun onenku
U IIKaja

Ilo pe3ynbraTaM KOMITBIOTEPHOTO TECTHPOBAHUS BBICTABIsETCA MakcuMmanbHo 40 Oamnos: 30
0atoB 3a Teopernyeckyto yactb (0,5 Ganmna 3a mpaBWIbHBINA OTBET Ha | 3aganue), 10 GamnoB 3a

OLICHVUBAaHUA MmpakTU4decKyo 4dacth (1 Oamm 3a mpaBWiIBHBIA OTBeT Ha | 3amanue). MToroBas oIleHKa IO

B Oajtax JUCITUILTAHE MPEICTaBIsIeT cO00M cyMMy 13 0aJlIOB, IOJYYCHHBIX B TCUCHUU CEMECTpa U 0aJlioB,
MOJTYYCHHBIX HAa KOMIIBIOTEPHOM TECTUPOBAHHHU.

HauMenoBanue |Jk3aMeH B (hopMe YCTHOTO coGeceqoBaHus

OLICHOYHOI'0

cpeacTsa

[Ipencrasnenue u
coJiepXaHue
OLIEHOYHBIX
MaTepHaoB

O1neHOYHbIE MaTepUalibl, BRIHECCHHBIC HA HSK3aMCH, COCTOSAT U3 3K3aMEHAIIMOHHBIX OWJICTOB.
[Ipumeps! HK3aMEHAITMOHHBIX BOIIPOCOB.

Bonpocsl 6a30B0ro ypoBHst

. OcHOBHBIE TOHATHUS HHPOPMALMOHHON 0€30MaCHOCTH U 3aIUTHl HHPOPMALIUH
. YTpo3sl nHpOPMAIIMOHHON 0€30M1aCHOCTH

. YTPO3BI U YA3BUMOCTH OECIIPOBOTHBIX ceTei

. OCHOBHBIE MTOHATHS MOJUTHKH OE3011aCHOCTH

. CTpyKTypa MOJUTHKN O€30IIaCHOCTH OpraHM3alUH

. Ponb cTtarmapToB nHPOpMAIMOHHOH 0€30MaCHOCTH

. CUMMeTpHYHBIE KPUNITOCUCTEMBI IH(QPOBAHUS

0N NN bW

. OcHOBHBIE PEKUMBI paOOTHI GJIOYHOTO CHMMETPHYHOIO aJlrOpPUTMa

9. OcobeHHOCTH MPUMEHEHUS aJITOPUTMOB CHMMETPHYHOTO MH(PPOBaHUS

10. AcuMMeTprYHBIE KPUITOCUCTEMBI UG POBAHUS

11. ®yHKIUU X3MUPOBAHUS

12. DnekTpoHHas 1TU(POBast MOAMUCH

13. YnpaBnenne KpUNTOKIIOYaMU

14. AyreHTudukanys, aBTOpu3aIis U aIMUHACTPUPOBAHUE JICHCTBUI MONB30BaTENICH
15. KomOnHMpOBaHHBIE CUCTEMBI MACHTH(GHUKALUK U ayTeHTU(PHUKALIUT

Bonpocsl /U1 MpOABUHYTOTO M BBICOKOTO YPOBHS TNpEACTaBIeHB B pasnene «Bompockl mms
MOJTrOTOBKH K 3K3aMEHY, IPOBOJIMMOI0 B YCTHOU (hopMe»

Kputepuu oneHku
1 1IKaJia
OLICHUBAHHUS

B Oayutax

Crynent BblOupaeT OwieT, cojaepkamuii 3 Bompoca W3 0a30BOTO0 W IMPOJABHHYTOTO YPOBHS,
BOIIPOCHI BBICOKOTO YPOBHS 33Jal0TCSl JIOMOJHHUTENBbHO (YCTHO NpH cobecenoBaHuu). bumers
(GopMUPYIOTCSL TIpeIoiaBaTesieM Iepell 3aueTHO-3K3aMeHAIlMOHHOW ceccueil. Ilo pesynbraTtam
OTBETOB Ha MPOMEXYTOUYHOW aTTECTAIIMH BBICTABISIETCS MakcHMaibHO 40 OajsioB: MPH IOJTHOM
oTBeTe Ha Bompoc 0a30Boro ypoBHs — 10 OamioB, 6a30BOro M MpPOABHHYTOro — 25 0aios;
6a30BOr0, MPOJBUHYTOTO M BEICOKOTO — 40 6aiioB. B cirydae HEMOMHBIX OTBETOB MO OHMIIETY WU
CIOPHOM OLIEHKH 3aJar0TCsl IOTIOJIHUTEIbHBIE BOIIPOCH! U3 OOILEro Crucka (BHE 3aBUCHMOCTH OT
YPOBHA OCBOCHHMSI) IO YCMOTPEHHIO Npenoiasatesisi. IToroBas oLeHKa IO JUCLHUIUIMHE
npezicTaBiIsieT co00it cymMmmy U3 0aIJIOB, TIONYYEHHBIX B TEUSHHH CEMECTpa 1 0AJUIOB TMOTY4YEeHHBIX
Ha MMPOMEKYTOYHOHN aTTeCTalUH.

TecTbI

Huxe INPUBCACHLI TCCTOBBLIC 3aJaHKA, KOTOPBLIC HCIIOJB3YIOTCA I TCKYILICIO KOHTPOJIA,

CIPYIIIMPOBAHHLIC 110 pasaciiaM JUCHUIIJIMHBI U TUITY

1. OcHOBHBIE
0€30MaACHOCTH

NMOHATHS M  HOPMATHBHO-NpaBoBass 0a3a uHGOPMANUOHHON



Tecmosvie 3a0anus ¢ 6bl60p0]l/l eOUHCMBEHHO20 npasuibHoc0 omeemada.

1.1 3amumieHHOCTh HHMOpPMAMU OT HE3aKOHHOTO O3HAKOMIICHMS, NpeoO0pa3oBaHUs WU
YHUUTOXKEHUS, a TaKXkKe 3alUIIeHHOCTh HH()OPMAIMOHHBIX PECYPCOB OT BO3JEHCTBHIA,
HAIPAaBJICHHBIX HAa HapyIIEHUE UX pab0TOCTIOCOOHOCTH - 3TO

a) mHpopManroHHas 0€30IaCHOCTh

b) 3amura naopmanuu

C) WHTEpHET-0e3011acHOCTh

d) pasrpanmdenue nocryna Kk nHGOpMAIHH
€) MoJMTHKA O€30MaCHOCTH HH(GOPMAIHH

1.2 BO3MOKHOCTB 32 IPUEMIIEMOE BPEMSI ITOTYUUTh TPEOyeMyto HHGOPMAITHOHHYIO YCIYTY - 3TO

f) nmocrymHOCTB

g) KOH(MUICHIMATLHOCTD
h) mesocTHOCTH

1) ameKBaTHOCTH

J) HeEoTKa3zyemMocTh

1.3 AKTyanbHOCTb ¥ HEMPOTHUBOPEYUBOCTH MH(OPMALINH, €€ 3AIMUIICHHOCTh OT Pa3pyIICHUS U
HECAHKIIMOHUPOBAHHOTO U3MEHEHUS - 3TO

a) LEeIOCTHOCTh

b) moctymHOCTH

C) KOH(MUIACHIMAILHOCTD
d) HeoTKkazyemocCTh

€) aJeKBaTHOCTh

1.4 Craryc, npenoctaBieHHbI HTHHOPMALIMK U ONPEAEIISIIONINI TPeOyEeMYI0 CTENEHb €€ 3aIUThI

a) KOH(MUICHIMAILHOCTD
b) momaMHHOCTH

C) ayTeHTHUYHOCTb

d) menoctHOCTB

1.5 CrocoOHOCTh YJIOCTOBEPSITH MMEBIIIEE MECTO JICUCTBHE WM COOBITHE TakK, YTOOBI ITH
COOBITHS WM JICHCTBUSI HE MOTJIA OBITH IT03)KE OTBEPTHYTHI

d) HEOTKa3yeMOCTb
b) momMHHOCTH
C) ayTeHTHYHOCTH
d) amexBaTHOCTH
€) LEeIOCTHOCTh

1.6 CBoiicTBO, rapaHTUPYIOILEE, UTO CYyOBEKT WIH PECYPC UIICHTUYHBI 3asBICHHOMY



a) MOJJUHHOCTD

b) mocrymHOCTH

C) HEOTKa3yeMOCTh

d) xoH(pUIEHIMATEHOCTD
€) LEJIOCTHOCTD

1.7 TlaccuBHBIE KOMIIOHEHTHl HH(POPMAIIMOHHOW CUCTEMBI, XpaHsSIIHe, NPUHUMAIOIINE WU
nepenaronie uHGOpMaluio

a) OOBEKTHI CHCTEMBI

b) cyOBEKTBI CHCTEMBI

C) y3JBI CUCTEMBI

d) mosip30BaTEIN CUCTEMBI

1.8 CoBOKYMHOCTh YCJOBHMI WM JCUCTBUN, CO3JAIONIMX IMOTCHIMAIBHYI0 WJIA peaTbHO
CYILLECTBYIOIIYIO ONACHOCTh HapyLIEHHs 0€301aCHOCTH MH(POPMALUH

a) yrposa 06e30macHOCTH UH(POPMAIIUN

b) puck 6e3omacHOCTH HHBOPMAITHH

C) ysA3BHMOCTH 0€30MaCHOCTH HH(MOpMALIUH
d) araka Ha MH(GOPMAIMOHHBIC PECYPCHI

1.9 CgoiictBo MH(POPMAIMOHHON CHCTEMBI, OOYCIOBJIMBAIOIIEE BO3MOXHOCThH peaTu3aIiU
yIrpo3sl 0e30macHOCTH 00padaTbiBaeMoi B Hel nH(popMarmu

a) ySI3BUMOCTh 0€30MacHOCTH HH(POpMAITUH

b) yrposa Ge3omacHocTy HHpOPMAITUH

C) puck nHGOPMAIIMOHHON 0€30MaCHOCTH

d) araka Ha KOMIBIOTEPHYIO CHCTEMY

€) MHIMICHT HHPOPMAIIMOHHOMN 0€30MacHOCTH

1.10 [esaTensHOCTh MO  MNPEAOTBPALIEHUIO  YTEYKHA  3aluinaeMod  uHbopmaimw,
HECAHKIIMOHUPOBAHHBIX M HEMPEIHAMEPEHHBIX BO3JACHCTBUI Ha 3allUINAaeMy0 HHGOPMAIIUIO -
9TO

a) 3ammrTa HHPOPMaIuu

b) unbopMalmoHHas 6€30MaCHOCTh

C) ympaBieHHE 0€30IacCHOCTHIO HH(OPMAIIUN

d) menemxMeHT HHGOPMAIHOHHOMN 0€30IaCHOCTH

1.11 TexHuueckoe, MporpaMMHOE CPEACTBO, BELIECTBO U/WIIK MaTepHall, IpelHa3HAYCHHbIE WU
MCIIOJIb3yeMbIe JIs 3anuThl nHpopmaruu (31)

a) cpencrso 3U

b) mepa 31

C) uHctpymeHT 3U
d) ycrpoiicrBo 31



e)

cnoco0 31

1.12 Tlopsaok u mpaBuja MNPUMEHEHHS] OMNPENENICHHbIX NPUHIIMIOB U CPEACTB 3alllUuThl

unpopmaruu (31)

a)
b)
c)
d)
e)

croco6 31
TexHoJiorus 31
npuem 31U
cpeactro 31
TakTukKa 31

Tecmosvie 3a0anus ¢ HECKOIbKUMU 803MONCHbIMU npasuibHbIMU OMBEMaMU.

1.13 Kakue u3 nepeynciaeHHbIX KOMIIOHEHTOB HH(OPMAIIMOHHON CUCTEMBI MOTYT BBICTYIIATh B

posii CyOBEeKTOB?

a)
b)
c)
d)
e)

NOJIb30BATEIN
AKTUBHBIE TTPOTPAMMBI
MIPOIIECCHI

JIMHUM Tiepeadun uHpopmauu
KOMMYTAIMOHHOE 000pY/I0BaHKE

1.14 Cpeaun nepedrciI€HHbIX BUJIOB HapyluTened HHGOPMAIIMOHHON 0€30MacHOCTH BhIOEpUTE
BHEIIHUX napymmrenen

a)

b)

c)
d)

e)
f)

Pa3pa®oTurky, MpPOU3BOAUTENM, TOCTABIIMKKA MPOrPAMMHBIX, TEXHUYECKUX U
MIPOTrPaMMHO-TEXHUYECKUX CPEJICTB

briBIIME paOOTHUKH

Konkypupyronme opranuzannu

JIuua, npuBIEKaeMble N1 YCTAaHOBKHU, HAJIAJIKU, MOHTaXa, IIyCKOHAIaJOYHbIX W HUHBIX
BUJIOB pabOT

[Tonp3oBaTen HHPOPMAITMOHHON CHCTEMBI

AMUHUCTpATOPBI UHGOPMAITMOHHON CUCTEMBI U aIMUHUCTPATOPhI O€30TaCHOCTH

1.15 Cpenu nepedrcIeHHBIX BUIOB HapyIIHUTeled NHGHOPMAIIMOHHON 0€301MacHOCTH BHIOSPHUTE
BHYTPEHHUX napymurenei

a)
b)

c)

d)
e)

1.16

AMUHUCTpATOPBI HHPOPMAITMOHHON CHCTEMBI U aJIMUHUCTPATOPHI O€30MTACHOCTH
[Tonp3oBaTen HHPOPMAITMOHHON CHCTEMBI

Jluua, mpuBIeKaeMble NI YCTAaHOBKH, HAJIaJIKHM, MOHTaXa, MMyCKOHAJIAJ0UYHbIX U HUHBIX
BUJIOB paboT

[IpecTynHble rpynmbl (KpUMHUHAIBHBIE CTPYKTYPBI)

briBme paboTHUKH (TTOTH30BATENH )

Cpean mnepeyuciaeHHbIX IeJedl (MOTHUBAIMM) peadu3alud yrpo3 0e30MacHOCTH

uH(poOpMaIMK BBIOEPUTE BO3MOXKHBIC 1I€TTH, KOTOpPbIE XapakTEPHbI JJISl MPECTYHMHBIX TPYIII

(KpUMHHAJIBHBIX CTPYKTYD)



a) IlpuyrHEeHUE UMYIIECTBEHHOTO yIiepOa MyTeM MOIICHHUYECTBA UIIM WHBIM MPECTYIHBIM
IIyTEM.

b) BeisBicHHE YSA3BUMOCTEH € MEIBI0 UX JATbHEHIIICH MPOIaXKH U TOJTyICHUsT (PHHAHCOBOM
BBITOJIbI

¢) Wneonornveckue Uiy MOJTUTHISCKAE MOTHBBI

d) JIro0OmBITCTBO WIIH JKEJIAHUE CaMOpeaIn3aliy (ITOITBEPIKIACHUE CTAaTyCa).

e) Jlecrabunm3anus AeSITEIPHOCTH OPTaHOB TOCYAaPCTBEHHON BIACTH, OpTraHU3aIHi

1.17 Cpenu mepevyuCICHHbIX Ieed (MOTHBAllMM) pealn3aluu  yrpo3 0e30MacHOCTH
MHPOpPMAIIUU BBHIOCPUTE BO3MOXKHBIE IIEJH, KOTOPBIE XapaKTEPHBI IS TEPPOPUCTHUECKUX,
AKCTPEMHUCTCKHUX TPYIITUPOBOK

a) Hamecenue ymiep6a rocy1apcTBy, OTAEIBHBIM €ro cepaM IesITeTbHOCTH HWIIH CEKTOpaM
SKOHOMHKH.

b) CoBepiiieHue TeppOPUCTHYCCKUX aKTOB

C) Uneonorndyeckue WM MOIUTUIECKAE MOTUBBI

d) Jecrabumm3anus 1eITeIbHOCTH OPraHOB TOCYIapCTBEHHON BIIACTH, OPTaHU3aIMi

e) JIx0OOMIBITCTBO MK JKETaHUe caMopeann3aliy (TIOATBEPKICHUE CTaTyCa).

1.18 Cpenu TmepednCICHHBIX TIieNed (MOTHMBAlMM) peaM3allid  yrpo3 Oe30MacHOCTH
uH(pOpMauu BBHIOEPUTE BO3MOXKHBIE LIETH, KOTOPBIE XAPAKTEPHBI AJid ObIBIIMX PaOOTHUKOB
(monp3oBarenei)

a) IlpuuyrHEeHHE UMYIIIECTBEHHOIO yIiepOa MmyTeM MOIICHHHYECTBA UIIH HHBIM MIPECTYITHBIM
myTeM

b) Mecth 3a paHee COBEpIIICHHBIC ACHCTBUS

¢) HempennamepeHHbIC, HEOCTOPOXKHBIE WIIM HEKBATU(UIIUPOBAHHBIEC ICHCTBHUS

d) Uneonoruyeckue UM MOJIUTHIECKAE MOTHBBI.

1.19 Cpenu nepeurcaeHHBIX BUAOB HAPYITUTENIEH BEIOEpUTE HAPYIIUTENEH ¢ 0a30BBIM (HU3KUM)
MOTEHITMAJIOM  HAIMaJeHUs TpU peanu3anud  yrpo3 0Oe3omacHOCTH  HWHGOpMAIMM B
MH(}OpPMAITMOHHOW cUCTEME

a) BHEIIHHE CYOBEKTHI ((PU3UUECKUE JINIA)

b) nmuma, obecrneunBarone (GYHKIHMOHUPOBAHWE HWH(POPMAIMOHHBIX CHUCTEM WM
o0cTyKUBAIOIUX HHPPACTPYKTYPY OmepaTopa

C) MOJIb30BaTEIM HH(POPMAIIMOHHONW CHCTEMBI

d) auma, mpuBiekaeMble I YCTAaHOBKH, HaJlaJKH, MOHTaXKa, MyCKOHAJAJIO0YHBIX U HHBIX
pabot

€) aJAMHUHUCTPATOPHI HHOOPMAITMOHHOW CHCTEMBI U aIMUHHCTPATOPHI OE30MaCHOCTH

f) paspaboTumky, TPOU3BOAWTENN, IOCTABIIUKA TMPOTPAMMHBIX, TEXHHYECKUX U
IPOrPaMMHO-TEXHHUECKHUX CPEICTB



1.20 Cpenu mnepeyucieHHBIX BHUJOB HapylIuTelaed BbIOepUTE HapyluTened ¢ 0a30BbIM
MOBBIIICHHBIM (CPEAHUM) TOTCHIIMAJIOM HAMaJCHUS TPH pealu3alii yrpo3 0e30MacHOCTH
nHpOpMaIMU B MHPOPMAITMOHHOHN crcTeMe

d) TeppOPHCTUYECKUE, IKCTPEMHUCTCKHE TPYIITUPOBKU

b) mpectymnHbIe rpynmbl (KPUMUHAIBHBIE CTPYKTYPHI

C) KOHKYPHPYIOIINE OpraHU3aIiu

d) pa3paboTumku, TPOU3BOAUTENM, TIOCTABIIMKH TPOTPAMMHBIX, TEXHHUYECKUX U
IPOTrPaMMHO-TEXHUYECKHUX CPE/ICTB

e) aIMHHUCTPATOpPhl MHPOPMAIIMOHHOW CUCTEMBI M aIMUHICTPATOPHI 0€30MaCHOCTH

f) cnenmanpHBIE CITy)OBI HHOCTPAHHBIX TOCYAAPCTB (OJIOKOB TOCYIapCTB)

Tecmoegvie 3a0anusi omxkpulmou hopmwi'

1.21 Uudopmanus, uiam HOCUTENb HHGOPMALIH, WK HH(OPMALIMOHHBIH MTPOLIECC, B OTHOIICHUH
KOTOPOro HEOOXOAMMO O0OecleynBaTh 3alUTy B COOTBETCTBUU C IOCTaBJICHHOHN LENBIO
3alUThl UHPOPMAIUH - 3TO (1Ba cioBa uepe3 mpoden)

1.22 Jlvma, HE HWMEIONIME TpaBa AOCTyNa K WHGOPMAIMOHHON CHCTEME, €€ OTICIbHBIM
KOMIIOHEHTaM M peaju3yIole yrpo3bl 0Oe30MacHOCTH MHGOpMAlMu H3-3a TpaHMUIl
MH()OPMATMOHHOW CUCTEMBI - 3TO HapyIIUTENN

1.23 JIuna, nMerorue mpaBo MOCTOSHHOTO WIIM Pa30BOT0 JOCTYIIa K MHPOPMAITMOHHOM CHCTEME,
€¢ OTJICIIbHBIM KOMITOHEHTaM - 3TO HAPYIITUTETH

Tecmosvie 3a0anus na YCmAaHoeneHue coomeemcecmeust.

1.24 YcTaHOBUTE COOTBETCTBUE MEXK/Ty TIOHATHUSIMH U ONPEICTICHUSIMU:

1) mpouenypa pacro3HaBaHHS CyOBEKTa a) aKTUBAIHS
0 €r0 WACHTU(PHUKATOPY b) Bepudumkamnus

2) TpoBEpKa TMOJJIMHHOCTH CYyOBEKTa C C) aBTOpH3AIHs
JTAHHBIM HICHTH(PUKATOPOM d) maeHTndukaus

3) mpouenypa IIPEOCTABIICHUS e) ayreHTHUKaUs
3aKOHHOMY  CyOBEKTy,  YCHEIIHO

OpOIIEANIeMY  UJICHTU(DUKAIUIO |
ayTeHTU(PUKAIIUIO, COOTBETCTBYIOIINX
MMOJJHOMOYMI W JIOCTYIHBIX PECYPCOB
CUCTEMBI

1.25 YcTaHoBUTE COOTBETCTBHE MEXKIY CITOCOOOM 3alTUThl MH(DOPMAITUN ¥ IPUMEHSIEMBIMH TSI
€ro pealin3allii CPeICTBAMH 3aIUThl HH(OPMALIHH

1) permameHTaIus a) 3akoHOjaTeNnbHbIC cpencTBa 31
2) moOyskeHue b) Opranuzamuonnsie cpeactsa 31
3) ympaBiieHHE JOCTYIIOM C) MopansHO-3THYECKHE cpencTBa 3U

d) Iporpammusie cpeacta 31
e) Texumueckue cpencrsa 3U



1.26 YcraHoBUTE COOTBETCTBUE MEXKAY CIIOCOOOM 3alIMThl MHOOPMALUKM U IPUMEHSIEMBIMU IS
€ro peain3aIiiy CPpeICTBAMHI 3aIIUTHl HHHOPMAIIHH:

3akoHoaTenbHbIe cpencTBa 3U
Opranu3zanmonseie cpeacrea 3U
MopansHO-3THUECKHE cpeacTBa 31
[Iporpammusie cpeacrsa 31U
Texuuueckue cpeacra 31

1) npuHyXIeHHe
2) MacKHpOBKa
3) mpensITCTBHS

®o0 o

1.27 Yrpo3sl 6e30macHOCTH HHPOPMAIIMH MOTYT OBITh PEaTM30BaHbl HAPYIIUTEISIMH 33 CUET
HCJI w/unu Bo3aeicTBUs Ha 0OBEKTHI pa3HbIX YpOBHEH (QYHKIIMOHUPOBAHUS WH()OPMAIIHOHHOM
CUCTEMBI. Y CTAaHOBUTE COOTBETCTBUE MEXKIY YPOBHAMH U UX OOBEKTAMH.

1) anmapatHbIif ypOBEHb a) MHKpOIpOrpaMMbl, «IPOIIUTHIE» B
2) OOIIeCUCTEMHBIH YPOBEHD YHUIICETAX

3) mpHKIaaIHON YPOBEHD b) OnepaimoHHBIEC CHCTEMBI

4) ceTeBOil yPOBEHb C) MairHHbIC HOCUTEIN HH(POPMAIIUN

d) CereBoe obopymoBaHue
e) BeO-npuioxkeHue

Tecmosvie 3a0anus na YCmaHoeleHue nocne0o8amelbHOCmu

1.28 VkaxxuTe 1Mociaen0BaTeIbHOCTh ATAMOB pealn3aluy MpeIHaMEePEHHBIX YTPO3 0€30IaCHOCTH
nHpopmaruu. OTBET 3alUIINTE B BUJIE TTOCIICIOBATEIFHOCTH OyKB

a) coop mHPOpManuu 00 MHPOPMAMOHHOW CHCTEME, €€ CTPYKTYPHO-(YHKIIMOHAIBHBIX
XapaKTEPUCTUKAX, YCIOBUIX (DYHKIITMOHUPOBAHUS

b) BEIOOD (pa3paboTka, MpHOOPETEHHE) METOIOB M CPEICTB, HCIIOIb3YEMbIX IS peaTr3aliu
yrpo3 Oe3omacHocTd uWHGMOpManuu B HHGOPMAIMOHHON CHCTEME C 3aJlaHHBIMU
CTPYKTYPHO-(DYHKITMOHAIbHBIMU XapaKTEPUCTUKAMU U YCIOBUSMHU (DYHKIIMOHUPOBAHUS

C) MPOHUKHOBEHHE B MH(POPMAIHOHHYIO CUCTEMY

d) 3akpereHue B MHGOPMAIIMOHHOM CHCTEME

€) peaiu3aiys HEIPAaBOMEPHBIX JIEHCTBUI

f) ycrpaHeHue mNpHU3HAKOB M CIICJAOB HEMPABOMEPHBIX NCHCTBUH B HH(POPMAIMOHHOM
CUCTEME

3. Mepsbl u cpeacrBa 3amuThl uHpopmanun. Kpuntorpadpuueckue cpeacrBa 3alllUThI
uapopmanmnu (KC3HN)

Tecmoeble 3a0anus ¢ 6bl60p0]|/l eOUHCMBEHHO20 npasuibHo2co omeema



3.1 Yto Takoe kpunrorpamma?

a) MmH(PPOTEKCT

b) ucXomHbBIN TEKCT COOOIICHHMS
C) anroput™ mmdpoBaHUs

d) nesundopmanus

3.2 COBOKYMHOCTb MPOLEAYP U MPaBUI KpUNTOTpaPUUecKux mpeodpazoBaHui, UCTIOIb3YEMbIX
JUIsE 3alIM(pPOBBIBaHUS U paciiuPpoBbIBaHUS HMH(OpPMAIMU MO KIIOUY UG POBAHUS

a) mmdp

b) anroputm

C) KpHITOoCHCTEMA
d) xemmpoBaHue

3.3 Ilpomecc pacmmdpoBanus 3akpbiToii HHGOpMauKH O0€3 3HAHUS KIIF0Ya M, BO3MOXHO, TIPH
OTCYTCTBHH CBEJICHUI 00 alTOpUTME MUPPOBAHUSI.

a) KpHUIITOAHAIHU3
b) xpunronorus

C) xpunrorpadus
d) xemmpoBaHue
e) creraHorpadus

3.4 MeTon KpUNTO3AIIMTHI, TPEACTABIAIOMNUNA COO0H KOHTPOJIBHOE  TIpeoOpa3oBaHUE
uHbopmanuu: u3 TAHHBIX HEOTPAaHUYEHHOTO pa3Mepa IyTeM  BBINOJHEHUS
Kpunrorpadguuecknux MnpeoOpa3oBaHUl BBIYUCISIETCS JalkecT (UKCUPOBAHHOW JIJTMHBI,
OJTHO3HAYHO COOTBETCTBYIOIIEE HCXOIHBIM JTaHHBIM

a) XelIMpOBaHUE

b) kpunroananus

C) creraHorpadus

d) snexkTpoHHAs MOAMKCH
e) ayreHTH(HKAIHS

3.5 C nmoMo11p10 Kakoro MexaHn3mMa 00ecrnednBaeTCs IE0CTHOCTh IAHHBIX TP CHMMETPUYHOM
muppoBaHUU

a) UMHUTONPHUCTAaBKa

b) cxarme

C) KOAMPOBaHHUE

d) acummerpuyHOe mUppOBaHUE

3.6 Kako#i Meton moctpoeHusi 6JI0YHBIX MIU(POB MOJIO0KEH B OCHOBY CTaHaapTa Mu(poBaHUs
DES

a) Cerp DeiicTens



b) IToxcTaHOBOYHO-TIEPECTAHOBOYHAS CETh
c) Anroputm SQUARE
d) SP-cetn

3.7 Kakoii u3 nepeuucieHHbIx pexxuMoB padotsl DES Hanbosnee moaBepkeH arakaM HapyIIeHUs
IIEJIOCTHOCTH (C yAQJICHUSIMU U BCTaBKaMM )

a) ECB
b) CBC
c) CFB
d) OFB

3.8 Kakoii u3 mepedncieHHBIX PEXUMOB paboThl anroputma mudppoBanus DES nambonee
3alUIIEH OT aTak Ha HapylIeHHE LEJIOCTHOCTH MepeaaBacMbIX 3alIM(PpOBaHHBIX COOOLIECHUM

a) CBC
b) ECB
c) CFB
d) OFB

3.9 Ucnonp30BaHne KakoTro 3JieMeHTa B Takux pexkumax padbotsl DES, kak CBC, CFB nmo3Bosnsier
NOJTy4YaTh pa3HbIC Pe3yJIbTaThl MU(POBAHUS C UCTIOIB30BAHUEM OJIHOTO M TOTO )K€ CEKPETHOTO
KJIroua’?

a) BEKTOp MHHIIHAIA3AINN
b) HOmMOMHUTENBHBIN KITIOY
C) JOIOJHHUTEILHBINA PayH/I
d) S-box
e) P-box

3.10 Kakoiif MeToJ1 moCcTpoeHUs OJIOYHBIX MHU(PPOB MOJOKEH B OCHOBY CTaHAapTa MG POBaAHUS
AES

a) IOJCTAaHOBOYHO-IIEPECTAHOBOYHAS CETh
b) cerr DeticTens

C) METOa raMMHPOBaHUS

d) Merox mepemenuBaHus OMTOB

3.11 B ocHOBY Kpunrorpadguueckoil CUCTEMbI C OTKPHITHIM KiItouoM RSA nonoxxena

d) CIIO)KHOCTB 33/1a4¥l PA3JI0KEHUSI Ha TPOCThIE MHOXHUTEIH MPOU3BEACHUS JIBYX OOJBIINX
IIPOCTBIX YUCET

D) crmokHOCTB 331a4YM JIEIEHUS C OCTATKOM MPOU3BEICHHS BYX OOJIBIINX MPOCTHIX YHCEI

C) CIOXHOCTb 33/1a4H BO3BEJICHHS B CTEIICHb OOJIBIINX MPOCTBIX YHCET

d) croxxHOCTB 3a7auu orapu(HMUPOBAHUS TPOU3BEICHHS ABYX OOJBIINX MPOCTHIX YUCEI



3.12 Buja »AEKTpOHHON TMOJMKMCH, TO3BOJISIONMIMM OPraHU30BaTh HOPUIAUYECKH 3HAYUMBIN
ANIEKTPOHHBIN JOKYMEHTOOOOPOT C MAaPTHEPCKUMHU KOMITAHUSIMH, OPraHAMHU TOCYAapCTBEHHOU
BJIACTU U BHEOIO/KETHBIMU (pOoHIaMU?

a) KBanH(UIMPOBAHHAS YIICKTPOHHAS TTOIITHCH
b) mpocras 3neKTpOHHAS OIIHCH

C) HeKBaIH(UIMPOBAHHAS AIICKTPOHHAS MOIITHChH
d) pacimpeHHas 3J1eKTPOHHAS OAIUCH

3.13 Kakoii 3aK0H MO3BOJIMJI yYaCTHUKAM TPakJaHCKO-TPABOBBIX OTHOILIECHUH OOMEHUBATHCS
ANIEKTPOHHBIMU JIOTOBOPaMH, aKTAMH, HAKJIAAHbIMA M WHBIMU JOKYMEHTAMU M YCTaHOBHUJI
YCJIOBHS, TPH BBINOJIHEHUH KOTOPBIX 3THU JOKYMEHTHl PAaBHO3HAYHBI AHAJIOTMYHBIM Ha
OyMaKHBIX HOCUTENSIX?

a) denepanbHbli 3akoH "O0 3exTpoHHOM HdpoBoi moamucu" ot 10.01.2002 N 1-d3

b) denepanbhsiii 3akoH oT 06.04.2011 Ne 63-D3 "OO6 >51eKTpOHHOM MOATHCH"

c) denepanbubiii 3akoH 0T 27.07.2006 Ne 149-D3 «O6 unbpopmaiyu, HHOOPMAITHOHHBIX
TEXHOJIOTUSX U O 3alUTe UHPOPMAITUN»

3.14 lludposanpHbIe (KpUNTOrpapuIECcKre) CPEACTBA, UCIIOIb3YEMbIE JIJISl peaTH3alliy XOTs Obl
OJIHOM M3 cleAyromuXx (YyHKIUNA - CO3[JaHUE DJIEKTPOHHOM MOMAMKMCH, IPOBEPKA AIEKTPOHHOMN
MOJIMKCH, CO3/IaHNE KITF0Ua AJICKTPOHHOHN MOIMUCH U KITF0Ua MTPOBEPKH AJICKTPOHHOMN TOMHACH

a) CpeacTBa AIEKTPOHHOM MOITHCH

b) cpeacTBa ya0CTOBEPSIOIIErO LIEHTPA

C) KIIIOY 3JICKTPOHHOM MOIIUCH

d) KJIr0Y IPOBEPKH 3IEKTPOHHOM MOITUCH

3.15 DaexTpoHHAas MOAMUCH, KOTOPasi TOCPEJCTBOM UCIIOJIb30BAHUS KOJIOB, TAPOJIEH MIIH MHBIX
CpeICTB MoATBepkAaeT (hakT GOpMUPOBAHUS FIEKTPOHHON TOAMUCH ONIPEICTICHHBIM JIUIIOM

a) mpocTas IEKTPOHHAS MMOIMUCH

b) ycunenHas 3JeKTpOHHAS MOMUCH

C) ycuieHHas KBaau(pHUIIMPOBAaHHAS DJIEKTPOHHAS ITOAMNCH
d) ycuienHas HeKBaTU(PHUIIMPOBAHHAS SJICKTPOHHAS MOIITUCH
€) ycCuJIeHHAs IMPOCTas ICKTPOHHAS MOIIUCH

f) mpocras HexkBaaMdUIIPOBAaHHAS YIEKTPOHHAS ITOAIMKCH

3.16 Undopmanusi B 2IeKTpOHHON (popme, KOTopas MpUCOEAUHEHA K APYrod MHPOpMalUU B
ANIEKTPOHHON (opMe WM HMHBIM O0pa3oM CBsi3aHA C TakoW WHQOpManMed u KOTopas
UCIOJIb3YETCs ISl ONPEEICHUs JIULA, OANMCHIBAIOIIET0 HH(POPMALINIO

) SJEKTPOHHAsSI MOJITHChH

b) cepTudukar kir0OYa MPOBEPKH AIEKTPOHHOM TOIMTUCH
C) KJIIOY AJIEKTPOHHOW TOITHCH

d) xiIr0Y mpOBEPKH AMEKTPOHHON MOIHCH



€) KBanM(HUIMPOBAHHBINA CEPTHUPHUKAT

3.17 DnekTpoHHBIA JOKYMEHT WM JOKYMEHT Ha OyMa)XHOM HOCHTENE, BbIJIaHHbBIC
YIOCTOBEPSIIONIUM IIEHTPOM JIMOO JIOBEPCHHBIM JIMIIOM YyJAOCTOBEPSIONIETO IIEHTpa W
MOJTBEPKIAIONINE TPUHAJICKHOCTh KII0Ya IMPOBEPKH SJICKTPOHHOW TOIIMUCH BIIAJEIBILY
ceptudurKaTa Kiro4ya MpOBEPKH dJICKTPOHHOM MOANNCH

a) cepTU(HKAT KJI0Ya MPOBEPKHU ICKTPOHHOH MOAINCH

b) xBanmdunmpoBaHHBIN cepTH(HUKAT KITFOUA TPOBEPKH AIEKTPOHHOU MOIHCH
C) CBUJIETEIBCTBO MTPOBEPKH KITFOUYA YJICKTPOHHOM MOAMTUCH

d) akkpenuTOBaHHBINA CEPTUPUKAT HA TIPOBEPKY KITFOUA HIICKTPOHHOM MOATUCH
€) JIMIECH3UPOBAaHHBIN cepTHU(UKAT KIIF0Ua POBEPKH HICKTPOHHON TOTHCH

3.18 CepTtrdukar kiroda MPOBEPKH IEKTPOHHOU MOAMUCH, COOTBETCTBYIONTUN TPEOOBAHUSIM,
yctaHoBieHHbIM DenepanbHbiM 3akoHOM 0T 06.04.2011 N 63-®3 (pen. ot 23.06.2016) "O06
AIEKTPOHHON MOJMUCH" Y HHBIMU NMPUHUMAEMBIMA B COOTBETCTBUM C HUM HOPMATHUBHBIMU
MPaBOBBIMU aKTaMHU, U CO3JaHHBIA aKKPEAUTOBAHHBIM YJIOCTOBEPSIONIMM IIEHTPOM JHOO
(benepaibHbIM OPraHOM HCTIOJIHUTEIBHON BJIACTH, YIIOJIHOMOYEHHBIM B c(hepe MCIOJIb30BaHUS
3JIEKTPOHHOM MOIIHACHU

a) KBAIM(UIMPOBAHHBINA CEPTH(UKAT KITFOYA IPOBEPKHU ICKTPOHHOI MMOIIHCH
b) akkpeauTOBaHHBII CepPTUPHKAT KITFOUA MPOBEPKU ICKTPOHHOMU ITOMUCH

C) YCWJICHHBIN CEpTU(PUKAT KIIF0Ya MPOBEPKHU ICKTPOHHOH IMOAUCH

d) nuueH3upoBaHHBIN cepTH(UKAT HA MPOBEPKY KITFOYA AIEKTPOHHOU MOITHCH
e) cepruduKaT KIIto4a IMPOBEPKH AICKTPOHHOU TOANUCH

3.19 VHukanpHas MOCIAEAOBATCIIBHOCT, CHUMBOJIOB, TIpEAHA3HAUYCHHAS IS CO3JaHUS
BJICKTPOHHOM MOANUCH

a) KIII0Y 3JICKTPOHHOH MO ITUCH

b) maposb 31EKTPOHHOM MOMUCH

C) KO 3JCKTPOHHOM MOAMUCH

d) PIN-xom 371€eKTpOHHOM TOAMUCH

€) cepTU(HKAT FJIEKTPOHHOM MOITUCH

f) umaeHTHUKATOP PJIEKTPOHHOM MMOAMUCH

Tecmoeble 3a0anust ¢ HECKOIbKUMU 603MONCHBIMU npasuilbHblMu omeemdamu.

3.20 Vkaxute pexxumbl padoTel DES, mpu KOTOpBIX Kaxablid OJIOK mU@pyeTcss OTAENbHO, HE
B3aUMOJICUCTBYSI C IPYTUMU OJIOKAMHU

a) ECB
b) OFB
c) CBC
d) CFB



3.21 Kakue W3 mepeuuciieHHbIX pexXuMoB pabotel DES wucnonb3yroTcs uisi mepenadd 1o

KaHaJIaM CBSI3H C OOJIBIITAM YHCJIOM UCKaKCHHI

a)
b)
c)
d)

ECB
CBC
CFB
OFB

3.22 B xakux pexumax padotsl DES BeipaGateiBaeTcs 6104Hasi ramMma?

a)
b)
c)
d)

ECB
CBC
CFB
OFB

3.23 HexkBanupuimpoBaHHOW AJIEKTPOHHON IOAMHMCHIO SBISCTCS JJICKTPOHHAS TIOJIHCH,

KOTopas

a)

b)

MOoJyuYeHa B pe3yjibTaTe KpUNTOrpaguyeckoro mnpeodpa3zoBanus HUHPOPMAIUUA C
HCTIOJIb30BaHUEM KITHOYA AJIEKTPOHHOM MOANMUCH

MO3BOJISIET OOHAPYX UTh (PAKT BHECEHUS M3MEHEHHI B SJIEKTPOHHBIA JIOKYMEHT IOCIE
MOMEHTA €T0 MOANUCAHUS

MIO3BOJIAET OMPEAEIUTH JIUIO0, MOIMNUCABUIEE AIEKTPOHHBIN JOKYMEHT

CO3/Ia€TCsl C UCIOJIb30BAHUEM CPEACTB AIEKTPOHHOM MOANKNCH

MIOCPEJICTBOM HCIIOIB30BAaHUS KOJOB, MApOJie WM MHBIX CPEACTB MOATBEPKIAET (pakT
dbopMHUpOBaHUS PICKTPOHHON TTOAMKICH OMPEACIICHHBIM JIMIIOM

MMEET KJII0Y TMPOBEPKU HJICKTPOHHON TOAMUCH YKa3aH B KBaJIU(UIIMPOBAHHOM
ceptudukare

3.24 KpanudbunupoBaHHas 3JI€KTPOHHAS MMOJITUCH COOTBETCTBYET CIICAYIOIIUM MPU3HAKAM:

a)
b)
c)
d)

MMeeT BCE MPU3HAKU HEKBATU(PHUITUPOBAHHON AJIEKTPOHHOMN TOIITHACH

UMeEET BCE IIPU3HAKU IIPOCTOM AIIEKTPOHHOU NOANIMCH

KJTFOY TTPOBEPKH JIEKTPOHHOM MOANUCH YKa3aH B KBaTU(UIUPOBAHHOM cepTudUKaTe
JUISl CO3JIaHUSI M TIPOBEPKHU AJIEKTPOHHOM MOANMCH HCIOJIB3YIOTCS CPENCTBA IIEKTPOHHOM
NOJNKUCH, UMEIOIIME TOATBEPKIACHUE COOTBETCTBUA TPEOOBAHMSIM, YCTAHOBJICHHBIM B

cootBeTcTBUM ¢ DenepanbHbiM 3akoHOM "O06 snextporHoi nmoganucu" ot 06.04.2011 N
63-03

3.25 Kakue U3 nepeynciaeHHbIX YTBEPKICHUH SBISIOTCS BEPHBIMU?

a)

b)

KPHUIITOCTOMKOCTh 00ECIeYnBaeTCsl HE CEKPETHOCThIO alNroputMa MH(pOBaHUA, a
CEKPETHOCTHIO KJIF0ua

KPUIITOCTOMKOCTh 00ECIIEUNBACTCSA HE CEKPETHOCTHIO KITI0Ya ,a CEKPETHOCTHIO aIrOpuT™Ma
U PpPOBaHUSL.



C) KPUOTOCTOMKOCTH IMU(pPa MPOTUBOCTOATH KPHUIITOAHAIU3Y NOJDKHA OBITH TaKOW, YTOOBI
BCKPBITHE €r0 MOIJIO OBITh OCYIIECTBIEHO TOJIKO IyTE€M pEHICHMs 3a/ladd IMOJIHOTO
nepedopa Kiouen

d) crommocTs mudpoBaHUS TOIKHA MPEBBIIIATE CTOMMOCTH 3aKphIBaeMOi HH)OpMAITUH KaK
MHHHUMYM B 2 pa3a

e) HaJeKHBIN MUPPTEKCT JoJDKEeH Ooee ueM Ha 10% MpeBOCXOqUTh IO 00bEMY UCXOTHYIO
uH(pOpMaIHIO

3.26 BribepuTe BepHbIE YTBEPKICHUS

a) CummeTpuvHOe MU(GPOBAHUE MMEET BHICOKYIO CKOPOCTh MH(POBAHMS, HO CIOXKHO B
peanuzanuu

b) CummerpuuHoe mmMppoBaHWE MPUMEHUMO sl MH(PPOBAaHUS TAHHBIX MPOU3BOIBHOM
JUTUHBI

c) llpu cummerpuyHOoM mH(POBaHUHM Tepelada CEKPETHOTO KIOYa MOXKET OBITh
OCYLIECTBJIEHA MO OOIEOCTYITHBIM KaHajaM CBA3U

d) IIpobnema pacripeneneHus KIroUeH muppoBaHus MEXIy MMOJE30BATEISIMH IPUCYTCTBYET
TOJIBKO /I aCUMMETPUYHOTO MIUPPOBAHUS

Tecmogvie 3a0anusi OmKpuIMou hopmbi:

3.27 PacmpocTpaHeHuE BIUSHUA OJHOTO 3HAaKa OTKPHITOTO TEKCTa HAa MHOTO 3HAKOB
mUGPTEKCTA, YTO MO3BOJIACT CKPBITh CTATUCTUYECKUE CBOMCTBA OTKPBITOTO TEKCTA HA3BIBACTCS

3.28 - TpEearnoyiaraeT HUCIOJb30BAaHUE TaKUX IHQPPYIOMUX

npeoOpa3oBaHUl, KOTOpPHIE YCJIOXKHSIOT BOCCTAHOBJICHUE B3aMMOCBS3U CTaTUCTUUYECKUX
CBOMCTB OTKPBITOTO U MH(PPOBAHHOTO TEKCTOB

3.29 IlposiBieHNE 3aBUCHMOCTH BCEX BBIXOAHBIX OUTOB MHU(POTEKCTA OT KAXJIOTO BXOJHOTO
OuTa OTKPBHITOTO TEKCTA Ha3bIBACTCS s dexrom

Tecmosbie 3a0anus Ha YCNAHOBIEHUE COOMBEMCMEBUA

3.30 YcTaHOBUTE COOTBETCTBUE MEXIY THITAMH KPUIITOCUCTEM U BHJIAMH KPUNITOTpadhUIeCKuX

npeodpa3zoBaHUit
1) OeckiroueBbIC a) XelIMpoBaHUE
2) OJHOKIIOYEBBIC b) cummMerpuyHOe mubpoBaHue
3) ABYXKIIIOUEBBIC C) acuMMeTpuyHOe muppPOBaHUE

3.31 YcTaHoBUTE COOTBETCTBHE CTAaHAAPTOB MU(BPOBAHMS M KOJTUYECTBA UCIOIb3yEMbIX B HUX
payHI0B U pOBaHUs

1) AES128 a) 10 paynmoB
2) AES192 b) 12 paynmos
3) AES256 C) 14 paynmos

4) DES d) 16 paynmos



5) 3DES e) 24 paynaa
f) 48 paynnos
2. Unentuduxanus, ayrTeHTUGUKANUA U yIIPaBJIeHUE T0CTYIIOM

Tecmosvie 3a0anus ¢ 6bl60p0]l/l eOUHCMBEHHO20 npasuibHoco onmeena

4.1 Ha3BaHue aTaky Ha MPOTOKOJIbI Ay TEHTU(PUKALIUU, TP KOTOPOM 3JI0YMBIILJIEHHUK Y4aCTBYET
B MpoIecce ayTeHTU(HUKAITMOHHOTO OOMEHA MEXIY JABYMsI CTOPOHAMU C IEIbI0 MOIUDUKAIIUN
MIPOXOSIIETO Yepe3 Hero Tpaduka:

a) Mackapaj

b) momMeHa cTOpoHBI ayTeHTH(HUKAITMOHHOTO OOMEHa
C) TpUHYIUTEIbHAS 3a/IePIKKa

d) araka c BEIOOpKOI TEeKCTa

e) MOBTOpHAas mepenaya

4.2 EEPROM, Bxonsmas B USB-TokeH, npeaHa3HaueHa st

a) ympaBiieHUS 1 00pabOTKH JaHHBIX

b) peanmzanuu kpunrorpaguIecKux alrOpUTMOB

C) oGecrieuenus uaTepdeiica ¢ USB-moprom KoMmbroTepa

d) xpaHeHUs U3MEHSAEMBIX JTAHHBIX

€) XpaHEHUs KIYeH muppoBaHus, apoyiel, CepTU(UKATOB U IPYTUX BAKHBIX JTaHHBIX
f) xpaHeHUs KOMaHI U KOHCTaHT

4.3 PaznoxeHue MaTpUIlbl JOCTYMA MO CTPOKaM MO3BOJISIET MOJTYUUTh

a) MaHJaThl BO3MOXKHOCTEH
b) momenHsI Oe30maCHOCTH
C) MaHJaThl IOJHOMOYHNM
d) crnmcku mpaB qocTymna

€) JOMEHBI MpaB J0CTyIa

Tecmosvie 3a0anus ¢ HECKOILKUMU B03MONCHBIMU NPABUTLHBIMU OMBEMAMU.
4.4 Beibepute mporiecchl ayTeHTU(UKAINK, OCHOBAHHBIC HA 3HAHUU Y€T0-JTH00:

a) ucnosbs3oBanue USB-TokeHa

b) BBOI Mapos

¢) BBoja PIN-kona mins USB-Tokena

d) cunThIBaHME TAHHBIX CO CMAPT-KAPTHI
€) CKaHHPOBAHKE OTIICUATKOB IAJIBIICB
f) ckanmpoBaHMe ceTYaTKH riasza

4.5 Beibepure nporiecchl ayTeHTU(PUKAIMKY, OCHOBaHHBIE Ha 00J1aJaHUU YeM-JIn00

a) ucnoab3oBanue USB-TokeHa
b) BBOJ Mapos



¢) BBoja PIN-kona nns USB-Tokena

d) cuuThIBaHME NAHHBIX CO CMAPT-KAPTHI
€) CKaHMPOBAHHE OTIEYATKOB IAJBIICB
f) cxanmpoBaHme ceTyaTku riasa

Tecmoegvie 3a0anusi OmMKpuIMou hopmbi:

4.6 Ilpouenypa pacrno3HaBaHHsl TOJB30BATENs IO €ro WACHTHU(PUKATOPY, NPUCBOCHHOMY
JTAaHHOMY TI0JIH30BaTEII0 paHEe U 3aHECEHHOMY B 0a3y JaHHBIX B MOMEHT €r0 PETHCTpaIlid B
KauyeCTBE JIETaJIbHOTO MOJIb30BATENSI CUCTEMbI HAa3bIBACTCS

4.7 Ilponemypa NHpOBEPKH MOJJIUHHOCTH BXOJSIIETO B CHCTEMY OObekTa (TOJIb30BaTes,
Mpoliecca Uil yCTPOMCTBA), MPEIbIBUBIIETO CBOM UIEHTU(DUKATOP HA3BIBACTCS

4.8 Tlpouenypa NpeaoCTaBICHUS IOJIB30BATENIO (IIPOLIECCY MM YCTPOMCTBY) OIpeNeIeHHbIX
paB JOCTylla K pecypcaM CHCTEMbl IIOCJE YCHEIIHOIO MPOXOXKACHHUS UM MPOUEAYPHI
ayTEeHTU(PUKAIIMKI HA3bIBACTCS

4.9 Ilpouecc ympaBieHUs TOCTYIIOM ITIOJB30BATEIIE K pPECcypcaM CHCTEMbI Ha3bIBACTCS

4.10 Ha3Banue ataku Ha NPOTOKOJBI ayTEHTU(UKAIMHM, B KOTOPOH IOJB30BaTENb MBITACTCS
BBIJATh €05 3a JPYroro ¢ LEebi0 NOJYyYeHHs TOJITHOMOYHMA U BO3MOXKHOCTHU JIEUCTBHUM OT JIMLIA
IPYTrOro MOJIb30BATEI

4.11 Beruucnaute BeposATHOCTH (B %) yragsiBanusi PIN-koga, eciam oH cocTouT U3 S5 uudp u
KOJIMYECTBO MOIMBITOK BBOJAA paBHO 5. OTBeT Hanumute bE3 3Haka npouenra

3. Obecneyenue 6e30MaACHOCTH HH(POPMAIIUM B ONIEPALMOHHBIX CHCTEMAX
Tecmosvie 3a0anus ¢ 6b100POM eOUHCMBEHHO20 NPAGULLHO20 OMEEmda

5.1 CpenctBo 3ammutel OC Windows, oTBeuaroiiee 3a mapaMeTpbsl 0€30MacHOCTH, HACTPOUKY
aIMUHUCTPATUBHBIX 33724, Pe3epPBHOC KOIMUPOBAHUE, Pa3pEIICHUs MPOOJIeM, AUArHOCTUKA U
oOHoBneHust OC

a) Action Center

b) PowerShell 2

¢) User Account Control

d) Windows Filtering Platform
e) Windows Firewall

5.2 CpenctBo 3amuThl, ucnoyibdyemoe B OC Windows nisi CHM)KEHHS pUCKa YCTAaHOBKU
BpeoHOCHBIM [10 HexxenaTenbHOM MporpaMMbl MJIM BHECEHHSI ONTACHBIX U3MEHEHUI B CUCTEMY.

a) User Account Control
b) PowerShell
c) Action Center



d)
e)

Windows Filtering Platform
Windows Filrewall

5.3 Kaxkoit u3 Tuno UAC ycranosiex no ymomyanuio B OC Windows?

a)

b)
c)

d)

e)

«YBEIOMJIATh MPU YCTAHOBKE IPOrpaMM WJIM IMONBITKE BHECEHUS HMMM MU3MEHEHHil, a
TaKKe Mpu u3MeHeHuu napamerpoB Windows rosnb3oBarenem»

«YBEIOMJIATh IIPU YCTAHOBKE MPOTPAMM WJIM MONBITKE BHECEHUS WUMHU U3MEHEHUI
«YBEIOMJIATh TPHU TIOMBITKE YCTAHOBKHU MPOTPAaMM WM TIONBITKE BHECEHHS HMH
M3MEHEHUN (HE 3aTEeMHATH pabouMii CTOM)»

«He yBegOMIISTH HU MPU YCTAHOBKE MPOTPAMM HJTU TIOTIBITKE BHECEHUSI UMU U3MEHEHU,
HU TpU U3MeHeHuHu napaMeTpoB Windows moib3oBaTenemy

«YBEIOMIIATD TIPH YAAJIEHUH TPOTPAMM HITH TIOTIBITKE BHECCHHSI B HUX U3MEHEHHID)

5.4 HabGop wuntepdeiicoB mnpukiagHoro mnporpammupoBanust (API), ¢ momMomipio KOTOpon

pa3pa6OT‘-II/IKI/I MOI'YT HCIIOJIB30BAaTb OJTY HJ'IaT(bOpMy JIIA HHTCTpallnu OTACIBHBIX

KOMIOHEHTOB Opanamayaspa Windows Firewall B cBou nmpuiosxkeHust

a)
b)
c)
d)
e)

Windows Filtering Platform (WFP)
Windows Firewall

Action Center

PowerShell

User Account Control

5.5 [Ipu u3bmparensHOM pa3rpaHMUYCHUN TOCTYyTa JaHHOE TOHSTHE ONpeieNisieT Ha0op OOBEKTOB
U TUIIOB OIEpalyi, KOTOPbIE MOTYT MPOU3BOJUTHCSA HAJ KaXIbIM OOBEKTOM OIEparMOHHON

CHCTCMBI

a)
b)
c)
d)
e)

MaTpuIia J0CTyma
JIOMEH 0e30IMacHOCTH
MaTpulla MaH/IaTOB
JIOMEH ITOJIHOMOYHUH
JIOMEH J0CTyMa

5.6 Paznoxenune MaTpHIlbl JOCTYIIa IO CTOJIOIAM MO3BOJISIET MOIYYHUTh

a)
b)
c)
d)
e)

JIOMEHBI 0€30IMaCHOCTH
CIIMCKH MpaB JOCTyIIa
MaHJaThl BO3MOKHOCTEH
MaHJAThI TOJITHOMOYHH
MaHAaThl TPUBUIIETUI

Tecmosvie 3a0anus ¢ HECKOIbKUMU 803MONCHbIMU npasuilbHviMu omeemamul.

a)

3.7Bp10epuTe BepHbIe YTBEPKACHUS, Kacatolyecs TpeOoBaHuil k ayauTy coobituii B OC
J106aBISTh 3aMKCH B )KypHAI ayIUTa MOKET OIEpaIlOHHAs CHCTeMa U aJIMUHUCTPATOP



b) PemaktupoBaTh WM yIAISTh OTACIbHBIC 3alMCU B KypHAJIC ayJUTa HE MOXET HU OJUH
cyOBeKkT moctyma, kpome camoit OC

c) IlpocmarpuBarh O>KypHal ayJuTa MOTYT TOJIbKO TIOJB30BATEIH, OOJIaNaromiye
COOTBETCTBYIOIIEH IPUBUJICTUEH

d) Ouumiate )KypHaa ayIuTa MOTYT TOJBKO MOJIb30BATEIIN-AYAUTOPHI

e) OmneparrioHHas cucTeMa He J0JDKHA TOJIePKUBATh BO3MOKHOCTh COXPAHEHUS KypHasa
ayJUTa epesi O9MCTKOM B Apyrom (aiiie

Tecmosbie 3a0anus OmKpbLIMou Gopmbi:

5.8 JIro06o¥t 3eMEHT ONEepallMOHHONW CHCTEMBI, TOCTYI K KOTOPOMY MOJb30BaTENEeHd U JIPYTUX
CyOBEKTOB IOCTyIAa MOXKET OBITH TPOU3BOIBHO OTPAaHUYEH (€CIH OTBET COCTOUT U3 OOJIbIIE YeM
OJIHOTO CJIOBa, HAITUIIUTE CJI0Ba Yepe3 MpoOes1) Ha3bIBACTCS

5.9 Tlonp3oBaTens, OOMAMAIONINII MPABOM YTEHHS >KypHaia O€30MacHOCTH OIMeparMoOHHON
CHUCTEMBI Ha3bIBaCTCS

5.10 CoBOKymTHOCTB MpaBUII, ONPEACISIIOIINX TO, KAKUE COOBITUS TOJKHBI PETUCTPUPOBATHCS B
KypHaJsie 6€3011aCHOCTH Ha3bIBAETCS

5.11 KopoTkue 0fHOCTpOYHBIE KOMAHIBI ISl YIPABJICHUS PA3JIUYHBIMU TapaMETPaMU CUCTEMBI,
B TOM YHCJI€ HACTpOilKkaMu 06€30MaCHOCTH IPYIIOBOM MOJUTHKN Ha3bIBACTCSI

5.12 Texuonorus mm@poBaHusi Bcel MHMOpPMALNU, Pa3MENIEHHOW Ha >KECTKOM JUCKE s
3aIMTHI OT YTEUKH TaHHBIX HA3bIBAETCS

5.13 Jlrobasi CymHOCTb, CIOCOOHAs WHUIIMUPOBATH BBHIMIOJIHEHUE oOmeparuii HajJ oObheKTaMu
(oOpamatbest K 0OOBEKTaM IO HEKOTOPBIM METOJIaM J0CTYIa) Ha3bIBACTCS

5.14 BcrpaumBaeMmblii KOMIIOHEHT, OOECIEUMBAIOUIMI 3aIUTy LEJIOCTHOCTH JAaHHBIX MpU
MCIIOJIb30BaHUU TexHoJoruu mudposanus BitLocker HazbiBaeTcs

4. CpeacrBa anTuBupycHoii 3amutbl (CAB3)

Tecmosvie 3a0anusi ¢ 6bl60p0M eOUHCMBEHHO20 npaesuilibHo2o0 omeema

6.1 BpenoHnocHas mnporpamma, HCHOJB3YIOIIAs JJIs CO3JIaHUS CBOMX KOMHUM Ha APYrux
KOMIIBIOTEPAX CETEBBIE PECYPCHI U CEPBUCHI, HA3BIBAETCSI:

a) coydep

b) TposiHCKas mporpamMma
C) 4epBb

d) skcrutout

e) OdKIop



6.2 BpenonocHas nporpamma, peaau3yolas HECaHKIIMOHUPOBaHHbBIE ACHCTBUS, HAPAaBIICHHbBIE
Ha HapyuieHue 6e3onacHoctu C, 6e3 co3nannsi COOCTBEHHBIX KOIUIA, Ha3bIBACTCS

a) BpPEAOHOCHON YTHUIUTOMN
b) Gakmopom

C) TPOSTHCKOW MPOTPaMMOii
d) cereBbM uepBeM

e) dbaynepom

6.3 MGTOI[ OOHapy>KCHUS B CAOHOCHBIX IIpOorpaMM, CYTb KOTOPOI'O 3aKIO4YacTCd B ITOHCKE
b

Y4aCTKOB KOJa UCIIOJIHACMOT O O6’[>CKTa, OTBCHAOMIUX 3a KOHKPCTHBIC BPCIOHOCHLBIC I[efICTBPIH,

Ha3bIBACTCA

a) KOMILICKCHBIM aHATH30M
b) MeTomO0M TOYHOTO MOMCKA
C) IBPUCTHYCCKUM aHATM30M
d) curHaTypHBIM aHAITHU30M
€) METOJIOM SMYJISIIMH KOJia

6.4 3ammyck ¢ orpaHUYCHHBIMH TOJTHOMOYHSMH 3aKTI0YACTCS B!

a) mepexBaTe 3aIpPOCOB UCCIICAYSMOM MPOrPaMMBbl Ha 3aIHCh

b) mepexBare u aHaJIM3€ BCEil aKTUBHOCTH TPOTPAMMBI

C) 3amycke B BBIIEJICHHOM Cpe/ie ¢ OrpaHUYCHUEM, HAlIpUMED, TpaB J0CTyIa
d) 3amycke uccieayeMoi mporpaMMsbl B CpeJie IMYJISIUH

6.5 B tecte ckopoctu peakiiuu CAB3 onieHnBaeTcs Bpemsi MEXIy:

d) TIOCEIICHUEM «3apaKeHHBIX» calToB ceTh HTepHeT u cpadbarbiBanneM CAB3

b) momerieHueM B CHCTEMY BPEJOHOCHBIX MporpaMM U cpadatsiBannem CAB3

C) TMOSIBJICHMEM HOBBIX BPEJOHOCHBIX IMPOrpaMM W J00aBJICHHUEM IOCTABIIMKOM HOBBIX
cur"atyp B 6azy CAB3

d) 3amyckoMm B cucTeMe BpeIOHOCHBIX Mporpamm u cpabarbiBanreM CAB3

Tecmoeble 3a0anust ¢ HECKOIbKUMU 603MONCHBIMU npasuilbHblMu omeemdamu.

6.6 VYkaxuTe Bce IEHCTBUS, BKJIIOYAEMbIC€ B TOHSTHE AHTHUBUPYCHOM 3alllUTHI, COTJIACHO
meroanueckuM gokymentam GCTIK, conepxamux npodunu 3aumtel CAB3:

d) TPEmITCTBOBAHHE «3apayKeHUI0» 00bekTOB B VIC

b) oGHapykeHHE BpeIOHOCHBIX KOMIIBIOTEPHBIX IIPOTPaMM
C) W30JMPOBAHKE BPEIOHOCHBIX KOMIIBIOTEPHBIX IIPOTPAMM
d) ynmanenue «3apaK€HHBIX» OOBEKTOB

e) OmokupoBaHue "3apakeHHBIX" 0OBEKTOB



6.7 Cpenu nmepeyuciIeHHbIX MYHKTOB BbIOEPUTE ACUCTBUS, IJIsi COBEPIICHUS] KOTOPBIX JAOJHKHA
ObITh 3aBEIOMO IpeJHa3HaYeHa Nporpamma, 4YTOObl CUMTATHCS BPEIOHOCHOH (COTJIacHO
OTIPEICJICHUIO BPEIOHOCHOM MporpaMMbl U3 YTOJIOBHOTO Kojiekca PD)

d) HECaHKIIMOHHPOBAHHOE PAacHpOCTpaHeHHE HH(OpMAIHU

b) HecaHKIIMOHMPOBAHHOE YHUYTOXXEHUE HH(DOPMAITUH

C) mowuck ys3Bumocteid B IC

d) BeIBOg M3 cTpost kKommoreHToB C

€) HeWTparu3aIys CPeCTB 3aIIUTHI KOMITBIOTEPHON HHOpMaIiu

6.8 YkaxuTe Bce BHIbI BPEJIOHOCHBIX MPOTPaMM, OTHOCSIIMXCS K KaTErOPHUH TPOSHCKHUX
[IpOrpaMM:

a) cnydep
b) G3kmop
C) daynep
d) pytkur
€) SKCILUIOUT

6.9 VYkaxure Bce CBOWCTBa CUTHATYPHOI'O aHalIn3da, KOTOPBIC MOXKHO OTHCCTH K Cro
HEOOCTAaTKaM:

a) CKJIOHEH K OOJIBIIIOMY KOJIMYECTBY JIOKHBIX CpabaThIBaHUI

b) TpeOyeT 3HAYMTEIBHBIX YCUIIHIA 110 OOHOBJICHHIO 0a3 CUTHATYP

C) IpH YCIEIIHOM ONPEACICHNH, JICYCHUE «3apaKEHHOI0» 00BEKTa YaCTO HEBO3MOXKHO
d) He mo3BoJIAET OOHAPYKMBATH HOBBIC BPEIOHOCHBIC TIPOTPAMMABI

€) CKJIOHEH K 0OJIBIIIOMY KOJIMYECTBY MPOIMYCKOB BPEIOHOCHBIX POTPaMM

6.10 Vkaxute Bce Tecthl CAB3, pe3ynbTaThl KOTOPBIX SBISIFOTCS WH()OPMATUBHBIMHU TPHU
BeiOOpe CAB3 1711 HOBOro MEpPCOHANIBHOTO KOMIIBIOTEPA, HE HMEIOIIEr0 JOCTYN K CETH
NnTepner

a) TUHAMHUYECKOE TCCTUPOBAHHUE

b) crarudeckoe TecTpoBaHUE

C) TECT B IKCTPEMAJIbHBIX YCIOBHIX
d) perpocneKkTHBHBIN TECT

5. Obecneyenue 0e30MaCHOCTH NH(POPMALMU B KOMIILIOTEPHBIX CETAX
Tecmoguvle 3a0anusi ¢ 86160POM eOUHCMBEHHO20 NPABUTLHO20 OMEemd

6.11 OCHOBHBIM MPOTOKOJIOM YPOBHS MEKCETEBOTO B3aMMOIeHCTBUSI cTeka mpoTokooB TCP/IP
SABJISICTCS

a) mporoko IP
b) nportoxon TCP
¢) mporokosx UDP



d) mporoxom HTTP
e) mporokos ICMP

6.12 Kakoe u3 mepedncIeHHBIX CETEBBIX YCTPOMCTB MOKET BHITIOJNHATH PyHKIIUU (DaepBosa?

a) KOHIIEHTPATOP

b) xommyTatop

C) MapIIpyTH3aTOp

d) perpancisrop

€) KOMMyTaTop 3 ypOBHs

6.13 Kak Ha3bpIBaIOT MEKCETEBbIC SKPaHBI, B OCHOBY pa0OTHI KOTOPHIX MOJIOKEHA TEXHOJOTHS
¢bunpTpanuu Tpaduka ¢ KOHTPOJIEM COCTOSHUS COSAMHEHUS ?

a) MD sKcrepTHOTO YpOBHS
b) MD npukiIagHOTO YPOBHS
C) MD ceaHCOBOTO YpOBHS
d) nmakeTHbIe QUIBTPHI

) SKpaHHUPYIOIINE MUTIO3bI

6.14 Kakas QpyHKIHS MEXCETEBOTO dKpaHa MO3BOJIIET CKPHIBATh TOMOJIOTHIO BHYTPEHHEH CEeTH
OT BHEIIHUX 0JIb30BATENICH?

d) KIIIMPOBaHUE

b) TpaHCHSAIMSA CETEBBIX aPECOB
C) uacHTH(HUKAIUSI

d) ayrentuduxanms

€) aJMUHUCTPUPOBAHHE

6.15 Kakoit Bug MD nomosHSeT SKpaHUPYIOIMIMA MapHIpyTH3aTOp (QYHKIUSIMU KOHTPOJIS
BUPTYaJIbHBIX COEUHEHUHN U TpaHCIALUUU BHYTpeHHUX |P-anpeco?

) IUTI03 CEaHCOBOTO YPOBHSI

b) skpaHupyroIKii MapIIPyTU3ATOP
C) SKpaHUPYIOIIMH LT3

d) makeTHbIi GUALTP

€) IpPUKIAJIHON IUTI03

6.16 ITporokon SSL ucnonb3yercs s 3aluThl HHPOPMAITMOHHOTO 0OMEHa Ha

d) CeaHCOBOM ypOBHE

b) mpuknamHoM ypoBHE
C) TpaHCIOPTHOM YPOBHE
d) cereBom ypoBHE

Tecmoeble 3a0anust ¢ HeCKOJIbKUMU 603MONCHBIMU npasuilbHblMu omeemdamu.

6.17 Kakue 3aroioBku NakeToB aHAJIU3UPYET SKPAHUPYIOUIUN MapIIpyTU3aTOp?



a)
b)
c)
d)
e)

P

TCP
UDP
Ethernet
HTTP

6.18 BriOepute yTBepkKACHUS, KOTOPBIE BEPHBI JIs1 MPUKIAAHOTO YpoBHS Mojaenu OSI

a)
b)
c)
d)

e)

oOecrnieunBaeT yAaaeHHbIN JOCTYI K (paiinam u 0azaM JaHHBIX

o0ecrnevnBaeT MepechbUIKy JaHHBIX 10 3JIEKTPOHHOM mouTe

oOecrieunBaeT npeoOpa3oBaHUE MPOTOKOJIOB M KOJAUPOBAHNE/ IEKOIUPOBAHKE TAHHBIX
o0ecrnieunBaeT NoJIFiepKaHNe CeaHca CBsI3H, MO3BOJISIS MPUIIOKEHHUSIM B3aMOICHCTBOBATD
MEX]ly COOOM JAJIUTENBHOE BPEMSI

oOecrnieunBaeT HAAEKHYIO TIepejady TaHHBIX OT OTIPABUTEINS K MOTydaTeIto

6.19 Beibepute BepHOE YTBEPKICHHUE

a)
b)
c)
d)

e)

butsl B ceTeBoil yacTH ajpeca JOJKHbI ObITh OJUHAKOBBIMU VISl BCEX YCTPOUCTB, KOTOPBIE
HaXOIITCS B OJTHOM M TOM K€ CETH

butel B y3710BO YacTu ajpeca JOJKHBI OBITh YHHMKAJIbHBIMH, YTOOBI MOYKHO OBLIO
OIPENEIINTh KOHKPETHBIN y3€JI B CETH

butel B ceTeBOM 4acTu agpeca JOJDKHBI OTIMYAThCS HA KOHKPETHOE 3HAYEHHUE U BCEX
YCTPOMCTB, KOTOPBIE HAXOJATCS B OJTHOM U TOM K€ CETH

butsl B y3710BOM 4acTH ajpeca NOKHBI OBITh OJMHAKOBBIMHU, YTOOBI MOXXHO OBLIO
ONPENEIINTh KOHKPETHBIN Y3€JI B CETH

butsl B y3710BO M ceTeBOM YacTH ajpeca AOKHBI COBMNAAaTh, YTOObI MOKHO OBLIO
ONPENEIINTh KOHKPETHBIN Y3€II B CETH

6.20 Ha kakux ypoBHsax momenun OSI gopmupyrorcs BHUpTyajdbHBIC 3allUIICHHBIC KaHAJbI

nepesayu JaHHbIX?

a)
b)
c)
d)
e)

CEaHCOBBIM
KaHaJIbHBIN
CcEeTeBOM
MPUKIIATHON
MPEICTABICHUS

Tecmoegvle 3a0anus OMKpuImMou hopmul:

6.21 Kakue mporpamMmbI-IOCPETHUKN OPUCHTUPOBAHBI HA aHAJIM3 MOTOKA COOOIIEHUN TOJIHKO

JUTSL OTIPEJICTICHHBIX BUIOB cepBHCa?

6.22 Kakue 13 nporpaMM-rnocpeJHIKOB 00padaThIBalOT BECh MOTOK COOOLICHHIT?

6.23 Ha xakom ypoBHe monenu OSI npeumyinecTBEHHO (PYHKIMOHUPYET SKPaHUPYIOIIUN

MapuipyTu3arop?




6.24 Kakoii mpoTOKOJ peanu3yeT yJajleHHbIA OCTYyMN K (ailily, mperocTaBiIsieT BO3MOKHOCTh
MHTEPAKTUBHON pabOTHI C yAAJIEHHON MAlIMHOW ¢ MEXaHU3MOM ayTEeHTU(DUKALIIH ?

IIpakTU4yeckue 3aHATHS
Joxkaasl ¢ npe3eHTauuen

TeMbl JOKJIAI0B 110 MPAKTUYECKOMY 3aHATUHIO « U3yueHre BUI0B HH(POPMALIMH, JOCTYII K
KOTOPbIM OrpaHuYeH (peaepajibHbIMU 3aKk0OHAMU PD)»

1. CBeneHnusi, COCTABIAIONINE IOCYIapCTBEHHYIO TaliHy. FOpuandeckas OTBETCTBEHHOCTb 32
MIpaBOHAPYUIEHUS, CBA3aHHBIE C PA3JIAIIEHUEM CBEJICHUN, COACPKAIINX FOCYJapCTBEHHYIO
TaiHy.

2. CeneHus, COCTABILIIOLINE KOMMEPUECKYO TaliHy. FOpuanueckas OTBETCTBEHHOCTD 3a
MIPABOHAPYUIEHUS, CBSI3aHHBIE C Pa3TJIallIEHUEM CBEJICHUM, COJIEPKAIUX KOMMEPUYECKYIO
TalHy.

3. TpeboBanwms k 3ammre nepcoHanbHbIX AaHHbIX (I[11H) mpu ux o6paboTke B
MH(POPMAITMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX. FOpuanueckass OTBETCTBEHHOCTD 3a
MpaBOHAPYUIEHUS, CBA3aHHbIE ¢ pa3riamenueM [1/1H.

4. CBenieHus1, COCTABIISIIONIUE CIIYKEOHYI0 TaiiHy. FOpuandeckas OTBETCTBEHHOCTbD 3a
MIpaBOHAPYIICHUS, CBI3aHHBIC C Pa3IJIAllIEHUEM CBEJICHUM, COIePKAIINX CIY>KEOHYIO TalHy.
5. CBeneHus1, COCTaBISIONINE HAJOrOBYIO TaliHy. KOpuanueckas OTBETCTBEHHOCTb 3a
MIPABOHAPYUIEHUS, CBSI3aHHBIE C Pa3TJIalliEcHUEM CBEJICHUI, COJIEPKAIIUX HAJIOTOBYIO TaHY.
6. CBeneHus1, COCTABISIONINE TaliHY TIPEIBAPUTEIHLHOTO paccieoBaHus (TaifHa CIIEICTBUSA).
KOpunnueckast OTBETCTBEHHOCTD 3a MPABOHAPYILIEHUS, CBA3aHHBIE C pa3riallieHUEeM TaiHbI
CJIEJICTBHS.

7. CBenenusi, cocTapisitonne 0aHKOBCKYO TaiHy. KOpuandeckas OTBETCTBEHHOCTD 3a
MIpaBOHAPYIIEHUS, CBI3aHHBIC C pa3rialieHueM 0aHKOBCKOU TalHBI.

8. CBeneHus1, COCTABISAIONINE aIBOKATCKYIO TalHy. FOpuanueckas OTBETCTBEHHOCTH 3a
MpaBOHAPYIIICHUS, CBI3aHHBIC C pa3riiallieHueM OaHKOBCKOW TaliHbI

9. CBenenusi, cocTapistonye TaiHe cBsi3u. FOpuanueckas OTBETCTBEHHOCTh 3a
MpaBOHAPYUIEHUS, CBA3aHHBIC C pa3rallleHueM TallHE CBSI3U

10. Cenenus, coctapisitoniye BpaueOnyto Taitny. FOpuanueckas OTBETCTBEHHOCTD 3a
MpaBOHAPYUIEHUS, CBI3aHHBIE C pa3IJIallieHueM BpauyeOHON TalHBI.

11. CBenenusi, COCTABISIIONINE Ay JUTOPCKYIO TaiHy. FOpuanyeckas OTBETCTBEHHOCTh 32
MPABOHAPYUIEHUS, CBSI3aHHBIE C Pa3TJIalllEcHUEM ayIUTOPCKOM TaiHBI.

Kpurepuu ounenku nokJjana:

Hanucanue poknaga HampaBlieHO Ha (OpMHpOBaHHME Yy OOydaroLIerocss OCHOB
CUCTeMAaTHU3allMM, 3aKPEIUICHUS W OOOOIICHHMS TEOPETHYECKHX M MPAKTUYECKUX 3HAHUU H
YMEHUH B PELICHUM KOHKPETHBIX TEOPETUYECKUX 3aAad, OBJIAJICHUE YMEHHMEM HAIMCAHMS
pedepara. [Ipu Hanucanuu noknana oOydYaromMiics YYUTCS OBIaZeBaTh TEOpPHUEH, paboTaTh ¢



JUTEPATYPHBIMA UCTOYHUKAMH, 0000IIaTh MaTepUa, MOJYyUYEHHBIN B PE3yIbTaTe MPOBEICHHON
paboTHI.

CrangapT ycTaHaBiuBaeT oOuue TpeOOBaHHS K CTPYKType M IpaBuiiaM O0(GOpMIICHHUS
JIOKJIaJa.

Crtpykrypa nokjiaajaa.

CTpyKTypHBIMU 3JIeMEHTaMu pedepara sBISIOTCS:

1) TUTYJBHBIH JUCT;

2) OrIJIaBIICHUE,

3) BBeacHHC,

4) oCHOBHAas 4acTh,

5) 3akiaroucHUE;

6) crnucok OMOIHOrpaprUEeCKUX UCTOYHHKOB;
7) TPUIOKEHUS.

Copep:xaHne BKJIIOYAET BBEJCHHE, HAMMEHOBAHHE BCEX TJIaB, PasJeioB, MOIpa3zelioB,
MYHKTOB (€CJIM OHU UMEIOT HAUMEHOBAHUE) U 3aKJIIOYCHHE C YKa3aHUEM HOMEPOB CTPAHMII, C
KOTOPBIX HAYMHAIOTCS 3TH JIEMEHTHI pedepara.

BBenenune n0mKHO coepiKaTh OLIEHKY COBPEMEHHOTO COCTOSHHS peIIaeMoil mpoOIeMBbl.
Bo BBenmenun OKHBI OBITH TTOKA3aHbl AKTYaJIbHOCTh TEMBbI, L€ U 3aJa4M, KOTOpbie OyayT
paccmatpuBathes B pedeparte, a Takke METO/IbI, KOTOPBIMU BOCTIONB30BAJICS 00YyJArOIIUNACS IS
PacCMOTpPEHHUsI TaHHON TEMBI PaOOTHI.

Bo BBeneHUM JOKHBI OBITH YKa3aHBI CTPYKTypa pabOThl U JIUTEPATypPHBIC UCTOYHHKH,
HCIIOJIb3YEeMbIC aBTOPOM B paboTe.

OCHOBHYIO YacTh JIOKJIaJa CJIEIyeT NeTUTh Ha TJaBbl WIH pasfenbl. Pa3nensl ocHOBHOM
YacTH MOTYT ICIWTHhCS HA IMYyHKTHl W TOApa3aenbl. [IyHKTHI, mpu HEOOXOIUMOCTH, MOTYT
JEMUTHCS Ha MOAMYHKTHI. KakKbIii MyHKT TOHKEH COAEPKaTh 3aKOHYCHHYI0 HH(POPMAIIHUIO.

3axiroueHre JOKHO COJEPKaTh BBIBOJIBI IO PE3yJIbTaTaM BBITOJHEHHOW pabOTHI.

Cnucok HMCIoIb30BAaHHBIX MCTOYHUKOB TMPHUBOASATCS B COOTBETCTBUU C TPEOOBAHMSIMU
'OCT 7.1.

B mpunoxxeHus peKOMEHIyeTCs BKIIOYATh MaTepHajbl, CBS3aHHBIC C BBITOJTHCHHON
paboToi, KOTOpPhIE IO KAKUM-JIMOO0 TPUYMHAM HE MOTYT OBITh BKJIIOYEHBI B OCHOBHYIO 4acTh. B
MPUIOKEHUS MOTYT OBITh BKJIFOUCHBI:

1) maTepuabl, JOMOTHSIONIUE TOKIIAT;

2) WILTIOCTPAIIMU BCIIOMOTaTEIbHOIO XapaKTepa,

3) Apyrue JOKyMEHTHI.

OO0mue TpedoBaHNS IPH HATIMCAHUM JO0KJIA/1A.

CtpaHuIlbl TEKCTA TOKIaa, BKIIFOUCHHBIC B TIOKJIAC IPHIIOKCHUS, TAOJIUIIBI U PaCTICYaTKH
JOJDKHBI cooTBeTCTBOBaTh Gopmary A4 mo 'OCT 9327. Jloknaa noikeH OBITh BBIIOTHEH
MAaITUHOMMCHBIM CTIOCOOOM Ha OJTHOM CTOpOHE JIncTa Oeoi OymMaru uepes MmojaTopa HHTepBaja
u 14 mpudTrom (onmyckaercs HanucaHue pedepaTa OT pyKH [acTON CUHETO WM YEPHOTO 1IBETA).
Tekct moknama ciieqyeT medararb, COONIIOMasi CICTYIONIUE pa3Mephl Mojei: jgeBoe - 30 MM,
npasoe - 10 MM, BepxHee - 15 mMm, HikHee - 20 MM. O0beM nokiaaa: He 6onee 10 ctpanui. Bee
JUHUYU, OYKBBI, HU(PpPbHl U 3HAKUA JOJDKHBI ObITh OJAMHAKOBO YEPHBIMU IO BCEMY JOKIANy.
3aroyIoBKU CTPYKTYPHBIX 2JIEMEHTOB JIOKJIa/a U pa3/ieJIOB OCHOBHOM YaCTH CJICTyeT Pacmlojiararh
B CE€pEIMHE CTPOKU 0€3 TOUKH B KOHIIE U MeYaTaTh MPONUCHBIMU OyKBaMH, HE MOAYEPKUBAsI.

[Tpu oreHKe AOKIIaIa UCTIOJIB3YIOTCS CISYIONINE KPUTESPHUH:



- HOBHU3HA TEKCTa;

- CTeMeHb PAaCKPBITHUS CYIIIHOCTH BOIPOCA;

- 000CHOBaHHOCTH BHIOOpPA HCTOYHHKOB,;

- coOmoaeHue TpeboBaHUM K 0(OPMIICHHIO;
- TPaMOTHOCTb.

TpedoBanus no 0GpopmMIIeHUIO NIPE3eHTANMUI

Kpurepuit Pexomennanuu
Ctuisb. HeoOxomumo coOmogats enuHblid cTHIb odopmiieHus. Crnemyer uzberarh
CTHJIEH, KOTOpbIe OYIyT OTBJIEKaTh OT CaMO mpe3eHTanuu. BernomorarensHas
nHpopManus (yIpaBisFOIIUe KHOTIKH ) HE JOJDKHBI TPe00iIagaTh Hal OCHOBHON
nHpopmanuen
don s poHa mpenovYTHTEIbHBI X0JI0IHBIE CBET/IbIC TOHA
Ucnons3zoBanne | Ha omHoM cnaiifie peKoOMEeHyeTcsl HCII0JIb30BaTh HE 0oJiee TpeX IIBETOB: OJAUH
BeTa U1t poHA, OJTUH JJIS 3ar0JI0BKa, OJIUH VIS TEKCTA.
st poHa M TeKcTa UCIOIB3yHTe KOHTpAacTHBIE BeTa. OOpaTUTe BHUMaHHUE Ha
IIBET TUIIEPCCHUIOK (10 ¥ TIOCIIC UCITOIH30BAHNSA).
Tabnuma co4eTaeMOCTH [IBETOB B TIPUIIOKEHUH.
AHuManuoHHble | Mcnonb3yidTe Mo MHUHUMYMY BO3MOKHOCTH KOMIIBIOTEPHOW aHMMAllUM IS
3¢ deKTh IpeJCcTaBIeHUs HH(POpMALUY Ha CIaie.
He cTout 31m0ynotpe0asaTh pa3IMuHbBIMU aHUMAITMOHHBIMU d(ppeKkTamu, OHU HE
JOJKHBI OTBIIEKAaTh BHUMAHUE OT COJIepKaHUs HH(POPMAIUH Ha ClIaiijie.
Pacnionoxxenne | [IpeamoyTuTenbHO TOPU3OHTAIBHOE pacmnoiokeHre nHpopmanuu. Hambomnee
uH(pOpMaIlMK Ha | BayKHAs MHPOpPMAIUS JOJDKHA PacIoNiaraThesl B LIEHTPE dKpaHa.
CTpaHHIIE Ecnu Ha cnaiine pacrionaraercs KapTHHKA, HAAMUCh JTOJDKHA pacrojiaraThCs
OJI HEH.
[pudte Jns1 3aronoBKOB — HE MeHee 24.
Jns nadopmannu He menee 18.
[pudTe! 6€3 3acedek Jeruye YuTaTh ¢ OOIBIIOTO PACCTOSHUS.
Henw3st cmemmBaTh pa3Hbie TUITHI IPUQPTOB B OJTHOM MPE3EHTAIUH.
st BeineneHust tHGOpPMAIIMH CIEAYET UCTIOJIb30BaTh KUPHBIN HIPUQT, KYPCUB
WM moxdepkuBaHue. Henmb3st 3moynoTpednsaTh MPONMHCHBIMU OyKBamMH (OHHU
YUTAIOTCA XYK€ CTPOUYHBIX).
Crioco05bI Crnenyer MCHoOJIb30BaTh: pPaMKH; TPaHUIIbl, 3aJIUBKY; IITPUXOBKY, CTPENKH;
BBIIAEICHUS PUCYHKH, TUATPaMMBbI, CXeMBI ISl WILTIOCTPAIlMK HanboJiee BaKHBIX (PaKTOB.
uHpOpMaLIUU
O0BeM He cTouT 3amomHATh OJUH CIai1 CIMITKOM OOJIBIIUM 00heMOM HH(GOPMAITUH:
uH(pOpMaIuu JIOU MOTYT €JMHOBPEMEHHO 3allOMHUTH He Oosee Tpex (haKToB, BHIBOJIOB,

onpeneneHuii. HawmbGonpmras 3¢QexkTUBHOCTD AOCTUTAETCS TOTAQ, KOTAa
KITIOYEBBIE ITyHKTHI OTOOPAXKAIOTCS IO OJHOMY Ha Ka)KJIOM OTJEJILHOM ClIaiijie.




Conepxxanue
nHpopmanuu

Hcnonp3yiiTe KOPOTKUE CIIOBA U NMPEII0KEHUA. MUHUMHU3UPYHUTE KOJTUYECTBO
MPeIJIoroB, Hapeuuid, MpHUJarareabHbIX. 3arojOBKU JOJDKHBI IPUBIIEKATh
BHUMAaHHE ayJUTOPHUH.

Bung! ciaiinos

Jis  obecriedeHuss pa3HOOOpa3us CledyeT MCIOJIb30BaTh pPAa3HbIE BU[bI
CJIAfIOB: C TEKCTOM; C TaOJIMLaMH; C AUArpaMMaMH.




OueHoyHble MATEPHAJIBI IPOMEKYTOYHOM aTTECTALMHU

DK3aMeH SIBIIETCS UTOTrOBOM (hOpPMOIl OLIEHKM 3HAHUM CTYAEHTOB, MPUOOPETEHHBIX B
TeyeHue OOyYeHMsI MO AUCIUIUIMHE. DK3aMEeH MOKET MPOBOJIUTCA KaKk B YCTHOU ¢dopme
(oOy4aromuiicsi TE3UCHO MHUIIET OTBET Ha BOIMPOCHI) C JATBHEHIIMM COOECeOBaHUEM IIO
BOIIpOCaM U3 OuJieTa, Tak U C MOMOIILI0 KOMITBIOTEPHOTO TECTUPOBAHUS.

IIpoBeneHnue 3xk3aMeHa B YCTHOM (popMe.

CryneHT BbIOMpaeT OMIIeT, copepkaliuil 3 Bonpoca u3 6a30Boro U NpoABUHYTOTO YPOBHS,
BOMPOCHI BBICOKOTO YPOBHS 33Jar0TCsI JOIOJIHUTENBHO (YCTHO IpHU cobecenoBaHuu). bunets
(bopMHUpYIOTCS pernoiaBaTeeM Nepe]] 3a4eTHO-IK3aMeHallMoHHOU ceccuel. [lo pesynbraram
OTBETOB Ha IPOMEKYTOYHOM aTTECTALIMU BBICTABISETCS MaKCUMaIbHO 40 OAJJIOB: TP MOJHOM
OTBETE Ha Bompoc 0a3oBoro ypoBHs — 10 OayioB, 6a30BOro M MPOJBUHYTOrO0 — 25 OaJIOB;
0a30BOT0, MPOJABUHYTOTO U BEICOKOTO — 40 0ays1oB. B ciiyyae HEMOIHBIX OTBETOB IO OMIIETY WIIU
CIIOPHOM OLIEHKH 33JJal0TCS TOTIOJHUTENbHBIE BOMPOCH! U3 00ILEro cnucka (BHE 3aBUCUMOCTH OT
YPOBHSI OCBOEHMs) IO YCMOTpPEHMIO IpemnojaBarens. MToroBass oneHka MO AUCLUUIUIMHE
IpelCcTaBIsieT coOoi cymMMmy U3 OayioB, NOJYYEHHBIX B TEUEHMH CEMECTpa U OaiioB
MOJIyYEHHBIX Ha MPOMEXYTOYHOM aTTECTallUU.

IIpoBenenue 3x3amena B (popMe KOMIBIOTEPHOT0 TECTHPOBAHUS.

CryneHt aBropusyercs Ha momaake LMS Moodle, BeiOupaer kypc, co3maHHBIN s
OCBOCHMS JaHHOW muciuiuinHbl. Kype comepxut Oank TectoBbeix 3amanHuii (BT3) uz 200
BOIIPOCOB, BKJIIOYAIOIINX TEOPETUYECKHE BOMPOCHI M IMpaKTHYECKUE 3afadyu. MToroBeiii Tect
pa3/ielieH Ha JIBE€ YaCTH: TEOPETUUYECKYIO U MPAKTUYECKYI0. TeopeTuueckast 4acTh coaepxut 60
TEOPETHYECKUX BOMPOCOB, BHIOMPAEMBIX CIy4dalHbIM 00pa3oM u3 BT3, oxBaThIBalOMIMX BCE
pa3aenbl AMCUUILUIMHBL. Bpemsi BBIMOJIHEHUS TEOPETUUECKON YaCTH TeCTa cocTaBisaeT 40 MUHYT.
[TpakTryeckas yactb cOCTOUT U3 10 MpakTUYECKUX 3aJaHUH, BBIOUPAEMbIX CIIy4alHbIM 00pa3oM
n3 bT3. BpeMst BbINOJIHEHUS TPAKTUUYECKON 4acTH TecTa cocTapisieT 40 MUHYT.

[To pe3ynbTaTaM KOMIBIOTEPHOTO TECTHPOBAHUS BBICTABIISIETCA MaKCUMabHO 40 6aIoB:
30 6anoB 3a Teopernyeckyto yacTh (0,5 Gania 3a mpaBUibHBIN O0TBET Ha | 3amanwue), 10 6amoB
3a TPaKTUYEeCKyto dacTh (1 Gamn 3a mpaBuiIbHBIN OTBET Ha 1 3amanue). MToromas oreHka 1o
TUCHUTUIMHE TIPEACTaBIsIET COO0M CyMMY U3 0aJlIOB, TOJTyYE€HHBIX B TCUCHUH CEMECTpa 1 OaJJIOB
MOJTYYEHHBIX HA KOMIIBIOTEPHOM T€CTHPOBAHUMU.

IlIxaJjia oueHUBaHUSA Pe3yIbTATOB
«yAOBJIETBOPUTEIBHO»: 55-69 Gaos
«xoporuo»: 70-84 6annos

«otiarnyHo»: 85-100 GayuioB
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Bonpocs! AJ1s1 HOATOTOBKY K 9K3aMeHY, IPOBOAUMOI0 B YCTHOH ¢gopme.

Bomnpocs! Ajis1 6a30BOro ypoBHs

. OcHOBHBIE OHATHUS UHHOPMAITMOHHOMN 0€30MaCHOCTH U 3aIUTH HHPOPMAIIH
. YTpo3bl nH(OpMAIIMOHHON 6€30MacHOCTH

. YTPO3bI U ySI3BUMOCTH OECIPOBOIHBIX CETEH

. OCHOBHBIE TIOHATHUS NOJUTUKU OE30MIACHOCTH

. CTpyKTypa monuTuku 6€30MacHOCTH OpTaHu3aluu

. Ponb ctaniapToB nHPOpMAIIMOHHOM 0€3011aCHOCTH

. CuMMeTpHUHBIE KPUTITOCUCTEMBI IIU(GPOBAHUS

. OcHOBHBIE peXUMBI PaOOTHI OJIOUHOTO CUMMETPUYHOTO AITOPUTMA

Oco0eHHOCTH TPUMEHEHUS AJITOPUTMOB CUMMETPUYHOTO UG POBAHUS

10. AcuMMeTpu4HbBIE KPUIITOCUCTEMBI IU(POBAHUS

11

. CDYHKLII/II/I X3IIUPOBAHHUA

12. DnextponHas nuudposast IOAMUCH

13

. YIIpaBlIeHHE KPUIITOKIIOYAMU

14. AyrenTudukanus, aBTOpU3aLns U aIMUHUCTPUPOBAHKE IEUCTBHI MMOJIb30BaTENEH

15
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. KoMOuHupoBaHHbIe cUCTEMBI UACHTU(PUKALIMY U ayTEHTU(UKAIIUN

Bomnpocs! AJ1s1i TPOABUHYTOI0 YPOBHS

. OCHOBHbBIE NOHATHSI HHPOPMALIMOHHOM 0€30MACHOCTHU U 3alUThl HHPOpMaLUU
. ¥Yrpo3sl uHGOPMAIIMOHHON O€30MacHOCTH

. XapakTepHble 0COOCHHOCTHU CETEBBIX aTak

. YTpO3bl U YA3BUMOCTH OECTIPOBOIHBIX CETEH

. Obecnieuenne NHPOPMALIMOHHONW GE30MACHOCTH KOMITbIOTEPHBIX CUCTEM

. OCHOBHBIE TIOHATHUS MOJUTUKN OE30MACHOCTH

. CTpyKTypa NOJIUTUKHN 0€301aCHOCTH OpTraHu3alluu

. Pa3paboTka nonuTruku 0€30MacHOCTH OpraHu3aluu

. Ponb ctanmapToB nH(pOpMaIimoHHOM 0€30MacCHOCTH

. MexxyHapoiHble cTaHaapThl HH)OPMAIIMOHHOW O€30TacHOCTH

. OTedecTBEeHHBIE CTAaHAAPTHI 0€30MACHOCTH UH(POPMALIMOHHBIX TEXHOJIOTUH
. OcHOBHBIE MOHATHUS KpUNTOrpahUUECKO 3anThl HHDOPMALIUK

. CUMMeTpHYHbIE KPUIITOCUCTEMBI IIU(POBAHUS

. Anroputmsl mmudpoBanus DES u 3-DES

. Crannapt mmmdposanus 'OCT 28147-89: cyTh, pesxxuMbl pabOTHI

. Cranpapt mudpoBanus AES

. OcHOBHBIE peXUMBI PA0OTHI OJOUHOTO CHUMMETPUYHOTO aJIFOPUTMa

. Oco0eHHOCTH TPUMEHEHHS AITOPUTMOB CUMMETPUYHOTO MU (POBAHUS
. ACUMMETpUYHBIE KPUITOCUCTEMBI IIU(PPOBAHUS

. Anroputm mudposanus RSA



21. AccuMeTpuyHble KPUINTOCHUCTEMbl Ha 0a3e »JUIMINTUYECKUX KPHUBBIX. AJTOPUTM
accumetrpuyHoro mmdposanust ECES

22. ®ynkuuu x3mmpoBanusi. OteuecTBeHHbIN cTanaapT xamupoBanus [[OCT P34.11-94

23. DnextponHas uudposas noanuck. OCHOBHBIE MPOLIEAYPHI HU(POBON MOITUCH,

24. Anroputm mudpooii moanucu DSA. Anroputm nudposoii noanucu ECDSA

25. Anroputm tudposoit noanucu 'OCT P 34.10-94. OtedecTBeHHBIN cTaHAAPT HUGPOBOMH
noamvcu 'OCT P 34.10-2001

26. YrpaBieHUe KPUNITOKIIOYaMU: UCIIOJIb30BAaHNE KOMOMHUPOBAHHOM KPUNTOCUCTEMBI, METO/T
pacnipenenenus kiatouen {uddu-Xenamana

27. UudpactpykTypa ymnpaBieHUus OTKpbIThIMEA KatodamMu PKI: mpuHmmMm ¢hyHKIMOHUpPOBaAHUS
PKI, mornueckas crpykrypa 1 KOMnoHeHTsl PKI

28. AyTeHTH(UKAaLKsl, aBTOPU3ALMS U aIMUHUCTPUPOBAHUE IEUCTBHI MMOJIb30BaTENEH

29. Meronpl ayTeHTU(UKALMM, MCHOJB3YIOUIME Mapoiu: ayTeHTU(UKAMs Ha OCHOBE
MHOTOpPa30BbIX MapoJiei, ayTeHTU(UKALMS Ha OCHOBE OJIHOPA30BbIX MapoJeit

30. Crporas ayTeHTHU(HUKALUsi: OCHOBHbIE TIOHATHUS, IMPUMEHEHHE  DJICKTPOHHBIX
UJCHTU(PUKATOPOB

31. Kpunrorpaduyeckue mpoTOKOJbl CTPOroil ayTeHTU(UKAIUN

32. buomerpuyeckas ayTeHTU(UKAIMS TOIH30BATENS: JAKTHIOCKOIIMYECKHE CHUCTEMBI
ayTeHTH(PUKALIUH, CUCTEMbI ayTEHTU(UKAIUH T10 JIUILY U T0JIOCY, CUCTEMbI ayTEHTU(UKAIIIH 110
y30py paay>kKHOM OOOJIOUKH M CETYATKH Ija3, 00J1acTh MPUMEHEHUST OMOMETPHUYECKUX CHUCTEM,
OMOMETpUYECKUE UICHTU(HUKATOPHI

33. KoMOuHUpOBaHHBIE CUCTEMBbl HJACHTU(UKALUA U ayTeHTHU(PHUKAIUHU: PaaHMOdacTOTHBIC
unentudukatopel 1 USB-xmroun, ruOpuaHble CMapT-KapThl, OWOAJIEKTPOHHBIE CHUCTEMBI.
DJIEKTPOHHBIEC 3aMKH

34. Yupasienue uaeHTHPHUKAIMEH U JOCTYTIOM

35. BpenoHnocHsie mporpaMmbl U MIPOOJIEMBI aHTUBUPYCHOM 3allIMThI: KOMIBIOTEPHBIE BUPYCHI,
KU3HEHHBIA IIMKJ BUPYCOB, CETE€BBIE YEpPBH, TPOSHCKUE MPOTPAMMBbI, IPYTHUE€ BPEIOHOCHbBIE
IIPOrpamMMBbl U HEXKEJaTeIbHAsT KOPPECIIOHICHIIMS

36. OcHOBHBIEC KaHAJIBI PACTIPOCTPAHEHUS BPEAOHOCHBIX ITPOTPaMM

37. AHTHBHpYCHBIE TPOTPAMMBI: OCHOBBI PAa0OTHl AHTHBHPYCHBIX MPOTPaMM, OCOOECHHOCTH
«001a4uHOM» AHTUBUPYCHOM TEXHOJIOTMH, BHJbl aHTUBUPYCHBIX MPOTPaMM, AOMOJIHHUTEIIbHbBIE
MOAYJI aHTUBUPYCHBIX MPOTPaMM, PEKUMbI paOOThI AaHTUBHpYCA

Bomnpocs! AJ151 BBICOKOT0 YPOBHS

1. Chopmynupyiite norstue nHbopmarnronnoi 6ezonacHoctu UC.

2. OOBSICHUTE MOHITHS LIETIOCTHOCTH, KOHPUACHIINATBHOCTH U IOCTYITHOCTH HH(GOPMAIUH.

3. VkaxuTe  OTIMYMA  CAHKUIMOHUPOBAaHHOrO  JocTyna K  uHpoOpmManmuu  OT
HECAaHKIIMOHUPOBAHHOTO.

4. Ilepeuncnure OCHOBHBIE MPU3HAKU KJIacCU(DUKAIIMU BO3ZMOXKHBIX yrpo3 06e3omacHoctu UC

5. JlaliTe KpaTKyl XapakTEpUCTHKY YIrpo3bl 0€30MacHOCTH, 0003HaYaeMOW TEPMUHOM
(TPOSIHCKAW KOHB.



6. JlaiiTe KpaTKy0 XapaKTepUCTUKY YIpo3 O€30MacCHOCTH, 0003HAYAaEMbIX TEPMUHAMH «BUPYCH»
U «UYEPBbY.

7. HazoBuTe 1 oxapakrepusyiite Haubosiee pacnpoCcTpaHEHHbBIE BUIbI CETEBbIX.

8. OnuiuTe aTaKy «4eaoBeK-B-cepeauHe». Kakue cpenctpa mo3BossitoT 3pPeKTuBHO OOPOThHCS
C aTaKaMH TaKoro Thra?

9. OnummuTe araky TUINA «OTKa3 B OOCIYKMBAaHUW» U PACHPENEICHHYIO aTaKky «OTKa3 B
00CTy)KUBaHUMNY.

10. Onummre 0coOOEHHOCTH (GUIIMHTA U (apMUHTA. YKAKUATE MEPbl MPOTUBOJCHCTBUS ITUM
aTakKaMm.

11. KakoBbI HCTOUHMKH HAPYILICHUH 0€30MaCHOCTH MPOBOIHBIX KOPIIOPATUBHBIX CETEH?

12. Ha3oBUTE OCHOBHBIE YSI3BUMOCTH U YIPO3bI O€CIIPOBOIHBIX CETEH.

13. OOBsACHUTE MOHATUE KIIOJUTHUKA O€30MACHOCTH OPTaHU3ALUNY.

14. Kakue pazgensl JOJDKHA COAEpkKaTh JOKYMEHTAIBHO OGOpMIICHHAs IOJIUTHKA
6e3omnacHocTU?

15. Kakue npo6iieMsl peraetT BEpXHUH YpOBEHb MOJIUTUKHN 0€3011aCHOCTH?

16. Kakue 3amaun pemaeT cpeJHui ypOBEHb MOJIUTHKUA O€30MaCHOCTH?

17. KakoBbl 0COOEHHOCTH HUKHETO YPOBHS MOJUTHKU O€3011aCHOCTH?

18. CdopmynupyiiTe 00SI3aHHOCTH PYKOBOJUTENEH MOApA3JeICHUN, aIMUHUCTPATOPOB U
MOJIB30BATENIEH MPU peain3alii NOJUTUKH O0€3011aCHOCTH.

19. OnummTe CTPYKTYpy MOJIMTHKYA 0€30IMaCHOCTH OpTraHU3alliH.

20. Yto mpencTaBisioT cO00M CrielMalIn3upOBaHHbIE TIOJUTUKH 0€30MacHOCTH?

21. TlpuBenuTe HECKOIBKO MPHUMEPOB CIELUATM3UPOBAHHBIX MOJIMTUK OE€30IacHOCTH C
ONHCaHUEM X OCOOCHHOCTEH.

22. Yto npeacTaBisitoT co0oit mpoieaypbl 0€301acHOCTH?

23. IlpuBeauTe HECKOJIBKO NPUMEPOB POLETYP O€30MACHOCTH C ONTMCAHUEM UX OCOOCHHOCTEH.
24. Ilepeuncnute OCHOBHBIE ATaIlbl Pa3pab0TKU MOJUTUKU O€30MTaCHOCTU OpPTaHU3aIIHH.

25. ChopmynupyiiTe r1aBHYIO 3a7a4y CTaHAApTOB UHGOPMAIITMOHHON O€30MaCHOCTHU C MO3UITUN
MPOU3BOAUTENICH M TOTPEOUTENe NPOAYKTOB HH(POPMAIMOHHBIX TEXHOJIOTHM, a TakKke
CHELHAIMCTOB M0 CEPTUPUKALNUN ITUX TPOAYKTOB.

26. Ha3zoBuTE OCHOBHBIE MEXKyHAPOIHBIE CTAHAAPTHI HH(OPMALIMOHHON 0€30M1aCHOCTH.

27. JaiiTe KpaTKyl XapaKTepHCTUKY MexayHapomaHoro ctanmapra ISO/IEC 17799:2000 (BS
7799-1:2000).

28. KakoBbl OCHOBHBIE OCOOCHHOCTH repmaHckoro crangapta BSI «PykoBoacTBo HO 3amute
MH(POPMAITMOHHBIX TEXHOJIOTUHN 11 6a30BOT0 YPOBHSI 3aLTUIIIEHHOCTH ?

29. OnuumTe coAepKaHUE W YKaXXUTE 3HAUeHUE MexIyHapoaHoro crtangapta ISO 15408
«Obmme kputepuu 6€30MacHOCTH HHHOPMAITMOHHBIX TEXHOIOTHI.

30. Ilepeuncnute cTangapThl sl OECIIPOBOAHBIX CETEH U JaiiTe X KPATKYIO XapaKTEPUCTHKY.
31. HazoBure crangaptsl HHGOpPMAIMOHHON Oe3onacHOCTH Ji71st UHTepHeTa.

32. KakoBbl Ha3HaueHHE U 0COOCHHOCTH (YHKITMOHUPOBaHUs MpoTokoia SET?

33. KakoBbl Ha3HaYeHUE U HYHKITMOHATBHOCTH MPOTOKOI0B SSL 1 IPSec? B uem 3Tu npoTokob!
CYILIECTBEHHO Pa3In4aroTcs?



34. KakoBbl Ha3HaueHHE M (PYHKIHMOHAIBHOCTb MH(PPACTPYKTYpHI YNpPaBIEHUS OTKPBITHIMU
kiroyamu PKI?

35. IlepeuncnuTe pOCCUNUCKHE CTAaHIAPTHI 0€30MTaCHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHA.

36. KakoBo Haznauenue crannapta ['OCT P UICO/MDK 15408? HazoBute u oxapakTepusynTte
TPHU OCHOBHBIX YaCTH 3TOr0 CTaHJapTa.

37. Yto takoe kpunrorpadus?

38. Jlaiite omnpeaeneHus CIEAYIOIIMX TOHATUWA: KPUITOTpaMMa, KPHUIITOAITOPUTM,
KpUIITOCUCTEMA

39. B 4eMm cOCTOUT KOPEHHOE pa3INuie CHMMETPUYHBIX U ACUMMETPUYHBIX KPUITOCUCTEM?

40. OxapakTepu3yiTe 4eThIPe OCHOBHBIX PEKUMA PAOOTHI OJIOYHOTO aITrOpUTMA.

41. Pacckaxute 0 crnoco0ax KOMOMHHpPOBaHUS OJOYHBIX aNTOPUTMOB JSl TOTYYCHHS
IrOPUTMOB € 00Jiee JUIMHHBIM KIIFOUOM, CPABHUTE UX MEXKIY COOOM.

42. KakoBbl OCHOBHBIE XapaKTEPUCTHUKA M PEXKUMBbI padOThl OTEUECTBEHHOI'O CTaHAapTa
mudpoBaHus JaHHBIX ?

43. ChopMynupyiTe KOHIIECTIUIO KPUIITOCUCTEMBI C OTKPBITHIM KITFOUOM.

44,  Jlaiite  ompenereHUE  OJHOHAmpaBieHHOW  ¢yHKuuu. llpuBeautre  mpumepsl
OJIHOHAMPABJICHHBIX PYHKIINHA

45. Ha yem OCHOBBIBa€TCS HAJICKHOCTh KpUNTOAITOpUTMa mu@poBanus RSA?

46. OnuimuTe ABE OCHOBHBIE MPOIIEAYPHI, OCYIIECTBIISIEMbIE CUCTEMOM AIEKTPOHHOM ITU(ppoBOM
MOAMKCH JIJISt TOATBEPKIACHUS TTOATUHHOCTH IIU(PPOBOTO TOKYMEHTA.

47. OnummuTe 0TEYECTBEHHBIN CTaHAapT U(POBOI MOAMUCH, YKAKUTE €r0 MPEUMYIIECTBO 110
CpPaBHEHUIO ¢ adropuTMoM udposoit noanucu DSA.

48. KakoBo Ha3zHaueHue XdMI-PYHKIMS M KakKuM TpeOOBaHUSIM JIOJDKHA YIOBJIETBOPSTH
KaueCTBEHHAs X31I-(DYyHKIUA?

49. KakuM 00pa3oM KOMOMHUPOBAHHBIA METO IN(POBAHUS MTO3BOJSET COUETATh JOCTOMHCTBA
ACCUMETPUYHBIX M CHUMMETPUYHBIX KpunrocucteM? OnummTe MOpOTOKOJ —peanu3aluuu
KOMOMHHPOBAHHOTO METO/1a ITU(PPOBAHMUSL.

50. Onumure padoty anropurma Juddu-Xsmimana. YKaKUTe TOCTOMHCTBA 3TOTO aJITOPUTMA.
51. KakoBo HaszHaueHue UHOPACTPYKTYphl OTKpbITHIX kimouert PKI?  Omnummure
bynkimonupoBanue nHbpacTpykryps PKI.

52. JlaiiTe ompejieiieHUE TOHSATUM «UICHTU(PUKAIUI», «ayTCHTU(DUKAIIUSY, «aBTOPU3AIUIY,
«aIMUHUCTPUPOBAHUEY.

53. YUto noHMMaroT o pemeHueM 3aaad AAA?

54. Kakue 3a7a4u peliaeT nojicucTeMa ynpapieHus: uaeHtudukamnueit u gocrynom IAM?

55. Ha kakue KaTteropmd MOXHO Pa3leUTh MPOIECCHl ayTEeHTHU(PUKAIUA B 3aBUCUMOCTU OT
CYIIHOCTEH, NPEIBSABISEMBIX I10JIb30BATEIEM JJI IOATBEPKIECHNS CBOEH MOJJIMHHOCTH ?

56. [lepeuncauTe OCHOBHBIE aTaKH HA MIPOTOKOJIbI Ay TeHTU(PHUKAITIH.

57. OnumwMre MeToj ayTeHTU(HKAIMM HAa OCHOBE MHOIOpa3zoBbIX maposieid. KakoBbl ero
HEOOCTATKU?

58. Omnuiure MeToJl ayTeHTU(HKAMKW Ha OCHOBE OAHOPa3oBbIX mapoJiei. KakoBbl ero
JIOCTOMHCTBA U HEJJOCTATKU ?



59. CopmynupyiiTe NpUHLIKI CTPOro ayreHTuukanuyu. ONUIIUTE TUIBI TPOLEAYP CTPOroi
ayTeHTU(UKALINH.

60. O0bsicauTe HazHaueHue PIN-koga 1 0COOEHHOCTH €ro UCIOJIb30BaHUS.

61. O6bsicauTe NpUHIUT paboThI ABYX(pakTopHOI ayTeHTuukanu. Kakue BHEIIHUE HOCUTENN
uH(pOpMallMK HUCTIOJB3YIOT s AByX(pakTopHOW ayTeHTU(dUKauu mnonb3oBareneii? Kakossl
JOCTOMHCTBA 3TOTO METO/1a ayTeHTU(UKaun?

62. OnuiuTe QyHKIMOHAIBHOCTh U XapaKTepUCTUKU cMapT-KapT U USB-TokeHOB.

63. OnuiuTe METOAbl OUOMETPUYECKON ayTEHTU(PUKAIIMY [10JIb30BATEIIS.

64.Yto o03Ha4alOT TEPMHUHBI «KOIPOUIIMEHT OIMMOOYHBIX OTKa30B» M «KOI(POUIUEHT
OIIMOOYHBIX MOATBEPKICHUID ?

65.00bsCHUTE IPUHITUTT YIIPABICHUS TOCTYTIOM HO CXEME OJTHOKPATHOTO BXOJIa C aBTOpU3AITUEH
SSO.

66. Uro Takoe BpemoHOcHas mporpamma? OxapakTepuU3yHTE OCHOBHBIE THIIBI BPEIOHOCHBIX
IIpOrpamm.

67. YKaxXuTe CyIECTBEHHbIEC OTJIMYMS KOMIIBIOTEPHBIX BUPYCOB OT CETEBBIX yepBeil. Onumere
OCHOBHBIE OCOOCHHOCTH TPOSTHCKUX MPOTPAMM.

68. OnummuTe 1Ba OCHOBHBIX MOAX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX IMPOrPAMM.

69. Kak BBINOJHIETCA CUTHATYPHBIN aHan3? KakoBbI €ro JOCTOMHCTBA U HEAOCTATKH ?

70. YUto npencrtaBisitoT coOO0M MPOAKTUBHBIE METOAbI OOHapykeHus? JlaiiTe XxapakKTepUCTUKU
ABYX HanOoJiee MOMyJISIPHBIX MOJIX0/I0B.

71. OnummTe NpUHLHKI JEHCTBUS, JOCTOMHCTBA U HEJOCTATKU 3BPUCTHYECKUX aHAIU3ATOPOB.
72. OnuiuuTe NPUHIMN 1eHCTBUS, TOCTOMHCTBA U HEJOCTATKU MMOBEACHYECKUX OJIOKHPATOPOB.
73. Haz0BHTE 1 OMUILNTE JONOJHUTEIBHBIE MOAYJIN AHTUBUPYCHBIX CPEICTB.

74. KakoBbl JOMOJHUTENbHBIE MEPbl M CPEICTBA 3allMThl OT BPEJOHOCHBIX MPOrpamw,
pacHIMPSIONINE BO3MOXXHOCTH aHTUBUPYCHBIX IPOrpaMm?

/5. OnumuTe Mepbl U CPEACTBA 3aLUUTHI OT crama.

76. KakoBbl 0COOEHHOCTH pealli3alii MOACUCTEMBI 3aIUTHI KOPIOPATUBHOW MH(OPMAIIUU OT
BPEJOHOCHBIX ITPOrpamMM U BUPYCOB?
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