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1. lleas, 3a1a4M M IVIAHUPYEMbIe Pe3yJbTAThl 00y4eHHUs 10 JUCHHUIJIHHE
(Lenv u 3a0auu ocgoenus Jucyuniunsi, coomsememsyiowue yeau OIT)

Llenbto ocBoeHus aucHUILTUHBI «HpOpManmoHHas G€30MacHOCTEY SIBISAETCS
nojgy4yeHue 0a30BbIX TEOPETUUYECKUX INPEACTABICHUNH O COBPEMEHHBIX METOJax |
CpeACTBax 3alIUThl MHPOPMALUU U MPAKTHUECKUX HABBIKOB MCIIOIB30BAHHS ITHUX
CPEACTB IpU peaiu3aliy MPOrpaMMHBIX U allapaTHBIX CPeACTB WHGOPMAIIMOHHBIX
CHCTEM MaciiTada npeanpusTus

3amayamMu JUCIUILTAHBI SIBISIOTCS:

1. popmupoBanue 3HaAHUI

- TEpPMHHOJIOTUU B 00JIacTU MHPOPMAIIMOHHON 0€30MaCHOCTH U 3alIUThI
uHbopMaIuu

- OCHOBHBIX HOPMATHBHBIX U TMPABOBBIX aKTOB, PETIaMEHTHPYIOMHX chepy
MH(OPMAIMOHHOW O€30MaCHOCTH U 3aIlUThl TH(POPMALIHH

- IPUHIIMIIOB OPTaHU3AIMH 3aIIUTHl UHGOPMAIIUN HA IPEITPUITUAX;

- MEp U CPEJICTB 3alTUTHl HHPOPMAIIH

2. hbopMUpOBaHNE YMEHUN

- BBUBISITH OCHOBHBIE BHJIBI yIpo3 U  YA3BUMOCTEH O€30MacHOCTH
uH(popManuu;

- paspabarbiBaTh HOPMATHUBHO-TEXHUYECKYI) JOKYMEHTALMI0 C Y4YETOM
TpeOOBaHMII HOPMATHBHBIX U NPABOBBIX aKTOB B o00JacTh WH(GOPMALMOHHON
0€30I1acCHOCTHU U 3alIUThl UH(pOpMaLUU

- kpunrorpadguyueckue  METOABbl  OOecCleyYeHusi  IEJIOCTHOCTH U
KOH(HIEHIIMATTbHOCTH UH(OpMALIIH

3. hopmupoBaHuEe BIIaICHUS:

- HaBBIKAMH TPUMEHEHHS MPOTPAMMHO-ANMNApaTHBIX  CPEICTB  JUIS
obecnieueHus: H(POPMaIIMOHHONU 0€30MaCHOCTH

- HaBBIKaMHU TIPOTPaMMHON pealn3aiiy KpUNTorpaQuueckux alropuTMOB

KoMnereHnu U MHAUKATOphl, (hOpMUpyEMBbIE Y 00YHArOITUXCS:

Kon u HaumeHoBaHME KOMIIETEHIINH Koa u HaumeHOBaHME MHAMKATOpa
OIIK-2 Cnoco0OeH moHUMaTh MPUHIIMITEI OIIK-2.2 Bnaneer HaBbIKaMH IPUMEHEHUS
palboThI COBpEMEHHBIX HH(POPMAIIMOHHBIX | HU(POBBIX TEXHOJIOTUHN /TS peIIeHUs 3a/1a4
TEXHOJIOTUI U MPOTPAMMHBIX CPEJICTB, B IpoeCCUOHATILHOM JIEATENBHOCTH € Y4ETOM
TOM YHCJI€ OT€YECTBEHHOI'O IPOU3BOJICTBA, | OCHOBHBIX TPeOOBaHUH HH(pOPMAIMOHHON
U MCIIOJIb30BaTh UX MIPU PELICHUH 33134 Oe3onacHoCcTH
npoecCHOHATLHOMN 1eATeNbHOCTH;

OIIK-3 CnocoOeH pemaTh CTaHAapTHBIE OIIK-3.1 Pemaer craniapTHble 3a0a4u
3a71auu MPo(EeCCHOHATBHOM NeATETbHOCTH | TPO(ECCHOHATLHOM 1eATEIbHOCTH Ha OCHOBE
Ha OCHOBE MH(POPMAIIMOHHOH U nH(pOpMalMOHHON U Oubnorpapuveckon
o6ubnuorpaduyeckoit KyabTyphl C KYJIbTYpBI C IPUMEHEHUEM WH(POPMAIIMOHHO-
IIPUMEHEHHEM UH(POPMALIMOHHO- KOMMYHHUKAI[HOHHBIX TEXHOJIOTHUI1
KOMMYHHKAIIMOHHBIX TEXHOJIOTUU U C OIIK-3.2 YuuTeIBaeT pu pelIeHUHN 3a1a4
Y4€TOM OCHOBHBIX TpeOOBaHUI Ipo¢eCCHOHATIBHOM 1€ TEIbHOCTH OCHOBHBIE
MH(POPMALIMOHHOM 0€30MacHOCTH; TpeGoBaHuUs K MHPOPMAITMOHHON

0€e301acHOCTH




2. MecTo nucuMnanHbl B cTpykrype OI1

[IpenmecTByronme AuCUUAIUIMHBL (MOaynu), npaktuku, HUP, np.: Beicmas
matemaTtnka, ®Pusuka, WHbOpMalMOHHBIE TEXHOJOTUH, ANTOPUTMH3AIMUSI U
IIPOTPaMMHUPOBAHUE

[Tocnenyromue AucHUIUIMHEBL (Moyn), npaktuku, HUP, np. Beimonxnenue u
3alUTa BHITYCKHOW KBaJTM()UKAIIMOHHON paboThI

3. CTpyKTYypa U coJep:kaHue TUCHUIINHBI
3.1. CTpykTypa IMCUMILINHBI
Jlnis ouHo# popmbl 00yUeHuUs

Buz yueOHoli paboTh Bcero | Beero |Cemectp(sbl)
3E 4acoB 3
OBLLIAS TPYJIOEMKOCTb JIUCITUTINHBI 3 108 108
KOHTAKTHAS PABOTA* - 72 72
AVJIUTOPHAS PABOTA - 68 68
Jlexknun - 34 34
[IpakTruueckue (CEMUHAPCKUE) 3aHATUS - 0 0
JlabopaTopHble pabOThI - 34 34
CAMOCTOATEJIBHAS PABOTA OBYYAIROIIET'OCA - 40 40
[IpopaboTka yueOHOTO MaTepuasa - 4 4
KypcoBoii rpoekT - 0 0
KypcoBas padota - 0 0
[ToaroToBKa K MPOMEKYTOUHOM aTTeCTALIMU - 0 0
[IpomexxyTouHast aTTeCTalus: 3
JList 3a0uHO# (hOpMBI OOyHECHHUSI
Buy yueGHOM paboThI Bcero | Bceero (Cemectp(sr)
3E 9acoB 3
OBLLAS TPYJIOEMKOCTb JIUCITUTIMHBI 3 108 108
KOHTAKTHAS PABOTA* - 25 25
AYJIMTOPHAA PABOTA - 18 18
Jlexmu - 10 10
[IpakTrueckue (CEMUHAPCKUE) 3aHATUS - 0 0
JlaGopatopHbie pabOThI - 8 8
CAMOCTOATEJIbHAS PABOTA OBYYAIOIET'OCA - 86 86
[IpopaboTka yueOHOTrO MaTepuasa - 7 7
KontponsHas pabota 18 18
KypcoBoii rpoekT - 0 0




Kypcosas padota - 0

[ToaroroBka K MpOMEXYyTOUYHON aTTECTALIMN - 0

w O o

[IpomexyTouHas arrecTanus:

3.2. Conep:kaHue IMCHUIJIMHBI, CTPYKTYPUPOBAaHHOE IO pa3aejamM H
BU/aM 3aHATHH

Paznenst Pacnpenenenue ®opmbl 1 | MHIEKCH MHAMKATOPOB
TV CIATUTHHBI a TPYAOEMKOCTH BH/I (hopMUpyeMBbIX
§ 110 BU/IaM y4eOHOM paboThl | koHTpons KOMIIETECHIIMH
° S : o
Sl g g B B
Paznmen 1 14 4 4 0 6 TK1 OIlK-2.3, OIIK-3.3
Paznmen 2 8 2 4 0 4 TK1 OIIK-2.VY, OIIK-3.3,
OIIK-3.¥Y
Paznmen 3 18 4 8 0 6 TK2 OIIK-2.B, OIIK-3.Y,
OIIK-3.B
Paznen 4 14 4 4 0 6 TK3 OIIK-2.V, OIIK-3.3,
OIIK-3.yY
Pa3znen 5 14 4 4 0 6 TK3 OIIK-2.V, OIIK-3.3,
OIIK-3.yY
Pazyen 6 12 4 2 0 6 TK3 OIlK-2.3, OIIK-3.3
Paznen 7 18 4 8 0 6 TK4 OIIK-2.B, OIIK-3.3,
OIIK-3.yY
3auer 0 0 0 0 0 OM OIIK-2.B, OIIK-3.3,
OIIK-3.yY
HToro 3a 3 cemecTp 108 34 34 0 40
UToro 108 34 34 0 40

3.3. Conep:xkanue AUCHUNTHHBI
Paznen 1. OcHOBHBIC OHITHS U HOPMATUBHO-TIpaBOBasi 0a3a MHPOPMAIIUOHHOM
0e30macHOCTH
Tema 1.1. OcHOBHBIE TOHATHS HHPOPMALIMOHHOM 0€30MMaCHOCTH
Tema 1.2. 'ocynapcTBeHHas MONIUTHKA B 00J1aCTH MH(DOPMAITMOHHOW O€30MaCHOCTH
Tema 1.3. Kiaccudpukauuss wuHdopmanuu, [A0CTyn K KOTOpPOH OrpaHUYEH
dbenepanbHbIMU 3aKOHAMH PO
Tema 1.4. Mogaens yrpo3 6e3o0nacHOCTH HHPOPMAIIUU TPEATPUITUS

Paznen 2. Yopasienue nHGOpMaIMOHHON 0€30MaCHOCTHIO

Tema 2.1. MexayHapoaHble U POCCHIICKME CTaHAAPTHI B cepe MHPOopManmOHHON
0e30macHOCTH

Tema 2.2. Ilonutrka nHGOpPMALIMOHHOM O€30MACHOCTH

Tema 2.3. MeHe)KMEHT PUCKOB MH(POPMAITMOHHOM 0€30MaCHOCTH MPEAPUITUS

Paznen 3. Meps! u cpencrsa 3ammTsl nHGopmanuu. Kpunrorpaduueckue cpencraa




3amuThl nHpopManuu (KC3M)

Tema 3.1. CuMMeTpuUHbIE KPUNITOCUCTEMBI H(ppoBanus. CTaHaapThl mUppPOBaHUs
DES, 3DES, AES, TTOCT 28147-89.

Tewma 3.2. Creranorpaduyeckue METObI 3alUTHl HUHPOPMAITUU

Tema 3.3 AcumMeTpUIHBIE KPUIITOCUCTEMBI IITHPPOBAHUS

Tema 3.4 3amura nHGOpMaIUU B AIEKTPOHHBIX JOKYMEHTaX MyTeM UGpOBaHUS U
(dbopMUPOBAHUS ANEKTPOHHOHN TIOITUCH

Tema 3.5 Vrpasnenue kpunrokiarodamu. MabpacTpykTypa oTKpeIThIX Kiaouei (PKI)

Paznen 4. Unentuduxanus, ayrTeHTUPUKALNS U YIIPaBICHUE TOCTYIOM

Tema 4.1 Texnonoruu ayreHTHGUKAIIAN

Tema 4.2 Kpunrorpadudeckue MNpOTOKOIbI ayTeHTH(PUKauu. buomerpuueckas
ayTeHTU(UKALIHS

Tema 4.3 Mojenu pa3rpaHudeHus TOCTyTa

Paznen 5. OGecneuenne 6€30MacHOCTH MH(POPMAITUU B ONIEPAIIMOHHBIX CUCTEMAX
Tema 5.1 OGecnieueHune 6€30MacCHOCTH UH(DPOPMAIIMK B ONEPALIMOHHBIX CUCTEMAaX
cemeiictBa Windows/Linux

Tema 5.2 ABTOMaTH3MPOBAHHOE OOHAPYXKEHHE YA3BHUMOCTEH MPOrPaMMHOTO
oOecrieyeHrss Ha pabOYMX CTAHLMAX TMOJ YIPAaBICHUEM ONEPALMOHHBIX CHUCTEM
cemeiictBa Microsoft Windows

Tema 5.3 JlokanbHbIie U TpyIoBbIe MOJUTHKH Oe3omacHoctu OC Microsoft Windows

Paznen 6. CpencrBa antuBupycHoi 3amuTsl (CAB3)

Tema 6.1 Knaccudukaiusi BpeJOHOCHBIX ITPOrpamMm

Tema 6.2 CpenctBa aHTUBUPYCHOM 3aITUTHI HH(MOPMAITUN

Tema 6.3 CpaBHUTENBHBIN aHAIU3 CPEJICTB aHTUBUPYCHOM 3alIUThl MH(POpPMAINH C
WCITOJIb30BAHUEM PE3YJIBTATOB HE3ABUCUMBIX TECTOB

Paznen 7. O6ecnieuenne 0e30mMacHOCTH HHGOPMAITMN B KOMITBIOTEPHBIX CETAX

Tema 7.1 Knaccudukanuss yrpo3 0Oe3omacHOCTH UWHGOpMaMM U aTaKk B
KOMIIBIOTEPHBIX CETAX COTJIACHO ypoBHAM Mojaenu OSI

Tema 7.2 TexHonorust BUpTyalibHbIX JTOKadbHBIX ceTelt (VLAN)

Tema 7.3 TexHONTOTHUN MEXKCETEBOTO YKPAHUPOBAHUS

Tema 7.4 TexHnonmoruu BUPTyaibHbIX YacTHBIX ceTer (VPN)

Tema 7.5 V3yueHue cpeicTB HHCTPYMEHTAIBLHOTO aHa/In3a 3amuiieHHocTy UT-

UHQPACTPYKTYPHI

3.4. TemaTu4yecKkHii IVIaH NPAKTHYECKUX 3aHATUH
JlauHbIM BUA pabOThl HE IPEAYCMOTPEH YUEOHBIM IJIAHOM

3.5. TemaTuueckuii nJjiaH J1a00paToOpHbIX padoT

1. Pa3zpaboTka Mojienu yrpo3 6€301macHOCTH HHPOpMAITUU TPEANPUSITHS

2. AHanu3 pucKoB MHPOPMAITMOHHOHN 0€30MaCHOCTH MPEATPHUATHUS

3. MonoandasutHbie 1 nomandaBuTHbie MUGPLI. YacTOTHBIN KpUTITOAHATN3
4. TTporpamMmHasi peanu3anus KIACCUYECKUX aJTOpPUTMOB IH(DPOBAHUS M HUX



KpUNTOAHAIIN3A

5. 3amuTa UHPOpPMALIUK B DJIEKTPOHHBIX JOKYMEHTaX IyTeM IIM(PPOBAHUS U
dbopMHUpOBaHUS PTIEKTPOHHON MOAMKUCH

6. [laponbHas ayTeHTUDUKAITHS.

/. AIMUHHCTPUPOBAHUE TMOJIL30BATEICH U MpaBUJl pa3rpaHUUYEHUsl OCTyIa B
OC Astra Linux.pdf

8. U3yuenue TexHONOTHI BUPTyalnbHBIX JIoOKadbHBIX ceteli (VLAN) ¢
IIOMOIIIBIO IpOorpamMMbl MoieaupoBanus cereir Cisco Packet Tracer

9. UsydyeHne TEXHOJOTUH MEXKCETEBOTO JSKPAaHUPOBAHUS C
nporpamMmmel mojenupoBanus cereir Cisco Packet Tracer

3.6. KypcoBoii npoekT /kypcoBasi pabora

JlanHbIi BUA pabOThI HE MPEAYCMOTPEH YUECOHBIM IIJIAHOM

IIOMOIIBIO

4. OueHnBaHue Pe3yJbTATOB 00yUeHUsI

OneHrBaHKE PE3yJbTaTOB OOYYCHHUS 110 JUCIUIUIMHE OCYIICCTBISCTCS B
paMKaxX TEKYIIEro KOHTPOJS W IIPOMEKYTOUHOH aTTeCTAallMH, IPOBOJMMBIX IIO
oabHO-perTuHroBoit cucreme (bPC).

[IIkana oNeHKH PE3yIbTAaTOB 00YUYEHUS IO TUCIUTIINHE:

YpoBeHb chOpMUPOBAHHOCTH
WHJIMKATOpa KOMIETEHIIUU
o . Huxe .
Bricokni Cpennuit Huzknit
3araHu- CpEeIHEero
Kon Kon POBAaHHBIC ot 85 1o 100| ot 70 mo 84 | ot 55 1o 69 | ot 0 Ho 54
KOMIIe- | HWHIMKATOpa pe3yNbTaThI
TEHIIMM | KOMIIETCHIIUHM | OOyYeHUs 1O Ulkana ouennsanus
WCIIUTUTHH HEY/I0B-
cn © YAOBJET- YA
OTJINYHO XOpOILIO JIETBOPH-
BOPUTEIILHO
TCJIBbHO
3a4TCHO HC 3a4TCHO
3HATh:
Ypoenr | MuHuMan | YpoBeHb
YpoBeHb . .
. 3HaHUUA B | BHO 3HAaHUU
3HAaHUWA B
o0neme, JOMYCTUM | HUXKE
00BeEME, .
TIPHHITAITHI COOTBETCT | BbIH MUHUMAI
abo COOTBETET | poio mem OBEHB BHBIX
ThI
OIIK-2.1 p BYIO MIEM yio M .
COBPEMEHHBIX Hoorpany | TPOTPAMM | SHAHM, TpeboBaH
nH(pOpMaITMOHH ep P €, HMeEeT | UMeeT 17078
BIX TEXHOJIOINH MECTO MECTO AMEIOT
MOATOTOBK
OIlK-2 HECKOJIKO | MHOTO MECTO
u, 0e3
HErpyObIX | HerpyObIX | IpyOble
ommOOoK
ommOOoK (011057 § OIMUOKHN
BIIAJIETh:
HaBBIKAMH [Iponemon | I[Iponemon | Umeercss | Ilpu
MIPUMEHEHUS cTpHU cTpHU MUHUMAaJb | PEIICHUN
OIIK-2.2 i poBbIX pPOBaHBI pPOBaHBI HBII CTaHAapT
TE€XHOJIOTUH U1 | HaBBIKH 0a3oBbIe Habop HBIX
pCLICHHUA 3ala9 | Ipu HaBbIKU HaBbIKOB 3a7a4  HeE
popheccHoHab peleHuy | Ipu JUIA IpOAEMOH




HOM HECTaHJAp | PCIICHUU | PEIICHUS | CTPUP
JEATCIIBHOCTH C | THBIX CTaHJapTH | CTAHJAPTH | OBaHbI
y4eToM 3aja4d 06e3 | BIX 33/1a4 C | BIX 33714 ¢ | Oa30BbIe
OCHOBHBIX OmMOOK M | HEKOTOPHI | HEKOTOPHI | HaBBIKH,
TpeOOBaHHii HEJIOYETOB | MH MH HUMEIOT
mj(bOpMauHOHH HeloueTa | HeJO4YeTa | MecTo
gH MU MU rpyOsbie
€30I1aCHOCTHU OLIHGKH
3HATH:
MIPUHIIUIIEI,
METO/IBI u
cpeacTBa
pelieHus
CTaH/IAPTHBIX
3a1au
npodeccruoHalb
HOM
YpoBeHb Munuman | YpoBeHb
JIEATEIIbHOCTH YpoBeHb . 9
N 3HAHUW B | BHO 3HAHUU
Ha OCHOBE | 3HAHMH B
o0neme, JIOTYCTUM | HUXKE
uHOpMaIMOHH | 00BEME, 9
. COOTBETCT | BIi MUHUMAT
ou M| COOTBETET | pupy em OBEHb BHBIX
oubmmorpaduye | Byro IIeM Y YPOBEH
o MpOrpaMM | 3HAHUM, TpeboBaH
CKOHM KyJITYpBI | IPOTpaMM 9
€, HUMeeT | UMeeT ui,
C IPUMCHEHUEM | €
MECTO MECTO UMEIOT
WH(OPMAIIMOHH | IMOATOTOBK
HECKOJIBKO | MHOTO MECTO
o- u, oe3
HerpyObIX | HEerpyObIX | rpyOble
KOMMYHHKAI[MO | OIIMOOK
91115 () 3 OIuO0K OLIMOKHU
HHBIX
TEXHOJIOTUN U C
YETOM
OITK-3 | OITK-3.1 Y
OCHOBHBIX
TpeboBaHMit
UH(POPMALMOHH
on
0e30MacHOCTH
YMETh:
peuaTthb IIponemon | IIponemon | IIponemon
CTaH/IapTHBIC CTpH CTpH CTpH [Tpu
3aaun pPOBaHbBI pPOBaHbBI pOBaHbBI pelieHnn
npodeccuoHab | BCe BCE OCHOBHBIE | CTaHAAPT
HOM OCHOBHBIE | OCHOBHBIE | YMEHUSI, HBIX
JIESITSIIBHOCTH YMEHUS, YMEHUS, pEIIeHbI 3amad  He
Ha OCHOBE | pPEIICHbI pEIIeHbI TUIIOBBIE | TIPOJIEMOH
MH(OPMALIMOHH | BCE BCE 3aJa4yu ¢ | CTPHUDP
ot W | OCHOBHBIC | OCHOBHBIC | HEIpyOBIM | OBaHBI
oubnmorpaduue | 3amaum  C | 3ama4M C | U OCHOBHBIE
CKOM KYJBbTYpBl | OTAEIBHBI | HETPYOBbIM | OIMIMOKaMH | YMEHHUS,
C IPUMEHEHUEM | MH u : UMEIOT
WH(pOPMAIIMOHH | HECYIIECT | OIIMOKAaMH | BBIITOJHEH | MECTO
o- BCHH bIMH | , BI Bce | TpyObIe
KOMMYHHKAIIMO | HeJAOodYeTa | BBIMIOJNHEH | 3aJaHus, | OIIHMOKU
HHBIX MU, bl BCE | HO HE B




TEXHOJIOTUH U C | BBINOJIHEH | 33J]aHUA B | TIOJTHOM
Y4EeTOM Bl BCE | MOJIHOM o0Bbeme
OCHOBHBIX 3a7aHus B | o0ObeMe,
TpeOoBaHU MOJIHOM HO
uH(pOpMaIMOHH | 00beMe HEKOTOPBI
on e c
0e301macHOCTH Hezjo4eTa
MU
BJIAJICTh:
HaBBIKAMU
MOJITOTOBKH
0030poB [Ipu
POB, N [Iponemon | Mmeercs P
aHHOTalUH, pelieHun
[Iponemon | cTpu MUHUMAJb
COCTaBJICHUS . CTaHAapT
CTpHU POBaHBI HBII
pedeparos, HBIX
pOBaHBI 0a30BbIC Habop
HAyYHBIX 3aJad  He
HAaBBIKU HaBBIKU HaBBIKOB
JTOKJIaJIOB, POJIEMOH
. npu npu JUTST
nyOnukanuii - u CTpHp
pPEIICHUH | PEIICHUH | PEIICHHS
oubnuorpadumn OBaHbI
HECTaHAap | CTaHAAPTH | CTAaHAAPTH
o Hay4HO- 0a3oBbIC
THBIX BIX 33124 C | BIX 33144 C
HCCIIEIOBATEIBC HABBIKH,
- 3a1a4 0e3 | HEKOTOpBI | HEKOTOPHI
KO pabore cC HMEIOT
OmHMOOK ¥ | MU MH
y4eTOM MECTO
. HEZOYETOB | HEJOYeTa | HeJoYeTa
TpeOoBaHUI rpyobie
MU MU
UH(POPMALMOHH OLINOKH
on
0€e30MacHOCTH
3HATh:
OCHOBHBIE BHJIBI
yrpo3
0e30macHOCTH
uHpopManuy,
SI3BUMOCTEMN
y VpoBeHp | Munuman | YpoBeHb
UH(QOpMaIMOHH | YPOBEHb . .
. 3HaHUUH B | BHO 3HAaHUU
BIX CHCTEM, a |3HAaHWH B
o0neme, JIOTYCTUM | HUXKE
Tak)Ke Mephl U o0Beme, .
COOTBETCT | BIH MUHUMAI
cpezncTBa COOTBETCT
. ByIO IIIeM | ypOBEHb BHBIX
NPOTHBOJCHUCTB | BYIO ILEM .
nporpaMM | 3HaHHIH, TpeGoBaH
Usl arakaM Ha | IporpaMm 9
e, WMEEeT | UMeeT Ui,
OIIK-3.2 UHPOPMALIUOHH | €
MECTO MECTO UMEIOT
bI€ PECYPCHI ITPH | OATOTOBK
HECKOJIBKO | MHOTO MECTO
MPOCKTUPOBAHU | H, oe3
HErpyObIX | HerpyObIX | IpyOble
¥, paspaboTKe U | OIHMOOK
ommnooK (01115 (1) § OIUOKHU
BHE/IPEHUU
IPOTPaAMMHOTO
o0ecrieueHus
UH(POPMALIMOHH
BIX CUCTEM
YMETB!
paszpabarsiBath | [Ipomemon | [Ipogemon | [lpogemon | ITpu
MPOEKTHO- CTpHU CTpHU CTpH peleHnH
TEXHUYECKYIO POBaHBI POBaHBI pOBaHbBI CTaHapT




JOKYMEHTALMIO | BCE BCE OCHOBHBIC | HBIX
TUTsE OCHOBHBIC | OCHOBHBIC | YMEHUS, 3aJad  He
WH(OPMALIMOHH | YMEHUS, YMEHUS, pEIICHBI MPOJIEMOH
BIX CHCTEM C | pCIICHBI peleHbI TUTIOBBIE | CTPHUD
y4eToM BCE BCE 3aJjaud  C | OBaHbI
TpeOOBaHUI OCHOBHBIC | OCHOBHBIC | HETPYOBIM | OCHOBHBIE
TEKYILETo 3aJjaud  C | 3aJjauyd  C | U YMEHUS,
3aKOHOJATEIbCT | OTACIBHBI | HETPYOBIM | OIIMOKAMH | UMEIOT
Ba, MU u , MECTO
HOPMAaTHUBHO- HECYIIECT | OMMOKAMU | BBIIIOJIHEH | TPyOBIe
MIPABOBBIX BEHH BIMH | , BI BCE | OMIMOKH
aKTOB, HE/lo4YeTa | BBINOJIHEH | 33jaHus,

CTaH/JApTOB  H | MH, BI BCC | HO HE B
BEAYIINX BBINOJIHEH | 33J]aHUS B | TIOJTHOM
MPAKTHK B | BI BCE | TIOJTHOM o0beMe
obnactu 3ajaHusl B | oObeme,
MH(OPMALIMOHH | TTOJIHOM HO
o o0Bbeme HEKOTOPHI
Oe3omacHoCTH e c
HemoueTa
MU

BJIAJICTh:
HaBBIKAMU Tpn
IIPUMEHEHUS IIponemon | Mmeercs
POTPaMMHO- [Tponemon | cTpu MUHHMAJTb E:::HI;I;I:
anmapaTHbIX CTpHU pPOBaHBI HBIH HEIX
CpEencCTB JUIs | POBaHBI 0a3oBble Habop samad e
aHaJIN3a HaBBIKH HaBBIKH HAaBBIKOB

MIPOIEMOH
3alIMIEHHOCTH | TIPU npu ISt cTpHp
WH(OPMAIIMOHH | PEIICHUH | PEIICHUH | pEeLIeHUs OBAHLL
BIX CHCTEM JUIsl | HECTaHJAp | CTAHAAPTH | CTAHMAPTH | o
BBIPAOOTKH Mep | THBIX BIX 337@9 C | BIX 337Q C |
NPOTUBOJCHCTB | 3a7a4 0€3 | HEKOTOPBI | HEKOTOPbI I ’
Ul W3BECTHBIM | OMIMOOK M | MH MU MECTO
yrpo3am HE/I0UeTOB | HejloueTa | HejpodeTa rpy6bie
0e3omacHoOCTH MU MU

OIIHOKH
uHpopManuu

OueHouHble  MaTepuanbl Uil  MPOBEICHHUS  TEKYIIEro  KOHTPOJIA

u

MPOMEKYTOUHOM aTTecTanuu mnpuBeneHsl B [lpunoxkenun k paboueit mporpamme

JUCIHUITIIUHBEI.

ITonHBIN KOMIUIGKT 3aJIaHWl U MaTepualioB, HEOOXOJUMBIX JUIS OIICHHUBAHUS
pe3ynbTaTOB 00YUYEHUs 10 TUCIHUILIMHE, XPAaHUTCA Ha Kadeape pazpaboTyuka.



5. YueOHO-MeTOoAMYECKOE M HHPOPMALIMOHHOE O00ecriedeHre TUCHMILUTHHbI
5.1. YuyeOHO-MeTOaAMYECKOE 00€eCTIeUeHHE

OcHoBHas JINTCPATypa

1. JIutBunenko, B. 1., OcHoBBI HHPOPMALIMOHHOMN 0€30MacHOCTH : y4eOHOe
nocodue / B. U. JIutunenko, E. C. Ko3nos. — Mocksa : KnoPyc, 2022. — 199 c.
— [5SBM 978-5-406-09438-9. — I1BI": Bap3://600K.ra/booKx/943 111. — Teker :
AJIEKTPOHHBIN.

2. Hectepos, C. A. OcHOBBI HH()OPMALIMOHHOW O€30MaCHOCTH : yueOHOe rmocooue /
C. A. HectepoB. — 5-¢ u3j., crep. — Cankrt-IletepOypr : Jlanb, 2022. — 324 c.
— 15BM 978-5-8114-4067-2. — TekcT : 27eKTpOHHBIH // JIaHb : 371eKTpOHHO-
oubmmoteunas cucrema. — OBI'.: B p3://e/an6ooK.cot/600K/206279.

3. Menbuukos, B. I1., Undopmarronnas 6e3omacHocTs : yueoHuk / B. T1.
Menbsnukos, A. 1. Kynpusnos, T. FO. BacunseBa. — Mocksa : KnoPyc, 2023. —
371 ¢. — [3BM 978-5-406-11960-0. — OBI": Bup3://600K.ru/600x/950148. —
TekcT : 2MEeKTPOHHBIH.

4. ITpoxopoga, O. B. Uudopmanmonnas 6e3onacHocTh u 3amura nadopmarmu / O.
B. IIpoxopoBa. — 5-e u3n., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124 c. —
15BM 978-5-507-46010-6. — Texkcr : anexTponHsIii // JIaHb : 37€KTPOHHO-
oubmuoteunas cucrema. — OBI.:: Ne p3://eJlann6ooK.co1/booK/293009.

I[OHOJ'IHI/ITGJ'IBHEUI JIUTCpATypa

1. Huxonaes, H. C., Ynpasnenue nahpopMaliMoOHHON O€30MaCHOCTBIO : YUeOHUK /
H. C. HuxomaeB. — Mocksa : KaoPyc, 2021. — 188 c. — 13BM 978-5-406-
07325-4. — OBI: 5 p3://600K.ru/600K/939841. — TekcT : 31EeKTPOHHBII.

2. Banrommna, A. B. OcHOBBI HH(pOpMAIIMOHHOM 0€301TaCHOCTH : y4eOHO-
MeToanueckoe rmocodue / A. B. Banrommna, C. FO. PribakoB. — MockBa :
MTVYCH, 2022. — 22 c. — TeKcT : 27eKTpOoHHBIH // JIaHb : 3JI€KTPOHHO-
oubmmoteunas cucrema. — OBI'.: Hup3://eJlanbooK.cot/book/333701. — Pexxum
JOCTyTA: 71l aBTOPH3. TOJIH30BATEIIECH.

3. bapanoga, E. K., Kpuntorpadguueckne MeTo bl 3aUTh HHPOPMAITUH.
Jlabopatopusbiit npakTukyM + ellpunoxenue : yuedbnoe nocooue / E. K. bapanosa,
A. B. babam. — Mocksa : KnoPyc, 2022. — 205 ¢. — 13BM 978-5-406-08831-9.
— OBI': Bp3://600K.ru/600k/94 1742. — TeKCT : 37€KTPOHHBIH.

4. Kpakosckwuii, FO. M. Mertoap! 3amuThl HHGOpMaIuy : yueOHOe ocoOue st
By30B / 0. M. KpakoBckuii. — 3-e u3z., nepepad. — Cankt-IlerepOypr : Jlans,
2021. — 236 c. — [3BM 978-5-8114-5632-1. — Tekcr : a5eKTpoHHbIH // JIaHb:
AJIEKTPOHHO-O0MOMMoTeuHas cucrema. — OBI': 6p3://e.1an6ooK.cot/600K/1 56401.



5.2.

NudopmanuonHoe odecrieyeHue

5.2.1 DAeKTpOHHBIE U UHTEPHET-PECYPCHI

Ne
n/n

HaunmeHnoBaHue 31€KTPOHHBIX U UHTEPHET-PECYPCOB

Ccruika

CnpaBoyHO-TIpaBOBast cucrema "KoncynpTant

http://www.consultant.ru/

CnpaBouyHo-nipaBoBas cuctema "["apant"

http://www.garant.ru/

1
2
3

baHk naHHBIX yrpo3 6€30MacHOCTH HH(POpMALHH

https://bdu.fstec.ru/

nH(}OpMalOHHON 0€3011aCHOCTHIO

4 Metoauka OLICHKHU yrpo3 oesonacuoctu|https://fstec.ru/files/495/---5--2021-
uHpOpMaIUU 1891/ --5--2021-.pdf
5 15027000 § Hcxyccrso YHPaBJICHHA http://www.is027000.ru/standarty

Y4eOubrii kypc Ha noprasie HOY "UHTYUT"
CranmapTsl UHPOPMALIMOHHOM 0€30MMaCHOCTH

https://www.intuit.ru/studies/cours
es/30/30/info

YueOuslii kypc Ha noptanie HOY "MHTYUT" -
Uudopmanmonnass  6e30macHOCTb.  TeXHOJIOTUU

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/419

YueOuplii kypc Ha moprane HOY "HMHTYUT"
Nudopmanmonnass  6e30macHOCTb.  TeXHOJIOTUU

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/387 /info

Anti-Malware Testing Standards Organization

https://www.amtso.org/

10

AV-TEST - The Independent IT-Security Institute

https://www.av-test.org/en/

11

AV-Comparatives - Independent Tests of Anti-Virus
Software

https://www.av-comparatives.org/

12

Wireshark — nporpamma-ananusarop Tpaduka s
KOMIBIOTEpHBIX cereil Ethernet

https://www.wireshark.org/

13

CnpaBquoe PYKOBOACTBO Nmap Ha PYCCKOM S3bIKEC

https://nmap.org/man/ru/index.htm |

14

OpenVAS Russia. Pycckosi3pidHOE  COOOIIECTBO
noJjb3oBaresel ckanepa yszsumocrteit OpenVAS

https://openvas.ru/

15

Cisco Networking Academy

https://www.netacad.com/

16

Cisco Networking Academy - mapmpyTtuzanus u
KOMMY TaIlHsI

http://ccna.mpei.ac.ru/RoutingAnd
Switching/

5.2.2. IlpodeccronanbHble 0a3bl JAHHBIX

No Haumenosanue Aspec PeskiM 1OCTVIIA

n/n| mpodeccnoHanbHbIX 0a3 JAHHBIX AP Aocty

1 |Poccwuiickas HarronansHas| http://nir.ru/ http://nlr.ru/
Hayunast snextponHas Oubnmoreka AT RT

2 cLIBRARY RU http://elibrary.ru http://elibrary.ru

5.2.3. UndopmaiimoHHO-CIPaBOYHBIC CUCTEMBI
No | HammenoBanue nHbOpMaIimoHHO- Anpec PeiM focTya
n/n CIIPaBOYHBIX CUCTEM



http://www.consultant.ru/
http://www.garant.ru/
http://www.iso27000.ru/standarty
http://www.intuit.ru/studies/cours
http://www.intuit.ru/studies/cours
http://www.intuit.ru/studies/cours
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.intuit.ru/studies/profe
http://www.amtso.org/
http://www.amtso.org/
http://www.av-test.org/en/
http://www.av-test.org/en/
http://www.av-comparatives.org/
http://www.av-comparatives.org/
http://www.wireshark.org/
http://www.netacad.com/
http://ccna.mpei.ac.ru/RoutingAnd
http://nlr.ru/
http://nlr.ru/
http://elibrary.ru/
http://elibrary.ru/

: http://app.kgeu.lo
1 |UCC «Komeke» / «Texskcnept» http://app.kgeu.local/Home/Ap ps cal/Home/Apps
2 |«Tapant» http:/Avww.garant.ru/ {1trtup/://www.garan
3 |«KoHncyabTanT mmocy http://www.consultant.ru/ http://www.consu
Itant.ru/
5.2.4. JluueHsnoHHoe W cBOOOJHO pAcIpOCTPAHSEMOE IPOrpaMMHOE

o0€ecIIeyeHUE TUCIUIIITNHBI

Ne HaumenoBanue
I/TI| POTPaMMHOT'0 OOECIICUEHUS

Crioco0 pacrpocTpaHeHHS
(JIMTIEH3MOHHOE/CBOOOTHO)

PexBu3UTHI NOATBEPKAAKOIINX
JIOKYMEHTOB

Cucrema
1 |Bbpaysep Chrome
HHTEPHET

nHpopmaruu

MOMCKa
B ceTH
(BKITIOUAS

https://www.google.com
/intl/ru/chrome/

2 |Bbpaysep Firefox

CBo0OoHbI BeO-Opay3ep

https://www.mozilla.org/
ru/firefox/new/

Tlaker

: CTall  NMOJUIPKMBATL  HOBBIH| pyyne. /v openoffice.
3 |OpenOffice OTKPBLITBIA bopmat o/ download/index.h tml
OpenDocument.  OdunmansHO
NOAACPIKNBACTCA Ha

NpHIoKeHU.OHUM U3 MEPBBIX

wiatgopmax Linux

0(UCHBIX

4 [Adobe Acrobat

ITakeT mporpamMm

https://get.adobe.com/ru/

reader/
Dto coBpemenHoe nporpammuoe|https://download.moodle
5 |LMS Moodle obecrieueHne .org/releases/latest/
6 |Windows 7|omb3oBarenbekas Ne2011.25486 ot 28.11.2011

IpodeccronansHas (Pro)

OIrcpalfMoOHHad CUCTCMaA

6. MaTepuaJbHO-TeXHHYECKOE o0ecriedeHne TUCIUIIINHBI

HaumenoBanue HaumenoBanue yueOHOM [TepeueHp HEOOXOIUMOTO OOOPYAOBAHUS U
BU/a yUeOHOM ayJIUTOpUH, TEXHUYIECKHUX CPEIICTB OOYUCHUS
paboTHI CTeLUANTU3UPOBAHHON
nabopaTopuu
Jlexumn YyeOHast aytuTOpus s Crenuanu3upoBaHHass ~ yueOHas  MmeOenb,
MIPOBE/ICHUS 3aHITHN TEXHUYECKHE CPENICTBA OOYYEHUS, CITy)Kallue
JIEKIIMOHHOT'O THIIA JUIs TpeJCTaBieHus ydeOHol wuHbopmarmu
0oJbIION  ayauTOopuM  (MYJIBTUMEIUIHBIN
MPOEKTOP, KOMITbIOTEp (HOYTOYK), DKpaH),
JEMOHCTpPAIIMOHHOE O000pyJI0BaHUE, Y4eOHO-
HarIAIHbIE TOCOOUS
JlaGopaTtopubie |YueOHas JabopaTopus Crenmann3upoBaHHOE nmabopaTopHOe
paboThI IIPOrpaMMHOM MH)KEHEPUH, obopynoBanue 1o mpodwio JabopaTopuu
ayn. B-608 MPOTrpaMMHOI WHXEHEPUH,
CrelManu3upoBanHas yueOHas mebens Ha 50
MOCaJ0YHbIX  MecT, 24 KommbloTepa ¢
BO3MOXKHOCTBIO BBIXOAa B UMHTepHeT U
obecrnieueHreM J0CTyTa B DOUOC,



http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/
http://www.garant.ru/
http://www.consultant.ru/
http://www.google.com/
http://www.google.com/
http://www.mozilla.org/
http://www.mozilla.org/

TEXHUYECKUE CpencTBa o0y4JeHus
(MyJTbTUMETUHBIN MIPOEKTOP,
MYJIbTUMETUIHAS JTOCKa, MOHOOJIOK),
HEOOXOMMOE JINLIEH3UOHHOE MPOrpaMMHOE
o0ecrieueHue

KomnbroTepHsiii kitacc,
ayn. B-610

Cnenmanu3upoBaHHas yuyeOHas MeOenb Ha 42
MIOCAJI0OYHbIX MecTa, 17 KOMIBIOTEpOB ¢
BO3MOXKHOCTbIO BbIXoJa B HWHTepHer wu

obecrnieueHreM JocTyna B SOUOC,
TEXHUYECKUE cpeacTa o0yueHHs
(MyIBTUMEIUNUHBIN TPOEKTOP, IKpPaH ISl
MIPOEKTOpA, MOHOOJIOK), HE00X0oauMOe
JMIIEH3MOHHOE MTPOrpaMMHOE 00ecrieueHHe
YueOnas maboparopus Crienuanm3upoBaHHOE naboparopHoe
MH()OPMAITMOHHOU obopymoBanue 1o TnpoduiIro Jaboparopun
0€301acHOCTH, uH(bOpMaITMOHHON 0e30MacHOCTH,
ayn. B-615 CHeIMaM3upOBaHHas ydeOHass mebenb Ha 35

IIOCaJO4YHbIX  MCCT, 15 KOMIIBIOTCPOB C
BO3MOXHOCTBKO  BbIXOJa B I/IHTepHeT n

o0ecrieueHrueM JoCTyna B OUOC,
TEXHUYECKHE CpeacTBa o0y4eHus
(MyBTHME TUHHBIH MPOEKTOP,

MYJIbTUMEAHIHAS JOCKa, MOHOOJIOK),
HEOOXOJIMMOE  JIMIICH3MOHHOE IPOTrPaMMHOE
obecrieueHue

KommnsrorepHslii kiacc,
ayn. B-617

CrneunanusupoBaHHas yuyeOHas MmeOenb Ha 24
NOCaJ0UHBIX MecTa, 21  KoMmbloTep ¢
BO3MOXXHOCTBIO BbIXOZa B VIHTepHeT H
obecreyeHnemM JOCTyIIa B OUOC,
HE00X0IMMOE JIMIIEH3MOHHOE MPOTrPAMMHOE
o0ecrnieyeHue

KomnbroTepHsIit Kitacc,
ayn. B-619

Crnenmanu3upoBaHHas yyeOHas meOenp Ha 26
MOCafoYHbIX  MecT, 21  xommbroTep C
BO3MOXXHOCTbIO BbIXO#a B MHTepHer wu
obecnieuenuemM nocrymna B DMOC,
HEOO0XO/MMOE JTUIIEH3HOHHOE MPOrpaMMHOE
o0ecrnieueHue

KomMmmbroTepHslii Kiacc,
ayn. B-621

Crenmanu3upoBaHHas yyeOHas meOenb Ha 35
MOCaZOYHBIX MeCT, 13 KOMITBIOTEPOB C
BO3MOXKHOCTBIO BbIXOAa B VIHTEepHET H
o0ecrieueHreM JIOCTyTIa B BOUOC,
TEXHUYECKHE cpeacTBa o0yuyeHHs
(MyIbTUMEIUUHBIM  TPOEKTOp, OJKpaH s
MIPOEKTOPa, MOHOOJIOK), HEOOX0AUMOE
JIMIIEH3MOHHOE MTPOrpaMMHOE oOecrieueHue

VYuebnas naboparopus
PEHH)KUHUPHHTA U
yIpaBieHus: Ou3Hec-
IpoLeCCaMH,

ayn. B-623

Criennann3upoBaHHOE naboparopHoe
obopymoBanue mo mnpodmiIo gabopaTopuun
pEeMH)KHHUPUHTA W  YIpaBieHHUS Ou3Hec-
rpoleccamMy, CrHelHaTu3upoBaHHas y4yeOHas
meOenp Ha 34 mocadodHBIX MecTa, 13
KOMITBIOTEPOB C BO3MOXHOCTBIO BBIXO/Ja B
Hurtepuer u obecneyenuem nocryna B DUOC,




TCXHHUYCCKUC cpeacrBa O6y‘ICHI/ISI

(MyJTbTUMETUHBIN MIPOEKTOP,
MYJIbTUMETUIHAS JTOCKa, MOHOOJIOK),
HEOOXOMMOE JINLIEH3UOHHOE MPOrpaMMHOE
o0ecrieueHue
KomnbroTepHsiii kitacc, Cnenuanu3upoBanHas ydeOHass meOenp Ha 30
B-600 mocamouHbix  Mect, 30  KOMIIBIOTEPOB,

KOMITBIOTEPOB C BO3MOXHOCTBIO BBIXOJa B
Wurepuer u obecneuenuem nocryna B QOC,

TEXHUYECKHE CpeacTBa o0y4deHus
(MyIBTUMEIUUHBIN MPOEKTOP, HOYTOYK,
JKpaH), BUJICOKaMEPHI, HE00X0oauMOe
JMIIEH3UOHHOE NMPOrpaMMHOE o0ecreueHue
Camocrostenbhas | KoMIbIOTEpHBIN KIacc ¢ CrneunanusupoBanHas yueOHas meOenb Ha 30
pabora BO3MOYKHOCTBIO BBIXO/a B MMOCAJOYHBIX  MECT, 30 KOMITBIOTEPOB,
WuTepuer u obecrieueHreM TEXHUUYECKHE CPEJCTBAa OOyueHUus: (MyIbTHMeE-
noctyma B DUOC JTUWHBIN POEKTOP, KOMIIBIOTEP (HOYTOYK),
B-600 JKpaH), BHJICOKAMEPHI, MIpOrpaMMHOE
o0ecrnieueHue

YuraneHeli 3an 6u6muorekn | Crienuain3upoBaHHas MeOENb, KOMITBIOTEPHAS
TEXHHMKa C BO3MOXKHOCTBIO BbIX0J1a B IHTEpHET
u obecneuenuem noctyna B DUOC, skpan,
MYJIbTUMEIMHHBIA TPOEKTOP, MPOrpaMMHOE
obecrneucHue

7. OCo0eHHOCTH OpraHu3anun 00pa30BaTeJILHOM 1eATeJTbHOCTH JIsl JIUIL €
OrpaHUYEeHHbBIMH BO3MOKHOCTSIMM 3/I0POBbsi M HHBAJIU/I0B

JInna ¢ orpaHUYEHHBIMU BO3MOXKHOCTAMH 310p0oBbs (OB3) 1 MHBANMIBI UMEIOT
BO3MOXHOCTb O€CIpPENSATCTBEHHO MEPEMEIIATHCS U3 OAHOTO yueOHO-1a00paTOPHOTO
KOpIyca B JApPYrod, MOJHATHCA HA BCE 3TaXU Y4eOHO-Ta0OpPaTOPHBIX KOPIYCOB,
3aHMMAaThCsl B YYEOHBIX H MHBIX [OMELIEHUAX C YYE€TOM OCOOEHHOCTEU
NCUXO0(U3NYECKOTO Pa3BUTHS U COCTOSTHUS 3/10POBBS.

Hnst oOyuenust s ¢ OB3 ¥ WHBaIMIOB, UMEIOIMUX HAPYIIEHUS OIOPHO-
JIBUTATEJILHOTO ammapara, 00ecredeHbl yCIOBUSl OeCpensiTCTBEHHOIO JIOCTyNa BO
Bce yueOHble nomenienus. MHapopmaius o cnenuanbHbIX YCIOBUAX, CO3MAHHBIX IS
oOyuarormuxcst ¢ OB3 w uHBaIMIOB, pa3MelieHa Ha CcalTe yHUBEpPCUTETA
www//kgeu.ru. ImeeTcst BO3MOKHOCTH OKa3aHUs TEXHUYECKOM ITOMOIIM aCCHCTEHTOM,
a TaKXe yCIIyT CypJIOTIEPEBOTUYMKOB U TU(PIOCYPIONEPEBOIUHKOB.

Jlist aganTanuu K Bocnpustuio unamu ¢ OB3 n uHBanuaaMu ¢ HapylIeHHbBIM
CIIyXOM CIPaBOYHOIO, y4eOHOro MmaTepuaja MO IUCHUIUIMHE O0eCrneYrBaIOTCS
CJIETYIOLIUE YCIOBUSL:

- JI7Is1 Ty4IlIe OPUEHTALIMU B Ay IUTOPUU, IPUMEHSIOTCA CUTHAJIBI ONTOBEIICHUS
O HayaJjle U KOHILIE 3aHATHUS (CII0BO «3BOHOK) IMUILETCS HA JOCKE);

- BHUMaHHE CJIa0O0CIBIIIANIEr0 00yYaromerocsi MPUBJICKAETCS IeJaroroM
KECTOM (Ha IJIeUo KIaAeTcsl pyKa, OCYLIECTBISETCS HEPE3KOEe MOXJIONbIBAHKE);

- pazroBapuBasi ¢ OOy4YalIIMMCs, TNEAArornuyeckuii pabOTHUK CMOTPUT Ha



http://www.kgeu.ru/

HEro, TOBOPUT SICHO, KOPOTKUMHU MPENTIOKEHUSIMHU, 00ecreunBas BO3ZMOXKXHOCTh
YTEHUS 10 TyOaMm.

Kommnencanuss 3aTpyAHEHHI pedyeBOro M HWHTEJUIEKTYaJIbHOTO Pa3BUTHS
c1a0oCbIIIAIIMX 00yYarOUUXCs POBOJAUTCS Ty TEM:

- HCTIOJIB30BaHUA CXEM, JUarpaMM, pUCYHKOB, KOMIIBIOTEPHBIX NIPE3ECHTAIUM C
TUIEPCChUIKAMU, KOMMEHTUPYIOIIMMH OTJEIbHbIE KOMIIOHEHTHI H300paKeHUS;

- pEryJsipHOTO TPUMEHEHMs] YIpaXKHEHUH Ha rpaduyecKkoe BbIJICICHHUE
CYILIECTBEHHBIX MPU3HAKOB MIPEIMETOB U SIBJICHUN;

- 00ecrieueHHs] BO3MOXKHOCTH I OOy4Yaromierocsi IMOJYYUTh aJpECHYIO
KOHCYJIBTALIMIO TI0 3JIEKTPOHHOM NIOYTE MO MEepe HEOOXOIUMOCTH.

Jlnia aganTanuu K Bocrpustuio guamu ¢ OB3 u nHBanmuaaMu ¢ HapymeHUSIMH
3peHus CIPaBOYHOTIO, y4eOHOTO, IIPOCBETUTENIHCKOTO Marepuana,
IpeyCMOTPEHHOTO 00pa30BaTEIbHON MPOrpaMMOil 1O BBIOPAHHOMY HaIPABJICHUIO
HOJIFOTOBKH, 00ECIIEUNBAIOTCS CIAEAYIOLIUE YCIOBHUSL:

- BeJIeTCs ajanrtanus oQpUIHaIbHOro caita B ceTu IHTepHEeT ¢ yueToM 0coObIX
NOTPEOHOCTEN MHBAJIMIOB 110 3pEHUI0, 00ECIIEUNBAETCS HAJIUUKEe KpyNMHOIIPU(TOBON
CHPaBOYHON MH(POPMAIMH O PACIIMCAHUHN YUEOHBIX 3aHITUM;

- IeJJaroruYeckuii  pabOTHUK, ero coOeceAHUK (NP HEOOXOJUMOCTH),
NPUCYTCTBYIOIIME HA 3aHATHH, MPEICTABIIIOTCS 00yJalOmUMCS, TIPU STOM KaXKIIbIi
pa3 Ha3bIBAETCS TOT, K KOMY ME€Jarorn4ecKkuii paboTHUK 00palaercs;

- ICHCTBUSI, JKECTHI, MEPEMEIIECHUsI TEeIarorn4eckoro pabOTHUKAa KOPOTKO H
SICHO KOMMEHTHUPYIOTCS;

- meyatHas HWHQpOpMAIUS TPENoCTaBisieTcs KpymHbM mpudrom (ot 18
MYHKTOB), TOTAJIHHO O3BYUYHBACTCS;

- obecnieunBaeTcss HEOOXOIMMBIN YPOBEHb OCBEIICHHOCTH TOMEIIECHHI;

- PEOCTABIISIETCS  BO3MOXKHOCTh HMCIOJIb30BaTh KOMIBIOTEPHl BO BpeMs
3aHITHI U MIPaBO 3anucu 00bICHEHU Ha TUKTO(MOH (T10 KEIAHUI0 00YUYarOIINUXCs).

dopmMa TPOBENECHUSA TEKyWIEd W IPOMEKYTOYHOM aTTECTAUUMU  JUIA
oOyuaromuxcs ¢ OB3 u uHBanMI0B onpeaensercs neaarornyeckuM pabOTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM miaHoM. [Ipu HeoOxomumocTu obywatomemycs ¢ OB3,
WHBAJIUY C YYETOM MX MHAUBUAYAIbHBIX NMCUXO(PU3UUECKUX OCOOEHHOCTEH JaeTcs
BO3MOXKHOCTh MPONTH NMPOMEKYTOUHYIO aTTECTAII0 YCTHO, MMCbMEHHO Ha Oymare,
MMCbMEHHO Ha KOMIIbIOTEPE, B (JOpME TECTUPOBAHUS U T.II., TMOO MPETOCTABISIETCS
JOTIOJTHUTENBHOE BpeMs JIJIsl TOJITOTOBKU OTBETA.

8. MeToauyeckue peKOMeHIAlMM JJsl NMpenojaBarTesied Mo OpraHu3anun
BOCIIMTATEJbHOM PadOTHI C 00y4alOIIUMHMCS.

Meroanueckoe obecniedeHre nporecca BOCIUTaHU 00ydartouuXxcsl BHICTYTIAET
OIHUM U3 ONpelensiomux (HaKkTopoB BBICOKOTO KadecTBa 0Opa30BaHMS.
[IpenonaBarens By3a, JIEMOHCTPUPYS BBICOKUNA MNPOPECCHOHAIN3M, IPYAUIIMIO,
YEeTKYI0 TPaKIaHCKYIO MO3UIINI0, CAMOJIUCIMIUIMHY, TBOPUECKUI MOAXO0/ B PEIICHUU
npodeccuoHaNnbHbIX 3a7ad, B XO0J€ 00pa3oBaTeIbHOrO Mpolecca CIOCOOCTBYET
(GbOopMHUPOBAHUIO TAPMOHUYHON JTUYHOCTH.

[Ipu peanuzanuu AUCHUIUIMHBI TPENOJABATeIb MOXET HCIOJIb30BaTh
CJIEYIOIIE METO/bl BOCIIUTATEIbHONU PabOTHI:



- MetoAbl (hopMHpOBaHMs CO3HAHMA JWYHOCTH (Oecena, MUCIYT, BHYIICHHE,
UHCTPYKTaX, KOHTPOJb, OOBSICHEHHE, MPHUMEp, CAMOKOHTPOJIb, pacckas, COBET,
yoexkaeHuE U Ap.);

- METOJAbl OpraHu3alud JEATEILHOCTH W (HOPMHUPOBAHUS ONBITA MOBEACHUS
(3amaHue, OOIIECTBEHHOE MHEHME, TMeJaroruueckoe TpeOoBaHUE, TMOPYUYEHUE,
MpUyYEHUe, CO3IaHNE BOCIIUTHIBAIOIINX CUTYAIUM, TPEHUHT, YIPa)KHEHUE, U JIp.);

- METOAbl MOTHBAIIMHU ACSITEILHOCTH U MOBeJAeHUsS (0J00peHHe, MOOILIPEHHE
COLIMAJIBHOM aKTUBHOCTH, NOpPULIAHWE, CO3/IaHHE CHUTyalUd YyCIexa, CO3JaHue
CUTYALMH JIsl SMOLMOHAIBHO-HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE H JIP.)

[Ipn peamu3anymu JUCUMIUIMHBI  MPENOAABaTENb JODKEH  YUYUTHIBATh
CJIEIyIOLME HAIIPaBJICHUS] BOCIUTATENbHON JEATEIbHOCTH:

I pasxcoanckoe u nampuomuueckoe socnumanue.

- popMHpOBaHUE Yy OOYYaIOIIUXCS LEJIOCTHOTO MHUPOBO33PEHUS, POCCUICKON
UJCHTUYHOCTH, YBAKEHUS K CBOEU CEMbE, OOILIECTBY, FOCYIapPCTBY, IPUHATHIM B CEMBE U
00IIECTBE JyXOBHO-HPABCTBEHHBIM U COLMOKYJIBTYPHBIM LIEHHOCTSIM, K HAI[HOHAJIbHOMY,
KyJIbTYPHOMY M HCTOPUYECKOMY HacCIeauio, (OopMUpOBaHUE CTPEMIICHHS K €ro
COXPAaHEHUIO U Pa3BUTHIO;

- opMHUpOBaHKE Y 00YUAIOIIUXCS AaKTUBHOM T'PakIaHCKOM MO3UIIMK, OCHOBAHHOM
Ha TPAJAULMOHHBIX KyJIbTYPHBIX, TyXOBHBIX 1 HPABCTBEHHBIX LIEHHOCTAX POCCUICKOIO
oOuiecTBa, /sl TOBBIIIEHUS CIOCOOHOCTH OTBETCTBEHHO pPEaIM30BBIBATH CBOU
KOHCTUTYIIMOHHBIE ITpaBa U 00S3aHHOCTH;

- pa3BUTHE MPABOBOM M MOJUTUYECKON KYJIbTYphl OOYyHAOIINXCS, PACIIUPEHUE
KOHCTPYKTUBHOTO YYacTHsS B TPUHSATUU PEIICHUM, 3aTpardBarolldX HUX IpaBa U
MHTEPECHI, B TOM YHUCJIE B Pa3IMYHBIX (JOpPMAX CaMOOPraHU3alMU, CaMOYIIPaBIICHHUS,
OOIIECTBEHHO-3HAYMMOM JICSATCIILHOCTH;

- popMHUpOBAaHME MOTHMBOB, HPABCTBEHHBIX M CMBICIOBBIX  YCTaHOBOK
JUYHOCTH,  TIO3BOJISIIOIIMX  MNPOTHUBOCTOSATH  JKCTpEMU3MYy,  KceHodoOuwu,
JUCKPUMUHALIUK [0 COLMAIbHBIM, PEIUTHO3HBIM, pAacOBbIM, HAlMOHAJIbHBIM
npU3HaKaM, MEXKITHUYECKOW U MEXKOH(PECCHOHAIBHOW HETEPIUMOCTH, IPYTUM
HETaTUBHBIM COLIMAIIBHBIM SIBJICHUSIM.

Jlyxoeno-upascmeennoe gocnumanue:

- BOCIIUTAaHUE YYBCTBA JOCTOMHCTBA, YECTH U YECTHOCTH, COBECTJIMBOCTH,
YBAXEHUS K POIUTENSAM, YUUTEIISIM, JIFOASIM CTapIIEro MOKOJICHHUS;

- popMHUpOBaHME MPUHLMIOB KOJUIEKTUBM3MA U  COJUAAPHOCTH, JyXa
MUJIOCEPAUST U COCTpaJaHusi, MPUBBIUKK 3a00TUTHCS O JIOIAX, HAXOIALIUXCS B
TPYAHOM KU3HEHHOU CUTYaLIUH;

- popMHUpOBAHUE COTUAAPHOCTH U UYBCTBA COLMATBHOM OTBETCTBEHHOCTH IIO
OTHOLIEHUIO K JIIOJIIM C OIPaHUYEHHBIMU BO3MOKHOCTSIMU 370POBBS, MPEOJI0ICHHUE
MICUXOJIOTUYECKUX OaphbepoB MO OTHOIICHHWIO K JIIOASM C OTPaHHYCHHBIMHU
BO3MOKHOCTSIMU;

- popMupoBaHUE SMOIMOHAIBFHO HACBHIIIEHHOTO U JYXOBHO BO3BBIIIEHHOTO
OTHOIIIEHUSI K MUPY, CIIOCOOHOCTH U YMEHHUS MEePEAaBaTh IPYTUM CBOM 3CTETUUECKUIL
OTIBIT.

Kynemyprno-npoceemumensvckoe gocnumanue:

- popmMupoBaHUE 3CTETUUECKON KapTUHBI MUPA;



- hopmupoBaHue yBaXKCHHS K KYJIbTYPHBIM IIEHHOCTSIM POJHOTO TOPOa, Kpas,
CTpaHBI;

- OBBINIICHUE TO3HABATEIHLHON aKTUBHOCTH O0YJarOIIUXCSI.

Hayuno-obpazosamenvroe socnumanue:

- hopmupoBanue y 00y4aronuxcs HayqHOTO MUPOBO33PEHUS;

- opMuUpOBaHUE YMEHHS MMOTy4aTh 3HAHMUSI,

- popMupoBaHUEe HABBIKOB aHalIM3a M CHHTE3a MHPOpPMAIMH, B TOM YHUCIIEC B
nmpodeccuoHaIbHON 00JIaCTH.



EeIIoIeOAIIIdd
Lurroxd 010dorox
481009 9 ‘(erararied)

BLALULOHU
MINA 9Irareraoradu
«OHBLOIRILIO)»

AHULIHATIOUT
yomoiAenrread
‘(pex "geg
«OHBEOJRILIO)»

Conepxanve U3MEHEHUI

UUHOHOWEU
BUHOJJHY BlR]]

BHocuMbIe M3MeHEeHUsI M YTBePKAeHHUsI HA HOBbII Y4eOHbIil 1o

UUHOHOWEN
KUHOO0HE erroreed s\

=

ol
Z B




Ipunosicenue x paboueti
npozpamme OUCYUnIuHbl

e s MMHUCTEPCTBO HAYKM U BBICILIEI'O OBPA3BOBAHUS POCCUIMCKOM ®EJIEPAIINN
DenepajibHOE TOCYIAPCTBEHHOE 0K0IKeTHOE 00pa3oBaTe/ibHOe
yupe:KIeHue BbIcIIero o0pa3zoBaHus

KI9Y «KABAHCKHUU I'OCYJAPCTBEHHBIN SHEPTETUYECKUN YHUBEPCUTET»
(®T'BOY BO «KI'2Y»)
OHNEHOYHBIE MATEPUAJIbBI
o JUCHUIIJINHE
HNudopmanmonHas 6€30MacHOCTb
(Haumenosanue oucyuniutsl 8 COOMEEemcmauu ¢ y4eoHbiM NiAaHoM)
Hanpasnenue noarotoBku 09.03.03 INpuknagHas nHbGOpPMATHKA
(K00 u naumenosanue nanpagnenusi nOO20MoGKU)

KBanudukanus bakanaBp

(Baxanaep | Mazucmp)

r. Kazanp, 2023



OrneHounpie Matepuanbl Mo guciuiuinHe «HbopmanronHas 6€30macHOCTDY,
MpeIHA3HAYCHHBI JJI1  OICHWBAHMS pPE3yJbTaTOB OOY4YEHHS Ha COOTBETCTBUE
MHIUKATOPaM JOCTIKEHUS KOMITETCHIINH.

OueHuBaHue pe3yJbTaTOB OOYy4YEHUsS IO AUCIUIUIMHE OCYUIECTBIISIETCS B
pamkax Tekymero koutpoist (TK) u mpoMexyTodHol aTTecTanuu, IpOBOJAUMBIX IO
oaimpHO-perTuHroBoii cucreme (BPC).

1. TexHosoru4yeckasi Kapra
Cemectp 3

PeliTnHroBnIie Toka3aTein

HanmenoBanue
paznena

KOHTPOJIS

DopMBI U BU
| TeKyI¥ii KOHTPOJIb
JlonoHUTEIbHEIC
6amrer k TK1
Il Texymuii KOHTPOIIb
JIOTIOJTHUTEITbHBIC
6amrer k TK2
Il Tekymuii KOHTPOIHL
JomorHUTE THHEIS
oamiel k TK3
IV Texymuii KOHTPOJIb
JomorHUTE THHEIE
6amel k TK4
Hroro
[TpomexxyTounas
aTTecTanus

Pa3znen 1. TK1 11-
«OcHOBHEIE 13

[EEN
[EEN
@
N

MOHATHS U
HOPMAaTHBHO-
npasosas 6aza
HHPOPMALHOHHOM
0e3omacHOCTID)

Tect num 2
MMCbMEHHBINA OMPOC

3amura 4
nabopaTopHOn
paboThI

Pazgeua 2.
«YnpasieHnue
HH(popMaLMOHHOI
0€30I1aCHOCTHIO»

Tect win 1
MMUCHMEHHBIN OMPOC

3amuTa 4
nabopaTopHOit
paboThI

Pa3nen 3. « Mepbl TK2 10 0-3 10-
U CpeJcTBa 13
3aIMUThI
uHopmManum.
Kpunrorpapunyeck
He CpeCTBA
3alMUThI




HanMmenoBanne
pazziena

®opMBbI U BUJ
KOHTPOJIA

PeliTnHTOBEBIC TTOKA3aTEIN

| TeKyIMii KOHTPOJTb

JlononHuTeILHEIC

oamnel Kk TK1

Il Texymuii KOHTPOIb

JloToJTHUTETbHBIE
oamer kK TK2
Il Tekyuii KOHTPOIHL
JomorHUTE THHEIS
oamel k TK3
IV Texymuii KOHTPOJIb

JlomotHUTE THHEIS
0amel k TK4

Hroro

ITpomexxyTouHas

aTTeCcTanuAa

uHpopMaunu
(KC3N)»

Tect win
MMCbMEHHBINA ONPOC

3amura
1ab0paTOpHOi
paboThl

Pa3nea 4.
HNnenTudpuxanus,
ayTeHTHQUKAIMSA
U ynpaBJieHue
J0CTYIOM

TK3

13 0-2

13-
15

Tect wnu
MMCbMEHHBINA OMPOC

3amura
n1abopaTopHOi
paboThI

Pasznea S.
Oo0ecnieuenue
0e3omacHoOCTH
uHpopManuu B
onepanmoHHbIX
cucreMax

Tect nnm
MHUCHMEHHBIN OMPOC

3amura
nabopaTtopHoit
paboThI

Pasnea 6.
Cpencrna
AHTHBHPYCHOM
3amutbl (CAB3)

Tect nnm
MHUCHMEHHBIN OMPOC

3amura
nabopaTtopHoit
paboThI

Pa3zgen 7.

TK4

11
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Oo6ecneuenue 14
0e30MacHOCTH
HHPOpPMALHHU B
KOMIIbIOTEPHBIX
ceTaAx
Tect unu 3
MMCbMEHHBINA ONPOC
3armura 8
nabopaTopHOn
paboThI
IIpomexyTouynas oM 3a4er
aTTecTalus
(3auer)
Hrorossiii Tect 0-45

2. OneHOYHbIEe MATEPHAJIBI TEKYIIET0 KOHTPOJISI M IPOMEKYTOYHOM ATTeCTAlMH

[ITxana oneHKH pe3yabTaTOB 00YUYEHHUS MO TUCIUTIIINHE:

YpoBeHb chOpMUPOBAHHOCTH
WHMKATOpa KOMITETECHITUN
o o Huxe o
Bricokuii Cpennuii Huzkui
3anaHu- CpEeIHEero
Koz Koz POBaHHBIE |57 85 510 100 o 70 10 84 | 0T 55 10 69 | 0T 0 10 54
KOMIIe- | HWHJIUKATOpa PE3yJIbTATHI
TEHIUH | KOMIIETEHIUH | OOYYeHHs 110 [lkana oneHuBaHus
WCLUILINH HEYI0B-
JHCIL ¢ YAOBJET- YA
OTIINYHO XOpOIIOo JIETBOPH-
BOPUTEIIBHO
TCJIBHO
3a4YTCHO HEC 3a4YTCHO
3HATE:
Ypoenr | MuHuMan | YpoBeHb
YpoBeHnb . .
. 3HaHUH B | BHO 3HaHUH
3HAaHUH B
o0neme, JIOTYCTUM | HUXKE
obbewme, COOTBETCT | BIH MHUHUMAJ
[IPUHIMIIBI
p6 1 COOTBETCT o e oBe
a00TEI B M BEHb BHBIX
OIlK-2.1 p BYIO MIEM yio M "
OIlK-2 COBPEMEHHBIX mporpamm MpOrpaMM | 3HAHUM, TpeboBaH
MH(OPMAIMOHH . e, HMeeT | UMeeT uif,
bIX TCXHOJIOT'MH MECTO MECTO HMEIOT
IMOATOTOBK
HECKOJIBKO | MHOTO MECTO
u, oe3
HEerpyObIX | HerpyObIX | rpyOble
OHINOOK
OIINO0K OIINOOK OIIIHNOKHU
OIlK-2.2 BIAJETh:




[Ipu

HaBbIKAMH [Iponemon | Mmeercs
CIIeHUHU
IIPUMCHCHHA [TponemoH | cTpu MHHEMATb | P
o CTaHAapT
i PPOBBIX cTpu POBaHBI HbIN s1ap
i HBIX
TEXHOJOTHI JULL | 10 pappy 0a30BbIC Habop
3aJad  He
PCIICHIA 3a/1a9 | yyqpp ey HaBBIKU HAaBBIKOB A
npodeccuoHab MPOJIEMOH
. npu npu JUTSE
HOU CTpHp
pEIICHUU | PEIICHUU | PeIIeHUs
ACHTCIILHOCTH € HECTaHJap | CTAHNAPTH | CTAHAAPTH | o oot
yHeToM THBIX ’ BIX 33 Eq C | BIX 32 gq C 0asosbic
OCHOBHBIX 6 A A HaBEIKH,
TpeGoBammii 3az[at61 €3 | HEKOTOPBI | HEKOTOPBI |~
OmMuOOK U | MU MU
nH(pOpMaIMOHH MECTo
oif HEJ0YETOB | HEeJoYeTa | HeJodeTa
5 . "I rpyobie
€3011aCHOCTH OIHBKI
3HATH:
MIPUHIIUIIGI,
METO/TBI u
CpencTBa
pereHus
CTaHJapPTHBIX
3amad
npodeccuoHalb
HOM
VYpoBenb | Munuman | YpoBeHb
JESITEIIbHOCTH YpoBeHb N .
N 3HaHUUA B | BHO 3HAaHUU
Ha OCHOBE | 3HAHUH B
o0neme, JIOTYCTUM | HUXKE
WH(OPMAIMOHH | 00BEME, .

o COOTBETCT | BIH MUHHMAJ
ou M| COOTBETCT | popy IeM | YPOBEHb BHBIX
oubnuorpaduye | By IIemM Y Y .

. porpaMM | 3HaHUH, TpeboBaH
CKOM KyJIbTYpBI | IPOTPaMM 9
e, HMEeT | UMeeT Wi,
C IpUMEHEHUEM | €
MECTO MECTO UMEIOT
MH(OPMALMOHH | MOATOTOBK
HECKOJIBKO | MHOTO MECTO
o- H, oe3
—— HerpyObIX | HEerpyObIX | rpyObie
KOMMYHHKAITO
OIIK-3 | OIIK-3.1 y I omuOOoK OIHOO0K OIUOKHU
HHBIX
TEXHOJIOTHUI U C
y4eTOM
OCHOBHBIX
TpeboBaHuU
UH(OPMAaLIOHH
on
0e30MacHOCTH
YMETh:
pelarb IIponemon | IIponemon | [Iponemon | Ilpn
CTaHJapTHHIC cTpHU cTpHU CTpHU pelieHnn
3a7a9u POBaHBI POBaHBI pPOBaHBI CTaHIapT
npodeccuoHaib | Bce BCE OCHOBHBIE€ | HBIX
HOM OCHOBHBIE | OCHOBHBIE | YMEHHUS, 3aja4  He
JESITEIIbHOCTH YMEHUS, YMEHUS, pEIICeHbI MPOJIEMOH
Ha OCHOBE | pEIIEHbI pEeIIeHbI TUTIOBBIE | CTPHUP
WH(OPMALIMOHH | BCE BCE 3ala4dl  C | OBaHBI
oif U | OCHOBHbBIE | OCHOBHBIE | HEIpyObIM | OCHOBHBIE
oubnuorpaduue | 3amaum  C | 3amadyd C | M YMEHUSI,




oInOKaMu

CKOM KyJIbTYpBI | OTACNBHBI | HETPyOBIM UMEIOT
C IPUMEHEHUEM | MU u , MECTO
UH()OPMALIMOHH | HECYIECT | OMMOKaMH | BBIITOJHEH | rpyOble
o- BE€HH BIMU | , Bl BCE | OILIMOKH
KOMMYHHUKAIIO | HeloueTa | BBINOJIHEH | 3aJaHus,
HHBIX MU, Bl BCE | HO HE B
TEXHOJIOTUH U C | BBINOJIHEH | 33J]aHUS B | IIOJIHOM
y4eToM Bl BCE | TIOJHOM o0beme
OCHOBHBIX 3a7aHus B | o0beMe,
TpeOoBaHUI HOJTHOM HO
uH(pOPMAIMOHH | 00beMe HEKOTOPBI
oM e c
0e3omacHOCTH Hejo4eTa
MU
BJIAJICTh:
HaBBIKAMU
MOJITOTOBKH
0030poB [Ipu
POB, . [Iponemon | Umeetcs P
AHHOTAIINH, pereHnH
IIponemoHn | ctpu MHHHMMAJIb
COCTaBJICHUS . CTaHAapT
CTpHU POBaHBI HBIN
pedepaTos, HBIX
pOBaHbI 0a3oBble Habop
Hay4HbIX 3ajad  He
HaBBIKH HaBBIKH HaBBIKOB
JIOKJIAJIOB, MIPOIEMOH
. npu npu JUIS
nyOnukanuii - u CTpup
pELICHUH | PeIIEHUH | PEeLICHMS
oubanorpaduu OBaHbI
HECTaHJap | CTAHIAPTH | CTaHIAPTH
o Hay4HO- 0a3oBbIe
THBIX BIX 33/1a4 C | BIX 3314 C
HCCIIETIOBATEIIBC HaBBIKH,
- 3a1a4 0e3 | HEKOTOphl | HEKOTOPHI
Kol pabote ¢ UMEIOT
OmMUOOK U | MU MU
Y4eTOM MECTO
. HE/IOYeTOB | HEJoYeTa | HejodeTa
TpeGoBaHuUI rpyOsie
MU MU
MH(OPMAaLIMOHH OLIMOKHU
on
0€301MacHOCTH
3HATh:
OCHOBHBIE BH/IBI
yrpo3
0e301acHOCTH
uHpopMaun
opman . Yposens | Munuman | YpoBeHb
YA3BUMOCTEN YpoBeHb . 9
. 3HaHU B | BHO 3HaHWUH
nH(OPMAlMOHH | 3HAHWK B
o0Bbeme, JOMYCTUM | HUXKe
BIX CHCTEM, a | 00BeMe, .
COOTBETCT | BIA MUHHMAJ
TaKXe MepbI U COOTBETCT | " e OBEHL LHEIX
OIlK-3.2 cpejicTBa BYIO IMIEM Y ypoBert
. MpOrpaMM | 3HAHUM, TpeboBaH
MPOTUBOJCUCTB | MPOrpaMMm 2
e, HMeeT | UMEeeT ui,
usl  arakam Ha | €
MECTO MECTO UMEIOT
UH(POPMALIMOHH | TIOJATOTOBK
HECKOJIBKO | MHOTO MECTO
bI€ PECYPCHI IIPH | H, 0e3
HErpyOBIX | HETpyOBIX | rpyOBIe
HPOEKTHPOBAHU | OIMIMOOK
OIuO0K omroOoK OLINOKH
u, pa3paboTKe u
BHE/IPCHUU
IPOrPaMMHOTO

obecneueHus




nH(pOpMaIMOHH
BIX CUCTEM
YMETb:
[TIponemon
a3zpabaThIBaTh CTpU
pasp [TIponemon p
MIPOEKTHO- ctpu pPOBaHbI
TEXHUYECKYIO BCE [Tponemon
POBaHBI
JIOKYMEHTAMIO | . OCHOBHbIE | CTpHU
IS YMEHUS, pOBaHBbI [Ipu
OCHOBHBIE
nH(pOpMaLIMOHH MEHISE pEIIeHbI OCHOBHBIEC | pPEIICHUU
BIX  cHCTEM ¢ | ’ BCE yYMEHUH, CTaHAapT
pereHbl
y4eToM Bee OCHOBHBIC | PELIEHBI HBIX
TpeOoBaHUI 3ajaud ¢ | THIIOBBIE | 3a7a4  He
OCHOBHBIE
TEKYIIETO samaun ¢ HerpyObIM | 3a1a4d € | IPOJEMOH
3aKOHOJIATEIIbCT u HerpyObIM | cTpUp
OTJEIIbHBI
Ba, - ommubKamu | 1 OBaHbI
HOPMAaTHUBHO- , omunOKaMu | OCHOBHBIE
HECYIECT
IIPaBOBBIX BBIIIOJIHEH | , ymenus,
BEHH bIMHU
aKTOB, Bl BCE | BHIMIOJIHCH | UMEIOT
HemoueTa
CTaHIapTOB M | 3alaHusl B | Bl BCE | MECTO
:1913%11170'¢ ’ MIOJIHOM 3ajaHus, | rpyObie
BBITIOJTHCH
MIPaKTUK Bl Bce o0Beme, HO HE B | OIUMOKH
oOnactu HO MIOJIHOM
3aJaHus B
nH(pOpPMALIMOHH HEKOTOPHI | 00beMe
. MIOJIHOM
o e c
o0Bbeme
0€e30MacHOCTH HegoueTa
MU
BJIQ/IETh:
HaBBIKAMU
[Tpu
MPUMEHEHUS [Mponemon | Mmeercs T
IPOTPaMMHO- IIponemon | ctpu MUHUMAJb lgTaHﬂa T
amnmapaTHbIX cTpHU POBaHBI HBIIA HELX P
CpenCTB JUIS | POBaHBI 0a3oBble Habop samad  He
aHanmusa HaBBIKU HaBBIKU HAaBBIKOB
MPO/IEMOH
3alIMIEHHOCTH | TIPU npu ISt crpu
UH(OPMAIMOHH | PEIICHUH | PEIICHUH | PEeIIeHUs OBaHEI
BIX CHCTEM JUls | HECTAHNAp | CTAHNAPTH | CTAHAAPTH | o
BBIPAOOTKH Mep | THBIX BIX 337124 C | BIX 3729 C | oo
NPOTUBOJECHCTB | 3aJa4 0€3 | HEKOTOPBI | HEKOTOPbI HMeIOT’
U  W3BECTHBIM | OIMIMOOK U | MU MU \eCTo
03am HE/I0UeTOB | HeJoueTa | HejodeTra
yrp rpyoblie
0e301acHOCTH MU MU
OIIMOKHU
uHpopManuu

OlleHKa «3a4TEeHO0» BBICTABIISIETCS 3a HA0Op 55 OalsIoB, BBHICTABIISIEMBIX 3a
BBITIOJTHEHUE JTA0OPATOPHBIX pabOT B CEMECTpE; PEIICHHUS TECTOBBIX 3aJIaHUI Ha
JIEKIUSIX, PEIICHUSI UTOTOBBIX TECTOB MO TEOPETUUECKON 1 MPAKTUUECKON YaCTH.

OreHKa «He 3aYTEHO0» BBICTABIISIETCS, €CJIM KOJMYECTBO HAOpaHHBIX 0asuioB
HE JIOCTUTAaeT MOPOTrOBOro 3HAYEHU S35.



3. IlepeyeHb OLICHOYHBIX CPEICTB
Kpatkas xapakTepHCTHKa OIEHOYHBIX CPEICTB, UCIOIb3YEMBIX MPU TEKYILEM
KOHTpOJIE YCIEBAaEMOCTM U IPOMEXYTOUHOM aTTecTaly OO0y4Yarolerocs o

JIACILUILIAHE:

HanmeHnoBanue Onucanue
OIICHOYHOT'O Kpartkas xapakTepucTHKa OIICHOYHOTO CPECTBA OIICHOYHOT'O
cpeacTBa cpeacTBa

Tect o 3HaHWE OCHOBHBIX MOHITUH [lepeuenb

pazzenam TEMBI/pa3/ieia/ AU CIUTLTHHBI ornpeaeeHu

(Temam) OCHOBHBIX ITOHATHH
TEMBbl/ IUCHUTITMHbI

Otuer o Brimonnenue nabopatopHoi paboTel, 00paboTka [Tepeuens 3amanuit

nabopatopHoit pe3yIbTaTOB UCIIBITAHUI, U3MEPEHUH, SKCIIEPUMEHTA. U BOTIPOCOB JJIf

pabote (OJIP) OdopmieHue oT4eTa, 3alIuTa Pe3yIbTaToB 3aIUTHI

nabopaTopHoOi paboOThI IO OTUETY nabopaTopHOI

paboThL, IEpPEYEHb
TpeOOBaHM K
OTYETY

Hrorosslii Tect CucreMa CTaHIaPTU3UPOBAHHBIX 3aaHHM, Komrnekr

(Tecr) MI03BOJISAOIAs aBTOMATU3UPOBATh IPOLIETYPY TECTOBBIX 3aJJaHUM

M3MEPEHUs YPOBHSI 3HAHUN U YMEHUHN 00y4aronerocs

4. TlepeyeHb KOHTPOJIBHBLIX 3aJaHUii WM HHbIe MaTepHUaJbl,
Heo0X0oAuMbIe VIS OLEeHKU 3HAHMI, YMEHUIl U HABBIKOB, XapaKTePU3YIOIIUX
Tanbl GopMUPOBAHUS KOMIIETEHINH B Mpolecce 0CBOCHUS JUCITUNINHBI

Ilpumep 3a0anus

Js tekymero kourpoass TK1:

[TIpoBepsiemass kommereHmus: OIIK-3.1 Pemraer cranmapTHele 3amadu
npodeccoHanbHON ~ NESITENIbBHOCTM  HAa ~ OCHOBE  HMHGOPMAIMOHHOW U

oubnuorpaduyeckon KYJIBTYPBI c MPUMEHEHUEM nH(}OpMaIMOHHO-
KOMMYHHUKAITMOHHBIX TEXHOJIOTHMA
Bonpoc Bapuantel oTBeTa OtBer

nH(}OpPMALIMOHHOU
BBICTYTIaTh B POJIM CYOBEKTOB?

Kakne wu3 MNEPCUYUCIICHHBIX KOMIIOHCHTOB | MMOJbB30BaTEJIN

CHCTEMBL  MOIYT | axTHBHBIC IPOrPAMMBI

NPOLECChI

KOMMYTaIlMUOHHOE 000py0BaHUE

JIMHUU Tiepeiadn nHpopMaluu

MECTO JEHCTBHE WU COOBITHE TaK, YTOOBI
9THU COGBITI/IH 1501051 HeﬁCTBHﬂ HC MOTI'JIN
OBITh TT03)KE OTBEPTHYTHI

CnocoOHOCTh YAOCTOBCPATH UMCBILICC HEOTKA3yeMOCTb

MNOAJIHUHHOCTD

AYyTCHTUYHOCTD

aICKBATHOCTH

OEJIOCTHOCTD




Bompoc

BapuaHntel oTBeTa

OTtBer

CBoiicTBO HHPOPMAIIMOHHOW CUCTEMBI,
00y CJIOBIMBAOIEE BO3MOXKHOCTD
peanu3aiyu yrpo3bl 0€30macHOCTH
oOpabartbiBaeMoii B Hell nHopMaIiu

YA3BHMOCTH 0e30nacHocTH HHGopManun

yrpo3a 6e301macHOCTH HHGOPMAITUU

pucK uHGOPMaIMOHHOM 0€30MacHOCTH

aTaka Ha KOMIIBIOTEPHYIO CUCTEMY

MHIMJICHT HHPOPMALIMOHHOM 0€301MacHOCTH

JlesTenpHOCT 1O IPEJOTBPALICHUIO
yTEUKH  3amuinaeMod  uHpopmau,
HECaHKLIIMOHUPOBAHHBIX "
HENIpEHAMEPEHHBIX  BO3JECHCTBUM  Ha
3alUIAeMy0 HHPOPMALIUIO — 3TO

3amuTa nHopManuu

uHpopManroHHas: 6€30acHOCTh

yropaBiieHue 0€e30MacHOCThIO0 HH(OpMAaLIUU

MEHEKMEHT HH(POPMAIHOHHON
0€30I1aCHOCTH

OneKTpoHHas HOJIITUC, KOTOpas
MIOCPEJICTBOM  HCIOJb30BaHUS  KOJIOB,
apoJieu WU WHBIX CPENCTB
noaTBepxaaeT  (Gakr  GopMupoBaHUS

AJIEKTPOHHOW TIOJIHUCH  OIPEICICHHBIM
JIUIIOM

NMpoCTas IJICKTPOHHAA NOANMUCH

YCUJICHHA 3JICKTPOHHAs IMOANHNCH

YCUJICHHAA KBaJ'II/I(bI/IL[I/IpOBaHHaﬂ
QJICKTPOHHAA IMOAIINCH

yCHJICHHAsI HeKBATU(DUITPOBAHHAS
JJIEKTPOHHAS ITOJIIUCH

YCUJICHHAA IMPOoCTad 3JICKTPOHHAA NOANNCH

pocTasi HeKBaTUPUIIMPOBaHHAS
JJIEKTPOHHAS ITOJIUCH

Kakoe W3 NEpEeUuCIEHHBIX  CETEBBIX
YCTPOICTB MOXET BBIOJHATh (PyHKINUU
MEXCETEBOI0 IKpaHa?

KOHLIEHTPATOp

MapIIpyTH3aTOP

KOMMYTAaTop 3 ypOBHS

PETPaHCISATOP

KOMMYTaTOop

MEIMaKOHBEPTEP

Cpenn IIEPEYUCIICHHBIX MIyHKTOB
BBIOEpHUTE JCHCTBHUA, MJII COBEpIICHUS
KOTOpBIX JIOJDKHA OBITh MpeIHa3HaueHa
porpamma, 4TOOBI CUUTATHCS
BPEOHOCHOM  (COIVIACHO  OIpPENEICHUI0
BpPEIOHOCHOW TPOrpaMMbl U3 YTOJIOBHOTO
kojekca PD)

HECAHKIIMOHMPOBAHHOE PACIPOCTPaHEHUE
uHpopMauu

BBIBOJ] M3 CTPOsI KOMIIOHEHTOB IC

HECAHKIIHOHMPOBAHHOE YHHYTOKEHHE
uHpopmanuu

nouck ysassumocrei B UC

HelTpaJIu3anus CPeICTB 3a1UThI
KOMIILIOTepHOH MHPOPMALIUT

K xakoil rpymnmne yrpo3 MHGpOPMAaIMOHHON | TPOTrpaMMHBIE
0€301MacHOCTH OTHOCHTCA | apmapatHbie
ne3uHpopmanus, COKpBITHE WIn
MICKa’KeHNe MH(OPMaIHH HH(OPMALHOHHBIE
CHUCTCMHBIC
BHEIIHHE
OcoOblit  BuJ  OTHOmIEHMH — Mexay | MHdopMannoHHAast BOiHA
rocyapcTBaMi, TIpuU  KOTOPOM  JUIsS




Bompoc

BapuaHntel oTBeTa

OTtBer

paspenicHus CYIIECTBYOIINX
MEXTOCYJapCTBEHHBIX MIPOTUBOPEUMIT
UCTOJNB3YIOT-CSI  METOJbI, CPEICTBA W
TEXHOJOTHH CHJIOBOTO BO3JCHCTBHUS Ha
MH(pOPMaITMOHHYO chepy ATUX
roCyJIapcTB

Texnonorus mudpoBanus Bcen
nHpOpMaINH, pa3MEIIEHHON Ha KECTKOM
JIUCKE JJIS1 3alIUThl OT YTEYKU JAHHBIX,
paspabotanHas kommanuend Microsoft

BitLocker




Jst Tekymero kourpoass TK2:

[Tposepsiemass  kommereHmus: OIIK-3.1 Pemaer cranmapTHble 3amayu
npodeccCHOHaNbHOM  JEATENBbHOCTH  HAa  OCHOBE  HMH(QOPMAIIMOHHOW U
oubnnorpaduyeckoit KyJbTYPBI C IPUMEHEHHUEM UH(pOPMaIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHI

Bonpoc BapuanTsl oTBeTa

AKTyaJIBHOCTB u HCMIPOTHUBOPCUMUBOCTL | HEJIOCTHOCTD

PIH(bOpMaI_[I/II/I, (S¢ 3allNIIICHHOCTD oT JOCTYITHOCTb

paspylieHUusT ¥ HECAHKLIHOHUPOBAHHOTO

3MOHCHIS KOH(pHICHIIMAIBHOCTh
HCEOTKAa3yCMOCThb
aICKBATHOCTb

CoOBOKYNHOCTh YCJIOBUW WM JEUCTBUH, | yrpo3a 6e3omacHocTH HHGopManun

CO3JIAIOIIMX TMOTCHIUAIBHYI WU PEalbHO
CYIIECTBYIOIIYI0 ~ OMAaCHOCTh  HapyIICHHS
0e301acHOCTH HH(POPMAITH

puck 6e3omacHOCTH HH(POPMAITIH

YA3BUMOCTD 0e30macHOCTH I/IHCI)OpMaI_[I/II/I

aTaka Ha HH(OPMAaLIMOHHbBIE PECYPCHI

YcraHoBuTe COOTBETCTBHE
TTOHSATUSMHM H OIIPEIACIICHUSMH:
1) npoueaypa pacnosHaBaHWsA cybbekTa Mo
ero naeHTnduKaTopy

MEKTY

2) npoBepka NOA/IMHHOCTU
NaHHbIM UAEHTUDUKATOPOM

cybbekTa C

3) npoueaypa NpenoCTaBAEeHUA 3aKOHHOMY

CyObEKTY, ycnewHo npoweawemy
naeHTndMKaumo " ayTeHTUPMKauuto,
COOTBETCTBYHOLMX NOJIHOMOYUI n

[OCTYMHbIX PECYPCOB CUCTEMDbI

aKTHBalusi

BepUDUKaLUS

ABTopu3anus (3)

Nnentuduxamus (1)

AyTtenruduxanus (2)

BpenonocHass mporpaMma, HCIOJIB3YOLIAS
JUI CO3JIaHMsl CBOMX KONHUM Ha JApyrux
KOMITBIOTEpPaX CETEBBIE PECYPCHI U CEPBUCHI,

ciydep

TPOSIHCKasl MporpamMma

pa3Mepa myTeM BBITTOJTHEHUS
Kpunrorpaguueckux nmpeodpazoBaHuit
BBIYUCIISIETCS T KECT (PUKCUPOBAHHOM
JUIMHBI, OZTHO3HAYHO COOTBETCTBYIOLIEE
HCXOJIHBIM JTaHHBIM

Ha3bIBAETCS ‘1€pBb

02K 0P

9KCILUIOUT
MeTo KpUNTO3aIUThI, TPEICTABISIOIINAN XelIupoBaHue
co00l KOHTPOJILHOE TTPeoOpa3zoBaHue KPHIITOAHATH3
nH(OpMAIIUU: U3 JTAaHHBIX HEOTPAHHUEHHOTO

cTeraHorpagus

QJICKTPOHHAA MOAIUCH

ayTeHTH(UKAIHS

Kakoit Bug MO 1omosIHSIET SKpaHUPYHOUIUH
MapuipyTu3atop  (QyHKIUSAMH ~ KOHTPOJIS
BUPTYAIbHBIX COCAMHCHUHN U TPAHCIIAINH

SKPaHUPYIOLIUN IITI03

MaKeTHBIA QHIIBTP

LILTI03 CEaHCOBOI'0 YPOBHS




Bompoc

BapuaHnTtbl oTBeTa

BHyTpeHHux [P-aapecon?

MIPUKJIAHOM LIJII03

SKpaHUPYIOUIUI MapIIpyTU3aToOp

BpenonocHast mporpaMma, peanu3yrolias
HecaHKI_II/IOHI/IPOBaHHBIC HeﬁCTBHH,
HaIpaBJICHHbIC HA HapyIIeHHE 0€30MacHOCTH
HNC, 0e3 co3mgaHus COOCTBEHHBIX KOIIUH,
Ha3bIBACTCS

BPEIOHOCHON yTHJIMTON

CCTEBBIM YCPBEM

02KI0pOM

TPOAHCKOM NporpamMmoit

¢bynepom
K kakoii rpymnme yrpo3 WHGOPMALMOHHOM | ammapaTHbIe
0e30macHOCTH OTHOCHTCS HE3AKOHHOC | proran o
KOIIMPOBAHNE JAHHBIX B MH(OpMAlM-OHHBIX
CUCTEMAX BHCIIHNC
IIPOrpaMMHBIE
HH(POPMAIMOHHBbIE

Mepsl 3anuThl HHGOPMAIIMH, OTHOCSIIUAECS
K OPTaHU3aIMOHHBIM MEPOIPUSATUSIM

(bUIBTPBI, SKpaHbl HA aNaparypy

YCTaHOBKA CPEACTB aHTUBUPYCHOU 3aILUTHI

OJICKTPOHHBIC KIIFOYM Ha MUKPOCXEMaAX

OrpaHuyeHue J0CTYyNa JIMI B KOMIbIOTEPHbIE
noMeIeHus

XpaHeHUe HOCUTeJIel M YCTPOMCTB B ceide

[Tonp30Batesb, 00IaNAOIHIA TPABOM YTEHHSI
KypHasla  O€30MacHOCTH  OMEpPaAIlMOHHON
CHCTEMBI

ayIuTop




st Tekymero kourpoass TK3:

[IpoBepsiemasi KOMITETEHUUS:
MpoeCCUOHATTEHON  TeITETbHOCTH

OIIK-3.2 VYuyuTbiBaeT MNpH pEIICHUH 3aaa4y
OCHOBHBIE TpeOoBaHMS K HWHGPOPMAITMOHHON

0€e30IMacHOCTH
Bomnpoc BapuaHThbl oTBeTa
Kakast pyHKIMS MEKCETEBOr0 SKpaHa | KOIIMPOBAHHE
MO3BOJISICT CKPBIBAThH TOTOJIOTHIO TPaHCJAS NS CeTEBBIX a/{PECOB
BHYTpPEHHEH CETH OT BHEITHUX UACHTUDUKATHS
oJIb30BaTelIeii? aJIMHHHCTPUPOBAHUE
ayTeHTU(UKAIIHS
BoiGepure  BepHble  yTBepxkaeHMs, | JloOaBIATE 3amuMcH B JKypHAT — ayAuTa  MOXET

Kacarommecs: TpeOOBaHHWA K ayJIuTy
coo0brTuii B OC

Oo1cpanvoHHasg CUCTEMa U aAMUHUCTPATOP

PenaktupoBarh Wiv yaansaTh OT/EIbHBIC 3aITUCH B
KypHaJIe ayuTa He MOXKET HH OJHMH CYOBEKT JOCTYyIa,
kpome camoit OC

IIpocMaTpuBaTh :KypHaJ ayauTa MOIYT TOJBKO
N0JIb30BaTeJM, O00JaJalomme COOTBETCTBYIOUIEH
NpUBHJICrHel

OnepanyoHHas cucTeMa He JOJDKHA MOJJEpKUBATh
BO3MO)KHOCTb COXpPaHEHMs KypHaJla ayAuTa Iepen
OYMCTKOH B IpyroMm (aiine

Ouumars  KypHaJ  ayauTa  MOIYT  TOJbKO
10JIb30BATEJIH-aYAUTOPHI

IIpouenypa npoBepKH NOAINHHOCTH ayTeHTH(PUKALUSA

BXOJISIIIIETO B CUCTEMY OOBEKTa

(monp30BaTeNs, mporecca uin

YCTpOICTBa), IPEBSIBUBILIETO CBOU

UICHTU(PHUKATOP HA3bIBACTCS

Bribepute BepHbIE YTBEPKIACHUS CummerpuyHoe  HIM(PpPOBaHHE  HUMEET  BBICOKYIO
CKOpOCTH IIK(POBAHUS, HO CI0KHO B peaTH3aliu
CummMerpuyHoe mHM(ppoBaHHe TNPUMEHUMO s
mu¢poBaHus TAHHBIX NPOU3BOJIbHON IJIMHBI
[Ipu CUMMETPUYHOM g poBaHun nepenaya

CEKPETHOTO KIIF0Ya MOXKET OBITh OCYIIECTBJICHA TI0
00I1eTOCTYITHBIM KaHaJlaM CBSI3U

[Ipobrmema pacnpeneneHuss Kiaouded  mudpoBaHUs
MEXy IMO0Jb30BATEISIMU MPUCYTCTBYET TOJIBKO JJIsI
ACHMMETPUYHOTO MIH(PPOBAHUS

PasnosxeHnne maTpuipsl 10CTyna no
CTPOKaM I03BOJISIET MOJIYyYUTh

MAaHAaThbl BO3MOKHOCTEH

JTOMEHBI 0€30IIaCHOCTH

MaHAAaThl HOJIHOMOYHUH

JIOMEHBI [IpaB JOCTyIla

CIIUCKU TpaB JOCTyNa

IIpotokon SSL wucmonmb3yercss amns
3amuThl MHPOpPMAIMOHHOTO OOMEHa
Ha

TPaHCIIOPTHOM YPOBHE

CeaHCOBOM YPOBHe

CETEBOM YPOBHE




Bomnpoc

BapuanThl oTBeTa

MPUKIIATHOM YPOBHE

VYkaxute Bce CBOICTBA CUTHATYPHOIO
aHaJln3a, KOTOPbIE MOKHO OTHECTU K
€ro HeJI0CTaTKaM:

MIPH YCIIEIITHOM OIPEICIICHUH, JICUCHUE «3apaKCHHOTO»
00BEKTa YaCTO HEBO3MOXKHO

He MO03B0JIAeT O00HAPYKMBATH HOBbIe BPeIOHOCHbIE
NPOrpamMmbl

TpedyeT 3HAYUTEJbHBIX YCHUJINI 110 O0HOBJIEHHUIO 0a3
CUTHATYP

CKJIOHCH K 6OJ'IBHIOMy
BPCIOHOCHBIX IIPOTrpaMM

KOJIMYCCTBY IIpOITYCKOB

CKJIOHEH K  Oosbiomy
cpabaTbIBaHUMA

KOJIMYCCTBY JIOXKHBIX

K KaKoun rpyInme yIrpo3
HH(pOPMAITMOHHOM 0€301acHOCTH
OTHOCHUTCSI TiepexBaT WH(OpMaIHUHA B
JMHHSX CBSI3U

TEeXHUYECKHUe

anmnapaTrHble

IIPOrPaMMHBIE

(dbuzndeckue

uH(GOpPMaIMOHHBIE

Boibepute  Meppl  mo  3amure
uHbOpMaInuy, OTHOCSIIHECS K
TEXHUYECKUM

KJIKOY OJId 6J'IOKI/IpOBKI/I KJIaBHATYPbI

JICKTPOHHBIC KJII0YA HA MUKPOCXeMaXx

HapOHLHLIﬁ AOCTYII — 3alaHUC MOJTHOMOYH M
ITIOJIB30BAaTCIIA

(GuabLTPLL, IKPAHBI HA ANNAPATYPY

yCTpoiicTBa ayTeHTH(UKALNHU

[Ipu u3bupaTenbHOM pa3rpaHUYEeHUN
J0CTYIa JAaHHOE MTOHATHE ONpeieseT
HaboOp 0OBEKTOB U TUIIOB ONepalui,
KOTOPBIE MOTYT ITPOU3BOAUTHCS HAJ|
KaKJbIM O0BEKTOM OIEPAllMOHHON
CHCTEMBI

MaTpulia J0cTyna

JIOMEH 0e30MacHOCTH

JTOMEH TMOJIHOMOYHIA

MaTpHUIla MaHJAaTOB

AOMCEH O0CTyIia




Jst Tekymero kourpoasi TK4:

[Tposepsiemass kommereHiusi: OIIK-3.2 VYuutbiBaeT mnpu pemieHUH 3a1ad
npoecCHOHANBbHON AESITeNbHOCTH OCHOBHBIE TpeOoBaHMs K HHGOPMAIMOHHON
0€30I1aCHOCTH

Bompoc BapuanThl oTBeTa

Ha kakux ypoBnsix mogenu OSI CEeaHCOBBIN
(OpMUPYIOTCSI BUPTYaIIbHBIC 3AIUIICHHBIE | KAHAJIbHBIH
KaHaJIbl IIepelayu JaHHBIX ? MPEJICTABICHUSA

ceTeBoil

IIPUKJIIATHOU
Meroa oOHapyKEeHHUS BPETOHOCHBIX KOMIUIEKCHBIM aHAJIU30M
MporpamM, CyTb KOTOPOT'O 3aKJIFOYAETCS B METOJIOM TOYHOI'O ITIOMCKa
MOUCKE YYaCTKOB KOJa UCITOJIHSAEMOTO 3BPUCTUYECKUM aHAIIU30M
00BEKTa, OTBEYAIOIINX 32 KOHKPETHBIE CUTHATYPHBIM aHAJIM30M
BPCAOHOCHBIC I{GﬁCTBHH, Ha3bIBACTCA METOJ0M SMYJISIIIUA KoJa
Ha3Banue aTaku Ha MPOTOKOJIbI | MAaCKapaj

ayTeHTU(UKAINU, B KOTOPOU IOIH30BATEIH
MBITAETCS BbIIATH ce0s 32 JPYroro ¢ melbio
MOJIYYEHHUsI TIOJIHOMOYMM M BO3MOXKHOCTHU
JEUCTBUM OT JIULIA JPYTOro MOJIb30BaTEIs

HNudopmanus B 31eKTpoHHOI hopMme, CepTHU(HKAT KIIF0Ya IPOBEPKH IIEKTPOHHOU
KOTOpasi IPUCOEIUHEHA K APYTON MOATIACU

UH(OpPMAIUU B IEKTPOHHON (opMe HIIH 3JIEKTPOHHAS NOANKCH

MHBIM 00pa3oM CBsi3aHa C TaKOU KJIFOY 3JIEKTPOHHOU MOATINCH

uH(popManueil 1 KoTopast UCIIONB3YETCsl Ul | KBATU(HUIIMPOBAHHBIN CepTUPHUKAT

ONPCHACICHHUA JINIA, IMTOAIUCHIBAOIICTO KJIXOY NIPOBEPKH DJIEKTPOHHOM MOANNCU
HH(OPMAIIHIO CumMmeTpuyHOe IM(ppoBaHNe NPUMEHUMO ISt

mHuGppoBaHusA JAHHBIX IPOU3BOJIbHON NJIHHBI
[Ipn cummerpuyHoM mmHUGpPOBaHUK Tepeaayda
CEKpPETHOTO KJIF0Ya MOXET OBITh OCYIIECTBICHA
110 OOIIEOCTYITHBIM KaHajlaM CBS3U

[Ipobnema pacnpenenenus Kiarodeil mudpoBaHus
MEXy MOJb30BaTENISIMU MPUCYTCTBYET TOJIBKO
JUTST aCHMMETPUYHOTO MU (DPOBAHUS

Bu 35eKTpOHHON TOAMKMCH, TO3BOJISIONIKE | KBAJH(UIMPOBAHHAS JIeKTPOHHAS NOANKCH
OpraHu30BaTh  IOPUIMYECKH  3HAYMMBIN | IPOCTas DJIEKTPOHHAS IOIINCH

3JIEKTPOHHBIN JIOKYyMEHTOO00pOT C | HeKBaMH(PUIIMPOBAHHAS SJIEKTPOHHAS TIOITUCH
MMAPTHEPCKUMHU KOMIIAHUSMU, OpraHaMu pacuIupeHHast 3JIeKTPOHHAS MMOAMNCH
roCy/1apCTBEHHOM BJIACTH u

BHEOIO/DKETHBIMH (POHIaMH
B3anmMuas ayreHTH(UKAINSA 00EHX CTOPOH B | OOMEHA OTKPBITBIMM KJIFOYAMH CUMMETPHUYHOTO
SSL BbIMONHSAETCS MyTeM i poBaHus

o0MeHa uugpoBbIMH ceprupuxkaramu
OTKPBITBIX KJIIOYell MoJib30BaTesieil (KJIMeHTa
]| cepBepa), 3aBepeHHbIMU uudgposoi
NOANNCHI) CHENHAIBHBIX CePTH(PUKANUOHHBIX
LEHTPOB




Bomnpoc

BapuanTbl oTBeTa

oOMEeHa OTKPBITBIMH KIIFOYaMH aCCHMMETPHYHOTO
mmdpoBaHus

oOMeHa ciTydyaifHO CreHepUPOBAHHBIMU MAPOJIIMU

K kakoli rpymie yrpo3 OTHOCUTCSA
BHEJIPEHUE «BUPYCOBY, allllapaTHbIX U
IIPOTPaMMHBIX 3aKJIaJJ0K

anmapaTHble

¢busnyeckue

nH(pOpPMAaIOHHbIE

TCXHUYCCKUC

NporpaMMHbIe

JIr000i1 351eMEHT ONepallMOHHON CUCTEMBI,
JOCTYI K KOTOPOMY I10JIb30BaTeseil u
JIPYTUX CyOBEKTOB JIOCTYIIa MOXET OBITH
MIPOU3BOJILHO OTPaHUYEH (€CITH OTBET
COCTOMT U3 OOJIBIIIE YeM OJTHOTO CIIOBA,
HAITUILIUTE CJIOBA Yepe3 mpoben)

0o0beKT AocTyna

CyOBEKT, KOTOPOMY MPHHAIICKUT OOBEKT
OIEePaI[MOHHON CHCTEMBI U KOTOPBIA HECET
OTBETCTBEHHOCTb 3a KOH(DHICHIIHAIBHOCTh
coJiepiKalieics B 00bekTe nH()OpPMaINH, a
TaKKe 32 [EJIOCTHOCTh U JIOCTYITHOCTh
00BEKTA

BJ1ajaeJien]

CpenctBo 3amursl, ucnonbdyemoe B OC
Windows amsi CHIDKSHHUSI pUCKA YCTAaHOBKHU
BpenoHOCHBIM 10 HexenarenbHOU
MIPOTPaMMBbI HJTH BHECEHHSI OTTACHBIX
U3MEHEHHUH B CHCTEMY.

Windows Filrewall

Action Center

Windows Filtering Platform

PowerShell

User Account Control

LIS IPOMEKYTOYHOM aTTecTallum:

[Ipumeps! 3anaHuit:
1. HaHo:

- IOIyCTHMasi BEpOSTHOCTH MO100pa maposts 3noymbinieHaukoM 0,0277972
- CKOpPOCTh NOA00pa MapoJis 310yMbluieHHUKOM 493 naposneli(-s1) B MUHYTY
- CpoK nerictBusA naposst 17 gaei(-s)

- MOIITHOCTH alipaBuTa maposist 49 cuMBOJIOB

Haiiti niiuny maposisi, COOTBETCTBYIOILYO 33JaHHBIM YCIIOBHSIM.

2. JlaHo:

- IOMyCTUMas BEpPOSITHOCTh moA0opa naposst 3noymeiiieHHrukom 0,0000148
- CKOPOCTh M0a00pa maposist 370yMbIuieHHuKoM 493 maposteti(-isi,-1b) B

MHHYTY




- CpOK neiicTBuA mapoist 1 nenenb(-5, -1)

- MOIITHOCTH alipaBuTa maposst 49 CUMBOJIOB

Haiiru:

- ITTUHY TapOJisi, COOTBETCTBYIONIYIO 3aJaHHBIM YCIIOBHSIM.

OTBeT 107>KEH OBITH LIEJIBIM YUCIIOM.

3. lan 3ammudpoBaHHBIA TEKCT "OMIBYITHBUBTTH "

Kakoe xmroueBoe CilI0BO OBUIO HCIIOJNIB30BAHO, €CJIM HMCXOJHBIA TEKCT
"ayTeHTUpUKAIUA".

4. Amuca mepenana boOy otkpeiteiii kmou (7,143). BoO6 orBetmn Ammce
3amu@poBaHHBIM coobmeHreM 135",

EBa mepexBaTmiia cooOITIEHUE 1 MPOM3BEIIa Ha HETO YCIICITHYIO aTaKy.

Hamumire B KkadecTBe OTBeTa HCXOoAHOE cooOmeHue boba (umcio 6e3
KaBBIUEK).

5. bo6 nomyunint ot Anucel Tpu yncna: p = 19, g =5, A = 6. bo6 BeiOpan cBoit
3aKpBITHIN K04 b = 7 1 oTnpaBuil AnMce OTKPBITHIN K04 B, a Taxke paccuurtan
o6mmii cexpetHbiit ko4 K. Paccuuraiite B u K.

OTBer 3anuiuTe 6€3 TpPoOEIOB YUCIaMH uepes 3arsITyto B popmare: B,K
6. PacnpocTpaHeHue BIUSHUS OJHOTO 3HAKA OTKPBITOIO TEKCTAa HA MHOTO 3HAKOB
MUQPPTEKCTA, YTO TO3BOJBIET CKPBITh CTATUCTUYCCKHE CBOMCTBA OTKPHITOTO TEKCTa
Ha3bIBACTCS
7. - TIpEAToJaracT MCHOJb30BaHUE TaKUX IMHQPPYIOMNX
nmpeoOpa3oBaHMd,  KOTOPBIE  YCIOXKHSIOT  BOCCTAHOBJICHHE  B3aUMOCBSI3H
CTaTUCTHYECKUX CBOMCTB OTKPBITOTO M MU(POBAHHOTO TEKCTOB
8. TlposiBiieHHE 3aBUCHUMOCTH BCEX BBIXOJIHBIX OUTOB MHU(PPOTEKCTA OT KAXKIOTO
BXOJHOTO OMTa OTKPHITOIO TEKCTa HA3BIBACTCS adexkTom
9. VcraHoBHTE COOTBETCTBHE MEXKIy THIAMH KPHNTOCHCTEM |  BHIAMHU
Kpunrorpadguueckux npeoOpa3oBaHHit

1) GeckiroveBbIe a) XeIMpOBaHUE
2) OTHOKITIOUEBEIC b) cumMerpuuHOe HIMPPOBAHUE
3) IBYXKIIIOYEBBIC C) acMMMeTpUYHOE IH(poBaHUE

10. VYcraHoBUTE€ COOTBETCTBHE CTAaHIAPTOB IMUGPOBAHUS ¢  KOJWYECTBA
HCIIOJIb3YEMBIX B HUX PayHIOB MU(POBAHUS

1) AES128 a) 10 paynmoB
2) AES192 b) 12 paynmos
3) AES256 C) 14 paynmoB
4) DES d) 16 paynmos
5) 3DES e) 24 paynna

f) 48 paynmos
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