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1. INTAHUPYEMBIE PE3YJIbTATBI OBYYEHUSA (MUHAUKATOPBI) 1O
JAUCHUITJIMHE MOAYJIS MHocTpaHHBI S3bIK B cepe AeT0BOT0 U MpodhecCUOHATBFHOTO
oOIIeHUS

Tabmuma 1
Kon n
KonTpo/bHO-011¢HOYHBIE
HAaUMEHOBaHUe
< cpeacrea aJid
KOMIIETeHIIM U, IliianupyeMble HHAUKATOPBI
OLICHUBAHMSA JOCTHKEHUS
¢popmupyemsle ¢ JOCTH/KEHUS KOMIIeTeHI[UU
pe3yJbTaTa 00y4yeHus 1o
y4acTueM
AUCHMILINHE
AU CHMIITTHHBI
1 3 4
YK-4. Criocoben YK-4.1. Homamnsist pabora;
HPUMCHATD 3HaTh: COBpEMEHHbBIE KOMMYHHUKATHBHBIE 3a4€T;
COBPEMCHHBIC TEXHOJIOTHH Ha TOCYIaPCTBEHHOM U IK3aMEH
KOMMYHHKaTUBHBIE )
HWHOCTPAHHOM $I3bIKaX; 3aKOHOMEPHOCTHU
TEXHOJIOTHH, B TOM . N N
JIeJI0BOM yCTHON M MUCHMEHHOM
qucie Ha
HUHOCTPAaHHOM(BIX) KOMMYHHKall1H.

sI3BIKE(ax), s

aKaJIEMUUECKOro U YK-4.2.
NPOQECCHOHAIBHOT | VMeTh: IPUMEHSTh HA IIPAKTHKE
0 B3aUMOJCHCTBIA KOMMYHHKAaTUBHBIE TEXHOJIOTUH, METOJIBI U

CII0COOBI IEJIOBOTO OOIIEHHUS.

YK-4.3.

Brnagers: MeTOOMKON MEXINYHOCTHOTO
JIeJIOBOTO OOIIEHUS Ha TOCYIaPCTBEHHOM U
WHOCTPAHHOM A3BIKaX, C IPUMEHEHHEM
podeCCUOHANBHBIX A3BIKOBBIX (HOPM U

CpEJICTB.

2. ITPOOEAYPbI KOHTPOJISI 1 OUEHUBAHUS PE3YJBTATOB OBYYEHUS B
PAMKAX TEKYHIEM W NPOMEXYTOYHOM ATTECTALIMH IIO
JUCHUIIVIMHE MOAYJIA B  BAJIBHO-PEMUTHUHI'OBOU

(TEXHOJIOI'HMYECKAS KAPTA BPC)

IIpouexypsl TeKyleid ¥ MPOMEKYTOYHOM ATTECTAIMHU M0 JUCIUIIINHE

CUCTEME

1 cemecTp

1. IIpakTH4yeckne/ceMUHAPCKHE 3aHATUHA: KO3QPUIHEHT 3HAYMMOCTH COBOKYIHbBIX

pe3yJabTATOB NPAKTHYECKNX/CEMUHAPCKUX 3aHATHI — 1

Texymas aTrecTanus Ha NPAKTHYECKUX/CEMUHAPCKUX Cpoku — cemecTp, | Makcumaib
3aHATHAX yueOHAas HeleJIA Haf OLIEHKA
B 0aJ1ax
Jlomawnss paboma Nel 1 cem., 6 Hex. 25
Homawnss paboma Ne2 1 cem., 12 Hen. 25
AKxmueHoCcmv HA NPAKMUYECKUX 3AHAMUSX 1 cem., 1-16 men. 50

BecoBoii K03 GUIHMEHT 3HAYUMOCTH Pe3yJIbTATOB TeKYILlel aTTecTaluu 110

NPAKTHYEeCKUM/CEeMUHAPCKUM 3aHATHAM— (0,5

HpOMe)KyTO‘lHaﬂ arrecranusd 1mo HpaKTPI‘leCKHM/CeMI/IHapCKI/IM 3aHATHAM— 3Aa4ET




BecoBoii K03 GHUIHMEHT 3HAYUMOCTH Pe3yJIbTATOB IPOMEKYTOYHOM aTTECTALMHU 110
NPAKTHYEeCKUM/CEeMUHAPCKUM 3aHATHAM— (0,5

2 cemecTp

1. IIpakTH4Yeckne/ceMUHAPCKHE 3aHATHA: KO3(QPUIHEHT 3HAYMMOCTH COBOKYIHbBIX
pe3yJbTATOB NPAKTHYECKMX/CEMUHAPCKUX 3aHATHI — 1

Texymas aTrecTanus Ha NPAKTHYECKUX/CEMUHAPCKUX Cpoku — cemecTp, | Makcumaiab
3aHATHAX yueOHAas HeleJIA Haf OLIEHKA
B 0aJ1ax
Jomawnss paboma Ne3 2 cem., 6 Hel. 25
HHomawnss paboma Ned 2 cem., 12 men. 25
AKxmueHoCcmov HA NPAKMUYECKUX 3AHAMUSX 2 ceM., 1-16 men. 50

BecoBoii K03 GUIHMEHT 3HAYUMOCTH Pe3yJIbTATOB TeKYILlel aTTecTaluu 110
NPAKTHYEeCKUM/CEeMUHAPCKUM 3aHATHAM— (0,5

IIpoMexyTOUHAsI aTTECTAIMS M0 MPAKTHYECKHM/CEMHHAPCKHM 3aHATHIAM— 3a4ET
BecoBoii K03 GUIHEHT 3HAYUMOCTH Pe3yJIbTATOB IPOMEKYTOYHOM aTTECTALMHU 110
NPAKTHYEeCKUM/CEeMUHAPCKUM 3aHATHAM— (0,5

3 cemecTp

1. [IpakTH4yeckue/ceMUHAPCKUE 3AHATHA: KOI(P(PUIHEHT 3HAYNMOCTH COBOKYIHBIX
pPe3yJbTaTOB NPAKTHYECKUX/CEMHUHAPCKHUX 3aHATHI — 1

Texkymas arrecTanus HA NPAKTHYECKUX/CEMHUHAPCKUX Cpoku — cemecTp, | Makcumaiab
3aHATHUIX yueOHas1 HeeJist Hasl OLleHKA
B 0aJju1ax
Homawnss paboma Ne5 3 cem., 6 Hen. 25
Jlomawnss paboma Neb 3 cem., 12 Heg. 25
AKmMuUBHOCMb HA NPAKMUYECKUX 3AHAMUSX 3 cem., 1-16 Hen. 50

BecoBoii K03 GUIHMEHT 3HAYUMOCTH Pe3yJIbTATOB TeKYILlel aTTecTaluu 110
NPAKTHYEeCKUM/CEeMUHAPCKUM 3aHATHAM— (0,5

IMpome:kyTouHasI ATTECTAIMSA MO MPAKTHYECKHM/CEMUHAPCKUM 3aHATHSIM— 324ET
BecoBoii kK03 GUIHEHT 3HAYUMOCTH Pe3yJIbTATOB NPOMEKYTOYHOM ATTECTALMH 110
NPAKTHYECKHM/ceMHHAPCKUM 3aHsiTusM— 0,5

3. KPUTEPUUM M YPOBHM OLEHUBAHMSI PE3VJIbTATOB OBYUEHUSI MO
JUCUMILIMHE MOAYJISI

4.1. B pamkax BPC npumeHsfoTcs yTBepKIeHHBIE Ha KadeIpe/MHCTUTYTe KpUTEpUH (TIPU3HAKH )
OLICHUBAHMs JOCTHKEHHH CTYAEHTOB IO AMCHUIUIMHE Monyis (Tabia. 4) B paMkax
KOHTPOJIbHO-OLIEHOYHBIX MEPONPUITUI HAa COOTBETCTBHE YKa3aHHBIM B TaOia.l pesyipTaTam
oOydeHus (MHAUKATOpaM).

Tab6mnuma 4
Kpurepuu oueHuBanus yueOHbIX J0CTHKEHUI 00y4al0IUXCHA
Pe3yabTaTsl Kpurtepun ouneHuBaHusi y4eOHBIX JOCTHKEHUH, 00yYAOIIUXCH HA
o0y4eHHUs COOTBETCTBHE pe3yJIbTaTaM 00y4eHHs1/ MHIUKAaTOpaM
3HaHUs CryneHT AeMOHCTPUPYET 3HAHUS U IOHUMaHKE B 00J1aCTH U3y4YEHUs Ha

YpOBHE yKa3aHHBIX WHIUKATOPOB M HEOOXOJUMBIE JUIsl MPOJOJIKEHUS
o0y4yeHMsT W/MAM BBIOJHEHUS TPYIOBbIX (yHKIMM u AeHCTBHIA,
CBSI3aHHBIX C IPOEeCCHOHATBHON I TEILHOCTBIO.

Ymenus CTyleHT MOXeT MPUMEHATh CBOU 3HAHUS U MOHMMaHUE B KOHTEKCTaX,
MIPE/ICTABICHHBIX B OLICHOYHBIX 3aJIaHUSX, JEMOHCTPUPYET OCBOEHHUE




YMEHUH Ha ypOBHE yKa3aHHBIX WHIWKATOPOB U HEOOXOIUMBIX IS
IPOAOIKEHHUsT OOYUYEHHs W/MIM BBINOJIHEHUS TPYAOBBIX (YHKIMHA H
JIeMCTBUH, CBA3aHHBIX C MPO(ECCHOHATBHON IEATEIbHOCTBIO.

OnbIT /BlIageHue

CTyneHT AEeMOHCTpPHpPYET ONBIT B 0OJAacTH H3Y4EeHUS Ha YPOBHE
YKa3aHHBIX UHAMKATOPOB.

JInu"HocTHEIE
KauecTBa

CTyneHT IeMOHCTPUPYET OTBETCTBEHHOCTh B OCBOCHHMH PE3YJIbTaTOB
00y4eHus HA YPOBHE 3aIlNIAHMPOBAHHBIX MHIUKATOPOB.

CryneHt

cnoco0eH

BBIHOCUTDH

CYXKIEHUs,
(hOopMyIHPOBATH BHIBOABI B 00JIACTH U3yUCHHUS.
CTyAeHT MOXKeT coo0IaTh MPEmnoAaBaTelNo U KOJIeraM CBOETO YPOBHS
cOOCTBEHHOE MOHNUMAHHUE U YMEHHUS B 00J1aCTH U3YUECHUSL.

eNnaTh

OL€CHKHM U

4.2. J1511 OlIeHUBaHUsI YPOBHS BBIITOJHEHHUS KPUTEPUEB (YPOBHS TOCTHKECHUN 00yUYaIOMIUXCS TIPH
IPOBEIEHUHN KOHTPOJIbHO-OLIEHOUHBIX MEPOIIPUATUH MO AUCHUIUIMHE MOYJIsS) HCHOIB3YETCS

yHUBEpcajabHas 1Kana (tadim. 5).

Tabnuua 5

IIkayia oneHUBaHUS JOCTHKEHHUS Pe3yJIbTATOB 00y4eHHs (MHAMKATOPOB) N0 YPOBHAM

XapakTepuCcTHKA YPOBHEN JOCTUKEHHSI Pe3YJIbTATOB 00yueHusl (MHAUKATOPOB)
Ne Conep:xxanue ypoBHs Ikana oueHnBaHus
n/n BBINOJIHEHHS] KPUTEPHUS Tpaauunonnas KauecTBeHHas
OlleHUBAHNS Pe3yJIbTATOB XapaKTepUCTHKA YPOBHS XapaKTepUCTHKA
00y4eHHs YPOBHsH
(BBINIOJITHEHHOE OIIEHOYHOE
3aJaHue)

1. Pe3ynbratel oOydeHus OTan4HO 3auTeHo Bricokwii (B)
(MHAMKATOPHI) TOCTUTHYTHI B (80-100 6amnoB)

IOJIHOM 00beMe, 3aMEUaHU HET

2. PesynbraTsl 00y4deHus Xopo1o Cpennuii (C)
(MHAMKATOPHI) B IIETIOM (60-79 6ammoB)

JOCTUTHYTBI, UMEIOTCSI 3aMEUYaHMUs,
KOTOpBIE HE TPEOYIOT
00513aTEJIFHOTO YCTPAHEHUS

3. Pe3ynbrarel oOyueHus Y noBneTBOpUTEIHH [Toporossrii (IT)
(MHAMKATOPBI) TOCTUTHYTHI HE B 0
TOJTHOW Mepe, €CTh 3aMEUaHuUs (40-59 6amoB)

4. OcBoeHue pe3yabTaToOB 00yUEeHHS HeynosnerBopuren He Henocratounsriit
HE COOTBETCTBYET MHAMKATOPAM, BHO 3aUTEHO (H)
HMMEIOTCS CyIlecTBeHHbIC OmMOKU U | (MeHee 40 0amioB)
3aMevaHus, TpedyeTcs 1opaboTka

5. PesynbTar 00ydeHHs He JOCTUTHYT, | HeaocTtaTouyHO CBHIETEIIHCTB Her pesynbsraTa
3aJlaHue HE BBIIIOJHEHO JUTsI OLICHUBAHUS

4. COJEPKAHUE
JUCUMIIIMHE MOAYJISI

KOHTPOJIBHO-OIEHOYHBIX

MEPOIIPUATHUI

1100

5.1. Onucanue KOHTPOJIbLHO-OLICHOYHBIX MEpPONPHUATHH M CPeACTB TeKyllero

KOHTPOJIS M0 TUCHHUILINHE MOTYJIA

5.1.1. [IpakTHYeckne 3aHATHS




Homep

IIpumepHBbIi IEepeYeHb TeM NMPAKTHYECKUX 3aHATHI

3aHATHUS
1 Artificial Intelligence Engineering: content and definition.
I'pamMaTudeckre 0COOEHHOCTH SI3bIKA CIICIIUATBHOCTH: THUITBI MPEJIOKESHUN, 9aCcTO
ynotpeosieMbie (pOPMEI.
2 Programming Languages and Operating Systems
OcHOBBI TepMHHOJIOTUH criennanbHOCTH. Cokpanienus. CriennanbHas JeKCHKa.
3 Machine learning
[Tonnmanue Ha ciyX (TIOJTHOE WIIM BEHIOOPOYHOE) COAEPKAHUS Ay TEHTHYHBIX 3BYYallluX
TEKCTOB MOHOJIOTHYECKOTO ¥ TUATIOTHYECKOT0 XapaKTepa B paMKax H3y4yaeMbIX TEM, B
TUMUYHBIX CUTYalUAX MPOPECCHOHATHLHOTO OOIIECHUS.
4 Project management
Junanoruyeckas peus - BeieHue Oece/pl Ha 3aJJaHHYI0 TEMY B CUTYyalHsIX
npodeccrnoHaTLHOTO O0IICHHUS, yU4aCcTHE B 00CYKACHUH, 00MEH MHEHHUSIMH, Paccrpoc,
YTOYHEHHE U T.II.
5 Philosophy and methodology of science
MoHosorudeckast pedb - OIMCaHNe, pacCyKIECHHE, XapaKTePUCTHKA, TTepeiada
COJIep’KaHUs U BBICKa3bIBAaHHE MHEHUS O MPOYUTAHHOM, YCIBIIIAHHOM, YBHJICHHOM,
BBIPKEHUE OTHOIICHUS, OIEHKH, apTyMEHTAIIHS.
6 Scientific activity
YCTHBIN AOKIA, PE3eHTAIHS, TyOIUYHOE COOOIIEHUE.
7 Software engineering
Pabora ¢ ayTeHTHYHBIMH TEKCTaMH IO CIIEHUaTbHOCTH U3 pecypcoB MHTepHer,
MIEPUOJINKH, T.€. )KYPHAJIOB U Ta3eT, KHUT O CIEIUATBHOCTH; CIIPABOYHOMN JIUTEPATYPHI 110
CHEIHMaIbHOCTH; HAyYHO-TEXHUUECKON JOKYMEHTAIMH, aHHOTAUAMU, HHCTPYKIUSIMHU.
8 Access method
Hcnonp3oBaHre OCHOBHBIX BUIOB YTEHHS (O3HAKOMHUTEIBHOE, U3YyYaloIIee,
MOMCKOBOE/TIPOCMOTPOBOE) B 3aBUCUMOCTH OT KOMMYHHUKATUBHOM 3aJ[au, YTEHUE s
KPUTHUYECKOTO aHAIH3A.
9 Careers in the Industry of Artificial Intelligence Engineering

OT‘IGTH, AOKJIaAbI, MIJIAHbI, TE3UCHI, THTCPIPCTALIUA CTaTUCTUYECKOM I/IHq)OpMaI_II/II/I.

5.1.2. JlabopaTopHble 3aHATHUS

He npedycMompeHo

5.1.3. KypcoBas pa6ora / KypcoBoii npoekt

He npeodycMompeHo

5.1.4. KonrpoJsbHas padora

He npedycMompeHo

5.1.5. lomamnss padora




IIpuMepHas TeMaTHKA JOMAITHUX padoT:

- [Ipennockuiku pa3BUTUs Cepbl UCKYCCTBEHHOTO HHTEIIEKTA; U3BECTHBIC YUCHBIE,
JesATen HayKu, [IPeIITPUHUMATENIH.

- Otpaciii ¥ HampaBJIeHUS B 00JIACTH UCKYCCTBEHHOTO MHTEIUIEKTa B Poccuu u mpyrux
CTpaHax.

- HepCHCKTI/IBBI 1 TCHACHIWHA Ppa3BUTHA NUCKYCCTBECHHOT'O HHTCIIJICKTA.

- PesynbTaThl Hay4YHOM U TPOPECCHOHAIBHON JEATEIHFHOCTH: BRICTYIIJICHUE Ha
Mpe3eHTAMIX, KOHPEPEHIUAX U T. 1.

IIpuMepHbIe 3aJaHUA B COCTAaBE JIOMAITHUX PadoOT:

JlomamiHue 3a1aHust HOCAT TBOPYECKUI XapakTep.TemaTuka JOMAIIHUX 3aJaHUI BApBUPYETCS B
3aBHCUMOCTH OT NMPO(EeCCHOHANBHBIX MHTEPECOB U JIMYHBIX MPEANOYTEHUI MaruCTpaHTOB.
CamocTodTenbHasi JOMallHAsS paboTa MPOBOAUTCS C 1LENbl0 yrayOleHus 3HaHUU 10
MHOCTPaHHOMY SI3BIKY U IIPEyCMAaTPUBAET:

- IOJArOTOBKY K MPAKTUYECKUM 3aHATHUAM;

- U3y4YeHHE Y4eOHO-METOAMUYECKOW U MpOoQecCHOHAIbHON IUTepaTypbl HA HHOCTPAHHOM S3BIKE
JUISl BBICTYIIJICHUS HA ITPAKTHYECKUX 3aHATUSAX;

- paboTy ¢ ayiuo- ¥ BUJeoMaTepuaiamMu;

- paboty ¢ UHTEepHET-UCTOYHUKAMU;

- pa®oTy HaJ MPOEKTaMU, JOKJIa1aMH U MIPE3CHTALUSIMU;

- BHEAYIUTOPHOE YTEHUE

- UHAMBHyaJbHAs U TPYIIIOBas TBOpUECKas paboTa;

- BBINOJIHEHUE JOMAIIHUX 33JJaHUN 110 IPOMJEHHBIM TEMaM C UCIIOJIb30BAaHUEM CIIPAaBOYHOMU

JUTEPATYPHI.

Pe3ynbTaThl caMOCTOSTENHLHOM TBOPUECKOI pabOThl MOTYT OBITh NMPEACTaBIEHBI B (hopme
NpEe3eHTAIMK WK JI0KJIaja 1o TeMe, B hopme pedepaToB, WM HHOTO MPOEKTA.

5.1.6. PacueTrHas pa6ora / PacueTHo-rpadunueckasi padora
He npedyCcMOmpeHo

5.1.7. Peepar / 3cce / TBOpUeckasi paboTa
He npeodycMompeHo

5.1.8. IlpoexTHas padoTta
He npedyCMOmpeHo

5.1.9. JleoBas (poJsieBasi) urpa / ledarnl / JIuckyccus / Kpyrasiii cToJ
He npedyCcMOmpeHo

5.1.10. Keiic-anaau3s
He npedycMompeHo

5.2. Onucanue KOHTPOJbHO-OLEHOYHBIX MEPONPUATHH MPOMEKYTOYHOT0 KOHTPOJIS
MO AUCHUNIHMHE MOYJIsI

5.2.1. Jk3ameH /3aueT B (popMe He3aBUCUMOT0 TecTOBOro kKoHTpoJsa (HTK)
HTK no aucuuminiae MoayJsis He MPOBOIUTCS.



5.2.2. 3auert B TpaguIMOHHOM GopMe (TECTUPOBAHUE):
IIpumepHbIii BADHAHT HTOIOBOIO TECTA:

Tecr 1. Every sentence contains an error. Please find it and type the corrected version into the box
below each sentence.

1. Aurtificial intelligence is one of the most importance developments in technology today.
A technology
B importance
C one
D intelligence
2. Many businesses are exploration how they can use Al to enhance customer experience and increase
efficiency in business operations.
A operations
B efficiency
C enhance
D exploration
3. Most major financial companies has their own Al algorithms to forecast changes in the market.
A changes
B algorithms
C has
D financial
4. Al is the ability to learn and apply knowledge, and to function natural as a human being.
A natural
B function
C knowledge
D learn
5. Artificial intelligence systems are capable of analyzing more medical informations in a day than doctors
can in a year.
A year
B informations
C analyzing
D are
6. Al does not generate new knowledgeable, but creates useful information based on good data.
A based
B creates
C knowledgeable
D does
7. Al assistants is usually female such as Siri, Alex and Cortana.
A as
B female
Cis
D assistants
8. Hemingway is an Al robot that can write quickly than humans, and can also mimic the handwriting
style of anyone.
A anyone
B handwriting
C humans
D quickly
9. Businesses will benefit from machine and deep learning because they will have more free time to do
important and
meaning tasks.
A meaning
B important
C learning
D will
10. Online shoppers tend to spend more when artificial intelligence is using.
A using



B intelligence
C more
D shoppers

Tect 2. Choose the correct answer to the question.

1. An Artificial Intelligence system developed by Terry A. Winograd to permit an
interactive dialogue about a domain he called blocks-world.
A. SIMD
B. STUDENT
C. SHRDLU
D. BACON

2. What is Artificial intelligence?
A. Programming with your own intelligence
B. Putting your intelligence into Computer
C. Making a Machine intelligent
D. Playing a Game

3. DARPA, the agency that has funded a great deal of American Artificial Intelligence
research, is part of the Department of:

A. Education
. Defense
. Energy
. Justice
4. Who is the “father” of artificial intelligence?
. John McCarthy
. Fisher Ada
. Allen Newell
. Alan Turning
5. KEE is a product of:
. IntelliCorpn
. Teknowledge
Texas Instruments
. Tech knowledge
6. Default reasoning is another type of -
. Analogical reasoning
. Bitonic reasoning
Non-monotonic reasoning
. Monotonic reasoning
7. Weak Al is
. a set of computer programs that produce output that would be considered to reflect intelligence if it
were generated by humans.
B. the study of mental faculties through the use of mental models implemented on a computer.
C. the embodiment of human intellectual capabilities within a computer.
D. All of the above
8. Ifarobot can alter its own trajectory in response to external conditions, it is
considered to be:
A. mobile
B. open loop
C. intelligent
D. non-servo
9. One of the leading American robotics centers is the Robotics Institute located at
A. RANDB. MIT
C.CMU
D. SRI
10. What is the name of the computer program that contains the distilled knowledge of
an expert?
A. Management information System

> UAwW» UNwWrE UNwE» U0Nw



B. Expert system
C. Data base management system
D. Artificial intelligence

Tect 3. Choose the correct answer to the question.
1. In LISP, the function evaluates both &lt;variable> and &It;object> is -
A. setq
.add
set
eva
2.  What is Artificial intelligence?
. Making a Machine intelligent
. Putting your intelligence into Computer
. Programming with your own intelligence
. putting more memory into Computer
3. Which is not the commonly used programming language for AI?
PROLOG
LISP
Perl
. Java script
4. Which is not a property of representation of knowledge?A. Inferential Adequacy
. Representational Adequacy
. Representational Verification
. Inferential Efficiency
5. A Hybrid Bayesian network contains
. Both discrete and continuous variables
. Only Discontinuous variable
. Both Discrete and Discontinuous variable
. Continous variable only.
6. Computational learning theory analyzes the sample complexity and computational
complexity of -
A. Forced based learning
B. Weak learning
C. Inductive learning
D. Knowledge based learning.
7. Which is true?
A. All formal languages are like natural language
B. Not all formal languages are context-free
8.  What stage of the manufacturing process has been described as "the mapping of
function onto form"?
A. Distribution
B. project management
C. Design
D. field service
9. Programming a robot by physically moving it through the trajectory you want it to
follow is called:
A. continuous-path controlB. robot vision control
C. contact sensing control
D. pick-and-place control
10. In LISP, the addition 3 + 2 is entered as -
A.3add2
B.3+2
C.3+2=
D.(+32)

UAw» UOWR UAW
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5.2.3. Jk3ameH B TpaAulIUOHHOM dopme:
IIpyMepHBIi BADHAHT 3K3aAMEHANMOHHOTO 3aJaHUS:

Read the article. Make translation of the highlighted part. Make review of the article.



Information security: all you should know
By Josh Fruhlinger
CSO | JAN 17,2020 3:00 AM PST

Information security vs. cybersecurity

Because information technology has become the accepted corporate buzzphrase that means,
basically, "computers and related stuff," you will sometimes see information security and
cybersecurity used interchangeably. Strictly speaking, cybersecurity is the broader practice of
defending IT assets from attack, and information security is a specific discipline under the
cybersecurity umbrella. Network security and application security are sister practices to infosec,
focusing on networks and app code, respectively.

Obviously, there's some overlap here. You can't secure data transmitted across an insecure network
or manipulated by a leaky application. As well, there is plenty of information that isn't stored
electronically that also needs to be protected. Thus, the infosec pro's remit is necessarily broad.

Information security principles

The basic components of information security are most often summed up by the so-called CIA
triad: confidentiality, integrity, and availability.

Confidentiality is perhaps the element of the triad that most immediately comes to mind when you
think of information security. Data is confidential when only those people who are authorized to
access it can do so; to ensure confidentiality, you need to be able to identify who is trying to access
data and block attempts by those without authorization. Passwords, encryption, authentication, and
defense against penetration attacks are all techniques designed to ensure confidentiality.

Integrity means maintaining data in its correct state and preventing it from being improperly
modified, either by accident or maliciously. Many of the techniques that ensure confidentiality
will also protect data integrity—after all, a hacker can't change data they can't access—but there
are other tools that help provide a defense of integrity in depth: checksums can help you verify
data integrity, for instance, and version control software and frequent backups can help you restore
data to a correct state if need be. Integrity also covers the concept of non-repudiation: you must be
able to prove that you've maintained the integrity of your data, especially in legal contexts.

Availability is the mirror image of confidentiality: while you need to make sure that your data can't
be accessed by unauthorized users, you also need to ensure that it can be accessed by those who
have the proper permissions. Ensuring data availability means matching network and computing
resources to the volume of data access you expect and implementing a good backup policy for
disaster recovery purposes.

In an ideal world, your data should always be kept confidential, in its correct state, and available;
in practice, of course, you often need to make choices about which information security principles
to emphasize, and that requires assessing your data. If you're storing sensitive medical information,
for instance, you'll focus on confidentiality, whereas a financial institution might emphasize data
integrity to ensure that nobody's bank account is credited or debited incorrectly.

Information security policy

The means by which these principles are applied to an organization take the form of a security
policy. This isn't a piece of security hardware or software; rather, it's a document that an enterprise
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draws up, based on its own specific needs and quirks, to establish what data needs to be protected
and in what ways. These policies guide the organization's decisions around procuring
cybersecurity tools, and also mandate employee behavior and responsibilities.

Among other things, your company's information security policy should include:
A statement describing the purpose of the infosec program and your overall objectives
Definitions of key terms used in the document to ensure shared understanding

An access control policy, determining who has access to what data and how they can establish
their rights

A password policy

A data support and operations plan to ensure that data is always available to those who need it

Employee roles and responsibilities when it comes to safeguarding data, including who is
ultimately responsible for information security

One important thing to keep in mind is that, in a world where many companies outsource some
computer services or store data in the cloud, your security policy needs to cover more than just the
assets you own. You need to know how you'll deal with everything from personally identifying
information stored on AWS instances to third-party contractors who need to be able to authenticate
to access sensitive corporate info.

Information security measures

As should be clear by now, just about all the technical measures associated with cybersecurity
touch on information security to a certain degree, but there it is worthwhile to think about infosec
measures in a big-picture way:

- Technical measures include the hardware and software that protects data — everything from
encryption to firewalls

- Organizational measures include the creation of an internal unit dedicated to information security,
along with making infosec part of the duties of some staff in every department

- Human measures include providing awareness training for users on proper infosec practices
- Physical measures include controlling access to the office locations and, especially, data centers

Information security jobs

It's no secret that cybersecurity jobs are in high demand, and in 2019 information security was at
the top of every CIO's hiring wishlist, according to Mondo's IT Security Guide. There are two
major motivations: There have been many high-profile security breaches that have resulted in
damage to corporate finances and reputation, and most companies are continuing to stockpile
customer data and give more and more departments access to it, increasing their potential attack
surface and making it more and more likely they'll be the next victim.

There are a variety of different job titles in the infosec world. The same job title can mean different
things in different companies, and you should also keep in mind our caveat from up top: a lot of
people use "information" just to mean "computer-y stuff," so some of these roles aren't restricted
to just information security in the strict sense. But there are general conclusions one can draw.
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Information security analyst: Duties and salary

Let's take a look at one such job: information security analyst, which is generally towards the entry
level of an infosec career path. CSO's Christina Wood describes the job as follows:

Security analysts typically deal with information protection (data loss protection [DLP] and data
classification) and threat protection, which includes security information and event management
(SIEM), user and entity behavior analytics [UEBA], intrusion detection system/intrusion
prevention system (IDS/IPS), and penetration testing. Key duties include managing security
measures and controls, monitoring security access, doing internal and external security audits,
analyzing security breaches, recommending tools and processes, installing software, teaching
security awareness, and coordinating security with outside vendors.

Information security analysts are definitely one of those infosec roles where there aren't enough
candidates to meet the demand for them: in 2017 and 2018, there were more than 100,000
information security analyst jobs that were unfilled in the United States. This means that InfoSec
analyst is a lucrative gig: the Bureau of Labor Statistics pegged the median salary at $95,510
(PayScale.com has it a bit lower, at $71,398).

Information security training and courses

How does one get a job in information security? An undergraduate degree in computer science
certainly doesn't hurt, although it's by no means the only way in; tech remains an industry where,
for instance, participation in open source projects or hacking collectives can serve as a valuable
calling card.

Still, infosec is becoming increasingly professionalized, which means that institutions are offering
more by way of formal credentials. Many universities now offer graduate degrees focusing on
information security. These programs may be best suited for those already in the field looking to
expand their knowledge and prove that they have what it takes to climb the ladder.

At the other end of the spectrum are free and low-cost online courses in infosec, many of them
fairly narrowly focused. The world of online education is something of a wild west; Tripwire
breaks down eleven highly regarded providers offering information security courses that may be
worth your time and effort.

Information security certifications

If you're already in the field and are looking to stay up-to-date on the latest developments—both
for your own sake and as a signal to potential employers—you might want to look into an
information security certification. Among the top certifications for information security analysts
are:

Systems Security Certified Practitioner (SSCP)

Certified Cyber Professional (CCP)

Certified Information System Security Professional (CISSP)
Certified Ethical Hacker (CEH)

GCHQ Certified Training (GCT).
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