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1. leap, 32124 ¥ IVIAHUPYEMbIe Pe3yJbTAThI 00y4YeHUsI 110 TUCIUTITIHHE

Llensro ocBoenus pucuuiuimHel 51.0.11.03. "OcHoBbl UHPOPMAIIMOHHOW Oe3-
omacHocTu" SABJIAETCS (POPMUPOBAHMA y CTYJICHTOB 3HAHMM M HABBIKOB IIO BOIIPOCAM
uH(OPMAIIMOHHONW O€30MacHOCTH, a TAaK)KE€ HABBIKOB IMPAKTUYECKOIro oOecreyeHus
3aIUThl UHPOPMALIMU U OE30MACHOTO UCIOJIb30BAaHUS MIPOTPAMMHBIX CPEACTB B BbI-
YUCJIUTENbHBIX CUCTEMAX OPTraHU3ALMN U YUPEKICHUH.

3amauaMy AUCUUIUINHBI SIBISIFOTCS: MOIy4YeHHE 0a30BBIX TEOPETHUECKHUX Mpe-
CTaBJICHUI O COBPEMEHHBIX OPraHM3alMOHHBIX U TEXHUYECKUX METOJAX 3aIUThl HH-
dbopMmarum, a Takke TEXHUUECKUX CPEJCTBAX 3allUThl KOMIBIOTEPHON HHPOpMa- UK
WH(OPMAITMOHHBIX CHCTEM OPTaHHU3AIUN U YUPEKICHU.

KoMnereHunu 1 ”HAMKATOPbI, (POpMUpyeMbIe y 00yHaAIOIIUXCS:

Kon n HaumeHoBaHrE KOMIIETCHIIMN Kon n HaumeHnoBanue nHAUKATOpA
OIIK-4. Ciocoben nonnmats npuHimnbi pa- | OIIK-4.2. Brageet HaBbikaMu MpUMEHEHHS ITUGPO-
0O0TbI COBPEMEHHBIX HH(POPMAIIMOHHBIX TEX- BBIX TEXHOJIOTHH Ui pelieHus 3ajgad mpodeccuo-
HOJIOTWI ¥ KCTIOJIh30BaTh UX JIJIsI PEILICHUS HAJIBHOH JICATEITLHOCTH C YIETOM OCHOBHBIX Tpe0O-
3a7a4 npoheCCHOHAIBHON AEATENbHOCTH BaHUI MHPOPMAIIMOHHOI 0€30MacCHOCTH

2. Mecto qucuuiiidibl B ctpykrype OIl

[IpenmecTByromue TUMCUUILUIUHBL (MOayn), npaktuku, HUP, np.:

b1.0.11.01. MudopmarimoHHbIe TEXHOIOTHH

b1.0.11.02. Anroputmu3zauus u nporpammupoBanue [locienyro-

e TUCHUIUIMHB (Moaynn), npaktuku, HUP, np.:

b1.0.11.04. IIporpamMmMHOe obecrniedeHre 1 mporpaMMHUpOBaHUE B Tpodeccro-
HaJIbHOM JE€SATEIIbHOCTH

3. CTpykTypa M coaepkaHue TUCHMIIIMHbBI
CTpyKTypa AUCHUIIMHBI
Jist ounow hopmbl 00yUueHUs

Bun yaeOHo# paboThl B;%FO E:ggg 4CeMec§p (&) 3
OBILIAA TPY AOEMKOCTDH JUCHUIIJIIMHBI 2 72 2
KOHTAKTHAA PABOTA 1,00 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexm 0,44 16 16
[TpakTHyeckue (CeMUHAPCKUE) 3aHATH 0 0 0
JlaGopaTtopHbie pabOThI 0,44 16 16
CAMOCTOATEJIBHASA PABOTA OBYYAIOIIETOCA 1,12 40 40
[TpopaboTka yueOHOTO MaTepuaia 1,12 40 40
KypcoBoii npoekT 0 0 0
Kypcogas pa6ora 0 0 0
[ToaroroBka K MPOMEKYTOUHOM aTTECTALlUU 0 0 0
[TpoMexyTouHas aTTecTalus: 3




Conep:kaHue JMCHUIVIMHBI, CTPYKTYPHPOBaHHOEe M0 pasaejaM u
BHUIAM 3aHATHI

Pacnpenenenne tpy- | ®opmbiu | MHAEKCH MHAUKATO-
JIOEMKOCTH BHJI KOH- poB hOpMUPYEMBIX
§ 110 BUAamM yqe6H0171 pa- TpOIA KOMHGTGHHI/Iﬁ
Paznenbl qUCHUILTI- g 00TEI
HBI g < | @ 2| e
2| 5| 8| 8|8
2| 8| B 3
= )
Pa3zgen 1. OcHOBHBIE NOHATHA U
aHaym3 yrpo3 uHpopmaruonno | 10 | 6 8 0 | 12 TK1 OIIK-4.2. 3YB
0e30MacHOCTH
Paznen 2. Ilouarue HarmoHaILHON
0e30IMacHOCTH, BUALI 0€30IacHO- 6 > 0 0 4 TK? OIK-4.2. 3
ctu. Madpopmanmonnast Ge3ormac-
HOCTBL PO
Pazgen 3. MexnaynaponHasi, Ha-
LHMOHAJIbHAS M BEJIOMCTBEHHAs
HOpMaTHBHas MpaBoBas 0aza B 00- | 6 2 0 0 4 TK3 OIlK-4.2.3
nacTi uH(POPMALMOHHOI Oe3omac-
HOCTH
Paznen 4. HNnxenepno-
TeXHUYECKas sammra | 24 4 8 0 12 TK4 OIIK-4.2.3YVB
uHpopManuu
Paznen 5. OpranuzaiuoHHo-
npaBoBoe obecnedeHue 3amurtel | 10 | 2 0 0 8 TKS OIlK-4.2.3
nHOpMaIH
3auer 0 0 0 0 0 OM1 OIIK-4.2.3YB
Hroro 3a 4 cemecTp 72 1 16 | 16 | 0 | 40

Conep:xanme QM CHUIINHBI

Paznen 1. OcHOBHBIE OHATHS U aHAJIN3 YTPO3 HHYOPMAITMOHHOM 0€30aCHOCTH.

Tema 1.1. OcHOBHBIE TOHATHUS UHGOPMAIIMOHHON O€30ITaCHOCTH U 3aIUTHI UH-
dbopmaruu.

OcHoBHbIE TepMHHBI U omnpezeneHus. OdecrneueHrne HHPOPMAIIMOHHOM Oe3ormac-
HOCTH KOMIIBIOTEPHBIX cucTeM. Buasl yrpo3. Tpu Hanbonee BbipaXkeHHbIE YTpO3bl: 1)
[0JIBEP’KEHHOCTh (PU3NYECKOMY UCKAKEHUIO WIIM YHUUTOXKEHUIO; 2) BOBMOKHOCTh HE-
CaHKIIMOHUPOBAHHOM (CITy4alfHOM UITH 3JI0yMBITUICHHOW ) MOoaudUKaImm; 3) OonacHOCTh
HECAaHKIIMOHUPOBAHHOTO (CIy4altHOTO U MPEeIHAMEPEHHOT0) MOJIy4YeHUs: HHPOpMaITUU
JIMLAMHU, JJI51 KOTOPBIX OHA HE MPEeAHAa3HauYeHa. XapaKTep MPOUCXOKACHHS yTPO3: YMBbII-
JieHHbIe (haKTOPbI, ecTecTBeHHbIE (hakTopbl. McTounnku yrpo3. [Ipeanochuiku nosBieHus
yIpo3: 00bEKTUBHBIE, CYObEKTUBHbIE

Tema 1.2. Ilonutrka nHGOpPMAIIMOHHOMN OE301IaCHOCTH

OcHOBHbIE IOHATHUS MOJUTUKU O6e30macHOCTH. CTPYKTypa MOJIUTUKHN O0e301acHo-
cTH. Pa3paboTka NoJIMTUKY OpraHu3aluy 0€30MacHOCTH OpraHU3aluu.

Tema 1.3. Crannaptbl uHGOPMAITMOHHOM 0€301MaCHOCTH

Ponb crangaproB mHpopmanrionHoi OezonacHocTu. Kpurepuu 6e3omnacHOCTH
KOMITBIOTEPHBIX cucTeM MunucrepctBa 000ponsl CIIIA — «OpanxeBast kKHura». EBpo-




neickrue Kpurepur 6e30MmacHOCTH MH(POPMAITMOHHBIX TeXHONIOTHI. DenepaibHble KpUuTe-
pun 6e3onacHocTu. Kanaackue kpurepuu 6e30mnacHocTd KoMibioTepHbix cucteM. [[OCT
P NCO/M3K 15408-2002, kak ayTeHTUYHBIN BapUaHT OOLIMX KpUTEpUEB OE30MACHOCTH
NT. dynkunonaneHble TpeOoBaHUs Oe3onacHOCTU. TpeboBaHus 10BepHs K 0€3011acHO-
ctu. Cranmaptel ISO/IEC 17799: 2002 (BS 7799:2000). CranmapThl 10 MEHEIKMEHTY
uHdopmarmonnoi 6e3omacaoctu ISO/IEC 27001-27040. Hemenkue cranmaptsl BSI.
Crannaptel SysTrust, SCORE, GIAC. CrannapTsl 1151 0€CIIpOBOIHBIX ceTei. OTedecT-
BEHHbIE CTaHJApThl MH(OPMAIIMOHHON Oe3omacHocTH. CTaHaapThl odecnieueHue HHPop-
MaIMOHHOM 0€30MacHOCTH opraHu3anuii 6aHKoBCcKoM cuctembl. Poccuiickoit denepa-
nuu. 'OCT P 57580.1-2017u 'OCT P 57580.2 — 2018. Crangaptsl HHGOpMAIIUOHHOK
6e3onacnoctu B Uutepuere (IETF, RFC)

Paznen 2. [loHsaTre HanpOHAIBLHOM 0€301aCHOCTH, BUIBI Oe3onacHoCTH. MHpOp-
MaIoHHas 0e3onacHoCTs PD

Opranbl, obecrieurBaroIye HalMOHAIBHYI0 Oe3onacHocTh P®D, nenu, 3agaun. Ha-
IMoHasbHbIe uHTEpechl PO B undopmaimonnoii chepe. [lpuopurerHsie HanpaBieHus B
oOnactu 3amuThl nHGopManuu B PO. TenaeHunu pa3BuTus THPOPMATUOHHOM MOJIUTH-
KM rOCYJIapCTB M Be1IOMCTB. ['ocyaapcTBeHHas TaifHa.

Paznen 3. MexnyHapoiHasi, HAMOHAJIbHAS U BEJOMCTBEHHAsi HOpPMATHBHAs Mpa-
BOBas 0a3a B 001acTu MH(OOPMALIMOHHOW 0€301MacCHOCTH

O6mmue nonoxenus. KonnenryaabHble TOKyMEHTBI B 00J1aCTH MH(DOPMAIIMOHHOM
0e3omnacHoctu. Baxkueitme denepanbHbie HOPMAaTUBHBIE PABOBBIE AKTHI. 3aKOHbI, Ka-
carolIMecs: OXpaHbl HHTEIIEKTYaIbHOM coOCTBeHHOCTH. [lonoxenust ['paxnanckoro ko-
nekca P® no 3amure nundopmaruu. Mexaynapoanoe corpyaauuecto. Kogeke o6 an-
MUHUCTPATUBHBIX PABOHAPYIICHUAX. Y TOJIOBHBIN KOJEKC U 3auuTa nHpopmarmu. Oc-
HOBHBIE TT0JI3aKOHHBIC aKTHI B 00J1aCT MH(POPMAIIMOHHOM Oe30omacHoCTU. YKa3bl [Ipe3u-
nenta P®, mocranosnenus [IpaBurensctBa PO, BeqoMcTBeHHAass HOpMaTHUBHAs 6a3a.

Paznen 4. ImxeHnepHO-TeXHUYECKast 3aIuTa HHOOpMALUH

[onsitue xpunrorpaduun. Kpurepuit Hanexxnoctu mudpobanus. OCHOBHbBIE KPHII-
Torpaduyeckue npruemsl: 6J109HOE MUdPOBaHUE, CXeMa MOTOYHOTro mudpoBanus. Cum-
METPUYHBIE KPUIITOCUCTEMBI IIU(PpOBaHUS. ACCUMETPUYHBIE KPUITOCUCTEMBI I PO-
BaHus. OyHKIUU X31MpoBanus. OCHOBHBIE TPOLEAYPBI HIUPPOBOI moANKCH. Y ipaBiie-
HUE KpUnToKItoyamMu. Mnentudukanus, ayTeHTUPUKALMS U YIIPABIEHUE JOCTYIIOM: Me-
TOJIbI ayTEHTU(UKAIMH, UCTIONB3YIOIINE MTAPOJIH, CTporas ayTeHTU(UKaIus, OHOMETpH-
yeckas ayTeHTudukanus. BpegonocHsie 3aknanku (B3): onpenenenue, pa3HOBUIHOCTH.
Pazpymatonue neiictBus 3akiagok OCOOEHHOCTH B3aUMOJIEHCTBUSA C MPOTPAMMHO-
anmapaTHbIMU CPEJICTBAMU 3alUTHL. MeToArKa MpUMEHEHUs CPeJCTB OOpbOBI ¢ BpeIo-
HOCHBIMU 3aKJIaIKaMH Ha 3Tarie 3KCIuryaTauu cucteM. CHCTEMbI pa3rpaHUYeHHs] JOCTY-
na u 3amutsl oT B3. Ilpenynpexnenne 1 MUHUMUA3ALKMA TOCIEACTBUN Bo3aeHcTBUs B3.
Kparkas xapakreprcTuka Mep 3allUThl: FOPUAHYECKUE, aIMUHUCTPATUBHBIE U OpraHU3a-
LIMOHHBIE, armnaparHo-nporpammusie. Komnsrorepasie Bupychl. Kiaccupukanus. XKuz-
HEHHBbIN K1, OCHOBHBIE KaHAJIBI PACIIPOCTPAHEHUSI BUPYCOB U IPYTHUX BPEIOHOCHBIX
nporpamm. CpenctBa O0psOBI C BUpYCaMH: KpaTKasi XapaKTePUCTHUKA TOIMYJIIPHBIX aHTH-
BUPYCHBIX NporpamMm. CpecTBa 3anThl OT KonupoBaHus. [I[puMepsl cpeACcTB U TEXHO-
Jorui. Bonpocsl mpaBoBOM 3aLIATHI

Paznen 5. OpraHuzaiyioHHO-IIpaBOBOE OOecleYeHHue 3aluThl WH(pOpMaluu

CyIIHOCTb U pOJIb OPraHU3AIIMOHHO-TIPABOBBIX aCTIEKTOB MH(OPMAITMOHHOM 0€30-



nacHOCTH. YemoBeK Kak TJIaBHOE 3BEHO B CHCTEME 3alIUThl HH()OPMAIUU U KaK 3JI0-
yMbInIeHHUK. HopMmatuBHas mpaBoBas 6a3za nHGOPMAIMOHHON O€301aCHOCTH. 3aKOH
P® “O06 undopmarnmu, nHPOPMAITMOHHBIX TEXHOJIOTHIX U O 3ammre nHpopmanun”. Bu-
JIbl ¥ KaTeropuu MH(MOPMALIMK OTPaHUYEHHOTO JJOCTYTIA: TOCYIapCTBEHHAS U IPYTHE BU-
1bl TaitH. 3akoH P® “O rocynapctBeHHo# TaiiHe”, “O KoMMepueckou TaitHe”, “O nepco-
HaJIBHBIX JaHHBIX ’, “O HAIIMOHAJILHOM MIIaTeXKHOM cucteme”, “O 6e30MacCHOCTH KPUTH-
yeckoi nH(popMamoHHOW HHPpacTpykTypbl Poccuiickoit @enepaunn’. I'ocyaapcTBeH-
Hasl CUCTeMa JIMIIEH3UPOBAHUS U CEPTUDUKAIIUY IEATETLHOCTH B 00JIaCTH 3aIUTHI NH-
dbopmanun. Yka3 IIpesuaenra PO “O mepax mo coOr01eHII0 3aKOHHOCTH B 00J1aCTH
pa3paboTKu, MPOU3BOJICTBA, PEATH3AIIMN U SKCILTyaTalluu MUGPOBAIBHBIX CPEJICTB, a
TaK)Ke MPEJI0CTaBIECHUs yCIIyT B 00nacTu mudpoBanus napopmaiuu’. 3akod PO “O06
AJIEKTPOHHOM 1IUGPOBOM NOAMUCH . YTOJOBHO- IPABOBOE PETYIUPOBAHUE 3AIUTHI UH-
dbopmaruu.

TemaTu4eckui IVIaH NPAKTHYECKUX 3aHATHI

JlanHblii BUJ pabOThI HE IPETYCMOTPEH YUEOHBIM ITAHOM.

TemaTnueckuii NJIaH JJ1ad0OPATOPHBIX padoT

Ne Homep | Ilponmomxu-
1/ HaumenoBanue nabopaTopHbIX paboOT pasne- | TEIbHOCTb,
| na yac.

1 Hacrpoiika moautiku 6€30macHOCTH OTIEPAIIMOHHON CUCTEMBI 1 4

2 | OpraHu3anys 3aluThl JOKYMEHTOB cpenicTBaMu naketa Microsoft Office 1 4

3 | Hacrpoiika napamMeTpoB 6€30MacHOCTH HHTEPHET-0pay3epa 4 4

4 | llluppoBanue mHGOPMAITIH METOJIOM TOJUAI(aBUTHONW 3aMEHBI. 4 4

[Toctpoenue u ucnonb3oBaHuEe MaTpuilbl Buxknnepa

KypcoBoii npoexr /kypcoBasi pabora
JlanHblii BUJ pabOThI HE MPEyCMOTPEH YUE€OHBIM IUTAHOM.
4. OueHuBaHME Pe3yJILTATOB 00y4eHUsI

OrneHrBanme pe3yabTATOB OOYYCHHS MO TUCIUTIINHE OCYIIECTBISETCS B paM-
Kax TEKYIIETO KOHTPOJS M MPOMEKYTOYHOU aTTECTaIliH, IPOBOJUMBIX MO OayuThHO-
petituaroBoit cucteme (bPC).

[IIkaJia O1eHKH Pe3yIbTaTOB 00YUEHUS MO TUCITUTUIHHE:

YpoBeHb chOPMUPOBAHHOCTH HHIUKATOPA
KOMIIETEHITHN
Bricokuii Cpennuit Hinke Husknit
Kox nagu- 3ama- CpEIIHETO
Koz | raropa - T80 |1 70 10 84 |01 55 1069 | o1 0 510 54
KOMIIE- |[KOMIIETEHI] pOBaH- 100
TEHIUU 151 HBIC pe- IlIxana oreHUBaHMS
3yJbTa- yIOBJIET- HEYJIOB-
ThI 00Y- OTJIINYHO XOpOLIO | BOPUTENBHO | JICTBOPH-
YEHHS TEJILHO
10 JIMC- 3a4TEHO HE 3a4YTE€HO
LIUIUTHHE
3HaTh:




OIIK-4

OIIK-4.2
Brnaneer
HaBBIKAMH
IPUMEHE-
Hus 1ud-
POBBIX
TEXHOJIO-
TUH JUISA
pelieHus
3a7a4
npodec-
CHOHAJIb-
HOU fes-
TEJILHOCTH
C y4eTOM
OCHOBHBIX
TpeboBa-
HUH UH-
dbopmaru-
OHHOH
Oe3omac-
HOCTH

Kak mpumensate | 3HaeT, kak | 3HaeT, kak | 3HaeT, kak | He 3Haer,
u(ppoBbIE TEX- | MPUMEHATH | MIPUMeE- NPUMEHSATh | KaK MpH-
HOJIOTUU AJIs muQpoBble | HATh IU(]- | LuppOBBIE | MEHSTH
pelleHus 3a1ad | TEXHOJIOTUU | POBBIE TEXHOJOTHH | Uppo-
npodeccuo- JUISL pelie- | TeXHONIO- | JJIs pelie- | BbIE TeX-
HaJIBHOU JAesl- HUS 3a7a4 THH TS HUS 33724 HOJIOTUU
TEIHHOCTH C npodeccu- | pemenust | mpodeccu- | I pe-
y4eTOM OCHOB- | OHAJIbHOMN 3a1aq OHAIILHOM HICHUS
HBIX TpeboBa- JesTeNIbHO- | Tipodec- NesTeNIbHO- | 3a1a4
HUl nHPOpMa- | CTH C yue- CHOHAJIb- | CTH C y4e- npodec-
LIIOHHOI1 0€e3- TOM OCHOB- | HOU Jef- TOM OCHOB- | CHOHAJIb-
OTaCHOCTH HBIX TpeOO- | TETBHOCTU | HBIX TpeOo- | HOIl nes-
BaHUN UH- | C y4eTOM | BaHHWM UH- | TEJIbHO-
dbopmaru- OCHOBHBIX | (hopmaru- CTH C
OHHOM 0e3- | TpeOoBa- | OHHOM 0e3- | ydeToMm
OMACHOCTH | HUM UH- OMACHOCTH, | OCHOBHBIX
dopmanu- | gomyckaer | TpeboBa-
OHHOM OIIMOKH HUM WH-
6e3omnac- dbopma-
HOCTH, IIMOHHOM
JIOITYCKaeT 6e3omac-
HETOYHO- HOCTH
CTH
YMeTh:
IIPUMEHSATH Ymeer Ymeer Ymeer Hewmeer
U(POBBIE TEX- | MPUMEHSATh | IPUME- MPUMEHATH | TIPUMeE-
HOJIOTHU JJISI muppoBbie | HATh IU(D- | HUPPOBBIC | HATH
pElICHUs 3a/1a4 | TEXHOJIOTUU | POBBIC TEXHOJIOTUH | T (po-
npogeccuo- JUIS pelie- | TEeXHOJO- | JUIs pemie- | BbIe TeX-
HaJTBHOU JesI- HUS 33724 THH JTS HUS 3a/1a4 HOJIOTHH
TEIHHOCTH C npodeccu- | pemeHus | npodeccu- | A pe-
YYETOM OCHOB- | OHAJbHOM 3aaq OHAJTLHOM HICHUS
HBIX TpeOoBa- NesITeNIbHO- | Tipodec- IeATeNIbHO- | 3a1a4
HUW UHPOpPMA- | CTU C y4e- | CHOHANb- | CTH C y4e- npodec-
[IMOHHOH 0e3- TOM OCHOB- | HOU Jiesl- | TOM OCHOB- | CHOHAJIb-
OIACHOCTH HBIX Tpe0O- | TETBHOCTU | HBIX TpeOO- | HOM nmes-
BaHWUW UH- C y4€TOM | BaHW HUH- TEJIbHO-
dbopmaru- OCHOBHBIX | (hopmarm- CTH C
OHHOI1 6e3- | TpeOoBa- | OHHOI 0e3- | yuyeTom
OMACHOCTH | HUH UH- OITACHOCTH, | OCHOBHBIX
dopMmaru- | gomyckaer | TpeboBa-
OHHOM OIIMOKHU HUM WH-
6e3omac- dbopma-
HOCTH, IMOHHOU
JIOTTyCKaeT Oe3omac-
HETOYHO- HOCTHU
CTH
BnaneTs:
HaBbIKaMU Npu- | Braneer Bunaneer Bunaneer He Brageer
MEHEHUS IIU(PPO- | HABBIKAMH | HaBBIKAMU | HaBBIKAMHU | HABBIKAMU
BBIX TEXHOJIOTHH | IPUMEHCHUS | IPUMEHE- | IIPUMEHEHUS | IPUMCHE-
JUTS peIieHus 3a- | MUPPOBBIX | HUS Q- | TUPPOBBIX | HUS HPPO-
nad npodeccuo- | TEXHOJIOTUH | POBBIX TEXHOJIOTHI | BBIX TEXHO-
HaJIBHOU JAesl- JUIS pelie- | TeXHONO- | AJIA peilie- | JIOTUM AJis
TEIHHOCTH C HUS 337249 THH IS HUS 337249 pelIeHUs




Y4ETOM OCHOB-
HBIX TpeOOBaHHI
nH(pOpPMaIIMOH-
HoI Oe30macHo-
CTH

npodeccuo-
HaJIbHOMU Jie-
ATEJILHOCTH
C yueToM
OCHOBHBIX
TpeOOBaHMIT
nHpopMmanu-
OHHOM 0€e3-
OITACHOCTHU

pelieHus
3a/1a4 mpo-
tbeccuo-
HAJIbHOM
NEeSATCILHO-
CTH C yde-
TOM OcC-
HOBHBIX
TpeboBa-
HUU UH-
dhopmarnm-
OHHOI 0€3-
OIaCHOCTH,
JIOTyCKaeT
HETOYHO-
CTH

npodeccuo-
HaJIbHOMU Jie-
SITEIILHOCTH
C yueToM
OCHOBHBIX
TpeOOBaHMIT
nHpopmanu-
OHHOI1 0€3-
OITACHOCTH,
JIOTyCKaeT
OILINOKH

3aJa4 Mpo-
dbeccuo-
HAJIBHOU
JesATEIbHO-
CTH C yue-
TOM OCHOB-
HBIX TpeOO-
BaHWM WH-
dbopmaru-
OHHOMH 0e3-
OTaCHOCTH

O1ieHOYHBIE MaTEpHUAJIbI IJIS IPOBEACHUS TEKYIIEr0 KOHTPOJISI KU TPOMEKYTOYU-
HOM aTTecTanuu npuBeeHbl B [IpuoxxeHuu k padodeit mporpaMmme JTUCIUTIIAHEI.
[ToaHBIN KOMIUICKT 3aJlaHUH W MaTepHAIOB, HCOOXOAUMBIX I OLICHUBAHMS
pe3ynabTaToB 00yUYEHHUS M0 AUCIUIUIMHE, XpaHUTCS Ha Kadeape pazpadoTurka.




5. YueOHO-MeTOAMYEeCKOEe U MH(OPMALIMOHHOE o0ecneyeHne JUCHUIIINHbBI
5.1. YueOHO-MeTOAMUYECKOE ODecriedeHue
5.1.2. OcHoBHas nuTeparypa

l. Mensenes, B. A., Uadopmarnnonnas 6e3onacHoCTh. BBeneHue B crienuaib-
HocTh + [lpunoxenue: Tectsl : yueOHuk / B. A. Mensenes. - Mocksa : KnoPyc, 2023. -
143 c. - ISBN 978-5-406-11334-9. - URL: https://book.ru/book/948870. - Tekct : anek-
TPOHHBIIA.

2. Menbuukos, B. ., Uudopmanmronnas 6e3onacHocTs : yuebuuk / B. Y. Menb- Hu-
koB, A. U. Kynpusnos, T. FO. BacunseBa. - Mocksa : KnoPyc, 2023. - 371 c. - ISBN 978-
5-406-11960-0. - URL: https://book.ru/book/950148. - TekcT : 3MEKTPOHHBIM.

3. 3amura uHpOopMaImu : yueoHoe nocodue / A. I1. XKyxk, E. I1. XKyk, O. M. Jlenem-
kuH, A. W. Tumomkun. - MockBa : PUOP : MH®PA-M, 2021. - 400 c¢. - URL:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 3MEeKTPOHHBIH.

5.1.2. JlononHUTENBbHAS JTUTEpaTypa

1. Kpsios, I'. O., bazoBble moHATHs MHGOPMAIMOHHON OE30MaCHOCTH : y4eOHOE
nocobue / I'. O. Kpsuios, C. JI. Jlapuonosa, B. JI. Hukutuna. - Mocksa : Pycaiinac, 2023.
- 257 c. - ISBN 978-5-466-01996-4. - URL: https://book.ru/boolc/946979. - TekcrT :
AJIEKTPOHHBIMN.

2. babam, A. B., Kpunrorpagpuueckue MeTo bl 3alIMTHl MHPOPMAIUHU | Y4eOHHK /
A. B. ba6au, E. K. bapanoBa. - Mocksa : KuoPyc, 2022. - 189 c. - ISBN 978-5-406-
08880-7. - URL: https://book.ru/book/941751.-TeKCT : aneKTpOHHBIH.

3. OpraHuzalMoHHO-TIpaBOBOe oOecreueHne WH(OpMalMOHHONW 0€30macHOCTH
ydyebHoe mocobue st By30B / A. A. Ctpensios, B. C. T'opbaros, T. A. Ilomsikosa [u np.];
nox pea. A. A.CrpenbioBa. - M.: Akagemusi, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TekcT: HemoCpeICTBEHHBIM.

4. HndopmarnmonHas 6€30MacHOCTh: KOHIEITyaJIbHBIE U METOJA0JOTHYECKUE OCHO-
BBI 3aUTHI HH(OpMaluu : yuyebHoe mocodue / A.A. Mamtok. - M.: Topsiuas nmunus - Tene-
koM, 2004. - 280 c. - Tekct : HenocpeACTBEHHBIN.

5.2. HuopmannonHoe odecnevyeHue

5.2.1. DnEKTPOHHBIE U UHTEPHET-PECYPCHI

HJ\/?[ HanMeHoBaHME IEKTPOHHBIX U HHTEPHET-PECYPCOB Ccpuika

1 | Onekmponno-bubruomeunasn cucmema «Jlamvy https://e.lanbook.com/

2 | Onekmponuo-oubruomeunas cucmema «ibooks.ruy https://ibooks.ru/

3 | Dnekmponno-6ubruomeunas cucmema «book.ruy https://www.book.ru/

4 | Duyuxnoneouu, cnosapu, CNpasoOYHUKU http://www.rubricon.com
5 | HHopman "Omxpvimoe obpazosanue” http:/mpoed.ru

6 | Eounoe okrHo docmyna Kk 06pazosamenvHbiM pecypcam http://window.edu.ru



https://book.ru/book/948870
https://book.ru/book/950148
http://new.ibooks.ru/bookshelf/361250
https://book.ru/boolc/946979
https://book.ru/book/941751.-TeKCT
https://e.lanbook.com/
https://ibooks.ru/
https://www.book.ru/
http://www.rubricon.com/
http://www.rubricon.com/
http://npoed.ru/
http://window.edu.ru/

5.2.2. [Ipodeccronanbubie 6a3bl JaHHBIX / UHQOpMaMOHHO-CIIPaBOYHbIE

CUCTEMBI

No HawnmMeHnoBaHnue mpodeccnoHabHbIX 0a3
n/1_1 JAHHBIX, THPOPMAIIHOHHO-CIIPABOYHBIX Anpec Pexxum nocrymna

CHCTEM
1 |Poccuiickas HarmoHanbHast oubnuoreka | http://nlr.ru/ http://nlr.ru/
> OOmepoccuiickuii MaTeMaTHYECKUI http://www.mathnet.ru/ http://www.math
nopTai net.ru/
) . B https://cyberle

3 [KubGepJlennnka B https://cyberleninka.ru/ ninka.ru/

4 (}II{a;g;Haanaﬂ SNICKTPOHHAs bnbsonOTEKA https://rusneb.ru/ https://rusneb.ru/

5 |Texuuyeckas OubIMOTEKA http://techlibrary.ru ?uttp://techhbrary.

6 [MCC «Konexon / «Texorernepty http://app.kgeu.local/Home/Ap |http://app.kgeu.lo

ps cal/Home/Apps

7 | «KoHCYIbTaHT ILTIOCH http://www.consultant.ru/ hitp:// consu

Itant.ru/
8 |«TapaHT» http://www.garant.ru/ ??ulo/:// -garan
5.2.3. JIutieH3WOHHOE U CBOOOJIHO  PACHIPOCTPAHIEMOE  IPOTrpaMMHOE
obecrieueHue JUCHUITIITMHBI
Ne | HammenoBanme mporpaMMHOTO Cnoco0 pacnpocTpaHeHUs PexBusuTHI M107-
/' oOecrieueHus (JTMIICH3MOHHOE/CBOOOTHO) TBEPKIAIOMINX
JIOKyMEHTOB
3A0
Windows 7 IlpodeccuonansHas |[lomb30Barenbckas onepaioHHAs "CodrJlaiinTpeiin"

1 (Pro) cHCTeMA Ne2011.25486 oT
28.11.2011 Hewuckn.
npaBo. beccpouHo
3A0

. "CodrJlaitaTpeiin"
Windows 7 Ilpodeccuonanvuas |Ilonp3oBaTenbckas onepaoHHas

2 (Starter) cHCTeMA Ne2011.25486 oT

28.11.2011 Hewucka.

npaBo. beccpouno

6. MaTepuaibHO-TeXHUYECKOE o0ecneyeHue JUCIMIIIMHbBI

HaumenoBanue Buga
y4aeOHOIT pabOoTHI

TOPUH, CTICIIUATU3UPOBAHHON
nmaboparopuu

HaumenoBanune yueOHol ayau-

[lepeuens HEO6XOAUMOTO OOOPYTOBAHUS U TEXHU-
YECKUX CPEJCTB 00yUYCHUS

Jlexiun

THIIa

VYuebHas ayauTopust 1Jis Ipo-
BE/ICHUS 3aHATUH JIEKLIHOHHOTO

ayJIuTOpUU

Harj1siaHbIC mocooust

CHQHI/IaHI/BI/IpOBaHHaH yqeGHaﬂ MC6CHB, TCXHHNYCA
CKre cpeicTBa OoOydeHUs, ciuyxamue I Mpem-
cTaBieHUsT y4yeOHOW HHpOpManuu OOJBIIOH
(MyJTbTUMETUIHBIN
KOMIbIOTEp (HOYTOYK),
JEMOHCTPAIIIOHHOE 000pyI0BaHUE, Y4eOHO-

IIPOEKTOP,
9KpaH),



http://nlr.ru/
http://nlr.ru/
http://www.mathnet.ru/
http://techlibrary.ru/
http://techlibrary/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/
http://www.consultant.ru/
http://www.garant.ru/

HaumenoBanue Buaa
y4aeOHO#T pabOTHI

HanmvenoBanwue yueOHOI aynu-
TOPUH, CIICIIUATU3UPOBAHHOM
nabopaTopun

[lepeuens HEOOXOAUMOT0 000PYIOBAHUS M TEXHU-
YEeCKUX CPEeICTB 00yUYeHuUs

JlaGopaTtopHsble pa- |KommbioTepHblii kiace ¢ Beixo- | Crienuann3upoBaHHas ydeOHas meOenb, Tex-
0OTBI nom B Mnrepuer JI-418, J1-420, | puueckue cpezcTBa 00yueHus
A-424, 1-427 (MyIbTUMEIUNUHBIA MPOEKTOP, MOHOOJIOKHU 25
mre.), JIMIIEH3UOHHOE MPOrPaMMHOE
o0ecrnieueHue

Kommbrotephsbiii knace ¢ Boixo- | Crenuanu3upoBaHHas yueOHas mebenb Ha 30
nom B UnTeprer B-600a HOCaI0YHBIX MeCT, 30 KOMIBIOTEPOB, TEXHH-
YecKHue cpenctBa oOydeHHus (MynbTHME- TUH-
HBII TTPOEKTOP, KOMITbIOTEP (HOYTOYK), IKpaH),

BUJICOKAMEPHI, TPOrPaMMHOE 00ECIICUCHUE
CamocTtositenbHas |KomibroTepHbii Kiace ¢ Bbixo- | Crenuanu3upoBaHHas ydeOHas mebens Ha 30
pabora nom B Uatepuer B-600a HOCaJOYHBIX MeCT, 30 KOMIIBIOTEPOB, TEXHH-

YEeCKUE CpelCTBa OOydeHHs (MyIbTHME- TUi-
HBII TIPOEKTOpP, KOMIBIOTEp (HOYTOYK),
9KpaH), BUIEOKaMEPHI, MporpaMmmHoe obecre-
YEHHE
CrenmanusupoBaHHasi Me0esb, KOMIIbIOTEpPHAS
TEXHMKA C BO3MOKHOCTBIO BbIXozia B IHTEpHET
u obecnieuenuem noctyma B JUOC, skpas,
MYJIbTUMEIUNHBINA IPOEKTOP, IPOrPaMMHOE
o0ecrieyeHue

YuraibHbIi 331 OU0-
JINOTEKU

7. Oco0eHHOCTH OpPraHu3auuy 00Pa30BaTeIbHOM AeSITeJbHOCTH IJI JIUII ¢
OrpaHN4YeHHBIMHU BO3MOKHOCTSIMHU 3/10POBbSI U HHBAJIU/IOB

Jluuia ¢ orpaHMYEHHBIMU BO3MOKHOCTSIMU 3/10poBhs (OB3) 1 nHBanuABl UMEIOT
BO3MOYHOCTh O€CIpPENATCTBEHHO MEPEMEIAThCA U3 OJTHOIO y4eOHO-1a00paToOpHOTro
KOpIlyca B JIPYyTrOi, MOJHATHCA HA BCE dTAXHU y4eOHO-1a00paTOPHBIX KOPITYCOB, 3a-
HUMATHCSI B YUEOHBIX M MHBIX MOMEIICHUSAX C YYETOM OCOOEHHOCTEN rncuxodusnue-
CKOT'O Pa3BUTHSI U COCTOSIHUS 3[I0POBBSL.

st 06yuenus nun ¢ OB3 u uHBaNNI0B, UMEIONIUX HAPYIIECHHUSI OTMIOPHO- JIBU-
raTejibHOrO arrmapara, 00ecredyeHbl yCIIOBUS OECHpEensiTCTBEHHOIO J0CTyIa BO BCE
yueOHble momernienus. Madopmaiius o cnenuanbHbIX YCIOBUSX, CO3JaHHBIX IS 00Y-
garomuxcsa ¢ OB3 u nHBanuaoB, pa3MmelieHa Ha caiiTe yHuBepcuTrera www//kgeu.ru.
NmeeTcst BO3MOKHOCTh OKa3aHUsI TEXHUYECKOW TOMOIIM aCCUCTEHTOM, a TaKXKe yCIyT
CYPAONEPEBOTUUKOB U TUDIOCYPAOTIEPEBOTUUKOB.

Jns amanranuuy x BoctpusaThio Jimnamu ¢ OB3 n mHBaMaamMu ¢ HapyIIeHHBIM
CIIyXOM CIIPaBOYHOT0, Y4€OHOr0 MaTrepuasia 1Mo JUCHUIUINHE 00EeCTIeunBaloTCs Clie-
OYIOLIME yCIOBUA:

- 1151 Ty4Ileld OPUEHTALUH B ay IUTOPUHU, IPUMEHSIOTCSI CUTHAJIBI OTIOBEILCHHUS
O HayaJjie W KOHIIE 3aHATHUs (CIOBO «3BOHOK» MUILIETCS HA IOCKE);

- BHUMaHHE Caa0O0CIBIIIAEro O00y4aloIIerocss TMPUBJICKAETCS Ie1arorom
’KECTOM (Ha TJIeY0 KIAAETCs pyKa, OCYIECTBISETCS HEPE3KOE MOXJIONbIBAaHUE);

- paroBapuBasi ¢ OOydaroIIUMCs, MEIaroru4ecKhii pabOTHUK CMOTPUT Ha
HEro, TOBOPUT $ICHO, KOPOTKHUMH TMPEIJIOKCHUSIMHU, 00ecreuynBasi BO3MOXHOCTh



http://www.kgeu.ru/

YTEHUS 110 TyOam.

KomMmneHcauust 3aTpyTHEHHII pEYEBOr0 M MHTEIUIEKTYaJIbHOTO PAa3BUTHS Clia-
OocCTBIIIANTUX 00YUYaIOIIUXCS TPOBOUTCS Ty TEM:

- HCTIOJIB30BaHUS CXEM, IMarpamMM, pUCYHKOB, KOMIIBIOTEPHBIX MMPE3EHTALMI C
TUTEPCCHUTKAMUA, KOMMEHTHPYIONTUMHU OT/ICTbHBIC KOMIIOHEHTHI U300PaKCHNUS,

- PeryJsipHOrO MPUMEHEHUsl YIpaKHEHUI Ha rpaduyeckoe BBIJIECICHUE CYIIe-
CTBEHHBIX MIPU3HAKOB MPEIMETOB U SIBJICHUI;

- oOecrieueHHs] BOZMOXHOCTH 11 O0Yy4arollerocsi MoJIy4uTh aJpPECHYI0 KOH-
CYJIbTAIIMIO 110 AJIEKTPOHHOM MOUYTE MO Mepe HEOOXOAMMOCTH.

st apantanuu K Bocrpusityio uiamu ¢ OB3 u nHBaIUaMu ¢ HAPYIICHUSIMU
3peHHUs CIIPaBOYHOI0, Y4eOHOT0, MPOCBETUTENILCKOTO MaTepuaia, MpeayCMOTPEHHO-
ro oOpa3oBaTenbHON MPOTPaMMON MO BHIOPAHHOMY HAIMPABICHUIO TOJTOTOBKH,
00ecreurnBalOTCs CASAYIOIIUE YCIOBUS:

- BezeTcs ajanrtanus opuIMaibHOTO caiiTa B cetu HTepHET ¢ y4eToM 0COObIX
nOoTpeOHOCTEW MHBAIUAOB 10 3PEHHI0, 00€CTIEUNBACTCS HAIMYKE KPYITHOIIPU(TOBOH
CIpaBOYHOU MH(GOPMAILIUK O PACTIUCAHUM YUEOHBIX 3aHSITHII;

- IEJarorH4ecKuil pabOTHUK, €ro codeceqHUK (Ipu HEOOXOAUMOCTH), IPUCYT-
CTBYIOLIME Ha 3aHATHUH, MPEACTABISIIOTCA OOyYarolUMCs, IPU 3TOM KaKIblil pa3
Ha3bIBAETCA TOT, K KOMY Me/Iaroruyeckuii paboTHUK oOpalaercs;

- IEUCTBUS, JKECThI, IEPEMEIICHUS TIEAaroruueckoro paboTHUKA KOPOTKO U siC-
HO KOMMEHTHUPYIOTCS;

- meyaTHasi “H(pOpMaIUs PEeIOCTaBIseTCs KPYNHbIM mipupTom (ot 18 myHK-
TOB), TOTAJIHHO 03BYUYHBAETCS;

- obecrieunBaeTCsi HEOOXOIMMBIN YPOBEHb OCBEIICHHOCTH TTOMEIIIEHUH;

- IPEJI0CTABIIIECTCSI BO3MOXKHOCTh HCIIOIb30BaTh KOMITBIOTEPHI BO BpeMs 3aHs-
TUW ¥ TIPABO 3aIUCU OOBICHEHUN Ha JUKTO(MOH (110 KETAHUIO 00YJArOIITIXCS).

dopma TpoBeNeHUS TEKYIIEH W MPOMEKYTOYHOW aTTeCTaluu s oOydaro-
muxcs ¢ OB3 1 uHBaNUI0B OnpenenseTcs neaarornaeckuM pabOTHUKOM B COOTBET-
CTBUHU C YueOHbIM maHoM. [Ipu HeoOxonumoctu oOyyaromemycs ¢ OB3, uaBanuay c
Y4ETOM UX MHAUBUAYAJIBHBIX MCUXO(PU3UUYECKUX OCOOCHHOCTEN JAETCsl BOBMOXHOCTb
IPOWUTH IPOMEKYTOUHYIO aTTECTALMIO YCTHO, TUCBMEHHO Ha Oymare, MMCbMEHHO Ha
KOMITIBIOTEpPE, B (DOPME TECTUPOBAHUS U T.II., JTUOO MPEIOCTABISETCS JOMOTHUTEb-
HOE€ BpeMsl JIsl MOATOTOBKU OTBETA.

8. Meroanuyeckue peKOMEHAALMHU /I MpenojaBareieil 10 OpraHu3anun
BOCIIMTATEJbHOM padoThI C 00y4aIOIIMMHUCS.

Meroanueckoe o0ecrieyeHue npoiecca BOCIUTAHUS 00YyYarOIINXCS BHICTYTAET
OJIHUM U3 OMpeAeNIonuX (HakTopoB BHICOKOTO KauecTBa oOpaszoBanus. [Ipenoaasa-
Telb By3a, JEMOHCTPUPYS BBICOKHH Mpo(ecCHOHaNu3M, 3pYyAUIINIO, YETKYIO Tpax-
JAHCKYIO TO3UIINIO, CAMOJIMCIUIIINHY, TBOPUYECKUN TIOXO0/ B PEIICHUH Mpodheccro-
HAJIBHBIX 3aJ71a4, B X0Jie 00pa30BaTeILHOTO MpoIiiecca Croco0CcTByeT (HOPMHUPOBAHUIO
FapMOHUYHOM JIMYHOCTH.

[Ipu peanuzanuy TUCUUILIMHBI OPENOAABATENL MOKET UCIIOIb30BaTh Cle- AY-
IOIIUE METO/Ibl BOCIIUTATEIHHON pabOTHI:



- MeToJibl (DOPMUPOBAHMS CO3HAHUS JIMYHOCTH (Oecena, AMCIYT, BHYILIEHUE,
WHCTPYKTAX, KOHTPOJIb, OOBICHEHUE, TPUMEP, CAMOKOHTPOJIb, paccKas, COBET, yoe-
KICHUE U JIp.);

- METOJBl OpraHU3AlMH JEATETLHOCTH U (DOPMUPOBAHUS OIBITA TOBEICHUS
(3amanue, OOIIECTBEHHOEC MHEHUE, IMeJarorudeckoe TpeOoBaHHE, TMOPYyYCHHE, TPH-
y4YE€HUE, CO3[JaHNE BOCHUTHIBAIOIINX CUTYalLIMi, TPEHUHT, yIPaXHEHUE, U Ap.);

- METOJIbl MOTHBALIUU JCSITEIIbHOCTH M TOBEACHUS (0A00peHHe, MOOILIPEHHUE
COLIMAJIbHOM aKTMBHOCTH, MOPUIIAHUE, CO3/IaHUE CUTYyalluil ycIiexa, CO3/laHue CUTya-
U 1J1 SMOIMOHAIBHO-HPABCTBEHHBIX MEPEKUBAHUN, COPEBHOBAHUE U JIP.)

[Ipu peanuzanuu JUCUUILUIMHBI MPENOJABATENb AOJIKEH YUYUTHIBATH CIEAYIO-
1€ HAMpaBJIEHUs BOCIIUTATEIbHOMN 1€ITeIbHOCTH:

I pasxcoancroe u nampuomuueckoe 80cnumanue:

- hbopMupoBaHre y OOyYarOUUXCs IETOCTHOTO MHUPOBO33PEHUS, POCCHUICKON
UJCHTUYHOCTH, YBAKEHUS K CBOEH ceMbe, OOIIECTBY, TOCYIapCTBY, IPUHATHIM B CEMbE U
00I1IECTBE TyXOBHO-HPABCTBEHHBIM U COIMOKYJILTYPHBIM LIEHHOCTSIM, K HAI[HOHAJILHOMY,
KYJIbTYpPHOMY U UCTOPUYECKOMY HACIIEAHIO, POPMHUPOBAHKE CTPEMIICHHSI K €r0 COXpaHe-
HUIO U Pa3BUTHIO;

- hhopMHpOBaHKE y 00YUAIOITUXCS aKTUBHOW TPAYKTAHCKOM TTO3UITMH, OCHOBAaHHOM
Ha TPAJAUIMOHHBIX KYJIbTYPHBIX, IYXOBHBIX U HDABCTBEHHBIX [IEHHOCTSX POCCUICKOIO
oO0IIecTBa, /ISl TIOBBIIICHUS CIIOCOOHOCTH OTBETCTBEHHO PEATM30BLIBATH CBOM KOHCTH-
TYLMOHHBIE IIpaBa U 00S3aHHOCTH;

- pa3BUTHUE MPABOBOM U MOJUTUYECKON KYJIbTYpPhl OOYyYaIOIUXCs, PaCIIUpPeHUE
KOHCTPYKTHUBHOI'O Y4YacTHsl B IPUHSATUM PEIICHUH, 3aTparuBaroluX UX MpaBa U UH-
TE€peChl, B TOM YHUCJIE B pa3IUYHbIX (hopMax camoopraHu3alluu, CamMOYIpPaBJICHUS,
OOIIECTBEHHO-3HAYMMOMU JICATCILHOCTH;

- bopMuUpOBaHKE MOTUBOB, HPABCTBEHHBIX U CMBICJIIOBBIX YCTAaHOBOK JIMUHOCTH,
MO3BOJISIONIUX TPOTUBOCTOSTH SKCTPEMU3MY, KCEHO(HOOMH, AUCKPUMUHAIIUH 110 COIHU-
QJIbHBIM, PETUTUO3HBIM, PACOBBIM, HAIIMOHAJILHBIM MTPU3HAKAM, MEKITHUYECKON U MEXK-
KOH()ECCUOHATLHOM HETEPIUMOCTH, JPYTUM HETaTUBHBIM COLIMATILHBIM SIBJICHUSIM.

JlyxoeHo-upascmeennoe eocnumanue:

- BOCIIUTAHHE YyBCTBA JIOCTOMHCTBA, YECTU U YECTHOCTH, COBECTIMBOCTH, YBa-
KEHUS K POJIUTEIIAM, YUYUTEIISIM, JIFOJISIM CTapIIero MOKOJIEHNUS,

- bopMupoOBaHUE TMPHUHIMIIOB KOJUICKTHBU3MA M COJIUJAPHOCTH, JyXa MUJIO-
cepausi U COCTpaJaHusi, MPUBBIYKU 3a00TUTHCA O JIIOMSIX, HAXOMASIIMXCS B TPYIHOM
KU3HEHHOW CUTYalllu;

- popMUpOBaHUE COTUIAAPHOCTU M YYBCTBA COLIMAILHOM OTBETCTBEHHOCTH MO
OTHOUIEHUIO K JIIOJISIM C OTPAaHUYEHHBIMU BO3MOXKHOCTSIMU 37I0POBbsSI, TIPEOI0JICHUE
TICUXOJIOTUYECKUX OaphepoB MO OTHOIICHHWIO K JIFOJISIM C OTPAHHMYECHHBIMU BO3MOXK-
HOCTSIMU;

- popMUpOBAHUE IMOIIMOHATHHO HACKIIIEHHOTO M JyXOBHO BO3BBIIICHHOTO OT-
HOIIIEHUS K MHpPY, CIIOCOOHOCTH M YMEHHUS TEpeaBaTh APYTHM CBON ACTETUUYECKUN
OTIBIT.

Kynemypno-npoceemumenvckoe socnumanue:

- popMUpOBaHUE YCTETUYECKON KAPTUHBI MHUPA;



- popMupoBaHue yBaXKEeHUS K KYJIbTYPHBIM HEHHOCTSIM POAHOTO ropojia, Kpasi,
CTpaHbl;

- IOBBILICHHUE MTO3HABATEILHOM aKTUBHOCTH 00YYarOLINXCS.

Hayuno-obpazosamenvhoe socnumanue:

- popmupoBaHue y 00ydaromuxcsi HAyYHOTO MUPOBO33PEHUS;

- hopMUpOBaHUE YMEHUS MOJTy4aTh 3HAHUS;

- popMupoBaHue HABBHIKOB aHAJIM3a U CHHTE3a MHPOpPMAILIMU, B TOM YHCIE B
npodeccuoHaIbHON 001acTH.
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Ipunooicenue k paboueii
npozpamme OUCYUNIUHb
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OrneHOYHBIE MaTEpHaIbl IO JUCHHUILIMHE, MpPeIHA3HAYCHHBI JJIS OICHUBAHHMS
pe3yabTaTOB O0YUCHHUS Ha COOTBETCTBUE MHAMKATOPAM JOCTHKCHHS KOMIICTECHITUH.

OrneHrBaHKME PE3yIbTATOB OOYYCHHS 1O JUCIUILINHE OCYIICCTBIISCTCS B paM-
kax Tekymero KoHTpods (TK) um mpomexyTodHOW arTecTaluu, MPOBOAUMBIX I10
6apHO-periTuHroBoii cucreme (bPC).

1. Texnosornyeckas Kapra
Cemectp 4

HaunmenoBanwue pasaciia

®opmbI 1 BUT
KOHTPOJISt

PeliTuHrosslie nmokasareiu

I Texymmit
KOHTPOJIb

JlomomHUTEIbHEBIC
oasuiel k TK1

I rexymmit
KOHTPOJIh
oasutel k TK2
III rexytmumii
KOHTPOJITh
Oamnel k TK3

JlonoJIHUTETbHBIE
JlonoaHuTEIbHBIC

HUrtoro

[TpomexyTounas
aTTecTalus

Pazgen 1. OcHOBHBIC OHATHS U AHATIU3
yrpo3 HHPOPMAIIMOHHOW 0€30acCHOCTH

TK1

[y
9}

15-
30

[TucepmeHHBIN OmpocC

()}

3arura 1a60paToOpHOM paboThI

Oryer 1o caMoCTOsTeNbHOM padoTe

Pasgen 2. [Tousatre HanmoHaabHON 0€30-
MaCHOCTH, BUBI Oe3omacHocTH. MHpopMa-
MOHHAas 0e3011acHOCTE PO

TK1

10

10-
15

[TucepmeHHbIN OmpocC

Otyer Mo caMoCTOSITENTLHOM paboTe

Paznen 3. MexayHnapoHas, HalluOHATbHAS
Y BEIOMCTBCHHAs] HOPMaTHUBHASI TIPaBOBast
0a3a B oOmactu mHGOPMAITMOHHON 0e30-
MAaCHOCTH

TK1

10

15

[IucemeHHBIN OIpoC

OtueT o caMoCToATENbHOI paboTe

Paznen 4. NmxenepHo-TeXHUUECKas
3aIuTa nHpopMaluu

TK2

15 | 15

30

[TucepmeHHBIM OmpocC

3arura 1a60paToOpHOM paboThI

OtueT o caMoCTOSATENBHOM paboTe

Pazgen 5. OpraHuzaioHHO-TIPaBOBOE
obecrieueHue 3amuThl THGOpPMAITUU

TK3

5-10

[IucemeHHBIN OIpoC

OTueT 1o caMoCTOSATENTLHOM PadoTe

IIpomexyTouyHas arrecranus (3a4er)

OM

0-45

3aaHue MPOMEKYyTOYHOM aTTeCTaluu

B mucemennHo gopme o 6useram




2. OneHOYHbIE MATEPHAIBI TEKYLIET0 KOHTPOJIS U IIPOMEKY TOYHOM aTTeCTALUU
[IIkaa OLEHKHU pe3yabTaTOB 00YUYEHUS 110 TUCIHUIUINHE:

VYpoBeHb c(hOPMHUPOBAHHOCTH UHIAUKATOPA

KOMITETCHIIH
Bricokuit Cpennuit Huke Huzkuii
Kox nagu- 3armia- CpEIIHETO
Koz | xarop a HH- PO- T80 |1 70 10 84 |or 55 7069 | o1 0 110 54
KOMIIE- |[KOMIIETEHI] BaHHBIE 100
TEHIIUU uu pe3yb- [Ixana oreHUBaHUS
TaThl yJIOBJIET- HEYJIOB-
o0yue- OTJIUYHO XOpOILLO | BOPUTEIBHO | JIETBOPH-
HUS 110 TEIBHO
JHCLIU- 3a4TEHO HE 3a4TCHO
TUTHHE
3HATh:

OIIK-4 | OIIK-4.2 | Kak npumensTh | 3HaeT, Kak | 3HaerT, kak | 3Haer, kak | He 3Haer,
Bnaneer | mmdpoBbie Tex- | MPUMEHATH | IpUMe- MPUMEHATh | KaK IpH-
HaBBIKAMH | HOJIOTUH JIJIsT mugpoBble | HATH U]- | TUPPOBBIC | MCHSTH
MPUMEHE- | pelleHus 3a1a4 | TEXHOJIOTUHU | POBbIE TEXHOJIOTHH | TUpPO-
Hus tuQ- | npodeccuo- JUTS pelie- | TEXHONO- | JUIs pelie- | BbIe TeX-
POBBIX HAJILHOU Jied- HUJA 3a]1a4 Uy 11 HUA 3aJa4 HOJIOrUH
TCXHOJIO- | TEJILHOCTH C npodeccu- | pemeHus npodeccu- | a7 pe-
UM U1 YUYE€TOM OCHOB- OHAJILHOU 3a71a4 OHAJILHOU IICHUS
pEUICHUs | HBIX TpeOOoBa- NesTeNbHO- | Tipodec- IeATeNIbHO- | 3a1a4
3aaq HUI nHpOpMa- CTH C y4e- CHOHAJIb- CTH C y4e- npodec-
npodec- | uoHHOM 6e3- TOM OCHOB- | HOH jes- TOM OCHOB- | CHOHAJIb-
CHOHAJIb- | OITaCHOCTH HBIX TpeOO- | TEJIBHOCTH | HBIX TpeOO- | HOM aed-
HO# fiesi- BAHWI UH- C y4€TOM | BaHW HUH- TEJIbHO-
TCJIBHOCTH bopmaru- OCHOBHBIX | (hopmanu- CTH C
C y4eTOM OHHOU Oe3- | TpeboBa- | OHHOW 0e3- | y4eTom
OCHOBHBIX OIIAaCHOCTU | HMI UH- OMNACHOCTH, | OCHOBHBIX
TpeboBa- dopmanu- | momyckaer | TpeGoBa-
HUH VH- OHHOM OIIMOKH HUM WH-
opmaru- 6e3omac- dopma-
OHHOM HOCTH, LIUOHHOHI
Gesomac- JIOITyCKaeT Oe3omac-
HOCTH HETOYHO- HOCTH

CTH
YMETh:

[IPUMEHSATH YmMmeer YmMmeer Ymeer Hemeer
U(pPOBBIE TEX- | MPUMEHATh | MIPUMeE- NPUMEHSATh | TIpUMe-
HOJIOTUU JJIst uudpoBsle | HATb HU}- | tUdpOBbIE | HATH
pellIeHus 3a]a4 | TEXHOJIOTUU | POBBIE TEXHOJOTHH | Uppo-
npodeccuo- JUIS pelie- | TEXHONO- | JJis pelie- | BbIE TeX-
HAJIBHOU Jes- HUS 33724 THH TSI HUS 3a7a4 HOJIOTUU
TEITHLHOCTH C npodeccu- | pemeHuss | mpodeccu- | A pe-
Y4E€TOM OCHOB- | OHaJbHOU 3amaqy OHAIILHOM HICHUS
HBIX TpeOoBa- nesATeabHO- | TIpodec- NeATeNIbHO- | 3am1ad
HUul nHDOpMa- | CTH C yue- CHOHAJIb- | CTH C y4e- npodec-
IIUOHHOM 0e3- TOM OCHOB- | HOU Jes- TOM OCHOB- | CHOHAJIb-
OMACHOCTH HBIX Tpe0O- | TEIBHOCTH | HBIX TpeOO- | HOM Aes-

BaHUU UH- | C y4ETOM | BaHUUH MH- | TEJIBHO-

¢bopmani- | OCHOBHBIX | opMariu- CTH C

OHHOM 0e3- | TpeboBa- | OHHOI 0e3- | ydyeTom




OTACHOCTH | HUH WH- OTIaCHOCTH, | OCHOBHBIX
¢dopMmanu- | gomyckaer | TpeboBa-
OHHOM OIIMOKHU HUI WH-
6e3omnac- dbopma-
HOCTH, LIMOHHOM
JOTTyCKaeT Oe3omac-
HETOYHO- HOCTH
CTH
Bianers:
HaBbIKaMU Npu- | Bmangeer Buianeer Buianeer He Biageer
MEHEHUS U(PPOo-| HaBbIKAMH | HaBbIKAMU | HaBbIKAMU | HAaBBIKAMU
BBIX TEXHOJIOTHH | IPUMEHEHUS | IPUMEHE- | MPUMEHEHUS | IPUMEHe-
JUTSL pelieHus 3a- | TUGpoBbIX | HUS nu- | HUPPOBBIX | HUA HUBPO-
Jad npogeccruo- | TEXHOJIIOTUH | POBBIX TEXHOJIOTHH | BBIX TEXHO-
HAJILHOU Jes- JUIS pelie- | TeXHOJIO- | JUIsl pemie- | JIOTHH st
TEJIBHOCTH C HUS 337129 THA 1151 HUS 33/1a4 | pEeIICHUs
Y4ETOM OCHOB- | mpodeccro- | pemieHus | mpodeccro- | 3aaad npo-
HBIX TPeOOBaHMIi | HAJIBHOM Jle- | 3a/1a4 Mpo- | HaIBHOM Je- | dheccuo-
nH(pOpMaIIMOH- | ATENbHOCTH | (peccuo- STETFHOCTU | HATbHOMU
HOM 6e30MacHo- | C y4eToM HaJIbHOU C y4eTOM NEeSITeIIbHO-
CTH OCHOBHBIX | JIESITETbHO-| OCHOBHBIX | CTH C y4e-
TpeOOBaHUH | CTH ¢ yde- | TpeOOBaHUI | TOM OCHOB-
nH(popmanu-| ToMm oc- nH(popManu-| HbIX Tpebo-
OHHOI1 0€3- | HOBHBIX OHHOU 0e3- | BaHMil UH-
OMacHOCTH | TpeboBa- | omacHocTH, | hopmaru-
HUH UH- JIOMyCKaeT | OHHOM 0e3-
dbopmanu- | ommOKH OITACHOCTH
OHHOI 0€3-
OIaCHOCTH,
JIOTyCKaeT
HETOYHO-
CTH

OreHKa «OTJMYHO)» BBICTABJISETCS 32 BIAJICHUE B TIOJHON MEpe MOHSATUHHBIM
anmapatoM AUCIUIUTHHBI «OCHOBBI HH()OPMAITMOHHONW 0€30TaCHOCTHY, CTIOCOOHOCTH
WUTIOCTPUPOBATh OTBET MpUMepaMu, (pakTaMu, JaHHBIMH HAYYHBIX HCCIEIOBAHUM,
IPUMEHSTh TCOPETUUYCCKHUE 3HAHUS JJIA PEIICHHUS THIOBBIX 3a7a4 M MPAKTHYCCKUX
3aaHuil 00Jiee BEICOKOTO YPOBHS CIIO)KHOCTH.

OreHKa «XOPOII0» BBHICTABIISICTCS 32 BIAJCHUE MOHATHIHBIM amapaToM JHC-
utuInHbBL «OCHOBBI MH(OpMaImoHHas 6€30MacHOCTHY», CIOCOOCH WILTIOCTPUPOBATH
OTBET MpuMepamu, (hakTamMu, MPUMEHSATh TCOPETUUECKUE 3HAHUS MPU PEIICHUU TH-
MOBBIX 3aJ1a4, JOMYCKAEeT HE3HAUYNTEIbHBIC OMMUOKH MIPU PEIICHUH MPAKTUYECKUX 3a-
naHui 60Jee BRICOKOTO YPOBHS CIIOKHOCTH.

OreHKa «yJ0BJIETBOPUTEIBLHO» BBICTABJISACTCS 32 YaCTUYHOE BJIAJCHHUE TEO-
PETUYECKUMU OCHOBaMH AUCIUIUTHHBI «OCHOBBI MH(pOpPMAIMOHHAs 0€30TacHOCTHY,
dbparMeHTapHYI0 CIOCOOHOCTH WILTIOCTPUPOBATH OTBET MIpUMepaMu, paKkTaMu, B psijie
Clly4aeB 3aTpyAHSICTCS NMPUMEHSITh TEOPETUYECKHUE 3HAHUS TMPHU PEIICHUU TUITOBBIX
3a/lay, He BCEr/a CIOCOOEH PelIuTh MPAaKTHUYECKUE 3a/1aHus 00Jiee BHICOKOTO YPOBHS
CIIO’KHOCTH.

OreHKa «HEYI0BJIETBOPHUTEIbHO)» BBICTABIISIETCS 3a HE COOTBETCTBHUE JTFOOBIM
TPEM W3 TEPEUMCICHHBIX ToKaszareneid. OOydaromuiics IEMOHCTPUPYET OTPHIBO-



Hble, (hparMEeHTapHbIE 3HAHUS, JIONMYCKAeT rpyOble OMMOKM MPU PEUICHUU TUIIOBBIX
pacyeTHbIX 3a7a4 JUO00 HE UMEET NPEICTABICHUS O CIOCO0E UX PELICHHUS.

3. IlepevyeHb OLIEHOYHBIX CPEACTB

Kpartkas xapakTepuCTHKa OLEHOYHBIX CPEICTB, UCIOJIb3YEMbIX IIPU TEKYLIEM
KOHTpPOJIE YCIIEBAEMOCTU U MPOMEKYTOYHOM aTTecTalli OOyYaromerocs 1o JUCLH-
TUIMHE:

HaumenoBanue Onucanue
OLIEHOYHOTO Kpatkas xapakTepucTHKa OLEHOYHOIO CPEICTBA OLICHOYHOI'O
CpencTBa CpeICTBa
KoncnekrupoBanue| KpaTtkoe TekcTOBOE IpeicTaBleHUE riepepadoTanHoi uH- | IlepedeHs pasaenos
y4eOHOro Ma- dbopmarmu
Tepuana
IIepeuens 3aiannii u
Brimonnenue nabopaTopHoOi paboThl, 00paboTKa pe- | BOMPOCOB IS 3a-

Otyer 110 Ja- N o
3yJbTaTOB UCHBITAHUHM, W3MEpPEHUH, SKCIEPUMEHTA. | IIUTHI JabopaTop-

Oopatoproii Odopmienue otuera, 3amyra 0 7 i pab -

patore (OJIP) p , 3llIUTa Pe3y/bTATOB JabOPATOPHOH | HOF paboTeL, nepe
paboTHI IO OTYETY YeHb TPeOOBAHMIA K

OTYETY

CpencTBo KOHTPOJIS, OPraHU30BaHHOE KaK CIEIHaTbHAs

CoBeceioBanHe Oecena NpenosiaBates ¢ 06yqa101imMcs1 Ha TEMbI, CBS- Bomnpocsl mo

(C6c) 3aHHbIE C H3yYaeMOTi TMCIHMILTHHON, H PACCYMTAHHOE Ha pasnenam
BbISICHEHHE 00beMa 3HaHHI 00y4aroIIerocs 1o onpeze- JIACUUTUTHBI

JICHHOMY pa3fiey, TeMe, MpobemMe U T.11.

Cucrema cTaHIapTU3MPOBAHHBIX 33/IaHUH, TO3BOJISIONIAS
Tecr (Tecr) aBTOMATU3UPOBATh MPOLEAYPY H3MEPEHUS  YPOBHS
3HAHUI 1 yMEHUH 00yyaromerocs

KoMrIuiekT TecToBbIX
3ajaHuN

4. IlepeyeHb KOHTPOJIbHBIX 33/IaHMIl WIH HHble MATepHAJIbl, HE00OXOAU-
Mble JJIS OlleHKHM 3HAHMii, YMEHHH M HABBIKOB, XapaKTePU3yHIIMUX 3Tanbl Gop-
MHUPOBAHUA KOMIIETEHUMH B Mpoiecce 0CBOCHUS TUCUUIIIMHBI

IpumepHuiii nepeuenv 6onpocos s cobecedo8aHus

1. Chopmynupyiite nonsitie uHpopmarmonHon o6ezonacHoct MC.

2. OOBsICHUTE IOHSTHSI LIETTOCTHOCTH, KOH(PHUIEHIIMATHHOCTH U JOCTYITHOCTH UH-
dbopmaruu.

3. VKaxuTe OTIMYMS CAHKIIMOHUPOBAHHOTO IOCTYTIA K MH(OPMAIMK OT HECAHK-
IIUOHUPOBAHHOTO.

4. TlepeuncauTe OCHOBHBIE MPU3HAKHU KJIACCU(PUKALIMHA BO3MOKHBIX yTpo3 0€30-
nacaoctu UC

5. JlaiiTe KpaTKyIo XapaKTepUCTUKY YTPO3bl 0€30MaCHOCTH, 0003HAYAEMOM TEPMU-
HOM «TPOSIHCKHH KOHbY.

6. JlaiiTe KpaTKyr0 XapakTEpPUCTUKY yIpo3 0€3011acHOCTH, 0003HAYaEMbIX TEPMU-
HaMH «BUPYC» U «UYEPBbY.

7. HazoBuTe 1 0xapakTepusyiTe HanOosee pacpoCTpaHEHHBIE BUIBI CETEBBIX.

8. OnumuTe aTaKy «4enoBek-B-cepeanHe». Kakue cpeacTsa mo3BossitoT ahdex-
TUBHO OOPOTHCS C aTaKaMU TaKOTO TUTA?




9. OnuiuTe araky TUIA «0TKa3 B 00CITyKUBAaHUW» U PACTIPE/ICTICHHYIO aTaKy «OT-
Ka3 B OOCITY>KUBaAHUI.

10. Onumurre oco0eHHOCTH (pUMHTa ¥ hapMHUHTA. Y KaKUTE MEPHI TPOTUBOICH-
CTBHUSI 3TUM aTaKaMm.

11. KakoBbI HCTOYHUKY HAPYIIIEHUH 0€30MaCHOCTH MPOBOIHBIX KOPITOPATUBHBIX
ceren?

12. HazoBUTE OCHOBHBIE YSI3BUMOCTH U YTPO3bI OECIPOBOHBIX CETEH.

13. OObsCHUTE MOHSTHE «TIOJMTUKA O€30MACHOCTH OpTaHU3AII.

14. Kakue pa3neinsl JOHKHA COAEPKATh JOKYMEHTAIBHO 0()OpMIICHHAS TOJUTHKA
Oe3omacHoCcTH?

15. Kakue nmpobiembl peraeT BEepXHUA YpPOBEHb MOJIUTUKU O€301aCHOCTH?

16. Kakue 3a1auu peraer cpeJH1iA ypOBEHb OJUTUKH O€30MacHOCTH?

17. KakoBbl 0COOEHHOCTH HUKHETO YPOBHS MOJUTUKY 0€30MaCHOCTH?

18. ChopmymupyiiTe 00s13aHHOCTH PYKOBOIUTEIICH MTOpa3ICICHIM, a IMUHUCTPA-
TOPOB ¥ TIOJIb30BATENICH TIPH PeATU3AINH MOJTUTHKN 0€30MaCHOCTH.

19. OnurmTe CTPYKTYpy MOTUTHKK OE30MaCHOCTH OpraHU3alnu.

20. Yto npeAcTaBisioT COO00M crennanTu3upoBaHHbIE MOJMTUKY 0€30MacHOCTH?

21. IlpuBeauTe HECKOIBKO MPUMEPOB CIICUATU3NPOBAHHBIX TOJUTHK 0€30M1aCHO-
CTH C ONKUCAHUEM UX OCOOEHHOCTEH.

22. Yto npeacTaBIsitoT co00i Mporieypbl 6€30MacHOCTH?

23. IlpuBeauTte HECKOIBKO MPUMEPOB MPOLIETYP O€30MMaCHOCTH C ONUCAHUEM HX
O0COOEHHOCTEH.

24. Tlepeunciante OCHOBHBIE ATAIbI Pa3paOO0TKU MOJIUTUKN 0€30MaCHOCTH OpPraHu-
3alMH.

25. ChopmynupyiiTe rIaBHYIO 337a4y CTaHIAPTOB MHPOPMAIIMOHHOMN 0€30macHO-
CTH C TIO3UIIMIA TTPOU3BOIUTENCH U TIOTPEOUTENECH MPOYKTOB HHPOPMAIIMOHHBIX TEXHO-
JIOTHM, a TaKkKe CHEIUATUCTOB MO CePTUPUKAIIMK FTUX MPOTYKTOB.

26. HazoBuTe OCHOBHBIE MEXAYHAPOIHbIE CTAaHAAPTHI MHPOPMAIITMOHHOM O€30-
MACHOCTH.

27. JlaiiTe KpaTKyr XapakKTepUCTUKY MexayHapoaHoro cranjpaprta [SO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl 0CHOBHBIE OCOOCHHOCTH repmMaHcKkoro cranaapta BSI «PykoBoactso
HO 3a11UTe HHOOPMAIMOHHBIX TEXHOJIOTUM JIJIs1 0230BOT0 YPOBHS 3aIIUIIICHHOCTI ?

29. OnuiuTe coiepKaHue U YKKUTE 3HAaUEHUE MEeXKAyHapoaHoro cranaapra [SO
15408 «O61mume kpuTepun 0€30MaCHOCTH UHPOPMALIUOHHBIX TEXHOJIOTHI.

30. Ilepeuncnure cTanmapThl 17151 OSCIIPOBOAHBIX CETEH U JaTe NX KPATKYIO Xa-
PaKTEpPUCTHUKY.

31. HazoBure crannaptsl HHPOpMaMOHHOM Oe3omacHocTH [yist IHTepHeTa.

32. Yo Takoe kpunrorpadus?

33. JlaiiTe onpeaeneHus CIeAYOIMMX MOHATHI: KpUITOrpaMMa, KpUIITOAJITOPUTM,
KPUIITOCHUCTEMA

34. B yem cOCTOUT KOPEHHOE Pa3Inuue CHMMETPUYHBIX U ACHMMETPUYHBIX KPUII-
TOCHCTEM?

35. OnuiumrTe ABE OCHOBHBIE MPOLEAYPHI, OCYIIECTBIIEMbIE CUCTEMOM AJIEKTPOH-
HO 1TPOBOI MOIMUCH JUTSI TOATBEPIKACHUS MOITMHHOCTH TU(PPOBOTO JOKyMEHTA.



36. Kakum 00pa3zomM KOMOMHHUPOBAaHHBINA METO/ IIHU(PPOBAHMSI TO3BOJISIET COYETATh
JOCTOMHCTBA ACCUMETPUYHBIX 1 CHMMETPUYHBIX KpUnTocucteM? ONUIINTE MPOTOKOI
peanzanuy KOMOMHMPOBAHHOI'O METO/1a MK (POBaHMUSL.

37. Yto Takoe BpenoHOcHas rporpamma? OxapakTepu3yiuTe OCHOBHBIE TUIIbI Bpe-
JIOHOCHBIX ITPOrpamM.

38. YKaxxuTe CyIeCTBEHHbIE OTJINYMS KOMITBIOTEPHBIX BUPYCOB OT CETEBBIX Uep-
Beil. OnuiieTe OCHOBHbIE OCOOEHHOCTH TPOSIHCKUX IMPOTPAMM.

39. OnuimTe ABa OCHOBHBIX MOAX0A K OOHAPYKEHUIO BPEIOHOCHBIX MTPOTrPAMM.

40. Kak BBITOIHAETCS CUTHATYPHBIN aHanu3? KakoBbl €ro JOCTOMHCTBA U HEAOC-
TaTKu?

41. Yro npeacTapisiioT co00M MpOaKTUBHBIE METOIbI OOHapy>keHusa? [laiiTe xa-
PAKTEPUCTUKH JIBYX HarbOosee NOMyIsIpHbIX MOIX0I0B.

42. OnummTe NpUHIMUN JEHCTBUSA, TOCTOMHCTBA U HEJOCTATKU 3BPUCTUYECKHUX
aHaAJIN3aTOPOB.

43. OnummMre NpUHLIMI IEUCTBUS, JOCTOMHCTBA U HEJOCTATKU ITOBEIEHYECKHUX
OJIOKUPATOPOB.

44. Ha3oBuTe 1 ONUILIUTE JOMOIHUTEIBHBIE MOTYJIM aHTUBUPYCHBIX CPEJICTB.

45. KakoBbI JONOJIHUTENIBHBIE MEPBI U CPEJICTBA 3AILUTHI OT BPEJOHOCHBIX ITPO-
IpaMM, PaCIIUPSIOIINE BOZMOXHOCTH aHTUBUPYCHBIX IPOrpamMm?

46. Onmmmre MepsI U CPEACTBA 3ALIUTHI OT CIIAMA.

47. KakoBbl 0COOCHHOCTH pean3aliy MOJCUCTEMbI 3aIUThl KOPIIOPATUBHOMN UH-
(dopMauu OT BpeIOHOCHBIX IPOrpaMM U BUPYCOB?

48. KakoBbl BO3MOkHOCTH cepuu mpoaykToB Kaspersky Open Space Security amst
3aIIUTHl KOPIIOPATUBHBIX CETEW OT COBPEMEHHBIX HHTEPHET-YTPO3?

s texkymiero kourpoJs TK1:
[TpoBepsiemasi KOMITETEHITHS:

Koz 1 HauMeHOBaHNE KOMIIETCHIINN Kon n HaumeHoBaHMe UHIMKATOpa
OIIK-4. Criocoben nonuMats npuHimnsl pa- | OIIK-4.2. Brageer HaBbIkaMHu NpPUMEHEHUS LUPO-
0O0TBI COBPEMEHHBIX HHPOPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH I PEHIeHUs 3amad mpodeccro-
HOJIOTUH U UCITIOJIB30BATh UX JJIS PEILICHUS HAJIbHOW JEATENbHOCTH C YYETOM OCHOBHBIX Tpebo-
3a71a4 Npo(heCCUOHANBHON 1eSTETbHOCTH BaHUI HHpOpMAIMOHHOHN 6€3011acCHOCTH
Tecr
Bonpoc Bapuanmur omeema
Ckonbko BBIJICJICHO

HallMOHAJIbHBIX I/IHTCPGCOB
Poccuiickoit ®@enepauuu B
nH(popMaoHHOH cdepe?.

3
OCHOBHBIX  COCTAaBJISIOIINX | 4
5
6

3aKJII0YAeTCsl B YCTAaHOBKE MOJCIYIIMBAIOUIETO YCTPOICTBa B
anmaparypy cpeacTB 00paboTku HHpOopMauu

AKTUBHBIN repexsar =

OCHOBaH Ha (PMKCAllUU AJIEKTPOMArHUTHBIX M3Iy4YEHHH, BO3ZHHKa-
nH(pOpManUu ATO TEpexBar, .
KOTOpBI: IOIIMX NMPU PYHKIMOHUPOBAHUH CPEJICTB KOMITBIOTEPHOM TEXHUKU

Y KOMMYHUKaUn
OCYILECTBISAECTCA MyTEM UCIIOJIb30BAHUS ONTHYECKON TEXHUKHU




Bonpoc

BapuaHmbl omeema

HETPaBOMEPHO UCTIOJIB3YET TEXHOJIOTUYECKHUE OTXO[IbI
UH(POPMALIMOHHOTO ITpoLecca
OCYILECTBIISETCS c MIOMOUIBIO HOKJIIOYECHUS K

TEJIEKOMMYHUKALIMOHHOMY 000pYI0BaHUIO KOMIIBIOTEPA

O0ecrieueHre HAIMOHAIBHON

HaJeKHAs 3aIUTa TUYHOW U UMYIIIECTBEHHOU O€30MacHOCTH

obecrieueHre HAyYHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOTO
rOCyJapCTBOM MHHUMyMa MAaTEPUAIBHBIX M  3KOJOTMYECKUX
YCJIOBHI

0€30MacHOCTH Ha
NpeoioJiecHe  KOH(QPOHTAMM B OOMIECTBE,  JIOCTH)KCHUE
roCy/1apCTBEHHOM  YpOBHE
.. | HaIlMOHAJILHOTO COTJIACHSs
ompenensieTcss  CIeAyoleH
- obecreyeHrne MPU3HAHHBIX MEXIYHAPOIHBIM MPABOM HMHTEPECOB
rpaxaad Poccun, mpoKuBarommx B 3apyOeKHBIX CTpaHAX
o0ecreyeHne CyBepEeHUTETa U TEPPUTOPUATHLHONU IIEIIOCTHOCTH
Poccun
VOPaBISIOMIME JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BeKTaMu
HEOOXOAMMO HMMETh SBHYIO M XOPOIIO OMPEACICHHYIO CUCTEMY
obecrieueHnst 0€30MacCHOCTH
B crammapre «OpamkeBas | MHAUBUAYaIbHbIE CyOBEKTHI JOIKHBI UACHTUPHUIIMPOBATHCS
KHHIa» (yHIaMEHTaJILHOE | BHIYMCINTENBHAS CHCTEMA B CBOEM COCTABE JOJDKHA HMEThH
TpeOoBaHueE, KOTOPOE | ammapaTHbIe/IpOrpaMMHbBIE MEXaHU3MBI, JIOITYCKAIOIIIHe
oTHocuTcd K rpymnme Ilogor- | He3aBUCMMYIO  OIIGHKY Ha MpeAMeT TOoro, 4YTO  CHUCTeMa

YETHOCTH

obOecrieunBacT BBIMOJTHEHUE U3JIOKCHHBIX TPeOOBaHUIMA

rapaHTUPOBAHHO 3AIUIICHHBIE MEXaHU3MBbI, peaTH3yoIInue mepe-
YHUCJICHHBIC TpC6OBaHI/I$I, JOJI’KHBI 6I)ITI) IIOCTOSHHO 3allIUIIICHBI OT
«B3JIAMBIBAHUSA» W/WIIM HECAHKIIMOHUPOBAHHOTO

BHCCCHHS N3MCHEHUM

3amura wuHDOpMamMHM  OT
HGC&HKI_[I/IOHI/IpOBaHHOFO BO3-
IEUCTBUSA DTO
NCATCIIBHOCTD
MIPEIOTBPAILICHUIO

8 (0)

MOJTyYCHUS 3aIIuiaeMoi HH()OPMAIIUK 3aMHTEPECOBAHHBIM CyOb-
CKTOM C HapymeHHeM YCTaHOBHeHHBIX HpaBOBLIMI/I I[OKyMeHTaMI/I
WM COOCTBEHHHMKOM, BJIaJIeIbIleM WH(MOpMaIuu

1paB WM MPABWJI AOCTYTIA K 3aIuInaeMon nHpopmanmm

BO3JICHCTBUS C HApYIICHHEM yCTAHOBIICHHBIX MPaB W/WIN TPABUI
Ha M3MEHEHHe WH(pOpMAaIUU, MPUBOIAIMICTO K MUCKAKEHUIO, YHH-
YTOXKCHHIO, KOTMPOBAHUIO, OJIOKMPOBAHHUIO JTOCTyMa K WH(pOpMa-
MU, a TaKkkKe K yTpaTe, YHUUYTOKCHHIO WIH COOIO
(GYHKIIMOHUPOBAHUSI HOCUTEIISI MHPOPMAIHH

BO3JEHCTBUS  Ha  3alMIIaeMyr0  HHGOOpMANWI0  OHIMOOK
noJib30BaTest uHpopMaluei, coos TEXHUYECKUX U TPOrpaMMHBIX
CpeacTB MH(POPMAITMOHHBIX CUCTEM, a TAK)KE IPUPOIHBIX SBICHUIN

HEKOHTPOJIHPYEMOTO pacrpocTpaHeHHs 3aIIUIIAeMOn
uHpOpMallUM OT €€ paslVIalleHus, HECAHKIIMOHHUPOBAHHOTO
JOCTYyTIa

HECAHKIIMOHUPOBAHHOIO JIOBEICHUS 3aluinaeMoil MH(opMaIuu
JI0 HEKOHTPOJIUPYEMOT0 KOJIMYECTBA MoJTydaTesiel nHGopMaIu

3amuTa nHGOpPMAIIHH ITO

nporiecc  cbopa,  HaKOIUICHUS, 00paboTKH,  XpaHEeHWS,
pacrpeeseHus 1 morcka nHpopMaIuu

npeoOpazoBanre  uHpOpMalMHM, B  pe3yibTare  KOTOPOTO
colepkaHre  HMHGOPMAIMM  CTAaHOBUTCS  HEMOHSATHBIM  JUIA
CcyOBeKTa, He IMEIOIIEro OCTYyIa

NOJTy4YeHHEe  CYOBEKTOM  BO3MOXXHOCTH  O3HAaKOMJICHHS  C

uHpOpManrei, B TOM YHCIIE MPHU MOMOIIY TEXHHYECKUX CPEACTB




Bonpoc
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COBOKYIHOCTb IIPAaBUJI, PETJIAMEHTUPYIOLINX MOPSIIOK U yCIOBUS
JIOCTyIa cyObeKTa K MH()OpMaIUKN U €€ HOCUTEIISIM

NESATEIBHOCTh [0  TPEAOTBPANICHUIO  YTCUKH HH(pOpMAaIuy,
HECAHKIIMOHUPOBAHHBIX U HEMPETHAMEPECHHBIX BO3ACHCTBHI Ha
Heé

[TaccuBHBII nepexnaT
uHpOpMalUK 3TO TepexBar,
KOTOPBIN

3aKJII0YAaeTCsl B YCTAaHOBKE IMOJACTYLIMBAIONIIETO YCTPOMCTBA B
anmaparypy cpeicTB 00paboTKu HHpOpMauu

OCHOBaH Ha  (ukcalMum  DJIEKTPOMArHUTHBIX  W3JIyYEHHH,
BO3HHUKAIOIIUX NP (PYHKIIMOHUPOBAHUU CPEACTB KOMIBbIOTEPHOM
TEXHUKU 1 KOMMYHHUKaLUH

HENpaBOMEPHO UCIIOJIb3YET
UH(POPMALIMOHHOTO ITpolecca

TCXHOJIOTHYCCKHUEC OTXO0AbI

OCYHIECTBIACTCA MYTEM HUCITIOJIB30BAHUSA ONTHYECKON TEXHUKH

OCYLIECTBIIAETCS c MIOMOIIBIO MOAKIIIOUEHUS K
TEJIEKOMMYHHUKAIIHOHHOMY 000pyI0BaHUIO KOMIIbIOTEpA

OoOecrieueHne HAMOHAIILHOU

0e30MacHOCTH Ha
rOCyJJapCTBEHHOM YpOBHE
ompefensercss  Cleayromen
LIEJIBIO

HaJeKHAs 3aIUTa TUIYHOW U UMYIIIECTBEHHOW O€30MacHOCTH

obecrieyeHre HAay4HO OOOCHOBAaHHOTO U TapaHTHPOBAHHOTO
rocyaapCTBOM MHHHUMYMa MATCPHUAIIBHBIX W 3KOJIOIMYCCKUX
YCIOBHIA

npeojojicHue  KOH(PPOHTAIMM B OOIIECTBE,  JIOCTHIKCHUE
HallMOHAJIBHOI'O COorjiacusia
obecrieyeHUE  COLUAIBHO-IIONATHYECKOH U DKOHOMHYECKOU

CTa0MIBHOCTHU CTpPaHbI

o0ecrieyeHne MPU3HAHHBIX MEXIYHAPOAHBIM MPAaBOM HHTEPECOB
rpaxnad Poccun, mposxuBalomux B 3apyO0eKHBIX CTpaHax

K ncrounukam 3amumniaeMon
nH(pOpPMAIUU OTHOCUTCS

DJICKTPHUYCCKUC TT0JIL

CBIpbE

Mar"HuTHBIC ITOJIA

OJICKTPOMArdMuTHBIC I10JIA

SJICMCHTAPHBIC YaCTHULIbLI

AKYCTHYCCKUC KoJIeOaHus

EcrecTBeHHbIC yTPO3BI
Oe3omacHOCTH HMH(POpPMAUU
BBI3BaHbI

JCATCIIbHOCTBIO YCJIOBCKA

ommOkamu npu mpoektupoBanun ACOMU, ee 31eMeHTOB WU
pa3paboTKe MporpaMMHOTO 0OecTieueHHs

BO3/ICUCTBUSIMH  OOBEKTUBHBIX (U3UYECKUX IPOIECCOB
CTUXUUHBIX TPUPOIHBIX SBICHUM, HE3aBHUCSIINUX OT YEJIOBEKa

nim

KOPBICTHBIMHU YCTPEMIICHUAMU 3JI0YMBIIIIJICHHHKOB

OlIMOKaMU MpH IEHCTBUSAX MTepcoHasa

3amuTta uUHPOPMALMH  OT
HEMPETHAMEPEHHOTO BO3IEH-
CTBUS 9TO
JEeITENHHOCTD
MIPEeI0TBPAILICHUIO

3 (0)

MOJTyYEHUs 3allluiiaeMoi HH(OpMAaLUK 3aMHTEPECOBAHHBIM CyOb-
€KTOM C HAPYLICHUEM YCTaHOBJICHHBIX IIPABOBBIMHU JOKYMEHTAMHU
WIA COOCTBEHHHKOM, BIIAJETbIIEM MHPOpPMALUU

IpaB WK MPaBWII AOCTYNA K 3aluinaeMon nHpopmanmm

BO3/ICUCTBUS C HApYyIIEHHEM yCTAHOBJICHHBIX IPaB W/WIU MpaBUII
Ha M3MEHEHHe MH(OpMaIWy, MPUBOIAIIETO K MCKaKCHHIO, YHH-
YTOKEHUIO, KOITMPOBAHUIO, OJIOKUPOBAHMIO JIOCTyNa K MH(pOpMa-
UM, a TaKKe K YTpaTe, YHHYTOXKCHUIO WM COOI0
(GYHKIMOHUPOBAHUS HOCUTEISI HHPOPMAIHH

BO3JICHCTBUS  HA  3alUIIAEMYI0  HH(POPMAIUIO 111510
NoJIb30BaTeNst HHPOpMaIuei, c00st TEXHUUECKUX M TPOTPaMMHBIX
CpencTB HH(POPMAIIMOHHBIX CHCTEM, a TAKXKe MPUPOJTHBIX SIBICHUN
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HEKOHTPOJIMPYEMOTO pacrpoCTpaHeHUs 3alAIIAeMON
uHpopMalMM OT €€ pasrfalleHus, HEeCAaHKIMOHUPOBAHHOTO
JOCTyIa

HECAaHKITMOHHUPOBAHHOTO JIOBEACHHS 3alTUIacMoi MH(pOpMaIUH
JI0 HEKOHTPOJIMPYEMOT0 KOJIMYECTBA MOoTydyaTeneil HHpopMaIun

WNudopmarnmonnsle mpo-

IOCCChI OTO

nporecc coopa, HaKOILJICHUS, 00paboTKH, XpaHEHHUS,
pacnpe/ieieHus U Ioncka HH()OpMaIuu

npeoOpa3zoBanue  MHOpManuMu, B pe3ysNbTare  KOTOPOTO
comepkanne HWH()OpPMAIMM  CTAHOBHUTCS  HEMOHATHBIM  JIJISI
CyObeKTa, He UMEIOIIETO JI0CTyIa

MOJlyYeHHe  CyOBEKTOM  BO3MOXHOCTH  O3HAKOMJICHUSI  C
uHopMalel, B TOM YHCIIe MPU TOMOIIU TEXHUYECKUX CPEACTB

COBOKYITHOCTb MPABWJI, PETIIAMEHTHPYIOIINX TOPSIIOK U YCIIOBHS
JocTyna cyobeKkTa K MH)OPMAIIMH U €€ HOCUTEIISIM

JeATENIbHOCTh M0  NPEAOTBPALLCHUIO yTEUYKH  HMH(POPMAIUH,
HECAaHKITMOHMPOBAHHBIX M HENPEIHAMEPEHHBIX BO3JECHCTBUIA Ha
Heé

AynuonepexBaT  Iepexsar
nH(pOpManUU STO TEpexBar,

KOTOPBII

3aKIII0YAaeTCsl B YCTAaHOBKE ITOJCTYIIMBAIONIETO yCTPOHCTBA B
amnmapaTypy cpelcTB 00padoTku nHpopManuu

OCHOBaH Ha  (UKCcallMM  3JEKTPOMAarHUTHBIX  W3JIy4€HUH,
BO3HHKAIOIMUX MPH (PYHKIIMOHUPOBAHUN CPEACTB KOMITBIOTEPHOMN
TEXHUKH U KOMMYHUKaLUN

HCIIPAaBOMCPHO HCIIOJIB3YCT TEXHOJIOTUYCCKUC OTXOAbI
nH(OPMAIMOHHOTO TIpolecca

OCYHICCTBJISACTCA ITYTCM HCITIOJIb30BAHUS ONTUYECKON TEXHUKHU

OCYILIECTBIIACTCS c ITOMOILBIO MOJIKJIFOUEHUS K
TEJIEKOMMYHUKALIHOHHOMY 000pY/I0BaHUIO KOMIIBIOTEPA

B crangapre «OpaneBas

KHHUTa»

(dyH1aMeHTaNnbHOE

TpeboBaHue, KOTOpOe
OTHOCHTCA K rpymnme I'apan-

THHU

yr[paBJISIIOIJ_[I/Ie ,Z[OCTyHOM MCTKHU HJOJIDKHBI GBITB CBs3aHBI C
o0bEKTaMU

HCOOXOIUMO MMEThH SIBHYIO M XOPOIIO OMNPEACICHHYIO CHCTEMY
obecneueHus 6€30MaCHOCTH

WHIUBUTyTbHBIC CYOBEKTHI JOJDKHBI UACHTH(DHUIIMPOBATHCS

BBIYUCIIUTENIbHAST CUCTEMa B CBOEM COCTaBE JOJDKHA HMETh
annapaTHLIe/ IIpOrpaMMHBIC MEXaHHU3MBI, JA0ITyCKarouue
HE3aBHCUMYIO OIICHKY Ha TMpeaMeT TOro, 4Yro CHCTeMa
obecrieunBacT BBIMOJTHEHUE U3JI0OKCHHBIX TPeOOBaHUIMA

KOHTPOJIbHAsE MH(pOpPMAaLUs JOJDKHA XPAaHUTHCA OTAEIBHO M 3a-
MIAIIATHCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOM 3a 3TO TPYIIIBI
MMENach BO3MOXHOCTb  OTCIIEKHMBAaTh JICHUCTBHSA,

BIIMSIONIME HAa 6€30MaCHOCTb

K HOcuTensm 3amuiiaemMon
nH(pOpMaUu OTHOCHUTCS

JIOH

CBIpbE

YCPHOBUKH U OTXObI ITPOU3BOACTBA

JAOKYMCHTBI

aKyCTUYECKHE KOoJIeOaHust

HckyccTBeHHBIE YTpo3bl Oe3-
OTMAaCHOCTH MH(OPMALIUU BBI-

3BaHbI

ACATCIIbHOCTBIO YCJIOBCKA

ommOkamu npu mpoektupoBanun ACOMU, ee 31eMeHTOB WiH
pa3paboTKe MporpaMMHOTO 0OecTieueHHs

BO3/CHCTBUSAMH  OOBEKTUBHBIX  (U3UUECKHX IPOIECCOB MU
CTUXHUUHBIX IPUPOIHBIX SIBJICHUM, HE3aBUCSIINX OT Y€JI0BEKa
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KOPBICTHBIMU YCTPEMIICHHUAMU 3JI0YMBIIIIJIICHHUKOB

OMOKaMH MPH JeHCTBUAX MIEpcoHalIa

3amuTta wuHpOpMamMHM  OT
pasrianeHus 9TO
JIEATEILHOCTD 1o
MIPEIOTBPAILICHUIO

NOJYYEHHs  3allUIaeMOM  MHPOpPMAlMK  3aWHTEPECOBAHHBIM
CyOBEeKTOM €  HapylIeHMEM  YCTAHOBJECHHBIX  IPAaBOBBIMU
JIOKYMEHTaMHU HWJIM COOCTBEHHHKOM, BJaJ€ibLEM HH(OpMaLUU
IIPaB WJIM MPABUJI IOCTYIIA K 3alUIaeMoil HHpopMalu

BO3/ICHCTBUS C HApYIICHHEM yCTAHOBJICHHBIX NPaB W/WIIN TPaBUII
Ha M3MEHEeHHe HMH(pOpMalNU, NMPUBOJAIIETO K MCKaKEHHUIO, YHH-
YTOXKEHUIO, KONUPOBAaHUIO, OJOKMpPOBaHHIO JOCTyHa K
UH(pOPMaLINK, a TAKXKe K yTpaTe, yHUYTOXKEHUIO UM cO0r0 (yHK-
LIMOHUPOBAHMS HOCUTEII HHPOPMALIUU

BO3JICHCTBUS ~ HA  3alUIAEMYI0  HH(OPMAIHIO OIINOOK
NOJIB30BaTeNst HHPOpMaLKei, cO0sl TEXHMYECKUX U MTPOTPAMMHBIX
CpeICTB MH(POPMAITMOHHBIX CUCTEM, a TAK)KE MPUPOIHBIX SBICHUHN

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHUsI 3aIyIaeMon
uHpOpMaIMM OT €€ pas3rJalieHus, HEeCAHKIMOHWPOBAHHOTO
JOCTYTIa;

HECAHKI[TMOHHUPOBAHHOTO JOBEACHUS 3alIUIacMOi MHQPpOpMaIUU
JI0 HEKOHTPOJIMPYEMOI'0 KOJIMYECTBA ModyyaTeneil nHpopMaun

IIpocmotp Mycopa 31O nepe-
XBaT UHPOPMALIUU, KOTOPBIH

3aKJII0YAeTCs B YCTAaHOBKE IMOJICIYLIMBAIOUIETO YCTpPOIlCTBa B
anmaparypy cpeacTB 00paboTku HHpOpMauu

OCHOBaH Ha  (UKCcallMM  D3JEKTPOMAarHUTHBIX  HW3JIy4€HUH,
BO3HHKAIOMUX NP (PYHKIIMOHUPOBAHUN CPEACTB KOMIBIOTEPHOM
TEXHUKU U KOMMYHUKALUN

HETIPaBOMEPHO UCTIOJB3YET
UH(POPMAIIMOHHOTO MPOIecca

TCXHOJIOTHNYCCKUC OTXOAbI

OCYHCCTBIACTCA MYTEM HUCITIOJIB30BaAHUSA ONTHYECKON TEXHUKH

OCYILIECTBIIAETCS c IIOMOILBIO MOJKJIFOUEHUS K
TEJIEKOMMYHHUKAIIHOHHOMY 000pYyI0BaHHUIO KOMIIBIOTEPA

K OCHOBHBIM
HEMpeHaMEPEHHBIM HCKYC-
CTBEHHBIM yrpo3am
ACOMU orHOCHTCS

(1)I/I3I/I‘IGCKOC paspymeHue CUCTEMBI ITyTEM B3pbIBa, IMO>K0Tra U T.II.

nepexBaT MOOOYHBIX JIEKTPOMATHUTHBIX, aKyCTUYECKUX U JPYTHX
W3JIyYECHH YCTPOUCTB U JIMHUU CBSI3U

U3MECHEHHE PpEKUMOB DPAa0OTBHl  yCTPOWCTB WM  MPOTPaMM,
3a0acToBKa, Ca00TaXK MEepPCOHalIa, IOCTAHOBKA MOIIHBIX AKTUBHBIX
IOMEX U T.II.

YTEHUE OCTATOYHOW MH(OPMAIUN U3 ONEPATUBHOU MAMATU U C
BHEIIIHUX 3alIOMUHAOIINX YCTPONCTB

HEYMBIIIJICHHbIE JEUCTBUs, NPUBOAAIIME K YAaCTUYHOMY WU
IIOJIHOMY OTKa3dy CHCTEMbl WM Pa3pyLICHUIO allapaTHBbIX,
POTPaMMHBIX, HH(OPMAIIMOHHBIX PECYPCOB CHCTEMBbI

3ammra wuHbDOpMAIMK  OT
HECAaHKIIMOHUPOBAHHOTO JI0-

CTyIla 3TO JIEATEIHHOCTH 1O

MIPEIOTBPALICHUIO

MONMYYeHHUs  3aliiiaeMod  WHPOpPMAIMA  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HApyIIEHHEM  YCTAaHOBJIEHHBIX  IPABOBBIMU
JOKYMEHTaMHU WM COOCTBEHHHKOM, BJIaJeNbIeM HH(OpMaIu
IIpaB WU MPaBUJI IOCTYIIA K 3alUIaeMoil HHpopMaluu

BO3JICHCTBUS ¢ HApyIIEHHEM YCTAHOBJICHHBIX MPAB /WM HPABHII
Ha M3MEHEHHe WH(pOpMAINHU, MPUBOIAIIETO K MCKAKEHHUIO, YHH-
YTOXKCHHUIO, KOIMPOBAHUIO, OJIOKMPOBAHMIO JOCTyMa K
UHpOpMaLINK, a TAKXKe K yTpare, yHUYTOXKEHUIO UK cO0r0 (yHK-
[IMOHUPOBAHMS HOCUTEIISI HHPOPMALIUU
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BO3JICHCTBUS ~ HA  3alUIIAEMYI0  HH(OPMAIHIO OILINOOK
NOoJIK30BaTeNst HHPOpMalLKeH, cO0s TEXHMYECKUX U MTPOTPAMMHBIX
CpeICTB MH(POPMAITMOHHBIX CUCTEM, & TAK)KE MPUPOIHBIX SBICHUHN

HEKOHTPOJIMPYEMOTO PacpOCTpaHCHUSI 3aIUIAeMON
uHQOpPMAIMM OT e pas3MIAlleHUs, HECaHKIMOHMPOBAHHOTO
JoCTyTIa

HECAaHKITMOHHUPOBAHHOTO JIOBEACHHS 3alTUIacMoi MH(pOpMaIUH
JI0 HEKOHTPOJIMPYEMOT0 KOJIMYECTBA MOoTy4yaTeneil HHpopMaIun

Joctyn k nadopmanuu 3To

nporiecc  cbopa,  HaKOIUICHUS, 00paboTKH,  XpaHEHwus,
pacrnpeneeHus 1 norcka nHpopmaimuu

npeoOpa3zoBanue  MH(oOpManuMu, B pe3ysibTare  KOTOPOTO
cojepkaHne MH(OpPMAIMM  CTAHOBUTCS  HEMOHSATHBIM  JUIS
CyOBeKTa, He UMEIOLIETO I0CTYTa

NOJlydeHHE  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMIJICHHS  C

uHpOpMaIrei, B TOM YHCIIE MTPHU OMOIIY TEXHHYECKUX CPEACTB

COBOKYITHOCTbH MIPABUJI, PETJIAMEHTHPYIOIINX TOPSIIOK M yCIOBHS
JIOCTYTIa CyObeKTa K MH(OpMAIIUU U €€ HOCUTEIISIM

JESTEIIbHOCTh 10  TPEJOTBPAIICHUIO YTCUKH WH(OpMAIINH,
HECAaHKI[MOHMPOBAHHBIX U HENpEeIHAMEPEHHBIX BO3JAEHCTBUM Ha
Heé

ITepexsar, KOTOPBIi
3aKJIIOYAETCd B  YCTAaHOBKE
MOACITYIINBAIOIIETO YCTPOii-

AKTHBHBIN [TEpeXBaT

MMaCCUBHBIN epexsar

ayauornepexnar

BUACONICPEXBAT

IPOCMOTP MycOpa

CTBa B ammaparypy
CPEICTB 00paboTKH
nH(pOpManUy Ha3bIBACTCS

B MEKITyHAPOIHOM
CTaHJapTe «OpanxeBas
KHUTa» MUHHMAaJIbHAs

3allUTa 3TO rPyIIa

o | Q| w| >

[TIo xapakrepy BO3AEHCTBUSA
YAQJICHHBIE aTaKH ACIIATCS Ha

YCIIOBHBIE U O€3yCIIOBHbIE

aTaku ¢ 0OpaTHOI CBSA3BIO U 0€3 00paTHOM CBSI3H

BHYTPUCCTMCHTHBIC U MCKCCITMCHTHBIC

IIaCCHUBHBIC U aKTHUBHBIC

aTakKu, KOTOPbIE MOTYT PEaln30BbIBATHCS HA BCEX CEMH YPOBHSX —
buznyecKoM, KaHaTbHOM, CETEBOM, TPAHCIOPTHOM, CEaHCOBOM,
MPEJICTABUTEILHOM U MTPUKIIATHOM

CyObekT JocTymna K
nHpOpMAIIUU 3TO

¢u3nyeckoe MO, WIM MaTepUalIbHbI OOBEKT, B TOM UYHCIE
¢usznuyeckoe MojJe, B KOTOPbIX HMH(OpMAaIMs HaXOAUT CBOE
oToOpa’keHHe B BUI€ CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUUECKUX
pEeLIeHHI U MPOLIECCOB

CYyOBEKT, OCYIICCTBISIONIMN TIONb30BaHME WHpopManuen u
peaM3yIomuni MOJIHOMOYHS PAaCTIOPsDKEHUSI B TIpeziesiaX Ipas,
YCTaHOBJICHHBIX 3aKOHOM H/HJTH COOCTBEHHHKOM MH(OpMALIUU

CyOBEKT, TMOJIB3YIOIIMKCS HH(pOpMAIMel, MOMYyYeHHOH OT ee
COOCTBCHHHUKA, BIIAJIENbLA WIN TOCPEIHUKA B COOTBETCTBUH C
YCTaHOBJICHHBIMH TIPaBaMU U NPABWIAMH JOCTyIA K HH(POPMALIUH
Tu00 ¢ UX HapyIICHUEM
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CyOBeKT, B TIOJJHOM OOBEME PpPEATM3YIOMIMA  MOJIHOMOYUS
BJIAJICHUS, TOJBb30BAaHMSA, pPacHopshkeHuss UHpopmarmedn B
COOTBETCTBUH C 3aKOHO/IATEIIbHBIMUA aKTaMHU

Y4aCTHUK MPABOOTHOIIEHUH B MH(GOPMALIMOHHBIX MpoIieccax

IIepexsar, KOTOPBIN
OCYIIECTBIIICTCS yTeM
HCIIOJIb30BAHUS ONTHYCCKOM
TEXHHUKH, Ha3bIBAETCS

AKTHBHBIN ITEpeXBaT

MMaCCUBHBIN IepexBar

ayanoIrecpexBar

BUACONICPCXBAT,

POCMOTP Mycopa

O0ecrieueHre HALMOHAIBHOMU

HaJie KHas 3aIuTa JUIHON U HMYHleCTBCHHOﬁ 0e30MacHOCTH

obecriedeHre HAydHO OOOCHOBAaHHOTO ¥ TapaHTHPOBAHHOTO
rOCYAapCcTBOM MHHMMYMa MaTepUaIbHBIX M 3KOJOTMYECKHUX

0e30macHOCTH Ha  YPOBHE 9
yCIOBUH
IPaXkTaHCKOTO o0rmiecTBa
.. | moBbIIIeHHE Y3PPEKTUBHOCTH 3aIIUTHI KOHCTUTYIIMOHHOTO CTPOS,
OTpeneNsieTcsl  CIemyromei o
HETBIO NPaBOMOPSIKa, OOPHOBI C OPT. MPECTYIMHOCTHIO U KOPPYIUEH
npeosofiecHne  KOH(QPOHTAlMM B OOIIECTBE,  JIOCTH)KCHUE
HAIIMOHAIFHOTO COTJIACHS
B MEKTyHApPOIHOM

ctannapte «OpaHkeBas KHU-
ra» MHIAUBHyaJbHAs 3aIlUTa
3TO rpynna

esllwii@ivelie

IIo e BO3JIEUCTBUA
yAAJEHHBIE aTaKH JIEIATCS Ha

YCIIOBHBIE M O€3yCIIOBHBIC

aTaku ¢ 0OpaTHOI CBA3BIO U O6€3 00paTHOM CBSI3U

BHYTPUCCTMCHTHBIC U MCKCCITMCHTHBIC

IIaCCUBHBIC 1 aKTHUBHBIC

ATaKM B 3aBUCUMOCTH OT HApPYUICHHA KOH(bI/II[eHIII/IaJ'II)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

[IepexBat, KOTOPBI OCHOBaH
Ha bukcanuu
AJIEKTPOMArHUTHBIX U3JTyye-
HUH, BO3HMKAOLINX
npu (YHKIIMOHMPOBAHUU
CpelcTB KOMIIBIOTEPHOU
TEXHUKH U KOMMYHHKaIUH
Ha3bIBAETCS

AKTHBHBIN [TEpeXBaT

MaCCUBHBIN TIEPEXBAT

ayauoriepexBar

BHUACOIICPCXBAT

IPOCMOTP MycOpa

B MEKIYHAPOIHOM
crannapre «OpaHkeBas KHU-
ra» MaHjaTHas 3alluTa >TO
rpynna

esllwik@llvelis

ITo ycnoBuio Hayama ocy-
MIECTBJICHUSA BO3JEUCTBUSI
yJaJEHHbIE aTaKH JEATCS HA

YCIIOBHBIE U 0€3yCIIOBHBIC

aTaKu ¢ 0OpaTHOM CBA3BIO U 0e3 00paTHOM CBSI3H

BHYTPUCCTMCHTHBIC U MCKCCITMCHTHBIC

IHaCCHUBHBIC U aKTHUBHBIC

aTaKl B 3aBUCHUMOCTH OT HApYLICHHUA KOH(l)I/II[CHHI/IaJ'IBHOCTI/I,
HOEJIOCTHOCTHU U JOCTYITHOCTHU

CoOcTBeHHMK  HH(pOpMALIUH
3TO

¢uznyeckoe U0, WIN MaTepUalbHBI OOBEKT, B TOM 4YHCIIE
¢u3nueckoe moje, B KOTOPbIX HMH(OpMAILUs HAXOAUT CBOE
0TOOpa)keHHE B BUJI€ CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX
peLeHu U IPOLECCOB
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CyOBEKT, OCYIIECTBISIOMIMKA TOJh30BaHUE HWHGOpMaUed W
peanu3yoIui TOJIHOMOYMS PACIIOPSKEHUS B IIPEJeax Ipas,
YCTaHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHUKOM MH(pOPMAITUH

CyOBeKT, Moib3ylouuiics nHpopManuei, IoIy4eHHOH oT ee coO-
CTBEHHMKA, BIIAJIeNblIa WM MTOCPETHUKA B COOTBETCTBHHU C yCTa-
HOBJICHHBIMH ITPaBaMU M MIPAaBUIIAMH JOCTYIA K UH(POPMALIUH

100 C UX HApYIICHUEM

CyOBEKT, B MOJHOM O0BEME pealu3yrOIUi MOJTHOMOYMS BIaje-
HUS$, NI0JIb30BAaHUS, pacopsKeHHsI UHPopMalueil B COOTBETCTBUH
C 3aKOHOJATEIbHBIMU AKTAMHU

Y4aCTHUK MPABOOTHOIIEHUH B MH(OPMALIMOHHBIX IIPOIIEccax

ITepexnar, KOTOPBIN
OCYLIECTBIISIETCS C TIOMOIIBIO
MOJIKITIOUEHUS K

TCIICKOMMYHHUKAITUOHHOMY
000pyIOBaHUIO KOMIThIOTEpA

AKTHBHBIN ITEpeXBaT

IIACCHUBHBIN NIEPEXBAT

ayuornepexnar

IIPOCMOTpP Mycopa

Ha3bIBAETCS BUJIEONIEPEXBAT
A

B MEKyHAPOTHOM |

ctannapte «OpaHkeBas KHH- C

ra» BepUQHUUMPOBAHHAS 33- [T

IIMTa 3TO IpyIma E

[To Hanuuuio oOpaTHON CBsI-
31 C aTaKkyeMbIM OOBEKTOM
yIaJeHHbIC aTaKy JEJSATCS Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOI CBA3BIO U O6€3 00paTHOM CBSI3H

BHYTPUCCTMCHTHBIC U MCKCECITMCHTHBIC

IIaCCUBHBIC 1 aKTHUBHBIC

ATaKl B 3aBUCUMOCTH OT HAPYUICHHA KOH(i)I/II[eHI_II/IaHBHOCTI/I,
HOEJIOCTHOCTHU U JOCTYITHOCTHU

Jlutio, CaMOCTOSTEIILHO
cO3/IaBIlIee nH(popMaIuio
au00 TONy4MBIIEe Ha OCHO-
BaHHWM 3aKOHA WM JIOTOBOpa
MpaBoO pa3pemarhb

WU OTPaHUYMBATH JOCTYI K

HUCTOYHUK WH(HOPMAITIHI

MOTPeOUTENb HHPOPMAITHH

YHUYTOXHTENh HHPOpMALUH

HOCUTENb HHPOPMAIHN

HHpOpMAIIH obmagarens nHOOPMAITIT
Obs3atenbHOE ABL | snekTpoHHOE COOOIIEHIE
BBIIIOJTHEHUSA JIALOM,

MOJTYYUBIINM JoCTyln K | paClipoCTpaHCHUEC I/IH(l)OpMa]_[I/II/I

OTIpeNieIeHHONW WH(OpMaInHy,
TpeOoBaHUE He IeperaBaTh
TaKyo nHpOpMaIHIO
TPEThUM JULaM 0e3 coryiacus
ee obsagaTens 3To

MIpeocTaBIeHne HHPOPMAITIH

KOH(PHICHIINATEHOCTh HH(POPMAITUH

JIOCTYT K HH(POpMAIIH

JlelicTBus, HaNpaBJICHHBIE HA
noy4yeHue uHpopmanuu He-
ONPEAEIEHHBIM KPYTOM JIUII
WU Tiepenavy uHQpopMaImm

YHUYTOXEHHE HHpOopMaLum

pacmpocTpaHeHHue HHPOPMAITUH

npenocTaBieHue HHPOPMaLUU

HCOLPEACICHHOMY Kpyry KOH(UICHIMATTLHOCTH HH(DOpMAIH
JIUIT 3TO

JIOCTYTI K HHpOpMAaIH
Bo3moxxHOCTH TOJIYYEHUs | coxpaHeHne nHpopMauu
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nHOpMaIH u ee
HUCITOJB30BaHUA OTO

pacnpocTpaHeHre nHpopManuu

MpefocTaBIeHne HHPOPMAITIH

KOH(UIESHINATBLHOCTh HH(DOpMAaLNH

JOCTYT K HH(pOpMAIu

[Tponece COOOIICHUS ABTOpH3AIHS
CyOBEKTOM CBOETO HMEHH
UM HOMEPA, C LEIbIO TOJY- | ayreHTHUKALIS
YEHUs] ONPEIENIEHHBIX IO0J-
HOMOuHil (mpaB nocTyma) Ha | obe3nuunBanue
BBITIOJITHCHHE HEKOTOPBIX
(pa3peIeHHBIX eMy) | ACHEpCoHaIM3aLus
NEUCTBUM B CHCTEMax C
OTPAaHUYEHHBIM JIOCTYTIOM MACHTH(HKALIA
[Iponenypa MPOBEPKHU | aBTOPU3AIHSI
COOTBETCTBUSL CYOBEKTA U | oGesnuumpaHme
TOTO, 3a KOTO OH MBITACTCH [ oron o e i
ce0s BBLOATH, C IIOMOIILIO
HEKOU YHUKQJIBHOU ayTeHTH(UKaIA
uHpOpMAIH UaeHTHUKALNS
IIponecc, a Takke pe3yapTar

aBTOpHU3aIUs
mporecca MIPOBEPKH
HEKOTOPBIX  00sI3aTENIbHBIX
apaMeTpoB IOIB30BaTeNs 1, | WACHTHUKaIMA
npu YCIIEHIHOCTH,
MPEA0CTaBICHUE eMy | ayTeHTH(UKausL
ONPEAENEHHBIX TMOJTHOMOYUI
Ha BBIIIOJIHCHHUC HCKOTOPBIX | 0Oe3IMUUMBAHUEC
(pa3peleHHbIX eMy)
NEUCTBUM B CHCTEMax C NeTIepCoRATH3AIA

OIrpaHUYCHHBIM JOCTYIIOM

HecankunonupoBaHHbII
JOCTYII K UH(OPMAIIH 3TO

JOCTYN K MH(GOpMAaLUH, HE CBS3aHHBIN C BHIOJHEHUEM (PYHKIIMOHATb-
HBIX 00s13aHHOCTEH 1 HE 0(OPMIICHHBIN JOKYMEHTAIbHO

paboTa Ha Ty»KOM KOMITbIoTepe 0e3 pa3pelIeHrs ero Biaaembiia

BXO/J HAa KOMITBIOTEP € UCIIOJIb30BAHUCM JAHHBIX JPYTrOoro nojJb30BaTeiIsa

JIOCTYTI K JIOKAJTbHO-WH(GOPMAITIOHHON CETH, CBS3aHHBIN C BHIITOJHEHH-
eM (YHKIIHOHAIBHBIX 005M3aHHOCTEH

noctyn k CYBJI nop 3anpenieHHbIM UMEHEM OJIb30BaTENs

JlokyMeHTHpOBaHHAs HHPOpMa-

s, JOOCTyII K
KOTOpOI‘/'I OrpaHU4MnBacT B
COOTBCTCTBHUU C

3aKOHaaeILCTBOM PD

uH(OpMALs COCTABIIAIONIAs TOCY JAPCTBEHHYIO TalHY

uH(pOpMaIUs COCTABIISIONIAs KOMMEPUECKYIO TaHHY

nepCcoHabHAS

KOH(HUACHIINATbHAS HHOOpMAITHS

JOKyMEHTHUpOBaHHasl HH(OpMALHs

HNudopmanmonnas Ge3ormac-
HOCTb 00€CIICUUBAET. ..

OyoKupoBaHue MHPOPMAITHH

HCKaXkeHre nHpopManun

COXPAaHHOCTH HH(pOPMAITHT

yTpary uHhpopManun

HOAJIENKY MH(pOpMaLuH

XwuieHne nHPOPMaLUH — ITO. ..

HECaHKIMOHUPOBAHHOE KOIMPOBaHHE WHPOPMAITUH

yTparta nHpopMaLuH

OnokupoBaHKe HHGpOpMaLUH

WCKa)KeHHe HHPOpMAIIU

npoaaka uHpopMalu
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Hoctyn x e opMannu — 3710:

00s13aTeNIbHOE U1 BBINOJHEHUS JIUIOM, ITOJIyYUBIIUM JOCTYII K OIpe-
JesieHHOW mH(opMaIiy, TpeOoBaHWEe HE MepeaaBaTh Takyo HHpopMma-
MO TPETHHUM JINIaM 0€3 corylacus ee odanaresns

JEWCTBUS, HampaBlICHHbIE Ha MOJy4YeHHE WHGOPMALUH HEONpeAesIcH-
HBIM KPYTOM JIHI WX NIepefady HHPOPMAaLUU HEOTPEICICHHOMY KPyTy
L]

JeWCTBYSI, HAMpaBJeHHbIEC Ha MTOyYeHnEe HHPOPMALIUH OTpEICTICHHBIM
KPYTOM JIMII WK TIepefady HHPOPMaIiH ONpeaeICHHOMY KPYTY JIHIT

nHpOpMaIysl, IepeJaHHast WK [TOJTydYeHHas 1MoIb30BaTeneM nHpopMma-
[IUOHHO-TEJIEKOMMYHHKAIIMOHHON CeTH

BO3MOXHOCTDB IMOJTYYCHUA I/IH(i)OpMaHI/II/I " €€ UCIIOJIb30BaHUsA

Obecneuenne MHPOPMAIHIOH-
HOH 0€30IMacHOCTH €CcThb
o0ecIieyeHue. ..

HC3aBUCHUMOCTH I/IH(I)OpMaI_II/II/I

M3MEHEHUs1 HHOpMan

KOMMPOBaHMs HH(popMaLuH

COXPaHHOCTH WH(OpMAITHH

npeoOpazoBaHus HHGOPMALIUU

K kakomy BuAy Mep 3alluThI
UHPOPMAIIUK  OTHOCUTCS  YT-
BEpXKACHHAS TporpaMma padoT
B 001acTH 0€30MaCHOCTH

MOJUTHKA 0€30MTaCHOCTH BEPXHETO YPOBHS

MOJINTHKA 0€30IMaCHOCTH CPECOHETO YPOBH:

NOJUTHKA 0€30IaCHOCTH HHKHETO YPOBHS

MMPUHLOUIT MUHUMU3aluN HpI/IBI/I.HeFI/Iﬁ

3alUTa NOIepKUBAIOLIE HHPPACTPYKTYPBhI

T'apanTus Toro, 4To npu XpaHe-
HAM WM Tepenade uHPopMa-
MU He OBUIO MPOW3BEICHO He-
CaHKIIMOHWPOBAHHBIX HM3MEHe-
HUM

KOH(HUICHIINATHHOCTh

OEIO0CTHOCTH

AOCTYITHOCTDb

AyTCHTUYHOCTb

aneJuInpyeMOCTh

K pynxumsam nadopmanrionHon
0€30MacHOCTH OTHOCSTCS

BBIABJICHUC HCTOYHUKOB BHYTPCHHUX U BHCUIHUX YI'PO3

CTpaxoBaHUE MHPOPMALMOHHBIX PECYPCOB

3alIiTa TOCYAapCTBEHHBIX HHPOPMAITHOHHBIX PECYPCOB

MOJITOTOBKA CIEIMATUCTOB MO 00CSCIeUeHUI0 HH(POPMAIIMOHHON 0e30-
MAaCHOCTH

BCC OTBCTHI BEPHLI

K HanuoHanbHBIM HMHTEpecam
P® B nnpopmanmonHoit chepe
OTHOCATCS

pcain3anus KOHCTUTYIIMOHHBIX ITPpAaB HA JOCTYII K I/IH(l)OpMaI_II/II/I

3amuTa HH(pOpMAaIyu, 00eCIIeUUBAIOIICH JINYHYI0 0€30I1aCHOCTh

3alIuTa HE3aBUCUMOCTH, CYBCPCHUTCTA, I‘OCYI[apCTBeHHOﬁ U TCPPUTO-
pI/IaJ'ILHOI\/'I OCJIIOCTHOCTH

IMOJIUTUYCCKAas DKOHOMHUYCCKAA U CoIraJIbHas1 CTaOHIIBHOCTE

COXpaHCHHUE M 03JI0POBIICHUH OKPYKAIOLICH CPeIbl

l'apanTHst TOrO, YTO KOHKpET-
Hasi uH(OpMamMs JOCTYIIHA
TOJIBKO TOMY Kpyry JUL, AJIs
KOTOpBIX OHA MpeJAHa3HaueHa

KOH(HICHITNATHLHOCTb

OEJIOCTHOCTD

AOCTYITHOCTDH

AYTCHTUYHOCTDb

areJIMpyeMOCTb

CoOBOKYMTHOCTh HOPM, MPaBWI U
MPaKTUYECKUX PEKOMEHIAIUH,
permaMeHTUPYIOIUX  paboTy
cpenctB 3amuTel AC OT 3aman-
HOTO MHOXECTBa yTpo3 06e30-
MACHOCTHU

KOMILIEKCHOE o0ecreueHne nHPOPMAIIMOHHON 0€3011acHOCTH

o0e3omacHoCcTh AC

yrpo3a HH(OpMaIMOHHON 0€30I1aCHOCTH

aTaka Ha aBTOMaTU3UPOBAHHYIO CUCTEMY

[IOJIUTHUKA 0E30IIaCHOCTH

Haubonee pacnpocTpaHeHHbIC
YIpo3bl HHPOPMAITMOHHOU 0O€3-
OIACHOCTH

YTPO3bI LIETOCTHOCTH

YIpO3bI 3aIUILEHHOCTH

yrpo3bl 6€301aCHOCTH
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YTPO3bI JOCTYIHOCTH

yIpO3bl KOHPUICHIUATBHOCTH

HeiicTBue, mnpeanpUHUMAEMOE
3JI0YMBIIIUIECHHUKOM,  KOTOpOE
3aKJII0OYaeTCsl B TIOMCKE W HC-
MOJIb30BAHUM TOM WU WHOU
YSI3BUIMOCTH CHUCTEMBI

KOMIUIEKCHOE oOecrieueHre HHOPMAIMOHHON 0€30MacHOCTH

oe3omacHocts AC

yrpo3a nH(HOpMaIIMOHHOM 0€301aCHOCTH

aTaka Ha aBTOMaTU3UPOBAHHYIO CUCTEMY

[IOJIUTHUKA OE30IIaCHOCTHA

CocTtosiHue 3ALIUIIEHHOCTH | wH(pOpMaIOHHas 0€30TaCHOCTh
MHOTOHALIMOHAIBHOTO  HAPOMA | 503011aCHOCTD
KaK HOCHUTCJIA CyBepeHI/ITeTa nu
€MHCTBEHHOTO McTouHnKa | SoiTa HH(opMaImK
BJIACTU HalMOHAJIbHAST 0€30aCHOCTD
CBoMCTBO JaHHBIX OBITH J0C- | KOH(PHIECHIIHATHLHOCTD
TYNHBIMH [l CaHKUMOHUPO- | 1e10CTHOCTD
BaHHOTO TIOJI30BAHMS B IPOM3-
. JIOCTYITHOCTb
BOJIBHBII MOMEHT BPEMEHH, KO-
712 B 0OpaleHuy K HuM Bo3Hu- | &Y TCHTHYHOCTD
KaeT HeOOXOAMMOCTh areaupyeMoCThb
KOH(HICHIIHATHLHOCTb
lapaHTusi TOro, YTO HMCTOYHH- L[eTIOCTHOCTD
KOM HWH(OpMAIMH  SABIIACTCS
JIOCTYITHOCTb
HMEHHO TO JIMIIO, KOTOpPOE 3a-
SIBJICHO KaK €€ aBTop ayTCHTUMHOCTD
areaupyeMoCThb
TapaHTHsi TOro, YTO MpU HeoO- | KOH(PUACHIIUATEHOCTh
XOJIMMOCTU MOXXHO OyZeT JOKa- | T1eJIOCTHOCTh
3aTh, YTO ABTOPOM COOOIICHHUS JOCTYIHOCTb
ABISCTCA. UMEHHO TOT HENOBEK, ["avreprymmocts
KOTOPBIH 3asBJIEH KaK €€ aBTop
¥ HH KTO APYTOi armeaupyeMoCcThb

CooTHecuTe MHTEpPECHl B 00Jac-
™A WHOOPMAIIMOHHOK Oe3omac-
HOCTH:

1. HattnoHanpHBIE HHTEPECHI

2. VIuTepechl TMYHOCTH

3. HTepecsl rocyaapcTa

4. NnTepeck! odiiecTa

1. cocTodT B pcammn3ani KOHCTUTYLUMOHHBIX IIpaB H CB06OZ[, B
obecrnieyeHNH JTUYHOH 6630HaCHOCTI/I, B IOBBIINICHHMH Ka4yC€CTBA U
YPOBHA XU3HHU, B (1)I/I3I/I‘~ICCKOM, AYXOBHOM M HMHTCIIICKTYaJbHOM
PAa3BUTHUH YCIIOBCKA U I'PAKIAHUHA

2. o0ecneunBalOTCS WHCTUTYTaMH TOCYAapCTBEHHOW BIACTH,
OCYHIGCTBJUIIOHII/IMI/I CBOH (bYHKHI/II/I, B TOM YHUCJIC BO BSaHMOHeﬁ-
CTBUHU C JIeHCTBYIOIKUMHU Ha ocHOBe KoHctutymuu PO u 3akoHo-
natenbcTBa PO o011ecTBEHHBIMU OpraHU3aAIUsIMHU

3. COCTOAT B HE3BIOIEMOCTH KOHCTUTYIIMOHHOTO CTPOSi, CyBepEHHU-
TE€Ta U TEPPUTOPUATILHON LIEIIOCTHOCTH Poccuu, B MOJUTUYECKOM,
SKOHOMHMYECKON U COLHMAIbHOW CTaOMIBHOCTH, B 0€3yCIOBHOM
obecrieueHnH 3aKOHHOCTH M TOJJIEP>)KaHUH TPABOIOPSIIKA, B Pa3-
BUTUM PABHOIIPABHO T'O M B3aMMOBBITOJHOIO MEKIyHApPOJHOTO
COTPYAHUYECTBA

4. cOCTOAT B YIPOUEHUH JIEMOKPATHUH, B CO3/IaHUU MPABOBOTO, CO-
[IUAIBHOTO TOCYIapCTBa, B JIOCTIKCHUU U MOIEPKaHUN O0IIeCT-
BEHHOTO COrJlacusi, B JyXOBHOM 0OHOBIeHUHU Poccun

CooTHecuTe OCHOBHBIE TOHATHS
B o0Omact uH(POPMAMOHHOM

1. aTaka

2. ysi3BuMoctb AC
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0€30IacHOCTH

3. yrpo3a 6e3omacHoctu AC

4. 3amMIreHsas CucreMa

1. HEKOTOpOE HEyJlaYHOE CBOWMCTBO CUCTEMBI, KOTOPOE NIEJIAE€T
BO3MOJXHBIM BO3HUKHOBCHUC U PCATIU3ALUI0 YI'PO3bI

2. cucTeMa CO CpPeICTBaMU 3aIlUThI, KOTOPBIEC yCIENTHO U A Pek-
TUBHO MPOTHUBOCTOST yrpo3aM 0e30MacHOCTH

3. Bo3MokHbIe Bo3zelcTBUs HA AC, KOTOpbIE IPSIMO MIJIM KOCBEH-
HO MOTYT HaHECTH yuiep0 ee 6€30MacHOCTH

4. neiicTBHe, NPEAIPUHUMAEMOE 3JI0YMBIIIJIEHHUKOM, KOTOPOE
3aKJIFOYAETCS B TOMCKE U UCTIOIb30BaHUU TOM MM HHOH YSA3BUMO-
CTU CUCTEMBI

CoOTHECHTE OCHOBHEIEC BUIBI
yrpo3 misg AC

1. yrpo3a HapyeHus: KOHPHUICHIUATBHOCTH

2. yrpo3a oTKasa Ciyx0

3. yrpo3a HapyIIeHHs LEJIOCTHOCTH

1. mr060e yMBIIITIEHHOE U3MEHEeHNE HHPOPMAIUH, XpaHAIIeics B
BC unu nepenaBaemoii OT OJTHON CUCTEMBI B IPYTYIO

2. BO3HMKACT BCSAKHU pa3, KOIZa B pe3ysbTaTe MpeIHAMEPCHHBIX
NENCTBUM, NPEeIIPUHUMAEMbIX APYTUM I0Jb30BaTENEM WM 3JI0-

YMBILIUIEHHUKOM, OJOKHpYETCsl JOCTYl K HEKOTOPOMY pecypcy
AC

3. 3aKJIr0OYaeTCs B TOM, 4TO HH(pOpPMAIH CTAHOBUTCS N3BECTHON
TOMY, KTO HE PacIioyiaracT NOJTHOMOYMSIMH AOCTYTIa K HeH

CooTHecuTe  KJIacCH(DUKAITIIO
yTPO3 MO Psy NPU3HAKOB

. TIO IPUPO/I€ BOBHUKHOBEHUS

. 10 HCTIOCPECACTBCHHOMY UCTOYHUKY

. o cTeneHu Bo3aeiictBus Ha AC

. TIo crioco0y aoctyna K pecypcam AC

. TaCCUBHBIC 1 aKTUBHBIC

R —| AWM —

. HalIpaBJICHHLIC HA UCITOJIb30BAHUC MMPAMOTI0 CTAHAAPTHOTO ITyTHU
JOCTyTa K pecypcaM 1 HallpaBJIEHHbIE Ha NCIIOJIb30BaHUE CKPBITO-
o HECTAHJIAPTHOIO 0CcTyMa K pecypcam AC

3. €CTECTBCHHBIC HIIH HNCKYCCTBCHHBIC

4. npupojHas cpena, YelIOBEK, CAHKIIMOHUPOBAHHBIE MPOTrpaMM-
HbI€ CPE/ICTBA M HECAaHKIIMOHUPOBAHHBIE IPOTPAMMHBIE CPEJICTBA

Uro Takoe ceprudukarms

MNOATBCPKACHUC COOTBCTCTBHA IMPOAYKIHUU WM YCJIYI' YCTAaHOB-
JICHHBIM Tpe60BaHI/I$IM WK CTaHJapTaM

MOATBEPKAECHUE COOTBETCTBUS MPOAYKIUHU, HO HE YCIIYT' YCTaHOB-
JICHHBIM TPeOOBaHUSM HIIU CTaHAapTaM

MIOATBEPKAECHUE COOTBETCTBUS YCIIYT, HO HE IPONYKIIMU YCTaHOB-
JICHHBIM TPeOOBAaHUSIM MU CTaHAApTaM

UYro Takoe ceprudukar?

JOKYMEHT, TOATBEPKIAIOIINN COOTBETCTBUE CPE/ICTBA 3AIIUTHI
nHdopmalu TpeOboBaHMUIM 0 0€3011aCHOCTH UH(MOPMAITUN

AOKYMCHT, HOI[TBep)KI[aIOHII/II\/'I COOTBCTCTBHUEC CPCACTBA 3aIIMTHI
nHpopmaIuu TpeOOBaHMIM IO XpaHEHUIO HH(pOpMauu

JOKYMEHT, TOATBEPKIAIOIINI COOTBETCTBUE CPEICTBA 3AIIUTHI
uHpOopManuu TpedoBaHUAM 10 00paboTKe HHPOPMALTUU

Kak wHaspiBaeTcs IHUIO, camo-
CTOSITENTHHO co37aBIiee HHGPOP-
Maluoo 700 TOoNyduBIIee Ha
OCHOBaHWH 3aKOHA WIIH JIOTOBO-

CYG'I)GKT NEPCOHAIBHBIX JaHHBIX

oreparop UH(HOPMAILIMOHHON CUCTEMBI
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pa mpaBo paspemars WIN orpa-
HUYUBATh JOCTYH K HH(OpMa-
UM, OIpenensieMoil Mo KaKuM-
1100 mpu3HaKam?

oOmagarens nHGpOpMaIn

cyOBeKT nH(popMauu

Bonpocs! k koMIuiekcHoMy 3aganuio TK1

1. Yro Takoe nHpopMaLOHHAsI 0€30MaCHOCTh?

2. Ilepeuncnute BaxkHeIMe aclieKThl THGOPMAITMOHHONW 0€301aCHOCTH.

3. [lepeuncaure ypOBHH 3a1UTHI MH(GOPMALIUH.

4. Oxapakrepusyite yrpo3sl HHPOPMAIIMOHHOW 0€30MacHOCTH: PaCKPBITUS
IIEJIOCTHOCTH, OTKa3 B 00CITyKHBAHUU.

5. O0BsiCHUTE IPUYUHBI KOMITBIOTEPHBIX MPECTYIUICHUN.

6. OnuIunTe OCHOBHBIE TEXHOJOTHH KOMIIBIOTEPHBIX NPECTYIUICHHUM.

7. [lepeuncnure MephI 3alTUTHI HHPOPMAITMOHHOM OE30MTaCHOCTH.

8. Ilepeuncnure Mepsl MPETOCTOPOKHOCTH IPU PadOTE C IEIbIO 3ALUTHI UH-

dbopmaruu.

9. OnumurTe OCHOBHBIE MEPHI 3aITUTHI HOCUTENEH HH(OPMAITHH.

10. Ilouemy noakitoueHHE K ri00adbHOM KOMIBIOTEpHOM cetu MHTepHer
MpeACTaBIAET cO00# yrpo3y st tHGOPMAIlMOHHON 0€30MacHOCTH?

11. OnummTe, Kak MCIONB30BAHUE AIEKTPOHHOW TOYTHI CO3MAaeT Yyrpo3y HH-
dopmanonHoi Oe3zornacHoctu. Kakue mepsl obecneunBaroT 6€30MacHOE MCIOJIb30-

BaHue e-mail?

12. Kakue CymecTBYIOT MEXIyHapOAHbIE U POCCUNCKHUE CTaHIApThl B 00J1aCTH
0€30MacCHOCTH KOMITBIOTEPHBIX CUCTEM U MH(POPMAIIMOHHBIX TEXHOJIOTHI?

13. Kputepun 6€30macHOCTH KOMIIBIOTEPHBIX CUCTEM MUHUCTEPCTBA OOOPOHbI
CHIA (“OpankeBast KHUTA”).

14. PykoBoasuue nokyMeHThl ['octexxomuccuu Poccun.

15. MexayHapoaHble cTaHAapThl HHPOPMALIMOHHOM Oe3onacHocTu. CTtanaapT
ISO/IEC 15408 "O6mue kpurepun". Onucanue TpedoBaHUN 0€30MaCHOCTH U XapaK-

TEPUCTHUK YTPO3.

Jiis Tekymero kourpoJs TK2:
[IpoBepsiemasi KOMIETEHIUS:

Kox 1 HaumeHOBaHWe KOMITETEHIINT Kon n HanmeHoBaHWEe MHAMKATOPA

OIIK-4. Criocoben monnMars npuHimnel pa- | OIIK-4.2. Brnageer HaBbIKaMH MPUMEHEHUS TUPPO-
00TbI COBpPEMEHHBIX MHPOPMALIMOHHBIX T€X- | BbIX TEXHOJOTUH AJIsl pelieHws 3axad npodeccuo-
HOJIOTUH U UCIIOJIB30BAaTh UX AJIS pELICHUS HAJIBHON JESITENTFHOCTH C YY€TOM OCHOBHBIX TpeOo-
3a1a4 Ipo(heCCHOHATBHON IS TENEHOCTH BaHWH HHPOPMAITMOHHOM 0€301MacHOCTH

Tect

Bonpoc

Bapuanmer omeema

Kakoit ob0mmit  ymep06 mo
JAHHBIM HNucturyra
KomnsrorepHoii bezonacho-
CTH HaHeCu

KOMITBIOTEPHBIE BUPYCHI 32

34

54

74




Bonpoc

BapuaHmbl omeema

nocieaHue S5 jer, (MIIpI. 94

nomn. CIIIA)?

Tlo JAHHBIM )KypHana | 500000

«Security Magazine», | 1000000

cpenHuil pazmep ymepba oT

KOMIIBIOTEPHOT'O MOIIIEHHU- 1500000

YECTBa COCTABJISIET (JIOJLI. 2000000

CIIA) 2500000
nporecc  cOopa,  HaKOIUICHUS, 00paboTKH,  XpaHEeHWS,
pacnpeneneHus u noucka nahopmanuu
npeoOpa3oBanue  uHGOpMAIMK, B  pe3ylbTare  KOTOPOTO
comepaHue WH()OpPMAIMU  CTAHOBHUTCS  HEMOHSITHBIM  JUIS
CyObeKTa, He UMEIOIIETO JI0CTyIa

HIudpoBanne wuHPOpPMALUH | MMOJYYCHHE  CYOBEKTOM  BO3MOXKHOCTH  O3HAKOMIICHHS  C

9TO

uHpOpManKei, B TOM YHCIIE MTPHU TOMOIIY TEXHHYECKUX CPEACTB

COBOKYIHOCTB IIPaBUIJI, PEIVIAMEHTUPYIOIIUX IOPSAIOK U YCIIOBUS
JIOCTyTIa CyObEKTa K MH(OpPMAIIUU U €€ HOCUTEIISIM

NESATeIBHOCTh [0  TPEAOTBPANICHUIO  YTCUKH HH(pOpMAaIuy,
HECAHKIIMOHUPOBAHHBIX U HEMPETHAMEPEHHBIX BO3ACHCTBHI Ha
Heé

[Io nawsbiM I'maBHOrO wWH- | 2
(hopmarmoHHOTO LCHTPA | ) 5
MB/] Poccunm KOJIMYECTBO 3
KOMIIBIOTEPHBIX
MIPECTYIUICHUN €XEroHO 3,5
yBEJIMYUBACTCS B (paza) 4
I[lo panHpiM [7aBHOTO WH-| 6
(hopmarmoHHOTO neHTpa | 60
MBJ] Poccuu exeroansiii | 160
pasmep MarepuaiabHoro | 600
yimepba OT KOMITBIOTEPHBIX
NMpecTyIyieHnit  cocTtaBigeT | 1600
OKOJIO (MJTH. pyOJIeit)
Ilo nameeiM I'maBHOrO WH- | 7
(hopManroHHOTO [EHTpA
MBJI Poccum  cpemmmii | 1,7
yiepo, TIPUIHHSIEMBIA 27
MOTEPIIEBIIEMY oT
KOMITbIOTEPHOTO 3,7
MPECTYIUICHUS, PaBeH (MJIH.
pyOeit) 47
OcHoBHOE CpCACTBO, I/IIICHTI/I(bI/IKaLII/ISI
obecnieunBaroliee KoHpu-
ayTeHTH(UKaIUs

JEHIIMATBHOCTh HHpOpMa-
WM, TOCHUIAEMOM IO aBTOpHU3ALIUL

OTKPBITHIM  KAHATAM | sycrrepmyiza
nepesadyd  JaHHBIX, B TOM
YUCJIE, 110 CETH UHTEPHET mrdposaHue
Jns Oe3omacHoi mepegaun | WWw
JaHHBIX MO KaHamaMm uHTep- | dicom
HET  HCIIOJIb3YyeTcs vpn
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TEXHOJIOTUS ftp

xml
Kommiekc anmapaTHBIX

AQHTUBUPYC
W/ MIPOrPaMMHBIX
CPeICTB, OCYLIECTBISIONINN
PEACTB, yi Hl 3aMOK
KOHTPOJIb ¥  (DUIBTPALIUIO
CETEeBOTO aduka B

Tpad OpaHaMaysp

COOTBETCTBUH C 3aJlaHHBIMHU
MpaBHJIAMHU U 3aIUIIAIONIUI
p Hmatorit Kpunrorpadus

KOMIIbIOTCPHBIC CCTH oT
HCCAaHKITNOHUPOBAHHOI'O
AOCTYyIIa

OKCIICPTHAA CUCTEMA

[Ipouenypa, mnposepstoas,
HNMECT JIU I10JIb30BAaTCJIb C
MIPEIbSIBICHHBIM UIEHTUU-
KaTOpOM MPaBO Ha JOCTYII K

pecypcy 3To

UICHTUPUKAIHS

ayTeHTH()HUKAIAS

cTpatuduKarms

perucTpars

aBTOPHU3aLINS

cojepkath IUGPBI U OYKBBI, 3HAKH MMPEMTUHAHUS U OBITH CIIOKHBIM
JUTSL yraJibIBaHUS

COJIEPKaTh TOJIBKO UPPbI

[Tapons MOJIb30BATENS | COAEP>KATh TOJIBKO OYKBBI

JOJDKEH MMETh SBHYIO IPUBS3KY K BIAJCINbILy (€ro UMs, J1aTa POKICHUs,
HOMep TenedoHa U T.11.)
OBITH TIPOCTHIM M JIETKO 3aMOMUHATHCA, Hanpumep «123», «111»,
«qwerty» u T.J.

[InactukoBas KAapTOYKa, | TOKEH

coaepxKarias YUIT U | password

KpUNTOrpapruuecKuX BHIYHC-

o napoib

JIEHUH U BCTPOEHHYIO -

login

3alMIICHHYI0 TaMATh VIS
XpaHeHus: HHOpMaIuu

cMapT-KapTa

YerpoitctBo U1
UACHTU(DUKAITUIH TTOJTE30BaTE-
7€, IpeicTaBiIsonee  Co-
001 MOOMIIbHOE nep-
COHAJILHOE YCTPOWCTBO,
HamOMHWHAIONINEe MaJIeHEKUHM
NEUDKEP,  HE

MOJICOEAMHIEMBIE K
KOMITBIOTEPY W HMMEIOIINE
CcOOCTBEHHBIN WCTOYHUK
IMUTAHUS

TOKCH

aBTOHOMHBLIN TOKEH

USB-Token

ycTpoiicTBo iButton

cMapT-KapTa

HocTtyn mons3oBaTens K HH-
(opMalMOHHBEIM  pecypcam
KoMIbIOTEpa W / WIU JO-
KalbHOM  BBIUMCIIMTEIBHOM
CEeTU TPEONPUATHS JTOJKEH
pazpemaTbcs TOIBKO MOCIIE:

BKJIFOUCHUS KOMIIBIOTCPA

UACHTU(DHUKAIIY 11O JIOTUHY U TIAPOITIO

3a1poca NMacruopTHLIX JaHHBIX

3arpoca IOMCHHOT'O UMCHHU

3anpoca PO

DNEKTPOHHBIE 3aMKHU
MpeHa3HauYeHBbl JUIA ...

obecneyeHus HOBepeHHOﬁ 3arpys3kKu KOMIIBXOTECPA U KOHTPOJIA 1 C-
JJOCTHOCTH (1)aI>'IJIOB B CUCTCEMAxX

CKaHHUPOBAaHUA OTIICHYATKOB IAJIBLCB
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NPOBEPKH CKOPOCTH U 3arpy3Ku (aiyioB

00I11eT0 KOHTPOJIS

I/II[eHTI/I(i)I/IKaIII/II/I IIOJIB30BaTCIIsA

DNeKTpOHHBIE 3aMKHU TpeHa-
3HAYEHBI JJIS:

XpaHeHus 00JbIIoro 00beMa KOH(DUASHIINAIBHOM HHpOpMaLun

3alUThI IEPUMETPA KOPIIOPATUBHOM CETH

HAJISKHOW ayTCHTH(UKAIINK U HICHTU(PUKAIINH TTOJb30BaTENICH

6J'IOKI/IpOBaHI/I$I KOMITIBIOTCPAa BO BPpEMs OTCYTCTBHA IMOJIB30BATCIIA
Ha pabouem mecTe

Jls 3aIUTHI oT
3JI0YMBIIIJIEHHUKOB HEO0XO0-
JTUMO HCIIOIb30BaTh

CHCTEMHOE MPOrPaMMHOE OOeCTieueHIe

IMPUKIIAAHOC ITPOTPAMMHOC obecrieueHue

AHTUBUPYCHBIE IPOTPaMMBI

KOMIIBIOTEPHBIE UTPBI

MY3BIKY, BUIECO(DUITEMBI

AnmnapaTHble
JIOBEPEHHOMN
«AKKOP/I-AM/I3»
MPECTABIAIOT COOOM. ..

MOJTyTT!
3arpy3Ku

armapaTHbIi KOHTPOJIEP

3J'IeKTpOHHBII71 3aMOK

CHUCTCMA KOHTPOJIA

ceTeBoi aZlarTep

KOHHpOB&J’ILHHI’I arrapar

[Ipocreiimmm crocooom
uaeHTH(UKAIIH B
KOMIIBIOTEPHOM CHUCTEME SIB-
asieTcs BBO/J{
uaeHTH(UKATOPA TTOJIE30BA-
TeN, KOTOPBIN
UMEET CIIEAYIOLIEe Ha3BaHUE

TOKCH

password

napoJb

login

cMapT-KapTa

Y1o0Bl IOOMUCATH COOOIEHUE
AJIIEKTPOHHOMN poBoit
MOJMTUCHIO, UCTIOJIb3YIOTCS

OTKpI)ITI)Iﬁ KJIFOY OTHPAaBUTCIIA

OTKpBITLIﬁ KJIFOY TTOJTy4aTeIIsd

SaKpI)ITI)IfI KJIFOY OTIIPABUTCIIA

3aKpBITHIN KJIIOY TOTyYaTest

KakoBa  mocnemnoBaTelnbHOCTD
MOIITHUCAHUS COOOIIEHUI C IIo-
moibio DIIT?

BBIYUCIIACTCA X311, 3aTEM X311 BaHII/Iq)pOBBIBaeTCH

cooOmieHre  3amm(poBBIBACTCS,  IOCIE  Yero
X3ILIUPYyeTCs

pe3ynbTaT

IIPH TIOATIMCAHUN COOOIICHHE 3amr(POBBIBACTCS, TIPH MPOBEPKE
BBIYUCIIACTCS XOIII

BBIUUCIIAETCS. X3 HCXOJHOIO COOOILEHUs, IOCIE Yero OHO
31U (PPOBBIBAETCS

B d4em 3akmiouaeTcsi Takoe
CBOWCTBO (dhyHKIIN
Xa1upoBanua H kak cTOMKOCTb
K KOJUTH3HUSM TIEPBOTO poaa?

JUTsE TF000T0 Xdmia h T0MKHO OBITH MPAaKTHYECKH HEBO3MOKHO
BBIUMCIIUTH WU MOJ00paTh Takoe X, uto H(x) =h

JOJDKHO OBITh  MPAaKTUYECKH HEBO3MOXKHO  BBIUMCIUTH  IIH
nojo0path OOy Mapy pa3iMyHbIX COOOMICHWUH X W y s
koTopeix H(x) = H(y)

JUIMHA XdIIa JOHKHA ObITh (PUKCUPOBAHHOM HE3aBUCHMO OT
JUIMHBI BXOJHOTO COOOIIIEHUS

Bupycel, He  cBs3bIBaloOIINE
CBOM KomnuHu ¢ aiinaMu, a co3-
JAoIlAe CBOM KOIWHU Ha JHC-
Kax, He W3MeHss Apyrux (aii-
JIOB, Ha3bIBAIOTCA

KOMIIaHbOH - BUPyCaMH

YEepBU

MMapasuTHICCKUC

NpU3paKu

CTEJIC-BUPYCHI

AHTUBHUpYCHAS nporpamma

PEBHU30POM
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MIPUHIUT PabOTHI, KOTOPOH OcC-
HOBaH Ha TIPOBEpKe (aiiios,
CCKTOPOB M CHCTEMHOM MaMsITH
U MOKWCKE B HHUX M3BECTHBIX W
HOBBIX BHPYCOB Ha3bIBaCTCS

HMMYHHN3aTOPOM

CKaHCpOM

JIOKTOpa U (haru

VYkazaTb HEIOCTaTKH, WME0-
myecss y aHTUBUPYCHOHM Ipo-
rpaMMBI PEBA30D

HECIIOCOOHOCTh MOIIMaTh BHUPYC B MOMEHT €ro IOSBIICHUS B
cucTeMe

HeOOJIbIIAs CKOPOCTB IOHCKAa BUPYCOB

HEBO3MOXXHOCTb OIIPEJEIIUTh BUPYC B HOBBIX (haiiimax

BCE BapUaHThI BEPHBI

K mocromHcTBaM TEXHHYECKHX
CPEACTB 3allUThl OTHOCATCS

pEeryJIsipHbII KOHTPOJIb

CO31aHHEC KOMIIJICKCHBIX CUCTCEM 3alllUThI

CTEMeHb CI0XKHOCTH YCTPOIiCTBa

BCE BapUAHThI BEPHBI

OTacHbIC
daiinoBbie

B xnaccudukanuio BupycoB mo | PE3UICHTHBIC

CI0co0y 3apa’keHHsI BXOIST 3arpy304HbIE
(aitioBo-3arpy304Hbie
HEPE3UJICHTHBIE
4epBU

K Bupycam u3MeHstoImum cpeay | CTYICHYCCKHE

00OHTaHUS OTHOCATCS: NOTUMOPQHBIE
CITyTHUKH

Bupycsl, He cBsspiBaromue | KOMITAHBOH - BUPYCaMu

CBOM Komuu ¢ (aiimamu, a co3- | 1CPBU

JA0IIHEe CBOM KOMHMH Ha IHC- | CTEJIC - BUPYCHI

Kax, HE W3MCHAA Ipyrux aii- MaKpOBUPYCHI

JIOB, HA3bIBAKOTCS IpU3paKu
YepBU

K Bupycam He HU3MEHSIOLIUM CTEJIC-BUPYCHI

cpeny OOMTaHUSI OTHOCSTCS NOTUMOPQHBIE
CITyTHUKH

HekoTopoe cekperHoe Koynye-
CTBO WH(OpPMAINH, W3BECTHOC
TOJABKO IIOJIE30BATENI0 MU IIa-
POJILHOM CHUCTEME, KOTOPOE MO-
JKET OBITH 3alIOMHEHO IT0JIb- 30-
BaTeNieM W TPEABABICHO IS
MPOXOXKACHUS TPOLEAYpPHl ay-
TEHTU(PHUKAINU — ITO ....

uACHTU()UKATODP MOJIH30BATEIS

IapoJib MOJIb30BaTECIIA

YUCTHAA 3allUCh ITOJIb30BATCIIA

IapoJibHas CUCTEMaA

UccnenoBanue  BO3MOKHOCTH
pacmmppoBaHus WHGOpPMAIHH
0e3 3HaHM KIIIo4ei

KPUIITOJIOTUA

Kpunrorpadus

KPUIITOAHAJIN3

B3JIOM

HECAHKIIMOHUPOBAHHBIA TOCTYTI

XpaHeHue  maposien
OCYILECTBIATHCS

MOXET

B BUJIC CBEPTOK

B OTKPBITOM BHUAC

B 3aKPBITOM BHU/IC

B 3aIIM(POBAHHOM BUIE
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BCC BapUaHTbI OTBETA BEPHBLI

CooTHecuTe OCHOBHBIE METO/IbI
MOy YEHUS TapoJIeH

1. MeTo TOTaNBEHOTO Tepedopa

2. cioBapHast ataka

3. nosyuyeHue napoJieil U3 caMoi CUCTEMBI HA OCHOBE NMPOTrpamMMm-
HOM UM anmapaTHON peain3aii KOHKPETHON CUCTEMBI

4. mpoBepka napoJeil, ycTaHaBIMBaeMbIX B CUCTEMax Mo yMo4a-
HUIO

1. mist mepebopa UCIONB3yeTCs CIIOBaph HamOoJee BEPOSITHBIX
KITIOUYei

2. IByMs BO3MOKHOCTSIMH BBISICHCHHUSI TIAPOJIS SIBIISTFOTCS: HECAHK-
IIMOHUPOBAHHBIN JIOCTYI K HOCHUTEIIO, COJIePIKAIIEMY ITapoIIH, JIU-
00 HCTOIB30BAHNE YA3BUMOCTEH

3. onpoOBIBAIOTCS BCE KITIOYHU TIOCIICIOBATEIHHO, OJIUH 33 JPYTUM

4. napoJib, yCTaHOBJIEHHBIH (UPMOI-pa3pabOTINKOM 110 yMOJ4a-
HUIO, OCTAeTCs] OCHOBHBIM [IapOJIEM B CHCTEME

CootHecure (yHKIMH, BBIIOJ-
HSIEMbIE TEXHUYECKUMHU CPEACT-
BaMU 3aIIUTHI

1. BHEIIHAS 3alauTa

2. OIIO3HABaHUE

3. BHYTPEHHSIA 3allUTA

1. 3ammTa OT BO3JEHCTBUS 1€CTA0OUIN3UPYIONTUX (PAaKTOPOB, MPO-
SBIISIONINXCSI HETIOCPEICTBEHHO B cpelcTBax 00paboTku uHbOp-
Marmu

2. 3alIMTa OT BO3JIEHCTBHS 1€CTAOUITU3UPYIONTUX (PaKTOPOB, MPO-
SBJISTIOIIMXCS 32 MpenesiaMu oCHOBHBIX cpeactB ACO/]

3. cnerdudeckast rpyImna CpeaCcTB, MPETHA3HAYCHHBIX IS OTI0-
3HAaBaHUA JIOACH MO Pa3IMYHbIM HWHIMBUAYATbHBIM XapaKTepH-
CTHKaM

OnexkTpoHHas 1UdpoOBas TMOJ-
IMCh B DIIEKTPOHHOM JOKYMEH-
T€ paBHO3HAYHA COOCTBEHHO-
PYYHOH NOJANUCH B JOKYMEHTE
Ha OyMaXHOM HOCHTEJe NpHu
OJTHOBPEMEHHOM  COOJIIOICHUH
CIEAYIOUIUX YCIIOBUM:

cepTudUKAT KJIF0Ya MOIMUCH, OTHOCSIIUNUCS K 3TOW AJIEKTPOHHOU
upoOBON MOAMKCH, HE yTPATWJ CHIY (IEHCTBYeT) HA MOMEHT
MIPOBEPKU MJIM Ha MOMEHT MOANUCAHUS 3JIEKTPOHHOTO JOKYMEHTa
IMpU HAJIMYHUKU OO0KA3aTCIbCTB, ONPCACTIAIOMNX MOMCHT ITOAITUCA-
HUS

MOJITBEP K/I€HA MOUIMHHOCTD 3JIEKTPOHHOU HU(POBON MOJIUCH B
3JICKTPOHHOM JTOKYMEHTE

SJICKTPOHHAA I_II/I(prBaSI noANnUuCh UCIOJB3YCTCA B COOTBCTCTBUU
CO CBCACHUSAMMU, YKA3aHHBIMU B CepTI/I(bI/IKaTG KJIO4a IIoAInucu

BCPHLI BCC BAPUAHTLL

Cosnmanue KIrouei
3JIEKTPOHHBIX U(PPOBBIX
MOJIUCEH OCYIIECTBISCTCS s
HCIIOJIb30BaHK B

MH(POPMALMOHHON CUCTEME OOIIEro MOIb30BaHUs €€ YYaCTHUKOM
WY TI0 €T0 00paIIeHUIO YAOCTOBEPSIONINM IEHTPOM

KOPIIOPAaTUBHOM  MHQOPMALIMOHHOM  cucTeEME B
YCTaHOBJICHHOM B 3TOU CUCTEME

MOPSIIIKE,

BEpPHBI 00a BApUAHTHI

Yem omnpenensiercss  ypoBEHb
HaIACKHOCTHU IIPUMCEHACMBIX
Kpunrorpadguyeckux mpeoodpa-
30BaHUI

3HAa4YCHUECM HOHYCTHMOﬁ BCPOATHOCTH HGHCHpaBHOCTeﬁ W

cOOEB, TMPHUBOMAIIMX K  TIONYYEHHIO  3JIOYMBIIUICHHHKOM
JTOTIOTHUTEITLHOU nHbOpMaIH 0 KpunTorpaduaecKux
peoOpa30OBaAHMSIX

CITIO)KHOCTBIO KOMOWHAIIMHA CHMBOJIOB, BBIOPAHHBIX CITy4aiHBIM
obpazom

UCTIOJIB30BaHUEM OOJIBIIIOTO YUCIIA KITFOUYEH s I pOBaHUS




Bonpoc Bapuanmur omeema
OTHOIICHWEM KOJIMYeCTBa JemudpoBaHHON wuHpOpManmm K
o01ieMy KoJIM4yecTBy IM(GPOBaHHON HWH(pOpPMAIMHU, MOJJISKAIIEH
nemupoBaHUIO
HIU(PPOBAHUE C 3aKPHITHIM KIIIOUOM
Kak WHaye Ha3bIBACTCA HII/I(l)pOBaHI/Ie meToaoM beitca

CUMMETPHUYHOE MU(PPOBAHUE

H_II/I(I)pOBaHI/IC C OTKPBITBIM KJIFOYOM

I PPOBaHUE C IEPEMEHHBIM KITIOUOM

Kaxoii aIrOPUTM HE
HCTIONb3yeTcs pu
CUMMETPUYHOM MNP POBAHUN

NOTOYHOE MHU(pPOBAHUE

nobutoBoe mmdpoBaHue

01104HOE mIU(ppoBaHHE

anroputm Dib-I"amans

UYro sIBIIsIETCS PEUMYIIIECTBOM
CUMMETPHUYHOTO MIHU(PPOBAHUSL

CKOPOCTbH BBITIOJTHEHUS KpUNTOrpauueckux npeodpazoBaHUii

JIETKOCTh BHECEHUSI U3MEHEHU B aJTOpUTM HIM(POBAHUS

CEKPETHBIN KITIOY M3BECTEH TOJIBKO IMONydYaTeto WHPOpPMAIUU U
NIEpBOHAYAJIbHBINA OOMEH He TpeOyeT Nepeau CEeKPEeTHOro Kiroua

NPUMEHEHHE B CHUCTEMaxX ayTeHTH(PHUKAIUU  (DJIEKTPOHHAsS
TMOJINTKCBH)

Kak m©HaspBaeTcs «ucTOpHde-
CKUi» mmdp, B KOTOPOM Kaxk-
nas OyKkBa HCXOIHOTO TEKCTa
3aMeHsIach OYKBOH, CTOAIICH
Ha HEKOTOpoe (PUKCHPOBAHHOE
YHUCII0O MECT JTANbIIC B aj(aBu-
T€, O TPUMEHEHHH KOTOPOTO

mmdp MapkoBa

umdp Lezaps

mudp SHurMa

UMEIoTCS JTOKYMEHTAJIbHBIC
cBUICTENLCTBA? mudp babumka

CHMMETPUYHBIE KPUIITOCUCTEMBI

KPUITOCUCTEMBI C OTKPBITHIM KIHOYOM

_ | KpUIITOCUCTEMBI C IyOJIMPOBAHUEM 3AIIUTHI

Pa3nenst COBPEMEHHO# > =

CUCTEMBI dJICKTPOHHOU 1T POBOI MOATUCH
Kpunrorpaduu:

yIpaBiieHUE NapoJsiMU

ylpaBiieHue nepeaayeii JaHHbIX

yIpaBieHUE KI0YaMu

ABTOpH3anyeil Ha3bIBaeTCs

MpoIIecC, MOCPEACTBOM KOTOPOTo HACHTHU(UKAIUS MpeAroarae-
MOM JINYHOCTH MPOBEPSETCS HA OCHOBE JOKYMEHTA, YJIOCTOBE-
PAIOIIETO JINYHOCTh

ayTeHTU(UKAIUSI OCHOBAHHAS HA JIBYX Pa3HBIX TUTAX UICHTH(U-
Kalliu.

4acTb WACHTUYHOCTHU, KOTOpPas OTPa)kaeT OINpPENEICHHYIO BPOXK-
JCHHYI0 OCOOEHHOCTb JTMYHOCTH, TO €CTh TO YTO CBSI3aHO C KOH-
KPETHOH JINYHOCTBIO

[Ipomecc, KOTOpPHIit 1aeT (WK OTKIIIOYAET) IPaBo IOCTyMa K (ce-
TEBBIM) pecypcam

AyTteHTuuKanus - 3TO Tpo-
ece MPOBEPKH
MIPEIoJIaraeéMon MOIMHHOCTH
JIUYHOCTH Ha OCHOBAaHHM KaKo-

ro-nmudo  yJI0CTOBEPCHUS
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, UYTO BbI 3HACTC

4YTO-TO, YTO y BaC €CThb

TO, YEM BBl ABJIICTCCH

JIBO#THOM 3aIIUTOM Ha3bIBACTCS

ayTeHTH(UKALKS HA OCHOBE JBYX HICHTHU(PHKATOPOB.
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ayTeHTH(UKaLus TUMAx

UICHTUPHUKAIIIH

OCHOBaHa Ha  JIByX  pa3HbIX

ayTeHTU(UKalKs, OCHOBaHHAs Ha JBYX WK Oojiee pa3iMyHBIX
TUNAX UACHTHUPUKAUU

[Tepeuncnure BakHbIE YUCTHBIC
3alMCH IS IToJak30Barens MH-
TEepHETa, TJIE€ HYKHO HCIOJIB30-
BaTh JBYXATAIHYI ayTeHTU(U-
Karuio?

YYETHBIC 3aIUCH JUTsl BXOJ1a B OaHK

YUYCTHLIC 3aIlluCH, COICPIKAIIUC KOH(I)I/I,Z[GHI_II/IaJIBHYIO JIMYHYTIO
UHGOPMAITHIO

aZipeca BJ'IGKTpOHHOI\/'I IIO4YThI, HA KOTOPBIC Bbl MOXKCTC 3aKa3aTb
HAallTOMHWHAHUA T1apOoJIst JJIsT APYTUX Be6—cpez[

YUYETHBIC 3allMCHU COLUATIbHBIX ceren

YUCTHBIC 3aIlUCHU CJIy)KG C MOMOLIBIO KOTOPBIX BXOJAAT B APYIUC
BEO-CITyKOBI

Anroputmbl muppoBaHUs C OT-
KPBITBIM KJIIOYOM IO-APYTOMY
Ha3bIBAIOTCS

ACUMMETPUYHBIMU aJITOPUTMAMHU IH(POBAHUS

CUMMETPUYHBIMHU AJITOPUTMAMH UG POBAHUS

OJTHOCTOPOHHUMH aJITOPUTMAMH IU(PPOBAHUSL

MIOMEX0YCTOWYMBBIMU AIITOPUTMaMU MIA(POBAHUS

ACUMMETpUYHbIE  aJITOPUTMBI
mudpoBaHUs MO-APYroMy Ha-
3BIBAIOTCA

AJIropuyTMamMun IJ_II/I(1)pOBaHI/Iﬂ C OTKPBITBIM KIIFOYOM

CUMMETPHYHBIMH AJITOPUTMAMHU IH(PPOBAHUSL

OJIHOCTOPOHHUMHU aJITOpPUTMaMU IUPPOBaAHUSA

MIOMEX0YCTOWYMBBIMU AITOPUTMaMU MIA(POBAHUS

Maremarndeckass GpyHKIHS, KO-
TOPYIO OTHOCHTENIFHO  JIETKO
BBIUUCIUTh, HO TPYJHO HAWUTH
10 3HAYCHUIO (YHKIUHA COOT-
BETCTBYIOILIEE 3HAYCHHE apry-
MEHTA, Ha3bIBACTCS B KPHIITO-
rpaduu

Kpunrorpaduyeckont pyHkuunei

OJIHOCTOPOHHEH (PyHKIMEN

bynkueit Iuddu-Xennmana

dyHkuunei Diinepa

OpHocTropoHHHE (YHKLIUH, TO
ecTb (PyHKIMH, KOTOpPBIE OTHO-
CHUTENBHO JIETKO BBIYUCIIUTH, HO
MPAKTUYECKH HEBO3MOXKHO Hail-
TH 0 3HAYEHUIO (YHKLUH CO-
OTBETCTBYIOILlEE 3HAYCHUE ap-
TYMEHTa, MOXXHO HCIIOJIb30BaTh
Ut

dhopMUpPOBaHUS XEIII-KOJIOB

MU poBaHUs COOOIIEHUN

¢dopmupoBanus LU POBOM TOAUCH

KOHTPOJISL M UCIIPABIICHHUS OLIMOOK MpH nepenade nHhopMauu

Uro sBisieTcss OCOOCHHOCTBHIO
cucreM mupPOBaHUSI C OTKPHI-
THIM KJFOUOM TI0 CPaBHEHHIO C

BO3MOXKHOCTh INU(POBAHUS KaK TEKCTOBOM, TaK M rpaduueckon
uHpopMarmu

BBICOKAsi CKOPOCTb MTPOIIECCOB MU POBAHUS/paCIIHPPOBAHUS

HCITOJIb30BAHUEC MAJIOT'O KOJIMYCCTBA BBIYHUCIIUTCIIBHBIX PECYPCOB

CUMMCETPHUYHBIMU CUCTEMaMH =

nmbposaus? OTCYTCTBUE HGO6XOI[I/IME)CTI/I MIPEIBAPUTENILHON  Tepeadn
CEKPETHOI0 KJIH04a 10 HaIEKHOMY KaHaIly CBA3H
Ul IU(QPOBAHUS NE€PEeJaBaEMbIX M XPAHUMBIX JAHHBIX B LIEJSAX
UX 3alllUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYyIIa

Jlnst  pemeHus Kakmx 3agad | UL (OPMHUPOBaHUA LM(POBOM MOANMCH IIOJ DSIEKTPOHHBIMU

MOXKHO KCIIOJIb30BaTh aJTOPUT-
MbI HIM(POBAHHUS C OTKPBITHIM
KIIFOUOM?

JIOKyMEHTaMHU

JUISL pacrpeiesieHus] CEKPETHBIX KJIH0Yel, UCIOIb3YEMBIX MOTOM
npy WG POBaHUU JOKYMEHTOB CHMMETPUYHBIMHA METO/IaMU

TS HOMCXOYCTOﬁqHBOFO KOI[HpOBaHI/Iﬂ HepeﬂaBaeMHx
COOOIIEeHU

Yto SABJIACTCA HCIOCTAaTKOM

HU3Kasi CKOPOCTb MPOLIECCOB MU POBaHUS-pacInPpOBaHUS
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CHUCTEMBI MU(POBAHUSA C OT-
KPBITBIM KITFOYOM?

HEOOXOUMOCTh OOHOBJICHHMS KIIIOYa IOCie Kaxaoro (akra
nepenavn

OTCYTCTBUE  HEOOXOJUMOCTH  MpeaBapUTENILHON
CEKPETHOI0 KIf0Ya M0 HaAEKHOMY KaHaly

nepeayn

HEO0OXOUMOCTh IPEIBAPUTENBLHON Mepeaaun CEeKPEeTHOro Kitoua
MO HAAEKHOMY KaHaITy

Yrto Ha3BIBAIOT 3aKPBITBIM KITFO-

KJIKOY, KOTOpBIfI OOJDKCH XPaHUTBHCA B CCKPETEC

KJIIOY, KOTOpLIﬁ HeO00s13aTEIBLHO XpaHUTBb B CCKPETEC

4YOM B aCMMMETPUYHBIX METO- | TIOOOM  KJIIOY, MCHONB3yeMbld  Juid  IUGpPOBaHUS  WIH
nax mmdpoBaHus? pacumdpoBaHus
KJIF0Y, KOTOPBIA UCTIOIB3YETCsI U1 BHIpaOOTKH HUMUTOBCTaBKU
KJII0Y, KOTOPBIH JOJDKEH XPAHUTBCS B CEKPETE
YT10 HaA3BIBAIOT OTKPBITBIM KIJIIO- KJIIO4Y, KOTOpBIfI HE 0053aTeILHO XPaHUTBh B CCKPETC
YOM B aCHMMETPUYHBIX Me- TO- | TIOOOM  KJIFOY,  WCHONB3YeMbId Uil IMUGPOBaHUS  WIH
nax mudpoBaHus? pacmppoBaHus

KJIIO4, KOTOpBIﬁ HCIIOJIB3YCTCS AJId BblpaGOTKI/I HUMHUTOBCTAaBKH

Kak Ha3pIBaeTCs KJIIOY, UCTIOIb-
3yeMBII>i B ACUMMETPUYHBIX
KpUnTOrpa)uyeckux ajropuT-
MaX, KOTOPBIi MOXHO HE Xpa-
HUTH B cekpete?

3aKPBITHIN KITHOY

OTKpBITLIﬁ KIIIOY

TalHBINA KJIIOY

SIBHBII KITFOY

KJII0Y MK pOBaHUS

CKOJIBKO KITFOYEH UCTONb3yeTcs
B KpunTorpaMuecKux ajro-
pUTMax C OTKPBITHIM KIFOUOM?

W= O

4

YTto 00IIEro UMET BCE METO-
Il MU(POBAHUS C 3aKPBITHIM
KIIF0O4oM?

B HUX JUJIs U poBaHUs HHPOPMALIUU HCTIONIB3YETCs OIMH KITI0Y,
a JUIsl paciugpoBaHus — JPYTroH KITI0Y

B HUX /Ui ImudpoBaHus U pacumdpoBanus HHGOpMALMU
UCIIOJIb3YEeTCs O/IUH M TOT K€ KITI0Y

B HUX BXOJHOM NHOTOK MCXOJHOI'O0 TEKCTa ACIWUTCS Ha OJIOKHU, B
KQ)XJIOM U3 KOTOPBIX BBIMOJHSAETCS MEPECTAHOBKA CUMBOJIOB

B HHX U1 omepanuil mUPpOBaHUA € PaCIIUPpPOBAHUS
UCTIONIB3YETCSI IBA PA3HBIX KIIF0Ya — OTKPBITHIN U 3aKPBITHINA

Ykaxure TpeOOBaHHUA K airo-
puTMaM mUpPOBaHUSI C OTKPHI-
THIM KJTFOYOM

BBIYHMCIIUTEIIEHO HEBO3MOXKHO CO3JaBaTh Mapy (OTKPBITHIN KITIOY,
3aKPBITHIN KITIOY)

BBIYUCITUTEIILHO 3ammdpoBarb  COOOIICHUE

OTKPBITHIM KIIFOYOM

HCBO3MOXXHO

BBIYMCIIUTEIIEHO HEBO3MOKHO, 3Hasl OTKPBITHIM KIIH0Y, OIPEIEIUTh
COOTBETCTBYIOIIUHI 3aKPBITHIM KIIFOY

BBIYUCIIUTCIBHO HCBO3MOXHO, 3Hasi TOJBKO OTKpI)ITI)II\/'I KIIIOY "1

Ykaxure TpeOOBaHHA K ajro-
puUTMaM IUGPOBAHUS C OTKPHI-
TBIM KJTIOYOM

3am@poBaHHOE cooOrieHue, BOCCTaHOBHTH HCXOJHOE
cooOuieHne

BBIYMCIUTENIFHO JIETKO 3amM(ppoBaTh COOOLICHHE OTKPBITHIM
KITF0YOM

BBIYUCIIUTENILHO JIETKO paciu@poBath cOoOIIEHNE, UCTIOIb3YsI
3aKpBITHIN KITIOY

BBIYMCIIUTEIIEHO HEBO3MOKHO, 3Hasl OTKPBITHIN KIIH0Y, OIPEIEIUTh
COOTBETCTBYIOIIUHI 3aKPBITHIA KIIFOY
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BBIYHMCIIUTCIIPHO HCEBO3MOXKHO, 3HasA TOJIBKO OTKpBITBIﬁ KJII04Y U

Kakue Kooyl M Kak JOJDKHBI
MPUMEHSITBCS MPU KCIOTIh30Ba-
HUU aCHUMMETPUYHBIX KPHIITO-
rpadUYecKuX aJIrOpUTMOB IS
ndpoBaHus nepeaBacMbIX
TAHHBIX?

3amm@poBaHHOE cooOrieHue, BOCCTAHOBUTh HCXOJTHOE
cooO1IeHIE
OTIIPaBUTENb  LIMQPPYET  COOOIIEHHWE  OTKPBITBIM  KIIIOUOM

nojry4yareiist, a nmojry4dareiib pacmn(prBHBaeT COO6H.[6HI/IG CBOUM
3aKPBITBIM KIIFOUOM

oTnpaBuTenb  mHQpPyeT  CcoOOIIEHHE  3aKPbITBIM  KIIOYOM
HOJTyYaTess, a MoJIy4aTelb pacin(poBbIBaeT COOOLICHUE CBOUM
OTKPBITHIM KIIIOUOM

OTIIPAaBUTENb MHU(PYET COOOIIEHNE CBOMM OTKPHITBIM KITIOYOM, a
nojydvareiab pacuiM(poBHIBAET COOOLIEHHE 3aKPHITHIM KIIOYOM
OTIIPaBUTEIIA

OTIIPaBUTEIb MUPPYET COOOIIEHUE CBOMM 3aKPBIThIM KIIFOUOM, a
nojy4areiab pacuIM(poBBIBAET COOOLIEHUE OTKPBITHIM KIIIOUOM
OTIIPaBUTEIIA

KakuM TpeOoBaHUAM JOKHA
YIOBIETBOPATh  3JEKTPOHHAS
nupoBas MOJIMUCH?

MOJAMKUCH BOCIIPOU3BOIUTCS TOIBKO OJHUM JIULIOM, & OJJIMHHOCTD
ee MOXeT ObITh YI0CTOBEpEHAa MHOTUMU

MMoANMUCHh BOCITPONU3BOANTCA MHOTUMH JIUIAMH, a €€ IMIOAJITMHHOCTD
MOJKET OBITH YAOCTOBCPCHA TOJIBKO OJHUM JIMIIOM

MOJIMUCH HEPA3PhIBHO CBA3BIBAETCS C JAHHBIM COOOLICHUEM U HE
MOJKET OBITh MepeHeceHa Ha JPYTroi TOKyMEHT

MOJIMUCH HE CBS3BIBACTCSI C KOHKPETHBIM COOOIICHHEM M MOKET
OBITH TIEpEeHECeHa Ha JPYTroi TOKYMEHT

Kakum TtpeboBaHUSIM TOJDKHA
YAOBIETBOPSITH 3JIEKTPOHHAS
nnhpoBas OJIMUCH?

IMOCJIC TOI'0, KaK JOKYMCHT MOAINMCAaH, €ro HCBO3MOXHO U3MCHUTDH

IIOCJIC TOI'0, KaK JOKYMCHT IOAIINCAH, €I'0 MOKHO U3MCHATH

HOJIIUCH HEPA3PHIBHO CBA3BIBAETCS C JAHHBIM COOOLICHUEM U HE
MOJKET OBITh MIEpEHECeHa Ha JPYTroi TOKyMEHT

HOJMKCh HE CBA3BIBACTCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh TIEpEHECEHA HA JPYTOM TOKYMEHT

Kakum TpeOoBaHUsAM OJDKHA
YIOBIETBOPATh  JJICKTPOHHAS
nudpoBast MOANHUCH?

OT IOCTaBJICHHOM noANMCH HCBO3MOXKHO OTKa3aThbCsa, TO €CThb
Jino, mnoArnucaBaice NOKYMCEHT, HEC CMOKCET IIOTOM YTBCPKAATh,
YTO HC CTAaBHJIO ITIOAIIUCH

moAnUucCh BOCIIPOU3BOANUTCA MHOTUMH JIMIaMH, a4 €€ IIOAJIMHHOCTDb
MOJKET OBITh YAOCTOBEPECHA TOJIBKO OJJHUM JIMIIOM

HOJKCh HEPA3PBIBHO CBA3BIBACTCA C IaHHBIM COOOIIEHUEM U HE
MOJKET OBITh MIEpeHECeHa Ha APYrol JOKyMEHT

HOJNKNCh HE CBA3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBbITH NIEPEHECeHA Ha IPYroi TOKYMEHT

Jlnist 4ero mpeaHa3HavYeH IICHTP
cepTrdUKAIIN KITFoUei?

JUUISL pETUCTpAIi A00OHEHTOB

JUIS U3TOTOBJICHUS CEPTU(UKATOB OTKPBITHIX KITFOUEH

JJI1 BBIACJIICHUA CIICHHAJIbHBIX KaHAJIOB CBA3U aboHeHTaM

AJI XPpAaHCHUSA U3TOTOBJICHHBIX CepTI/I(i)I/IKaTOB

JUId  TOAJEpXaHWS B AaKTyalbHOM COCTOSHUM CIIPaBOYHHUKA
JENCTBYIOINX CEPTUPUKATOB

JUTSI BBIMTYCKA CITUCKA IOCPOYHO OTO3BAHHBIX CEPTHUPHUKATOB

Kak Ha3bIBaeTcs CTpyKTypa B
coctaBe OOJBIIOW CETH CBSI3H,
3aHMMAIOMIAsCS. TEHEPUPOBAHU-
€M KIIIoueld, UX XpaHEHUEM U
apXUBUPOBAHUEM, 3aMEHOMN WU

YCTPOMCTBO pacnpeaesieHus KItouen

LIEHTP 3aKPHITOTO MH(PPOBAHUS

LEHTP pacIpeaeeHus KIHYer
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M3BSITHEM W3 OOpalleHus CTa-
PBIX U HEHYXKHBIX KITFOUei?

LEHTP OTKPBITOTO IIH(PPOBAHUS

KakuMm cBoiicTBaMu  JOJDKEH
o0nagate cepTH(UKAT OTKpPHI-
TOTO KJIto4a?

Ka)/IbIif IOJIH30BATEINb [IEHTPA CEPTUPUKAIINH, IMEIOLIIH JOCTYT
K OTKPBITOMY KJIFOUY LIEHTPA, MOYKET M3BJI€Yb OTKPBITBHIM KIIIOY,
BKJIIOUEHHBIN B cepTudukar

HHU OJIHA CTOPOHA, MMOMHMMO LIEHTpa CepTU(UKALMHU, HE MOKET
U3MEHUTH CEPTHQUKAT TaK, YTOOBI ATO HE OBLITIO OOHAPYIKEHO

71100011 OJIB30BATENb CUCTEMBI MOXKET H3MEHUTH CEpTH(UKAT

KaXKbIH MOJIb30BaTENb LIEHTPA CEPTUPUKALINN, UMEIOIINUN JOCTYI
K OTKPBITOMY KJIKOUY LIEHTPA, MOXKET U3MEHUTh OTKPBITBIA KIIOY,
BKJIIOUEHHBIN B cepTUUKaT

Yrto 00IIEro MMET BCE METO-
Il MA(POBAHUS C 3aKPHITHIM
KIIF0O4oM?

B HUX JUIsI UG POBaHUS WH(OPMAIIUY UCTIONB3YETCS OJUH KITIOY,
a i pacuupoBaHus — IPyron K4

B HUX BXOIHOW IOTOK MCXOJHOI'O TEKCTA NEINUTCS Ha OJIOKH, B
Ka)XZI0M U3 KOTOPBIX BBIIIOJIHAETCS [IEPECTAHOBKA CUMBOJIOB

B HHUX IPOU3BOJIUTCS CIOXKEHHUE CHMBOJIOB HMCXOJHOTO TEKCTa U
KJIF04a TI0 MOJYJII0, paBHOMY YHCITy OYKB B andaBure

B HUX Ui ImudpoBaHus U pacumdpoBaHus HHGOpPMALMN
UCIIOJIb3YEeTCs O/IUH M TOT K€ KITI0Y

Kaxue omepannu mpUMEHSIOTCS
OOBIYHO B COBPEMEHHBIX OJIOY-
HBIX aNropuTMax mudpoBaHus?

BO3BCACHUC B CTCIICHDb

3aMeHa OUT 110 TaOJIUIIE 3aMEH

HaXO0XIACHUEC OCTAaTKa OT ACJICHUS Ha 0oJbIIOE IMPOCTOEC YHCIIO

nepecTaHOBKa OUT

CJIOKCHUC 110 MOYJIIO 2

CuMMeTpruYHbIe METOBI MH(D-
POBaHUS — 3TO METOJIHI ...

mHU(POBAHUS C OTKPBITHIM KIIFOYOM

cxaTust ”HGOpMaIuu

HOMGXOYCTOI\;I‘II/IBOFO KOAWPOBAHUA

MIU(PPOBAHUS C 3aKPHITHIM KITIOUOM

Kak HaspiBaeTcsi cooOlieHue,
[OJIy4YeHHEe IMocje Ipeodpaso-
BaHMs C HCIIOJB30BAHUEM JIIO-
6oro mmdpa?

HUMHUTOBCTaBKOU

KIIFOYOM

OTKPBITHIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HaspIBaeTCs OIHO3HAYHOE
npeoOpa3zoBaHue BXOJIHOTO
MacCuBa [JAaHHBIX IIPOU3BOJIb-
HOW JUTMHBI B BBIXOJIHYIO OHTO-
BYIO CTPOKY (PHKCHpOBAHHOMH
JUTUHBI?

KOJIIIN3U

XeIIupOoBaHHUE

raMMHPOBAaHUC

INepeCTaHOBKA

CJIOKCHUC 110 MOYJIIO 2

Kak HasbiBaetcs (yHKIHSA, KO-
TOpasl Ui CTPOKH IPOU3BOIIb-
HOW JJTUHBI BBIYHCISET HEKOTO-
poe 1enoe 3HaYeHUE MU HEKOo-
TOPYIO JPYTYIO CTPOKY (UKCH-
POBaHHOM JITHHBI?

Kkpunrorpaduaeckast QyHKIus

OJTHOCTOPOHHSIS (PyHKIIMS

Xem-QyHKIHs

dyHKIus Diinepa

(GyHKLNS raMMUPOBAHUS

Kakne TpeOoBaHus TIpEIBsIB-
JSIOTCA K KPUNTOTPadUUECKUM
Xeu-pyHKIHAM?

xeum-(QOyHKIUs ~ JO0JDKHA  OBITh COOOIICHUIO

(UKCUPOBAHHOTO pa3mepa

IIpUMEHUMA K

MPU U3BECTHOM 3HadeHHH xem-pyHkiuu H(M)=m nomkHo ObITh
TPyAHO  (IIPAaKTUYECKHM  HEBO3MOXKHO) HAWTH  MOAXOIAIIUI
npoobpa3z M




Bonpoc Bapuanmur omeema

IpU U3BECTHOM COOOLIEHMH M NOMKHO OBITh TPYAHO HAUTH
npyroe coobuienne M’ ¢ TakuM ke 3HaueHUEeM XelI-(QyHKIHH, KaK
y HUCXOAHOTO COOOIIEHNUS

JUI1  COOOLIEHWM OAMHAKOBOTO pa3Mepa XelI-KOJA  JIOJDKEH
MMoJIy4aTbCd OANHAKOBBIM

xem-(QyHKIUs ~JO0JDKHAa OBITh  NPUMEHMMa K  COOOIICHHIO
(UKCUPOBAHHOTO pa3Mepa

IIpY U3BECTHOM 3HaYeHHHU Xen-pyHkmn H(M)=m 1omKHO ObITh
TPyAHO  (IIPAaKTUYECKHM  HEBO3MOXKHO) HAWTH  MOAXOIAIIUI
npoobpa3z M

IIPU U3BECTHOM COOOIIEHUU M JTOJIKHO OBITh JIETKO HAWTU APYroe
coobuieHne M’ ¢ TakuM K€ 3HAY€HUEM Xel-(QYyHKLUH, KaK Y
UCXOJIHOTO COOOLICHUS

JIOJDKHO OBITH TPYIHO HAWTH KaKylo-THOO Mapy Ccily4aiHbIX
pa3IMYHBIX COOOLIEHUI C OIMHAKOBBIM 3HAaYEHNUEM XeIl-(PYHKLIUU

Kakue TpeOoBaHusS TpeIbsB-
JSIFOTCSA K KPHUITOrpapHUeCKUM
XeI-QyHKITISIM?

JUTSI TTIPOBEPKH IICIOCTHOCTH COOOIIICHUS

JUTSI TIPOBEPKU aBTOPCTBA COOOIICHUS

Uit pOpMUPOBAHUS JIEKTPOHHOMN NU(POBOH TOANUCH
Tt I poBaHms COOOIIICHUI

B KQUeCTBE KJII0Ya NpU MU(PPOBAHUU

s kakux 1eneit npuMensieTcs
XeI-KoJ B Kpunrorpapuu?

Bonpocs! k koMIIekCHOMY 3agaHui0 TK2

1. YTo OTHOCUTCS K CPEJICTBaM HH)XEHEPHO-TEXHUYECKOM 3aIiuThl MHPOP-
MalWU ¥ JJI1 Yero OHU NpeTHa3HA4YEHbI ?

2. Kakue cmocoObl ayTeHTU(UKAIMK MOJ30BaTENe MOTYT MPUMEHSATHCA B
KOMITBIOTEPHBIX CUCTEMAX?

3. B 4uem 3aKi1f04aroTCsi OCHOBHBIE HEJJOCTATKU NApOJIbHON ayTeHTU(PUKALNU U
KaK OHa MOXET OBITh yCUJIeHa?

4. Kakue OMOMETpUYECKHE XAPAKTEPUCTUKH IMOJIb30BATEIE MOTYT MpUMe-
HATbCA 11 UX ayTeHTuukauuu? B yem mpenmyniecTBa nmogoOHOro crocoba mnoj-
TBEPKACHUS NOIJIMHHOCTH?

5. Urto Ha3bIBAIOT ABYX(aKTOPHOU ayTCHTHU(UKAIINECH?

6. B ueM pazHuna Mexay CUMMETPUYHBIMU U aCUMMETPUYHBIMHU KPUIITOIpa-
(dudeckuMu cuctemamu?

7. B uem pa3Huiia Mex 1y MOTOKOBBIMU U OJIOUHBIMH IU(ppaMu?

8. Uro Takoe 35eKTpOoHHAs LU(POBas MOANUCH, KAK OHA MOJIY4YaeTcsl U IpoBe-
psierca?

9. Kaxoga pouib B cuctemax DI pyHknuii xemmpoBanus?

10. Kakyto poJib UCHOJHSAIOT yAOCTOBEpsArONMe NeHTphl? UTo Takoe cepTu-
(uKaT OTKPBITOrO KIIt04a?

11. Kakne nporpaMMsl OTHOCAT K pa3ps1y BPEIOHOCHBIX ?

12. YTo Takoe KOMIIBIOTEPHBIN BUPYC?

13. Kakue cymecTBytOT BUIbl KOMIIBIOTEPHBIX BUPYCOB?

14. B uem pa3HuIila MeX1y 3aTpy309HBIMU U (PaiiIOBEIMU BUpYCaMH?

15. Kak mnpoucxogur 3apaxkeHue M (YHKIMOHMPOBAHUE 3arpy30UHBIX
BUPYCOB?



16. Kakue Tursl (paityioB MOTYT 3apaxkarbcsl paillioBbIMU BUpycamMu?

17. Kak mporcxoIuT 3apa’keHre MpOrpaMMHBIX (haitioB?

18. Tlouemy (paitsipl JOKYMEHTOB MOTYT COAEpPKAaTh BUPYCHI?

19. Kak obOecrneunBaeTcsi aBTOMAaTHYECKOE IMOJIYYCHHE  yIPaBICHUS
MakpoBUpycamu?

20. B uem 3akmouaercs mNpoUIAKTHKA 3apaKEHHs] KOMIBIOTEPHBIMU
BUpycaMu?

21. Kpunirorpaduueckre IpuMUTHBBL. X31I-(QDYHKINS U €€ TIPUMEHEHUS.

Jis Texkymero kourpoJsa TK3:
IIpoBepsieMast KOMITETEHIIUS:

Koz 1 HanMeHOBaHKE KOMITETECHIIUN Kon u naumeHoBaHue uHIMKaTOpa
OIIK-4. Cnoco6en moanMath npuHIUNBI pa- | OIIK-4.2. Brnageer HaBbIKaMu TpUMEHEHUS MUPPO-
00Tl COBPEMEHHBIX MHPOPMAIMOHHBIX TeX- | BBIX TEXHOJOTHHA ISl peHIeHHs 3aaad mpodeccro-
HOJIOTUH U UCTIONIb30BATh UX JJISl PeIICHUS HAJIBHOM JEATEILHOCTH C Y4ETOM OCHOBHBIX Tpe0o-
3a/1a4 MpoheCCUOHATTLHOM NESTSIIEHOCTH BaHMI MH(POPMAITMOHHOM 0€30MaCHOCTH
Tecr
Bonpoc Bapuanmur omeema

pa3paboTKa HOPMATHBHO IMPABOBBIX AKTOB, PETJIAMEHTHUPYIOLIUX
OTHOIIECHMS B UHPOPMALIMOHHOM cepe

CO3/ITaHUE U COBEPIICHCTBOBaHUE crcTeMbl obecnieuenust b PO

K npaBoBbIM MeTOZaM 3alH- | pa3spaGoTKa, HCIONB30BAaHME M COBEPHIEHCTBOBAHHME CPEICTB
ThI MH(QOPMALIUHK | 3aIUTHI IPOLECCOB U IPOrPAMM

OTHOCHTCA: paspaboTtka mporpamm obecriedeHuss b P® u ompenenenue
nopsiika ux (PMHAHCUPOBAHUS

(1)OpMI/IpOBaHI/Ie CHCTCMBbI MOHUTOpPHUHTA nokasarenei u

xapakrepuctuxk Ub PO
Wudopmarnms, ucrons3oBa- npodeccroHaabHas TaiiHa
HHUE KOTopol 6e3 cornacus roCy1apcTBeHHas TaiiHa

CyOBeKTa  MOXKET

MNEPCOHAILHBIC TaHHBIC
HAaHCCTH BpEA C€ro 4YeCTH,

JIOCTOMHCTBY, nenosoii | KOMMEpHUecKas TaiiHa

penyTanun ciy>keOHas TaliHa

B pykoBogsmeM IOKyMeHTE

®CTOK cucreMbl, B KOTO- 1A

pBIX paboTaeT OJMH MOJIb30-
BaTenb, JOMYIIGHHBIH Ko | 11

Bcell oOpabaTbiBaeMON WH-

bopmanmu ypoBHs | 2A
roCyIapCTBEHHOU TalHBbI,
pa3MEIIEHHOM Ha HOCHUTENSX | 3A
OJIHOTO YpOBHS

KOH(PUACHITMATHPHOCTH — OT- 3B
HOCSITCS K TPYIIIE

K mpaBoBBIM MeTOaM 3alli- | CO3/JaHUE H COBEPIICHCTBOBaHHE cucTeMbl obecniedenus b PO

ThI I/IH(i)OpMaHI/II/I pa3pa60TKa, HCIIOJIB30BAHUEC W COBCPHICHCTBOBAHUC CPCIACTB
OTHOCHUTCA 3alIUTEI IPOLUECCOB U MPOIrpaMm
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BHECCHHE M3MCHEHHU M JOIIOJHEHHMI B 3aKOHOJATEIHCTBO P,
perynupymoIinre oTHOIIeHus B obnactu obecneuenus b

pa3paboTtka mporpamm obOecrniedenusi b P® u ompenenenue
nopsiika ux (PMHAHCHPOBAHUS

(GopMupOBaHHE  CHUCTEMBl  MOHMUTOPHMHIA  TIOKazaTeled U
xapaktepuctuk b PO

B pyxoBoasiiemM 1OKyMEHTE

®CTOK cucrembl, B KOTO- 3A

PBIX pabotaer

HECKOJIBKO  TIOJIB30BATENCH, | 5 A

KOTOpbIE UMEIOT OJJUHAKOBBIE

IpaBa JOCTyla KO BCEW WH-

bopmarn yposus | 1A

roCyIapCTBEHHOU TalHBbI,

oOpabaTbIBaeMOi W/WiK Xpa- 3B

HUMOM Ha HOCHUTEIAX pas-

JUYHOTO YPOBHS

KOH(QUIEHIIMAIBLHOCTH — OT- | 1|

HOCSTCS K TpYyIIe

K OPraHu3aIMOHHO-
TEXHUYECKUM METo/IaM
3aLUTBI UHpOpMaIH
OTHOCHTCS

CO3/IaHME U COBEPIIECHCTBOBaHMUE CUCTeMbI oOecrieuenus: b PO

pazpaboTtka mporpamm obecrniedenuss b P® u ompenenenue
nopsiaka ux (uHaHcupoBaHus; 3. (OPMUpPOBAHHE CHUCTEMBI
MOHUTOPHUHIA NTOKa3arenen u xapakrepuctuk b PO

YTOYHEHHUE CTaTyca MHOCTPAaHHBIX MH(POPMAIMOHHBIX areHTCTB,
CMMU u xypHaJIUCTOB

B pykoBopsiiemM 1OKyMeHTe
DCTOK
MHOT'OITOIB30BATENLCKUAE CH-

CTEMBI, B KOTOPBIX
OJTHOBPEMEHHO 00pabaThiBa-
ercs W/nnm
XpaHUTCS uHpopmarus
pa3HBIX YpOBHEHN
KOH(HIEHIIMAIBbHOCTH 10
rpudpa  «Ocobo  BaxKHO»

BKJIFOUUTEIBHO, TIPHYEM pPa3-
JWYHBIE TIOJIE30BATEIN HMe-
IOT pa3lIMYHbIC MpaBa Ha
JOCTYT K MH(pOpMauu — OT-
HOCATCS K TpyIIe

1b

2b

3A

1A

1B

3anuuiaeMple TOCyAapCTBOM
CBEJICHHUSA, PACIPOCTPAHECHUE
KOTOPBIX MOXET HaHECTH
ymepo PO

npodeccuoHanbHas TaiiHa

roCcylapCTBEHHAas TaliHa

NEPCOHAIBHBIC JaHHBIC

KOMMCPYCCKaAsA TaliHa

ciyxeOHas TaiiHa

B pykoBogsmiem n0KyMeHTe
OCTIK
MHOT'OIIOJIb30BaTEILCKUE CH-
CTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

1b

2b
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oOpabaTtbIBaeTCs n/m
XpaHUTCS uHpOpMAITHS
pa3HbIX YPOBHEM
KOH(HICHIIMATLHOCTH 10
rpuda «CexkpeTHO»
BKJIFOUUTENIBHO, MPUYEM pPa3-
JUYHBbIE TOJB30BaTEIN HMe-
10T pa3UYHbIE MpaBa Ha JI0-
CTyn K WH(OpMAIUU — OTHO-
CSITCS K TPYIIIE

3A

1A

1B

K sxoHoMuueckum METOJaM

pa3paboTtka mporpamm obecneuenuss Ub P® u ompenenenue
Hopsiika ux (PUHAHCUPOBAHUS

YTOYHEHHUE CTaTyca MHOCTPAaHHBIX MH(POPMALMOHHBIX areHTCTB,
CMMU u )xypHaAINUCTOB

3aIUTEI WHpOpMAIAN - -

OTHOCHICS BHECEHUE M3MCHEHUH M JIOMOJHEHHH B 3aKOHOAATEJILCTBO PD,
peryaupyroIye oTHOIeHus B obiaactu obecrieuenus b
dbopMUpOBaHHE  CHCTEMBl  MOHHUTOPWHIA  TIOKa3aTeled M|
xapakrepuctuk b PO
npodeccroHanbHas TaliHa

Nudopmaryst peacTapisiio- | TOCyIapCTBEHHAs TaiHa

mas CEeKpeT | IEPCOHANIbHBIC IaHHbIC

IIPOU3BOJCTBA(HOY-Xay), 3T0 | KOMMepUecKas TaliHa
cimy>keOHas TaiiHa

B pykoBossiieM 10KyMeHTE

OCTOK 1b

MHOTOTIOJIE30BATENbCKUE CH-

CTEMBI, B KOTOPBIX

OJIHOBpeMEHHO obpabarpiBa- | 117

ercs w/unm

XPaHUTCS uHbopMaIys

pa3HbIX ypoBHeii | 3A

KOH(HUICHIINATLHOCTH B TOM

qucie [TepconanbHble

JaHHbIE, TPUYEM pas3iudHbie | 1A

M0JIb30BATEIH UMEIOT

pa3nu4HbIe TpaBa Ha JOCTYII

K uHpopmanuu — otHocsTcs | 1B

K rpymnmne

K CBEICHUSIM
KOH(HUICHITHATLHOTO XapaK-
Tepa, COMVIACHO YyKazy Ipe-
3ugeHTa pd or 6 mapta
1997 1., oTHOCSATCA

UHPOPMAIIUS O PACTIPOCTPAHEHUH MIPOTPAMM

UH(POpPMALKS O JULEH3UPOBAHUH POTPAMMHOTO 00ECIICUCHHUS

uHpOpManus, pa3menaemas B razerax, IHTepHere

MEPCOHAILHBIC JTaHHBIC

JINYHAas TaliHa

OtTHoWICHUs, CBSI3aHHBIE C
00paboTKOM  TMepCOHATBHBIX
JaHHBIX, PEryJIHPYIOTCS 3a-
KOHOM. ..

«O06 nnpopmanmu, vHHOPMAITMOHHBIX TEXHOJIOTHSIX)

«O 3ammre uHPOPMALTUID»

(DeﬂepaJ'IBHBIM 3aKoHOM «O NEPCOHAIBHBIX TaHHBIX)

®enepanbHbIM 3aK0HOM «O KOH(UIEHITHANTBHON HH(BOPMATTHIDY

«O06 yTBepKIEHUH TEPeYHs] CBEACHUN KOH(UACHIMAILHOTO
XapakTepa

JIeHcTBHs C NEPCOHATBHBIMU

HCITPABJICHUE NEPCOHAIBHBIX JaHHBIX
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JAHHBIMU (COTJIACHO 3aKOHY),
BKJTFOYAst coop,
CHCTEeMaTH3aIINI0, HAKOTIJIe-
HUE, XpaHEHUe,
UCTIOJIb30BAaHUE, PACIIPO-
CTpaHEHHUE M T. JI 3TO:

pa60Ta C ICPCOHAJIbHBIMU JaHHBIMU

npeo6pa30BaHHe NEPCOHAJIbHBIX TAHHBIX

00paboTKa MepCcoHaTBHBIX JaHHBIX

N3MCHCHHUC NNCPCOHAIbHBIX TaHHBIX

[ewictBus, B  pesyiprare
KOTOPBIX HEBO3MOKHO
OIIPENIEIUTh TPUHAICHK-
HOCTb ITIEPCOHAJIbHBIX
JAHHBIX
KOHKPETHOMY CyOBEKTy
NIEPCOHAJIBHBIX JaHHBIX

BBIJACIICHUC IIEPCOHAJIBHBIX TaHHBIX

obecneyenne 0€30MacHOCTH MEPCOHAIBHBIX TaHHBIX

neayTeHTU(UKAIUST

JI€aBTOpU3aLIUA

JeTiepCOHU(pUKALINST

HepCOHaJ'II)HLIe JaHHBIC 3TO

mo0ast uH(oOpMalMs, OTHOCSIIAsCd K ONPENeICHHOMY MM
OIIpeIeTIEeMOMY Ha OCHOBAaHUH TaKOH HH(OpMALUH (PU3HIECKOMY
ATy

(1)aMI/IJ'II/I$I, UM, OTYCCTBO (1)I/I3I/I‘IGCKOFO JIMIa

r'0JI, MECSII, IaTa U MECTO POXKICHHUS, aapec (PU3NIECKOTOo JIHIIA

aZipec MPOKUBAHUS (PU3UYECKOTO JIUIIA

CBEICHUS O  CeMEHHOM,
MOJIOKEHUU YeJI0BEKa,
«1poeccruoHalIbHas TAaHHa»

COIMaJIbHOM, HMYHICCTBECHHOM
COCTaBJIAOIIHNE TIOHATHC

Odenepanbubii 3akoH «O0 HH-
¢dbopmaunu, nHpOpMATU3ALNN U
3amuTe MH(GOPMAIMM) HaIpas-
JIeH Ha!

peryiupoBaHUe B3aUMOOTHOIICHUI B WH(POPMAIMOHHON cdepe
COBMECTHO C TPaKJIaHCKUM KOJeKcoMm PD

perynupoBaHie B3aUMOOTHOILICHHH B rpa)1aHCKOM o01ecTBe PO

perynupoBaHue TpeOOBaHU K paOOTHHKAM CITyKO, padoTaronuX
¢ uadopmanui

dopMupoBaHre HEOOXOAMMBIX HOPM H TIPaBWI pPabOTBHl C
uHpopmanuen

dbopMHupoBaHNEe HEOOXOAUMBIX HOPM W TIPABWJI, CBSI3aHHBIX C
3alIUTON JeTei oT uHpopMaru

IIepconanbHbBIMU
BIIQJICIOT:

JaHHBIMHA

roCyIapcTBO

Ppa3JInYHbIE YUPEKICHUS

rocyaapcrBeHHas Jlyma

)kurenu Poceniickon Penepanyun

MCIUKO-COIMAJIBbHBIC OpTraHU3allun

®denepanbHblii 3akoH "OO0 WH-
(dhopmarum, MHPOpPMATH3ANUN U
3anTe uHpopMaIuu" Jgaet or-
peneneHne HHPOPMAIIH:

TCKCT KHUTH HUJIK ITMCbMa

CBEJICHUS O JIUIAX, MpeamMeTax, (pakTax, COOBITUAX, SABICHUIX U
mpolieccax He3aBUCUMO OT (DOPMBI UX TIPEACTABICHHS

CBCJCHUA O ABJICHUAX U ITpoLECCax

¢axThl 1 uaeu B popMann30BaHHOM BHE

MIUPPOBAHHBINA TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

VYkaxure HOPMAaTUBHO-
MPaBOBOM aKT, B KOTOPOM
packpbIBaeTcs MIOHATHE

«uH(popManmonHas 6e3ormac-
HOCTB

3akon Poccwuiickoii @eneparuu ot 27 nexadpst 1991r. Nel1224-11
«O cpencTBax MaccoBOM HHGOPMAITUL

®denepanbHbIT 3akoH or 27.07.2006  Nel49-®3  «O06
nHOpManyy, WHPOPMAIMOHHBIX TEXHOJNOTHAX W O 3aIluTe
uH(pOpMaIN)

JOKTpHHA UH(OPMAIIMOHHON 0€3011aCHOCTH

BCC OTBCThI BCPHLIL

3akoH poccuiickol deaepanyn

1982
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«O TOCYymapCTBEHHOW TaiHE»
OBLT MPUHAT B CICAYIONIEM TO-

ny

1985

1988

1993

2005

Bribepute, MOXHO M B Ciy-
XKEOHBIX LEJAX HCIONb30BaTh
ANIEKTPOHHBIN ajipec (TIOYTOBBIH
SIUK),  3aperUCTPUPOBAHHBIH
Ha OOLIENOCTYIHOM IIOYTOBOM
cepBepe, HanmpuMep Ha mail.ru

HCT, HC IIPHU KaKUX 00CTOsATEILCTBAX

HET, HO U1 OTIIpaBKHW CPOYHEBIX U 0c000 Ba)KHBIX ITHCEM MOXKHO

MO3KHO, €CITU M0 HEeMY I0JIb30BaTeNb OyAeT mnepechiiarh HHPOP-
MaIUIo, He COIepPIKAIYIO CBEACHH KOH(UICHIINAILHOTO XapaK-
Tepa

MOYKHO, €ClIM MH(POPMALUIO MPEIBAPUTEIBHO 3aapXUBUPOBATH C
IIOMOIIBIO IIPOTPAMMBI Winrar ¢ napoJyieM

MOXHO, €CIIH IPyTUX CHOCOOOB 3JIEKTPOHHOM Nepeaadyy JaHHBIX
Ha NPEANpUATUN WIN y N10JIb30BATENS B HACTOSAIIMI MOMEHT HET,
a MH(pOPMAIHIO HY>KHO IIEPEecsIaTh CPOYHO

MoxeT 1M COTPYIHHK OBITH
NPUBJICYCH K YTrOJOBHOH OTBET-
CTBEHHOCTH 3a HapyLICHUs Ipa-
BUIT nH(pOpMaTMOHHOH
0€301acHOCTH MPEANPUITHS

HET, TOJIBKO K aZ[MHHI/ICTpaTHBHOﬁ OTBETCTBCHHOCTH

HCT, €CJIN 3TO I'OCYAAPCTBCHHOC MPCANIPUATHC

na

Jla, HO TOJIBKO B ClIydae, €CIIM JCUCTBUSA COTPYJHUKA HAHECIU
HEIOIIPABUMBIHN BpE]

Ja, HO TOJIBKO B CJIy4ac OCO3HAHHBIX HCTIPABOMOYHBIX IIGI>'ICTBPII>'I
COTpYIHHUKA

B nmanHOM ciydae cOTpyIHHUK
YUPEXKIEHHUST MOXET OBbITb HpH-
BJ€UYEH K OTBETCTBEHHOCTH 3a
HapymeHus HpaBuil HHOOpMa-
LUOHHOHN 0€30MacHOCTH:

BbIX0[ B VIHTEepHeT 6€3 pa3pelieHus afMHHUCTPaTopa

IIPY YCTaHOBKE KOMITBIOTEPHBIX UIP

B CJIy4asdX YCTAHOBKHU HCIIULCH3NOHHOT'O I10

B CIIy4yae He BbIX0/1a U3 UH()OPMAITHOHHON CUCTEMBI

B 1r000M ciryyae HENPaBOMOYHOT'O UCIIOJIb30BaHUS
KOH(UIeHIIMAIbHON HH(pOpPMAIMU NPU YCIOBUM MHCbMEHHOI'O
NpEayPEXAECHUS COTPYIHUKA 00 OTBETCTBEHHOCTU

3a npaBoHapyIIeHUs B cepe
nHpopmalmu, “HpopMaiu-

OHHBIX TEXHOJIOTHI 51
3aIATH UH-
dbopmaryu MaHHBIA BUJ

HaKa3aHUg Ha CETOHSIIIHUN
JICHb HE NPEAYCMOTPEH:

JAUCHUIITIMHAPHBIC B3bICKAHU A

aJIMUHUCTPATUBHBIN mTpad

YTrojoBHas1 OTBETCTBECHHOCTDb

JIMIIICHUC CBO6OI[LI

CMCPTHAA Ka3Hb

Wudopmarueii, cocraBisionici
KOMMEPUYECKYI0 TaliHy, BIaje-
10T

rocyapcTBO

Ppa3JInYHbIE YUPEKIACHUSA

rocyaapcreHHas Jlyma

rpaxnaane Poccuiickoit @eaepanuun

MCIUKO-CONAJIBHBIC OpTraHU3allun

Wudopmarueit, cocrapisorien

rocyIapcTBO

TOJIBKO 06pa3OBaT€J'ILHLIe YUPCIKACHU

roCyZapCTBEHHYIO TaiiHy, | ToJbKO Ipe3uauyM BepxosHoro Cosera PO
BJIAAECIOT: rpaxzaane Poccuiickoit @enepauuu
TOJIBKO MUHUCTEPCTBO 37paBOOXPaHEHUS
rocyAapcTBO
Brnagensuem  uHoOpmanmu | KOMMEpYECKast OpraHu3aIus
MepBOM KaTEeropuu | MyHHUITUIIAJIBHOE YUPEKICHUE
SBJISIETCA. . . 000 TpakIaHUH

rpynmna Juil, UMEIONIHX o0I11ee Ae10
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IMPOCTHIC JTFOAN

Bnagensuem  uHdopmanmu | TOCYyIapCTBO

BTOPOH KaTeropuy | KOMMepuecKas OpraHu3arys

SIBJISICTCAL. . . MYHHIIUIIATIBHOE YUPEKICHHE
HEKOMMEpUECKast OpraHu3aIus
JIFOTA

Bnagenbuem  unHdopmanmu | TOCYy1apCTBO

TpeTheit KaTeropuy | MyHUIIUNAIBHOE YUpexIeHHe

SIBIISICTCHL. . . yUpexKICHUE
HEKOMMEpUECKasi OpraHu3aIus

OcCHOBHBIM HOPMAaTHBHO- | CTparerus HallmOHAIbHOU O6e30omacHocTH PO

MPaBOBBIM JIOKYMEHTOM, 3a-
HIAIIAOIIAM npaBa,
cBO0OOBI U OE30IIaCHOCTD Ye-
J0BEKa B CHCTEME
WHGOPMAIIMOHHBIX ~ OTHO-
meHui, B PO apnsercs

@3 "O rocynapcTBeHHOM TaiiHe"

KOHCTUTYyLUA

erHOBHLIﬁ KOACKC

IOKTprHa nH(popMamoHHoM 6e3onacHoctu PO

CoBOKYNHOCTh  O(HIIHATBHBIX
B3TJISJIOB  HA LEiH, 3a/ayd,
MPUHIUIIEI W OCHOBHBIE Ha-
MpaBlIeHUs] OOecreYeHns WH-
(hopMaIMoHHOi 0Ee30MacHOCTH
P® npencrasnenst

B /[okTpuHe nH(opMannoHHou 6e3omnacHoct PO

B Konuenuu HaumoHanpHo# 6e3onacaoctu PO

B Koncturynuu PO

B buine o Hag3ope 3a JaHHBIMU

B @3 P® "OO6 undopmarum, "HGOPMALMOHHBIX TEXHOJIOTHIX U O
3amute nHpopmaun"

Ha wmexnyHapogHOM ypOBHE
npeaesbl BMEUIATeNbCTBA B Ya-
CTHYIO JKH3Hb CO CTOPOHBI I'O-
CyapcTBa U JIPYTHUX CYOBEKTOB
OTIpEIeNICHBI

3aKOHOM O TalHe YaCTHOM HHpOpMaIK

cranaapToM ISO 15408

OpaHKEBOW KHUTOI

OeKJapalliei mpap 4eioBeKa

OMJIIIEM O HaA30pC 3a JaHHbIMU

[pectymienusiM B cdepe KoM-

NBIOTEPHOH  WHpOpPMAUH B
VYronoBHOM KOJZIEKCe
MIOCBSILASIETCS

2liaBa

paznen

CTaTbsa

ITyHKT

qacCTb

CraHOBIIGHUE OTCUECTBEHHOTO
3aKOHOJIATENILCTBA o
nH(pOpMaATH3AITIN TIPOU30IILIO

B KoHIle 60-X IT

B koHIle 70-x T

B KoHIle 80-X IT

B Hauaie 90-x T

B Hauaje 70-x IT

3ammra KOMITBIOTEPHOMN
(dbopmauuu BBeICHA. . .

HH-

CEeMENHBIM KoJiekcoM PO

Koncturynuei PO

I'paxnanckum kogekcom PO

YronoBHBIM KojekcoM PD

Uto mpencraBiser coboO IOK-
TpuHa WHGOPMAIMOHHON 0e3-
onacHoctu PO?

HOPMAaTHUBHO-IIPABOBOM KT, yCTaHABIMBAIOIINN OTBETCTBEHHOCTh
3a MpaBoOHapyLIeHUs B chepe MHPOPMALMOHHON 6€3011aCHOCTH

dbenepalbHBIN 3aK0H, PETYJIUPYIOIINI MPaBOOTHOIICHHS B 00J1ac-
TH UH()OPMAITMOHHOM 0€30MacHOCTH
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1eseBas mporpaMMa pa3BUTHS CUCTEMbI HHPOPMAIIMOHHON 0€30-
nacHocTu PO, mpencrasistonias co60i mociae10BaTeIbHOCTh CTa-
AN U 3TAIOB

COBOKyHHOCTI) 0(1)I/IHI/IaJ'ILHI)IX B3TJ1A0B Ha LIS, 3aJa4H, HpI/IH-
IIUIIBl U OCHOBHBIE HAIPaBIIEHUs o0ecnieueHns HH(OPMALIMOHHON
6e3onacHocTH Poccuiickoit denepanyn

OxpaHa mepCcOHATBHBIX [JaH-
HBIX, TOCYJapCTBCHHOH, CIy-
XKEeOHOH M Jpyrux BUAOB HH-
(hopMarui OrpaHUYEHHOTO J10-
CTyIIa 3TO

3anuTa nHQOpMauu

KOMITBIOTCpHAA 0e30MmacHOCTh

3alUIIEHHOCTh HH(OPMaIIH

3aIUIIEHHOCTH MOTpeduTenel nHhopMauu

0€30MaCHOCTh JaHHBIX

JlokymeHnTrpoBanHass ~ UHQOP-
Malus, OOCTYIl K KOTOPOH Or-
paHMUYMUBAETCA B COOTBETCTBUU
C 3aKOHOJATEIBCTBOM P®

roCcyJJapCTBEHHAas TaliHa

KOMMEpYECKas TaiiHa

OaHKOBCKas TailHa

KOH(UACHIIMATbHAS HHPOpMAIHS

CooTHecuTe TNPUHIMIIBI  HH-
(hopMaImoHHOW 0E30MacHOCTH,
omnpejelieHHble  ['ocTexKoMuc-
cuei

1. mpUHIUIT CUCTEMHOCTH

2. IMPUHIUIT KOMITTIEKCHOCTH

3. MPUHIUIT HCTIPCPBIBHOCTH 3alIUThI

4. ruOKOCTb CUCTEMBI 3aIUATHI

5. pa3zyMHas J0CTaTOYHOCTb

1. mpaBUIIbHO BBIOPATh TOT JOCTATOYHBIA YPOBEHb 3aLUTHI, IPU
KOTOPOM 3aTpaThl, PICK U pa3Mep BO3MOXKHO ro ymiepoa Oblii OB
PUEMIIEMBIMU

2. HETIPEPBIBHBIH TIeJICHANPABICHHBIN MPOLIECC, TPEAOIArAOIIUIA
MPUHATAE COOTBETCTBYIOIIMX MEp Ha BCEX dTanax >KH3HCHHOTO
mukiaa AC

3. mpeanojaraeT COrjlaCoBaHWE Pa3HOPOJHBIX CPEACTB MIpPH IO-

CTPOEHUHU LIEJIOCTHOW CHCTEMBI 3alMThI, MEPEKPHIBAIOIICH BCe
CYLIECTBEHHBIE KaHAJIbI peAIM3alMU YTPO3 U HE COJIEpIKaILeH clia-
OBIX MECT Ha CTBIKAaX OTACJbHBIX €€ KOMIIOHEHTOB

4. ocBoOoxaaet Brnagenbia AC oT HEOOXOAUMOCTH MPUHSATHS
KapJAMHAIBHBIX MEP MO MOJHON 3aMeHe CPECTB 3allUThl HA HOBBIC

5. mpearnonaraeT HEOOXOAMMOCTh y4eTa BCeX B3aMMOCBS3aHHBIX,
B3aMMO/JICHCTBYIOIINX U U3MEHSIOIIUXCSI BO BPEMEHH JIEMEHTOB,
yCIIOBUH U (PaKTOPOB

ConepxaHue W CTPYKTypa 3a-
KOHOZATEJIbCTBA B 00JIACTU WH-
¢dopmanmoHHOl 0e30macHOCTH
BKJIFOYAeT

Konctutynus Poccuiickori @enepanuu - HopmaTuBHO-IIpaBOBbIE
akthl (Ykasnl) IIpesunenta Poccuiickoit @enepanuu - [Tonzakon-
Hble akThl [IpaBurenscTBa Poccuiickoit @enepanuu - Genepaiib-
HEIE 3aKOHBI - Koaekchl

Konctutynusa Poccutickoit @enepanuu - HopmatuBHO-IpaBOBbBIE
akthl (Ykassl) [Ipesunenta Poccuiickoii @eneparmn

ITon3zakonubie akTel [IpaBurenscrBa Poccuiickonn denepauuu -
®enepanbHble 3aKOHBI - KOJIEKChI

HET BEPHOI'O OTBETA

3aKkoHO4ATEILCTBO POCCUICKOI
Oeneparun 00 WHGOPMAIIHH,
UH(POPMAITMOHHBIX TEXHOJIOTH-
SX M O 3aImuTe WHpopManuu

denepanbHOro 3akona «O6 nHpopmau, THPOPMALMOHHBIX TEX-
HOJIOTHSIX M O 3alIuTe MH(pOpManum» U Apyrux ¢enepaibHbIX 3a-
KOHOB, PETyJIMPYIOIIUX OTHOIIEHUS B OOJACTH HCIOJIH30BAHUS
nH(pOpMaIUH
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COCTOHUT U3

denepanbHOro 3akoHa «O MepcoHaIbHBIX TAHHBIX» U APYTUX (Pe-
JEpaTbHBIX 3aKOHOB, PErYJIUPYIONINX OTHOIICHHUS B 00JIacTH HC-
MOJIb30BaHUs UHPOPMALIUN

denepanpHOTO 3aK0HA «O KOMMEPUYECKOH TaifHe» U APYTHX (ere-
PaJbHBIX 3aKOHOB, PETYJIHPYIOIIUX OTHOIICHHS B OOJNIACTH HC-
HOJTb30BaHMS HH(POPMAIUU

denepanbHoro 3akoHa «O TOCYJapCTBEHHOH TalHE» M Jpyrux
(denepanbHBIX 3aKOHOB, PErYJIHMPYIOLUIMX OTHOIICHUS B 00JacTu
UCIIOJIb30BaHUs MH(OPMAIHH

[IpenMeToM TpaBOBOrO pery-
TpoBaHus B obmactu wHDOP-
Malyy, HHPOPMAIMOHHBIX TEX-
HOJIOTUH W 3alUThl MH(OpMa-
UM SBISIFOTCS

OTHOIICHMS, BOSHUKAIOMIUEC TOJBKO IMTPU OCYHICCTBJIICHNHU IIpaBa HA
TIOUCK, TIOJTy4CHHE, Iepeiady, IPOU3BOJICTBO U PACIPOCTPAHCHHUE
nH(bOpMaIUH

OTHOIICHM:, BOSHUKAIOIIUEC TOJIBKO IPU NPUMCHCHHUU I/IH(l)OpMa-
IIHUOHHBIX TEXHOJIOTHI

OTHOIICHUSI, BO3HUKAIOIINE TOJBKO MpPU OOECTIEYCHUH 3aIINTHI
uHpopmarmu

OTHOILEHUs, BOSHUKAIOIIKE [IPU OCYLIECTBICHUY IIPaBa Ha IIOUCK,
IIOJIyYEHUE, Iepenady, MPOU3BOJACTBO U PAaCIHPOCTPAHCHHUE HH-
dopmanuu; mpu TPUMEHEHUH HH(OPMAIIMOHHBIX TEXHOJIOTHIA;
npy 00eCTIeYeHNH 3aIIUTHI HHPOPMALIUU

B crpykTypy rocyaapcrBeHHON
CHCTEMBI 3alIUThl MH(OpMaLUU
P® Bxomdar

OCb PO

MB/I P®

OCTOK

OCHH

HopmatuBHO-1IpaBoBOil axT -
310

MPABOBOM aKT, MPHUHSTHIN MOJTHOMOYHBIM Ha TO OPraHOM H CO-
JepoKallluid MPaBOBbIE HOPMBI, T. €. MPEANUCAHUs OOIIETO Xapak-
Tepa U MOCTOSTHHOTO JEHCTBUS, paCCUUTAHHBIE HA MHOTOKPATHOE

pUMEHEHHE

MIPaBOBOM AKT, MPUHATHIA MOJHOMOYHBIM Ha TO OPraHoOM M CO-
JiepKalliil IpaBOBbIE HOPMBI, T. €. MpeINUcanus OOIIero xapak-
Te€pa U MOCTOSIHHOTO JEHCTBUSI, PACCUMTAHHBIE HA OJHOKPATHOE
pUMEHEHNE

HET BCPHOI'O OTBETA

Kak HaspiBaeTcs 3akoH, pery-
JTUPYIOIIAN AEATENbHOCTh TO-
CyapCTBEHHOM TaliHbl Ha Tep-
puropuu PO

O xoMMepUecKo TaliHe

O rocynapcTBEeHHOM TaiiHe

O ciyxeOHOM TaitHe

O BpaueOHOII TaiiHe

CyOBeKT mepcoHaNBHBIX OaH-
HBIX 00JagaeT npaBamMu

Ha JOCTYI K CBOUM IIE€PCOHAJIBHBIM JdHHbBIM

BO3paK€HUE MPOTUB MPHUHATHS PEUICHUN HCKIIOYUTEIBHO Ha OC-
HOBAaHUU AaBTOMAaTH3UPOBAHHON 0OpabOTKM MEPCOHAIIOM JAaHHBIX,
MOPOKIAIOUINX IOPUIANYECKUE TOCIEICTBUS B OTHOLIEHUU CYyOB-
€KTa WIM UHBIM 00pa30oM 3aTparuBarolIUX €ro NpaBa U 3aKOHHbIE
UHTEPECHI

0o0’KaJIoBaHueE IeHCTBUN MU Oe3/1eliCTBUI

BCPHLI BCC BAPUAHTLL

IIpaBoBoe peryanpoBaHue OT-
HOILIEHUH B 00JIACTH HCIOJB30-
BaHUS 3JEKTPOHHOU IM(PPOBOH
MTOAITMCH OCYIIECTBIIIETCS B CO-

I'paxnanckum konekcom Poccutickoit denepannu

®denepanbHbiM 3akoHOM "O0 MHpOpManmu, WHPpOPMATH3ANHN U
3amure nHPopmanuu'"
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OTBCTCTBHUHU C

®enepanbHbM 3akoHOM "O cBszn"

BCPHBI BCC BAPUAHTLL

Yro W3 TMEepevHcIeHHOTO He
BXOJIUT B IIEPBBIN YPOBEHH Ipa-
BOBOro obOecrieueHuss uHGopma-
LIMOHHOK 0€30MacHOCTH

Koncrurymus PO (cT. 23, mpaBo Ha TaliHy IEPETTHCKH )

I'paxmanckuii kogexe PO (cr. 139, Bo3MmenieHne yOBITKOB OT yTe-
YeK)

®denepanbHblil 3ak0H "O rocyjapcTBEHHOH TaliHe"

ITocranosnenus [Ipasurenscrea PO

N3 CKOJIBKUX ypPOBHEH COCTOUT
mpaBoBoe oOecriedeHue WH-
(hopMarmoHHOM Oe30macHOCTH

JIBYX YPOBHEU

TpPEX YPOBHEU

YeThIpeX ypOBHEH

IISITH YPOBHEN

[lepeueHsr BHIOB NEATEIHHOCTH
B oOmactu 3ammMTel HUH(OpMa-
MU, Ha KOTOPBIE BBLIAIOTCS
nuien3uu, ompezaened Ilocra-
HoBieHueM llpasurenscrtBa PO
"O NUUEH3UPOBAHUU OTAEIb-
HBIX BHUIOB AEITEIHLHOCTH'" OT
24.12.94 Nel418 k HUM, B YacT-
HOCTH, OTHOCHTCSl pa3paboTKa,
MIPOM3BOJCTBO, pealu3aius u
CEPBUCHOE 00CITy)KHBaHUE

U (POBATIHHBIX CPEJICTB

3aIIUIIEHHBIX CHCTEM TEJIEKOMMYHHUKAITUH

IIPOTrPaMMHBIX CPEJCTB

CHICHHUAJIBHBIX TCXHUYCCKUX CPEACTB 3aINUTHI I/IH(l)OpMaIII/II/I

MOoArOoTOBKA U NCPLCIOATOTOBKA KaApPOB

BCC BCPHBI BAPUAHTLIL

3aKoHOATeNFHON U HOPMAaTHB-
HOW 0a30f JNHIECH3UPOBAHUS U
ceprudukanmu B oOmacTu 3a-
IATHl MHGOPMAIMU  SBIISIOTCS
3aKOHbI PO

0 rOCyIapCTBEHHOW TaliHE

0 TEXHUYECKOM PETyJIUpOBaHUH

O JIMICH3NPOBAHNU OTACIIbHBIX BUAOB ACATCIIBHOCTH

0 3allMTe MpaB NoTpeduTeneH

BCE€ BEPHbI BAPUAHTHI

[lepeveHs BHOOB AEATENHEHOCTH
B 00nacTH 3amuThl MHOpMa-
UM, Ha KOTOpPbIE BBLIAIOTCS
auneH3un, onpexaeneH Ilocra-
HoBjieHueM llpaBurensctBa PO
"O IUIEH3WPOBAHUN OTHEIb-
HBIX BHIOB JAeATEIbHOCTH" K
HUM, B YaCTHOCTH, OTHOCHUTCS
pa3zpaboTka, TPOM3BOJCTBO,
peanm3anis W CEepBHUCHOE 00-
CITy’KMBaHHE

HIPPOBATBHBIX CPEJCTB

3allMUIICHHBIX CUCTCM TGHGKOMMYHI/IKB.I_II/Iﬁ

MIPOrPaMMHBIX CPE/ICTB

CHICHHUAIIBHBIX TCXHUYCCKHUX CPCACTB 3allIUThI I/IH(i)OpMaI_[I/II/I

BEPHBI BCE BApUAHTHI

Kakue xareropum mnepcoHalb-
HBIX IaHHBIX Belaemsier @3 “O
MEPCOHANIBHBIX TaHHBIX ?

JINYHBIC

0O0IIIeTI0CTYTTHBIE

¢busHoNornUecKue

CIICIIMAJIBHBIC

OnoMeTpuYecKue

B kakux cimydasx omeparop He
00513aH yBEIOMJISITh PETYISATOPa
00 00paboTKke TMepCOHAIBHBIX
TaHHBIX?

€CJIM JaHHbBIE BKITIOYAOT B cebst DU O, TenedoH u pa3mep okiiaaa

C€CJIN OIl€paTopa CBA3BIBACT C CY6’[>CKTOM TPYAOBBIC OTHOLICHUS

€CJIA JaHHbIE BKIIIOYAIOT B ce0s Toiibko PO

€CJIM JTaHHBIE KacaloTCs 3/I0POBBS CyOBhEKTa

€CJIM JAHHBIE KacaroTCsl CEMEHHOM KU3HU CyObeKTa
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€CJIM TaHHBIE HEOOXOAUMBI /ISl OJTHOKPATHOTO MPOITyCKa Ha Tep-
PHUTOPHIO OTlepaTopa

Bribepure ciaydanm oOpaboTku
NEPCOHAIBHBIX JAaHHBIX, KOI'Ja
oreparop He 00s3aH MONIy4aTh
MMICEMEHHOE COTJIache CyOBeK-
Ta Ha 00paboTKY:

OpOHUPOBaHUE TOCTHHUIIBI TYPUCTUICCKON PrpMOit

rnepeagada JaHHbIX TPETHUM JIMIaM

€CIT MEXKIY OTIEPaTOPOM U CyOBEKTOM €CTh IOTOBOP, PEayCMaT-
puBaromuii 06padoTky I1/1

JIOCTAaBKa IIOYTOBBIX COOOIICHUN

OpraHu3aIs COCTaBIsIET 0a3y JaHHBIX CBOMX KJIMEHTOB, C YKa3a-
aueM OUO, TenedoHOB, aIpecOB U 3aHUMAEMBIX JTOKHOCTEH

Kakoifi HOKYMEHT COIEpKHUT B
cebe cTpareruyeckue Haluo-
HaJbHBIC MPUOPUTETHI, LIETU U
MephI B 00JIaCTH BHYTpPEHHEH U
BHemHeW monmuTuku Poccuu,
ONPEIEISIIONINE COCTOSHUE Ha-
[IMOHAJTbHOW 0€30IacHOCTH W
YPOBEHb YCTOWYUBOTO Pa3BUTHSA
rocyJapcTa Ha JOJITOCPOUHYIO
MIEPCHEKTUBY ?

®denepanbhbiit 3akoH “O0 nHGOpManuu, THOOPMAITMOHHBIX TEX-
HOJIOTHSIX | O 3amuTe nHdopmaun’”

®denepanbHblil 3ak0H “O rocy1apcTBEHHOMN TaliHE”

JloxktpuHa uHopmanonHoil 6ezonacHoctu Poccuiickoit dene-
pauuu

Crparerus HaunoHaNbHOM 6e30omacHocT Poccuiickoi deneparyu

Kakoit moxymeHT oTOOpakaer
ouIMaBHBIC B3IJSIBI HA IIe-
7M, 3a]ady, TPUHIUIBI U OC-
HOBHBIE HampaBieHUs obecte-
YeHuss MHQOPMAIMOHHOH 0e30-
nacHoctu PD?

®denepanbhbiit 3akoH “O0 nHGOpManuu, THOOPMAITMOHHBIX TEX-
HOJIOTHSIX | O 3amuTe nHdopmaun’”

®denepanbHblil 3aK0H “O rocy1apcTBEHHOU TaiiHe”

Jloxktpuna uHopmanonHoil 6ezonacHoctu Poccuiickoit dene-
pauuu

Crparerust HalMOHANBLHOM Oe3omacHocTH Poccuiickoit deneparym

Bonpocs! k kommiekcHomy 3aganunio TK3

1. Uto Takoe «mpaBoBoe obecrieueHrne HHPOpMaImOHHON 0€30MaCHOCTU» U B
YeM 3aKJIK0YaeTCs €ro npeaMer?

2. Packpoiite coneprkanue mpaBoBOro ooecrnedeHus: 6€30macHOCTH CBEACHUM.

3. PackpoiiTe cogepkaHue u CTPyKTypY 3aKOHOJATENIbCTBA B 001acTH obecre-
YeHUs1 THHOPMAITMOHHON OE30TTaCHOCTH.

4. OCHOBHbBIC HOPMATUBHBIC PYKOBOISIINE TOKYMEHTHI, Kacaroluecs rocyaap-
CTBEHHOMW TailHbl, HOPMATUBHO-CIPABOYHbBIE JOKYMEHTBHI.

5. YpoBHU nipaBoBOro odecreyeHust tHPOpMaIMOHHON 0€30MacHOCTH.

6. Mecto nHpopmMarimoHHOM 0€30MaCHOCTH IKOHOMUUYECKUX CUCTEM B HAIIHO-
HaJIbHOM 0€30MaCHOCTH CTPAHBI.

7. OCHOBHBIE IPUHIIUITBI OOECTICUeHUsT OE30MACHOCTH.

8. Konnenmumst nanpopmanronHoi 6€30macHOCTH.

9. oxTpuna nHpopMaiMoHHON Oe30macHoCTH Poccuu.

10. YeTblpe OCHOBHBIE COCTABIISIIOIINE HAMOHAIBHBIX HHTEpECOB Poccuiickoii
depneparuu B UHGOpMaIMOHHOM cdepe.

11. OcHoBHbIE 3a7auK 0OecnieueHust nHpopmamoHHoi 6e3onacHocTH. [IpaBo-
BbI€ METO/IbI 00ecneueHus] HOOPMAIIMOHHOM 0€30MacHOCTH

J1st mpoMeKyTOYHOM aTTecTalum:

1. Uudopmarmonnas 06e30MacHOCTh YedoBeKa U OOIIECTBA. YPOBHH 3alIUTHI




UH(OPMAIMOHHBIX PECYPCOB.

2. KoMmbrotepHsle npectyruieHusi. OCHOBHBIE TEXHOJIOTUH, HCIIOIb3YIOIIUECS
IIPY COBEPLIEHUH KOMIIBIOTEPHBIX MPECTYIUICHUN.

3. OObekThl 3auUThl HHPOPMALMH. 3alMTa HHHOPMALIMK OTPAHUYEHHOTO
JOCTyIIA: TOCYJapCTBEHHAS TallHa, KOMMEpPYECKas TailHa.

4. OcHOBHbIE KaHAJIbl YT€UKU HH(POPMALUH.

5. Meronas! u cpeacTtBa 3amuthl nHGopmanuu. CoaepxaHue crocoboB U
cpeacTB obecneueHus: 0€30MacHOCTH HH(POpMAaIIUH.

6. Kpunirrorpadusi. CuMMmeTpudHbIe KPUTITOCUCTEMBI.

7. Kpuntorpadus. ACHMMETPUYHBIE KPUIITOCUCTEMBI.

8. O630p u kIaccudukarys METo10B MKUbpoBaHUs HHPOPMAITUH.

9. DnexkTpoHHO-LU(pPOBasT MOAINHUCH.

10. Yrto oOTHOCHTCA K CpEICTBaM HWH)KEHEPHO-TEXHUYECKOM  3allUTHI
uH($OpPMaLMKU U JIJIsl YEro OHM MpEeIHa3HAUYEHBI?

11. B yeM 3akir04aroTCs JOCTOMHCTBA U HETOCTATKU MTPOTPAMMHBIX CPEJICTB
3aIUThl HHpOpMauu?

12. [TaponbHas 3amura.

13. [lonsiTue yrpo3sl. AHaNU3 yrpo3 HHPOPMaIMOHHOM Oe3omacHOCTH. Buibl
«HApPYLIUTEIIEH».

14. Tlonutuka 6e3onacHocTd. OCHOBHBIE TUIIBI HOJUTHKU O€30M1aCHOCTH.

15. Crannaptsl HHGPOPMAILIMOHHON O€30MTaCHOCTH.

16. IlpaBoBoe obecrnieuenue 3ammThl HHpopMaui. HopMaTuBHBIE TOKYMEHTHI.

17. Pazpymaroiirie nporpaMMHbIE€ BO3AEHUCTBUS: BUPYCHI U 3aKJIaJIKU. AHTUBH-
pPYCHBIE CpPE/ICTBA.

18. Ilcuxomnoruyeckue aceKTbl UH(HOPMAIIMOHHOM O€301TaCHOCTH OpraHU3aIlHH.
19. HacTpoiika monuTHKY 0€30IaCHOCTH OTICPAIIMOHHON CHCTEMBI.

20. Ananmu3 3alMIIEHHOCTH U30JIMPOBAHHON TPOTPAMMHOM CPEJIbI.

21. UccnenoBanue CUCTEM UACHTH(PUKAIUH.

22. CtpykTypa 3aKoHOIaTeIbHON 0a3bl nuH(pOopMaroHHoi 6e3onacHocTu PO.

23. Crparerus HAUMOHATBHOM Oe30omacHocTH. HazHaueHue, OCHOBHbIE TEPMUHBIL.

24. Jloxtpuna Ub. Ee Ha3zHaueHwue.

25. Ctpykrypa ¥ BUIbl HOPMATHUBHBIX aKTOB, PETYJUPYIOMUX OoOecreueHue
uHpopmanonHoi 6e3onacHoctu B Poccuiickoit @enepanuu

26. Ilonstue o 3amure uHbopmaiuu B PO (149-03). 'ocynapcTBEHHOE pery-
aupoBanue. O6s3aHHOCTH 00JIaaTeNnel nHPopMaIlK U ONepaToOpoB MH(OpPMAIMOH-
HBIX CUCTEM. PerynisiTopsl.

27. Cucrema HOPMATUBHBIX MPABOBBIX aKTOB, PErJIaMEHTUPYIOIIMX obecreue-
HUE COXPAHHOCTHU CBEJICHUM, COCTABISAIOIINX I'OCYJapCTBEHHYIO TailHy B Poccuiickon
denepanuu
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