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1. Heap, 3a1a4M U IVIAHUPYeEMbIe Pe3yJIbTAThI 00Yy4YeHHUs 110 JUCHUIIMHE
(Lenv u 3a0auu oceoenus oucyuniumsl, coomgemcmeayrouue yenu OIT)

[enbto ocBoeHus aucuUIIMHbl «MH(popMannoHHast 6€30MaCHOCTb» SIBIISETCA
HoJlyyeHUE 0a30BBIX TEOPETUYECKUX IPEACTABIECHUII O COBPEMEHHBIX METOJaX MU
CpEICTBaX 3alUThl MH(OpPMALMM M MPAKTUYECKMX HABBIKOB MCIIOJIb30BaHUS ITHX
CPEICTB IIPU peaIN3alMK MIPOrPAMMHBIX U allapaTHBIX CPEICTB MH(POPMALMOHHBIX
cucTeM MacuTadba npeanpusIThs

3aavuaMu TUCITUTIIMHBI SIBIISTFOTCS:

1. popmupoBanue 3HaHUI

- TEepMHUHOJIOTMM B 00JIaCTU HMH(POPMALMOHHON OE30MaCHOCTH U 3allMUThI
uHpopmaruu

- OCHOBHBIX HOPMATHBHBIX M NPABOBBIX aKTOB, PErJaMEHTUPYIOIIUX cdepy
nH(pOpMaIIMOHHOM 0€301TaCHOCTH U 3aIlUThl UH(POPMAITUU

- PUHITAIIOB OPTaHU3AIMH 3aITUTHI HH()OPMAITUU Ha TPETPUATHSX

- M€p M CPEACTB 3aIUTHI HH(HOPMALIUN

2. hopMUpOBaHUE YMEHUI

- BBIABJISITH OCHOBHBIE BHJBl YIrpo3 H YSA3BUMOCTEH 0€30MacHOCTH
nHpopmaruy;

- pa3pabaThiBaTh HOPMATHBHO-TEXHUYECKYIO JTOKYMEHTAIMIO C Yy4eTOM
TpeOOBaHWI HOPMATHUBHBIX U TMPAaBOBBIX aKTOB B 00JacTM HMHPOPMAIMOHHOM
0€30MacHOCTH U 3aIUThl HHPOPMAITHH

- kpunrorpadguyueckue  METOABl  OOEeCNeYeHus:  IEJIOCTHOCTH U
KOH(HIEHIIUATTbHOCTH UH(POPMALIUH

3. bopmupoBaHUE BIIaICHUS:

- HaBBIKAMHM TNPUMEHCHHSI TPOTPAMMHO-AIMIAPATHBIX  CPEACTB IS
obecnieueHrss UHGPOPMAIMOHHON OE30MaCHOCTH

- HaBBIKAMH TIPOTPAMMHON peanu3aIiii KpUnTorpahudeckux aJropuTMOB

KoMmnerenuu u uHAMKATOPHI, GOpMUpYEMBIE Y 00YUYaIOITHXCS:

Kon v HanMeHoBaHME KOMITETEHIIUN Koxa u HaumeHoBaHMe WHAMKATOpa
OIIK-2 CriocobeH MOHUMATh MPUHIIHAITHI OIIK-2.2 Bnageer HaBbIKaMy TPUMEHEHUS
paboThI COBpEMEHHBIX HH()OPMALIMOHHBIX | TU(POBBIX TEXHOJIOTHH JJIsl pEIICHUS 3a/1a4
TEXHOJIOTUH U MPOTPaMMHBIX CPE/ICTB, B npohecCuoHaNBbHOM NESATENIbHOCTH C YUETOM
TOM YHCJI€ OTEUECTBEHHOTO MPOU3BOICTBA, | OCHOBHBIX TPeOOBaHMHI HH(DOPMAIIMOHHOM
Y UCTOJIb30BaTh X MPU PELICHUH 3a7a4 0e30MmacHOCTH
npoeccroHaBbHOMN IeSATENbHOCTH;

OIIK-3 CnocoOeH pemaTh CTaHAapTHbIE OIIK-3.1 PemaeT craniapTHbIe 3aa4u
3a/1auM Mpo(ecCHOHANTBHOM IeATEeNbHOCTH | MpOodeCCHOHaIbHON AESITETbHOCTA HA OCHOBE
Ha OCHOBE MH(POPMALMOHHON 1 UHPOPMALMOHHOM 1 6ubinorpaduyeckon
oubnorpaduaeckoit KyJIbTyphl C KYJIbTYphI C MPUMEHEHHEM HHGOPMAIIMOHHO-
MpUMEHEHHEM WH(OPMAIMOHHO- KOMMYHHKAITUOHHBIX TEXHOJIOTHA
KOMMYHUKAIIUOHHBIX TEXHOJIOTUN H C OIIK-3.2 YuuteiBaeT Npu peueHuy 3a1a4d
Y4eTOM OCHOBHBIX TPEOOBaHMIA po(hecCHOHANBLHOM e TENILHOCTH OCHOBHBIE
nH(pOpMaMOHHOM 6€30MacHOCTH; TpeboBaHus K MHPOPMAITMOHHOMN

0€30I1aCHOCTH




2. MecTo aucuuniauHbl B cTpykrype OIT

[IpenmecTByromue AUCHUIUIMHBL  (Moaynu), nipaktuku, HUP, np.. Beicmas
mateMatuka, ®usuka, WHbopmalMoHHbIE TEXHOJOTUH, AJFOpUTMHU3ALUS U
IPOrPaMMHUPOBAHUE

[Tocnenyronue qucuuruiuHbl (Moaynu), npaktuku, HUP, ap. Beinonanenue u
3alUTa BBITYCKHOW KBaTU(PUKAIIMOHHON pabOThI

3. CTpyKTypa H cojep:KaHue THCHUILTUHBI
3.1. CTpyKTYpa AUCHHUILINHBI
Ji1s 04HO# popMBbI 00yUEeHUS

Bun yaeOHO# paboThI Bcero | Bceero |Cemectp(nl)
3E 4acoB 3
OBLLIAS TPYJIOEMKOCTb JUCIIATIIMHBI 3 108 108
KOHTAKTHAA PABOTA* - 12 12
AYJIUTOPHAS PABOTA - 68 68
Jleknun - 34 34
[IpakTiueckue (CEMUHAPCKHE) 3aHATHUS - 0 0
JIaGopartopHbie pabOTHI - 34 34
CAMOCTOSATEJIBHASA PABOTA OBYUAIOIIEI'OCA - 40 40
[IpopaboTka yueOHOrOo MaTepuaia - 4 4
KypcoBoii mpoekt - 0 0
KypcoBas pabora - 0 0
[ToaroToBKa K MPOMEXKYTOUHON aTTECTALUU - 0 0
[TpoMexyTodHast aTTeCTAIIHS: 3
Jiis 3a04HOM (hOpMBI 00yUEHUS
Bun yaeOHO# paboThI Bcero | Bceero |Cemectp(nl)
3E 4acoB 3
OBIIAA TPY AOEMKOCTD JUCHUIIJIMHBI 3 108 108
KOHTAKTHAA PABOTA* - 25 25
AYJIUTOPHAS PABOTA - 18 18
Jleknun - 10 10
[IpakTiueckue (CEeMUHAPCKHE) 3aHATHUSA - 0 0
JIaGopartopHbie pabOTHI - 8 8
CAMOCTOSITEJIbHASI PABOTA OBYUAIOILETOCSI ] 86 86
[IpopaboTka yueOHOrOo MaTepuaia - 7 7
KonTtpomnrsHas pabota 18 18
KypcoBoii nmpoekt - 0 0




KypcoBas pabora - 0

IToaroroBka K NpOMEKyTOYHOU aTTECTALUN - 0

w| O ©

HpOMC}KYTO‘IHaH aTTecTanus:

3.2. Conep:kaHue IMCHUIJIMHBI, CTPYKTYPHUPOBaHHOE MO pa3jejamM H
BHJAM 3aHSAATHH

Paznemnsi Pacnpenenenune ®opmbl 1 | THIIEKCHI THIUKATOPOB
JUACIUATUINHEL a TPYIOEMKOCTH BUJT bopmMHpyeMBIX
g 10 BH/1aM y4€OHO# paboThl | KOHTPOJIs KOMIIETEHIIHIA
o G ; ©
T lElEE| B
Paznen 1 14 4 4 0 6 TK1 OIlK-2.3, OIIK-3.3
Paznen 2 8 2 4 0 4 TK1 OIIK-2.Y, OIIK-3.3,
OIIK-3.Y
Paznen 3 18 4 8 0 6 TK2 OIIK-2.B, OIIK-3.V,
OIIK-3.B
Paznen 4 14 4 4 0 6 TK3 OIIK-2.VY, OIIK-3.3,
OIIK-3.Y
Paznen 5 14 4 4 0 6 TK3 OIIK-2.VY, OIIK-3.3,
OIIK-3.Y
Paznen 6 12 4 2 0 6 TK3 OI1K-2.3, OIIK-3.3
Paznmen 7 18 4 8 0 6 TK4 OIIK-2.B, OIIK-3.3,
OIIK-3.Y
3ayer 0 0 0 0 0 oM OIIK-2.B, OIIK-3.3,
OIIK-3.Y
Htoro 3a 3 cemectp 108 34 34 0 40
UTOro 108 34 34 0 40

3.3. Conep:xkanue TUCHUNTIHHBI
Pazmen 1. OcHOBHBIE MOHITHA M HOPMAaTHUBHO-TIpaBOBas 0a3a MH(OPMAMOHHON
0e30macHOCTH
Tema 1.1. OcHOBHBIE IOHATHS HHPOPMAITMOHHON 0€30MaCHOCTH
Tema 1.2. 'ocynapcTBeHHas MOJMTUKA B 00JacTH MH(OOPMAIIMOHHON O€30MacCHOCTH
Tema 1.3. Knaccudpukanus wuHPOpMAIMK, AOCTYl K KOTOPOH OrpaHUYCH
dbenepanbHbIMU 3aKOHaMH PO
Tema 1.4. Mogens yrpo3 6e3omnacHocTd HH(GOPMALIUN TPEATPHUITUS

Paznen 2. Ynpasnenue nadopmMaimoHHON 6€3011aCHOCTHIO

Tema 2.1. MexayHapoaHbIe U POCCHICKHE CTaHAApTHI B chepe MHPOpMAIMOHHON
0e30macHOCTH

Tema 2.2. Tlonutruka nHGOpMAITMOHHOM 6€30MTaCHOCTH

Tema 2.3. MeHeHKMEHT pUCKOB HH(OPMAIIMOHHON 0€301MacHOCTH PEANPUITHS

Paznen 3. Mepsl u cpenctBa 3amuThl nHpopmanuu. Kpunrorpaguueckue cpeactna




3amuTel uHpopmaruu (KC3HM)

Tema 3.1. CummeTpuyHble KpUnTocucTemsl mudpoBanus. CtanaapTel mUGpPOBaHUs
DES, 3DES, AES, 'OCT 28147-89.

Tema 3.2. Creranorpaduueckue METObI 3alUTHl HHOPMALIUU

Tema 3.3 AcuMMeTpUYHBIE KPUTITOCUCTEMBI HTU(PPOBAHUS

Tema 3.4 3amuTa uHPOPMALMK B IEKTPOHHBIX JTOKYMEHTAX IMyTeM IIKU(pPOBaHUS U
(opMUPOBaHUS INEKTPOHHON NMOJIUCU

Tema 3.5 Ynpasnenue kpunrokiodamu. MHdpacTpykTypa oTKpbIThiX Kitouei (PKI)

Paznen 4. Unentudukanus, ayreHTU(UKALNS U yIIPAaBIECHUE TOCTYIIOM

Tema 4.1 TexHonoruu ayTeHTUPUKAITIH

Tema 4.2 Kpunrorpadudeckue NpOTOKOIBI ayTeHTU(UKAIMHU. buomerpuueckas
ayTeHTU(PUKaus

Tema 4.3 Monenu pa3rpaHuyeHust 10CTyna

Paznen 5. O0ecnieuenue 6e30nacHOCTH UH(POPMAIIUK B ONIEPALIMOHHBIX CHCTEMAaX
Tema 5.1 OOGecneueHue Oe30MacHOCTH WH(OpPMAIIMU B OMEPAIMOHHBIX CHUCTEMax
cemerictBa Windows/Linux

Tema 5.2 ABTOMaTHM3MpPOBaHHOE OOHAPY)KEHHE YSI3BUMOCTEHl MPOTrpaMMHOIO
oOecrieueHrsT Ha PabOYMX CTAHIUAX IIOf YMPABICHUEM OIEPAIMOHHBIX CHUCTEM
cemeiictBa Microsoft Windows

Tema 5.3 JlokanbHbie U rpynnoBbie mouTHKH 0e3omacHocTu OC Microsoft Windows

Paznen 6. Cpencra antuupycHoi 3anuthl (CAB3)

Tema 6.1 Knaccudukaiusi BpeToOHOCHBIX MPOrpaMm

Tema 6.2 CpenctBa aHTUBHPYCHOM 3aIIUTHI HH(DOpMALIUU

Tema 6.3 CpaBHUTEIBHBIA aHATU3 CPEACTB AaHTUBUPYCHOW 3aIIMTHI MH(OPMALIUU C
UCIIOJIb30BaHUEM PE3YJIbTaTOB HE3aBHUCUMBIX TECTOB

Pazgen 7. ObGecneuenue 6e30nacHOCTH UHPOPMAILIUK B KOMITBIOTEPHBIX CETSIX

Tema 7.1 Kiaccudpukanuss yrpo3 Oe3omacHOCTH HWHGOpPMAlMM U aTaKk B
KOMITBIOTEPHBIX CETSIX COTJIacHO YpoBHsIM Mozenu OSl

Tema 7.2 TexHomorusi BUPTyainbHbIX JOKabHBIX ceTel (VLAN)

Tema 7.3 TeXHOIOTHH MEXKCETEBOTO SKPAaHUPOBAHUS

Tewma 7.4 TexHon0ruM BUPTYalbHbIX YacTHbIX cereil (VPN)

Tema 7.5 N3ydeHuwe cpencTB HMHCTPYMEHTAIBHOTO aHainu3a 3amuiieHHoctu UT-

UHPPACTPYKTYPHI

3.4. TemaTu4ecKHUil IJIaH NPAKTHYECKUX 3aHITHIA
JlarHBIN BU pabOThI HE TIPEYCMOTPEH yU4eOHBIM TUTAHOM

3.5. TemaTuyeckui MJIaH JadOPATOPHBIX padoT

1. Pa3zpaboTka Mojieau yrpo3 0€301MacHOCTH HHGOPMALIUK MPENPUSITUS

2. AHanu3 puckoB HH(POPMAIIMOHHOM 0€30MaCHOCTH MPEATPHUSATUS

3. MonoandaButHbie 1 nToaManhaBUTHIC MUPPHL. YaCTOTHBIN KPpUNITOAHATN3
4. TIporpamMMHas peanu3anus KJIaCCUYCCKUX aJTOPUTMOB MIM(POBAHUS U HUX



KpUIITOaHAIN3a

5. 3ammTa UH(POPMALIUU B AJEKTPOHHBIX JOKYMEHTaxX MyTeM Mu(poBaHUSA U
dbopMHUpOBaHUS STEKTPOHHON MOAITUCU

6. [TaponbHas ayTeHTU(DUKALIHS.

/. ATMUHHUCTPUPOBAHHUE TMOJIb30BATENEH U MPaBUJl pa3rpaHUYECHUs JOCTyIa B
OC Astra Linux.pdf

8. U3yueHne TeXHOJNOTUN BUPTyaldbHbIX JoOKalbHbIX cerer (VLAN) c
MOMOIIIBIO TiporpaMmMbl MojenupoBanus ceteit Cisco Packet Tracer

9. Usyuenne TEXHOJOTUH MEXCETEBOTO JSKPAHUPOBAHUS C
nporpammel MoaenupoBanus cerei Cisco Packet Tracer

3.6. KypcoBoii npoekT /kKypcoBasi pa6ora

JlauHbIi B pabOThI HE MPETYCMOTPEH yUeOHBIM IUTAHOM

ITIOMOIIBIO

4. OueHuBaHHe Pe3y/JIbTATOB 00y4YCHHUS

OrneHnBaHNe pe3ynbTaTOB OOYYEHHs IO JUCHUIUIMHE OCYIIECTBIISAECTCS B
pamMKax TEKYIIero KOHTPOJS W IPOMEXKYTOYHON aTTeCcTald, MPOBOAMMBIX IIO
oaubHO-perTHHroBoi cucreme (bPC).

[IIkana oneHku pe3yabTaTOB O0yUEHHUS M0 AUCIUIUIMHE:

VYpoBeHb c(HOPMUPOBAHHOCTH
WHJIMKATOpa KOMIETEHITUU
o o Huxe o
Bricokuii | Cpennuit Huzkni
3amianu- CpeaHero
Koz Koz POBaHHBIE o7 85 10 100| ot 70 710 84 | 0T 55 10 69 | 0T 0 110 54
KOMIIe- | WHIMKATopa pPE3YIbTaTHI
TEHIIMU | KOMIIETEHIMH | OOy4EHHMS 110 Illkana oneHnBaHUs
HCLUIIIINHE HEYJOB-
Auch YIOBJIET- Y
OTJIMYHO XOPOILIO JIETBOPH-
BOPHUTEIBHO
TCIIBHO
3a4YTCHO HC 3a4YTCHO
3HATh.
Yposens | Munuman | YpoBeHb
YpoBeHb . N
. 3HaHUH B | BHO 3HAHUI
3HaHUH B
o0Beme, JOMYCTUM | HUXKE
obneme, COOTBETCT | BIH MHUHHMaJ
MIPUHIUATIBI
£1)6oH COOTBETCT | o 0 IIEM OBCHb BHBIX
TBI
OIIK-2.1 P BYIO HIEM Y yposen
COBPEMEHHBIX Mporpayy | MPOTPaMM | SHaHHI, TpeboBaH
nH(pOpMaIMOHH ep P €, HMEET | UMEET 5078
BIX TEXHOJIOTHH MECTO MECTO HUMEIOT
IIOATOTOBK
OIIK-2 HECKOJBKO | MHOTO MECTO
u, 0e3
HErpyOBIX | HETPYOBIX | rpyOBIC
OInOOK
OIINOOK OIInOOoOK OIIINOKHU
BJIAJIETD:
HaBBIKAMH IIpogemon | Ilponemon | meercs [Ipu
MPUMEHEHUS CTpH cTpHU MUHUMAaJb | PEIICHUN
OIlK-2.2 U (POBBIX pOBaHbI pOBaHbI HBII CTaHAapT
TE€XHOJIOTHH U1 | HABBIKH 6a3oBbIe Habop HBIX
peneHus 3aaa4 npu HaBBIKH HaBBIKOB 3aJa4 HE
NPOQECCHOHANb | perieHuu | Tipu JUISL IIPOJIEMOH




HOU HECTaHAap | PEUICHUU | PEUICHUs | CTPHUP
JEATEAbHOCTH C | THBIX CTaHJApPTH | CTAaHJAPTH | OBaHBI
y4eTOM 3amad  0e3 | bIX 3a7a4 C | bIX 3a7a4 ¢ | 0a30BbIE
OCHOBHBIX OIMOOK U | HEKOTOPHI | HEKOTOPHI | HaBBIKH,
TpeOOBaHMH HEJOYETOB | MU MU AMEFOT
HH)OPMAIIMOHH HEJOYEeTa | HEJOYETA | MECTO
gH MU MU rpyobIe
€30I1acCHOCTH OLTHGKH
3HATh:
TPUHITHIIHI,
METO/IbI u
cpeacTBa
pereHus
CTaHJAPTHBIX
3ama4
npodeccuoHab
HOM
VYposenb | Munuman | YpoBeHb
JEeATEeIIbHOCTU YposeHb . .
. 3HaHUA B | BHO 3HaHUH
Ha OCHOBEC | 3HAHUH B
o0BeMe, JOTTYCTUM | HIKE
UHPOPMALIMOHH | 00beMe, .
. COOTBETCT | BIH MUHHMAJ
ou 1| COOTBETCT 1 eM OBCHB BHBIX
oubnuorpaduue | Byro Imem o yposen
o IporpaMM | 3HaHUH, TpeGoBaH
CKOW KYyJBTYpPBI | IPOTPaMM 9
€, UMEEeT | UMEeT ui,
C TPUMCHEHHEM | €
MECTO MECTO UMEIOT
WHQPOPMALIMOHH | TIOJATOTOBK
HECKOJIBKO | MHOTO MECTO
o- H, oe3
HEerpyObIX | HerpyObIX | IpyOble
KOMMYHHUKAITMO | OIHOOK
OLIMO0K omuO0K OIIMOKHU
HHBIX
TEXHOJIOTHI U C
eToM
OIK-3 | OIK-3.1 >
OCHOBHBIX
TpeboBaHU
nH(pOpMaIMOHH
oi
6e30MacHOCTH
YMETh:
peuathb [Ipogemon | Ilponemon | [Tponemon
CTaH/IapTHBIE CTpHU cTpHU CTpHU [Tpu
3a7auu POBaHEI POBaHEI POBaHBI peleHI
npodeccuoHagb | BCe BCE OCHOBHBIC | CTaHAAPT
HOU OCHOBHBIC | OCHOBHBIC | YMEHHUS, HBIX
JESITEIIbHOCTH YMEHHSI, YMEHHSI, pEIIeHbI 3ama4  He
Ha OCHOBE | PEIICHBI peIIeHBI TUTIOBBIE | IPOJIEMOH
uH(OPMAIIMOHH | BCE BCE 3aJaud ¢ | CTpUp
ou U | OCHOBHBIC | OCHOBHBIC | HETpYyOBIM | OBaHBI
oubnuorpaduue | 3amayum ¢ | 3aJa4U C | U OCHOBHBIE
CKOW KYyJBTYpPHI | OTACTBHBI | HETPYOBIM | OIIMOKAMHU | yMEHHUS,
C TPUMECHEHHEM | MU u , UMEIOT
WH(OPMAIIMOHH | HECYIIECT | OIMIMOKAMU | BBIITOJHEH | MECTO
o- BEHH BIMHU | , BI BCE | rpyObIe
KOMMYHHKAIIO | HEOYeTa | BBINOJHEH | 33/JaHus, | ONIMOKH
HHBIX MU, BI BCE | HO HE B




TEXHOJIOTUH W C | BHIIOJIHEH | 33JaHHUS B | IOJHOM
y4eToM BI BCE | TIOJTHOM o0beme
OCHOBHBIX 3agaHus B | o0beme,
TpeboBaHU MOJIHOM HO
uH(popmamoHH | oobeMe HEKOTOPBI
oi e c
0€e30I1aCHOCTH Hexo4dera
MU
BJIAJICTh:
HABBIKAMU
MIOJITOTOBKH
0030poB [Tpu
OB, [Iponemon | Umeetcs P
AQHHOTAIINH, peleHIH
[Ipogemon | ctpu MHHUMAJIb
COCTaBIICHUS . CTaHIapT
cTpHU pOBaHBI HBIN
pedeparos, HBIX
pOBaHbI 0a3oBbIC Habop
HAyYHBIX 3ama4  He
HABBIKU HABBIKH HAaBBIKOB
JIOKJIAJIOB, MPOJIEMOH
. npu npu L
nyonukauui U CTpUp
pEIICHUH | pEHICHUH | peIICHHUS
oubmmorpadumn OBaHBI
HECTaHAap | CTAaHJAPTH | CTaHIAPTH
o Hay4HO- 0a3oBble
THBIX BIX 33J1a4 C | BIX 33724 C
HCCIIEIOBATEIhC HaBBIKH,
o 3aad  0e3 | HEKOTOPHI | HEKOTOPHI
Koil pabote ¢ UMEIOT
OomuOOK MW | MH MU
y4ETOM MECTO
. HEJIOYETOB | HeJoueTa | HemoueTa
TpeboBaHU rpyobie
MU MU
nH(pOpMaIMOHH OIUOKH
oi
6e30MacHOCTH
3HATB!
OCHOBHBIE BUJIBI
yrpos
0e30MmacHOCTH
uHpopmanuu,
SI3BUMOCTEN
M VYposenb | Munuman | YpoBeHb
nH(popManoHH | YpOBEeHb . .
. 3HaHUA B | BHO 3HAHUU
BIX CHCTEM, a |3HaHWA B
o0BeMe, JOTTYCTUM | HIKE
TaKXke Mepsl U | o0beme, .
COOTBETCT | BIi MUHHMAJ
cpencTBa COOTBETCT
. BYIO IIEM | ypOBEHb BHBIX
MPOTUBOJCUCTB | BYIO IIIEM .
IporpaMM | 3HaHUH, TpeGoBaH
WSl arakaM Ha | IporpaMMm 9
€, UMEEeT | UMEeT ui,
OIlK-3.2 nH(OPMAILIMOHH | €
MECTO MECTO UMEIOT
BI€ PECYPCHI TIPH | TIOATOTOBK
HECKOJIBKO | MHOTO MECTO
POCKTHUPOBAHU | H, 6e3
HEerpyObIX | HerpyObIX | IpyOble
1, pa3paboTKe U | OmHOO0K
OIIMO0K o1O0K OLIMOKHU
BHEJIPEHUU
IPOTPaAMMHOTO
obecrnieueHus
nH(pOpMaIMOHH
BIX CHCTEM
YMETh:
paspabateiBath | [Ipogemon | [Ipogemon | Ilponemon | ITpu
MPOEKTHO- cTpHU cTpHU CTpHU pelieHnn
TEXHUYECKYIO POBaHEI POBAaHEI pPOBaHBI CTaHIApT




JOKYMEHTAIUIO | BCE BCE OCHOBHBIE | HBIX
ISt OCHOBHBIC | OCHOBHBIC | YMEHHUS, 3amad  He
UHPOPMALIMOHH | YMCHHS, YMEHUS, pereHbI MIPOIEMOH
BIX CHCTEM C | PELICHBI peleHsbl TUTIOBBIE | CTPHUP
y4eTOM BCE BCE 3aJaud  C | OBaHbI
TpeGoBaHUI OCHOBHBIC | OCHOBHBIE | HETPYOBIM | OCHOBHBIE
TEKYIIETO 3aJauyd € | 3aJadyd  C | ¥ YMEHUS,
3aKOHOJATENbCT | OTACNBHBI | HETPYObIM | OIMOKAMHU | UMEIOT
Ba, MU u , MECTO
HOPMaTUBHO- HECYILECT | OIIMOKAMH | BBIMIOJIHEH | TPyObIe
NIPaBOBBIX BEHH bIMH | , BI BCE | OIIMOKH
aKTOB, He/loueTa | BBINOJIHEH | 3aJaHusl,

CTaHIApTOB W | MH, BI BCE | HO HE B
BEAYIINX BBITIOJIHEH | 33J]aHUS B | IOJTHOM
PaKTHK B | BI BCE | TIOJTHOM o0beMe
o0actu 3agaHus B | o0beMe,
WH(pOpPMAIIMOHH | TTOJTHOM HO
oM o0beme HEKOTOPBI
0€3011aCHOCTH e C
HemoueTa
MU

BJIAJICTh:
HaBBIKAMU

[Ipu
[IPUMEHEHUS IIponemon | Mmeercs
IPOTPaMMHO- [TponemoH | cTpu MUHHMAJTh E:::{ZI:;I:
anmapaTHbIX CTpHU POBaHBI HBIN
CpencTB JUISL | POBaHBI 0a3oBbIC Habop ;{;;);q He
aHanm3a HaBBIKH HaBBIKH HaABBIKOB

MPOJIEMOH
3alIMICHHOCTH | TIPU npu TSt
UH(POPMALIMOHH | PEIICHUU | PEHICHUU | peIICHUs (C;];I;ﬁgl
BIX CHCTEM JUIS | HECTaHJAp | CTAHJAPTH | CTAHNAPTH | o
BBIPAOOTKH Mep | THBIX BIX 33124 C | BIX 3a/1a4 C
MPOTUBOJICUCTB | 3a1ad  0€3 | HEKOTOPBI | HEKOTOPBI HABKIIH,
U U3BECTHBIM | OHIMOOK U | MH MU 31:2?
yrpo3am HEJIOYETOB | HeloueTa | HemoueTa rpy6bie
0€3011aCHOCTH MU MU

OLIMOKHU
nHpopmaruu

OHCHO"IHBIC MaTcpHralibl JJIAA IMPOBCACHUA TEKYLICTO KOHTPOJIA

)51

POMEKYTOUHOM aTrTecTanuu mnpuBeneHsl B [lpunoxkenuun k paboyeil mporpamme

IUCIAIUINHEI.

[ToaHBIN KOMIUIEKT 3aJlaHUl U MaTepuajioB, HEOOXOJIUMBIX JUISI OIlCHHWBAHUS
pe3yabTaTOB 00YUYEeHHMs 110 AUCLUIUINHE, XPAaHUTCS Ha Kadeape pa3padoTyuka.



5. Yuebno-meroanyeckoe u nupopManuonnoe odecneyeHne AHCUHILIHHbI
S.1. Yuebno-meToaunueckoe obecnevyenne

OcHoBHas nureparypa

1. JlurBunenko, B. M., OcuoBbl HHpOpMaLHOHHON Ge30nacHoCTy : yyeGHOe
nocodue / B. U. Jlursunenko, E. C. Kosnos. — Mocksa : KuoPyc, 2022. — 199 .
— ISBN 978-5-406-09438-9. — URL.: https://book.ru/book/943111. — Teker :
JJIEKTPOHHBIMH.

2. Hecrepos, C. A. OcHOBBI HH(pOPMALMOHHOH Ge30macHoCTH : yyeGHOe nocobe /
C. A. Hecrepos. — 5-e u3n., crep. — Cankr-IlerepGypr : Jlans, 2022. — 324 c.
— ISBN 978-5-8114-4067-2. — TexcT : 2/1eKTpOHHBIH // JIaHb : 371eKTPOHHO-
oubnmoreunas cucrema. — URL: https://e.lanbook.com/book/206279.

3. Menbuukos, B. I1., Mndopmannonnas 6esonacHocts : yuebuuk / B. I1.
Menbuukos, A. U. Kynpusinos, T. FO. BacunbseBa. — Mocksa : KnoPyc, 2023. —
371 ¢. — ISBN 978-5-406-11960-0. — URL: https://book.ru/book/950148. —
TeKcT : aneKTpoHHBIH.

4. Tlpoxoposa, O. B. Mudopmannonnas 6esonacHocts u 3amura uadopmanuu / O,
B. IlpoxopoBa. — 5-e u3n., crep. — Cankr-Iletep6ypr : Jlans, 2023. — 124 ¢. —
ISBN 978-5-507-46010-6. — Texcr : anexrponHsii // Jlaus : 31eKTpoHHO-
oubnuoreynas cucrema. — URL: https://e.lanbook.com/book/293009.

lornojiHuTebHas JHUTEpaTypa

I. Hukonaes, H. C., Ynpapnenune napopMalmoHHO# 6€30MaCHOCTBIO : yueOHHK /
H. C. Hukomnaes. — Mocksa : KnoPyc, 2021. — 188 ¢. — ISBN 978-5-406-
07325-4. — URL: https://book.ru/book/93984 1. — TekcT : 31eKTPOHHBDIIA.

2. Banrommna, A. B. OcHOBBI HH(pOPMAIIHOHHOMN 6€3011aCHOCTH : y4eOHO-
Meroauueckoe nnocodue / A. B. Bantommuna, C. FO. PribakoB. — Mockaa :
MTVYCH, 2022. — 22 ¢. — Tekcr : aneKkTpoHHblii // JIaHb : 371eKTPOHHO-
oubnmoreunas cucrema. — URL: https://e.lanbook.com/book/333701. — Pexum
JIOCTYTIA: JUIsl aBTOPU3. MOJIb30BaTelIEeH.

3. bapanosa, E. K., Kpunrorpadguieckue MeTopl 3auThl HHGOPMALHH.
Jlabopatopubiit npaktukym + ellpunoxenue : yueGuoe nocodue / E. K. bapanosa,
A. B. babam. — Mocksa : KnoPyc, 2022. — 205 ¢. — ISBN 978-5-406-08831-9.
— URL: https://book.ru/book/941742. — TekcT : 3/1eKTPOHHBII.

4. Kpakosckuii, HO. M. Merozp! 3aiuTsl nHbopMaLuy : yuebHoe rocodue s
By30B / }O. M. Kpakosckuii. — 3-e u3z., nepepa6. — Caukr-IlerepOypr : Jlaus,
2021. — 236 c. — ISBN 978-5-8114-5632-1. — TekcT : 31eKTpoHHBI# // JIaHb :
3JIeKTPOHHO-0MbnoTeunas cucrema. — URL:
https://e.lanbook.com/book/156401.

bUB/IHOTEKA
Ky



https://e.lanbook.com/book/293009
https://e.lanbook.com/book/156401

5.2. UudopmanuonHoe odecnevdeHmne

5.2.

1 DneKTpOHHBIE U HHTEPHET-PECYPCHI

No
/o

HaumeHoBaHMe 3eKTPOHHBIX U HHTEPHET-PECYPCOB

Ccrlika

1

CnpaBo4yHO-ipaBOBas cucrema "KoHncynbTant

http://www.consultant.ru/

2

CnpaBouHo-nipaBoBas cuctema "["apant"

http://www.garant.ru/

3

bank naHHBIX yrpo3 6e30macHOCTH HH(POpPMAITUU

https://bdu.fstec.ru/

Metoauka OLICHKHU yrpo3 0€301acHOCTH
nHpopmarun

https://fstec.ru/files/495/---5--2021-
/891/---5--2021-.pdf

1ISO27000 - HckyccTBo yIpaBICHUS
nH(pOpMAIMOHHOM 0€30IMaCHOCTHIO

http://www.is027000.ru/standarty

VYuebublii kypc Ha noprane HOY "HHTYUT"
CrangapTsl HHPOPMALIMOHHOM 0€30IMaCHOCTH

-|https://mwww.intuit.ru/studies/cours

es/30/30/info

VYuebnsrii kypc Ha ioptaige HOY "UHTYUT" -
Nudopmanmonnas  6e3omacHOCTh.  TeXHOIOrUHU

https://www.intuit.ru/studies/profe
ssional retraining/952/courses/419

VYuebnsii kypc Ha mopraie HOY "UHTYUT"
Nudopmanmonnas  6e3omacHOCTh.  TeXHOIOrUU

https://www.intuit.ru/studies/profe
ssional retraining/952/courses/387 /info

Anti-Malware Testing Standards Organization

https://www.amtso.org/

10

AV-TEST - The Independent IT-Security Institute

https://www.av-test.org/en/

11

AV-Comparatives - Independent Tests of Anti-Virus
Software

https://www.av-comparatives.org/

12

Wireshark — mporpamma-ananuszarop tpaduka uis
KOMITLIOTEpHEIX ceTeil Ethernet

https://www.wireshark.org/

13

CnpaBo4yHO€ pyKOBOACTBO Nmap Ha PyCCKOM SI3bIKE

https://nmap.org/man/ru/index.htm |

14

OpenVAS Russia. Pycckosi3piaHOE  COOOIIECTBO
IoJIb30BaTellel ckanepa ysa3suMocteit OpenVAS

https://openvas.ru/

15

Cisco Networking Academy

https://www.netacad.com/

16

Cisco Networking Academy - mapmpyTuzanus u
KOMMYTallus

http://ccna.mpei.ac.ru/RoutingAnd
Switching/

5.2.2. IlpodeccrnoHanbHbIE O0a3bl JAHHBIX

Ne HanmenoBanue Aspec PeskiM 10CTVIIA
n/n| npodeccruoHalbHBIX 0a3 JaHHBIX o AOCTYT
1 [Poccuiickas HanmoHanbHasi|http://nir.ru/ http://nir.ru/
Hayunas snextpoHHas Oubnuoreka AT AT
2 cLIBRARY RU http://elibrary.ru http://elibrary.ru
5.2.3. I/IHd)ODMaHI/IOHHO'CHDaBO‘{HBIC CHUCTCMBI
Ne | HammenoBanue nHdopmMaIimoHHO- Anpec PesianM 10CTYIA
n/n CIIPAaBOYHBIX CUCTEM




: http://app.kgeu.lo
1 [UCC «Komeke» / «Texakcmepr» http://app.kgeu.local/Home/Ap ps cal/Home/Apps
2 |«[apanT» http://www.garant.ru/ [ltrtup/:llwww.garan
3 |«KoHcybTaHT mmocy http://www.consultant.ru/ Ihtgﬁt:/:‘lj‘;ww'consu

5.2.4. JIMneH3WOHHOE W CBOOOJHO DACHPOCTPAHIEMOE IIPOrPAMMHOE

o0ecneyeHre JTUCIUTUIAHB

No HanmenoBanue Crnioco6 pacripoctpaneHust | PEKBU3UTHI MOATBEPIKIAFOIINX
/1| mporpaMMHOro obecriedeHus | (JIUIEH3MOHHOE/CBOOOTHO) JIOKYMEHTOB
ucrema MOWCKA
1 |Bpaysep Chrome SH(;)OG Maruu B OCgTI/I https:/Awww.google.com
paysep pMart fintl/ru/chrome/
HHTEPHET (BKIIOUAs

2 |Bbpaysep Firefox

CBoOoHBI BeO-Opay3ep

https://www.mozilla.org/
ru/firefox/new/

3 [OpenOffice

ITaket

npuiI0keHui.OHUM U3 TEPBBIX
CTaJl TNOJLACPKMBaThb  HOBBIN

OTKPBITAII bopmat| o/ /download/index.h tml
OpenDocument.  OdurmansHO
OJICPIKUBACTCSI Ha

mwiardhopmax Linux

0(HCHBIX

https://www.openoffice.

4 |Adobe Acrobat

[TakeT nmporpamm

https://get.adobe.com/ru/

reader/
5 |LMS Moodle Oto coBpemennoe mporpammuoe|https://download.moodle
obecrneueHne .org/releases/latest/
g |Windows 7|Momk30BaTenkCKas Ne2011.25486 ot 28.11.2011

IIpodeccuonanbuas (Pro)

OorICpallioHHas CUCTCMa

6. MaTepuaJbHO-TEXHUYECKOE O0ecneuyeHue T CHUTINHbI

HanmenoBanme HanmenoBanue yueOHOM [Tepeuenr HEOOXOAMMOTO 0OOPYAOBAHUS U
BUJIa yUeOHOI ayJIMTOpuH, TEXHUYECKHX CPE/ICTB O0YUCHUS
paboThI CHeIaIu3upPOBAHHOMN
nabopaTtopuu
Jlexuun VYuebHas ayauTopus s CrnenuanusupoBaHHass ~ y4yeOHass ~ meOelb,
MIPOBE/ICHUS 3aHITHN TEXHUYECKHE CPEJICTBA OOYYCHUS, CITy)KallHe
JIEKIIMOHHOTO THIIA UL TpeACTaBieHUs y4yeOHOW uHpopManuu
Oonpiio  aymutopur  (MYJIbTUMEIUHHBIN
MPOEKTOP, KOMIBIOTEp (HOYTOYK), D3KpaH),
JEMOHCTPAIIMOHHOE 000pyJ0oBaHUE, Y4eOHO-
HarJISIIHBIE TOCOOUS
JlaGopaTopubpie |YueOHas qabopaTopus Crenmann3upoBaHHOE nabopaTopHOe
paboThI IIPOrPaMMHOM UHKEHEPHH, obopynoBanue 1o npodmio JadbopaTopun
ayn. B-608 MpOrpaMMHOI WH)XEHEPUH,

crienuanu3upoBanHas ydeOHas mebenb Ha S0
MOCaJ0YHBIX  MecT, 24 KOMIbIOTEpa C
BO3MOXXHOCTBIO BbIXOAa B UWHTepHer wu
o0ecrieueHreM JOCTYyTIa B DUO0C,




TEXHUYECKHE CpelcTBa o0yueHus
(MynbTUMEIUNHBIN [IPOEKTOpP,
MyJIbTUMEIUITHAs JIOCKa, MOHOOJIOK),
HEO0X0AMMOE JIMIIEH3MOHHOE TPOTrPaMMHOE
obecrieyeHue

KomMmnbroTepHslii Ki1acc,
ayn. B-610

Crnenuanu3upoBaHHas y4yeOHas meOenp Ha 42
MOCaJ0YHBIX MecTa, 17 KOMIBIOTEPOB C
BO3MOXKHOCTBIO BBIXOAa B MHTepHeT u

oOecrieueHneM JOCTyTIa B OUO0C,
TEXHUYECKHE CpezicTBa o0y4YeHHs
(MyTbTUMEIUUHBIA  MPOEKTOP, JKpaH s
MIPOEKTOpA, MOHOOJIOK), HeoOXxoaumoe
JMIICH3MOHHOE MPOrpaMMHOE 00ecIieueHne
VYuebnas naboparopust Crennanu3upoBaHHOE n1abopaTtopHoe
nH(pOPMaITMOHHOMN obopynoBanue 1o mnpoduio J1adbopaTopuun
0e30MacHOCTH, nH(OpMAMOHHON 0e30MacHOCTH,
ayn. B-615 crienaau3upoBaHHas ydeOHas mebenp Ha 35

MOCaJI0YHBIX MeCT, 15 KOMIBIOTEPOB C
BO3MOKHOCTBIO BbIXOAa B MHTepHeT WU

obecrnieueHreM JOCTyTa B BUOC,
TEXHUYECKHE CpencTBa o0yueHus
(MynbTUMEIUHHBIN IIPOEKTOpP,
MyJIbTUMEIUITHAs JIOCKa, MOHOOJIOK),

HE0OXOIMMOE  JIUIIEH3MOHHOE TPOTPaAaMMHOE
oOecrieuenne

KomMmnbroTepHslii Ki1acc,
ayn. B-617

Crnenuanu3upoBaHHas yyeOHas meOenp Ha 24
MocajiouyHblIXx  Mecta, 21  kommbprOTEp C
BO3MOXXHOCTBIO BbIXOAa B UWHTepHer wu
o0ecrieueHreM JOCTyTIa B DUO0C,
HE0OXOIMMOE  JIUIIEH3MOHHOE TMPOTPaAaMMHOE
o0OecrieueHue

KomMmnbroTepHslii Ki1acc,
ayn. B-619

Crnenuanu3upoBaHHas yyeOHas meOens Ha 26
MoCaJouHbIX  MecT, 21  KOMOBIOTEp C
BO3MOXXHOCTBIO BbIXOAa B UWHTepHer wu
o0ecrieueHreM JOCTyTIa B DUO0C,
HE0OXOIMMOE  JIMIIEH3MOHHOE TPOTPaAaMMHOE
obOecrieueHue

KomMmnbroTepHslii Ki1acc,
ayn. B-621

Crnenuanu3upoBaHHas y4yeOHas meOenp Ha 35
MOCaJ0YHBIX MecT, 13 KOMIBIOTEPOB C
BO3MOXKHOCTBIO BBIXOAa B MHTepHeT U

o0ecrieueHrueM JOCTyTIa B DUO0C,
TEXHUYECKHE CpezicTBa o0y4YeHHs
(MyTbTUMEIUUHBIA  MPOEKTOP, JKpaH s
MIPOEKTOpA, MOHOOJIOK), HEeoOxoaumoe
JHMIEH3NOHHOE ITPOTPaMMHOE o0ecTieyeHune
VYuebnas naboparopust Crennanu3upoBaHHOE n1abopaTtopHoe

PEHH)KUHUPHUHTA U
yIpaBieHus: Ou3Hec-
IpOIIeCCaMH,

ayn. B-623

obopynoBanue 1o mnpoduio J1adbopaTopuun
pPEeMH)KMHUPUHTA W YOpaBlieHUs  OW3HeEC-
mporeccamMu, CHelHaTu3upoBaHHas ydeOHast
Mebenr Ha 34 1mocagodHBIX MecTa, 13
KOMITBIOTEPOB C BO3MOXHOCTBHIO BBIXOJIa B
WutepHer u obecneuenneM aocryna B SMOC,




TEXHUYECKHE CpelcTBa oOy4deHus

(MynbTUMEIUNHBIN [IPOEKTOpP,
MyJIbTUMEINIHAs JI0CKa, MOHOOJIOK),
HEO0X0AMMOE JIMIIEH3MOHHOE TPOTrPaMMHOE
obecrieyeHue
KomMmnbroTepHslii Ki1acc, Crnenuanu3upoBanHas yyeOHas meOens Ha 30
B-600 mocajgoyHbix  mect, 30  KOMITBIOTEPOB,

KOMHBIOTepOB C BO3MOXHOCTBKO BbBIXOJAa B
HNutepuer u obecnieuenuem nocryna B JUOC,

TEXHUYECKUE CpelcTBa 00y4YeHHs
(MyTbTUMEIUUHBIA ~ TMPOEKTOP,  HOYTOYK,
JKpaH), BUJICOKaMEDHI, HEo0XoauMoe

JUIEH3MOHHOE IPOrpaMMHOE 00ecriedeHne
Camocrostenshas [KoMIBIOTEPHBIN KIACC C Crnenuanu3upoBanHas yyeOHas meOens Ha 30
pabora BO3MO>XHOCTBIO BEIX0O/1a B IMOCaT0OYHBIX MECT, 30 KOMIIBIOTEPOB,
WuTepHer u obecriedeHneM | TEXHUYECKHE CpelcTBa oOydeHHs (MyJIbTHME-
noctymna B D1OC JTUWHBIA  TIPOGKTOpP, KOMIBIOTEp (HOYTOYK),
B-600 9KpaH), BUJICOKAMEPBHI, IpOrpaMMHOE

o0ecrnieuyeHue

YuranbHelii 3a1 Oubauorexu | Cnenuanu3upoBaHHas MeOellb, KOMIbIOTEpHAs
TEXHHUKa ¢ BO3MOKHOCTBIO BbIX0J1a B VIHTEpHET
u obecreuenuem nocryna B OUOC, skpan,
MYJIbTUMEAUNUHBIA TPOEKTOP, MPOrpaMMHOE
obecrieyeHne

7. Oco0eHHOCTH OpPraHu3aInuu 00pPa3oBaTeJIbHOM AeATeILHOCTH JJIA JMI €
OrPAHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI M HHBAJIUI0B

JIva ¢ orpaHMYEHHBIMU BO3MOXHOCTSIMU 370poBbs (OB3) 1 MHBaIMIbI UMEIOT
BO3MOKHOCTh OECHPEINSTCTBEHHO IEPEMEIIaThCd W3 OJHOr0 y4eOHO-Iab0paTOPHOTO
KOpIyca B JApYrod, MOJHATHCS Ha BCE 3TaXU Y4eOHO-TAOOpATOPHBIX KOPITYCOB,
3aHUMAaTbCs B Yy4YeOHBIX UM UWHBIX IOMELICHUSAX C YYETOM OCOOCHHOCTEM
NCUXO(U3NYECKOTO PA3BUTHSI U COCTOSIHUS 30POBbSL.

Jis obydenust mun ¢ OB3 v MHBaIMAOB, MMEIOIIUX HApYLIEHUS OIOPHO-
JIBUTATEJIBLHOTO anmnapara, o0ecreyeHbl yCIOBUsSI OECHpPENsITCTBEHHOTO JOCTYIa BO
Bce yueOHble nomMenieHus. Mapopmaius o cnenuanbHbIX YCIOBUSAX, CO3aHHBIX IS
obyuaromuxcs ¢ OB3 u wuHBamuMmoB, pa3MellleHa Ha cailTe YHHUBEPCUTETA
wwwi//kgeu.ru. imeercsi BOSMOKHOCTh OKa3aHUsI TEXHHYECKON MOMOIIY aCCHCTEHTOM,
a TaKKe YCIIYT CypJOIEPEBOTYUKOB U TH(PIIOCYPAONIEPEBOAUNKOB.

JUtst aganTanuu K BocnpusaTUio Jinuamu ¢ OB3 u nHBanuaMu ¢ HapyIIE€HHbBIM
CIIyXOM CIIpaBOYHOT0, Y4eOHOro Marepuajia MO AUCLUUIUIMHE OO0ECIeunBaIOTCA
CJIEIYIOIUE YCIOBUSA:

- IS Ty4lI€l OpUEHTAlUH B Ay IUTOPHH, IPUMEHSIFOTCS CUTHAJIBI ONTOBELICHUS
0 HayaJe M KOHIIE 3aHATHA (CI0BO «3BOHOK» IMUIIETCS HA JIOCKE);

- BHUMaHHE CJIa0O0CIBIIIANIEr0 O0yYaromerocss MPUBJICKAeTCsl IeaaroroMm
KECTOM (Ha IJICYO KIJIAJETCS pyKa, OCYIECTBIISECTCS HEPE3KOE MOXJIONbIBAHUE);

- pasroBapuBasg Cc OOyYarOUIMMCS, MEJAaroru4ecKuid pabOTHUK CMOTPUT Ha



http://www.kgeu.ru/

HEro, TOBOPHUT SICHO, KOPOTKUMH TPEUIOKEHUSIMH, oOecreunBasi BO3MOXKHOCTb
YTEHUS 10 Ty0am.

KoMmneHncanus 3aTpyAHEHMI pedyeBOro M HMHTEJUIEKTYaJlbHOIO pa3BUTHSA
caboCbIIaAMX 00yYarOIUXCsl IPOBOJUTCS ITyTEM:

- HCIIOJIb30BAaHUS CXEM, IUAarpaMM, PUCYHKOB, KOMIIBIOTEPHBIX IIPE3ECHTALNN C
TUIEPCChUIKAMU, KOMMEHTHPYIOIIUMHU OT/AEIbHbIE KOMIIOHEHThI H300paKEeHNUS;

- pEryJsipHOTO MPUMEHEHHsS YIpaKHEHUH Ha TrpapuyecKkoe BblIEICHUE
CYLIECTBEHHBIX MPU3HAKOB MIPEAMETOB U SIBICHU;

- obecrieyeHUs BO3MOXKHOCTH JJisi  OOydarollerocs TMOJIYYUTh aJIPeCHYIO
KOHCYJIbTAIIUIO 10 AJIEKTPOHHOM MOYTE 10 Mepe HEOOXOIMMOCTH.

Jlis aganTanuu K BocrpusaTHio unaMu ¢ OB3 u uHBanuaaMu ¢ HapyleHusIMu
3peHUs CIIPaBOYHOIO, yueOHoro, IIPOCBETUTEIIBCKOTO maTepuaia,
IPEeIyCMOTPEHHOTO 00pa30BaTeIbHOM MPOrpaMMOl MO BBIOPAaHHOMY HaIlpPaBJICHUIO
MOJTOTOBKH, 00ECIIEYMBAIOTCS CIIETYIONINE YCIOBUS:

- BeJIeTCs aanTtanus OpUIMaIbHOIrO caiiTa B ceT IHTEpHET ¢ y4eTOM 0COObIX
NOTPEeOHOCTEN MHBAJIUAOB MO 3PEHUI0, 00ECIIEYNBAETCA HATMYME KPYMHOLIPUPTOBOM
CIpaBOYHOM MH(OPMAIIUU O PACTTUCAHUU YUYEOHBIX 3aHITHI;

- IelaroruYeckuii  pabOTHUK, ero coOecegHUK (mpu HEOOXOAMMOCTH),
IPUCYTCTBYIOIIME HA 3aHATUHU, NPEACTABISIOTCA 00Y4YalOIUMCS, PU 3TOM KaXK]IbIi
pa3 Ha3bIBaE€TCs TOT, K KOMY NE€Jaroruueckuii paboTHUK 00palaeTcs;

- IEUCTBUS, JKECThl, NEPEMEIIEHHS MeJaroruueckoro pabOTHUKA KOPOTKO U
SICHO KOMMEHTHPYIOTCS;

- meyaTHasi MHGpoOpManusl MpeAocTaBisieTcs KpynHeiM mmpuptom (or 18
IYHKTOB), TOTAJIbHO O3BYyYMBAETCH;

- oOecrieuynBaeTCsi HEOOXOAUMBII YPOBEHb OCBEIIEHHOCTH ITOMEILIEHUH;

- IPEIOCTABIISIETC  BO3MOKHOCTh HCIOJb30BaTh KOMIIBIOTEPHl BO BpeMs
3aHATHH ¥ MPABO 3aIMMCH 00BSICHEHUH HA TUKTO(OH (TT0 JKEJIAHUI0 00yJarOIINXCs).

®opma TPOBENCHHsSI TEKyIIEW W INPOMEKYTOYHOM aTTECTallMU IS
obyygarormuxcsi ¢ OB3 1 WHBaIMIOB ONMpeAesieTCs MeJarorndeckuM pabOTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM miaHoM. [Ipu HeoOxomumocTu obOyuarouniemycs ¢ OB3,
MHBAIHUY C YYETOM WX WHAMBHUIYAIbHBIX NMCUXO(PHU3NIECKHX OCOOCHHOCTEH AaeTcs
BO3MOYKHOCTbh MPOUTH MPOMEKYTOUHYIO aTTECTAlMIO YCTHO, MUCbMEHHO Ha Oymare,
NUCHPMEHHO Ha KOMIBIOTEPE, B (hOpME TECTUPOBAHUS U T.II., JINOO MPEAOCTABISIETCA
JOTIOJIHUTEIBHOE BPEMsI ISl HIOATOTOBKHU OTBETA.

8. MeToauyeckue peKOMeHAAIMM JJsl NMpenojaBaTesieil Mo OpraHu3anun
BOCIIUTATEJbHOI PadoThl ¢ 00y4AIOIUMHUCS.

Meroanueckoe obecriedeHre npolecca BOCIUTAHUS 00YyYarOIINXCS BBICTYIAET
OIHUM W3 OmpeAensomux (aKkTOpoB BBICOKOTO KadecTBa OOpa30BaHMSL.
[IpenogaBaTens By3a, IEMOHCTPUPYS BBICOKHM MpodeccHnoHaNIN3M, 3SPYAUIIHIO,
YETKYIO IPAXKIAHCKYIO ITO3UIUI0, CAMOJAUCUUILINHY, TBOPYECKUH MTOAX0 B PELICHUU
npodecCHOHANBHBIX 3a7]a4, B XOJe 00pa3oBaTelIbHOrO Mpolecca CIOCOOCTBYET
(OopMHUPOBAHUIO TAPMOHUYHOM JIMYHOCTH.

[Ipu peanuzanuu OUCHUIUIMHBI TpENoAaBaTellb MOXET HUCIOJIb30BaTh
CJIEYIOIIME METO/Ibl BOCITUTATENILHON PaOOTHI:



- MeToZbl (hOPMHUPOBAHUS CO3HAHUS JTUYHOCTU (Oecena, AWCIYT, BHYIICHUE,
UHCTPYKTQX, KOHTPOJIb, OOBSICHEHUE, MPUMEP, CAMOKOHTPOJIb, paccKa3, COBET,
yoexaeHue u ap.);

- METO/Ibl OpraHu3allUd AESTENbHOCTH M (POPMUPOBAHUS OIbITA MOBEACHUS
(3amaHue, OOIIECTBEHHOE MHEHHUE, IeJarornuyeckoe TpeOOBaHHE, IOpPYYCHHUE,
NpUyYEHHUE, CO3JaHNe BOCIUTHIBAIOIINX CUTYAIUi, TPEHUHT, YIIPAKHEHHUE, U 1. );

- METOJbl MOTHBAIIMHU JEATCIBHOCTH W TMOBeACHUs (000peHHE, MOOIIPEHHE
COI[MAJIbHOM AaKTUBHOCTH, NOpWIIAHUE, CO3JaHUE CUTyallMi ycrexa, CO3/laHHe
CUTYyallui JJIsl SMOIIMOHAILHO-HPABCTBEHHBIX MEPEKUBAHUN, COPEBHOBAHUE U JP.)

[Ipy peanuzanuu JUCHUIUIMHBI  TMPENOJABATENb JOKEH  YYUTHIBATh
CJIEAYIONINE HAMPABIICHHS BOCIIUTATEIIBHOU JIEATEIIbHOCTH:

I'padsxcoanckoe u nampuomuueckoe ocnumaHue.

- bopMHUpOBaHHE Yy OOYYAIOIIUXCS IIEJOCTHOTO MHPOBO33PEHUS, POCCHHUCKOM
UJCHTUYHOCTH, YBOKEHUS K CBOEH ceMbe, 0OIIIECTBY, TOCYaPCTBY, MIPUHSITHIM B CEMbE U
00IIIeCTBE TyXOBHO-HPABCTBEHHBIM 1 COLIMOKYJILTYPHBIM IICHHOCTSIM, K HAIIMOHAILHOMY,
KyJIbTYypHOMY U HCTOPUYECKOMY Haclie[nio, (OPMUPOBAHUE CTPEMJICHHUS K €ro
COXPaHEHHIO U PA3BUTHIO;

- opMUpOBaHKE Y 0OYUAIOIIUXCS AKTUBHOM TPasKIaHCKOW MO3UIIMH, OCHOBAaHHOM
Ha TPAJUIMOHHBIX KYJIbTYPHBIX, JYXOBHBIX W HPABCTBEHHBIX LEHHOCTSX POCCHUICKOIO
oOmiecTBa, JJs TIOBBIIICHUS CIIOCOOHOCTH OTBETCTBEHHO PpPEaTU30BbIBATH CBOU
KOHCTUTYIIMOHHBIE TIPaBa U 00s3aHHOCTH;

- pa3BUTHE MPABOBOM U MOJUTUYECKON KYJIBTYPhl OOYUAIOIINXCS, PACIIUPEHUE
KOHCTPYKTUBHOI'O yYacTHs B MPUHITHUU PEIICHUM, 3aTparuBalOlIMX HX IpaBa u
WHTEPECHI, B TOM YHUCJI€ B PA3IUYHBIX (OpMax camMOOpraHU3aIui, CaMOYIIPABJICHHUS,
OOIIIECTBEHHO-3HAYUMOM 1€ TeIbHOCTH;

- popMUpOBAaHME MOTHBOB, HPABCTBEHHBIX M CMBICIOBBIX YCTaHOBOK
JUYHOCTH,  TO3BOJIAIONIMX  TPOTHUBOCTOSTH  JKCTpeMUsMy,  KceHodoOuwu,
JUCKPUMHUHAIIMM 1O COLMAIbHBIM, PEJIUTHO3HBIM, PAaCOBBIM, HAIMOHAJIbHBIM
MpU3HAKaM, MEXKITHUYECKOH M MEXKKOH(PECCHOHAIBHOW HETEPIUMOCTH, APYTUM
HETATUBHBIM COLIMAJIbHBIM SIBJICHUSIM.

Jlyxoeno-upascmeennoe socnumanue:

- BOCIIUTAHHE YYBCTBA JOCTOMHCTBA, YECTH W YECTHOCTH, COBECTIMBOCTH,
YBOKEHUS K POAUTENSAM, YUUTEISIM, JIFOJSIM CTAPILIETO MOKOJICHUS;

- popMUpOBaHUE TPHUHIMIIOB KOJJIEKTMBM3MAa M  COJIMJIAPHOCTH, JyXa
MUJIOCEpJIUsl U COCTpPaJaHus, MPUBBIUKK 3a00TUTHCS O JIOJSAX, HAXOISAIIMXCS B
TPYJIHOM KU3HECHHOW CUTYAIWH;

- popMUpOBAHUE COJUAAPHOCTH U YYBCTBA COIMATIBHOW OTBETCTBEHHOCTH IO
OTHOUIEHUIO K JIIOJIIM C OTPAaHUYEHHBIMH BO3MOXHOCTSIMHU 3JI0POBbSI, IIPEOI0JICHHE
MICUXOJIOTUYECKUX OapbepoB MO OTHOILIEHUIO K JIIOASM C OTPaHUYEHHBIMU
BO3MOXXHOCTSIMU;

- popMHUpOBAHKHE SMOITMOHAIBHO HACBHIIICHHOTO W JYXOBHO BO3BBIIICHHOTO
OTHOIIIEHUSI K MUPY, CHOCOOHOCTH W YMEHUS TepeiaBaTh JAPYTUM CBOM ICTETUUYCCKHIMA
OTIBIT.

Kynemypho-npoceemumenvckoe gocnumanue:

- popMHUpOBAHUE ICTETUIECKON KapTHHBI MUPA;



- hopmupoBaHue yBaXKCHHSI K KyJbTYpHBIM IIEHHOCTSM POJHOTO TOpoja, Kpas,
CTpaHBblI,

- MOBBINIICHUE TIO3HABATEILHOW aKTUBHOCTH O00YUYaIOITIXCA.

Hayuno-obpaszosamenvroe socnumanue:

- opMupoBaHre y 00yJaromMXCcsi HAYYHOTO MUPOBO33PEHHUS;

- popMHUpOBaHUE YMEHUS TIOJTydaTh 3HAHUS;

- popMUpOBaHNE HABHIKOB aHAlM3a W CHHTE3a MH(GOpMAIMH, B TOM YHUCJE B
poheCCHOHAIBHOM 00J1aCTH.
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OrneHounple MaTepuanbl Mo aucruiuinHe «MHbopmanonnas 6€30macHOCTHY,
npeIHa3HAaYeHHBl I OIICHUBAHMS PE3YJIbTaTOB OOy4YeHUS Ha COOTBETCTBHE
WHIUKATOPaM JTOCTHKECHHUST KOMIIECTCHITHIA.

OrneHnBaHNE pe3yNbTaTOB OOYYEHHs IO JUCHUIUIMHE OCYIIECTBISACTCS B
pamkax Tekymero koutpois (TK) n mpoMexyTodHoit aTTectanuu, IpOBOJAUMBIX IO
oaybHO-perTuHroBoit cucreme (bPC).

1. TexHoJiornueckasi Kapra
Cemectp 3

PeliTnHrOBBIE TTIOKA3aTEIH

HanMmenoBanmne
pazzaena

KOHTPOJIS

DopMBbI U BUL
oamnel k TK2
oauel k TK3
oauel k TK4

HUroro

| Tekymuit KOHTPOIIBH

JIOTIOJTHUTEIIbHBIC
oammel k TK1

Il Texymmii KOHTPOJIH
JlonoTHUTE IbHEIC

Il Texymuii KOHTPOJIL
JlomoHuTEeIbHEBIC

IV Texymuii KOHTPOJIb
JlonoaHUTENIbHbBIE
TIpomexxyTouHas

aTTecTanus

-
-
@
N
[N
i

Pazpen 1. TK1
«OcHOBHbBIE 13
MOHATHS U
HOPMATHBHO-
npasoBas 6a3a
HUHGOPMALMOHHOM
0e30macHOCTH»

Tect nnnm 2
MMHCBMEHHBIA OITPOC

3amura 4
nmabopaTopHOit
paboThI

Pazpnea 2.
«YnpasJjieHue
HH(popMaLMOHHOH
0€30IaCHOCTHI0»

Tect unu 1
MMHCBMEHHBIA OITPOC

3amura 4
nabopaTtopHoit
paboThI

Pa3nen 3. « Meps1 | TK2 10 0-3 10-
U Cpe/cTBa 13
3aLIUTHI
uHdopmannu.
Kpunrorpagpuueck
He CpeacTBa
3aIUTHI




HanMmeHnoBanmne
paznena

DopMBbI U BUL
KOHTPOJIS

PeliTnHrOBBIC TTIOKA3aTEIH

| Texymuit KOHTPOIIbL

I[OHOJ'IHI/ITGJ'IBHLIG

oamner k TK1

Il Texymmii KOHTPOJIH

oamnel k TK2

JlonoTHUTE IbHEIC
Il Texymuii KOHTPOJIL

JlonmomHuTEIBHEIE
oawel k TK3

IV Texymuii KOHTPOJIb

JlononHUTEIbHbBIE
oauter k TK4

HUroro

IIpomexxyTouHas

aTTecranuAa

uHopmMaumnu
(KC3N)»

Tect nin
MHUCHMEHHBIN OTIPOC

3amura
nmabopaTopHOit
paboThI

Paznea 4.
HNpentndukanms,
ayTeHTHQUKAIUS
U yIpasBJieHHne
J0CTYIIOM

TK3

13

15

Tect
MMHCBMEHHBIA OITPOC

3amura
nmabopaTopHOit
paboThI

Paznea 5.
OobecneueHue
0e3omacHOCTH
uHopMannu B
onepanMoHHBIX
cucreMax

Tect nin
MHUCHMEHHBIN OTIPOC

3amura
nmabopaTtopHOit
paboThI

Pazpea 6.
Cpencrna
AHTUBHUPYCHOU
3amuThl (CAB3)

Tect unu
MMHCBMEHHBIA OITPOC

3amura
nmabopaTtopHOit
paboThI

Pazgea 7.

TK4

11
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Oobecneuenue 14
0€e30MacHOCTH
uHGopManuu B
KOMIIbIOTEPHBIX
ceTsx
Tect nnn 3
MHUCHMEHHBIN OTIPOC
3armura 8
nmabopaTopHOit
paboThI
[Mpome:xyTounas oM 3ayer
aTTecTanus
(3auer)
HToroBelii TeCT 0-45

2. OlleHOYHbIE MATePUAJIbI TEKYILEr0 KOHTPOJISA M POMEKYTOYHOI aTTecTalun
IlTkana OLlEHKH Pe3yJbTaTOB 00YUYEHMs 110 TUCLUILINHE:

YpoBeHb chHhOPMHUPOBAHHOCTH
WHJIMKATOpa KOMIETEHITUU
o o Huxke o
Bricokuii | Cpennuit Huzkni
3ammanu- cpenHero
Koz Koz POBAHHBIE |67 85 10 100| o1 70 10 84 | 0T 55 10 69 | 0T 0 110 54
KOMIIe- | WHIMKATopa PE3YIbTaThI
TEHLUH | KOMIICTCHIIUM | OOYyYEHHS 110 Illkana oneHuBaHUs
HCILHIIIINHE HEYJ0B-
Auch YIOBJIET- YA
OTJIMYHO XOPOILIO JIETBOPH-
BOPHUTEIBHO
TCIBHO
3a4YTCHO HC 3a4TCHO
3HATh:
Yposens | Munuman | YpoBeHb
YpoBeHb . N
. 3HaHUH B | BHO 3HAHUI
3HaHUI B
o0Beme, JOMYCTUM | HUKE
obneme, COOTBETCT | BIH MHUHHAMaI
MIPUHIUATIBI
560H cooTBETCT BYIO IIEM OBEHb BHBIX
TBI
OIIK-2.1 p BYIO IIIEM Y M N
OIIK-2 COBPEMEHHBIX DOIDAMM porpamMm | 3HaHHH, TpeboBaH
nH(pOpMaIMOHH ep P €, HMEET | UMEET Ui,
BIX TEXHOJIOTUI MECTO MECTO UMEIOT
[IOITOTOBK
HECKOJIBKO | MHOTO MECTO
H, 0e3
HErpyOBIX | HETPYOBIX | rpyOBIe
OLINOOK
OIINOOK OIIINO0K OIIINOKHU
OIIK-2.2 BJIAJIETH:




[Tpu

HaBbIKAMH IIponemon | Mmeercs S
IIPUMCHCHHUS [Iponemon | ctpu MHHHMMAJIb I(?TaHI[a T
HPOBBIX cTpH POBaHBI HBIH i P
TEXHOJOTHN UL | 15 pappy 6azoBble | Habop sanas He
PCLICHNA 38139 | yopprpen HaBBIKH HaABBIKOB
npodeccruonalb MPOJIEMOH
- npu npu L
HOM CTpHUD
pEIICHUH | pEUICHUH | peIICHHUS
ACHTEILHOCTH € HeCTaHAap | CTAHAAPTH | CTAHAAPTH | oo
YACTOM THBIX ’ BIX 32 :ch BIX 33, ch Oazosie
OCHOBHBIX 5 o A HaBBIKH,
TpeGoBanmii 3a7a4  6e3 | HEKOTOPBI | HEKOTOPHI | .
MH(OPMALIHOHH OomuOOK W | MH MU MECTO

i HEJIOYETOB | HeJoueTa | HexoueTa
g“ a MHH MHH rpy0Obie

€30I1acCHOCTH OIMBKIL
3HATh:

TPUHITHITBI,
METO/IbI u
cpeacTBa
pereHus
CTaHIAPTHBIX
3ama4
npodeccuoHab
HOM
VYposenb | Munuman | YpoBeHb
JEeATEeIIbHOCTU YpoBeHb . .
. 3HaHUA B | BHO 3HaHUH
Ha OCHOBEC | 3HAHUH B
o0BeMe, JOTTYCTUM | HIKE
UHPOPMALIMOHH | 00beMe, .

. COOTBETCT | BIi MUHHMAJ
ou M| COOTBETCT | bty mem OBEHB bHBIX
oubnuorpaduue | Byro Iem Y yponeH

. porpamMm | 3HaHWH, TpeboBaH
CKOW KYyJBTYpPHI | IPOTPaMM 9
€, UWMEeT | UMeeT ui,
C TIPUMCHEHHEM | €
MECTO MECTO UMEIOT
UHPOPMALIMOHH | TIOATOTOBK
HECKOJIBKO | MHOTO MECTO
o- H, oe3
KOMMYHHKALHO | OmHGOK HErpyOBIX | HETPYOBIX | rpyOBIe
OIIK-3 | OIIK-3.1 yH (911150 OmuO0K OIIMOKHU
HHBIX
TEXHOJIOTHI U C
y4eToM
OCHOBHBIX
TpeboBaHU
nH(pOpMaIMOHH
oi
6e30MacHOCTH
YMETh:
peuathb ITIponemon | Ilponemon | ITponemon | Ilpu
CTaH/IapTHbHIE cTpHU cTpHU CTpHU pelieHun
3a7auu POBaHEI POBaHEI POBaHBI CTaHIapT
npodeccuoHans | Bce BCE OCHOBHBIEC | HBIX
HOU OCHOBHBIC | OCHOBHBIC | YMEHUS, 3amad  He
JESITEIIbHOCTH YMEHHSI, YMEHHSI, pEIICHbI MIPOJIEMOH
Ha OCHOBE | PEIICHBI peIIeHBI TUTIOBBIE | CTPHUD
uH(OPMALIMOHH | BCE BCE 3ala4il  C | OBaHBI
ou U | OCHOBHBIC | OCHOBHBIC | HETPYObIM | OCHOBHBIC
Ooubnuorpaduue |3amaum ¢ |3aJauyu  C | U YMEHUS,




CKOW KYyJBTYpPHI | OTACTBHBI | HETPYOBIM | OIIMOKAMHU | UMEIOT
C TPUMECHEHHEM | MU u , MECTO
WH()OPMAIIMOHH | HECYIIECT | OMIMOKAaMH | BBITIOJHEH | rpyObIe
o- BEHH BIMHU | , BI BCE | OMIMOKH
KOMMYHHKAIIO | HE0YeTa | BBIMIOJHEH | 3a/1aHus,
HHBIX MU, BI BCE | HO HE B
TEXHOJIOTUH W C | BHIIIOJIHEH | 33JJaHHUS B | IOJHOM
y4eToM BI BCE | TIOJTHOM o0beMe
OCHOBHBIX 3agaHus B | oObeme,
TpeOoBaHU MOJIHOM HO
uH(popmanmoHH | oobeMe HEKOTOPHI
oi e c
0€e30I1aCHOCTH Hexo4dera
MU
BJIAJICTh:
HaBBIKAMHU
MIOJITOTOBKH
0030poB [Tpu
OB, [Iponemon | Umeetcs P
AQHHOTAIINH, peleHIH
[Ipogemon | ctpu MHHUMAJTb
COCTaBIICHUS . CTaHIapT
CTpHU pOBaHBI HBIN
pedeparos, HBIX
pOBaHbI 0a3oBbIC Habop
HAyYHBIX 3ama4  He
HABBIKH HABBIKH HaABBIKOB
JIOKJIAJIOB, MIPOIEMOH
. npu npu L
nyonukauuii U CTpUp
pElICHUH | pEUICHUH | PeIICHHUS
oubmmorpadumn OBaHBI
HECTaHAap | CTAaHJAPTH | CTAHIAPTH
o Hay4YHO- 0a3oBble
THBIX BIX 33J1a4 C | BIX 337124 C
HCCIIEIOBATEIIhC HaBBIKH,
o 3ama4  0e3 | HEKOTOPHI | HEKOTOPHI
Kol pabote ¢ UMEIOT
omuOOK W | MU MU
y4ETOM MECTO
. HE/IOUeTOB | HEJoueTa | HexoueTa
TpeboBaHU rpyobie
MU MU
nH(pOpMaIMOHH OIHUOKHU
oi
6e30MacHOCTH
3HATB!
OCHOBHBIC BUJIbI
yrpos
0e30MmacHOCTH
uH(popMaIun
(opman . Yposens | Munuman | YpoBeHb
ySI3BUMOCTEMN YpoBeHb . N
. 3HaHU B | BHO 3HaHUH
UHPOPMALIMOHH | 3HAHUHA B
o0Beme, JOMyCTUM | HUXKE
BIX CHCTEM, a | o0BeMme, .
COOTBETCT | BIH MUHHMAJ
TalOKe MEDEI M | COOTBETCT | = OB LHLIX
OIIK-3.2 cpencTBa BYIO IIEM Y yp N
. porpamMm | 3HaHW, TpeboBaH
MPOTUBOJCUCTB | MPOTPAMM -
€, UWMEET | UMeeT ui,
Usl arakaM Ha | ¢
MECTO MECTO UMEIOT
WH(OPMAIIMOHH | MMOATOTOBK
HECKOJIBKO | MHOTO MECTO
bI€ PECYPCHI TIPH | U, 0e3
HErpyOBIX | HETPYOBIX | rpyOBIC
NPOCKTHUPOBAHU | OLIHOOK
(911150 OmuO0K OIIMOKHU
U, pa3paboTke u
BHEJIPEHUU
IPOTPaAMMHOTO

obecrneueHus




nH(pOpMaIMOHH
BIX CUCTEM
YMETB:
[Iponemon
a3pabaThIBaTh cTpHU
pasp [Tponemon P
MPOEKTHO- o pOBaHBI
TEXHUYECKYIO oI; AHbL BCE [Tponemon
JIOKYMEHTAITU IO g ce OCHOBHBIE | CTpH
I eHusd OBaHbI Ilpu
A OCHOBHEIE M ’ p P
uH(OPMALIMOHH VeHIS peIIeHbI OCHOBHBIC | PEIICHUU
bIX cHCTeM ¢ |2 ’ BCE YMEHUS, CTaHAapT
pelIeHBI
y4eToOM Bce OCHOBHBIC | PEIICHBI HBIX
TpeboBaHMt 3aayd  C | TUIIOBBIE 3a7ad  He
OCHOBHBIE
TEKYIIEeTO samauH HErpyObIM | 3aJlaudl  C | MIPOJIEMOH
3aKOHOIATEILCT u HErpyOBIM | CTPHUD
OTHEIHHBI
Ba, i omudOKkaMu | u OBAaHBI
HOPMAaTHBHO- , omuOKaMu | OCHOBHEIE
HECYIIeCT
MIPABOBBIX BBIMIOJIHEH | , YMEHHSI,
BEHH BbIMHU
aKTOB, Bl BCE | BBIIIOJIHEH | UMEIOT
HeIo4dera
CTaHIAPTOB U it 3aaHUsA B | Bl BCE | MECTO
BE 150.4 ’ [IOJTHOM 3aaHus rpyOsie
Ay BEIIOJIHEH A ’ Py
IIPAKTUK Bl Bce o0Beme, HO HE B | OIIMOKH
oOJactu HO IIOJTHOM
3agaHus B
uH(MOPMAIMOHH HEKOTOpBI | 00BeMe
N [IOJTHOM
on € c
o0BeEME
0€30I1aCHOCTH Hegouera
MU
BJIAJIETD:
HaBBIKAMU
[Ipu
MIPUMEHEHUSI [Ipogemon | Mmeercs -
POrPaMMHO- [Iponemon | ctpu MUHAMAb I(?TaHna T
anmapaTHBIX CTpH pOBaHbI HEBIN HAIX P
CpelCTB JUIsL | pOBaHBI 0a30BLIE Habop saxad e
a”HaIM3a HaBBIKA HaBBIKA HaBBIKOB
MIPOJIEMOH
3aMIUIICHHOCTH | TIpU npu TS .
WH(GOPMALIMOHH | PEIICHUU | PEHICHUH | PEIICHHUS OBI;HEI
BIX CHCTEM JUIsl | HeCTaHJap | CTAaHJAPTH | CTaHIAPTH 6430BLIE
BBIPA0OTKH MeEp | THBIX BIX 3aJ1a4 C | BIX 3aJa4 C HABLIKIL
MPOTUBOJICUCTB | 3a1ad  0€3 | HEKOTOPBI | HEKOTOPBI HMeIOT’
Asl  U3BECTHBIM | OIIMOOK W | MU MU MECTO
03aM HEIOYETOB | HEmoyeTra | Hemoyera
yrb a A A rpyobIe
0€30I1aCHOCTH MU MU
OIINOKHU
uHpopmaruu

OrneHKa «3a4TEH0» BBICTABIISIETCS 3a HA0Op 55 OasyIoB, BHICTABIISIEMBIX 32
BBITIOJIHCHHE JTA0OPATOPHBIX padOT B CEMECTpE; PCIICHUs TECTOBBIX 3a/JIaHWA Ha
JICKIHSX, PEIICHUS UTOTOBBIX TECTOB IO TCOPETUICCKON M MPAKTUICCKOMN YacTH.

OreHka «He 3a4TEH0» BBICTABJISICTCS, CCIIM KOJWYSCTBO HAOpaHHBIX OayioB
HE JOCTUTaeT IOPOrOBOTO 3HAYEHUS S3.



3. IlepeyeHb O1LIECHOUYHBIX CPEICTB

KpaTkass xapakTepucTHKa OLICHOYHBIX CPEICTB, MCIOIb3yEMbIX MPU TEKYILIEM
KOHTPOJIE YCIEBAEMOCTH W NPOMEXKYTOUHOM arrectauuu OO0y4aroulerocss Io
JTUCLUIUINHE!

HanmenoBanue Onuncanue
OLIEHOYHOI'0 KpaTkas xapakTepucTHKa OLIEHOUYHOTO CPEACTBA OLICHOYHOI'O
CpeacTBa CpeacTBa

Tect mo 3HaHWE OCHOBHBIX MOHITUH [Tepeuenn
paznenam TEMBI/pa3/iena/ IuCIUTUTHHBI onpeeaeHuin
(Temam) OCHOBHBIX TTOHSITUH
TEMBbI/ TUCIUTUIMHEI
Otyet mo Bremonnenue nabopatopHoii paboTel, 00paboTKa [Tepeuens 3amannii
nabopaTopHOI Pe3yJIbTaTOB UCIBITAHUM, U3MEPEHUH, DKCIIEPUMEHTA. Y BOIIPOCOB IS
pabore (OJIP) Odopmiienue oTvera, 3aIUTa pe3yabTaToB 3aIIUTHI
71a00paTOPHOM PabOTHI IO OTYETY nabopaTopHOI
paboThI, IEpeUeHb
TpeboBaHUH K
OTYETY
Hrorosslii TeCT CucremMa CTaHIapTU3UPOBAHHBIX 3aJaHU, Kommiexr
(Tecr) MO3BOJIAIOIIAs aBTOMATU3UPOBATh MPOLEYPY TECTOBBIX 3aJaHUI
U3MEPEHUs YPOBHS 3HAHUN U YMEHHMH 00y4aromerocs

4. TlepeyeHb KOHTPOJBHBIX 3aJJaHUH WJIH WHbIE MAaTEPHUAJIbI,
Heo0X0AuMble IS ONEHKU 3HAHMI, YMEHUIl M HABBIKOB, XapaKTepU3yIIIHX
Tanbl GoPpMUPOBAHUS KOMIIETEHIUI B MPoLiecce 0CBOEHUS TUCUMIINHBI

Ipumep 3a0anus

st Tekymero konrpoas TK1:

IIpoBepsiemass komnereHuus: OIIK-3.1 Pemaer craHgapTHble 3ajayu
npoecCUOHANIbHOM ~ JESATENbHOCTA  HAa  OCHOBE  MH(POPMALMOHHON |
oubmorpaduyecKoit KYJbTYPbI c MIPUMEHEHUEM nH(pOpMAITMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTH

Bonpoc Bapuantel oTBeTa OtBer

Kakue wu3 MNEPCUUCIICHHBIX KOMIIOHCHTOB | MOJb30BaTEC/IH

nH(OpMaLOHHON CUCTEMBI MOTYT | aKTHBHBIE HPOIPAMMBI

BBICTYIIAaTh B POJIU CYOBEKTOB?
npoueccol

KOMMYTallMOHHOE 000pyI0BaHUE

JMHUYU Tiepeiadn nHpopMauu

CrocoOHOCTP yIOCTOBEPSATH UMEBIIICES HEOTKAa3yeMoCTh

MECTO JIEWCTBUE I/IJ'II/IUCO6BITI/IC TaK, YTOOBI [OTUHHOCT

9THU COGBITI/IH NI JCUCTBUA HEC MOTJIN

OBITH T1035KE OTBEPIHYTHI ayTCHTHYHOCTD
aJIeKBaTHOCTH

OEJIIOCTHOCTD




Bompoc

Bapuantel oTBeTa

OTBer

CBoiicTBO MH(POPMAIIMOHHON CUCTEMBI,
00yCJIOBIMBAIOIIEE BOZMOKHOCTD
pean3anuu yrpo3bl 6€30MacHOCTH
oOpabartbiBaeMoii B Hell nH(opMaruu

YS3BHUMOCTH 0e30macHOCTH UHGOpMaun

yrpo3a 6e30nacHOCTH HHpOpMaLUU

pucK HH(POPMAITMOHHOW 6€30MaCHOCTH

aTaka Ha KOMITbBIOTEPHYIO CUCTEMY

WHIUJICHT WH()OPMAITMOHHOM 0€301MacHOCTH

JlesitenbHOCTh o MIPEJOTBPALIECHHIO | 3alUTAa HHpOPMALMK

YTCUKH  3aUlMIaeMOH  HH(bOpMalmH, MH(pOPMaLMOHHAsA 0E30IIACHOCTD

HECaHKITMOHUPOBAHHBIX u 5

Henpe/IHAMEPEHHBIX  BO3AeHCTBUi  Ha yrpaBieHue 0€30macHOCThIO HH(OpMAITUU

3aIuIaeMyro HHPOPMaIHIO — 3TO MEHEI)KMEHT UH(POPMAITHOHHOMN
0€30I1aCHOCTH

DneKTpoHHas MOJIHCh, KOTOpasi | MPoOCTas 3JIeKTPOHHAS MOANUCH

nocpeijBOM HCIOIL30BaHUS  KOJOB, YCHIIEHHAS SMEKTPOHHAS TTOJITHCH

naposei A HMHBIX CpEICTB

noxtBepiaeT  bakt  (hopMUpOBaHHs yCHIJIEHHAs! KBaTU(UITUPOBaHHAS

3JIEKTPOHHOW TMOJIHUCH  OMNpPEACIICHHBIM SJICKTPOHHAS HOMIMNCh

JINLIOM yCUJICHHAs! HEKBATU(PUITUPOBAHHAS
DIIEKTPOHHAS TOATHCH
YCUJICHHAs TIPOCTast AJICKTPOHHAS TIOIMUCH
MpocTasi HeKBATM(PUITMPOBaHHAS
DIIEKTPOHHAS MTOATHCH

Kakoe w3 TmepedynCIeHHBIX  CETEBBIX | KOHIIEHTPATOP

YCTPOWCTB MOXET BBITIOJHITh (YHKIIUU MapIIPyTH3aTOP

MEXKCETEBOIo SKpaHa?

KOMMYTaTop 3 ypOBHs

peTpaHCasATOp

KOMMYTaTop

MeInaKOHBEPTEP

Cpenu MEPEYUCIEHHBIX MIYHKTOB
BBIOCpUTE JCWUCTBUS, [IJISI COBEPIICHUS
KOTOpBIX JIOJDKHA OBITh IpeaHa3HadeHa
rporpamma, YTOOBI CUUTAThCS
BPEIOHOCHOM  (COTJIaCHO — ONPEENIECHUIO
BPEIOHOCHOM IPOrpaMMbl U3 YTOJIOBHOTO
kojziekca PD)

HECaHKIIMOHUPOBAHHOE PACIPOCTPAHEHUE
uHpopMaun

BBIBO/JI U3 CTPOsi KOMIOHEHTOB NC

HECAHKIMOHMPOBAHHOE YHUYTOKEHHE
uHpopMmanun

nouck yszpumocteit B UC

HEMTPAJIU3ALUA CPEACTB 3aLMThI
KOMIILIOTEPHOH HH(pOPMALUHT

K kako#t rpynme yrpo3 mH(GOpPMAIMOHHON | MPOTpaMMHbBIC
0e30MmacHOCTH OTHOCHTCH | anyranarmpie
ne3uHdopmanus, COKpBITHE WIH
UCKa)keHue nHpopMaiu HH(pOPMALMOHHBIE
CHUCTEMHBIE
BHEIIHHE
OcoOplit  BuA  oTHOmEeHUH — Mexay | UndopMannoHHas BoiiHA
rocygapcrBaMu, TMpU  KOTOPOM  JJisi




Bompoc

Bapuantel oTBeTa

OTBer

paspenieHus CYLIECTBYIOIINX
MEKI0CY1apCTBEHHBIX POTHBOPEYH
UCTOJNB3YIOT-CSI  METOABI, CpeACTBa U
TEXHOJIOTUU CHUJIOBOTO BO3JACHCTBHS Ha
MH(POPMAIIMOHHYIO chepy ITUX
roCy/apcTB

Texnonorus mudposanus Bee
uHpOpMaINH, pa3MEIIeHHON Ha KECTKOM
JIUCKE JJISl 3alIUTHl OT YTEUKU JAHHBIX,
paszpabotanHas kKomranue Microsoft

BitLocker




Jast Tekymiero koutpoass TK2:

[Iposepsiemass kommeteHuus: OIIK-3.1 Pemaer cranaapTHele 3amadu
npo(ecCHOHANBPHOM  AESTeNbHOCTM  HAa  OCHOBE  MH(GOPMALMOHHOW  H
oubnuorpaduyeckoit KYJbTYpPBI C PUMEHEHUEM uH(pOPMaLIMOHHO-
KOMMYHUKALIMOHHBIX TEXHOJIOTUI

Bomnpoc BapuanTbl oTBeTa

AKTyanbHOCTP ¥ HENPOTHBOPEYHMBOCTH | EJIOCTHOCTH

nH(popManuy, ee 3alIUIIEHHOCTD oT JIOCTYITHOCTD

pa3pylieHHss Y  HECAaHKUHUOHHUPOBAHHOTO

A — KOH(UIECHITNATEHOCTb
HCOTKa3yEMOCThb
aJICKBAaTHOCTb

COBOKYNIHOCTb ~ YCIIOBUH WJIM JIE€HCTBUH, | yrpo3a 6e30macHocTH HHGOpMAINu

CO3Jar0InX TIMOTCHIUAJIbHYIO WM PCaJIbHO

CYLIECTBYIOIYIO ~ OIACHOCTh  HApYIICHUS
6e30macHOCTH HH(pOpMALIUU

puck 0e3omacHOCTH HHPOPMAITUT

ySI3BUMOCTH 0€3011acCHOCTH UH(POPMAITIHI

aTaka Ha HH(QOPMAaIIMOHHBIE PECYPCHI

Ycranosure COOTBETCTBHE
MOHSATUAMHU U ONPEICTICHUSIMH:

MEKTY

1) npoueaypa pacnosHaBaHUA cybbeKTa no
ero ngeHTnduKaTopy

2) npoBepka NOAJMHHOCTU
AaHHbIM naeHTUdGUKaTOpOM

cybbekTa

3) npoueaypa npenocTaBAeEHUA 3aKOHHOMY

CybbeKTY, ycnewHo npoweawemy
naeHTMdMKaumio Z ayTeHTUdMKaumio,
COOTBETCTBYHOLWMX NOJIHOMOYUIA n

AOCTYMHbIX PECYPCOB CUCTEMDbI

aKTHUBaLU

BepUpUKALIUS

ABTopu3anus (3)

Npentudpuxamus (1)

AyTtentudukanus (2)

Bpenonocnast mnporpamma, HCHOJIb3YOIIAst
JUIS CO3JIaHUSl CBOMX KOMUW Ha JPYrux
KOMITBIOTE€paX CETEBbIE PECYPCHI U CEPBUCHI,

cnydep

TPOSIHCKasl porpamMma

pasmepa ImyTeM BBITIOJTHCHHS
KpUnTorpaguueckux npeoOpa3oBaHuit
BBIYMCIISICTCS TalKECT (PUKCUPOBAHHOM
JUTMHBI, OTHO3HAYHO COOTBETCTBYIOIIIEE
HCXOIHBIM JaHHBIM

Ha3BIBACTCA epsb

02K 10D

SKCIIJIOUT
MeTo1 KpUNTO3aIUThI, TPEICTABIISFOIIHIA XelupoBaHue
co00l KOHTPOJIbHOE TTPeoOpa3OBaHUE KPHIITOAHAIH3
uH(pOpMALIUU: U3 TaHHBIX HEOTPAHUYEHHOTO

creranorpadus

QJICKTPOHHAA MOATIUCH

ayTeHTU(UKanus

Kakoii Bux M3O nonosHseT 3KpaHUPYIOLIUI
MapuipyTu3atop  QYHKIOUSAMH  KOHTPOJIA
BUPTYaJIbHBIX COECJUHEHUNH M TPaHCIALUU

SKPaHUPYIOLIUH 103

MaKeTHBIN QUIBTP

IIJTI03 CEAHCOBOI0 YPOBHS




Bomnpoc

BapuaHthl oTBeTa

BHyTpeHHUX [P-aapecoB?

MIPUKJIAHOM LIIJII03

SKPAHUPYIOUIUNA MapIIPyTHU3aTOP

BpemonocHas mporpamma, —peanu3yrolnas
HecaHKI_II/IOHI/IpOBaHHBIe HeﬁCTBHH,
HarpaBJIeHHbIC Ha HApyIIEHHE 0€30IaCHOCTH
HNC, 06e3 co3maHus COOCTBCHHBIX KOIIHH,
Ha3BIBACTCS

BpPEIOHOCHOW YTUJIIUTON

CCTCBBIM YCPBCM

09K10pOM

TPOSIHCKOI MPOrpamMmoii

baynepom
K kakoil rpymnme yrpo3 MH(POPMALMOHHOW | anmmapaTHbIE
0€30M1aCHOCTH ~ OTHOCHTCS ~ HE3AKOHHOC | Lproron o
KOIIMPOBAHUE JIaHHBIX B MH()OPMaIL-OHHBIX
cucTeMax BHCIIHHAC
IIPOrpPaMMHBIE
HH(popManOHHbIE

Meps! 3amuTsl WHGOPMALUK, OTHOCSIIHECS
K OPraHU3alMOHHBIM MEPOIIPUATUAM

(GUIBTPHI, SKpaHbI HA aNaparypy

YCTaHOBKA CPE/ICTB aHTUBUPYCHOM 3aIlIUTHI

SJICKTPOHHBIC KIIFOYHM HAa MUKPOCXEMax

OrpaHHYCHHEC A0CTyNa JIUI B KOMIBIOTCPHbIC
NMOMEIICHU A

XpaHeHHe HOCUTeJIel U YCTPOiicTB B ceiide

[Tonp3oBarens, 00IagaIONINN TPABOM YTCHUS
KypHasla  0€30IacHOCTH  ONepalluOHHON
CHCTEMBI

ayuTop




Jast ekymero koutpoass TK3:

[IpoBepsiemass kommereHuusi: OIIK-3.2 VYuutbiBaeT mnpu pelieHUH 3a1ad
npo(hecCHOHANBPHON JAESITENHOCTH OCHOBHBIE TpeOOBaHHUA K HMH(POPMAIIMOHHON

0€30I1aCHOCTH

Kacaromuyecss TpeOOBaHMH K ayaHuTy
cooObrTuii B OC

Bomnpoc BapuanTbl oTBeTa
Kakast pyHKIHSI MEKCETEBOTO dKpaHa | KAIIMPOBAHHE
II03BOJISIET CKPBIBATH TOIIOJIOTHIO TPAHCJISIIMSA CeTEBbIX aIPecOB
BHYTPEHHEMN CETU OT BHEIITHUX uaACHTH()UKAITIS
HoJIL30BaTeneii? aIMUHHUCTPUPOBAHIE
ayTeHTHUKAIUS
Breibepute BepHble  yTBepkaeHUs, | Jl00aBIATH 3amMcu B KYpPHAN — ayguTa  MOXET

oIepalMoHHas CUCTEMa U a]MUHICTPATOP

PeI[aKTI/IpOBaTB WINn YAAIATH OTHACJIBHBIC 3alllMCU B
KypHaJIe aynuTa HE MOKET HU OAWH CYOBEKT JOCTYyTIa,
kpome camoit OC

IIpocmaTpuBaTh :KypHaJ ayauTa MOIYT TOJbKO
MOJIb30BaTe/ I, 00J1aal0lHe COOTBETCTBYIOIIEH
NpPUBHJICTHEH

OmnepanyionHasl cucTeMa HE OJDKHA MOJICPKUBATh
BO3MOXXHOCTh COXPaHECHHsI JKypHalla ayauTa TMepe
OYHCTKOM B Apyrom (aiine

OuuMmaTes KypHaJ  ayaAuTa  MOIYT  TOJbKO
10JIb30BaTEJIN-aYAUTOPHI

[Ipouenypa npoBEpKH NOIIMHHOCTH ayTeHTUUKAIUSA

BXOJIAIIETO B CUCTEMY 00bEKTa

(monp30BaTels, IpoLecca Uiu

YCTPOWCTBA), IPEAbSIBUBIIETO CBON

UACHTU(UKATOP HA3BIBACTCS

BriGepute BepHbIE yTBEPKIACHUS CummeTrpuyHOoe  MM(PpPOBAHHE  UMEET  BBICOKYIO
CKOPOCTh MIK(POBaHMS, HO CIOKHO B peaIn3aliu
CumMeTpuyHoe mM@poBaHHe NPUMEHUMO ISl
KM GppoBaHHUA JAHHBIX IPOU3BOJIbHON JJIHHBI
[Tpn CUMMETPUYHOM mppoBaHun nepeaayda

CCKPCTHOI'O KJI0Ya MOKCT OBITH OCYHICCTBJICHA II0
06H1€,I[OCTyHHBIM KaHaJlaM CBA3H

[Ipobnema pacnpeneneHus KiIo4Yed MHUQPpPOBAHUSA
MEXIYy IOJIb30BATEISIMA MPUCYTCTBYET TOJBKO IS
ACMMMETPUYHOTO MU (POBAHUS

Paznoxenne wmatpuimpl JOCTyIa 10
CTpPOKaM MO3BOJISIET MOJYUYUTh

MAaHJAAThI BO3MOKHOCTEH

JIOMEHBI 0€30aCHOCTHA

MaHIaThl IOJIHOMOYHNIT

JIOMEHBI [IPaB JI0CTYIa

CIIMCKH IIPAB IOCTYIIA

[Iporokon SSL wucnonb3yerca mis
3aMThl  MH()OPMAIMOHHOTO OOMeHa
Ha

TPAHCIIOPTHOM YPOBHE

CeaHCOBOM YPOBHe

CETEBOM YPOBHE




Bomnpoc

BapuanTbl oTBeTa

MIPUKJIAJHOM YPOBHE

YKaxuTe BCE CBOWCTBA CUTHATYPHOIO
aHalM3a, KOTOPhIE MOKHO OTHECTH K
€ro HeJl0CTaTKaMm:

IIPU YCIIEUTHOM OTIpEENICHUH, JIE€UECHUE «3apPasKEHHOT0
00BEKTa 4YaCTO HEBO3MOXKHO

He MO03BOJIsieT O0OHAPY:KMBATh HOBbIC BPEeIOHOCHBIE
NPOrpaMMblI

TpedyeT 3HAYMTEJbHBIX YCHJINH 110 00HOBJICHUIO 0a3
CHTHATYP

CKJIOHEH K OosbLIoMy
BPEIOHOCHBIX IPOTPaMM

KOJIMYECTBY  IPOILYCKOB

CKJIOHEH K  Oosboiomy
cpabaTbIBaHUA

KOJMYCCTBY JTOXKHBIX

K Kakou rpymnmie yrpo3
nH(pOPMaITMOHHOMN 0€301acHOCTH
OTHOCHUTCSI TiepexBaT HH(pOpMAIUU B
JUHUSX CBA3U

TEXHHYECCKHE

anmnaparHble

IIPOrpaMMHBIE

duznueckue

nH(OpMaIMOHHBIC

BeiGepure  Mepsl WO 3amuTe
UHOpMAIHH, OTHOCSIIIIHECS K
TEXHUYECKHM

KJII0Y J1J151 0JIOKHPOBKH KJIABHATYPHI

IJEKTPOHHBIC KJIIOYX HA MUKPOCXeMaXxX

MapOJIBHBIN JOCTYII — 3aJlaHUE MMOJTHOMOYUI
MMOIb30BaTENs

(puabTPBI, SKPaHBI HA aNNAPATYPY

yCTpOiCcTBA ayTeHTH(PUKAIUH

[Tpu n306upaTeTILHOM pa3rpaHUICHUN
JOCTYIIA TAHHOE TIOHSATHE OMPEIEsIeT
Ha0Op 0OBEKTOB U TUIIOB OMEpaIni,
KOTOPBIC MOTYT ITPOU3BOIUTHCS HAT
KaXJIbIM O0BEKTOM OIEPAIMOHHOM
CUCTEMBI

MaTpuia A0CTyna

TOMEH 0e30MACHOCTH

JIOMEH MOJIHOMOYHH

MaTpHIla MaHIaTOB

JIOMEH JI0CTyma




Juast tekymero kourpoass TK4:

[Iposepsiemass komnereHuus: OIIK-3.2 VuuTeiBaeT mnpu penieHud 3aaad
npo(hecCHOHANBPHON JAESITEbHOCTH OCHOBHBIE TpeOOBaHHUA K HMH(POPMAIIMOHHON
0€3011acHOCTH

Bomnpoc BapuanTbl oTBeTa

Ha xakux ypoBusx mozaenu OSI CEaHCOBBIN
(hopMHUPYIOTCS BUPTYaIbHBIC 3aIUIICHHBIC | KAHAJbHBIN
KaHaJIbl Iepeiaun JaHHbIX? MPEICTABICHUS

ceTeBoOil

MPUKJIATHOMN
MeTton oOHapyKeHHs BPEJOHOCHBIX KOMILJICKCHBIM aHAIHU30M
MPOrpaMM, CYyTh KOTOPOTO 3aKITFOYAETCS B METOJIOM TOYHOTO MOUCKA
MOUCKE YYACTKOB KOJa UCITOIHSAEMOrO 3BPUCTUYECKUM aHATU30M
O6LCKTa, OTBCYAIOIINUX 3a KOHKPETHBIC CHTHATYPHBIM aHAJIN30M
BPCAOHOCHBIC NCUCTBUSA, HA3bIBACTCA METOJIOM DMYIIALIMUA KOAA
HazBanwue aTaku Ha IIPOTOKOJBI | MaCKapaj

ayTeHTU(UKALUU, B KOTOPOM MOJIb30BaTEllb
IBITACTCA BBIAATh ce0s 3a IPYroro ¢ IENbIo
MIOJIyYEHUSI TIOJHOMOYMH M BO3MOXKHOCTHU
JEUCTBUN OT JILIA JPYroro MOJIb30BATENS

Nudopmanus B 351eKTpOHHOM Popme, cepTuduKaT KIF0Ya MPOBEPKH FICKTPOHHOU
KOTOpasi IPUCOEINHEHA K APYroil MOJNIUCHU

nH(pOpMaIuu B 3IEKTPOHHOU (hopme mim 3JIEKTPOHHAsI MOJANUCH

MHBIM 00pa3oM CBs3aHa C TaKOH KJIOY DJIEKTPOHHOM IOJIIUCH

HH(l)OpMaHHeP'I H KOTOpas UCIIOJb3YCTCA IJIA KBaJII/I(bI/II_[I/IpOBaHHHﬁ CepTI/I(bI/IKaT

OIIPEACICHNUS JINA, TOAIHUCHIBAIOIIETO KJIFOY TTPOBEPKU JICKTPOHHON MOAMUCH
HH(pOPMALHIO CumMmerpuyHOe mMppoBaHHe NPUMEHUMO A5

mnpoBaHus TAHHBIX NPOU3BOJIbLHON JJINHbI
[Ipu cummerpuyHOM MmKM(POBAHUHU TEeperaya
CEKPETHOI'0 KJIoYa MOXET OBITh OCYIIECTBIECHA
110 OOIIETOCTYITHBIM KaHAJIaM CBSI3U

[Ipobnema pacnpenencHust Kiaouderd mmppPOBaHM
MEXIy IMOJIb30BAaTEeNSIMU TPUCYTCTBYET TOJIBKO
JUIs aCHMMETPUYHOTO U POBAHMS

Bun 351€KTpOHHON NOANKCH, MO3BOJISIIOIUN | KBAJTH(UIMPOBAHHAS YJIEKTPOHHAsI NOANUCH
OpPraHM30BaTh  IOPUAMYECKH  3HAYMMBIM | IPOCTAsl SJCKTPOHHAS TOITUCH

3JICKTPOHHBIN JIOKyMEHTO000pOT C | HeKBaIM(UIIMPOBAHHAS JIEKTPOHHAS OJNHUChH
[TAapTHEPCKUMHU  KOMIIAHUAMH,  OpraHaMH | paCIIMpPEHHAas 3JCKTPOHHAs IMOAMNKCH
roCyJ1apCTBEHHOM BJIACTHU u

BHEOIODKETHBIMU (DOHAMU
B3aumnas ayreHTH(UKAIMT 00eUX CTOPOH B | 0OOMEHA OTKPBITHIMH KIFOYaMH CHMMETPUYHOTO

SSL BemmonHsIETCS TyTEM U (ppOBaHUS

o0MeHa uuppoBbIMH cepruuxkaramu
OTKPBITBHIX KJIWYel MoJib30BaTesieil (KJIueHTa
7 cepBepa),  3aBepeHHbIMH nudposoit
NOANMCHI0 CHEUHATBHBIX CePTH(PUKANUOHHBIX
LIEHTPOB




Bomnpoc

BapuanTbl oTBeTa

06MeHa OTKPBITBIMU KIIHOUaMU aCCUMMCTPHUYHOI'O
mudpoBaHUs

oOMeHa ClIydaifHO CreHepupOBAaHHBIMH MAPOJISIMU

K kakoii rpynne yrpo3 OTHOCUTCS
BHEJPEHUE «BUPYCOBY, allllapaTHBIX 1
IIPOrPaMMHBIX 3aKJIaJ0K

anmnapaTHbIe

dbuznveckue

nH(pOpPMAalOHHbIE

TCEXHUYCCKUC

NporpaMMHbIe

JIro0oii 2yIeMEeHT oreparmOHHON CHCTEMBI,
JOCTYI K KOTOPOMY I0JIb30BaTeNeil u
JIPYTUX CYOBEKTOB JOCTYIA MOXKET OBITh
MIPOU3BOJILHO OTPAHUYEH (€CIIM OTBET
COCTOMT U3 OOJIBIIIE YeM OJTHOTO CIIOBA,
HAMUIIATE CJIOBA Yepe3 mpoode)

00BbeKT AocTymna

CyOBeKT, KOTOPOMY MPUHAIEKUT OOBEKT
ONEPALIMOHHOM CUCTEMBI U KOTOPBI HECET
OTBETCTBEHHOCTH 33 KOH()UCHIINAIBHOCTD
cozepxarieics B 00bekTe HHPOpMAIIIH, a
TaKXe 3a LEJOCTHOCTb U IOCTYITHOCTb
00BbeKTa

BJ1ajaeJieny

CpenctBo 3amuThl, ucnoiabzyemoe B OC
Windows 115t CHUKEHUS PUCKa YCTAaHOBKH
BpenoHocHbIM [1O HexenaTenpHOU
MpOrpaMMbl HJIM BHECEHUS OMTACHBIX
W3MEHEHUH B CUCTEMY.

Windows Filrewall

Action Center

Windows Filtering Platform

PowerShell

User Account Control

JlJIs IpOMeKyTOYHOM aTTeCTAlMHU:

IIpumeps! 3axanui:
1. laHo:

- TOTIyCTUMAasi BEPOATHOCTH TI0100pa mapoJis 3ioymbinuieHHIKOM 0,0277972
- CKOPOCTh IOA00pa MapoJisi 30yMBIIUIEHHUKOM 493 maposeii(-s1) B MUHYTY
- CpOK JiericTBuUsA mapost 17 quew(-s)

- MOUTHOCTH aJihaBuTa maposist 49 CUMBOJIOB

Haiitu qnHy napoJisi, COOTBETCTBYIOIIYIO 3aJaHHBIM YCIOBHSIM.

2. llaHo:

- IOIyCTHUMAasi BEpOSITHOCTD 1o100pa rnaposist 3noymbinieHHrukoM 0,0000148

- CKOpPOCTh TMoAOOpa MapoJs 3JIOyMBINUICHHUKOM 493 maposei(-is,-Jib)

MHUHYTY




- CpOK JieiicTBUsA mapois | Henenb(-4, -1)

- MOITHOCTH aJihaBuTa maposist 49 CUMBOJIOB

Haitru:

- IJTUHY MapoJisl, COOTBETCTBYIONIYIO 3aJJaHHBIM YCJIOBHUSIM.

OTBeT A0JIKEH OBITH LEIBIM YUCIIOM.

3. [lan 3ammdpoBaHHbINA TEKCT "OIIBYITHBUBTTH"

Kakoe ximroueBoe Cil0OBO OBUIO HMCHOJIB30BAHO, €CIM HMCXOJHBIA TEKCT
"ayreHTuduxamms".

4. Amuca mepenana boOy oTkpwithiii kmtou (7,143). boO otrBetmn Anuce
3amu@poBaHHBIM cooOIeHrem "135".

EBa nepexBaTuiia coo011ieHUE U TPOU3BEIa Ha HETO YCIEIIHYIO aTakKy.

Hammmmure B KadecTBe OTBeTa HMCXOJHOE cooOmieHne bobGa (umcno 0Oe3
KaBbIUECK).

5. bo6 momyuns ot Anucel Tpu uucina: p = 19, g=5, A = 6. bo6 BbIOpas1 cBOM
3aKpBITBIN K04 b = 7 1 oTnpaBuil AnMce OTKPBITHIM K04 B, a Takke paccunrtan
obmmii cexpetHbiit kirod K. Paccunraiite B u K.

OtBert 3anumuTe 6e3 npoOenoB YnciaMu yepes 3anaryro B popmare: B,K
6. PacmpocTpanenne BIUSHUS OJHOTO 3HAKa OTKPHITOIO TEKCTa Ha MHOTO 3HAaKOB
mH@pPTEKCTa, YTO MO3BOJIAET CKPBITh CTATUCTUYECKHE CBOMCTBA OTKPBITOTO TEKCTa
Ha3bIBACTCS
7. - TpEenrnoyaraeT HMCHOJIb30BAHUE TaKHX IIHQPPYIOMUX
npeoOpa3oBaHUi,  KOTOpbIE  YCJOXKHSAIOT  BOCCTAHOBJIEHHE  B3aWMOCBSI3U
CTaTUCTUYECKUX CBOMCTB OTKPBITOIO U MHU(POBAHHOTO TEKCTOB
8. IlposBiieHHME 3aBUCHUMOCTH BCEX BBIXOJHBIX OUTOB MIU(POTEKCTa OT KaXKIOTO
BXOJIHOTO OMTa OTKPBITOTO TEKCTA HA3bIBAETCS s dexkTom
9. VcraHoBHTE COOTBETCTBHME MEXKIY THIAMU KPHUNTOCUCTEM M  BHJIaMU
KpunTorpadguueckux npeoOpa3zoBaHMit

1) GeckiroYeBBIC a) XelIMpOBaHUE
2) OJHOKIIIOYEBBIC b) cummerpuuHoe mudpoBaHue
3) ABYXKIIOYEBbIC C) acUMMETpUYHOE IH(pPOBAHKE

10. VYcraHoBUTE€ COOTBETCTBHE CTaHAAPTOB IMUGPOBaHUS U  KOJIMYECTBA
WCITOJIB3YEMBIX B HUX PayHIOB MH(PpOBaHUS

1) AES128 a) 10 payHmoB
2) AES192 b) 12 paynmoB
3) AES256 C) 14 payHmoB
4) DES d) 16 paynmoB
5) 3DES e) 24 paynnaa

f) 48 paynmos





